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List of abbreviations used

Workstation — automated workstation.
Workstation TC - automated workstation at the technical center.
CSC - Central Security Console.

CCRVS - Central Console of Remote Video Surveillance.

Administrator's Guide. Introduction

ATM-Intellect. Administrator’s Guide is a reference and information guide that is designed for system administrators, installation and configuration engineers, users with the rights to
administrate ATM-Intellect.

This guide contains the following information:

General characteristics of ATM-Intellect.
General characteristics of ATM-Intellect.
Hardware and software requirements.
Installation sequence for ATM-Intellect.
. Configuring procedure for ATM-Intellect.

ATM-Intellect general description
ATM-Intellect purpose

ATM-Intellect is a video security system of ATM network (VSSoAN) designed for safe operating of bank ATM network.

uhwNE

ATM-Intellect VSSoAN is a part of the bank integrated security system.
ATM-Intellect VSSoAN purposes are:

1. reduction of the bank's financial losses related to fraud while obtaining cash from an ATM;
2. reduction of the bank's financial losses related to the acts of vandalism against the ATMs.

VSSoAN is used for security of ATMs installed in bank branches, and in the trade and service enterprises.

ATM-Intellect description

ATM-Intellect is a territorially distributed system which consists of the following components:

1. Local ATM video security systems (ATM Intellect Pro).
2. Remote video controllers for ATM groups (ATM-Intellect Workstation).
3. Remote control of VSSoAN technical condition (ATM-Intellect Workstation TC).
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ATM-Intellect Pro

_ ATMIntellect Pro__

ATM-Intellect Pro is placed directly ATM Intelligence Pro placed directly at the installation site of ATMs in bank branches or trade and service enterprises. ATM-Intellect Pro provides a
recording of the video coming from the camera into a local video archive, digital signal processing from discrete sensors installed on the ATM and transfer of alarm messages on ATM-In
tellect Workstation.

ATM-Intellect Workstation is placed in the bank security departments. It combines a group of ATM-Intellect Pro on a territorial basis, and provides reception and visualization of alarm
messages from ATM-Intellect Pro, and requests to video archives of ATM-Intellect Pro.

ATM-Intellect Workstation and ATM-Intellect Pro interaction is performed over a data network protocols TCP / IP or X.25 using "regular" ATM link. The system also provides the option
of direct interaction between ATM-Intellect Workstation and ATM-Intellect Pro without using "regular" ATM link.

ATM-Intellect Workstation TC is placed in the branch of a bank or in the service company and provides VSSoAN technical condition monitoring. Data on the ATM-Intellect Pro technical
condition supplied to ATM-Intellect Workstation TC through the ATM-Intellect Workstation. Interaction between ATM-Intellect Workstation TC and ATM-Intellect Workstation is
performed over the TCP/IP network data transfer protocol.

When creating and developing VSSoAN of a bank, several ATM-Intellect Workstation are supposed to be installed , each of them interacts with a group of ATM-Intellect Pro combined on
a territorial basis.

ATM-Intellect Pro interacts with the ATM host computer via the messaging communication channel using Ethernet 10/100Base-T controller or asynchronous RS-232 interface.

VSSoAN provides the transfer of information (images or video clips) into the external systems when the situations involving fraud or vandalism in the ATM network are discovered.



Attention!
ATM-Intellect software does not operate in demo-mode, i.e. without intellect.sec license key

Note.

@ It is possible to expand the ATM-Intellect system with modules CCRVS and CSC. These modules are not included in the ATM-Intellect distribution kit and are supplied
separately.
The main CCRVS functionality is maintaining a single list of all the objects of protection (ATMs) and the components of the security system, central control of technical
condition and alarms of all the objects of protection (ATMs), monitoring of the actions of operators, CCRVS operator working with alarm reports, centralized reporting and
centralized handling of complaints. Also, CCRVS may apply to the processing center of the bank to obtain information about transactions.
The main CSC functionality is to implement a centralized operational control and alarm handling of all objects of protection (ATMs).

ATM-Intellect Workstation functionality

ATM-Intellect Workstation is placed in the bank departments and provides the following functions:

receiving, recording and visualization of alarm messages from ATM-Intellect Pro;

receiving, recording and visualization of messages about the ATM-Intellect Pro components health and communication channels;

generating and transmitting video search requests to the ATM-Intellect Pro video archive, video search results reception;

generating and transmitting requests (based on video search results) to the ATM-Intellect Pro video archive, reception and archiving query results (images or clips);
viewing and printing query results (video frames);

. creating the reports on registered events.

ATM-Intellect Workstation TC functionality

ATM-Intellect Workstation TC is placed in the bank or service company departments and provides the following functions:

ounhwNE

1. receiving, recording and visualization of messages about the ATM-Intellect Pro components health and communication channels;
2. viewing logs of ATM-Intellect Workstation TC operation;
3. creating the reports on registered events.

ATM-Intellect Pro functionality

ATM-Intellect Pro is placed in the location of ATM installation and generally provides the following functions:

recording the primary video coming from cameras mounted on site ATM in the video archive;

displaying video from Cameras and playback recordings on the ATM-Intellect Pro security post;
receiving, processing and registration messages from the ATM;

receiving, processing and registration of signals from sensors installed both inside and outside the ATM;
detection of skimming devices installation in the input card area in the ATM card reader;

ounhwNE

triggers or skimming devices detection);
7. transfer to the ATM-Intellect Workstation TC (via ATM-Intellect Workstation) data on the technical condition of ATM-Intellect Pro components;
8. receiving and processing requests for information search in the video archive, generation and transfer of results (video parameters satisfying the query);
9. receiving and processing queries for video (by search results), formation and transfer of results of queries (video clips or video frames) on ATM-Intellect Workstation.

Additional client workstation functionality

This is the ATM-Intellect Workstation version which is installed without additional components and connects to the existing database of the main ATM-Intellect Workstation while
interface objects are created on the local computer. Before installing Additional client workstation, install Intellect in RAW mode. Intellect distributed system configuration is not
required for Additional client workstation operation. No additional objects are required in the intellect.sec

transmission of alarm signal on ATM-Intellect Workstation, as well as frames and clips files in case of an "emergency" situations during the ATM operation (in the case of sensor



ATM-Intellect restrictions

In the ATM-Intellect software package restrictions are imposed when creating of video security system of an ATM network:

1. Maximal nhumber of ATM-Intellect Pro objects that can be connected to an ATM-Intellect Workstation is 2000.
2. Maximal number of Surveillance objects being child objects for an ATM-Intellect Pro is 10.
3. Maximal number of cameras which a Surveillance object can handle is 32.

Hardware and software requirements

On the page:

® Installation environment and configuration
® Hardware requirements

Installation environment and configuration

ATM-Intellect is implemented as executable modules and compatible with the operation systems supported by the Intellect software (see the Operating system requirements chapter in
the Intellect: Administrator’s Guide).

The standard OS settings do not need to be changed for installation. On Windows Vista or latest OS, you must disable UAC. In Windows 8 and 8.1 it is necessary to configure security
policies in order to entirely disable UAC (configuring security policies is described in the Intellect: Administrator’s Guide).

Hardware requirements

ATM-Intellect has the following minimum PC hardware requirements:

CPU Intel Core i5 750;

RAM 2 GB;

HDD 200 GB;

Network adapter;

X.25 controller (if necessary);
Uninterruptible power supply.

Installing ATM-Intellect

Installer description

The picture below shows the ATM-Intellect software installer content.


https://doc.axxonsoft.com/confluence/display/Int490en/Operating+system+requirements
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=84354171
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=84354171
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Documentation is available in the Help folder.
Use the setup.exe file to unstall ATM-Intellect software.

Installation language is selected according to the language settings of the base Intellect software. This information is stored in the Language registry key in the section
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Uninstall\Intellect\. If, for some reason, access to this information is not possible, the language of the current
operating system locale will be used if it is available. The following languages are available: Russian and English.

Preparing to install

For ATM-Intellect Workstation and ATM-Intellect Workstation TC, install Intellect in the remote administrator’s workstation mode (RAW). For ATM-Intellect Pro, install Intellect in the
Server mode. Intellect installation is described in the INTELLECT Software Package. Administrator’s Guide.

Information on compatibility of ATM-Intellect and Intellect software versions is given on the page General information about product releases and versions compatibility.
One of the following objects must be present in the intellect.sec license key depending on the installation type:

1. ATM-Intellect Workstation .
2. ATM-Intellect Workstation TC.
3. ATM-Intellect Pro.

For ATM-Intellect Workstation and ATM-Intellect Workstation TC functioning a database server is necessary. When installing Intellect software on a clean (fresh) PC, MS SQL Server
2008 R2 Express is installed as well.

ATM-Intellect software supports the following database servers:

1. MS SQL Server 2008 R2;
2. MS SQL Server 2012.

Installation steps for ATM-Intellect Workstation

install ATM-Intellect in the ATM-Intellect Workstation configuration, do the following:

1. Start the file setup.exe from the installation kit. The installation wizard informs that the installation process has begun.


https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=84354171
https://doc.axxonsoft.com/confluence/display/ASdoc/General+information+about+product+releases+and+versions+compatibility
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|_TI ATM Intellect v.7.0.0.488 Setup

Gtm) Intellect B welcome to the ATM Intellect
v, 7.0.0,4838 Setup Wizard

@ Please wait while the Setup Wizard prepares to guide wou

through the installation,

Back ] fext

Cancel

2. You are prompted to start installation. Click the Next button.




Installation of ATM Intellect v.7.0.0.488 - =loix|

(atm | welcome to the ATM Intellect v.7.0.0.488
@) Intellect yekine

= ‘You are welcomed by the ATM Intellect «.7.0.0,488 Setup
wizard, It enables ko set installation parameters, Ik is
| recommended to quit all other applications before wou
" continue installation. Click Mext to go on or Cancel ko exit
the Setup wizard, Thank wou for using software producks by
AucoonSaft company.

Mezxk I Cancel I

3. In the License agreement window read the terms of the End-User License Agreement . Set the switch into the I accept the terms in the license agreement position and
press Next.
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i:a.% Installation of ATM Intellect v.7.0.0.488

License Agreement.
Please read the License agreement carefully.

End-User License Agreement (EULA)

Important! Read the following terms carefully hefore installing, copying
and‘or using this sefiware. Installing , copying or using the product indicates
vour acceptance of these terms.

Thiz &meondoft End-User License & greement ("ETLA") is alegal agreement
between you, the End-User of the License rights granted herein, and
Aondoft governing the use of the this softwate accompatiying this ETLA,
inncluding aty and all associated media, printed materials, and "online" or
electronic documentation protected by copyright laws,

{* I accept the terms of the License agreement.

™ I do not accept the terms of the License agreement.

-

#

Print Back. I Mexk I Cancel |

4. Set the ATM-Intellect Workstation installation type. Click Next.




i‘-.‘% Installation of ATM Intellect v.7.0.0.488

ATM Intellect v.7.0.0.488 Installation Type.

Choose the tyvpe of installation required and click MNext,

Control panel of remote monitoring
O ATM-Inkellect Pro group ATMs,

Praovide reception and visualizakion
(% ATM-Irtelect ARM of messages from ATM-Intellect
Pro, reguests to video archives
ATM-Intellect Pro.

i~ additional client warkstation

" aTM-Inkellect ARM TC

Back. I Mexk I Cancel

5. A dialog box to configure database connection will be displayed. Select the database server name and set up the connection parameters.

(D Note.

In the Select database Server from the drop-down list field specify the "127.0.0.1" value instead of computer name or "(local)" value, e.g.
"127.0.0.1\SQLEXPRESS". Otherwise ATM-Intellect Workstation will lose connection with its local database when the network cable is disconnected.
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i'::?." Installation of ATM Intellect v.7.0.0.488

Select Database Server

Select dakabase Server and authentication method.

Select database Server From the drop-down list,

| 127 0.0.1\SQLEXPRESS |

Choose user identification procedure based on the present user account oF SOL Server
identity check,

" wWindows user account

{* Use the Following user name and password:

ser name |5-3

Password I sesl

Back. I Mexk I Cancel

6. In the Database field specify the nhame of existing database or select it in the list of databases, which are created in the server, and click <<.

Note.
The default name of the database is MonitorSSTV and its files are located in the SQL Server folder.
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Select or Set Name for Database.

Setup wizard will create new database or connect to existing one. Set name for database or
select the existing one fram the lisk,

Dakabase Existing databases

{ManitorSsTy e | de A

Facerecognition
Fir

inkellect
itw_kars

lprex

masker

model
manitorssky
msdh

pos

prokocol it

Back. I Mexk I Cancel

Click Next.
7. Click Install on the next pane.
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{ _' Installation of ATM Intelleck v.7.0.0.488

Ready to Install

Setup wizard is now ready to begin installation of F'.TH“
corpuker,

8. Installation begins.



17

{ _' Installation of ATM Intelleck v.7.0.0.488

Installing ATM Intellect v.7.0.0.488

9. After the final installation tasks are completed, the wizard informs that the software has been successfully installed.
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i:a.% Installation of ATM Intellect v.7.0.0.488

Installation Complete
Installation of ATM Intellect +.7.0.0,483 is completed,

Installation of ATM Intellect . 7.0.0.458 on wour compuker is completed, IF wou were
installing &TM Intellect . 7.0.0,488 from D0, please, remove the installation media, Click
Finish to exit,

ATM-Intellect Workstation installation is completed.

Installation steps for ATM-Intellect Workstation TC

To install ATM-Intellect in the ATM-Intellect Workstation TC configuration, do the following:

1. Start the file setup.exe from the installation kit. The installation wizard informs that the installation process has begun.
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|_TI ATM Intellect v.7.0.0.488 Setup

Gtm) Intellect B welcome to the ATM Intellect
v, 7.0.0,4838 Setup Wizard

@ Please wait while the Setup Wizard prepares to guide wou

through the installation,

Back ] fext

Cancel

2. You are prompted to start installation. Click the Next button.




Installation of ATM Intellect v.7.0.0.488 - =loix|

(atm | welcome to the ATM Intellect v.7.0.0.488
@) Intellect yekine

= ‘You are welcomed by the ATM Intellect «.7.0.0,488 Setup
wizard, It enables ko set installation parameters, Ik is
| recommended to quit all other applications before wou
" continue installation. Click Mext to go on or Cancel ko exit
the Setup wizard, Thank wou for using software producks by
AucoonSaft company.

Mezxk I Cancel I

3. In the License agreement window read the terms of the End-User License Agreement . Set the switch into the I accept the terms in the license agreement position and
press Next .
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i:a.% Installation of ATM Intellect v.7.0.0.488

License Agreement.
Please read the License agreement carefully.

End-User License Agreement (EULA)

Important! Read the following terms carefully hefore installing, copying
and‘or using this sefiware. Installing , copying or using the product indicates
vour acceptance of these terms.

Thiz &meondoft End-User License & greement ("ETLA") is alegal agreement
between you, the End-User of the License rights granted herein, and
Aondoft governing the use of the this softwate accompatiying this ETLA,
inncluding aty and all associated media, printed materials, and "online" or
electronic documentation protected by copyright laws,

{* I accept the terms of the License agreement.

™ I do not accept the terms of the License agreement.

-

#

Print Back. I Mexk I Cancel |

4. Set the ATM-Intellect Workstation installation type. Click Next.
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ATM Intellect v.7.0.0.488 Installation Type.

Choose the tyvpe of installation required and click MNext,

Technical skatus remaote conkrol
" ATM-Intellect Pro point,

Praovide reception and visualizakion
 ATM-Irtelect ARM of data on the technical status
ATM-Intelleck Pro, Data of the
technical status ATM-Intellect Pro
A era et Lok ati artive ak ATM-Intellect ARM TC
Cedebhal el across the ATM-Intellect ARM.

% aTM-Irkellect ARM TC

Back. I Mexk I Cancel

5. A dialog box to configure database connection will be displayed. Select the database server name and set up the connection parameters.

(D Note.

In the Select database Server from the drop-down list field specify the "127.0.0.1" value instead of computer name or "(local)" value, e.g.
"127.0.0.1\SQLEXPRESS". Otherwise ATM-Intellect Workstation will lose connection with its local database when the network cable is disconnected.
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Select Database Server

Select dakabase Server and authentication method.

Select database Server From the drop-down list,

| 127 0.0.1\SQLEXPRESS |

Choose user identification procedure based on the present user account oF SOL Server
identity check,

" wWindows user account

{* Use the Following user name and password:

ser name |5-3

Password I sesl

Back. I Mexk I Cancel

6. In the Database field specify the nhame of existing database or select it in the list of databases, which are created in the server, and click <<.

Note.
The default name of the database is MonitorSSTV and its files are located in the SQL Server folder.
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Select or Set Name for Database.

Setup wizard will create new database or connect to existing one. Set name for database or
select the existing one fram the lisk,

Dakabase Existing databases

{ManitorSsTy e | de A

Facerecognition
Fir

inkellect
itw_kars

lprex

masker

model
manitorssky
msdh

pos

prokocol it

Back. I Mexk I Cancel

Click Next.
7. Click Install on the next pane.
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{ _' Installation of ATM Intelleck v.7.0.0.488

Ready to Install

Setup wizard is now ready to begin installation of F'.TH“
corpuker,

8. Installation begins.
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{ _' Installation of ATM Intelleck v.7.0.0.488

Installing ATM Intellect v.7.0.0.488

9. After the final installation tasks are completed the wizard informs that the software has been successfully installed.
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i‘-.‘% Installation of ATM Intellect v.7.0.0.488

Installation Complete
Installation of ATM Intellect +.7.0.0,483 is completed,

Installation of ATM Intellect . 7.0.0.458 on wour compuker is completed, IF wou were
installing &TM Intellect . 7.0.0,488 from D0, please, remove the installation media, Click
Finish to exit,

ATM-Intellect Workstation TC installation is completed.

Installation steps for ATM-Intellect Pro

To install ATM-Intellect in the ATM-Intellect Pro configuration, do the following:

1. Start the file setup.exe from the installation kit. The installation wizard informs that the installation process has begun
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|_TI ATM Intellect v.7.0.0.488 Setup

Gtm) Intellect B welcome to the ATM Intellect
v, 7.0.0,4838 Setup Wizard

@ Please wait while the Setup Wizard prepares to guide wou

through the installation,

Back ] fext

Cancel

2. You are prompted to start installation. Click the Next button.




Installation of ATM Intellect v.7.0.0.488 - =loix|

(atm | welcome to the ATM Intellect v.7.0.0.488
@) Intellect yekine

= ‘You are welcomed by the ATM Intellect «.7.0.0,488 Setup
wizard, It enables ko set installation parameters, Ik is
| recommended to quit all other applications before wou
" continue installation. Click Mext to go on or Cancel ko exit
the Setup wizard, Thank wou for using software producks by
AucoonSaft company.

Mezxk I Cancel I

3. In the License agreement window read the terms of the End-User License Agreement . Set the switch into the I accept the terms in the license agreement position and
press Next.
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License Agreement.
Please read the License agreement carefully.

End-User License Agreement (EULA)

Important! Read the following terms carefully hefore installing, copying
and‘or using this sefiware. Installing , copying or using the product indicates
vour acceptance of these terms.

Thiz &meondoft End-User License & greement ("ETLA") is alegal agreement
between you, the End-User of the License rights granted herein, and
Aondoft governing the use of the this softwate accompatiying this ETLA,
inncluding aty and all associated media, printed materials, and "online" or
electronic documentation protected by copyright laws,

{* I accept the terms of the License agreement.

™ I do not accept the terms of the License agreement.

-

#

Print Back. I Mexk I Cancel |

4. Set the ATM-Intellect Pro installation type. Click Next.
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ATM Intellect v.7.0.0.488 Installation Type.

Choose the tyvpe of installation required and click MNext,

Local wideno security system AT,
+ ATM-Inkellect Pro
Provide a record video to & local
archive, signal pracessing From
 ATM-Irtelect ARM sensors inskalled on the ATM and
kransfer of messages to
ATM-Intellect AR,

i~ additional client warkstation

" aTM-Inkellect ARM TC

Back. I Mexk I Cancel

5. If base Intellect software is installed as service, set the Install ATM-Intellect as a service checkbox. Information about Intellect software installation type is given under the
checkbox. Click Next.




32

{ _' Installation of ATM Intelleck v.7.0.0.488

Installation Mode

Choose installabion mode

6. A dialog box to confirm installation will be displayed. Click Install to run installation process.
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Ready to Install

Setup wizard is now ready to begin installation of F'.TH“
corpuker,

7. Installation begins.
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Installing ATM Intellect v.7.0.0.488

8. After the final installation tasks are completed, the wizard informs that the software has been successfully installed.
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ig‘ Installation of ATM Intellect v.7.0.0.488

Installation Complete
Installation of ATM Intellect +.7.0.0,483 is completed,

Installation of ATM Intellect . 7.0.0.458 on wour compuker is completed, IF wou were
installing &TM Intellect . 7.0.0,488 from D0, please, remove the installation media, Click
Finish to exit,

ATM-Intellect Pro installation is completed.

Installation steps for Additional client workstation

To install ATM-Intellect in the Additional client workstation configuration, do the following:

1. Start the file setup.exe from the installation kit. The installation wizard informs that the installation process has begun.
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|_TI ATM Intellect v.7.0.0.488 Setup

Gtm) Intellect B welcome to the ATM Intellect
v, 7.0.0,4838 Setup Wizard

@ Please wait while the Setup Wizard prepares to guide wou

through the installation,

Back ] fext

Cancel

2. You are prompted to start installation. Click the Next button.




Installation of ATM Intellect v.7.0.0.488 - =loix|

(atm | welcome to the ATM Intellect v.7.0.0.488
@) Intellect yekine

= ‘You are welcomed by the ATM Intellect «.7.0.0,488 Setup
wizard, It enables ko set installation parameters, Ik is
| recommended to quit all other applications before wou
" continue installation. Click Mext to go on or Cancel ko exit
the Setup wizard, Thank wou for using software producks by
AucoonSaft company.

Mezxk I Cancel I

3. In the License agreement window read the terms of the End-User License Agreement . Set the switch into the I accept the terms in the license agreement position and
press Next.
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License Agreement.
Please read the License agreement carefully.

End-User License Agreement (EULA)

Important! Read the following terms carefully hefore installing, copying
and‘or using this sefiware. Installing , copying or using the product indicates
vour acceptance of these terms.

Thiz &meondoft End-User License & greement ("ETLA") is alegal agreement
between you, the End-User of the License rights granted herein, and
Aondoft governing the use of the this softwate accompatiying this ETLA,
inncluding aty and all associated media, printed materials, and "online" or
electronic documentation protected by copyright laws,

{* I accept the terms of the License agreement.

™ I do not accept the terms of the License agreement.

-

#

Print Back. I Mexk I Cancel |

4. Set the Additional client Workstation installation type. Click Next.




fiF Installation of ATM Intellect v.7.0.0.488 D =101 x|

ATM Intellect v.7.0.0.488 Installation Type.

Choose the tyvpe of installation required and click MNext,

Provides visualization of alarm

= ATM-Intellect Pra messages corming Frarm the
ATM-Intellect Prao, allows queries tao
ATM-Intellect Pro wideo archives.
 ATM-Irtelect ARM Access ko ATM-Intelect ARM
_database is required.

i+ additional client warkstation

" aTM-Inkellect ARM TC

Back. I Mexk I Cancel

5. A dialog box to configure database connection will be displayed. Select the database server name and set up the connection parameters.
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fiF Installation of ATM Intellect v.7.0.0.488 D =101 x|

Select Database Server

Select database Server and authentication method.

Select database Server From the drop-down list,

| {locall\ SOLEXPRESS j

Choose user identification procedure based on the present user account oF SOL Server
identity check,

" wWindows user account

{* Use the Following user name and password:

ser name |5-3

Password I sesl

Back. I Mexk I Cancel

6. In the Database field specify the nhame of existing database or select it in the list of databases, which are created in the server, and click <<.

Note
The default name of the database is MonitorSSTV and its files are located in the SQL Server folder.
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Select or Set Name for Database.

Setup wizard will create new database or connect to existing one. Set name for database or
select the existing one fram the lisk,

Dakabase Existing databases

{ManitorSsTy e | de A

Facerecognition
Fir

inkellect
itw_kars

lprex

masker

model
manitorssky
msdh

pos

prokocol it

Back. I Mexk I Cancel

Click Next.
7. Click Install on the next pane.
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Ready to Install

Setup wizard is now ready to begin installation of F'.TH“
corpuker,

8. Installation begins.
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Installing ATM Intellect v.7.0.0.488

9. After the final installation tasks are completed, the wizard informs that the software has been successfully installed.
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l.‘.!:l‘ Installation of ATM Intelleck v.7.0.0.488

Installation Complete
Installation of ATM Intellect +.7.0.0,483 is completed,

Installation of ATM Intellect . 7.0.0.458 on wour compuker is completed, IF wou were

installing &TM Intellect . 7.0.0,488 from D0, please, remove the installation media, Click
Finish to exit,

Additional client Workstation installation is completed.
ATM-Intellect Workstation configuration

ATM-Intellect Workstation configuration is performed in the System settings dialog box. Operation in it described in the INTELLECT Software Package. Administrator’'s Guide.

ATM-Intellect Workstation configuring sequence

0)

Note.

All ATM Intellect components (ATM-Intellect Workstation, ATM-Intellect Workstation TC and ATM-Intellect Pro) can operate in distributed architecture of the digital video
surveillance system. In this case all of these objects shall be configured locally, not remotely.

ATM-Intellect Workstation configuration is performed in following order:

auapPwWN =

Creating objects in the hardware tree.

Setting up a connection with the other functional subsystems.
Setting the Event Log.

Configuring data monitoring.

Setting reactions on getting images and video clips.


https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=84354171
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=107416093
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=107416093

Creating ATM-Intellect Workstation objects in the hardware tree

Objects creation in the hardware tree is performed as follows:

1. Go to the Hardware tab of the System settings dialog box (1).
2. Create the IIDK Interface object (2). The ID number of the IIDK Interface o

ure Hardware | Prax ing

bject must be greater than 100 (3).

A L0k Interface 150 [1507

Computer [ Dizable
| Computer j

3. Then create the ATM-Intellect Workstation object.

Architecture Hardware

4. After the ATM-Intellect Workstation object is created, its setting panel appears in the right of System settings dialog box.

|1 IATM-InteIIect “whark station 1 |IDK interface : |150 Event Viewer : j
Event log
Computer [T aumiiay characters Archive period [H] : I48
| Kormesarep S-UTOVA || alams File size (MB): [100
v system status
Advanced———— ¥ Intellect messages F.eep archives for [months] : |3 'l

Wiewing ... |
Transfer
Marnitaring ... | TCFAP part [ATH]: |F777 First COM port number : ICom‘I 'I

Snapshotsfvideo_._l TCRAP port [Archive] I??55 Mumber of COM ports: |1

COM port zpeed : IQBDD vI
Restart |
COM port farmat : ISN‘I

18] 10 in Intellect Mame

1| | 0

Sartby: [ID -1 ] add.. | Edt. Delete |

Apply Cancel

5. In the IIDK interface field enter the identification number of the IIDK interface object created on step 2.
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6. Create ATM machine objects corresponding to the connected ATMs.

Architecture Hardware

= & Computer [S-UYUTOWA]
[ 10K Interface 150 [150]
iy ATM-Inkellect Workstation 1
W AT machine 1

= AT machine 2

(D Note.
The address of the ATM can be specified as its name.

Objects creation is completed.

Setting the ATM-Intellect Workstation connection parameters

ATM-Intellect Workstation supports simultaneous operations with objects via the TCP/IP protocol and the RS232 protocol.

Setting up a connection is performed as follows:

1. Go to the ATM-Intellect Workstation object’s setting panel.

|1 IATM-InteIIectWorkstation1 DK interface : |150 Event Wiewer : j
Event lag
Computer [~ awiliany characters Archive period (h] : IF
|KDMI‘IbIDTED SYUTON S j v alams File size [ME] - W
v spstern status
Advanced ¥ Intellect messages keep archives for [months) : |3 'I
Wiewing ... |
Trargfe
Monitaring... | TCRAF port (5T 77770 1 First COM port number: |Coml > [y
S s | TCP/I part [frchive) : |7755 )2 3| Mumber of COM ports:: |1 -]
COM port speed : ISBDU 'I
Fiestart | T
4 COM port format : IBNU
/D ID in Intellect Name N
N J
1] | |
Sortby: [iD = 2| 5 Add . Edit .. Delete |

Apply

2. Set up TCP/IP connection:
a. In the TCP/IP port (ATM) field enter the TCP/IP port for communication with remote objects (1).

b. In the TCP/IP port (Archive) field enter the TCP/IP port for communication with the module Search in archive (2).
3. For operations via the RS232 protocol, the following parameters are configured: First COM port number, Number of COM ports, COM port speed, COM port format (3).
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4. Specify the list of ATMs (4):

(D Note.

a.

a0 0T

e.

In the hardware tree must be objects corresponding to all ATMs connected to the video surveillance system.

Press Add... button (5). A dialog box for adding ATM will appear.

(o i )
D in Intellect (550016 )
@ame I.-'i'-.Th-'I machine 1 i-

4 Cancel |

The ID field must be the same as the ID field in the Surveillance object settings (a child object of ATM-Intellect Pro) (1).

The fields ID in Intellect (2) and Name (3) must match the Number and Name fields of the corresponding ATM machine object.
Press OK (4).

Repeat steps 4.a-4.d for all required ATMs.

5. Press Apply.

Setting up a connection is completed.
Specifying ATM-Intellect Workstation information for the Event Viewer

To specify information to view in the Event viewer interface window, do the following:

1. Go to the ATM-Intellect Workstation setting panel.



DK interface : 150 Event Wiewer : j

|1 IATM-InteIIect tworkstation 1
Ewvent log
Campuiter [~ awwiliay characters Archive period (h] : I48
|KDMI‘IbICITED S-UYUTOWA j v alams File size [ME] : |1DD
v spstenn status
Cadvanced ¥ Intellect messages k.eep archives for [months) : |3 'I

ar I
Mariitaring ... | TCRAP port [ATH) : I???? First COM port rurmber ; |E0m1 Vl

Snapshotsfvideo_._l TCPAP port [Archive] : I??55 Murnber of CO ports : I‘I vl
COM port speed : ISBDD vl
Restart |

COM port format ;|81

o) 1D in Intellect Mame
| | ]
Sartby: [ID = > | sdd.. | Edt. | Dol |

2. Click the Viewing... button. You will see the dialog box to specify information which will be viewed on the Event Viewer pane of Intellect.

V¥ wiew status info
V¥ view security events

V¥ wiew alarm meszages from temperature
zenzar set

Cancel |

3. Check the required events.
4. Press OK.

Specifying information for Event Viewer window is completed.

Setting up ATM-Intellect Workstation event log

Event log enables configuration of the logging level of ATM-Intellect Workstation.

The main event log is stored in the <Intellect software installation folder>\VHost in the file vsrvYYMMDD.log, where YY is the year, MM is the month and DD is the day

To configure the Event log set up the following parameters on the ATM-Intellect Workstation object setting panel:



I‘I IATM-InteIIect ‘whorkstation 1 DK interface :
Ewvent log
Compuiter auiliary characterg,

160

Event Wiewer : j

|Kornesarep 5-0vUTOVA

Advanced

Wiewing ... |
Manitaring ... |
Shapshots/video ... |

1 5 Archive period [h] : m

El : 6 Gz i) [0
@ spster st 3
Qv Intellect messages M ?@ED archives for months) : |3 _'D
Transfer

TCP/IP port [ATHM) : I????
TCRAP port [Archive] : I??55

First COM port number : m
Murnber of CO ports : |‘| vl

COM port speed : ISBDD 'l

aM1

Restart |

o) 1D in Intellect

COM port format :

Mame

i

Delete |

Add |

Edit.. |

Auxiliary characters. Set the checkbox to log special characters of the transmitting level.

Alarms. Set the checkbox to log alarm events (triggering of the vibration sensor, temperature sensor and opening lock under duress sensor).

System status. Set the checkbox to log events related to the system status.

Intellect messages. Set the checkbox to log messages from Intellect. The information is kept in the installation folder of the software in the file video.log.

Archive period (h.). Enter the time period for archiving the event log (in hours). Archives are saved in the DATA subfolder, in the following format:
namelog_yymmddhhmmss.gz, where

namelog is the name of the archived event log;

yy is the year of archive creation;

mm is the month of archive creation;

dd is the day of archive creation;

hh is the hour of archive creation;

mm is the minute of archive creation;

ss is the second of archive creation.

6. File size (MB). Enter the size of the event log file (in megabytes) after which the file will be archived. This setting overrides the value in the Archiving period field.
7. Keep archives for (months). Select from the list the term of storage for the archived event log, in months (from 1 to 24). After this term expires, the archives are deleted.

ATM-Intellect Workstation. The Event log utility

The disadvantage of viewing information via the Event Viewer is clearing the screen on each Intellect restart. It is impossible to see what was on before the system restart. The
additional Event log utility is required in such cases. This utility operates the database directly and allows to view information from the whole length of time used to keep the event log
in the database.

UuhWNH

Q0 a0 oo

To start the Event log utility, click the Event Viewer button on the ATM-Intellect Workstation settings pane.
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150

‘ Event Wiewer : >|l

Archive periad [k : |48
File size [ME] : I‘I uli}
K.eep archives for [months] : |3 VI

fi [T nteliect workstation 1 0T e
Event log
Computer [ auiiary characters
| Kormesarep S-0VUT O = | alams
o p v systemn status
ance ¥ Intellect messages
Wiewing ... |
Transfer

TCPAP part [ATM) 2 I????
TCPAP port [Archive] : I??55

Monitaring ... |
Snapshotz/video ... I
Fiestart |

First COM port number : ICom'I 'l
MNumber of COM ports : I‘I Vl
COM port speed: | 9600 -

COM port format : |8N1

1D 1D in Intellect Mame

4]

| i

dad. | Edi. Delete |

[+]|Evert
Local videosystem : OK
Base software OK
Camera enabled
Archive size : enough
Communication channel : QK
Communication channel : failure
Communication channel : failure
Communication channel : failurs
Communication channel : failurs

l Source

ATM machine 1
ATM machine 1
ATM machine 1
ATM machine 1
ATM machine 1
ATM machine 1
ATM machine 2
ATM machine 1
ATM machine 2

[=]| Additiond information

43058100
Camera 1[id=1]
Camera 1 Meed-Curr (days):060-001

6/5/2013 6:33:40 PM
6/5/2013 6:33:40 PM
6/5/2013 6:33:40 PM
6/5/2013 6:33:40 PM
6/5/2013 6:33:40 PM
6/5/2013 6:05:43 PM
6/5/2013 6:05:43 PM
6/5/2013 5:36:06 PM
6/5/2013 5:36:06 PM

[=]| Time

6:33:40 PM
63340 PM
6:33:40 FM
6:33:40PM
63340 PM
60543 PM
6:05:43 PM
5:36:06 PM
5:36:06 PM

:ln||41bb|

I B/ 5/2013 vl

Specifying storage time for ATM-Intellect Workstation event log

To specify the term of keeping the event log in the database do the following:

Wiew records beginning with :

Obiest: |4l objects

1. Go to the Programming tab of the System settings dialog box (1).




Hardware Interfaces Programming

—Settings

Arcess Level l 3 G—:vents archive length IB da}'D

Macros

Object code I

Run macro at start j

[~ Connections in architecture

Holidays

Add
Administrator's password |

Delete

Edit

il

2. Go to the Security zone object setting panel (2).
3. Specify the term of keeping the event log in the Event archive length parameter (3).
4. Press Apply (4).

Specifying the term of keeping the event log is completed.

Setting up data monitoring

Data monitoring is set up as follows:

1. Go to the ATM-Intellect Workstation setting panel.



|1 IATM-InteIIectWorkstation‘I IIDK interface : IHSD Event Vigwer : j

Event log

Computer [T ausiiary characters Archive period [H] : I48
|Komnbr0‘rep S-UYLTOME j v alams File size [MB] - Imn
|7 spstem status
Advanced ¥ Intellect messages Keep archives for [manths] : |3 Yl

Wiewing ... |
Transfer
TCP/IF part [ATHM] : I???? First COk port number : ICom‘I 'I
e e | TCRAP port [Archive] : I??55 MHumber of COM ports : I‘I vI

COM port speed : ISBDD 'I

COM port farmat : ISN‘I

Restart |

D 10 i Intellect Mame

Sortby: [ID -] add.. | Edt.. Delete |

Apply Cancel

2. Click the Monitoring... button. The dialog box to set up monitoring appears.

—C5C: 1 [ ata loader contral ; 3

ﬂ‘ Forwarding alarm meszages o 77777777 )
IP I o. o0 .o .0 Threshald [files] : i3|:”:":| )

Q:F' port ; I???? 4

—ATH-Intellect \workstation TC Y
ﬂ- Forwarding status info _\

[™ Faorwarding alarm meszages from
lemperature senzor zet

IF [ o .o .0 .0

TCF part I?’???
\._ _) l [ Cancel |

3. If Central Security Console (CSC) is installed on CCRVS, enable the forwarding alarm messages option and specify the corresponding IP address and TCP port (1).




Note.
(D CSC and CCRVS are the ATM-Intellect extension and are not included into ATM-Intellect installation kit - see ATM-Intellect description

4. If system health information of the local video surveillance systems must be transmitted to ATM-Intellect Workstation TC, enable the forwarding status info option in the
opened pane (2). Specify the IP address and the TCP port of the PC on which ATM-Intellect Workstation TC is installed.
5. To control the normal operation of the Data loader of ATM-Intellect Workstation, the following configurable parameters are used:

a. ID is the unique ID number of ATM-Intellect Workstation - (3).
b. Threshold (files) is the number of files in the exchange folder of the Data loader, on exceeding which the message Software error (Data loader) is sent to ATM-Intellect

Workstation TC (4).
6. Press OK (5).

Configuring data monitoring is completed.

Setting up the reaction on receiving images and clips

To configure visualization of snapshots or video clips received with alarms on sensors (see Operator's Guide, section Viewing video data on alarms), do the following:

Note.
(D This setting does not affect the reception of the video data by Search in archive interface object and Data loader.

1. Go to the ATM-Intellect Workstation setting panel.

|1 IATM-InteIIectWorkstation‘I IIDK interface : IHSD Event Vigwer : j

Event log

Computer [T ausiiary characters Archive period [H] : I48
|Komnbr0‘rep S-UYLTOME j v alams File size [MB] - Imn
|7 spstem status
Advanced ¥ Intellect messages Keep archives for [manths] : |3 Yl

—IVIEWIng Transker
Manitoring .. | TCRP part [ATH] I???? First COM port number : ICom‘I 'I

Snapshotsfviden . 1) TCRAP port [Archive] : I??55 MHurnber of COM ports : I‘I YI
COM port speed : ISBDD 'I
Restart |
COM port farmat : ISN‘I
D 10 i Intellect Mame
«| | i
Sortby: [ID -] add.. | Edt.. Delete |

2. Click the Snapshots/video... button. A dialog box appears.
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IC-F show received ima@ 1
JPEG- i ;
CAYHOSTSSYSTEMAPEGiewer exe

@ Playback received u:IiD 3

a-filez player : 4

@:'&F‘mgram Filezwindows Media Playervwmplayer. exe b
5 =) corcel |

3. If you need to open received image set the following parameters:

a. Set the show received image checkbox (1).

b. Specify the full path to the application used to open received JPEG-files (2).
4. If you need to open received video clip set the following parameters:

a. Set the Playback received clip checkbox (3).

b. Specify the full path to the application used to play received video files (4).

(D Note.

AVI-files player setting is only used for compatibility with ATM-Intellect Pro older versions which transmitted avi-files. Newer versions transmit files in the
Intellect video archive format, which are always opened with the Axxon Player utility.

5. Press OK (5).

Configuring the program for cases when snapshots or video clips are received is completed.

Working with ATM-Intellect Workstation without Windows administration rights

To allow the user not added to the Administrators group in the Windows operating system to work correctly with ATM-Intellect Workstation, make sure the following conditions are
fulfilled:

1. The user must have full access to the ATM-Intellect Workstation registry section:
HKEY_LOCAL_MACHINE\Software\BitSoft for 32-bit system
(HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft for 64-bit).

2. The user must have full right on the Export folder. The path to this folder is stored in the ExportPath parameter in the following registry section:
HKEY_LOCAL_MACHINE\Software\BitSoft\VHOST\VHostService for 32-bit system

(HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft\VHOST\VHostService for 64-bit).
ATM-Intellect Workstation TC configuration

ATM-Intellect Workstation TC configuration is performed in the System settings dialog box. Operation in it is described in the INTELLECT Software Package. Administrator’s Guide.


https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=84354171
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ATM-Intellect Workstation TC configuring sequence

Note.
All ATM Intellect components (ATM-Intellect Workstation, ATM-Intellect Workstation TC and ATM-Intellect Pro) can operate in distributed architecture of the digital video

surveillance system. In this case all of these objects shall be configured locally, not remotely.

ATM-Intellect Workstation TC configuration is performed in following order:

1. Creating objects in the hardware tree.
2. Setting up a connection with the other functional subsystems.
3. Setting the Event Log.

Creating ATM-Intellect Workstation TC objects in the hardware tree

Objects creation in the hardware tree is performed as follows:

1. Go to the Hardware tab of the System settings dialog box (1).
2. Create the IIDK Interface object (2). The ID number of the IIDK Interface object must be greater than 100 (3).

Programming

3 (=0
Computer [ Dizable
| Computer j

IIDE, Interface 150

Apply Cancel

3. Then create the ATM-Intellect Workstation TC object.

Architecture Hardware |nterfac

g [ Computer [S-UYUTOVA]
i 3 TIDK Inkerface 150 [150]

- b4l 8 TM-Inkelleck Warkstation TC 1 [1]

4. After the ATM-Intellect Workstation TC object is created its setting panel appears in the right of System settings dialog box.


https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=107416093
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=107416093

i [ATMIntelect Workstation TC @Kinterface: 150 EventViewer : j

Event log
Computer [ awwiliary characters Archive period [h] : IF
| Computer || [ alams File size (MB): [100
v apsten status
Advanced ¥ Intellect messages k.eep archives for [manths) : |3 'l

—IVIewmg Transfer
TCRAP port [&TH) : I???? First COM port number : |E0m1 'I

MNumber of COM ports : |1 'I
COM port speed : ISBDU 'I

COM port format |8N1

Restart |

1e] 10 in I ntellect Mame

«| | i

Sottby: [ID ] > sdd.. | Edi. Delete |

5. In the IIDK interface field enter the identification number of the IIDK interface object created on step 2.
6. Create ATM machine objects corresponding to the connected ATMs.

Architecture Hardware

g [ Computer [S-UYUTOVA]
----- ¢ TIDK Inkerface 150 [150]
b 3 ATM-Inkellack Warkstation TC 1 [1]

----- 3 ATM machine 1[1]
L4 5T machine 2 [2]

(D Note.

The address of the ATM can be specified as its name.

Objects creation is completed.

Setting the ATM-Intellect Workstation TC connection parameters
ATM-Intellect Workstation TC supports operations with ATM-Intellect Workstation via the TCP/IP protocol.

Setting up a connection is performed as follows:

1. Go to the ATM-Intellect Workstation TC object’s setting panel.



|1 IATM-InteIIect “workstation TC DK interface : |150 Ewent Viewer : j

Event log
Computer [ ausiliary characters Archive perind [H] : IF
| Computer || [ alams File size (MB): [100
v apsten status
- Advanced ¥ Intellect messages k.eep archives for [manths) : |3 'l

Wiewing ... | T
TCFAP port [&TH) : |7777 1 First COM port number : |E0m1 'I

MNumber of COM ports : |1 'I
COM port speed : ISBDU 'I

COM port format |8N1

Restart |

2
— —
1D 10 in I ntellect Mame
lb_ /
«| | i
4 Sotty: [io ] > 3( add. Edit . Delete |

Apply

2. In the TCP/IP port (ATM) field enter the port for communication via the TCP/IP protocol with remote ATM-Intellect Workstations (1).

3. Specify the list of ATMs (2):
Note. In the hardware tree must be objects corresponding to all ATMs connected to the video surveillance system.

a. Click Add (3). A dialog box for adding ATM will appear.

tellect MName

FOD1E ATM machine
@_ 387 | 50016 Tt machine 1

@_in Intellact |2
| A

(zme I.-’-‘«TM machine 2 ):
=] »| Add . Edt.. |  Dekte |

e

The ID field must be the same as the ID field in theSurveillance object settings (a child object of ATM-Intellect Pro) (1).
The fields ID in Intellect (2) and Name (3) must match the Number and Name fields of the corresponding ATM machine object.
Press OK (4).

e. Repeat steps 3.a-3.d for all required ATMs.
4. Click Apply to save settings.

e ngo

Setting up a connection is completed.

Specifying the ATM-Intellect Workstation TC information for the Event Viewer

To specify information to view in the Event viewer interface window, do the following:

1. Go to the ATM-Intellect Workstation TC setting panel.



|1 IATM-InteIIect “workstation TC DK interface : |150 Ewent Viewer : j
Event log

Computer [ ausiliary characters Archive perind [H] : I48
| Computer || [ alams File size (MB): [100
v apsten status
Advanced ————— ¥ Intellect messages k.eep archives for [manths) : |3 'l

Yiewing... |
— Transfer
TCRAP port [&TH) : I???? First COM port number : |E0m1 'I

MNumber of COM ports : |1 'I
COM port speed : ISBDU 'I

COM part format ; |8H1

Restart |

1e] 10 in I ntellect Mame

«| | i

Sottby: [ID ] > sdd.. | Edi. Delete |

2. Click the Viewing... button.You will see the dialog box to specify information which will be viewed on the Event Viewer pane of Intellect.

¥ wiew status info
W wiew security events

V¥ wiew alarm messages from temperatire
sehsor get

Cancel |

3. Check the required events.
4. Click OK.

Specifying information for Event Viewer window is completed.

Setting up ATM-Intellect Workstation TC event log

Event log enables configuration of the logging level of ATM-Intellect Workstation TC.

The main event log is stored in the <Intellect software installation folder>\VHost in the file vsrvYYMMDD.log, where YY is the year, MM is the month and DD is the day

To configure the Event log set up the following parameters on the ATM-Intellect Workstation TC object setting panel:
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|1 IATM-InteIIect “workstation TC DK interface : |150 Ewent Viewer : j
Event log

Computer W e Guchive period (h]: |45 )9

| Computer | 2/ alams File size (ME]: [100)§
) [~ system status

Advanced 4@ Inicllect messages (Eeep archives for [manths) : |3 'i'?

—IVIewmg Transfer
TCRAP port [&TH) : I???? First COM port number : |E0m1 'I

MNumber of COM ports : |1 'I
COM port speed : ISBDU 'I
Restart | PR

COM port format |8N1

1e] 10 in I ntellect Mame

«| | i

Sottby: [ID ] > sdd.. | Edi. Delete |

Apply Cancel

1.
2.
3.
4.
5.

Auxiliary characters. Set the checkbox to log special characters of the transmitting level.

Alarms. Set the checkbox to log alarm events (triggering of the vibration sensor, temperature sensor and opening lock under duress sensor).

System status. Set the checkbox to log events related to the system status.

Intellect messages. Set the checkbox to log messages from Intellect. The information is kept in the installation folder of the software in the file video.log.

Archive period (h.). Enter the time period for archiving the event log (in hours). Archives are saved in the DATA subfolder, in the following format:
namelog_yymmddhhmmss.gz, where

namelog is the name of the archived event log;

yy is the year of archive creation;

mm is the month of archive creation;

dd is the day of archive creation;

hh is the hour of archive creation;

mm is the minute of archive creation;

. ss is the second of archive creation.

6. File size (MB). Enter the size of the event log file (in megabytes) after which the file will be archived. This setting overrides the value in the Archiving period field.
7. Keep archives for (months). Select from the list the term of storage for the archived event log, in months (from 1 to 24). After this term expires, the archives are deleted.

ATM-Intellect Workstation TC. The Event log utility

The disadvantage of viewing information via the Event Viewer is clearing the screen on each Intellect restart. It is impossible to see what was on before the system restart. The
additional Event log utility is required in such cases. This utility operates the database directly and allows to view information from the whole length of time used to keep the event log

in the database.

Q@0 Q0 TQ

To start the Event log utility, click the Event Viewer button on the ATM-Intellect Workstation settings pane.
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|1 IATM-InteIIect "workstation TC
Event log
Cormputer [ ausiliary characters
|E0mputer ﬂ v alams
v apsten status
Advanced

Wiewing ... |

v Intellect meszages

Archive period [h)] : |48
File size (MB): [100°
Keep archives for [months] : |3 vl

Transfer

TCP/AP port [ATH) : I????

Restart |

1e] 10 in I ntellect

First COM port number : |E0m1 'I
MNumber of COM ports : |1 'I
COM port speed : ISBDU 'I

COM part format ; |8H1

Mame

4

| i

Sortby: [ID

|

| Edi.. Delets |

l Source

ATM machine 1
ATM machine 1
ATM machine 1
ATM machine 1

[]| Additional information

Local videosystem : OK

Base software OK
Camera enabled
Archive size : enough

43058100
Camera 1 [id=1]
Camera 1 Need-Curr (days):060-001

6/5/2013 6:33:40 PM
6/5/2013 6:33:40 FM
6/5/2013 6:33:40 PM

6/5/2013 6:33:40 PM
6/5/2013 6:05:43 FM
6/5/2013 6:05:43 PM
6/5/2013 5:36:06 PM
6/5/2013 5:36:06 PM

Communication channel : QK

Communication channel : failure
Communication channel : failurs
Communication channel : failure
Communication channel : failure

ATM machine 1
ATM machine 1
ATM machine 2
ATM machine 1
ATM machine 2

e = e N

I B/ B/2013 vl

Wiew records beginning with © Object : All abjects

Specifying storage time for ATM-Intellect Workstation TC event log

To specify the term of keeping the event log in the database do the following:
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1. Go to the Programming tab of the System settings dialog box (1).

Architectune Hardware Interfaces Uzers Frogramming

— Settings
3 Gvents archive length [ da_l,lD

Object code

Run macro at start j

[ Connections in architecture

Holidayz

Add
Adminigtrator's pagsword |
Delete |

Edit |

Apply Cancel

2. Go to the Security zone object setting panel (2).
3. Specify the term of keeping the event log in the Event archive length parameter (3).
4. Press Apply (4).

Specifying the term of keeping the event log is completed.

Working with ATM-Intellect Workstation TC without Windows administration rights

To allow the user not added to the Administrators group in the Windows operating system to work correctly with ATM-Intellect Workstation TC, make sure the user has the full access
to the ATM-Intellect Workstation registry section:

HKEY_LOCAL_MACHINE\Software\BitSoft for 32-bit system

(HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft for 64-bit).

ATM-Intellect Pro configuration

ATM-Intellect Pro configuration is performed in the System settings dialog box. Operation in it is described in the INTELLECT Software Package. Administrator’s Guide.

ATM-Intellect Pro configuring sequence

Note.
All ATM Intellect components (ATM-Intellect Workstation, ATM-Intellect Workstation TC and ATM-Intellect Pro) can operate in distributed architecture of the digital video

surveillance system. In this case all of these objects shall be configured locally, not remotely.


https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=84354171
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=107416093
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=107416093
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ATM-Intellect Pro configuration is performed in following order:

. Creating objects in the hardware tree.

. Setting up the ATM-Intellect Pro object.
. Setting up the Surveillance object.

. Configuring UPS.

AWN -

i Attention!
’ Every time when ATM Intellect Pro is started, it checks for a Backup folder at the root of the disk on which Intellect is installed. This folder is created if it does not exist
already. Do not delete this folder.

Creating ATM-Intellect Pro objects in the hardware tree

Objects creation in the hardware tree is performed as follows:

1. Go to the Hardware tab (1).
2. Create the IIDK Interface object based on the Computer object (2). The ID number of the IIDK Interface object must be greater than 100 (3).

Programming

DK, Interface 150

Computer [ Dizable
| Computer j

Apply Cancel

3. Then create the ATM-Intellect Pro object based on the Computer object.

Architecture Hardware

= & Computer [S-UYLTOVA]
B 110K Interface 150 [150]
 aTM machine 1 [1]

iR e ATH-Intellect Pro 1 [1]
#--¥ Wideo Capture Device 1 [1]

4. After the ATM-Intellect Pro object is created, it can be configured.



|1 IATM-Intellect Prad IIDK interface - 150

Cornputer

|I:omputer j

Ewentloa... Sdvanced ... |

NO SURVEILLAMCE OBJECT

To apply settings data,
it iz required to restart Wideosry

Frestart |

5.

In the IIDK interface field enter the identification number of the IIDK interface object created on step 2
6. Then create one or more child Surveillance Object objects for the ATM-Intellect Pro object

Architecture Hardware

= & Computer [S-UYUTOVA]
B 10K Interface 150 [150]
: . ATM machine 1 [1]
El *{, ATM-Intellect Pro 1 [1]
: Surveillance Object 1 [1]
Ei ﬁ Yideo Capture Device 1 [1]

7. After the Surveillance Object object is created, it can be configured
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|1 ISuweiIIance Ohject 1 D |388 Transmitting ... |

TCF port (UPS-5CS)  [2288

| ATM-Irtellect Pro 1 =

MHurnber Feep archive for [dang)

Titles

C
=Ll Dizplay time [zec] : I'IEI 'I
v Date and time v Amount
¥ AT rumber ¥ Card number
v Card status v Mask

Total cameras: O

Senzor (D Senzor type

Delete |

Sensors: 0 [ temperature sensor set

Note.

You also need to create Video Capture Device, Camera and Sensor objects corresponding to the connected equipment. Creation and configuration of these objects is
described in the INTELLECT Software Package. Installing and configuring security system components.

Objects creation is completed.

Configuration of the ATM-Intellect Pro object
Setting up ATM-Intellect Pro event log

Event log enables configuration of the logging level of ATM-Intellect Pro.

To configure the Event log proceed as follows:

1. Go to the ATM-Intellect Pro object setting panel.


https://doc.axxonsoft.com/confluence/display/Int490en/Installing+and+configuring+security+system+components+guide
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|1 I.-’-‘-.TM-InteIIect Pra 1 [IDE, interface : (150

Corpriter

||:E'ITIF'UtEf j ( Ewventlog ... |’ Advanced ... |

To apply zettingz data,
it iz required to restart Videosr:

Restart

2. Click the Event log ... button.
3. In the opened dialog box configure the following parameters:

auxiliary characters

spzterm statuz 3
Qv Intellect meszage

Qv _client servicind) 3

4

Cluchive period (] [162) B
C  Fille size [ME) |1nn)]r

@eep archives for [monthz] |3 "’}3
k. I Cancel |

Auxiliary characters. Set the checkbox to log auxiliary characters on the transport level.
Alarms. Set the checkbox to log alarm events (activation of vibration sensor, temperature sensor, or forceable lock opening).
System status. Set the checkbox to log events related to the system status.
Intellect messages. Set the checkbox to logs system health messages from Intellect. The information is saved in a folder inside the software installation folder, in the
file video.log.
Client servicing. Set the checkbox to log the performance of financial transactions on the ATM.
f. Archive period (h). Allows archiving the log of events over the given time period (in hours). Archives are saved in the DATA subfolder, in the following format:
namelog_yymmddhhmmss.gz, where

i. namelog is the name of the archived event log

ii. yy is the year of archive creation

iii. mm is the month of archive creation

QO n T o

o



v. dd is the day of archive creation
v. hhis the hour of archive creation
vi. mm is the minute of archive creation

vii. ss is the second of archive creation

g. File size (MB). Sets the size of the event log file (in megabytes) after which the file will be archived. This setting overrides the value in the Archive period field.
h. Keep archives for (months). Sets the term of storage for the archived event log, in months (from 1 to 24). After this term expires, the archives are deleted.

The main event log is stored in the folder in which the software was installed, in the file vsrvYYMMDD.log, where YY is the year, MM is the month and DD is the day.
Setting up event log is completed.

Configuring time synchronization and control of connection

To configure time synchronization and control of connection with ATM-Intellect Workstation proceed as follows:

1. Go to the ATM-Intellect Pro object setting panel.

|1 I.-’-'-.TM-InteIIe::t Fra1 1Dk, interface : |150
Computer

| Computer j

Ewvent log ... | t Advanced .. |}

To apply zettingz data,
it iz required to restart Wideosry

Restart

2. To view a dialog box with more configuration options, click the Advanced ... button.
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— Synchronization

1
@reshnld [zec] |5 l' 2
@:urce ISuweiIIance Object 3 3

— Contral af connection bo ATk ntellect bW ork station —

restart data link [client mud@ 5

(] | | Cancel |

——

3. Configure synchronization in the following way:

a. Set the enable checkbox (1) if it's necessary for ATM Intellect Pro to synchronize its local time with the time on the specified source (ATM, self-service terminal, or any
other protected object).

b. Fill in the Threshold (sec) field if in case the local time in ATM Intellect Pro varies from the time on the source by more than the amount indicated, the time to be
synchronized (2). ATMs made by Smart Card Service can send commands to ATM Intellect Pro to force synchronization (in which case the threshold value is ignored).

c. If ATM Intellect Pro is used for multiple objects, select in the Source drop-down list which Surveillance Object will serve as the synchronization source (3).
4. Configure control of connection to ATM-Intellect Workstation:

a. Set the enable checkbox if it is necessary for ATM Intellect Pro to ping ATM Intellect Workstation i.e. to include a command inside a technical status packet to confirm
receipt of the packet (4). If ATM Intellect Workstation does not respond to four test messages in a row, the software decides that there are problems in the data link
between ATM Intellect Pro and ATM Intellect Workstation. The actions that the software takes based on this decision depend on the Restart data link (client mode) se
tting.

b. Set the Restart data link (client mode) checkbox (5) if when ATM Intellect Workstation does not respond to four technical status packets in a row, the problematic
data link are to be restarted, unless this task is reassigned to other software (such as the module IP2X25.exe).

5. Press OK (6).
6. Click Restart button on the ATM Intellect Pro settings panel to apply the settings.

Configuring time synchronization and control of connection is completed.

Configuration of the Surveillance Object object
Setting Surveillance Object ID

To set the Surveillance Object ID, do the following:

1. Go to the Surveillance Object object setting panel.



Tranznitting ... |

Dizplay time [zec] : |1D 'l

IV Amount
IV Card rumber
[V Mask

I‘I ISurveiIIance Object 1 D 396
TCP port [UPS-5C5) IBBBB
| ATM-Intellect Fra 1 -
Mumber F.eep archive for [dayz] .
Titles
Cameras ...
[V Date and time
[V ATM rumber
[V Card status
Total cameras: 0
Sensor D Sensor lype
Sensors
Add ...
Edit ... |
Delete |
Sensors: [ [ temperature sensor set

2. In the ID field enter the unique ID number of the object on which ATM Intellect Pro is installed. May contain 3 to 9 characters.

3. Click Apply to save changes.

Setting Surveillance Object ID is completed.

Setting the port used to listen for messages from the UPS and Smart Card Service ATMs

To set the port used to listen for messages from the UPS and “Smart Card Service” ATMs do the following:

1. Go to the Surveillance Object object setting panel.

Tranznitting ... |

Dizplay time [zec] : |1D 'l

IV Amount
[V Card rumber
[V Mask

I‘I ISurveiIIance Object 1 D 388
t TCP port [UPS-5C5) iBBBB )
| ATM-Intellect Fra 1 -
Mumber F.eep archive for [dayz] .
Titles
Cameras ...
[V Date and time
[V ATM rumber
[V Card status
Total cameras: 0
Sensor D Sensor type
Sensors
Add ...
Edit ... |
Delete |
Sensors: [ [ temperature sensor set
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2. In the TCP port (UPS-SCS) field enter the port used to listen for messages from the UPS and ATMs made by Smart Card Service.
3. Click Apply to save changes.

Setting the port used to listen for messages from the UPS and “Smart Card Service” ATM is completed.

Setting up a connection between ATM Intellect Pro and ATM Intellect Workstation

(D Note.

If the network where ATM-Intellect components operate uses a firewall protection and access control system, then VPipe complex should be used to pass-through packages
exchange between ATM-Intellect Pro and ATM-Intellect Workstation - see the Features of operation within the firewall protection and access control systems section.

Setting up a connection between ATM Intellect Pro and ATM Intellect Workstation is performed in the following way:

1. Go to the Surveillance Object object setting panel.

I‘I ISurveiIIance Object 1 1D 386
TCP port [UPS-5C5) IBBBB
| AT M-Intellect Pro 1 =
Murnber k.eep archive for [dayz] .
Cameras I e
Display time [sec) : I‘ID 'l
[V Date and time vV Amount
[V ATM rumber [V Card rumber
¥ Card status IV ask
Total cameras: 0
Senszor D Senzor tupe
Sensars
Add ...
Edit ... |
Delete |
Sensors: [ [ temperature sensor set

2. Click the Transmitting ... button. A dialog box for selecting the interface method between ATM Intellect Pro and ATM Intellect Workstation opens.
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3.

6.

Gnnnectiun o AT M- ntellect Workstation | RIS RE=ReE

cunnectinn type i TCPARP = | }2
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COM port speed | 9600 =
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fﬁ5232 3
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7o) Cance_|

In the Connection to ATM Intellect Workstation drop-down list select one of the two available methods for connecting ATM Intellect Pro to ATM Intellect Workstation will be
used: Server mode or Client mode (1).

a. In the Connection type drop-down list select the type of transport interface. Can be either TCP/IP or RS232 (2).
b. If RS232 is chosen for the Connection type, the COM port number, COM port speed and COM port format must be configured (3).
c. If TCP/IP is chosen for the Connection type, in the TCP port enter the number of port for TCP/IP connections (4).
If Client mode has been chosen for the connection to ATM Intellect Workstation and TCP/IP has been chosen for the Connection type, in the dialog box, indicate the
IP address and TCP port of ATM Intellect Workstation.
The sending of frames and clips on ATM-Intellect Workstation is performed by packets. The I/0 buffer (bytes) field sets the packet size (5). For maximum transmission speed,
use 4096. It is recommended to use value 800 for bad connection links, for example when the GSM-modem is in use.

. In the Ping frequency (sec) field enter the frequency at which ATM Intellect Pro sends ping test messages about its technical status to ATM Intellect Workstation (Client

mode) - (6). Minimal possible value is 10 sec. The value in the Ping frequency (sec.) field does not affect short-term alarms. Messages about short-term alarms are
transmitted to ATM-Intellect Workstation immediately after corresponding sensors triggering. Some long-term alarms can also be an exception: for more info, see the document
ATM-Intellect. Operator’s Guide, section Appendix 1. Data update periods summary

Click OK (7).

Setting up a connection between ATM Intellect Pro and ATM Intellect Workstation is completed.

Configuring video cameras list


https://doc.axxonsoft.com/confluence/display/atm70en/Operator%27s+Guide
https://doc.axxonsoft.com/confluence/display/atm70en/Appendix+1.+Data+update+periods+summary

To configure list of used video cameras do the following:

1. Go to the Surveillance Object object setting panel.

|-| ISulveillance Obiject 1 [} 386 Tranzmitting ... |
TCF part [UPS-5C3) ISBBB
| ATM-Intellect Fro 1 -
Mumber K.eep archive for [dayz] X
( Cameraz |> =
Display time (zec) : |1D 'l
¥ Date and time W™ Amount
[V ATM rumber V¥ Card rumber
V¥ Card status v Mask
Total cameras: 0
Senzor D Senzor tupe
Sensors
Add..
Edit ... |
Delete |
Senzarz: 0 | temperature sensor set

2. Click the Cameras... button (1). The Add/Edit cameras dialog box opens.
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2[R [Survilance Objct
: - TCP
MHumber | Camera | Murmnber | Camera | Keep archive for [da... | Titleg |
1 Camera 1 |ATM-I ntellect Pro 1 j
2 Camera 2
Mumber Keep archive for [days]
Cameras ...
1
Total cameras: 0
Sensor ID Sensar type
Sengors: 0 [ temperature sensor set
Feep archive for [days] |60 2 4 (_ Set for zelected cameras listed on the right _j il
3
5 (_ Apply changes and close —j Cancel |

Move cameras from the list on the left to the list on the right with —>I and ;l buttons (1).
Select cameras in the list on the right.

Specify the length of time for which you want to keep video archives, in days (2).

If titles displaying is required, set the ATM events captions checkbox (3).

Click the Set for selected cameras listed on the right button (4).

Repeat steps 4-7 for all cameras in the list on 