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1 Introduction

1.1 Purpose of ATM Intellect

ATM Intellect automates the actions of staff at banks and service companies involved in operation of
Axxon Intellect-Enterprise based video surveillance systems. Use of ATM Intellect allows obtaining
even greater results and efficiency from such video surveillance systems.

1.2 Purpose of the document
This Guide is designed for the Operators working with the ATM-Intellect software.

This Guide provides description of main ATM-Intellect software interface objects operation.

2 Control panel

2.1 Control panel interface

The Control panel is a part on ATM Monitoring interface window. This window configuration is
performed on the setting panel of the ATM Monitoring interface object and is described in the ATM-
Intellect. Administrator’s guide.

Control panel general view is shown in figure Fig. 2.1—1.
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Fig. 2.1—1 Control panel

2.2 Control panel purpose
The control panel allows evaluating the current status of video surveillance components at a glance
(Fig. 2.2—1).
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Fig. 2.2—1 Objects on the Control panel

Each object corresponds to a rectangle that contains an object ID area (in the upper part) and a
customizable number of clickable alarm indicator badges, which are grouped based on source type:

1. Communications channel
2. Device

3. Video management software



4. Storage size

5. Cameras

6. Access control systems
7. Fire and security alarms
8. Detectors

9. Thermal sensors

Depending on the configuration of the ATM Monitoring object in the Interfaces tab, the number of
alarm groups shown can be changed to between 4 (Fig. 2.2—2) and 9 (Fig. 2.2—3).
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Fig. 2.2—2 Four alarm groups
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Fig. 2.2—3 Nine alarm groups

Configuring of the ATM Monitoring interface object is described in the ATM-Intellect. Administrator’s
guide.

For information on what an icon means, click the El button ("Symbol Meanings"). A dialog box with
information opens (Fig. 2.2—4).
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Fig. 2.2—4 Icons decoding

2.3 Changing default icons for alarm groups

If you want to change the default icons, you can assign your own icons for each alarm group. To do
so, you must replace the corresponding graphics files that are provided by default. These files are in
the Bmp subfolder in the Monitoring installation folder. By default, this is C:\Program
Files\Intellect\VHost\Bmp. Therefore, in order to replace the icon for the Communication channel

group, you must replace two files:
A Bmp\Active\O1_net_active.omp
A Bmp\InActive\01_net_inactive.bmp

Active icons measure 16x16 pixels. Inactive icons measure 17x17 pixels. Graphics files of other sizes
will be rescaled to match. For active icons, use the clFuchsia color (RGB=255,0,255) as the mask for
transparent areas. After replacing the graphics files, quit and start Intellect again. If one or more files
are missing in the Bmp folder, or a file is in an invalid format, the default icons are used.

2.4 Current View Time
Information on the control panel is updated every time data is loaded from the database. The time of
the most recent update (CVT) is shown in the upper-right corner of the window (Fig. 2.4—1).

Fig. 2.4—1 Current view time

Data is loaded from the database with different periods for particular alarm types — see Appendix 1.

Data update periods summary.



To get the most recent information, you can click the [% button ("Refresh data"). This forces an
update of the data. Any new data is then displayed.

2.5 Ignoring objects

Obijects (i.e. their corresponding objects in the software) that do not currently require monitoring
can be putin the "ignore list". These can include objects that are in the system but have not been
made operational yet or are under maintenance.

Objects in the ignore list are not visualized on the control panel or the Log panel. These objects are
ignored in system reports.

To add an object to the ignore list, hold the Shift key and left-click one or more objects. The objects
are outlined in dark blue (Fig. 2.5—1).
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Fig. 2.5—1 Selected objects

Then click the &1 button ("Ignore/Analyze").

To view the ignore list, click the & button ("Show ignored objects"). To remove objects from the
ignore list, use the same technique.

2.6 Processing alarms

2.6.1 Accepting an alarm
Alarm indicator badges both indicate information and allow performing actions.

1. Information: If an alarm occurs, the badge becomes red; if confirmed by the operator, it becomes
pink, and when the alarm ends, the badge becomes inactive again.

2. Actions: The operator can click the badge to get details on the device or event.

If a camera at an object becomes inoperative, the indicator badge for the Cameras alarm group
becomes red (Fig. 2.6—1).

AT machine 1

Fig. 2.6—1 Alarm indication for the Camera alarm group

To get detailed information about an alarm, click the corresponding graphic indicator. The Reaction
to alarm window opens (Fig. 2.6—2).



The title bar of the window contains the name of the object and its ID number. The Alarm type field
contains the name of the alarm situation. The Device field details the device or event.

Reaction to alarm: ATM machine 1 {550016) |:|EI§|
: =
|Alarm date |3| End |3| Caonfirtm |3|Alarm tvpe |3| Device E|| Frocessing date|3| Comment|
>E25.12.201 3174056 O Mo connection with manitaring agent Local videasystem

Camment;

Fig. 2.6—2 Reaction to alarm

In the Alarm date field there is the time when ATM-Intellect Workstation (ATM-Intellect Workstation
TC) had recorded the alarm from ATM-Intellect Pro into the database. This is not the time when the
alarm appeared on the ATM-Intellect Pro. More info see on data transmission as given in section
Appendix 1. Data update periods summary

If you select the Confirm check box in the Reaction to alarm window, the background of the
indicator on the control panel changes from red to orange (Fig. 2.6—3) and a value is automatically
added to the Processing date column.

AT machine 1

Fig. 2.6—3 Accepted alarm

The time is not the current system time on the computer, but the current display time (see Current
View Time) stored in the database. This behavior ensures that operators cannot "reverse" time and
confirm an alarm at a fictitious time.

If the Non-empty Comment field option is enabled in the settings of the ATM Monitoring object, an
alarm situation is not closed until the operator leaves a comment on the alarm situation and/or the
operator's actions. The alarm is automatically closed if the alarm cause goes away, such as if the
connection was disrupted and then restored.

If there are many alarms, the Alarm Reaction displays only up to 1,000. To view the remaining
events, use the navigation buttons in the upper-right corner (Fig. 2.6—4).
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Fig. 2.6—4 Navigation butons

2.6.2 Accepting several similar alarms

To receive several similar alarms simultaneously, do the following:

1. Click the corresponding graphic indicator. The Reaction to alarm window opens (Fig. 2.6—5).
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Fig. 2.6—5 Accepting several alarms

2. Select several alarms from the list in one of the following ways:

2.1

2.2,

all option (Fig. 2.6—6).

Select certain alarms by clicking the left mouse button and “Ctrl” or “Shift” buttons.

Select all alarms by right-clicking on the list and in the opened menu click the Select

11
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Fig. 2.6—6 Select all item

3. Fillin the Comment field if it is required
4. Click the Accept selected button
Note. If comment is required but the Comment field is empty, the Accept selected button is inactive.

Accepting several alarms is completed.

2.6.3 Additional information on alarms
For more information on current alarms for an object, left-click the object name (Fig. 2.6—7).

AT machine 1 ]

& |&] =]
=G

Fig. 2.6—7 Object name

The Error decoding window opens (Fig. 2.6—8).

TS S s == |
Beqginning ~ End 2 Dwration Feason, device Frarm 06.06.2013 18:07-18 to 06.06 2013 18:28:01 downtimes: 1
> E‘EDE 062013 18:07:18 000:20:43
- 0B.0B.2013 18:07:18 000:20:43 Camera off (Camera 1)
0B.06.201318:22:37 |06.06.201318:23:21 |000:00:44 Mo connection with object (192.168.1.3)
0B06.201318:23:24 |06.06.2013 16:24:00 |0 00:00:36 No connection with olject (192.168.1.3)
06062013 18:27:41 0o0:00:20 Software error (>1.Basic software.Basic software (Video))

Fig. 2.6—8 Error decoding window

Alarms that occur for different reasons can overlap and form overall alarm periods at the object.
They are shown in the table in gray. If the alarm is still ongoing, the End column is empty.
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If there are many alarms, the Error decoding window displays up to 200 alarm situations. To view the

remaining events, use the navigation elements and View events after option in the lower-right

corner.

2.6.4 Types of alarms

The table (Tab. 2.6—1) lists all types of alarms that are registered by the monitoring system by

default. For the Communication channel alarm group, if ATM Intellect Pro connects to ATM Intellect

Workstation over TCP/IP and has connected at least once, the Device field displays the IP address of
the object. For ATM Intellect Workstation TC in this case, the IP address of ATM Intellect Workstation

is displayed.

Tab. 2.6—1 Alarm types

Alarm group

Alarm type

Device

Comments

Communication channel

No connection with object

Communication channel

ATM Intellect Pro connects
to ATM Intellect
Workstation in client mode.

No connection with
monitoring agent

Local video system

ATM Intellect Pro connects
to ATM Intellect
Workstation in server mode

Device

Disk failure

101: Disk name

The Intellect settings specify
the disks to which the video
archive is written. This
alarm occurs when one of
these disks does not exist or
has an invalid type. Valid
disk types include internal
and external disks,
removable disks, and
network disks.

102: Disk size

Error calculating free disk
space

103: VIDEO folder

No VIDEO folder

104: Number of disks=0

There are no disks selected
in the Intellect settings for
video archive recording.

105: Disk error

An unknown disk error from
ATM Intellect Pro.

UPS signal

1000: PowerChute started
1001: PowerChute stopped
1002: Connection restored
1003: Power restored
1004: Self-test passed
1005: Administrative shutdown
1006: Shutdown cancelled
1007: Battery discharged
1009: Battery replaced
1013: Allowable restart
1014: RTC started

1015: RTC finished

13




Alarm group

Alarm type

Device

Comments

1016: Shutdown in progress
1102: Normal temperature
2000: Power turned off
2001: Shutdown completed
2002: Low power

2003: Low battery

2004: RTC aborted

2007: High power

3000: Connection lost
3001: Restart

3002: Self-test failed

3003: Battery discharged
3004: Battery connection lost
3016: Replace battery
3107: High temperature

Video system software

Software error

Basic software

intellect.exe process
terminated

Basic software (Video)

video.run process
terminated or frozen

Registry

Registry does not have data
required for ATM Intellect
Pro to function

Database

Error connecting to Intellect
database

Archive size

Archive size too small

Archive 1

Archive 32

Storage capacity
requirements are not met
for camera number 1 ... 32.
If there are more than 32
cameras at the object,
create an additional
Surveillance Object in ATM
Intellect Pro.

Cameras

Camera off

Camera l

Camera 32

Camera number1... 32is
not working. If there are
more than 32 cameras at
the object, create an
additional Surveillance
Object in ATM Intellect Pro.

Fire and security alarms

Vibration sensor signal

Vibration sensor

Signal from sensor Lock

Lock

Signal from overheat sensor

Overheat sensor

Signal from additional sensor

Additional sensor

Four sensors (relays), whose
names cannot be changed
in ATM Intellect Pro: they
should be used in
accordance with their
names ("Vibration Sensor",
"Lock", etc.)

Signal from additional sensor

EXP. SENSOR. SENSOR

12 sensors (relays), whose
names can and should be
customized in ATM Intellect
Pro, since this name is
displayed in the Device

14




Alarm group

Alarm type

Device

Comments

column. By default, the
string "EXP. SENSOR" is
displayed in this column.
OATYUK»

Scheduled computer restart | Computer Windows was properly
exited before computer
restart.

Unscheduled computer Computer Windows was not properly

restart

exited before the computer
was restarted (power was
interrupted)

Temperature sensors

Temperature sensors off

Temperature sensor set

Adapter for processing
information from thermal
sensors (DS2480B) is not
working

Temp.: warning

Temperature sensor set

The thermal sensor
(DS18S20) is approaching
the temperature alarm
zone. The indicator button
becomes yellow.

Temp.: alarm

Temperature sensor set

The thermal sensor
(DS18S20) is in the
temperature alarm zone.

Note: Periods of information updating in the interfaces can vary for particular alarm types — see

Appendix 1. Data update periods summary.

For the Access Control and Detectors alarm groups, no data is sent from ATM Intellect Pro.

There are two types of alarms that are tracked by the monitoring system by default:

1. Long

2. Short

Long alarms have a beginning and an end: "Camera off"/"Camera on", "No connection with

object"/"Connected to object".

Short alarms do not have a duration. They only inform about an event, for example, "Vibration

sensor triggered" or "Scheduled computer restart”, and are not included in the quality

measurements for the system.

For short alarms, the End field is immediately filled with the time of the alarm plus one second.

Confirmed short alarms are displayed on the control panel for ten minutes.

The following types of alarms are long:

1. No connection with object

15




2. No connection with monitoring agent

3. Disk failure

4. Software error

5. Archive size too small

6. Camera off

7. Thermal sensors off

2.6.5 The number of alarms displayed

The number of objects displayed on the Control Panel is determined by the current filter (Fig. 2.6—9)
if it is activated by clicking the filtering button ¥ ("Enable/disable filter"). The first combo box sets

the value for "Show only objects that have errors in the last..."; the second combo box sets the value
"Only objects with errors lasting longer than...".

g |Curre mt j |Any j
B Curent Ay |

5 rmin Alarms
15 min Hsec
a0 min 15 sec
1 hour 1 min
¢ hours 5 min
8 hours 10 min
Day 30 min
Jdays 1 hour
5 hours

Fig. 2.6—9 Alarms filter

The upper-left corner contains information about the number of objects, out of the total number,
that are displayed on the Control Panel after clicking the filtering button (Fig. 2.6—10).

Objects: 1/2| Feference quides | | [F [7] <2 «f 'E_‘|Current leny j
ATM machire 2 |

@eale]
B

Fig. 2.6—10 Number of objects

2.7 Viewing video data on alarms

2.7.1 Indication of video data presence
In ATM-Intellect software, the alarms from sensors can be followed by video data, such as video clips
and video frames.

If there are loaded but not viewed yet video data, the name of the object on the Control panel is
colored in orange (Fig. 2.7—1).
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ATM machine 1 ]
B|r|=]
-

Fig. 2.7—1 Indication of unviewed data

2.7.2 Viewing video data
To view all received video data, select the Video data item in the object context menu (Fig. 2.7—2).

Note. Depending on the ATM-Intellect software settings (see ATM-Intellect. Installation and
configuration guide) the received video frames and video clips can be opened immediately after they
are received.

f |
| Yideo data
l Yideo image playback ¥
i Meru...

Fig. 2.7—2 Video data item

The Video data dialog box opens (Fig. 2.7—3) . The information on video data is displayed in this
dialog box. This dialog box also provides function to cancel data downloading, if it is has not been
completed yet, using he Cancel download button.

[l Video data: ATM machine 1 [550016)

Records| | | | | | | | 8] Cancelloading

:- MName E” Device |3| Status E”\r"iewed E|
| |Alarm date : 4/17/2014 4:00:12 PH
“ibration sensor signal  |Vibration sensor Download pending
:Alalm date : 471772014 4:01:21 PM
“ibration sensor signal  |Vibration sensor Download pending
:Alalm date : 471772014 4:02:21 PM
“ibration sensor signal  |Vibration sensor Download pending
b iAlarm date : 471772014 4:03:31 PM
“ibration sensor signal  |Vibration sensor Download pending

(Status does not equal -0 tus does not equal Download cancelled by Configuration...

Fig. 2.7—3 Video data dialog box

To force an update of the information in the Video data dialog box, click the [,
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To open the loaded video data right-click in the row corresponding to required data and select the
View item (Fig. 2.7—4). If the data download is not completed, this item is unactive.

:-Name |E|| Device |E||Statu5 EH\-’iewed |E|

J.ﬁ.larm date : 4/17/2014 4:00:12 PM
ﬂ Yikbration sensor sighal
Jﬁ.larm date : 4/17/2014 4:14:48 PH

J “ibration sensor signal  Mibration sensor

Yibration sensar

Fig. 2.7—4 View item

When the View item is selected, a video frame is opened with utility selected at the ATM-Intellect
setup and a video clip is opened with Axxon Player utility. Video data status changes to "Data
viewed" and in the Viewed column the date of viewing is displayed.

2.7.3 Video data grouping setup

By default, video data are grouped by alarm time. If necessary, it is possible to set video data
grouping by other parameters. To do so, in the context menu of a column, by which one need to
group the data, select Group by field (Fig. 2.7—5).

:- Mame |3| Dewvice &1 fscerding iewed [=]

| |Alarm date - 4/17/2014 4:00:12 PM
Yibration sensor signal  [Vibration sensor
:Alarm date : 4/17/2014 4:01:21 PH
Vibration sensorsignal |Vibration sensor == Group by field
:Alalm date : 4/17/2014 4:02:21 PM = Grouping
Yibration sensor signal  Vibration sensor E bottom header
b iAlarm date : 4/17/2014 4:03:31 PM = Bottom grouping panel
Vibration sensor signal | Vibration sensar & Tree of groups »

%l Descending

i Best width

Biest width all columns

Fixed columns
Fiz column

Input string
Group headings
Search for substring (Ctrl+F/F3)

Select visible columns (FS)

Select font

[Status does not equal Wiewed) AND (St

Export 4

Fig. 2.7—5 Column context menu

Data will be grouped by selected field (Fig. 2.7—6). In the upper part of the dialog box the fields by
which the video data are grouped are displayed - a grouping area. To view this area one can also
select the Grouping item in a column context menu.
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Video data: ATM machine 1 (55001 6)

Records| W | « [ « [ » [» [w [ B |~ &

Mame E| Status
| |Alarm date - 4/17/2014 4:00:12 PM
Device : Vibration sensor

Cancel loading

E|‘v’iewed

“ibration sensor signal Download pending
Alarm date : 451772014 4:01:21 PM
: Device : Vibration sensor
“ibration sensor signal Diownload pending
Alarm date : 451772014 4:02:21 PM
| | Device : Vibration sensor
“ibration sensor signal Diownload pending
¥ Alarm date : 4/17/2014 4:03:31 PM
Device : Vibration sensor

| Yibration sensor signal Download pending E@-

Configuration...

Fig. 2.7—6 Grouping by several fields and the grouping area

To cancel grouping by a field, right-click on it and select Remove from grouping (Fig. 2.7—7).

Alarm date 7 [+]

Device [ |
%l fscending

El Descending

|_|Alarm date : 4/17/2014 4:(
Device : Yibration sensc

; i == Remove From grouping
Yibration sensor =

|_|Alarm date : 4/17/2014 4:0
Device : Vibration sensq ] Eottom header

ilration sensor § = Bottom grouping panel
|| Alarm date : 4/17/2014 4:( @ Tree of groups 4
Device : Vibration senzc _ i

) . w4 Best width

ibration sensor ¢
b tAlarm date - 471772014 4:0
Device : Vibration zenst Fisced columns

Grouping

Biest width all columns

“ibration sensor ¢ Fix column

Input string

Group headings

Search For substring (ChH4FF3)
Select wisible columns (FS)

s does not equ

Select Font

Expart 4

Fig. 2.7—7 Remove from grouping item

2.7.4 Setting video data list filter

By default, in the Video data dialog box the data are not displayed, which has been viewed or for
which downloading has been canceled by a user. To display all the video data, unset the checkbox in
the lower left corner of the Video data window.

Itis also possible o setup the filter for video data displaying. To open the filter setup dialog box, in
the Video data dialog box click Configuration... or 7. The filter creator dialog box opens (Fig. 2.7—
8).
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s Filter creator - [untitled.flt]

AMD <rootr

IZI Status does not equal Wiewed

| press button to add a new condition

Open | l Sawve.. oK. ] l Close ” Apply

Fig. 2.7—8 Filter creator dialog box
When configuring the filter, one may need to perform the following operations:

1. Add a condition or subcondition. To add a condition click the click to add a new condition button
or in the filter menu click the corresponding item (Fig. 2.7—9). The condition menu opens by

clicking the ... or Filter.

MO <rooty
IZI Status does not equal Viewed
Status does notequal Download cancelled by user

Add condition hew condition

&dd subcondition

Remove condition

Fig. 2.7—9 Condition menu

2. Remove a condition. To remove a condition, click the corresponding item in the condition menu
(Fig. 2.7—9).

3. Select a logical function for combining conditions (Fig. 2.7—10). A drop-down list for selecting
the logical function opens on the left-click on the logical function.

jes not equal iewed
es not equal Download cancelled by user

0 add a new condition

Fig. 2.7—10 Selecting a logical function

press button t

4. Select a field for comparison (Fig. 2.7—11). A drop-down list for selecting the field for
comparison opens on the left-click on the field name.
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AND <root>

D Status does notequal Viewed

Fig. 2.7—11 Selecting a field

5. Select a method of comparing (Fig. 2.7—12). A drop-down list for selecting the method of
comparing opens on the left-click on the method name.

AMD <rooty

P s

fmore

more Dreiuals

not similar to
empty

not ermpty
between

not betweaen

in array

notin arra: b

Fig. 2.7—12 Selecting a method of comparing

6. Select a value for comparing with. A way to select the value depends on the field type. For
example, a date can be set using a calendar (Fig. 2.7—13), a name can be entered in a field (Fig.
2.7—14), etc.

D <root»

D Status doesnotequal Viewsd
D Alarm date eguals

| press button to add a ne

4 April P 42014
SMTWTF S
1 2 3 44
6 7 8 9101112

13 14 15 16[17]18 18

20 21 22 23 24 25 26
27 28 29 30

[Today] [ Clear ]

Fig. 2.7—13 Specifying a date

ARD <rooty

D Status does notequal Viewed
------- D Mame inarray { <empty>

| press button to add a new condition

Fig. 2.7—14 Specifying an array of names

After completing settings, the filter can be saved to a file with the .flt extension by clicking the Save...
button. This file can then be opened using the Open button.
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2.8 Eventlog
To view all events recorded in ATM Intellect, click the U button ("Event log"). The Event log window
opens (Fig. 2.8—1).

Alarm date [+ End [=] Mame [#]1D [=] Confirm[=] &larm type [=] Dvica [+] Processing date [«] Comment User[«] =
B/6/20131:23:55 Pt | B/6/2013 2:45:23 Phd | ATH machine 1 |550016 & Mo connection with object |192.168.1.3 5/6/2013 2:45:29 P =
B/B/2013 1:23:55 P ATh machine 2 |550017 Mo connection with object | Communication channel | B/6/2013 6:34:17 PM ok Adrmin
B/6/2013 2:47:56 Pt | B/B{2013 2:49:53 Phd | ATH machine 1 |550016 Mo connection with object |192.168.1.3 E/6/2013 2:49:59 P

B/6/2013 2:51:29 Pt | B/B{2013 2:51:30 Phd | ATH machine 1 |550016 Default PC restart PC B/B/2013 25416 P ok Admin
B/6/20713 3:19:46 Pt | B/6/2013 3:30:28 Phd | ATH machine 1550016 Carnera off Carnera 1 6/6/2013 3:20:16 P ok Admin

B/6/2013 3:26:34 P

B/6/2013 3:26:48 P

AT machine 1|560016

Mo connection with object

192.168.1.3

B/6/2013 3:26:48 PM

E/B/2013 3:31:48 P

E/B/2013 3:31:49 P

ATM rmaching 1550016

“ibration sensor signal

Vibration sensor

B/Bf2013 3:39:42 P

B/Bf2013 3:39:43 P

ATH rachine 1550016

Wibration sensor signal

“ibration sensar

B/B/2013 3:39:46 P

B/B/2013 3:39:47 P

ATH rachine 1|550016

Wibration sensar signal

Vibration sensar

B/B/2013 3:39:50 P

B/B/2013 3:39:51 P

ATH rachine 1|550016

Wibration sensar signal

Vibration sensar

B/B/2013 3:39:54 P

B/B/2013 3:39:55 P

ATH rachine 1|550016

Wibration sensar signal

Vibration sensar

B/6/2013 3:39:58 P

B/6/2013 3:39:59 P

AT machine 1|560016

Wibration sensar signal

Vibration sensar

B/6/2013 3:40:02 Prd

B/6/2013 3:40:03 Prd

AT machine 1|560016

oooooooEEEE = E

Wibration sensar signal

Vibration sensar

-

View from date

B/BS2MT -

Fig. 2.8—1 Event log window

You can sort the table by any column or filter any column.

2.8.1 Viewing comments
If an operator left a multiline comment when closing an alarm, only the first line will be visible in the

Event log window, in the Comment column.

To view the entire comment, left-click the corresponding cell of the table (Fig. 2.8—2).

662013 2:45:29 P

Processing date [«] Comment

6/6/2013 6:34:11 PM

G6/6f2013 2:49:59 FM

B/6/2013 2:54:16 P

B/6/2013 32016 P

662013 3:26:48 P

needto send

needto send
of an engineer

Close

Fig. 2.8—2 Viewing a comment
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2.8.2 User who accepted alarm

By default, all alarms accepted by the operator are recorded under the Admin user. If there is a user
created in the Intellect settings panel, in the Users tab, who has certain rights, when the operator
starts Intellect under this user's account all confirmed alarms will be recorded under the user's name.

2.8.3 Period of events viewong

By default, alarm situations for the current day are displayed. To view previous events, use the View
from date option. If there are more than 1,000 events, use the navigation buttons to view them (Fig.
2.1—1).

‘V_;_I Event log: l =) &1
1000 W[« | < g [Events]

Alarm date [=] End [=] Mame [=] 1D [=] Confirm[=] Alarm type [=] Dievice [=] Processing date [«] Comment User[=] =~
B/6/20131:23:55 Pt | B/6/2013 2:45:23 Phd | ATH machine 1 |550016 Mo connection with object |192.168.1.3 5/6/2013 2:45:29 P £
B/Bf20131:23:55 P ATh machine 2 |550017 Mo connection with object | Communication channel | B/6/2013 6:34:17 PM ok Adrmin
B/6/2013 2:47:56 Pt | B/B{2013 2:49:53 Phd | ATH machine 1 |550016 Mo connection with object |192.168.1.3 E/6/2013 2:49:59 P
B/6/2013 2:51:29 Pt | B/B{2013 2:51:30 Phd | ATH machine 1 |550016 Default PC restart PC B/B/2013 25416 P ok Admin
B/6/20713 3:19:46 Pt | B/6/2013 3:30:28 Phd | ATH machine 1550016 Carnera off Carnera 1 6/6/2013 3:20:16 P ok Admin
B/6/2013 3:26:34 Pt | B/6/2013 3:26:48 Phd | ATh machine 1550016 Mo connection with object |192.168.1.3 6/6/2013 3:26:48 P

k E/B/2013 3:31:48 Phd |B/6/2013 3:31:49 PhA | ATh machine 1 |560016 Vibration sensor signal Yibration sensar

Vibration sensorsignal | Vibration sensor
B/B/2073 3:33:46 Pt |B/6/2013 3:39:47 PM | ATM machine 1550016
B/6/2073 3:39:50 Pt |B/6/2013 3:39:51 P |ATM machine 1550016
B/6/2073 3:39:54 Pt |B/6/2013 3:39:55 P |ATM machine 1550016
EB/6/2073 3:39:50 Pt |B/6/2013 3:39:58 PM | ATM machine 1550016
B/6/2013 3:40:02 Pt |B/6/2013 3:40:03 P | ATM machine 1550016

B/B/2073 3:33:42 Pt |B/6/2013 3:39:43 PM | ATM machine 1550016
I Vibration sensorsignal  |Vibration sensar
; Vibration sensorsignal | Vibration sensor
Vibration sensorsignal | Vibration sensor

Vibration sensorsignal | Vibration sensor

oooooooEEEE | E

Vibration sensorsignal | Vibration sensor

lewfromdate (862013 ~) I

Fig. 2.8—3 View from date field

2.8.4 Eventlog export
To save the contents of the Event log to a file in a particular format, right-click the header of any
column in the Event log window and select the corresponding item in a context menu (Fig. 2.8—4).
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-
Event log:

mnu[ I ] “ ] p ] |

Alarm = g [=]ID  [+] Cordirm =]
afafztz““e"d'”g T machine 1550015

El Descending -
65720 \yithout sorting T machine 1 550016
B/B20 T machine 1550015
EjE::EE% Group by field Th maching 1560015

== . macnine

Grouping

B/5/20 TM machine 1550015

=] Bottom header

Gi6s20 . Thd rachine 1550016
= Bottom grouping panel -
GfEs20 Thd rachine 1 6B0016
/B2l _ ;‘"9””_‘:”; " T machine 1550016
w4 Best widtl -
Gf6S20 A Tt machine 1550016
Gf6S20 : Tt rachine 16560016
ffgjeq  Txed celumns M machine 1550016
Fix column -
GfEs20 Thd rachine 1 6B0016
Bigjer  Group headings Th maching 1|550016
A .
56120 Search f_o.r substring (Ctrl+F/F3) M maching 1 550015
Select visible columns (F5) -
Gf6S20 Select font Tt rachine 16560016

5 T Gooro L
BB 20T T AR T PMTER/ 20T L5 T4 PR T Export to Excel

|| 6/6/2013 4.45:17 PMB/6/2013 44518 PM 4 Bxportto XML
|l | 6/5/2013 4:45:21 PM |6/6/2013 4:45:22 P |4 Brport toted file

OooooDoDoooDoooooDEomE

Fig. 2.8—4 Exporting Event log

2.8.5 Configuring the event log columns position

You can select the Best width all columns command in a context menu (Fig. 2.8—4). When chosen,
this command sets the width of all columns to the minimum necessary to display the longest entry in
the column.

If not all columns fit in the visible area of the Event log window, a scrollbar becomes available.
During scrolling, some columns that should be maintained during scrolling (such as alarm date and
processing date) remain visible. To fix these columns, in the context menu, select Fix column.

The order of columns in the Event log can be changed as well. To do so, left-click the header of the
column that you want to move and drag it to the new location.
2.9 Reference information

2.9.1 Viewing reference information
ATM Intellect maintains reference information about all objects. To view this information, click the
Reference guides button and select the Monitoring objects menu item (Fig. 2.9—1).
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|Reference guides || [E] [2] 2

@ Monitoring objects |

ATH models

Dwners

Hardware

Service categories
Service providers
Communication channels
Object statuses

Service methods
Service organizations
Access Jevels

Add. characteristics

v o 4

Solution types

Fig. 2.9—1 Monitoring objects item

The Monitoring objects window opens, with a list of all objects in the system (Fig. 2.9—2).

x|
UM 4[| p |0 |a || |ou|k "% || B Filter: Mo Monitoring objects

Ohject code[+] 1D [+] Name [=] Location  [+] Ohject[=] Entered [=] Removed[+] Status[+] Cwner[=] Model[+] Access[«] Add. characte
1/560016 | ATk machine 1| ATH machine 1 B/B/20131:13:52 P

21550017 |ATM machine 2 | ATt machine 2 B/Bf2013 1:13:52 PM

Fig. 2.9—2 Monitoring objects window
2.9.2 Editing reference information

Double-clicking an entry opens a Record dialog box, in which you can enter reference information for
the object (Fig. 2.9—3).
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Eee L O )
Dhject code 1
Marne AT machine 1
D 50016
Location AT machine 1
Ohject
Entered B/6/2013 1.1 3:52 PM
Fermowved
Model
ArCcess
Add. characteristic
Solution type

Type of connection with object

Service provider

Crwner

Hardware
Status

Service categary

Service method

Service company

Fig. 2.9—3 Editing reference information

Values are offered for some of the fields (Fig. 2.9—4) but not for others. This means that the
reference is blank (see Filling in reference information).

Solution type

Type of connection with object

Service provider RS232
Owner TCR/IF
Hardhware x.25
Status ﬁ

Service category |

Fig. 2.9—4 Offered values

2.9.3 Filling in reference information
To fill in reference information, click the Reference guides button and, in the window that opens (Fig.
2.9—5), select the corresponding reference: for example, Owners.
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Owners

Hardware

Service categories
Service providers
Communication channels
Object statuzes

Service methods
Service organizations

Access levels

A i

Add. characteristics

Solution types

-w
fi

Fig. 2.9—5 Available guides

In the window to edit the guide opens (Fig. 2.9—6).

rm Dwmrr.- .L. —. S
Fecords | #
Owner|[=| Contacts [+] Telephones|+] E-mail [+

Fig. 2.9—6 The window to edit the guide

To add an entry, click the Insert record button and enter a value (Fig. 2.9—7). Then click the Save
button.

2o L owcs
- L
|« «|r]|m|m|el=|a|lsr|x|c]||=|5|EH

Crwnet [« | Cortacts [+] Telephones[«] E-mail [+
bEThe Imain Dﬁil:e| | | i

Fig. 2.9—7 Adding new value into the guide
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Any reference can be edited in a similar manner.

You can then fill in the corresponding field with new value (Fig. 2.9—8).

Service provider

et

Hardware The rmain office

Status E

Serdce cateqony

Fig. 2.9—8 Using new value

2.9.4 Column context menu in the Monitoring objects window

If you right-click the header of any column in the Monitoring objects window, a context menu
appears (Fig. 2.9—9), which allows performing various actions similar to the ones for the Event log
(see Event log export and Configuring the event log columns position).

r_ B R R Bl
re |7 | Bl Filter: Mo |M0nit0ring objects
Ob,c"ﬂ at=l ] ' L les e cation [+] Object[+] Entered [+] Removed ] Status [+] Owner[+]
p{ 7| 2y Ascending M machine 1 B/R/2013 11352 Ph
‘d Descending .
L t rmachine 2 B/B/20131:13:52 PM
Without sorting
=L Group by field
= Grouping
E] Bottom header
= Bottom grouping panel
i Best width
Best width all columns
Fixed columns
Fix column
Group headings
Search for substring (Ctrl+F/F3)
Select visible columns (F5)
Select font
Export to HTML
Export to Bxce
Export to XML
Export to text file

Fig. 2.9—9 Column context menu in the Monitoring objects window

2.10 Viewing live and archive video from objects

You can view live and previously recorded video from objects from the Control Panel. To do so, right-
click the area with the object name. In the context menu that appears (Fig. 2.10—1), select Video
image playback and the relevant camera.
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I a1
Wideo data |

—
[+ idea image playback | =X Camera 1 [1]

I Menu...

Fig. 2.10—1 Selecting camera for video playback

The number of cameras will match the number of cameras enabled in the settings for the object.

Note. The Video image playback menu item is available only for objects that have connected to ATM
Intellect Workstation at least once. This menu item is absent for objects that have not connected at
least once and for ATM Intellect Workstation TC (Fig. 2.10—2).

Yideo data J
I Menu... |

T&TETE]

Fig. 2.10—2 The Video image playback item is absent

If the ATM-Intellect Workstation software have the corresponding setting, then when the camera is
selected for viewing live video the warning will be displayed saying that transmission of video can
create critical load on the channel (Fig. 2.10—3). If it is really necessary to view live video, click OK in
the Warning dialog box. To cancel viewing live video, click Cancel.

Warning [5_(|

' Are wou sure ol wank to receive video skream?
Wl ‘ideno streaming can create critical load on the channel!

Cancel |

Fig. 2.10—3 Warning

After you select a camera (Fig. 2.10—1), a dialog box appears; video should appear in it after a few
seconds (Fig. 2.10—4).
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1) Camerall 10: 26260004

Fig. 2.10—4 Viewing live video
The title bar displays a description of the object, camera number, and camera ID in brackets.

Note. When viewing live video, frame rate may be limited by the ATM Monitoring interface object
settings (the Speed of video stream parameter) - see documents ATM Intellect. Administrator’s
Guide.

Archive access is available through the method used in Intellect (Fig. 2.10—5).
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Sun Mon Tue Wed Thu Fri Sat |
28 29 30 31 1 |
4 48 6 70 8
11 12 13 14 15
18 19 20 21 22
25 26 27 28 29
2 3 4 5

»T_] [Samerad

Fig. 2.10—5 Viewing archive

While viewing live video or archive from several cameras simultaneously, a separate dialog box
opens for each camera.

2.11 Running external applications from the Control Panel

By using the Menu context menu (Fig. 2.11—1) you can start external applications from the Control
Panel.

Wideo data
'E beru...
[E«]& [

Fig. 2.11—1 Menu

You can pass an object's IP address as a parameter when starting applications in this manner.
For example, if you want to quickly ping an object, do the following:

7. Right-click the area with the object name and, in the context menu that appears, select Menu...
(Fig. 2.11—1).

8. The Menu... dialog box appears. (Fig. 2.11—2).
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[ (o]
e _

| [ No. ﬂl [EiMenu itern j| = Application being launched ﬂ| L aunch parameters

Fig. 2.11—2

9. Inthe dialog box, click the Add record... button. In the fields that appear, enter the values as
shown in Fig. 2.11—3.

|ND. jl Eihdenu item j| EApplication being launched j| #s aunch parameters |

Menu item name: IF'WG il ﬁl

Application being launched: Il::\Windows\System32\F'lNG EXE 2”"

Launch parameters: |<ip> -t

Fig. 2.11—3 Adding item

The string <ip> is a reserved expression: the real IP address of the object will be "swapped in"
here when the application is called. This string must be entered in lower-case letters.

After you click the Apply button, a new entry appears, with a description of the new item in the
context menu (Fig. 2.11—4).
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Menu... [—53-]1

Moo vl| EEMenuitern v & Application being launched < “sLaunch parameters v
1 FIMNG ChWindows\System32\PING. EXE <ip> -t

Menu itern narme: | 74

Application being launched: | ﬂ

Launch parameters: |

Fig. 2.11—4 Added item

Now when you right-click the area with an object name, a context menu appears in which the
previously created PING menu item is present (Fig. 2.11—5).

] Yideo data
PIMG
i benu...

Fig. 2.11—5 PING menu item

When you select this menu item, the ping program is started in a separate window (Fig. 2.11—6).

B CAWindows\System32\PING.EXE =nRen X

Pinging 192.168.1.3 with 32 bytes of data:
192 . 168.1.3: bytes=32 time{ims TTL=128
192.168.1.3: hytes=32 time<ims TTL=128
192 . 168.1.3: bytes=32 time{ims TTL=128

Reply from 192.168.1.3: hytes=32 time<{ims TTL=128

Fig. 2.11—6 Ping program

For objects connecting to ATM Intellect Workstation via RS-232, as well as for objects that have
never connected to ATM Intellect Workstation, the value "127.0.0.1" is substituted for "<ip>".

The same method can be used to start other external applications, such as Radmin, etc.
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3 Logpanel

3.1 Log panel interface

The Log panel is a part on ATM Monitoring interface window. This window configuration is
performed on the setting panel of the ATM Monitoring interface object and is described in the ATM-
Intellect. Administrator’s guide.

Log panel general view is shown in figure Fig. 3.1—1

] . iTadl o
4 A AR I AN EE 2 | E | | CVT:6f27/2013 12:49.03 PY N\
ID =| MName ~ || Cameras *| Disk, MB | Disks v| Software version v|15 11:30 11:45 12:00 1215 12:30 12:45 St |Duration
P38 ATM machine 1 000:10:5!
387 &TM rmachine 2 | 1 B oooos
4 »
KC 270620131245 LL 6/27/2M1312:43.03PM 9 OB 2of2 FOZ  IF% D00 IM% Yy,
Objects: 2/2| Reference guides || [F] [2) <2 if | ¥ [Curent < ||Any |0 [ cvT:Brez/e013 12:49:03 PY
ATH machine 1 ATH machine 2

Fig. 3.1—1 Log panel

The Log panel (Fig. 3.1—2) consists of three main parts:
1. Navigation buttons panel
2. Workspace

3. Status panel
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b /550016 ATM machine 1 1 7119 1 490252 |
>
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Fig. 3.1—2 Log panel

3.1.1 Alarms color code

Alarm situations in the Log panel are shown in a table with colored rows. The color of each alarm
corresponds to the alarm type. The color assignments can be viewed by clicking the Bl button
("Information about symbols"). The information window opens (Fig. 3.1—3).

Decoding

Status colurmn

/B /= state on objsct

object had alarms which satisfy filter condition

Fig. 3.1—3 Colors decoding

Vertical bars correspond to short alarms; horizontal bars correspond to long alarms (device
operability).

Note. Alarm types are described in the Types of alarms section.

The length of bars is determined by the beginning and end (duration) of the alarm, in accordance

with the selected scale. The scale is measured as the time interval for a single column (Fig. 3.1—4).
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2 days
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Fig. 3.1—4 The scale

3.1.2 Alarm list navigation

The column header always shows the beginning of the time period displayed by the column. Using
the left and right keys and horizontal scrollbar, the user can go to any date within the data loaded. To
quickly move to a date and time of interest, click the ® button ("Go to date"). To jump to the end of
the data, click the ™ button ("To end"). To jump to the date on which an error began, click the aln
button ("To beginning of current error").

Since data is loaded into the system continuously, it is necessary to automatically refresh the on-
screen data display. The & button serves this purpose ("Auto update"). Clicking this button checks for
new alarm data in the database. If such data exist, the display is refreshed and jumps to the end of
the displayed data. The date and time of the most recent update (CVT) are shown to the right of the
filters.

If the Auto update button is not clicked, the displayed data may become out of date: data was last
loaded after the CVT. If this happens, a lightbulb appears in the status panel (Fig. 3.1—5). The
lightbulb indicates that the current display is out of date and can be refreshed by clicking the
button ("Update data"). A refresh is performed during jumps to the end, selection and application of
filters, and many other actions.

LL 6,/7/2013 2:05:57 Fid 7

Fig. 3.1—5 The lightbulb indicator

3.1.3 Ignoring objects
"Ignored" objects are never shown in the form on screen. Operations with ignored objects is
described in the detail in the Ignoring objects section.

3.1.4 The status panel

3.1.4.1 General information
The status panel (Fig. 3.1—6) shows the total number of non-ignored objects (OB) and number of
objects with hardware problems (FO) that are currently displayed.

CC 07.06.201314:00 LL &/7/2013 2:00:51 Phd W OB 2of2 FO 1 IF22  50.00 [NS: RNyl

Fig. 3.1—6 The status panel
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The status panel also shows the beginning of the time period for the column of the current cell (CC),
time at which data was most recently loaded into the database (LL).

3.1.4.2 Functionality and non-functionality indexes
The status panel also shows the index of functionality (IF) for the system and index of non-
functionality (IN) for each of the reasons.

The IF is calculated as follows:

(1-Nnfo/Nt)*100

. Nnfo —number of objects that are not fully operable

. Nt —total number of objects

Indexes of non-functionality for each reason are calculated as follows:
(1-Nnfor/Nt)*100

. Nnfor — number of objects that are not fully operable due to this reason
. Nt — total number of objects

Indexes are calculated for non-ignored objects only. Indexes are not calculated and filters are never
used for ignored objects. Indexes of non-functionality equal to 0 are not shown on the status panel.

If filtering is used and you want to calculate percentages in the status panel for filtered objects only,

click the % button ("Count indexes only in filtered table strings").

3.2 The number of alarms displayed

The number of objects shown on the Log panel and Control Panel is set by the current filter (see The
number of alarms displayed), if activated. Time periods are shown in the list on the left. If an alarm is
recorded at an object during the selected time period, the alarm is placed in the list. The right list
shows the durations of alarms to which the filter will react.

For example, with "Current" and "1 minute" for filter settings, only objects that currently have been
having an alarm for at least one minute are shown. If "Day" and "5 hours" are selected, only objects
that have had alarms during the last 24 hours that lasted at least five hours are shown.

3.3 Object status

The object status is shown in the "Status" column. Its color and contents are explained in the
Explanation Panel (see Alarms color code). Note that in the Log panel, the Status column is shown in
red only if the subject has at least one long ongoing alarm.

3.4 Alarm duration
Duration, the last column of the table, shows the duration of the current alarm for the object, in the
format number of days hh:mm:ss.
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3.5 Information on the object

Click the & button (Show Inspector, Ctrl+l) to view a special area (Fig. 3.5—1) in the upper portion
shows all information about the currently selected object.

T gRkleanEe 23 cewlE s
[15min -] ¥ | | = VT Tzpsenaps6ss Py

| Number |ID E|Name E|CamerasE|DisK MEE|Di5k5 E|Soﬂware|ﬂ
Object code 1 ﬂEEUD‘I & ATk machine 1 1 114 1 490252
D 550016
MName ATh machine 1
Cameras 1
Disk, MB 119
Digks 1
Software wersion 490252

< Fields

Mumber
Ohject cade 1
vl |0
v| Mame
¥ Cameras
v| Disk, ME
¥| Disks
| Software wersion

Fig. 3.5—1 Information about the currently selected object

The lower part contains three tabs: Fields, Archives, and Cameras (Fig. 3.5—1). Information on
selected options is shown as columns in the main list of the Log panel workspace (Fig. 3.5—2).

D = Name | Cameras = | Disk MB = Disks ~||Software wersion = || Arch. 1 = || |12:45 13:00
B BE00E ATk machine 1 1 31287 1 49058 3
550017 ATM machine 2 i

Fig. 3.5—2 Displaying information in the main list of the Log panel

To receive detailed information about object click it in the Log panel and click the @ button (“Show
detailed information”). The Details window will display (Fig. 3.5—3).
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Fig. 3.5—3 Details window

Click the & button (“Show inspector Ctrl+1”) in the Details window to display the special area (Fig.

3.5—4) in the top part of which the information about the current selected object is listed.

Details

1

o[+ ][]

=1E9

Ohject code

D

MName
tadel
Cameras
! Disk MB
Disks

Software wersion

RROO16
AT machineg 1

1

7118

1
490252

| Ohbject cudeE| D |E|| MName

[+||Madel|~]| Cameras [~ | Disk, ME[=]| Di

d

11550016 AT machine 1

1

7118

Fields rArchives rCameras ]

¥ Ohbject code

v D

¥ Mame
Location
Ohject
Entered
Removed
Status
Orwener

v hModel

>

| £

In the bottom part there are 3 tabs: Fields, Archives and Cameras (Fig. 3.5—5).

Fig. 3.5—4 Information displaying area

Fields rArch es rCameras l

YD

¥| Ohject code

vl Narne
Location
Chiject
Entered
Fermowed
Status
Charnier

vl hdodel

|2

Field- Archives | Cameras

Fields | Archiver

Carneras

|£

w| Arch. 1
Arch. 2
Arch. 3
Arch. 4
Arch. b

Carm.
Carm.
carm.
carm.
Carm.

Fig. 3.5—5 Fields, Archives and Cameras tabs
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Information on selected options will be displayed in view of columns in the main list of Details
window.

Data in the Cameras, Disk, MB, Disks, Version, and all fields in the Archives and in Columns tabs, are
filled in automatically when packets about technical status are received from objects. If these fields
are not filled in for the object, a connection has never been established with the object.

The Camera field shows the number of video cameras at the object.

The Disk, MB field shows the maximum amount of free space on all logical disks to which archive
video is recorded.

The Disks field shows the number of logical disks to which archive video is recorded.
The Version field shows the version of ATM Intellect Pro installed at the object.
The fields in the Archives tab show the days of stored video for each camera.

The fields in the Camera tab show the current status of each camera (on/off).

Note.
Size of video archive depth for each camera is defined on the ATM-Intellect Pro the following way:

Calculate the real number of days in which the camera performed the data recording in the video
archive.

Example. The video surveillance system has been worked for 3 days. The camera performed recording
to the video archive at the first and third day. At the second day the camera was disabled. For this
camera the archive depth is equal to two days.

Click the = button ("Show characteristics of devices") to view a special area (Fig. 3.5—6) that
describes changes to the indicated fields over time (Camera, Disk MB, Disks, Version, etc.).

12[w] ] O @ Fom E6E013 |-
Date E Dievice |z|\/a\ue |z| & Date B/Bf2013 | Bf7/2013
B/6/2013 4:45:48 P |Disks space 31373 Archive 1 2 k]

B/6/20136:23:21 PM | Disks space 1362 Software version 43055
B/B/2013 8:27:39 PM | Disks space 31346
B/7/201312:09:39 P |Archive 1 3
¥ B/7/201312:09:39 PM |Disks space 3za?

Disks counter 1
Cameras counter 1
Disks space 31404 31287

]

Fig. 3.5—6 Characteristics of devices in time

3.6 Exceeding the permissible number of failures
If there are more than 500 faults in the visible part of the timeline for the displayed object, alerts are
not shown in detail for the object, and the background color becomes pink (Fig. 3.6—1).

(AR ANE LB dewE S [Eon B ey oY Rt
D = Mame ~ | Cameras = || Disk MB =| Disks =| Software version | Arch. 1 =/} |15:45 16:00 1615 16:30 16:45 17:.00 St | Duration
» 550016 AT machine 1 1 31373 1 43058 2
550017 | ATM machine 2 B oo-o0et

Fig. 3.6—1 More than 500 faults in the visible part of the timeline
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Faults are calculated for a range of intervals, not for each interval. In the case shown (Fig. 3.6—1),
they are counted for ten columns from 3:30 PM to 6:00 PM and for one column from 6:00 PM to 6:15
PM. Even if the maximum number of faults is exceeded only in three columns, all ten columns will
become pink.

3.7 Forcibly closing alarm

A situation may rarely (or even never) happen when an alarm does not need to be classified as such.
This could happen if the "temperature sensors set" option is accidentally enabled for an object.
Monitoring displays an alarm "Temperature sensors off", indicating that the device does not work.
After the "temperature sensors set" option is disabled for the object, the alarm in Monitoring does
not end.

This discrepancy can be fixed by clicking the A button ("Close error forcibly"). A list of the errors
closed in this way can be seen by clicking the £l button ("Show closed errors"). An additional table is
shown on the right (Fig. 3.7—1).

Any v [CVT 6/28/2013 310:07 PM|

|| - 15:00 St | Duration Frorm BA29/2013 -

17g) 2 | Mame [+] Beginning [*] Close with date [«]
| | »[ATMmachine 2 27.06.201312:38:08 | 26.06.2013 15:09:06]

Fig. 3.7—1 Alarm closing

Left-clicking an entry in the alarm situation display area twice opens a dialog box, which explains the
errors in the period of time described by the cell (Fig. 3.7—2).
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Add. sensar signal (EXT. SENSOR)
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Add. sensor signal (EXT. SENSOR) |

07.06.2013 14:05:55
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Mo connection with ohject (192.1658.1.3)

Fig. 3.7—2 Error decoding

Left-clicking an entry in the reference information area twice opens a dialog box, which contains a

full description of object properties (Fig. 3.7—3).
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Fig. 3.7—3 Object reference information

4 Alarm messages window

To attract the extra attention to alarm situations use the Alarm messages window object (Fig. 3.7—
1).

= El Camputer Wil

3 ATM machine 1

& 110K Interface 150

Ay ATM-Tnkellect Workstation]

------ E=ll Alarm Message Window 1

Fig. 3.7—1 Alarm messages window object

If there is the Alarm messages window object in the settings tree of Intellect software, the alarm
situations will be displayed in the Control panel and Log panel interface objects and in the separate

pop-up window. Examples of such pop-up windows are displayed in figures Fig. 3.7—2 and Fig. 3.7—
3.
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Communication channel : failure| 261213

[03:55.43
Source  JATM machine 1
Area |
Add. info |

Communication channel : OK [261213

[03:553.51
Source  JATM machine 1
Area |
Add. info |

| | Cancel |

|| Cancel | | (44

Caorfirrn all Confirm all

ENEY|

Fig. 3.7—2 Alarm messages for Communication channel

Camera disabled 26-12-13 Camera enabled 26-12-13
10:03:53 10:05:53

Source  [ATM machine 1 Source  JATM machine 1
Area | Area |
Add. info |Camera 1 [id=1] Add. info |Camnera 1 [id=1]

| | Cancel |

| | Cancel |

Confirm all

ENEY|

Fig. 3.7—3 Alarm messages for camera enabling and disabling

5 Search in archive

5.1 Search in archive purpose
The Search in archive component does the following:

1. Generates and sends search queries for captioned videos, and receives video info search results.

2. Generates and sends search queries for video frames, both captioned or uncaptioned, and
receives video info search results.

3. Generates and sends search queries (based on video info search) to the video archive for an
object, and receives and visualizes the search results (frames or fragments).

4. Views and prints search results (frames or fragments).

5.2 Video archive search request for captions
To create and send a video archive search request (Search for captions mode), you must do the
following:
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1. Ensure that the Search in archive component is displayed (Fig. 5.2—1).

Search in archive | Downloads

Object name D Camera Date and time Text

(55001 6] ATH mackine 3

Search

Period from: 2/ 52013 | [ 12:00:00 &b

Ak |4

tor 24 B2014 | 11:44:59 AM
(2) By captions:
() By video clips of all cameras

() By video clips of camera:

Data receive timeout [mir.): 3 W

Search Cancel

Fiequest

[ Yideo H Frames

Settings

Fig. 5.2—1 Search in archive by captions

2. Create a search query for the archive, using the following parameters:
2.1.Set date and time of search period beginning in the Period from: field.
2.2.Set date and time of search period ending in the to: field.
2.3.Set the switch into By captions position.
2.4.Specify any keyword (available only in Search for caption mode).

3. Search timeout is specified in the Data receive timeout (min) list.

4. Select an object in the object description list and click the Search button.
Note. You can stop searching at any time, by clicking the Cancel button.

5. If search is successful, the archive results are shown as a list of entries (Fig. 5.2—2). Only 500
results can be displayed.
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Search in archive | Dgwn|gadg|
Object name Camera Diate and time Text
[550016] AT machine 3 p— 1(1] 310 ’ 0 ID: 550018
i= BA001E | 1[1] 26.12.201310:08:50 | EVENT: Card inserted
BA001E | 1[1] 26.12.2013 10:08:50 | CARD M: 5400xmmmwsxx1 234
search 550016 | 1[1] 26.12.201310:08:12 | EVENT: Card inserted
Peiodfiom: | 2/ 52013 v |[120000aM 3| 550076 |1 1] 2612.201310:0812 | CARD N: S400weeens1234 SUM: 00
te | 22 52014 v | [1144534M 3| 550016 |1 [1] 26122012 10:08:12 | 2013/12/26 10:08:12 1D - 550016
(2) By captions: | |
() By video clips of all cameras
() By video clips of camera:
Data receive timeout [mir.):
Fiequest
[ Yideo ] [ Frames
< »

Settings

Fig. 5.2—2 Search results

Attention! These data are taken from the Intellect database at the object. Data retention time is
configured in the Programming tab, in the General Settings section, under the Event archive size
option (measured in days).

5.3 Video archive search request for video fragments
To create and send a request to the video archive (Search for video clips for all cameras mode), you
must do the following:

1. Make sure that the Search in archive component is displayed (Fig. 5.3—1).
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Search in archive | Dowrloads

Object name

[550016] ATH mackine 3

Search

Period from: 2/ 52013 | [ 12:00:00 &b

LLAREES

tor 24 B2014 w1 11:44:59 AM
() By captions:
(+) By video clips of all cameras

() By video clips of camera:

Data receive timeout [mir.): 3 W

Search Cancel

Fiequest

[ Yideo ][ Frames

Settings

Fig. 5.3—1 Search by clips

2. Generate an archive search query, using the following parameters:
2.1.Set date and time of search period beginning in the Period from: field.
2.2.Set date and time of search period ending in the to: field.
2.3.Set the switch into the By video clips of all cameras mode.

Note. To search by video fragments of a specific camera set the switch into the By video clips of
camera mode and specify the camera in the drop-down list.

3. Select an object in the Object name list and click the Search button. If search is successful, the
archive results are shown as a list of entries (Fig. 5.3—2). Only 500 results can be displayed.
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Search in archive | Dowrloads

Okject name D Camera Date and time Text e

1011 Record on di

[550016] ATM machine 3 4 4 :
550016 |1 [1] 04.02.2014 15:43:34 | Harddisk rec

BR0076 |11 [1] 04.02.2074 15:48:18 | Record on disk stopped
SiEaely 50016 |1 [1] 04.02.2014 15:47:52 | Harddisk rec
Perodfrom: | 2/ 5/2013 v | [1200004M S B5001E |1 [1] 04.02.2014 15:45: 33 | Recard on disk stopped
o | 2¢ B/2014 v 11445980 2 SR00ME |1 [1] 04.02.2014 15:45:53 | Harddisk rec
() By captions: 550016 1 (1] 04.02.2014 15:44:33 | Record on dizk stopped
@) By viden clips of all cameras BA001E | 1[1] 04.02.2014 15:44:07 | Harddisk rec
. ) 550016 |1 (1] 04.02.2014 15:40:31 | Record on dizk stopped
() By video clips of camera:
BA001E | 1[1] 04.02.20714 15:40:04 | Harddisk. rec
D ata receive timeout [min.): 3 w 550016 1 (1] 04022074 15:38:39 | Record on digk stopped
550016 | 1[1] 04.02.2014 15:38:13 | Harddisk rec
5R0016 (1 [1] 04.02.2014 15:36:43 | Record on disk stopped
Fiequest 580016 | 1[1] 04.02.2014 15:36:25 | Harddisk rec
[ Yideo ] [ Femee FROOTE |1 [1] 04.02. 2014 15:35:56 | Record on disk stopped
580016 | 1[1] 04.02.2014 15:35:53 | Harddisk rec

Fig. 5.3—2 Search results
4. The data so obtained can be used to generate an archive query (see Video query).

Attention! These data are taken from the Intellect database at the object. Data retention time is
configured in the Programming tab, in the General Settings section, under the Event archive size
option (measured in days).

5.4 Frame query
The Search in archive component allows querying video frames from an object. To do that, proceed
as follows:

1. Perform video search by captions or by clips as described in the corresponding sections.

2. Search results are displayer as a list. Click the right mouse button on a field of interest in the
list of results. The menu with Video query and Frame query items is displayed.

3. If Frame query item is selected, the Frame query dialog box appears (Fig. 5.4—1). You can
also call this dialog box by clicking Frames button in the Query group.
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Frame query

Date and time | B8 122013 09:5359 w» | 0 | meec

Camera

Mumber of frames 1 w

Start
(%) |mmediately
() Schedule

D ata receive timeout, sec. B0 w

Open immediately = ] [ Cancel

Fig. 5.4—1 Frame query

5. The Date and time and Camera fields are automatically filled.
6. The msec. field allows specifying the query time to the millisecond.

7. If number of frames is more than one, the Interval between frames field appears. Interval
between frames is specified with millisecond precision.

8. Inthe Start area select time to perform request: Immediately or Schedule.
9. Timeout of frame receiving is set in the Data receive timeout, sec field.

10. If the Open immediately checkbox is set, then after data download completed they will be
placed into the archive and visualized. Otherwise data will only be placed into the archive. To
view such data you can use the Reports for ATM Monitoring component.

11. After all fields vales are specified, press New.

12. Task process is viewed on the Downloads tab. If data downloaded successfully and if the Open
immediately checkbox was set, the downloaded frame will be displayed (Fig. 5.4—2).
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Fig. 5.4—2 Opening downloaded ile

5.5 Video query

The Search in archive component also allows querying small fragments from an object. To do so,

proceed as follows:

1.

Perform the search by captions or by video clips as described above.

The archive results are shown as a list of entries. Click the right mouse button on a field of
interest in the list of results.

The menu with Video query and Frame query items is displayed.

If Video query item is selected, the Video query dialog box appears (Fig. 5.5—1). You can also
call this dialog box by clicking Video button in the Query group.
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Video query

Date and fine |BE122013095353 v |

Camera

Length [zec] |'IEI w |

Bandwidth ‘without imitations v | KBps

Start
(%) Immediately
() Schedule |

Data receive timeout, sec. EO0 w

Open immediately [ = ] [ Cancel

Fig. 5.5—1 Video query

5. The Date and time and Camera fields are automatically filled.
6. The Length (sec) field allows specifying the received video fragment duration.

Note. If the value in the Length (sec) is more than 120 you will be proposed to use 120 value. This is
done so that the user could consciously create queries in the result of which a large data file will be
exported from the video archive on the ATM-Intellect Pro. To remove that restriction click Settings in
the bottom left part of the Search in archive window and in the appeared dialog box (Fig. 5.5—2)
specify the Maximum length of loaded video clip, sec value. After all fields vales are specified, press
New.

Settings [

Connected ta videosr

IP address 1127.0.0.1 |
Port 7755 |
b aximum length
of lnaded videa clip, 1<0 &
3B

Save

Fig. 5.5—2 Setting Maximum length of loaded video clip

7. Toreduce use of network bandwidth the Bandwidth list is used.
8. Inthe Start area select time to perform request: Immediately or Schedule.

9. Timeout of video receiving is set in the Data receive timeout, sec field.
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10. If the Open immediately checkbox is set, then after data download completed they will be
placed into the archive and visualized. Otherwise data will only be placed into the archive. To
view such data you can use the Reports for ATM Monitoring component.

11. After all fields vales are specified, press New.

12. Data reception process is viewed on the Downloads tab. During receipt of a video fragment, the
file's size, amount downloaded and transmission speed are shown (Fig. 5.5—3).

Search in archive | Downloads

P p 11 Pause Show tasks of last |3 v days‘

. Date and time of - Requested Da
D Object name Camera sz e sn elp Type Status Loaded, % et see Pl

S ATM machine1 | 1[1] 20122013 14:17:26.000 Loading | 0% |10

Settings

Fig. 5.5—3 Downloads tab
13. You can stop loading the video fragment at any time, by clicking the Pause button.

14. If the Open immediately checkbox is set, after it is loaded, the video fragment will be played in
the Axxon Player (Fig. 5.5—4).
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Fig. 5.5—4 Opening received fragment

Successfully completed task is marked with green in the list. Double-click on such task to visualize
received video fragment or frame.

The Search in archive module supports broken download resume. If during the download the link
with ATM-Intellect Pro was lost, after two minutes timeout the download status will be changed into
“Network failure” and in the Commentary field the message will be displayed that no data
transferring is performed in the moment. After ten seconds periodic attempts to resume data
download will begin. Attempts period is one minute. After connection with ATM-Intellect Pro is
reestablished, data download will continue from the position where it stopped. Broken download
resume mechanism is implemented using temporary files that are stored on the ATM-Intellect Pro
and ATM-Intellect Workstation. These files are stored for three days by default. After this time they
are deleted. For example, if you create a clip download task and while loading press "Pause" and
resume the download in five days, the data will be downloaded from the beginning. To change
temporary files storage time set the required value in days in the StoreVideoFiles parameter of
DWORD type in the HKLM\SOFTWARE\BITSoft\VHOST\VHostService registry branch. When the
parameter is changed restart the Videosrv.exe.

The old tasks can be deleted from the list with Delete button on the Downloads tab. Tasks are stored
for 100 days maximum. You can reduce the number of displayed tasks using the Show tasks of last
__days list in the upper right part of the Downloads tab (Fig. 5.5—3).

Attention!
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1. If the requested video clip is very long (more than a minute long) it is necessary to increase the

Data receive timeout value. This is due to the fact that it takes time to export a long video
fragment on the ATM-Intellect Pro.

2. If the Intellect software shuts down, all download tasks with “Downloading” status are paused.

To resume download start these tasks manually.

6 Characteristics of video data transfer during the transaction
Video data transfer from the ATM-Intellect Pro to the ATM-Intellect Workstation is performed by
request from the Search in archive module and when the alarm is detected. Performing the financial

transaction on the ATM the video data transfer is temporarily stopping. The following cases are
possible:

1.

Transaction starts during the video segments loading by the Search in archive module. In this
case the loading is stopping (it is paused). In the Comment field the information on that
pause is depends on transaction is displayed. Loading is continued after the transaction is
completed.

Loading request from the Search in archive module is received during the transaction. Export
of required video segment is performed on the ATM-Intellect Pro, but the data loading
doesn’t start. Loading is displayed as paused. In the Comment field the information on that
pause is depends on transaction is displayed. Loading is continued after the transaction is
completed.

Transaction starts during the alarm processing. In this case the loading is stopping (it is
paused).While the transaction is not completed the list of “delayed” alarms for sending is
created. After the transaction is completed the ATM-Intellect Pro starts sending of “delayed”
deliveries which contain alarms corresponding to alarms detected during the transaction in
order reversed to their receiving. The last “delayed” delivery will be send first, as the most
actual.

Alarm appears during the transaction. The ATM-Intellect Pro sends messages with
description of detected alarm or failure with description on the ATM-Intellect Workstation
immediately, when the informational delivery is completed. Also the message with
information on that loading of corresponding video data will be stopped is sending. While
the transaction is not completed the list of “delayed” alarms for sending is created. After the
transaction is completed the ATM-Intellect Pro starts sending of “delayed” deliveries which
contain alarms corresponding to alarms detected during the transaction in order reversed to
their receiving. The last “delayed” delivery will be send first, as the most actual.

In case of ATM financial transactions and video data from ATM-Intellect Pro are transferred by

different connection links and if the good connection link is in use, it is possible to allow loading of

video data during transaction. Create the string parameter «stop_data_by trx» with the «0» value in
the HKEY_LOCAL _MACHINE\SOFTWARE\BITSoft\VHOST\VHostService subregister.
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7 Reports for ATM Monitoring

7.1 Reports for ATM Monitoring purpose
The Reports for ATM Monitoring component automates processing of statistics about system
functioning. You can create the following types of reports:

1. Report on technical faults
2. Report on alarm situations
3. Video report

4. Statistical report

5. Statistical report by owner

General view of Reports for ATM Monitoring window is shown in figure (Fig. 7.1—1).

NE I el

Fig. 7.1—1 Reports for ATM Monitoring window

Note. Format of date and time present in reports depends on system regional and language options

7.2 Report on technical faults
To start generating the report, click the System faults button (Fig. 7.2—1).

&

Fig. 7.2—1 System faults button

A dialog box then appears, with the parameters necessary for report generation (Fig. 7.2—2).
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= System failures
Object description
Failure type
Beginning date
B eginning time
End date
End time
Sarting

X

all objects

B allfailures
12/26/2013
12:00:00 A
12/26/2013
01:48:07 P
event

o 0K

x Cancel

Fig. 7.2—2

This dialog box allows setting the following report parameters:

1. Time period for the report Use the Beginning date, Beginning time, End date, and End time

parameters for this.

2. Object description (Fig. 7.2—3). This setting allows switching between the two report modes:

2.1.Report on all system objects

2.2.Report on one system object

=i System failures

Object dezcription
Failure type
Beginning date
Beginning time
End date

End time

Sorting

all ohjects “

ATM machine 1
ATM machine 2
12:00:00 Ak

12/26/2013
01:53:24 P
event

& 0K

x Cancel

Fig. 7.2—3 Objects selection

3. Failure type (Fig. 7.2—4). This setting allows specifying the type of fault for which you want to

generate a report. You can also create a report for all faults that occurred during a specified

interval of time.
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=i System failures

Object description all objects

Failure type =]l failures hd
Beginning date ' all failures

Beginning time =M cameras

End date archive

End time EE no cormection [al reasons)

Sorting E/: hio comnnection with object

E:/S na connection with manitoring object
ﬁ videospstem software

m temperature sensor et

Ef HOD failue

o OK XK Cancel

Fig. 7.2—4 Failure type selection

4. Sorting (Fig. 7.2—5). A report can be sorted in one of two ways:

4.1.By events ("cameras", "archive", etc).

4.2.By time of event start

X

=i System failures

Object description all objects

Failure type % all Failures

Beginning date 12/26/2013

Beginning time 12:00:00 &b

End date 12/26/2013

End time 01:53:24 Phd

Sarting event w

time I

¢ 0K X Cancel

Fig. 7.2—5 Sorting selection

After configuring all parameters, click OK. The report appears in a new window (Fig. 7.2—6).
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Report  \Window ;IQILI
SN D ek

iz = EH &S b

Report izsue date: 2122014 1:03:34 P

Report - system failures

Object: all objects report
Failure type: all failures
Period: from 2152014 12:00:00 AM to 2/12/2014 1:03:26 PM
Event Beginning End Duration

Ohject: "ATM machine 17 (550016}

Mo connection with object 21272014 10:35:28 AM Continues 0d. 02h. 28m. 0Bs.

Software error (Basic software) 2M22014 10:35:21 AM Continues 0d. 02h. 28m. 13s.

Object: "ATM machine 2" (550017)

Mo connection with object 21272014 10:35:28 Al Continues 0d. 02h. 28m. 0Bs. -

Software errar (Basic software) 2122014 10:35:21 AM Continues 0d. 02h. 28m. 13s. —
[Paget1st | [ o

Fig. 7.2—6 Report for all objects
The same report, generated for a single object, looks as shown in Fig. 7.2—7.

Report  window ;Iilil
NG D ek

o =2 E M

Report issue date: 2122014 1:04:54 Phd

Report - system failures

Object: ATM machine 1
Failure type: all failures
Period: from 2152014 12:00:00 AM to 2/12/2014 1:03:26 PM
Event Beginning End Duration

Object: "ATM machine 17 (550016)

Mo connection with object 2122014 10:35:28 AM Continues 0d. 02h. 29m. 2Bs.
Software error (Basic software) 2122014 10:35:21 AM Continues Od. 02h. 29m. 33s.
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Fig. 7.2—7 Report for one object
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Each report window has a toolbar (Fig. 7.2—8).

Scale

Open report

4= 75 E’.’-E% M

Flnd text
Print
Save report

Fig. 7.2—8 Report toolbar

The Save report and Open report buttons are worthy of special attention. If the Reports for
Monitoring component cannot access a printer or the report must be saved electronically for later
viewing, you can save the report as a file with the .frp, .xls, .xml, .rtf, or .html extension. This file can
later be opened on another workstation.

7.3 Report on alarm situations
To begin generating the report, click the Alarms button (Fig. 7.3—1).

Fig. 7.3—1 Alarms button

A dialog box then appears, with the parameters necessary for report generation (Fig. 7.3—2).
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&= Alarms [Z|
Object description all objects
&larrm % all events
Beqginning date 1242642013
B eginning time 12:00:00 Abd
End date 1242642013
End tirme 11:53:08 PM
Sartinig event

¢ Q. x Cancel

Fig. 7.3—2 Alarms report

This dialog box allows setting the following report parameters:

1. Time period for the report Use the Beginning date, Beginning time, End date, and End time
parameters for this.

2. Object description (Fig. 7.3—3). This setting allows switching between the two report modes:
2.1.Report on all system objects

2.2.Report on one system object

Object description all objects b
Alarm .
e ATH machine 1
B=gining{dals ATM machine 2
Beginning time 12:00:00 Abd
End date 12/26/2013
End time 01:59:08 Phd
Sarting event

o 0K x Cancel

Fig. 7.3—3 Object selection

3. Alarm event (Fig. 7.3—4). This setting allows specifying the type of alarm event for which you
want to generate a report. You can also create a report for all alarm events that occurred during
a specified interval of time.
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Object description all objects |

Alarm all events “
Beginning date

Beginning time ﬁ‘ wibration sensor signal

End date 5 lock sensor signal

End time: ﬁ overheat zensor signal

Sarting ﬁ additional sensor signal

ﬁ‘ temperature; warning
ﬁ temperature: alarm
ﬁ zignal from UPS

ﬁ‘ default PC restart
ﬁ‘ nion-default PC restart

o 0K x Cancel

Fig. 7.3—4 Alarm event selection

4. Sorting (Fig. 7.3—5). A report can be sorted in one of two ways:
4.1.By event ("Signal from vibration sensor", "Signal from lock sensor", etc.)

4.2.By time of event start

= Alarms rg|
Object description all objects
Alarmn % all events
Beginning date 1242642013
B eginning time 12:00:00 Ak
End date 1242672013
End time 01:59:08 PM
Sarting event b

tinne

J ak X Cancel

Fig. 7.3—5

After configuring all parameters, click OK. The report appears in a new window (Fig. 7.3—6).
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Report  \Window ;Iilil
Nt D ek

o = HE M

Report issue date: 2/12/2014 1:05:39 P

Report - alarms

Object: all ohjects report

Alarm: all events

Period: from 2/5/2014 12:00:00 AM to 2M12/2014 1:05:36 PM
Event Time

Object: "ATM machine 1" {(550016)

Yibration sensor signal 21272014 10:20:50 AM
Yibration sensor signal 211272014 10:21:54 AM
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Fig. 7.3—6 Report on alarms

7.4 Video report
To start generating the report, click the Video report button (Fig. 7.4—1).

e

Fig. 7.4—1 Video report button

A dialog box then appears, with the parameters necessary for report generation (Fig. 7.4—2).

k=l Yideo report

Object description all objects

Repart type @0 snapshots - operations
Beginning date 12/26/2013

Beginning time 12:00:00 &b

End date 12/26/2012

End time 11:59:59 P

Camera ID all cameras

Card number

Operation sum

¢ 0K X Cancel |

Fig. 7.4—2 Video report

This dialog box allows setting the following report parameters:
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1. Time period for the report Use the Beginning date, Beginning time, End date, and End time

parameters for this.

2.1.Report on all system objects

2.2.Report on one system object

Object description (Fig. 7.4—3). This setting allows switching between the two report modes:

k=l Yideo report

Object description
Repart type
Beginning date
Beginning time
End date

End time

Camera ID

Card number
Operation sum

& 0K

all objects -
& |
ATH machine 1
ATM machine 2
12:00:00 Ahd

12/26/203
11:55:59 P

all cameras

x Cancel

Fig. 7.4—3 Selecting object

Report type (Fig. 7.4—4). This setting allows switching between the five available reports:

3.1.snapshots — operations. These are snapshots during the time when bank card transactions

were being performed at the ATM.

3.2.snapshots — alarms. These are snapshots after an alarm sensor was triggered at the object
("Vibration sensor", "Lock open sensor", etc.).

3.3.snapshots — other. These are snapshots obtained by a custom video archive query.

3.4.video frames — alarms. These are video frames obtained after an alarm sensor is triggered at

the object.

3.5.video frames — other. These are video frames obtained by a custom video archive query.

63



= Yideo report

Object degcription

all objects

Report type
Beginning date
B eginning time
End date

End time
Camera ID
Card rumber
Operation sum

@0 snapshots - operations v

¥ snapshats - operations
ﬁ‘ shapshats - alarmng
& snapshats - ather

H video frames - alams

ﬁ video frames - other

J ak x Cancel

If the snapshots — operations re
sum settings become available.

Fig. 7.4—4 Setting report type

port type is chosen, the Camera ID, Card number, and Operation

If the snapshots — other report type is chosen, the Camera ID setting becomes available (Fig.
7.4—>5). This setting can specify the number of the camera that has snapshots of interest.

=l Yideo report

Obiject description all objects
Repart type @0 snapshots - operations
Beginning date 12/26/2013
Beginning time 12:00:00 &b
End date 12/26/2012
End time 11:59:59 P
Camera ID all cameras w
Card number
: camera 01 5
Operation sum camera 02 =
camera 03
camera 04
camera 05
camera 06
camera 07 b

o 0K x Cancel

After configuring all parameters,

Fig. 7.4—5 Camera ID

click OK. A separate window displays the results of search for

snapshots for the specified criterion (Fig. 7.4—6).
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Results of search in local video archive

M 7 machine 1 (550016) |

Presdew

L

Snapshat type : "OTHER"
Shapzhot name :"BE00TE_2 1202714_10222
Snapzhot zize : 2471 bytes

Records processed ; 2

" Report I X Close |

|

Fig. 7.4—6 Frames search results

Select a record and click the Report button. A windows opens, containing the report (Fig. 7.4—7).

Repaort  Window = |E |i|
NG I e
=m: = EHS &
[ |
Report issue date: 2122014 10:28:02 A
Video report - other J
l
L L1BU K 12U
Object: ATM machine 1 (350016} J
-
Date-time on site: 2A2/201 4 10:22:28.000 AM ﬂ
|Page 141 | [LI [atmIntellect_+_5.0_299_Installer | _I LI

Fig. 7.4—7 Video report

Based on the results of video fragment search, you can select any entry and view the fragment by
clicking the View button (Fig. 7.4—8). The video fragment will be played back in Axxon Player.
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Results of search in local video archive

x]

Camera Mo

Mumber File found in archive

Clip type . "OTHER"

Records processed : 2

2 o Wiew | x Close ‘

*1 Axxon Player = L

09:33:04 PM 10:22:18 AM
i e b 1 b

i bl i s Lt i it |

09:33:04 PM 1 10:22:17 AM _

09:33;03 PM 09:33;04 PM

Fig. 7.4—8 Opening video file

Note that searching for frames and fragments is limited to the files that have been loaded by the
Search in archive component. This search is performed based on archive time, not the time at which
the files were downloaded to the computer.

7.5 Statistical report
To start generating the report, click the Statistics button (Fig. 7.5—1).
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Fig. 7.5—1 Statistics button

A dialog box then appears, with the parameters necessary for report generation (Fig. 7.5—2).

= Statistics

Object description all objects

Beqinning date 1242642013
Beginning time 12:00:00 Ak
End date 12/26/2012
End time 02:02:57 P

Include number of cameras on site
Include archive erors
Show alams

O00Ox

Detailed repart

J ak X Cancel

Fig. 7.5—2 Statistics

This dialog box allows setting the following report parameters:

1. Time period for the report Use the Beginning date, Beginning time, End date, and End time
parameters for this.

2. Object description (Fig. 7.5—3). This setting allows switching between the two report modes:
2.1.Report on all system objects

2.2.Report on one system object

Object description all objects b

Beginning date ;
R ATH machine 1
B=ainingline ATM machine 2
End date 1242672013
End time 02:02:57 P

Include number of cameras on site

Include archive erars
Show alarms
D etailed report

O00O&

o 0K x Cancel

Fig. 7.5—3 Object selection

3. Include number of cameras on object. If this option is selected, calculation of unavailability factor
for cameras and archives is performed based on the total number of cameras at the object.
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4. Include archive errors. If this option is selected, the calculation of unavailability factor for
archives is performed based on the availability factor for the whole system.

5. Show alarms. If this option is selected, information about alarm situations at system objects is

added to the report.

6. If the all objects value is chosen for the Object description setting, the Detailed report setting
becomes available. If this option is disabled, a system-wide statistical report is generated.

7. If the Detailed report option is enabled(Fig. 7.5—4), the Sorting, Sort, and Availability factor
threshold settings become available for editing. A detailed system-wide statistical report is

generated.

= Statistics

Object description

Beqinning date

B eqinning time

End date

End time

Include number of cameraz on site
Include archive emars

Show alarms

all objects

12/26/2013
12:00:00 Abd
12/26/2013
02:02:57 PH

Dretailed report

Aveailability factor threshald
Sarting

Sort

OEOO=

without zorting

dezcending

o 0K

x Cancel

Fig. 7.5—4 Detailed report option enabled

8. Sorting (Fig. 7.5—5). This setting allows sorting data based on a defined criterion.

k= Statistics

Object description

Beginning date

Beginning time

End date

End time

Inciude number of cameras on sike
Include archive erors

Show alarms

Dretailed report

Avvailability factor threshald

all objects

12426742013
12:00:00 Abd
12/26/2013
02:02:57 PM

OO0

Soarting
Sort

without sorting

o OK

without sortin

failure:
failure:
failure:
failure:
failure:
failure:

Cameras

communication [channel)
cammunication [agent]
zoftware

archive

temperature sensar set

Fig. 7.5—5 Sorting criteria

9. Sort (Fig. 7.5—6). This setting allows determining the direction of sorting: from high to low or

from low to high.
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k= Statistics

Object dezcription all ohjects

Beginning date 12/26/2013
Beginning time 12:00:00 &b
End date 12/26/2012
End time 02:02:57 P

Include nurmber of cameras on sike
Include archive ermors

Show alarms

Dretailed report

OROO&

Availability factor threshald
Sorting without sorting
Sort i

descending

& 0K x Cancel

Fig. 7.5—6 Sorting type

10. If the Availability factor threshold option is enabled (Fig. 7.5—7), the Threshold value, % and
Condition parameters become available for editing. These settings allow filtering objects by an
additional condition: the availability factor threshold value.

= Statistics

Obiject description all objects
Beginning date 1242642013
Beginning time 12:00:00 Akd
End date 12/26/2013
End time 02:02:57 PM
Include number of cameraz on site
Include archive erorz O
Show alarms O
Dretailed report
&vailability factar threshald
Threshold value, % a0
Condition lower than threshold
Sorting without sorting
Sort dezcending

o OK X Cancel

Fig. 7.5—7 Availability factor threshold option

11. Threshold value, %. Indicates the threshold level, from 0 to 100.

12. Condition. This parameter allows specifying a condition for filtering objects: less than threshold
or greater than threshold.

13. If a specific object is chosen as the Object description parameter, the Provide info about alarms
and Provide info about failures parameters become available for editing (Fig. 7.5—8). This allows
including detailed information about faults and alarms at the object in the statistical report for
the object.
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Object description

Beqginning date

Beqinning time

End date

End tirme

Include number of carneras on site
Include archive emors

Show alarms

Frovide info about alarms

Frovide info about failures

ATM machine 1
1242642013
12:00:00 Ak
1242642013
02:02:57 PM

EOOOE

W OK

X Cancel

Fig. 7.5—8 Detailed information settings

After configuring all parameters, click OK.

A sample report for a single object is shown in Fig. 7.5—9.
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Report issue date: 2/12/2014 3:08:26 PM

Object statistics

Object: ATM machine 1 (550016)

Period: from 2/5/2014 12:00:00 AM to 2/12/2014 1:24:05 PM

Period length: 7d. 13h. 24m. 05s. Cameras: 1

Exploitation length: 0d. 03h. 10m. 06s.

Number and duration of failures:
Camera failures: (0d. 00h. 00m. 00s.) 0
Connection lost (communication channel): (0d. 00h. 19m._ 455.) 2
Connection lost (agent): (0d. 00h. 00m. 00s.) 0
Videosystem software failure: (0d. 00h. 39m. 04s)) 2
Insufficient archive size: (0d. 00h. 00m. 00s.) 0
Temperature sensor set failure: (0d. 00h. 00m. 00s.) 0
HDD failure: (0d. 00Oh. 00m. 00s.) 0
Total: 4

Object availability factor: 73.7%

Object unavailability factor (communication:communication channel): 26.3 %

Object unavailability factor (communication:agent): 0.0 %

Object unavailability factor (software): 521 %

Object unavailability factor (camera): 0.0 %

Object unavailability factor (HDD): 0.0 %

Event Beginning End Duration -
System failures: =
Page 1/1 | ] ]

Fig. 7.5—9 A sample report for a single object

Fig. 7.5—10 gives an example with various faults at the object; an availability factor and unavailability

factors are given below.
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Taf
hetwork |

Basic software

'

Tuf net_ 1 Tuf net_2
. b ¢ b
Tuf_soft
Tuf _cam
Tuf
02/01/2005 02/24/2005 02/24/2005  02/25/2005 02/25/2005 02/25/2005 02/28/2005
12:00:00 AM 12:46:40 PM 07:07:27 PM 10:57:53 AM 11:07:02 AM 05:58:55 PM 12:00:00 PM

Fig. 7.5—10 An example with various faults at the object

In this example for generating a statistical report, the time period 02/01/2005 12:00:00 AM to
02/28/2005 12:00:00 AM is used. The availability factor of an object is calculated as the ratio of
object availability to the overall time period in the report in question.

AF = Taf/(Taf+Tuf)
The following significant malfunctions are included in the calculation:
A Network
A Basic software
A Cameras

The unavailability factors of an object for these malfunctions in the example here are calculated as
follows:

Object unavailability factor (network):

UF_net = (Tuf_net_1+ Tuf_net_2)/(Taf+Tuf)
Object unavailability factor (software): UF_soft = Tuf soft/Taf+Tuf
Object unavailability factor (cameras): UF_cam = Tuf_cam/Taf+Tuf

Note that generally in the model used, the total object availability factor will not equal the sum of
the unavailability factors for specific malfunction types.

A sample overall report for the entire system is shown in Fig. 7.5—11. The availability and
unavailability factors in the report are calculated by arithmetic averaging.
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o = EHE #HA

Report issue date: 2/12/2014 1:30:18 PM

System statistics

Number of objects: 2
Period: from 21512014 12:00:00 AM to 2/12/2014 1:24:05 PM
Period length: 7d. 13h. 24m. 05s.

Number of failures:

Camera failures: 0
Connection lost (communication channel): 3
Connection lost (agent): 0
Videosystem software failure: 1
Insufficient archive size: 0
Temperature sensor set failure: 0
HDD failure: 0
Total: 4
System availability factor: 36.8 %
System unavailability factor (communication:communication channel): 63.2%
System unavailability factor (communication:agent): 0.0 %
System unavailability factor (software): 13.0%
System unavailability factor (camera): 0.0 %
System unavailability factor (HDD): 0.0 %
Page 1/2 1| I

Fig. 7.5—11 Overall report for the entire system

When generating a detailed report for the entire system, besides the page with general information
(Fig. 7.5—11), a table with detailed data for each object is displayed (Fig. 7.5—12).

Number of failures galgas| e | 2|

et i

. a2 - .= = 2 :i.E Kg,|2=[8<| €| E | B

Object 5 |[EE|ES E ElEs S| % [JEE | 5| =

ES=I8 2 8 |3 2| S5« | LW

S 2FE 2= |F g E-E > 5|3

ATM machine 1 0 2 0 1 0 0 0|73.7|26.3 0] 26| 0 0
ATM machine 2 0 1 0 0 0 0 0 0] 100 o 0 0 0

Fig. 7.5—12 Detailed data for each object

When generating a detailed report for the entire system, if the Availability factor threshold option is
selected, the first page will look as shown in Fig. 7.5—13.
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Report issue date: 2/12/2014 1:41:58 PM

System statistics

Number of objects: 1 (availability factor higher than 50 %)
Period: from 2512014 12:00:00 AM to 2/12/2014 1:24:05 PM
Duration: 7d. 13h. 24m. 05s. Cameras: 1

Number of "alarm" cases:

Vibration sensor triggering: 2
Temperature sensor triggering: 0
Opening lock under duress: 1
Additional sensor triggering: 1
Temperature sensor set warning: 0
Temperature sensar set alarm: 0]
UPS signal: 0
PC restart (default \ non-default): 110
Total: 5
Number of failures:
Camera failures: 0
Connection lost (communication channel): 2
Connection lost (agent): 0
Videosystem software failure: 1
Insufficient archive size: 0
Temperature sensar set failure: 0
HDD failure: 0
Total: 3
System availability factor: 73.7%
System unavailability factor (communication:communication 26.3 %
System unavailability factor (communication:agent): 0.0 %
System unavailability factor (software): 26.0 %
System unavailability factor (camera): 0.0%
System unavailability factor (HDD): 0.0%
System unavailability factor (archives): 0.0% :
[Paget/z | K| |

Fig. 7.5—13 Detailed report for the entire system

Attention! While creating the statistical report by all objects in case of the number of failures for
the specified period exceeds 1000 for some object, this object eliminates from the statistical report.

7.6 Statistical report by owner
This report includes only objects that have a non-blank Owner field in the Monitoring objects

reference (see Reference information). To start generating the report, click the Statistics by owner
button (Fig. 7.6—1).

i

TITIeT

Fig. 7.6—1 Statistics by owner button

A dialog box then appears, with the parameters necessary for report generation (Fig. 7.6—2).
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= Statistics by owners

Beginning date 1212672013

Beginning time 02:05:31 P

Snapshat
W OF X Cancel

Fig. 7.6—2 Statistics by owners

This dialog box allows setting the following report parameters:

1. Time period for the report The Beginning date and Beginning time settings are used to set the
period.

2. Snapshot. If this option is selected, a report as of a selected date and time is generated.
Otherwise, a report is generated for the entire day specified in the Beginning date field.

An example of generating this report is shown in Fig. 7.6—3.

N T oek

T = EHE &

Report issue date: 21202014 3:08:26 PM

Statistics by owners (from 2/12/2014 3:08:23 PM to 2/12/2014 3:08:24 PM)

Total Unavailability factor in % (number)
. General Connection
Ne Owner name 0{?‘1:;"" availability | . Connection with Software Archi DD
with errors) factor, % AMEras | with object | monitoring error rehive error
agent
1 [The main office 1(0) 100.0 0.0 (0) 0.0(0) 0.0 (0) 0.0(0) 0.0(0) 0.0(0)
2 [The secondary office 1(1) 0.0 0.0(0) 100.0 (1) 0.0 (0) 0.0 (0) 0.0 (0) 0.0 (0)
[TOTAL - 2(1) 500 00(0) 500 (1) 0.0(0) 0.0(0) 0.0(0) 0.0(0)

Fig. 7.6—3 Statistics by owners report

8 Monitoring unadded objects

If an object tries to connect but has not been added in the oblect settings in ATM Intellect
Workstation (the Hardware tab in Intellect), a dialog box (Fig. 7.6—1) opens, with a warning to the
operator that there is an unadded object.
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Fig. 7.6—1 List of unregistered objects

9 Appendix 1. Data update periods summary

9.1 Dataloading from database to the interface objects
Information on Control panel and Log panel is updated every time data is loaded from the database.
The time of the last download from the database is shown in the CDT field.

Periods of data updating are different for Control panel and Log panel:

1. Control panel.
1.1. Data are updated from the database once a minute (by timer).
1.2. At receiving of a command from Data loader to forcibly update information, which can
appear after a new load to the database.
2. Log panel. Data are updated from the database once a minute (by timer).

To get the latest database information, click the [# button (Refresh data). This forces the data to load.

9.2 Dataloading to the database
The date of last load of data to the database (see section Alarm list navigation) is refreshed when
changes in the database appear.

If there is no any change in the database in 5 minutes, the CDT field is forcibly updated and then is
updated once a minute. At the same time there will be a gap from the current system time by 5
minutes. After coming of new information from any of the ATM-Intellect Pro, the CDT become equal
to the current system time of the computer.

Loading data to the database is performed by the Data loader for Monitoring module.
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If files with technical information are received from Agents of Control (e.g. camera enabled), these
files are loaded to the database with a period specified while configuring Data loader in the Loading
period parameter (10 seconds by default) If files with information on alarms are received from
Agents of Control (e.g. vibration sensor triggered), this information is loaded to the database
immediately.

After each load to the database, a message is sent to the Control panel interface component to
update the information.

If, after receiving files with technical condition, ATM-Intellect Workstation determines that object
state has not changed, then nothing is loaded to the database. This is why the timer is used to
forcibly update interfaces (see section Data loading from database to the interface objects).

In the Alarm date field in the interface objects, the time of alarm information load to the database
after receiving it from the ATM-Intellect Pro is displayed, not the time of alarm appearing at the site.

9.3 Sending data from ATM-Intellect Pro to ATM-Intellect Workstation
ATM-Intellect Pro sends to ATM-Intellect Workstation packages with its technical condition with a
period set while setting the Partition of Control object at the ATM-Intellect Pro side using the Ping
frequency parameter (see ATM-Intellect. Administrator's Guide, section Configuring communication
between ATM-Intellect Pro and Control Server). The default ping frequency is 2 minutes (120
seconds).

Information on long-term alarms comes to the ATM-Intellect Workstation from ATM-Intellect Pro
together with the information on technical condition, with the ping period.

Information about short-term alarms comes to the ATM-Intellect Workstation immediately after they
have appeared at the ATM-Intellect Pro.

9.4 Sending data from ATM-Intellect Workstation to ATM-Intellect

Workstation TC
If necessary, ATM-Intellect Workstation can retranslate technical condition data to the ATM-Intellect
Workstation TC. Alarms are not transmitted to the ATM-Intellect Workstation TC for it is presumed to
be installed in facilities of a third party service company which should have access to the information
on equipment failures but not to the information on alarms.

After the data have been received by Data loader for monitoring at the ATM-Intellect Workstation
TC, they are processed similar to the way they are on the ATM-Intellect Workstation — recorded to
the database with the loading period and then, by request or by timer, are displayed in the
interfaces.

9.5 Data transmission scheme
The picture gives a general scheme of data transferring from the ATM-Intellect Pro to the ATM-
Intellect Workstation (Fig. 9.5—1).
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Fig. 9.5—1 Data transferring scheme

9.6 Features of displaying information on short-term and long-term

alarms
Information about long-term alarm can be not recorded into the Monitoring database and not
displayed in its interfaces in the following cases:

1. If along-term alarm had started and ended within two polls of ATM-Intellect Pro (within the
Ping frequency interval, see ATM-Intellect. Administrator's Guide).
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2. Ifalong-term alarm had started and ended when the connection between ATM-Intellect Pro
and ATM-Intellect Workstation was lost.

When there is no connection with ATM-Intellect Workstation, the short-term alarms are stored in the
“holding” data files on the ATM-Intellect Pro. When connection with ATM-Intellect Workstation is
restored, they are transferred to the ATM-Intellect Workstation, stored in the Monitoring database
and displayed in its interfaces.

9.7 ATM-Intellect Pro technical condition data collection periods
ATM-Intellect Pro technical condition data collection periods are given below:

1. Information on disk failures (the Disk failure alarm type) and its re storing is updated every
15 minutes.

2. Information on the computer normal and abnormal restarts is displayed in the interface in 5
minutes.

3. Information on free disk space is updated every 1 hour.

4. ATM-Intellect Pro initiates the connection with ATM-Intellect Workstation and once in a ping
period (2 minutes by default) sends a package with technical data to the ATM-Intellect
Workstation. If ATM-Intellect Workstation haven’t been receiving any data from ATM-
Intellect Pro within 6 minutes, the “No connection” error is displayed for such object.
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