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1 Operator's Guide. Introduction

On the page:

« Purpose of ATM Intellect
+ Purpose of the document

1.1 Purpose of ATM Intellect

ATM-Intellect automates the actions of staff at banks and service companies involved in operation of Axxon Intellect-Enterprise
based video surveillance systems. Use of ATM-Intellect allows obtaining even greater results and efficiency from such video
surveillance systems.

1.2 Purpose of the document
This Guide is designed for the Operators working with the ATM-Intellect software.

This Guide provides description of main ATM-Intellect software interface objects operation.

Operator's Guide. Introduction - 5
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2 Control panel

2.1 Control panel interface

The Control panel is a part on ATM Monitoring interface window. This window configuration is performed on the setting panel of
the ATM Monitoring interface object and is described in the ATM-Intellect. Administrator's guide.

Control panel general view is shown in the figure.
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2.2 Control panel purpose
The control panel allows evaluating the current status of video surveillance components at a glance.

Y

10 Green spruce dr. 47 John Reed str.
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Each object corresponds to a rectangle that contains an object ID area (in the upper part) and a customizable number of
clickable alarm indicator badges, which are grouped based on source type:

1. Communications channel
Device

Video management software
Storage size

Cameras

Access control systems

Fire and security alarms
Detectors

9. Thermal sensors

©® NGk~ WN

If the Owner panel is enabled (see Configuring the ATM Monitoring object section of Administrator's Guide), then only the
objects that belong to the selected owner are displayed on the Control Panel.

Depending on the configuration of the ATM Monitoring object in the Interfaces tab, the number of alarm groups shown can be
changed to between 4 and 9.

Objects: 2/2  Feference guides o

10 Green spruce dr. 47 John Reed =tr.
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10 Green spruce dr. 47 John Beed str.
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Configuring of the ATM Monitoring interface object is described in the ATM-Intellect. Administrator's guide.

For information on what an icon means, click the button (Symbol Meanings). A dialog box with information opens.

Ternperature in warning area

Ternperature in alarm area

Temperature

List of calors

Drefault mode. All d
Maon-default miode af device
Operator reacted to alamm

W arning fron device

If Owners panel is enabled (see Administrator's Guide, the Configuring the ATM Monitoring object section), then only objects that
belong to a selected owner are displayed on the Control panel.

2.3 Changing default icons for alarm groups

If you want to change the default icons, you can assign your own icons for each alarm group. To do so, you must replace the
corresponding graphics files that are provided by default. These files are in the Bmp subfolder in the Monitoring installation
folder. By default, this is C:\Program Files\Intellect\VHost\Bmp. Therefore, in order to replace the icon for the Communication
channel group, you must replace two files:

+  Bmp\Active\01l_net_active.bmp
«  Bmp\InActive\01_net_inactive.omp

The size of icons is 33x23 pixels. If the size of your image is different, it will be changed to the above.

After replacing the graphics files, quit and start Intellect again. If one or more files are missing in the Bmp folder, or afile isin an
invalid format, the default icons are used.
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2.4 Current View Time

Information on the control panel is updated every time data is loaded from the database. The time of the most recent update
(CVT) is shown in the upper-right corner of the window.

Data is loaded from the database with different periods for particular alarm types - see Appendix 1. Data update periods
summary.

To get the most recent information, you can click the button (Refresh data). This forces an update of the data. Any new data
is then displayed.

2.5 Ignoring objects

Objects (i.e. their corresponding objects in the software) that do not currently require monitoring can be put in the "ignore list".
These can include objects that are in the system but have not been made operational yet or are under maintenance.

Objects in the ignore list are not visualized on the control panel or the Log panel. These objects are ignored in system reports.

To add an object to the ignore list, hold the Shift key and left-click one or more objects. The objects are outlined in blue.
Feterence guides o (:) g( ;
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o o
T ()] m g (@)

Then click the button ("lgnore/Analyze").

I,
To view the ignore list, click the button ("Show ignored objects"). To remove objects from the ignore list, use the same
technique.

2.6 Processing alarms

2.6.1 Accepting an alarm
Alarm indicator badges both indicate information and allow performing actions.

1. Information: If an alarm occurs, the badge becomes red; if confirmed by the operator, it becomes pink, and when the
alarm ends, the badge becomes inactive again.
2. Actions: The operator can click the badge to get details on the device or event.

If a camera at an object becomes inoperative, the indicator badge for the Cameras alarm group becomes red.

10 Green zpruce dr.

o

] (@)

To get detailed information about an alarm, click the corresponding graphic indicator. The Reaction to alarm window opens.

The title bar of the window contains the name of the object and its ID number. The Alarm type field contains the name of the
alarm situation. The Device field details the device or event.

Control panel - 8
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Reaction to alarm: 10 Green spruce dr. (550017) ! I

Alarm date ¥ || Confirm
19.06.2018 14:38:20 O

¥ || Alarm type
Mo connection with objed192.168.105.2

¥ || Date of processing v || Comrment

e i

In the Alarm date field there is the time when ATM-Intellect Workstation (ATM-Intellect Workstation TC) had recorded the alarm
from ATM-Intellect Pro into the database. This is not the time when the alarm appeared on the ATM-Intellect Pro. More info see
on data transmission as given in section Appendix 1. Data update periods summary

If you select the Confirm check box in the Reaction to alarm window, the background of the indicator on the control panel
changes from red to orange and a value is automatically added to the Processing date column.

47 John Beed =tr.

Y & H
I & ()

The time is not the current system time on the computer, but the current display time (see Current View Time) stored in the
database. This behavior ensures that operators cannot "reverse" time and confirm an alarm at a fictitious time.

If the Non-empty Comment field option is enabled in the settings of the ATM Monitoring object, an alarm situation is not closed
until the operator leaves a comment on the alarm situation and/or the operator's actions. The alarm is automatically closed if
the alarm cause goes away, such as if the connection was disrupted and then restored.

Reaction to alarm: 10 Green spruce dr. (550017)

Evenig

Alarm date v || Date of processing » || Comment

Ciefififrr=ie] ]

If there are many alarms, the Alarm Reaction displays only up to 1,000. To view the remaining events, use the navigation buttons
in the upper-right corner.

Reaction to alarm: 10 Green spruce dr. (550017)

1001 M«

Alarrm date
19.06.2018 13:34.03

4

- End
19.06.2018 13:34:04

- Confirm

- || Alarm type 7
Owerheat sensor signal

Device
Crerheat sensor

v || Date of processing v || Comment

19.06.2018 13:34:13

19.06.2018 13:34:14

Cefault P restart

BT

19.06.2018 13:34:25

19.06.2018 13:34:26

“ilbration sensor signal

Wibration sensor

19.06.2018 13:34:53

19.06.2018 13:34:54

Add. sensor signal

Add. sensor

19.06.2018 13:35:03

19.06.2018 13:35:04

Owerheat sensor signal

Crheerheat sensor

19.06.2018 13:35:13

19.06.2018 13:35:14

Lock sensor signal

Lock

20.06.2018 16:36:17

20.06.2018 16:36:18

Carnment:

Default PC restart

FC

TS E EEE

] gl =] ]|
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2.6.2 Accepting several similar alarms

To accept several alarms, or all alarms of an object, or all alarms of all objects, simultaneously, do the following:

1. Click the corresponding graphic indicator. The Reaction to alarm window opens.

Reaction to alarm: 47 John Reed str. (550016) .

Alarm date *||End x| Confirrn | = || Alarm tvpe Device ¥ || Date of processing| > | Comment
18.06.2016 15:49.54  |18.06.2018 15:49:55 Default PC restan PC
18.06.2018 16:04:20  (18.06.2018 16:04:21 Vibration sensor signal | Vibration sensor 19.06.201813:35:05 | Testalarm
18.06.2018 16:07:18  |[18.06.2018 16:07:19 Yibration sensor signal | Vibration sensor
16.06.20168 16:07:28  |168.06.20158 16:07:29 Vibration sensar signal |Yibration sensor
18.06.2018 16:51:69  |18.06.2018 16:52:00 Vibration sensor signal | Vibration sensor
19.06.201813:3306  (19.06.201813:33:.07 Vibration sensor signal V|brat|0n Sensor
L [ =fault PC restan

Group confirmation

Confirm selected Caonfirrm

2. To accept several similar alarms, proceed as follows:
a. Select several alarms from the list in one of the following ways:
i. Select certain alarms by clicking the left mouse button while holding“Ctrl” or “Shift” buttons.
ii. Select all alarms by right-clicking on the list and in the opened menu click the Select all option.

Alarm date * End -
18 0k, EIIH 8 15 49:54  [18.06.2018 15:49:55

| t

1BEIEEEI1B1EEI?1B
b. Fillinthe Comment field if it is required

c. Click the Confirm selected button.
3. To accept all alarms of an object, click Confirm. A dialog box displays to confirm the action. Click Yes.

Contrmation Y

a Confirm all alarms for spedified object?
b

4. To accept all alarms of all objects, click Confirm all. A dialog box displays to confirm the action. Click Yes.
x

@I Confirm all alarms for all objects?
I‘\..___-f"ll

@ Note.

If comment is required but the Comment field is empty, the Confirm selected, Confirm and Confirm all buttons are
inactive.

Accepting several alarms is completed.

2.6.3 Additional information on alarms

For more information on current alarms for an object, left-click the object name.

Control panel - 10
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47 John Beed str.

© & B oo
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The Error decoding window opens.

&l Error decoding: 47 John Reed str. N =] 5
| |Beginning ¢ |End Duration Reason, device From 19.06.2018 14:17:55 to 20.06.2018 16:51:22 dow...
9.06.201814:17:55 20.06.2016 16:36:37 |1 02:18:42
20062018 16:44: 38 20.06.2018 16:46:37 |0 00:01:54 Software error (Basic software
“iP0.06.2018 1651:04 20.06.2016 16:51:22 |0 00:00:18 Mo connection with object (192

-

Alarms that occur for different reasons can overlap and form overall alarm periods at the object. They are shown in the table in
gray. If the alarm is still ongoing, the End column is empty.

If there are many alarms, the Error decoding window displays up to 200 alarm situations. To view the remaining events, use the
navigation elements and View events after option in the lower-right corner.

2.6.4 Types of alarms

The table lists all types of alarms that are registered by the monitoring system by default. For the Communication channel
alarm group, if ATM Intellect Pro connects to ATM Intellect Workstation over TCP/IP and has connected at least once, the Device
field displays the IP address of the object. For ATM Intellect Workstation TCin this case, the IP address of ATM Intellect
Workstationis displayed.

Alarm group Alarm type Device Comments

Communication channel No connection with object Communication channel ATM Intellect Pro connects to ATM Intellect
Workstation in client mode.

No connection with Local video system ATM Intellect Pro connects to ATM Intellect
monitoring agent Workstation in server mode.
Device Disk failure 101: Disk name The Intellect settings specify the disks to

which the video archive is written. This alarm
occurs when one of these disks does not
exist or has an invalid type. Valid disk types
include internal and external disks,
removable disks, and network disks.

102: Disk size Error calculating free disk space.
103: VIDEO folder No VIDEO folder.
104: Number of disks=0 There are no disks selected in the /ntellect

settings for video archive recording.

105: Disk error An unknown disk error from ATM Intellect
Pro.

Control panel - 11



Alarm group

Video system software

Archive size

Cameras

Alarm type

UPS signal

Software error

Archive size too small

Camera off

Operator's Guide

Device Comments

1000:
1001:
1002:
1003:
1004:
1005:
1006:

1007

1009:
1013:
1014:
1015:
1016:
1102:
2000:
2001:
2002:
2003:
2004:
2007:
3000:
3001:
3002:
3003:
3004:
3016:
3107:

PowerChute started
PowerChute stopped
Connection restored
Power restored

Self-test passed
Administrative shutdown

Shutdown cancelled

: Battery discharged

Battery replaced
Allowable restart

RTC started

RTC finished
Shutdown in progress
Normal temperature
Power turned off
Shutdown completed
Low power

Low battery

RTC aborted

High power
Connection lost
Restart

Self-test failed
Battery discharged
Battery connection lost
Replace battery

High temperature

Basic software intellect.exe process terminated.

Basic software (Video) video.run process terminated or frozen.

Registry Registry does not have data required for ATM

Intellect Proto function.

Database Error connecting to /ntellect database.
Archive 1 Storage capacity requirements are not met
for camera.

Archive N
Cameral Camera is not working.
CameraN

Control panel - 12



Alarm group

Fire and security alarms

Temperature sensors

() Note.

Alarm type

Vibration sensor signal

Signal from sensor Lock

Signal from overheat sensor

Signal from additional
sensor

Signal from additional
sensor

Scheduled computer restart

Unscheduled computer
restart

Temperature sensors off

Temp.: warning

Temp.: alarm

Device

Vibration sensor

Lock

Overheat sensor

Additional sensor

EXP. SENSOR. SENSOR

Computer

Computer

Temperature sensor set

Temperature sensor set

Temperature sensor set

Operator's Guide

Comments

Four sensors (relays), whose names cannot
be changed in ATM Intellect Pro: they should
be used in accordance with their names
("Vibration Sensor", "Lock", etc.)

12 sensors (relays), whose names can and
should be customized in ATM Intellect Pro,
since this name is displayed in the Device
column. By default, the string "EXP. SENSOR"
is displayed in this column.

Windows was properly exited before
computer restart.

Windows was not properly exited before the
computer was restarted (power was
interrupted).

Adapter for processing information from
thermal sensors (DS2480B) is not working.

The thermal sensor (DS18520) is
approaching the temperature alarm zone.
The indicator button becomes yellow.

The thermal sensor (DS18520) is in the
temperature alarm zone.

Periods of information updating in the interfaces can vary for particular alarm types - see Appendix 1. Data update

periods summary .

For the Access Control and Detectors alarm groups, no data is sent from ATM Intellect Pro.

There are two types of alarms that are tracked by the monitoring system by default:

1. Long;
2. Short.

Long alarms have a beginning and an end: "Camera off"/"Camera on", "No connection with object"/"Connected to object".

Short alarms do not have a duration. They only inform about an event, for example, "Vibration sensor triggered" or "Scheduled
computer restart", and are not included in the quality measurements for the system.

For short alarms, the End field is immediately filled with the time of the alarm plus one second. Confirmed short alarms are
displayed on the control panel for ten minutes.

The following types of alarms are long:

1. No connection with object.

2. No connection with monitoring agent.

3. Disk failure.

Control panel - 13
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Software error.
Archive size too small.
Camera off.

Thermal sensors off.

No ok

2.6.5 The number of alarms displayed

The number of objects displayed on the Control Panel is determined by the current filter if it is activated by clicking the filtering

button ("Enable/disable filter"). The first combo box sets condition for filtering by alarms, failures, presence or absence of
connection; the second combo box sets the condition to "Show only objects that have errors in the last..."; the third combo box
sets the condition "Only objects with errors lasting longer than...".

min
15 min

30 min

1 hour 5 min

£ 10 min
30 min
1 hiowr
5 hours

The upper-left corner contains information about the number of objects, out of the total number, that are displayed on the
Control Panel after clicking the filtering button.

@ Note.
If Alarms, Failures or Disconnected filter is enabled, rates are not calculated - see also The status panel.

2.7 Viewing video data on alarms

2.7.1 Indication of video data presence
In ATM-Intellect software, the alarms from sensors can be followed by video data, such as video clips and video frames.

If there are video data loaded, but not viewed yet, the name of the object on the Control panel is colored in orange.

47 John Beed =tr.

¥ & # oo

m f (@)
2.7.2 Viewing video data

To view all received video data, select the Video data item in the object context menu.

() Note.
Depending on the ATM-Intellect software settings (see ATM-Intellect. Administrator's guide) the received video frames
and video clips can be opened immediately after they are received.
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Yideo data

P Video image playback

E' k...

The Video data dialog box opens. The information on video data is displayed in this dialog box. This dialog box also provides
function to cancel data downloading, if it is has not been completed yet, using he Cancel loading button.

Video data: 47 John Reed str. (550016)

3 M« 4 » » M Dk  f Cance i Confirm Co dall
Alarm date | =

MName v || Device v || Status - || Viewed <
Alarm date : 18.06.2018 16:04:20
|Vibrati0n sensor signal |Vibrati0n sensar |Downloading |
Alarm date : 18.06.2018 16:07:18
|\/ibrati0n sensar signal |\/ibrati0n sensar |Downlaaded |
b :Alarm date : 18.06.2018 16:07:28
Vibration sensor signal  |Vibration sensor Downloaded

(Status not e not equal Download cancelle us not equal Deleted) Configuring..

54
To force an update of the information in the Video data dialog box, click the .

To open the loaded video data right-click in the row corresponding to required data and select the View item. If the data
download is not completed, this item is unactive.

Mame T |Device ¥ | Status | Viewed -
Alarm date : 18.06_2018 16:04:20
|‘~fibrati|:|n sensar signal |‘\=’ibrati|:|n sensar |Duwnluading |
Alarm date : 18.06.2018 16:07:18
Yibration sensor signal e —— Downloaded
Alarm date : 18.06.2018 16:07:28 Ve ol
|‘v’ibrati|:|n sensor signal  |Yieresmerreered |Duwnluaded |

When the View item is selected, a video frame is opened with utility selected at the ATM-Intellect setup and a video clip is opened
with Axxon Player utility. Video data status changes to "Data viewed" and in the Viewed column the date of viewing is displayed.

If video data export fails, then there is the Archive export error message in the Status column.

Mame ~ | Dewvice ¥ || Status > | Wiewed =
Alarm date : 21072015 10:21:16 AM
|Vibration sensar signal |‘v’ibrati|:|n sensar |Ar|:hi\.fe export errar |

To cancel download of "Downloading" or "Archive export error" data click Cancel loading. After that, the status of the video data
becomes "Download cancelled by user" and it is not displayed in the list if default filter is enabled (see Setting up video data list
filter).

To mark all object's video data as viewed, click Confirm. To mark all video data of all objects as viewed, click Confirmed all. A
dialog box for action confirmation for one or all objects is shown. Click Yes to confirm.

Confrmation S Conirmaton x

@ Mark all received video data as viewed? @ Mark all received video data for this object as viewed?

: Nul Nul
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As a result, the name of the object stops being of yellow color. Status of all video data changes as follows and they are not
displayed in the list of video data if the default filter is enabled (see Setting up video data list filter).

» "Downloaded" to "Viewed"
+ "Archive export error" to "Download cancelled by user"

2.7.3 Video data grouping setup

By default, video data are grouped by alarm time. If necessary, it is possible to set video data grouping by other parameters. To
do so, in the context menu of a column, by which one need to group the data, select Group by field.

MName > Dev 4| Ascending > |WViewed <7
Alarm date - 18.06.2018 16:07:18

|\-f’ibrati0n sensor signal |Vib|
Alarm date : 18.06.2018 16:07-28

il Descending

Without sort |

»

|\-"'ib| =4 Group by field |
£ == .

Alarm date : 18.06.2018 16:51:59 |— Grauping

“ibration sensor signal | Wil = Footer

E Lower grouping panel
@ Tree of groups

= Bestwidth

Best width all columns

Fixed columns

Fix column

Input string

Group headings

Search for substring (Ctrl+F/F3)
Select visible columns (F5)
Select font

Export

Data will be grouped by selected field. In the upper part of the dialog box the fields by which the video data are grouped are
displayed - a grouping area. To view this area one can also select the Grouping item in a column context menu.

Mame /=
CcHoE! kain
Alarm date = |Device ¥ || Status - | Viewed -
MHame : Yibration sensor signal
18.06.2018 16:51:%ibration sensor Download pending
M 18.06.2018 16:07:%ibration sensor Downloaded
18.06.2018 16:07:[%ibration sensor Downloaded

To cancel grouping by a field, right-click on it and select Remove from grouping.
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Mame /=
o Status it %—I Ascending

Zl 2

% v Descending

CcHoEt _
Without sort 1

Alarm date

Mame : Vibration sensor s — Remove from grouping
Status : Download pen | Grouping
18.06.2018 16:51 = Footer

»  iStatus : Downloaded Sl e [

16.06.2015 'IE:EI?@ e T 5
18.06.2018 16:07

= Best width

Best width all columns

Fixed columns

Fix column

Input string

|7 Group headings
Search for substring (Ctrl+F/F3)
Select visible columns (F5)
Select font

Export

2.7.4 Setting up video data list filter

Operator's Guide

By default, in the Video data dialog box the data are not displayed, which has been viewed or for which downloading has been
canceled by a user. To display all the video data, unset the checkbox in the lower left corner of the Video data window.

It is also possible to setup the filter for video data displaying. To open the filter setup dialog box, in the Video data dialog box

click Configuration... or = . The filter creator dialog box opens.

T Filter, creator - [untitled.flt]

AMD <rootx

IZI Status does notegual Viewed

| press button to add & new condition

X

| _Open || save. | | ok [ ciose || appy

When configuring the filter, one may need to perform the following operations:
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1. Add a condition or subcondition. To add a condition click the press button to add a new condition button or in the filter
menu click the corresponding item. The condition menu opens by clicking the ... or Filter.

m AMD  <rootx

Add condikion
Add subcondition

hew condition

Remoyve condition

N

Remove a condition. To remove a condition, click the corresponding item in the condition menu.
3. Select a logical function for combining conditions. A drop-down list for selecting the logical function opens on the left-
click on the logical function.

.............
~[feE s notequal Viewed
- III NOT ANDYes notequal Dawnload cancelled by user

HNOT OR
’Eass buttan to add a new condition

4. Select a field for comparison. A drop-down list for selecting the field for comparison opens on the left-click on the field
name.

AMND - <root:

------ D Status  does not equal Viewed

....................

Alarm date
Marme
Diervice

Status
Viewed |

5. Select a method of comparing. A drop-down list for selecting the method of comparing opens on the left-click on the
method name.

ARD <rootx

less A=
ress buttod iticin
Ii le=s or equals

moreg

rore Dreiuala

not similar to
empty

not ermphy
between

not between

in array

not in array b

pre acld & new condition

6. Select a value for comparing with. A way to select the value depends on the field type. For example, a date can be set
using a calendar, a name can be entered in a field, etc.
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AMND <rootr

I:I otatus  does not egqual Wiewed

...... |:| e e m— ................................... v
| press buttan to add a ney ¢ Aprl - » 4 2014 »

S M TYW T F S

1 2 3 4 5

B 7 8 3101112

13 14 15 16[17]18 19

20 21 22 23 24 2h 26
27 28 29 30

’Tu:uday] ’ Clear ]

AND <rootr

=]

| press button to add a new condition

After completing settings, the filter can be saved to a file with the .flt extension by clicking the Save... button. This file can then
be opened using the Open button.

2.8 Event log

To view all events recorded in ATM-Intellect, click the [:ﬂ button (Event log). The Event log window opens.

ID = || Alarm date - End T |MName = |Region |* || District = City - | Confirm x| Alarm type T |Device

BR00N7 |22.06.201817:47:27  |22.06.201817:47:28 |10 Green spruce dr. Lock sensor signal Lock
BR0ME (22062018 17:45:08 |Z206.201817:48:09 |47 John Reed str. Default FC restart b
bB0017 |22.06.2018 17:458:08 |22.06.201817:48:09 |10 Green spruce dr. Default PC restart PC

bh0016 |22.06.2018 18:12:33

25.06.2018 11:47:59

47 John Reed str.

Mo connection with ohjet

192.166.106.2

5b0017 |22.06.2018 18:12:33

25.06.2018 11:47:59

10 Green spruce dr.

Mo connection with ohjet

192.168.106.2

5500716 |26.06.2018 11:49:40

25.06.2018 11:49:41

47 John Reed str.

Default PC restart

PC

5500717 |26.06.2018 11:49:40

25.06.201811:49:41

10 Green spruce dr.

Default PC restart

PC

bb0016 |26.06.2018 14:50:20

47 John Reed str.

Archive size not enough

Camera 1

550017 |26.06.2018 14:50:20

10 Green spruce dr.

Archive size not enough

Camera 2

550017 |26.06.2018 14:50:20

10 Green spruce dr.

Archive size not enough

Camera 3

550017 |26.06.2018 14:50:20

10 Green spruce dr.

Archive size not enough

Camera 4

5500717 |26.06.2018 14:50:20

10 Green spruce dr.

Archive size not enough

Camerah

5500716 |26.06.2015 18:30:34

47 John Reed str.

Mo connection with okbjec

192.168.105.2

¥ 550017|25.06.2018 18:30:34

10 Green spruce dr.

oioiooojoooor&oon

Mo connection with ohjec

192.168.105.2

() Note.
If the Owner Panel is in use, then events from the objects that belong to the owner selected on the Owner Panel are
displayed in the Event log window. To view the events from all system objects, call this window on the Owner Panel -
see Viewing Event log for all objects.

You can sort the table by any column or filter any column.
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2.8.1 Viewing comments

If an operator left a multiline comment when closing an alarm, only the first line will be visible in the Event log window, in the
Comment column.

To view the entire comment, left-click the "up" and "down" arrows in the cell.

e
Date of processing || Comment -l

26.06.2018

2.8.2 User who accepted alarm

By default, all alarms accepted by the operator are recorded under the Admin user. If there is a user created in the Intellect
settings panel, in the Users tab, who has certain rights, when the operator starts /ntellect under this user's account all confirmed
alarms will be recorded under the user's name.

2.8.3 Period of events viewing

By default, alarm situations for the current day are displayed. To view previous events, use the View from date option. If there
are more than 1,000 events, use the navigation buttons to view them.

[Bevetog —10| x|

ID [~ || Alarm date > End v || Name v | District ~ | Confirm
550016 |26.06.201811:49:40  |25.06.2018 11:49:41 |47 John Reed str.
550017 |26.06.2015811:49:40  |25.06.201811:49:41 |10 Green spruce dr.
550016 |26.06.2018 14:50:20 47 John Reed str.
550017 [25.06.2018 14:50:20 10 Green spruce dr.

50017 10 Green spruce

~ || Region v || City Alarm type Device
Default PC restart PC
Default PC restart EE

Archive size not enough |Camera

Archive size not enough |Camera 2
Archive size not enough

Carnera 3

O®EoitEooooo

5.06.201 50:20 3 [
25.06.2018 14:50:20 10 Green spruce dr. Archive size not enough |Camera b
550016 |25.06.2018 18:30:34 47 John Reed str. Mo connection with objed 192.168.105.2
550017 [25.06.2018 18:30:34 10 Green spruce dr. Mo connection with objed 192.168.105.2

2.8.4 Event log export

To save the contents of the Event log to a file in a particular format, right-click the header of any column in the Event log window
and select the corresponding item in a context menu.
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Event log

ID = Alarm date - End v 1 2] ascending - District |~ | City

EE0016(26.06.2018 11:43:40  [25.06.201811:49:41 |- %] pescending
B50017(26.06.2018 11:42.:40  [25.08.2018 11:49:41 |7 withoutsort
E5001626.06.2018 1450:20 | E——
550017 26.06.2018 145020 "= Grouping

550017 |25.06.2018 14:50:20
e - ~ | Footer

- = Lower grouping panel

550017 |26.06.2018 14:50:20
BEO001E|26.06.2016 16:30:34
BE0017|26.06.2016 16:30:34

1 = Best width

Best width all columns

Fixed columns

Fix column

Group headings

Search for substring {(Ctrl+F/F3)
Select visible columns {F5)
Select font

Export to HTML
Export to Excel
Export to XML

Export to text file

2.8.5 Configuring the event log columns position

You can select the Best width all columns command in a context menu. When chosen, this command sets the width of all
columns to the minimum necessary to display the longest entry in the column.

Event log

ID = Alarm date ~ | End > I%l P
E50016/25.06.201811:49:40  |25.06 2018 11:49:41 |+ Z| pocoine ]
550017 |26.06.201811:49:40 (25062018 114941 |© (yitouteort
50016 [25.06.2018 14:50:20
550017 |25.06.2015 14:50:20
50017 |25.06.2015 14:50:20
F 7 250 a 0:

50017 |[25.06.2015 14:50:20
BEO01G | 25.06.2018 18:30:34 < i Best nidth
550017 |25.06.2015 16:30:34 ] 1 all columns

Fixed columns

= Group by field -
1 =] .
Grouping -

" [ Footer .

- = Lower grouping panel

Fix column

Group headings
Search for substring (Ctrl+F/F3)
Select visible columns (F5)
Select font
Expart

If not all columns fit in the visible area of the Event log window, a scrollbar becomes available. During scrolling, some columns
that should always remain visible (such as alarm date and processing date) are shifted. To fix these columns, in the context
menu, select Fix column.

The order of columns in the Event log can be changed as well. To do so, left-click the header of the column that you want to
move and drag it to the new location.

2.9 Reference information

2.9.1 Viewing reference information

ATM Intellect maintains reference information about all objects. To view this information, click the Reference guides button and
select the Monitoring objects menu item.
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i

e b Menitaring abjscts

s

dice categaonies

Jice providers
Communication channels
Object stab

dice methods

Service organizations

Add. cha

Solution typ

_|olx]

(:) * Y | Filter

D || Objecto|v| Name \v| Lacation  |v | Region |~ District |=||Entei|* || Remov = || Status  [+||Owner  [=]
» 550017 2110 Green sprun 10 Green spru 18.06.20
EE0016 1|47 John Reed |47 John Beed 18.06.20

2.9.2 Editing reference information

Double-clicking an entry opens a Record dialog box, in which you can enter reference information for the object.
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xq

........ 10 Green spruce dr.
BROOTY
) 10 Green spruce dr.

) 18.06.2018 15:01 51

G 3

Values are offered for some of the fields but not for others. This means that the reference is empty and must be filled in (see
Filling in reference information).

| 4

| Rseaz
| ToRiP
j x5

2.9.3 Filling in reference information

Tofillin reference information, click the Reference guides button and, in the window that opens, select the corresponding
reference: for example, Owners.
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Monitoring objects

E T models

Semvice providers
Communication channels
Object =

e methods

Service organizations

&dd. characteri:

EEI Solution types

The window to edit the guide opens.
T

| E-mall ¥ || Owiner ¥ | Contacts || Telephones

To add an entry, click the Insert record button and enter a value. Then click the Save button.
Bownes

E-mail = | Owner |~ || Contacts |*!| Telephones

r: toscow subsidiary

Any reference can be edited in a similar manner.

You can then fill in the corresponding field with new value.

[:]"."'."n =13 o’
boscow subsidiarny

X| 4

2.9.4 Column context menu in the Monitoring objects window

If you right-click the header of any column in the Monitoring objects window, a context menu appears, which allows performing
various actions similar to the ones for the Event log (see Event log export and Configuring the event log columns position).
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Monitoring objects }

~| Ohject o =

550016

El Ascending

| El Descending
11

Without sort

Filter:

= | District

=4 Group by field
|— | *
Grouping

Q Footer

= Lower grouping panel

#l Best width
Best width all columns

Fixed columns
Fix column

Group headings

Search for substring (Ctrl+5/F3)
Select visible columns (F5)
Select font

Expart to HTML
Export to Excel
Export to XML
Export to text file

2.10 Viewing live and archive video from objects

You can view both live video and archives from objects on the Control Panel:

1. Viewing video from a specific camera.

Mo

@ Note.

Viewing video from all cameras created at the ATM-Intellect Pro.
Viewing video from all cameras of the selected Surveillance Object.
Creating user layouts and playing back video from selected cameras added to the Surveillance Object.

Operator's Guide

Information on how to select cameras for live video and archives playback on the Control Panel can be found in
Configuring video cameras list section of Administrator's Guide.

To select the mode for viewing live video and archive right click the area with object name. Select the Video image playback
item in the context menu. To view video from a specific camera select the name of corresponding camera in the menu; to

view video from all cameras created at the ATM-Intellect Pro select the All cameras item; to view video from all cameras of the
selected Surveillance Object select the All cameras of Surveillance Object item; and to select the user layout select the Displays

menu item. Find more details on how to play back video image in the corresponding sections.

() Note

The Video image playback menu item is available only for objects that have connected to ATM Intellect Workstation at
least once. This menu item is absent for objects that have not connected at least once and for ATM Intellect Workstation

TC.
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47 John Reed str.

Screens

Bl zameraz

The list of cameras will match the list of cameras enabled in the settings for the object. Camera names in the context menu as
well as IDs specified in the square brackets correspond to those on the ATM-Intellect Pro.

If the ATM-Intellect Workstation software have the corresponding setting, then when the camera is selected for viewing live video
the warning will be displayed saying that transmission of video can create critical load on the channel. If it is really necessary to
view live video, click OK in the Warning dialog box. To cancel viewing live video, click Cancel.

fwaming x|

1
Are you sure you want to receive video stream?
i lé Video streaming can create critical load on the channel!

Cancel

2.10.1 Playing back live video and archive from a specific camera

To play back live video and archive from a specific camera select the name of corresponding camera in the Video image
playback menu of the Control Panel (see Viewing live and archive video from objects).

After you select a camera, a dialog box appears; video should appear in it after a few seconds.

@xﬂﬂohn Reed str. - Camera 1 [1]

| 1 |I:Zarnera1

The title bar displays a description of the object, camera number, and camera ID in brackets.

@ Note.
When viewing live video, frame rate may be limited by the ATM Monitoring interface object settings (the Video stream
speed parameter) - see ATM Intellect. Administrator’s Guide.

Archive access is available through the usual methods used in /ntellect.
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19:14:59
19:15:19
19:16:49
19:17:09

pLe L lied
19:19:56
19:20:29
19:20:50
19:22:18

19:22:37
19:24:07

6-18
4 pHI P 19:29:46

While viewing live video or archive from several cameras simultaneously, a separate dialog box opens for each camera.

To view live video in the full screen mode, double left click it. To exit the full screen mode and restore video mode, double right
click the video.

2.10.2 Viewing live video and archive from all cameras created at the ATM-Intellect Pro

To play back live video and archive from all cameras created at the ATM-Intellect Pro select the All cameras item in the Video
image playback menu of the Control Panel (see Viewing live and archive video from objects).

As a result the dialog box with viewing tiles for all cameras created on ATM-Intellect Pro appears.

Use the E button in the bottom right corner of the viewing tile to enter the archive mode and the E button to exit the
archive mode.
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<« >E >

Live video and archive playback control functions are the same that those used in the Video monitor in /ntellect. One can switch
between viewing tiles as well as start manual and auto paging. Find details on these functions in /ntellect software package.
Operator’s Guide. The latest version of this document is available in AxxonSoft documentation repository.

2.10.3 Viewing video from all cameras of the selected Surveillance Object

& Important!
To be able to view video from all cameras of the selected Surveillance Object, it is necessary to set the Viewing live
video from all cameras (add.) checkbox when configuring the ATM Monitoring interface object (for details, see
Configuring the ATM Monitoring interface object).

To view video from all cameras of the selected Surveillance Object, select the All cameras of Surveillance Object item in the
object's Video image playback context menu on the Control Panel (see Viewing live and archive video from objects).

Video data
H & B od,
= I ®

PING

E tenu...

As a result the dialog box with viewing tiles for all cameras of the selected Surveillance Object will be displayed.
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[ 10 Green spruce dr. - All cameras: K

Use the E button in the bottom right corner of the viewing tile to enter the archive mode and the E button to exit the
archive mode.
(22 10 Green spruce dr. - All cameras

L= R N A A R RN, 150

< b H Il »

< > H Il »

Live video and archive playback control functions are the same that those used in the Video monitor in /ntellect. One can switch
between viewing tiles as well as start manual and auto paging. Find details on these functions in Intellect software package.
Operator’s Guide. The latest version of this document is available in AxxonSoft documentation repository.
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2.10.4 Playing back live video and archive from selected cameras

2.10.4.1 Creating, editing and deleting layouts

On the page:

+ Creating layout
+ Adding camera to layout
+ Deleting layout

Layout represents the list of cameras the user can select on the Control Panelin order to play back live video and archive (see

Viewing live and archive video from objects).

2.10.4.1.1 Creating layout

Create a layout as follows:

Wideo data

E [ =Ta T

2. Asaresult the Create... window appears.

Lapout name;

ENo. -]
1 =

[

g
l 3 Camera 4 [4
0 4 Josmeresm ]
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3. Specify the Layout name (1).
4. Select one or several cameras to be added to the layout. To select several cameras left click the corresponding lines in the
table and hold down the Ctrl key on the keyboard (2).

The filter can be applied to the camera list. Click the hd button in the column title and select the filter values:

AI

Configure...

The User filter box appears when selecting the Configure item — one can set conditions to show cameras in the list.
veriter x

Show strings where:

(« AND L A

Lse _ far symbal change

Use % for group of symbaols change OK. Close

5. Click the OK button (3).

As a result the created layout is available in the Video image playback -> Screens menu.

Yideo data

' 47 John Reed str.

E Menu.. &l cameras ':'.i_':' Create...

= s el e =
Camera 2 [2] # Addcamera..

oD

Camera 3 [3] Delete...

Camera 4 [4]

The layout is now created.

2.10.4.1.2 Adding camera to layout

Add a camera to the layout as follows:
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1. Right click the object on the control panel and select Video image playback -> Screens -> Add camera in the context
menu.

All cameraz

Camera 2 [2]

_ P [T
Camera3[3] | = Delete.

Carnera 4 [4]

Camera 5 [5]

2. The Add window appears.

[CETTSSS—

Lapout name;

W Camera

3. Inthe Layout name dropdown list select the layout the cameras are to be added to (1).
4. Select one or several cameras to be added to the layout. To select several cameras left click the corresponding lines in the
table and hold down the Ctrl key on the keyboard (2).

(@ Note.
The camera list filter can be applied the same way as when creating the layout - see Creating layout.

5. Click the OK button.

Cameras are now added to the layout.

2.10.4.1.3 Deleting layout

Delete the layout as follows:
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Meru... All zameraz

[wl ]
Camera 2 [£] #

oo
Camera 3 [3] -

Carnera 4 [4]

Add camera...

2. The Delete... window appears.

Layaout name:

3. Inthe Layout name dropdown list select the layout that is to be deleted (1).
4. Click the OK button (2).

The layout is deleted.

2.10.4.2 Selecting layout for display
Select the layout that is to be displayed as follows
1. Right click the object on the control panel, select Video image playback -> Displays in the context menu and select the

name of the required layout in the menu.

@ Note.
If there is no layout in the list, then create one - see Creating, editing and deleting layouts.

h 47 John Reed str.

Wideo data
E Menu...
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2. Asaresult the window to play back live video and archive from cameras added to the layout appears.
[ cameras 2,3and 4 X

The camera control functions on the layout are the same as those used in the Video surveillance monitor. In particular, it
is possible to change the position of the Video surveillance windows on the layout by dragging with the left mouse button.
Such changes will be saved after the layout is closed and displayed when it is opened again.

In addition, the function of gradually increasing the Video surveillance window by double clicking with the left mouse
button is supported. For more information, see Altering the number of windows in the Intellect software package.
Operator's Guide. The most current version of this document is available in the AxxonSoft documentation repository.

@ Example
For example, there is a layout of 9 cameras (3x3). When you double-left-click the upper left camera, its image will not
increase to the full screen, but will take the position of the nearest right and lower camera. If you double-left-click again,
the image will be expanded to the entire Video Surveillance Monitor window.

Use the E button in the bottom right corner of the viewing tile to enter the archive mode and the E button to exit the
archive mode.

Archive playback control functions are the same that those used in the Video monitor in /ntellect. Find details on these functions
in Intellect software package. Operator’s Guide. The latest version of this document is available in AxxonSoft documentation
repository.

2.11 Running external applications from the Control Panel

By using the Menu context menu you can start external applications from the Control Panel.

Wideo data

P videoimage playback

_E= k...

You can pass an object's IP address as a parameter when starting applications in this manner.
For example, if you want to quickly ping an object, do the following:

1. Right-click the area with the object name and, in the context menu that appears, select Menu... .
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2. The Menu... dialog box appears.

j I
| [ENo jl [Fhenu item jl = Application launched j‘ “Parameters of launch jl  Confirmation =/

‘ @ Mo. j‘ [2hdenu item ﬂ| “#sParameters of launch j| v Caonfirrnation

Menu item name: FING

The string <ip> is a reserved expression: the real IP address of the object will be "swapped in" here when the application is called.
This string must be entered in lower-case letters.

After you click the Apply button, a new entry appears, with a description of the new item in the context menu.
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Hena |
| EINo jl {#benu item j‘ = Application launched j‘ s Parameters of launch j‘ + Confirmation =]
1

FING CHWINDOWShsystern32iping.exe B Iv

Now when you right-click the area with an object name, a context menu appears in which the previously created PING menu
item is present.

Yideo data
’ Yideno image playback
FIMG

e,

If the Confirmation checkbox was set, the dialog box opens to confirm the command execution when you select this menu item.
Click OK to confirm or Cancel if you do not want to execute the action.

Confirmation x

Are you sure you want to execute the menu item:

PING™?
Cancel |

After confirmation, the ping program is started in a separate window.

(3 C:\Windows\System32\PING.EXE e |

Pinging 192.168.1.3 with 32 hytes of data:s

Reply from 192.168.1.3: bhytes=32 time<{imz TTL=128
Reply from 192.168.1.3: bhytes=32 time<imsz TTL=128
Reply from 192.168.1.3: bhytes=32 time<{imz TTL=128
Reply from 192.168.1.3: bhytes=32 time<imsz TTL=128

L

For objects connecting to ATM-Intellect Workstation via RS-232, as well as for objects that have never connected to ATM-Intellect
Workstation, the value "127.0.0.1" is substituted for "<ip>".

The same method can be used to start other external applications, such as Radmin, etc.
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2.12 Executing ad hoc command on the ATM-Intellect Pro by the operator of ATM-
Intellect Workstation

Ad hoc commands can be executed on the ATM-Intellect Pro using the Menu... context menu item on the Control Panel.

& Important!
Scripts to process incoming commands are to be created on the ATM-Intellect Pro. See Sample script for processing
ATM-Intellect Workstation command on ATM-Intellect Pro section of Administrator's Guide.

Configure command sending on the ATM-Intellect Workstation as follows:

1. Right-click the area that contains the object's name and select the Menu... item in the appeared context menu.

Yideo data

’ Yideo image plavback,

E Meru...

2. The Menu... dialog box opens.

] x|
| [&@ Mo j‘ [EiMenu itermn jl [ Application launched jl s Parameters of launch jl + Confirmation =

3. Click the button to add a new men item. The fields used to configure menu item will be displayed.
4. Inthe Menu item name field enter the menu item name that will be displayed in the context menu on the Control Panel

(1).

‘ Nn jl @Menu item jl E&pplication launched j‘ “*sParameaters of launch j‘ + Confirmation

| e o
5. Enter DO_COMMAND in the Application being launched field (2).
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6. Enterthe value for param0<> parameter in the Launch parameters field (3). Using the value of this parameter in the
script created on the ATM-Intellect Pro one can find out what command is to be executed.

|
7. Click the .I button (4). The command will be added to the list of commands in the Menu... dialog box.
[ x|
\ B, j| Hibdenu item j| = Application launched j\ “*Parameters of launch j\ « Confirmation )
1

Arm Camera 1 DO_COMMAND

8. Repeat steps 3-7 for all required commands and parameters.
9. Close the Menu... dialog box.

The added commands will be displayed in the context menu on the Control Panel.

Yideo data

’ Yideo image plavback

_E= kenu...

Command sending is now configured on the ATM-Intellect Workstation.
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3 Log panel

3.1 Log panel interface

The Log panel is a part on ATM Monitoring interface window. This window configuration is performed on the setting panel of the
ATM Monitoring interface object and is described in the ATM-Intellect. Administrator’s guide.

Log panel general view is shown in the figure.

14.07.2018 21.07.2018 28.07.2018 04.08.208 11.08.2018 18.08.2018 26.08.2018

IFe 000 M2 -MI

The Log panel consists of three main parts:

1. Navigation buttons panel.
2. Workspace.
3. Status panel.

3.1.1 Alarms color code

Alarm situations in the Log panel are shown in a table with colored rows. The color of each alarm corresponds to the alarm type.

The color assignments can be viewed by clicking the button (Information about symbols). The information window
opens.

Log panel - 39


https://doc.axxonsoft.com/confluence/display/atm70en/Administrator%27s+Guide

Operator's Guide

]

Camera, off

Archive size not enough

Disk failure
Temp.: alarm

arning

ensor signal

Status colurmn

zfy filker condition

Vertical bars correspond to short alarms; horizontal bars correspond to long alarms (device operability).

() Note.
Alarm types are described in the Types of alarms section.

The length of bars is determined by the beginning and end (duration) of the alarm, in accordance with the selected scale. The
scale is measured as the time interval for a single column.

B ho

4 hours
2 hours
1 hiow

30 rnin
15 rnin

3.1.2 Alarm list navigation

The column header always shows the beginning of the time period displayed by the column. Using the left and right keys and
horizontal scrollbar, the user can go to any date within the data loaded. To quickly move to a date and time of interest, click the
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n button (Go to date). To jump to the end of the data, click the button (To end). To jump to the date on which an error

began, click the n button (To beginning of current error).

%
Since data is loaded into the system continuously, it is necessary to automatically refresh the on-screen data display. The
button serves this purpose (Auto update). Clicking this button checks for new alarm data in the database. If such data exist, the
display is refreshed and jumps to the end of the displayed data. The date and time of the most recent update (CVT) are shown to
the right of the filters.

If the Auto update button is not clicked, the displayed data may become out of date: data was last loaded after the CVT. If this
happens, a lightbulb appears in the status panel. The lightbulb indicates that the current display is out of date and can be

LL 2606201813

refreshed by clicking the button (Update data). A refresh is performed during jumps to the
end, selection and application of filters, and many other actions.

3.1.3 Ignoring objects

"Ignored" objects are never shown in the form on screen. Operations with ignored objects is described in the detail in the
Ignoring objects section.

3.1.4 The status panel

The status panel shows the total number of non-ignored objects (OB) and number of objects with hardware problems (FO) that

LL |19.06.2018 155817 oz IF% noo N - 100,002

are currently displayed.

The status panel also shows the beginning of the time period for the column of the current cell (CC), time at which data was most
recently loaded into the database (LL).

The status panel also shows the index of functionality (IF) for the system and index of non-functionality (IN) for each of the
reasons.

& Important!
The rates are not calculated if the Alarms, Failures or Disconnected filter is enabled - see The number of alarms
displayed.
The IF is calculated as follows:
(1-Nnfo/Nt)*100

+ Nnfo-number of objects that are not fully operable
« Nt-total number of objects

Indexes of non-functionality for each reason are calculated as follows:
(1-Nnfor/Nt)*100

« Nnfor- number of objects that are not fully operable due to this reason
« Nt-total number of objects

Indexes are calculated for non-ignored objects only. Indexes are not calculated and filters are never used for ignored objects.
Indexes of non-functionality equal to 0 are not shown on the status panel.

If filtering is used and you want to calculate percentages in the status panel for filtered objects only, click the button
("Count indexes only in filtered table strings").
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3.2 The number of alarms displayed at the Log panel

The number of objects shown on the Log panel and Control Panel is set by the current filter (see The number of alarms
displayed), if activated. Time periods are shown in the list on the left. If an alarm is recorded at an object during the selected time
period, the alarm is placed in the list. The right list shows the durations of alarms to which the filter will react.

For example, with "Current" and "1 minute" for filter settings, only objects that currently have been having an alarm for at least
one minute are shown. If "Day" and "5 hours" are selected, only objects that have had alarms during the last 24 hours that lasted
at least five hours are shown.

3.3 Object status

The object status is shown in the "Status" column. Its color and contents are explained in the Explanation Panel (see Alarms color
code). Note that in the Log panel, the Status column is shown in red only if the subject has at least one long ongoing alarm.

3.4 Alarm duration

Duration, the last column of the table, shows the duration of the current alarm for the object, in the format "number of days
hh:mm:ss".

3.5 Information on the object

Click the button (Show Inspector Ctrl+l) to view a special area; the upper part of it shows brief information about the
currently selected object.

11.08.2014

550016
47 John Reed sir

The lower part contains the Fields tab. Information on selected options is shown as columns in the main list of the Log panel
workspace.

IO = Mame | Camera: = Disk GB |=|Disks | = Software =

YRR 6 (47 John Beed str, ‘
4 a 1

50017 10 Green spruce dr.

10.0.1375

To receive detailed information about object click it in the Log panel and click the E] button (Show detailed information).
The Details window will display.

e =

ID | »| Ohjectcode | *||MName v | Camer|¥||Disk. GB [*||Disks |v|/IF address |v||Firstrecord v || Disks ter v || CPU usz > || Memory. || "Woaork du | v || Softw
» 550016 1147 John Reed str. 1 7 1/192.1668.105.2 | 20.06.2018 Mot suppart 14 1352 naot:0z2
550017 210 Green spruce dr. 4 7 1(192.168.105.2  |20.06.2018 Mot support 19 1352 00102
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Click the button (Show inspector Ctrl+l) in the Details window to display the special area in the top part of which the
information about the current selected object is listed.

Details

» MO K o
ID |=| Objectcode |=| Name ~||Camer|v|| Disk, GB|* Disks |~ |IPaddress |« | Firstrecord = || Disks tet|>| Q
»i550016 | 1/47 John Reed str. 1] 7] 1192 1681052 |20.06.2018 [Not support]
2|10 Green spruce dr. 1(192.168.105.2  |20.06.2018

@ Note.

If the Owner Panel is in use, then information about only the objects that belong to the owner selected on the Owner
Panel is displayed in the Details window. To view the details about all system objects, call this window on the Owner
Panel - see Viewing details on alarms for all system objects.

In the bottom part there are 3 tabs: Fields, Archives and Cameras.

Field~ Archives | Cameras Fields | Archives Cameras
vl Arch. 1 A
/Fields Archives | Cameras f-‘u:gh.E E:mf
Arch. 3 carm. 3
Arch. 4 carm. 4
Arch. b carm. &

Information on selected options will be displayed in view of columns in the main list of Details window.

Data in the Cameras, Disk, GB, Disks, Version, and all fields in the Archives and in Columns tabs, are filled in automatically
when packets about technical status are received from objects. If these fields are not filled in for the object, a connection has
never been established with the object.

The Camera field shows the number of video cameras at the object.

The Disk, GB field shows the maximum amount of free space on all logical disks to which archive video is recorded.
The Disks field shows the number of logical disks to which archive video is recorded.

The Version field shows the version of ATM Intellect Proinstalled at the object.

The fields in the Archives tab show the days of stored video for each camera.

The fields in the Camera tab show the current status of each camera (on/off).

The IP address field displays the IP address of the object.

The First record field shows the date of the very first entry in the video archive from all cameras.

Field Disk temp. shows the temperature of the hard drives separated by a comma if there are several disks.

The CPU Load,% field shows the CPU load as a percentage (updated every 15 minutes).

The Memory, MB field shows the amount of available physical memory in MB.

The Work duration field shows the time of continuous operation of the Intellect.exe\Intellect64.exe process on the object

in the format "d hh:mm”",
where "d" - day "hh" - hours "mm" - minutes.
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(@ Note.
Size of video archive depth for each camera is defined on the ATM-Intellect Pro the following way:
Calculate the real number of days in which the camera performed the data recording in the video archive.
Example. The video surveillance system has been working for 3 days. The camera performed recording to the video
archive at the first and third day. At the second day the camera was disabled. For this camera the archive depth is equal
to two days.

Click the E button (Show characteristics of devices) to view a special area that describes changes to the indicated fields over
time (Camera, Disk GB, Disks, Version, etc.).

BHE O : 3]
= ID = District ~ | Cameras > Disk, GB ~| Disks ~  Software = |16.06.2018 23062018 30062018 07.07 2018 14072018 |Stat Duration

cEoni7 JEER s e e R

10 Green spruce dr.

=i Modificasion of archives values
Date ~||Device =||value | =
25.06.201814:50:20 |Archive 3 1
25.06.2018 14:50:20  |Archive 4 1
26.06.2018 14:62:20 |Disks space q 1
[
7

25.06.2018 16:52:40 | Disks space
»|26.06.2018 12:4433 |Disks space

3.6 Exceeding the permissible number of failures

If there are more than 500 faults in the visible part of the timeline for the displayed object, alerts are not shown in detail for the
object, and the background color becomes pink.

LTEBHREO60 oK Q| @ 9 » [7oays
28.04.2018 05.05.2018 12.05.2018 19.05.2018 26.05.2018 02.06.2018 09.06.2018 16.06.2018 23.06.2018 Stat| Duration

I L
» 550015 | I A S N I N == =
55007 | I I N N NN == =

Faults are calculated for a range of intervals, not for each interval. In the case shown, they are counted for ten columns from 3:30
PM to 6:00 PM and for one column from 6:00 PM to 6:15 PM. Even if the maximum number of faults is exceeded only in three
columns, all ten columns will become pink.

3.7 Forcibly closing alarm

A situation may rarely (or even never) happen when an alarm does not need to be classified as such. This could happen if the
"temperature sensors set" option is accidentally enabled for an object. ATM Monitoring displays an alarm "Temperature sensors
off", indicating that the device does not work. After the "temperature sensors set" option is disabled for the object, the alarm in
ATM Monitoring does not end.

This discrepancy can be fixed by clicking the button (Close error forcibly). A list of the errors closed in this way can be seen
e
by clicking the button (Show closed errors). An additional table is shown on the right.

From |=| 27052018 |=| -

|Name j| Beginning j| Closedon |

Left-clicking an entry in the alarm situation display area twice opens a dialog box, which explains the errors in the period of time
described by the cell.
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ID [~ Name > Digtrict = Cameras > Disk. GB |~ Disks |~ Software > 02.06.2018 08.06.2018

1 12 Osipenka st

550017 10 Green spruce dr. 4 1

Duratian Reason, device
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Frorm

| Narne | Beginning |/ Closedon =/

From 22.06.2018 17:46:32 to 26.06.2018 14:30:26 dow.

~122.06.2018 17:46:32 22.06.201817:46:33 |0 00:00:01 “ibrafion sensor sighal (vibra

22.06.2016 17:48:08 22.06.201817.48:09 |0 00:00:01 Default PC restart (FC)

~122.08.2018 18:12:33 25.06.201811:47:59 |217:35:26 Mo connection with ohject (13:

26.06.2016 11:43:40 25.06.2018 11:49:41 |0 00:00:01 Default PC restart (FC)

25.06.2018 14:50:20 26.06.201812:44:33 |021:5413

26.06.2018 14:14:04 26.06.201814:14:06 |000:00:01 “ibration sensor sighal (vibra

~126.06.2018 14:16:19 26.06.201814:76:20 |000:00:01 “ibrafion sensor signal (¥ibra:

aC e N0 1 a0190 oz ne an1o 1491030 anan.nd Al time nmnme i | A

Left-clicking an entry in the reference information area twice opens a dialog box, which contains a full description of object
properties.

B h= HE0oa XFHIE O @9 =»
D [*] Name ~ | Distri T T T T T
1 12 Osipenka sir, ecord =

a7Johnreed st [ I =

850017 10 Green spruce dr.

8 55016
47 John Reed str.

3.8 Custom filter in the Log Panel

In addition to the basic filters by the time of registration and the duration of the alarms (see The number of alarms displayed at
the Log panel), it is possible to configure a custom filter to display certain alarms depending on the conditions. This filter is

applied to both the Log Panel and the Control Panel.

Click to set up the custom filter. The Filter builder dialog opens.

Iter builder - [untitied.fit]

AND  <rooty

| press buttan to add new condition

x|

Save... | QK | Close | Apphy

The following operations can be required for setting the filter:
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1. Add a condition or subcondition. To add a condition click the press button to add a new condition button or in the filter
menu click the corresponding item. The condition menu opens by clicking the ... or Filter.

E; Filter builder - [untitied.fit]

AND <roots
------ I:l Ohjectcode egual <emply>

...... Add condition im pty>
: Add subcondition

e .-l_l <Erm pt:?,-}
Remove condition

rm ew condition

2. Remove a condition. To remove a condition, click the corresponding item in the condition menu.
3. Select a logical function for combining conditions. A drop-down list for selecting the logical function opens on the left-
clickon thel

NMOT AND g <camptys
; MNOT OF
o [:]IDmemcude equal <emphy>

| press button to add new condition |

4. Select a field for comparison. A drop-down list for selecting the field for comparison opens on the left-click on the field
name.

AMD <roote

Bl

" IZI Name <empty>
Fegion

predCistrict conditian
Cify

Cameras

Disk, GE

Disks

IF address

First record

Disks temp. -

>

5. Select a method of comparing. A drop-down list for selecting the method of comparing opens on the left-click on the

Lo III Ohject code less

less orequal

| press button to ad greater

greater or equal
empty

not ermphy
between

not between

in array

notin array
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6. Select a value for comparing with. A way to select the value depends on the field type. For example, a date can be set
using a calendar, a name can be entered in a field, etc.
Data selection:

‘ ...... D Flrst recnrd Euual _. ................................. B

|press button o add new| ¢ MieHe  » € 2018 b
ne cdH4YM C B
MMM n 12 3
4 5 B 7 8 910
1112 13 14 15 16 17
18[19]20 21 22 23 24
JROPRE2F 28 29 30 1
e 3 49 5 B 78
Today | Clear |

An array of values:
I:I Objectcode in array (}

1]

After completing settings, the filter can be saved to a file with the .flt extension by clicking the Save... button. This file can then
be opened using the Open button.

The custom filter on the Log Panel can be set by a script - see ATM-Intellect Administrator's Guide, section Sample script for
setting custom filter in the Log Panel.
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4 Owner Panel

4.1 Owner Panel interface

The Owner Panel always operates along with the Control Panel. The Owner Panel interface is shown on the figure.

sEH h=
D[~ Name
1 12 Osipenka st
»/550016 47 .J
550017 10G

IF% |100,00/IN%

= E0 0 KE X

Owners are represented on the panel as rectangles. The color of the rectangle indicates whether there are alarms on the objects
that belong to the owner:

1. White (there are no errors on the objects that belong to the owner);
2. Red (on the objects that belong to the owner there are errors and alarms that are not confirmed by the operator);
3. Pink (on the objects that belong to the owner there are errors that are confirmed by the operator).

Left-click the owner, the rectangular is framed blue and only those objects that belong to the owner are shown on the Control
Panel.

Information on the Owner Panel is updated after every data loading from the database. Current time of data display on the
Owner Panel is shown in the CVT field.

To update display data click the button. If there are new data in the database, they will be displayed on the Owner Panel.

4.2 Objects displayed on the Owner Panel

According to the user rights set at the stage of system configuration (see Configuring the ATM Monitoring object section of
Administrator's Guide), not all the owners registered in the system can be displayed on the Owner Panel. Information on the
displayed and total number of owners is shown in the upper-left of the Owner Panel.

Moscow subsidiary Samara subsidiary Yakutsk subsidiary

4.3 Viewing Event log for all objects

To view all the events logged in the Monitoring software package click the E (Event log) button on the Owner Panel. The
Event log window appears. This table can be sorted by any column or the column can be filtered.
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ID = Alamm date = End ~| Name = |Region |~ Distict |~/ City ~ Confirm = Alarm type ~||Device .
BA0017|26.06.2016 14:25:38  |26.06.2018 14:25:39 |10 Green spruce dr. L] Lock sensor signal Lock
BA0017 |26.06.2016 14:25:48 | 26.06.2016 14:25:48 |10 Green spruce m) Add. sensor signal Add. sensor
550016 | 26.06.2018 14:29:05  |26.06.2018 14:29:06 |47 John Reed str. O “ibration sensor sighal |Vibration sensor
550017 |26.06.2018 14:29:05  |26.06.2018 14:25:06 |10 Green spruce dr. m) Lock sensor signal Lock
550017 |26.06.2018 14:29:29  |26.06.2018 14:29:30 |10 Green spruce dr. a “ibration sensor signal |Vibration sensor
BEO01G | 26.06.2018 14:29:39  |26.06.2018 14:29:40 |47 John Reed str. L] “ibration sensor signal | Vibration sensor

N B50017 |26.06.2016 14:28:69 | 26.06.2018 14:30:00 |10 Green spruce dr. m) Lock sensor signal Lock
BA0016 |26.06.2016 14:30:01  |26.06.2018 14:30:02 |47 John Reed str O “ibration sensor sighal | Vibration sensor
550017 | 26.06.2018 14:30:01 26.06.2018 14:30:02 |10 Green spruce dr. O “ibration sensor sighal |Vibration sensor
550016 | 26.06.2018 14:30:25  |26.06.2018 14:30:26 |47 John Reed str. (m) “ibration sensor signal |Vibration sensor
550017 |26.06.2018 14:30:25 | 26.06.2018 14:30:26 |10 Green spruce dr. m] “ibration sensor signal |Vibration sensor
BE0017|26.06.2018 14:30:43  |26.06.2018 14:30:50 |10 Green spruce dr. [m] Overtheat sensor signal |Overheat sensor
550017 |26.06.2016 14:30:59 | 26.06.2016 14:31:00 |10 Green spruce dr. m) Overheat sensor signal |Overheat sensor

MEGE0016 26062018 14:32:29  |26.06.2016 14:32:30 |47 John Read str. L] “ibration sensor signal |Vibration sensor |

®

Use the Event log window in the same way as you use it on the Control Panel - see Event log.

Note.

Operator's Guide

To view all the events logged for objects that belong to the selected owner, call the Event log window on the Control
Panel - see Event log.

4.4 Viewing details on alarms for all system objects

To view the details about all system objects click the E] button on the Owner Panel. The Details window appears.

Details

®

Note.

D [&

Objectcode |~ Name

~| Camer|~| Disk, GB |~/ Disks |+

IPaddress = Firstrecord

_lof]

v Disks ter = | O

» EEOO16

47 John Reed str

1

B

1

192.168.106.2 | 20.06.2018

Mot support,

55007

10 Green spruce dr.

4

3

1

192.166.106.2  |20.06.2016

Mot support,

12 Osipenko str.

To view all the events logged for objects that belong to the selected owner, call the Details window on the Control

Panel .

Use the Details window in the same way as you use it on the Control Panel and Log Panel - see Information on the object.
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5 Alarm message window

To attract the extra attention to alarm situations use the Alarm messages window object.

Architecture Hardware

g5 Computer
- [B TIDK Interface 1

-3 Video Capture Device 1

Elih ATM-Intellect Workstation 1

to M Surveilance Object 1

If there is the Alarm messages window object in the settings tree of Intellect software, the alarm situations will be displayed in
the Control panel and Log panel interface objects and in the separate pop-up window. Examples of such pop-up windows are
displayed in figures.

Communication channel : failure| 261213 Communication channel : OK [261213
| 035343 [09:53:51
Source  ATM maching 1 Source  WATM machine 1
Area | Area |
Add. info | Add. info |

: | T || Confirm all | | Cancel |

I<T

Alarm messages for Communication channel

| * | *r || Confirm all || Cancel |

Camera disabled 261213 Camera enabled (261213
10:03:53 10:05:53
Source  ATM machine 1 Source  ATM machine 1
Area | frea |
Add. info |[Camera 1 [id=1] Add. info  |Camera 1 [id=1]

| > | 53 || Confirm all || Cancel |

Alarm messages for camera enabling and disabling
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6 Search in archive

6.1 Search in archive purpose

The Search in archive component does the following:

1. Generates and sends search queries for captioned videos, and receives video info search results.
2. Generates and sends search queries for video frames, both captioned or uncaptioned, and receives video info search

results.

3. Generates and sends search queries (based on video info search) to the video archive for an object, and receives and
visualizes the search results (frames or fragments).
4. Views and prints search results (frames or fragments).

6.2 Video archive search request for captions

To create and send a video archive search request (By captions mode), you must do the following:

1. Ensure that the Search in archive component is displayed.

Object name - 1D | Camera | Date and time | Text

Query

meout {min.): 3

Vo | Fames ]

2. Search timeout is specified in the Data receive timeout (min) list.
3. Create a search query for the archive, using the following parameters:

a.
b. Set date and time of search period ending in the to: field.
C.

d. Specify any keyword (available only in By captions mode).

Set date and time of search period beginning in the Period from: field.

Set the switch into By captions position.

(@ Note.

If ATM-Intellect Pro software is installed with /ntellect 4.10.0 or later versions, it is possible to use the *
symbol while searching by titles to search for any number of any characters. Example:

card* -> search results will include captions containing words “card”, “card-reader” etc.

card ->search results will include only captions containing word “card”.

If ATM-Intellect Pro software is installed with /ntellect 4.9.8 or previous versions, each word is implicitly
framed in *. Example:

card -> search results will include captions containing words “card”, “card-reader” etc.

4, Select an object in the object description list and click the Search button.
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(@ Note.
You can stop searching at any time, by clicking the Cancel button.

5. If search is successful, the archive results are shown as a list of entries. Only 500 results can be displayed.

Object name - 1D | Camera | Date and time | Text

b
E ; Camera 1[1]|26.06.201 16:07:23 |ID : 550016 ALARM: VIBRATION

h

Period from: 6/26/2018 > |§ 3:02:00PM =
(R 6/26/2013 > B 429:50PM =

Data receive timeout {min.): 3
[ seach J  Cancel |

Query

[ vieo J| Fomes |

& Attention!
These data are taken from the /Intellect database at the object. Data retention time is configured in the Programming
tab, in the Security zone object settings panel, under the Events archive length option (measured in days).

6.3 Video archive search request for video fragments

To create and send a request to the video archive (By video clips of all cameras mode), you must do the following:

1. Make sure that the Search in archive component is displayed.

Loads

Object name - 1D | Camera | Date and time | Text

Search

Period from: 6/26/2018 ~|§ 2:0200PM =
R 6/26/2018 ~ |l 4:2950PM =

Data receive timeout {min.): 3
[ seacn J  Cance |

Query

| Viceo | Frames ]
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2. Select an object in the Object name list.
3. Generate an archive search query, using the following parameters:
a. Setdate and time of search period beginning in the Period from: field.
b. Set date and time of search period ending in the to: field.
c. Setthe switch into the By video clips of all cameras mode.

(@ Note.

Operator's Guide

To search by video fragments of a specific camera set the switch into the By video clips of camera mode
and specify the camera in the drop-down list.

4. Click the Search button. If search is successful, the archive results are shown as a list of entries. Only 500 results can be

displayed.

30200PH 2
[CR 6/26/2018 ~ W 42550PM =

By captions

+ B

Query

5. The data so obtained can be used to generate an archive query (see Video query).

& Attention!

[

| Camera

Camera 1[1]

| Date and time

26.06.2013 16:09:05

| Text

Harddisk rec

Camera 1[1]

26.06.2013 16:09:00

Record on disk stopped

Camera 1[1]

26.06.2018 16:08:52

Harddisk rec

Camera 1[1]

26.06.2013 16:07:28

Record on disk stopped

Camera 1[1]

26.06.2013 16:07:14

Harddisk rec

Camera 1[1]

26.06.2013 16:07:13

Record on disk stopped

Camera 1[1]

26.06.2013 16:07:02

Harddisk rec

Camera 1[1]

26.06.2013 16:06:58

Record on disk stopped

Camera 1[1]

26.06.2013 16:06:53

Harddisk rec

Camera 1[1]

26.06.2013 16:06:52

Record on disk stopped

Camera 1[1]

26.06.2018 16:06:47

Harddisk rec

Camera 1[1]

26.06.2013 16:06:38

Record on disk stopped

Camera 1[1]

26.06.2013 16:06:33

Harddisk rec

Camera 1[1]

26.06.2018 16:06:32

Record on disk stopped

Camera 1[1]

26.06.2013 16:06:30

Harddisk rec

Camera 1[1]

26.06.2013 16:05:40

Record on disk stopped

Camera 1[1]

26.06.2018 16:05:14

Harddisk rec

Camera 1[1]

26.06.2013 16:05:12

Record on disk stopped

Camera 1[1]

26.06.2013 16:05:07

Harddisk rec

These data are taken from the /Intellect database at the object. Data retention time is configured in the Programming
tab, in the Security zone object settings panel, under the Events archive length option (measured in days).

6.4 Frame query

The Search in archive component allows querying video frames from an object. To do that, proceed as follows:

1. Perform video search by captions or by clips as described in the corresponding sections.

2. Search results are displayer as a list. Click the right mouse button on a field of interest in the list of results. The menu with
Video query and Frame query items is displayed.
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3. If Frame query item is selected, the Frame query dialog box appears. You can also call this dialog box by clicking Frames
button in the Query group.

N, 06. 2018 16:09:15

Camera

Mumber of frames

Start

+ |mmediatehy

Schedule 6.06.2018 16:10:24 s

Data receive timeout, sec.

¥| Open immediatehy
| Cancel |

4. The Date and time and Camera fields are automatically filled.

5. The msec. field allows specifying the query time to the millisecond.

6. If number of frames is more than one, the Interval between frames field appears. Interval between frames is specified
with millisecond precision.

7. Inthe Start area select time to perform request: Immediately or Schedule.

8. Timeout of frame receiving is set in the Data receive timeout, sec field.

9. Ifthe Open immediately checkbox is set, then after data download completed they will be placed into the archive and
visualized. Otherwise data will only be placed into the archive. To view such data you can use the ATM Monitoring
Reports component.

10. After all fields values are specified, press New.
11. Task process is viewed on the Downloads tab. If data downloaded successfully and if the Open immediately checkbox
was set, the downloaded frame will be displayed.
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49802 Byte

Irrespective of the frame size, it is displayed at 352x288 in the opened window. To view the image in the original resolution, click

the Original size button m To view the image in full screen mode click the Full screen button

If frames are downloaded correctly, it is possible to go to the folder with these frames. For this right-click the corresponding
frame and select the Show in folder item.

Date and time of
requested video clip

550016 47 7u = ] [1] 20.06.2018 19:51:51.000 Video Ready

6.5 Video query
The Search in archive component also allows querying small video fragments from an object. To do so, proceed as follows:

1. Perform the search by captions or by video clips as described above.
2. The archive results are shown as a list of entries. Click the right mouse button on a field of interest in the list of results.
3. The menu with Video query and Frame query items is displayed.
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4. If Video query item is selected, the Video query dialog box appears. You can also call this dialog box by clicking Video
button in the Query group.

N = ki - . 06 2018 16:09:05

Camera
Length
Bandwidth Without limitations

Start

+ |Immediately

AT 6.06.2018 16:25:45 v

Data receive timeout, sec. 600

5. The Date and time and Camera fields are automatically filled.
6. The Length (sec) field allows specifying the received video fragment duration.

¥| Open immediatehy

@ Note.
If the value in the Length (sec) is more than 120 you will be proposed to use 120 value. This is done so that the

user could consciously create queries in the result of which a large data file will be exported from the video
archive on the ATM-Intellect Pro. To remove that restriction click Settings in the bottom left part of the Search
in archive window and in the appeared dialog box specify the Maximum length of loaded video clip, sec value.
After all fields values are specified, press New.

Con

|P address

Port

Client code

BET

() Note.
The video fragment is exported at ATM-Intellect Pro using the Axxon_player.exe utility, which is part of

base Intellect installation. This utility does not support the function of frame by frame export. This means
that the whole clip or set of clips corresponding to the selected date and time will be exported, depending
on the value of the Length (sec) parameter.

In the context of a single clip, it's impossible to request only part of it.
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To reduce use of network bandwidth the Bandwidth list is used.

In the Start area select time to perform request: Immediately or Schedule.

Timeout of video receiving is set in the Data receive timeout, sec field.

10. If the Open immediately checkbox is set, then after data downloaded completely they will be placed into the archive and
visualized. Otherwise data will only be placed into the archive. To view such data you can use the ATM Monitoring
Reports component.

11. After all fields values are specified, press New.

12. You will get to the Downloads tab where the task performance process is displayed. During receipt of a video fragment,

the file's size, amount downloaded and transmission speed are shown.

[ Searchin archive

© o~

Requested Date and time of s Speed, Receive
length, sec. | planned start KBps KB

Date and time of

requested video clip Xml | Comment

Type Status Loaded, %

Object name

550016 47 John Reed str. Camerz 1[1] 26.06.2018 16:09:05.000 Frames |Ready 100% 26.06.2018 15:10:54 48 0 48
|I 550016 47 John Reed str. Camerz 1[1] 20.06.2018 19:51:51.000 Video  |Ready 100% 10 22.06.2018 17:48:10 n7 (0 11793
|I 550016 47 John Reed str. Camerz 1[1] 20.06.2018 19:51:59.000 Video  |Ready 100% 10 22.06.2018 17:47:48 2784 ) 8784

13. You can stop loading the video fragment at any time, by clicking the Pause button.
14. If the Open immediately checkbox is set, after it is loaded, the video fragment will be played in the Axxon Player.

[l Axxon Player =NEe X

03:34:08 PM
TP P ol

032:34:06 FM O

Successfully completed task is marked with green in the list. Double-click on such task to visualize received video fragment or
frame. It is also possible to go to the folder with downloaded videos. For this right-click the corresponding frame and select the
Show in folder item.
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Search in archive

Date and time of

requested video clip Type

Status ‘ Loaded, %

26.06.2018 16:09:05.000

The Search in archive module supports broken download resume. If during the download the link with ATM-Intellect Pro was lost,
after two minutes timeout the download status will be changed into “Network failure” and in the Commentary field the message
will be displayed that no data transferring is performed in the moment. After ten seconds periodic attempts to resume data
download will begin. Attempts period is one minute. After connection with ATM-Intellect Prois reestablished, data download will
continue from the position where it stopped. Broken download resume mechanism is implemented using temporary files that
are stored on the ATM-Intellect Pro and ATM-Intellect Workstation. These files are stored for three days by default. After this time
they are deleted. For example, if you create a clip download task and while loading press "Pause" and resume the download in
five days, the data will be downloaded from the beginning. To change temporary files storage time set the required value in days
in the StoreVideoFiles parameter of DWORD type in the HKLM\SOFTWARE\BITSoft\VHOST\VHostService registry branch for 32-bit
0S (HKLM\SOFTWARE\Wow6432Node\BITSoft\VHOST\VHostService for 64-bit OS). When the parameter is changed restart the
Videosrv.exe.

The old tasks can be deleted from the list with Delete button on the Downloads tab. Tasks are stored for 100 days maximum. If
you want to limit the number of tasks that are shown in the Loads tab, use the Task archive size, days parameter in the
Settings window opened by Settings button in the lower left corner of the Search in archive screen (see p. 10).

& Attention!
If the requested video clip is very long (more than a minute long) it is necessary to increase the Data receive timeout
value. This is due to the fact that it takes time to export a long video fragment on the ATM-Intellect Pro.
If the Intellect software shuts down, all download tasks with “Downloading” status are paused. To resume download
start these tasks manually.

6.6 Automated video clip loading
6.6.1 Video clip request file

The data source for loading video clips is the .xml text file. The uniqueness of the name of this file is provided by the third
party system that forms this file.

The request file includes the following parameters:

Name Description

ID Partition of Control object identification number.

DateTimeBegin Date and time of recording start and search by titles start in the following format: DD-MM-
YYYY hh:mm:ss

DateTimeEnd Date and time of search by titles end in the following format: DD-MM-YYYY hh:mm:ss

Note. To be used if the Titles parameter is not set to 0

Length The length of the requested video clip. Possible values: 1 - 9999

DateTimeExecute Date and time to execute the request of the video clip in the following format: DD-MM-YYYY hh:mm:ss

Note. If 0 is set for this parameter, the request is executed immediately.

Searchin archive - 58



Operator's Guide

Cam Camera sequence number from top to bottom. The need to use the camera sequence number
rather than the internal number is due to the fact that the internal camera number is not
transmitted from older system versions.

Example. There are 3 cameras on the Agent of Control:
1. Number="1". Name="Camera 1. Door"

2. Number="3". Name ="Window"
3. Number="5". Name ="Arch"

The cameras are added to the Partition of Control in the following order:

1. "Camera 1. Door"
2. "Arch"
3. "Window"

Cameras are displayed on Server of Control in the corresponding order. Thus, to get a video from
the camera "Arch’, the parameter Cam should be equal to 2.

Note. If you specify 0, the video clips are downloaded from all object video cameras added while
setting the Agent of Control.

Titles A string to search by titles. The string should not be longer than 40 characters.

If Agent of Control is installed with Intellect version 4.10.0 or higher, use * to search for any number of
characters, for example:

+ sala”-the search by this strings returns all titles with words beginning with
"sala", e.g. "salad", "salamander".

+ salad- the search by this strings returns the titles with the word "salad" only.

+ sala - the search by this strings returns no titles unless they include exact
match.

If the Agent of Control is installed with Intellect version 4.9.8 and below, all words beginning
with the search string will be found, for example:

+ sala-the search by this strings returns all titles with words beginning with
"sala", i.e. both "salad" and "salamander".

Note 1. If you specify a value of 0, no titles will be searched. Also, in this case, the parameters
OnlyWithTitles and DateTimeEnd are shall not be used.

Note 2. If you specify an empty string, the search will be performed by any titles.

Note 3. To use the characters in the search string as characters only, not as markup, use the
CDATA section.

OnlyWithTitles Download video clip if titles found only. Possible values:
0 — video clip is downloaded

1 — video clip is not downloaded

DownloadSpeed Download speed of the video in KB / sec. Possible values: 0 - 1000

Note. If you specify a value of 0, then the download speed is not limited.

See the example of the file on the picture below.

Search in archive - 59



Operator's Guide

<?xml version="1.8" encoding="utf-8" 7>

<Settings>
<ID»558816</I0>
<DateTimeBegin»28-83-2017 12:88:80</DateTimeBegin:
<DateTimeEnd>28-83-2017 19:08:88</DateTimeEnd>
<Length>1@</Length>
<DateTimeExecute»d</DateTimeExecutes
<Cam>1l</Cam:
<Titles><![CDATA[ 1]></Titles>
<0OnlywWithTitles>1</OnlyWithTitles>
<DownloadSpeed»8</Downloadspeed:

</Settings>

6.6.2 Operating principle of automated video clip loading

@ Note.
See Video clip request file for description of request file. See note in Configuring automated video clip loading for
description of folders.

The Search in archive module scans the In directory for the request files every 10 seconds. When the request file appears,
the task is set up to load the video clip according to the contents of this file. At this point, the request file is moved to the
In\Work directory. If the Titles parameter is set to a value other than 0, the query for finding titles in the specified time
period from DateTimeBegin to DateTimeEnd is pre-executed. If the search finishes successfully, a request is generated to
load the video, in which the date and time of the first record in the title search results is specified as the date and time of
the beginning of the export from the archive.

If the request file could not be read or the request file parameters are incorrect, then the it is moved to the OutError
directory. If the request was correctly generated, but the video was not downloaded for any reason, then the request file is
transferred to the OutFail directory. If the video clip is successfully downloaded, the request file is moved to the
OutSuccess directory.

During the creation of the task, the query_M.log text log file is created in the In directory for the request files, where M is
the current month. This log file stores information about all the movement of request files and errors during their
execution.

On the Downloads tab in the interface of the Search in archive module, there is an Xml column. If the download task was
generated based on the request file, this field will indicate the name of the file.

Searchin archive |

Date and time of % Requested Date and time of
bitclh bt ) e e Losded it ket k2
2
47John Reed st |Camera 11] 20.06.2018 19:51:59.000 2062018174748 (e7ee |0 |a7es |2s03z017_tsov07_ssooteam ||
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7 Characteristics of video data transfer during the transaction

Video data transfer from the ATM-Intellect Pro to the ATM-Intellect Workstation is performed by request from the Search in
archive module and when the alarm is detected. While performing the financial transaction on the ATM, the video data transfer is
temporarily stopping. The following cases are possible:

1. Transaction starts during the video segments loading performed by the Search in archive module. In this case the loading
stops (it is paused). In the Comment field the information is displayed that pause is due to transaction. Loading is
continued after the transaction is completed.

2. Loading request from the Search in archive module is received during the transaction. Export of required video segment is
performed on the ATM-Intellect Pro, but the data loading does not start. Loading is displayed as paused. In the Comment
field the information is displayed that pause is due to transaction. Loading is continued after the transaction is
completed.

3. Transaction starts during the alarm processing. In this case the loading stops (it is paused). While the transaction is not
completed the list of “delayed” alarms for sending is created. After the transaction is completed the ATM-Intellect Pro
starts sending the “delayed” data which contains alarms corresponding to alarms detected during the transaction in
order reversed to their receiving. The last “delayed” delivery will be send first, as the most actual.

4. Alarm appears during the transaction. The ATM-Intellect Pro sends messages with description of detected alarm or failure
with its description on the ATM-Intellect Workstationimmediately, when the informational delivery is ready. Also, the
message that loading of corresponding video data will be stopped is sent. While the transaction is not completed the list
of “delayed” alarms for sending is created. After the transaction is completed the ATM-Intellect Pro starts sending of
“delayed” data which contains alarms corresponding to alarms detected during the transaction in order reversed to their
receiving. The last “delayed” delivery will be send first, as the most actual.

In case if ATM financial transactions and video data from ATM-Intellect Pro are transferred by different connection links and if the
good connection link is in use, it is possible to allow loading of video data during transaction. To do so create the string
parameter «stop_data_by_trx» with the «0» value in the HKEY_LOCAL_MACHINE\SOFTWARE\BITSoft\VHOST\VHostService
registry section for 32-bit OS (HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BITSoft\VHOST\VHostService for 64-bit).
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8 ATM Monitoring reports
8.1 ATM Monitoring reports purpose

The ATM Monitoring reports component automates processing of statistics about system functioning. You can create the
following types of reports:

Report on technical faults;
Report on alarm situations;
Video report;

Statistical report;
Statistical report by owner.

o

Some reports can be hidden while configuring the system - see Configuration of the ATM Monitoring Reports object.

General view of ATM Monitoring reports window is shown in figure.

NO|¥@|OM6K

() Note.
Format of date and time present in reports depends on system regional and language options

8.2 Report on technical faults

To start generating the report, click the System faults button.

Adialog box then appears, with the parameters necessary for report generation.
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= System failures ] EI

all ohjects

all ohjects

all objects

_ all objects

Failure type _ all failures
J2BS208

| 12:00:00 AM
End date | B/26/2015

| 03:42:05 P

Cancel

This dialog box allows setting the following report parameters:
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1. Time period for the report. Use the Beginning date, Beginning time, End date, and End time parameters for this.

2. Object description. This setting allows switching between the two report modes:

a. Reporton all system objects
b. Report on one system object

= system failures

Object description

=]
100G

8 (12 Ozipenko str.
47 John Reed st

all Failures

e, SAMNETTE

................................................................. [] archive

9| no connection with object

[ ] ho connection with manitaring object

e N ] videosystem software
.................................................................................. |:| temperature senzar set

[ THDD failure

4, Sorting. A report can be sorted in one of two ways:

a. Byevents ("cameras", "archive", etc).
b. Bytime of event start

leaqinning hme

Sorting

After configuring all parameters, click OK. The report appears in a new window.
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Report issue date: 6/26/2018 3:47:21 PM

Report - system failures

Object: all objects report

Failure type: all failures

Period: from 6/26/2018 12:00:00 AM to 6/26/2018 3:47:17 PM

Region: all objects

District: all objects

City: all objects

Event Beginning End Duration

Object: "10 Green spruce dr.” (550017)

No connection with object (192.168.105.2) 6/25/2018 6:30:34 PM  6/26/2018 12:42:33 PM 0d. 18h. 11m. 59s.

No connection with object (192.168.105.2) 6/26/2018 2:55:44 PM 6/26/2018 2:58:38 PM 0d. 00h. 02m. 54s.

Mo connection with object (192.168.105.2) 6/26/2018 3:06:57 PM 6/26/2018 3:07:00 PM 0d. 00h. 00m. 03s.

No connection with object (192.168.105.2) 6/26/2018 3:07:08 PM 6/26/2018 3:07:11 PM 0d. 00h. 00m. 03s.

Software error (Basic software) 6/26/2018 2:56:38 PM 6/26/2018 3:00:358 PM 0d. 00h. 02m. 00s.

Archive size not enough (Camera 2) 6/25/2018 2:50:20 PM B/26/2018 12:44:33 PM 0d. 21h. 54m. 13s.

Archive size not enough (Camera 3) 6/25/2018 2:50:20 PM  6/26/2018 12:44:33 PM 0d. 21h. 54m. 13s.

Archive size not enough (Camera 4) 6/25/2018 2:50:20 PM  6/26/2018 12:44:33 PM 0d. 21h. 54m. 13s.

Archive size not enough (Camera 5) 6/25/2018 2:50:20 PM  6/26/2018 12:44:33 PM 0d. 21h. 54m. 13s.

Object: "12 Osipenko str.” (1)

Mo connection with object (Communication 6/26/2018 2:41:16 PM Continues 0d. 01h. 06m. 05s. -

channel) B

Obiect: "47 John Reed str.” (550016) H
[Pagetnn | [ I

The same report, generated for a single object, looks as shown in the figure.
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Report issue date: 6/26/2018 3:53:02 PM

Report - system failures

Object: 10 Green spruce dr.
Failure type: all failures
Period: from 6/26/2018 12:00:00 AM to 6/26/2018 3:47:17 PM
Region:
District:
City:
Event Beginning End Duration
Object: ™10 Green spruce dr.” (550017)
No connection with object (192.168.105.2) 6/25/2018 6:30:34 PM  6/26/2018 12:42:33 PM 0d. 18h. 11m. 59s.
No connection with object (192.168.105.2) 6/26/2018 2:55:44 PM 6/26/2018 2:58:38 PM 0d. 00h. 02m. 54s.
No connection with object (192.168.105.2) 6/26/2018 3:06:57 PM 6/26/2018 3:07:00 PM 0d. 00h. 00m. 03s.
No connection with object (192.168.105.2) 6/26/2018 3:07:08 PM 6/26/2018 3:07:11 PM 0d. 00h. 00m. 03s.
Software error (Basic software) 6/26/2018 2:58:38 PM 6/26/2018 3:00:38 PM 0d. 00h. 02m. 00s.
Archive size not enough (Camera 2) 6/25/2018 2:50:20 PM 6/26/2018 12:44:33 PM 0d. 21h. 54m. 13s.
Archive size not enough (Camera 3) 6/25/2018 2:50:20 PM  6/26/2018 12:44:33 PM 0d. 21h. 54m. 13s.
Archive size not enough (Camera 4) 6/26/2018 2:50:20 PM 6/26/2018 12:44:33 PM 0d. 21h. 54m. 13s.
Archive size not enough (Camera 5) 6/25/2018 2:50:20 PM  6/26/2018 12:44:33 PM 0d. 21h. 54m. 13s.
H
T |l - -

Each report window has a toolbar.

Zoorm: 100

No. Description

1 Scale

2 Open report

3 Save report

4 Print

5 Search for text in report

The Save report and Open report buttons are worthy of special attention. If the ATM Monitoring Reports component cannot
access a printer or the report must be saved electronically for later viewing, you can save the report as a file with
the .frp, xls, .xml, .rtf, or .html extension. This file can later be opened on another workstation.

8.3 Report on alarm situations

To begin generating the report, click the Alarms button.

A dialog box then appears, with the parameters necessary for report generation.
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all ohjects

all ohjects

all objects

all ohjects

all events

ginning date E/26/2018
12:00:00 &k

. B/26/2018
End tirme 03:53:25 PM

event

Cancel

This dialog box allows setting the following report parameters:

1. Time period for the report. Use the Beginning date, Beginning time, End date, and End time parameters for this.
2. Object description. This setting allows switching between the two report modes:
a. Reporton all system objects
b. Report on one system object

ect dezcription all objects

[ Green zpruce dr.
112 Oszipenko str.
47 John Beed st

3. Alarm event. This se ing allows specifying the pe of alarm event for which you want to génerate areport. You can also
create a report for all alarm events that occurred during a specified interval of time.

all events
vibration zenzar zignal

|| lock. zenzor signal

M1 overheat zenzor signal
[] additional senzar signal

N [ temperature: warning

-------------------------------------------------------------------------- [ ] temperature: alarm

...................................................................................... [ signal from LIPS

[ ] default PC restart

[ | non-default PC restart

4, Sorting. Areport can be sorted in one of two ways:

a. Byevent ("Signal from vibration sensor", "Signal from lock sensor", etc.)
b. Bytime of event start

Sorting

After configuring all parameters, click OK. The report appears in a new window.
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Report - alarms

Report issue date: 6/26/2015 4:00:33 PM

Object: all objects report
Alarm: all events
Period: from 6/26/2018 12:00:00 AM to 6/26/2018 3:59:25 PM
Region: all objects
District: all objects
City: all objects
Event Time

Object: "0 Green spruce dr.” (350017)

Vibration sensor signal
Vibration sensor signal

6/26/2018 2:14:07 PM
6/26/2018 2:14:37 PM

Vibration sensor signal 6/26/2018 2:14:59 PM
Vibration sensor signal 6/26/2018 2:15:24 PM
Vibration sensor signal 6/26/2018 2:15:44 PM

Vibration sensor signal
Vibration sensor signal
Vibration sensor signal
Vibration sensor signal
Vibration sensor signal
Vibration sensor signal
Vibration sensor signal

6/26/2018 2:16:22 PM
6/26/2018 2:17:01 PM
6/26/2018 2:17:27 PM
6/26/2018 2:17:32 PM
6/26/2018 2:18:25 PM
6/26/2018 2:19:28 PM
6/26/2018 2:19:55 PM

8.4 Video report

To start generating the report, click the Video report button.

{ Ly

A dialog box then appears, with the parameters necessary for report generation.

Operator's Guide
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Budeoreport

all ohjects

wﬁ“ zhapshotz - operations
Beginning da _ B/26/2018
| 12:00:00 A
End date | B/26/2018

Cancel

This dialog box allows setting the following report parameters:

1. Time period for the report. Use the Beginning date, Beginning time, End date, and End time parameters for this.
2. Object description. This setting allows switching between the two report modes:
a. Reporton all system objects
b. Report on one system object

Object dezcrption all objects

Beqginning date

..................................................................... 12 Dzipenko str.
ginning time 47 John Beed =t

3. Report type. This setting allows switching between the five available reports:

a. snapshots - operations. These are snapshots during the time when bank card transactions were being performed
at the ATM.

b. snapshots - alarms. These are snapshots after an alarm sensor was triggered at the object ("Vibration sensor",
"Lock open sensor", etc.).

c. snapshots - other. These are snapshots obtained by a custom video archive query.

d. video frames - alarms. These are video frames obtained after an alarm sensor is triggered at the object.

e. video frames - other. These are video frames obtained by a custom video archive query.

gnapshotz - operations

shapshotz - alarms

T Eia

gnapzhotz - other

video clipz - alarms

]

video clipz - other

4. If the snapshots - operations report type is chosen, the Camera ID, Card number, and Operation sum settings become
available.

5. If the snapshots - other report type is chosen, the Camera ID setting becomes available. This setting can specify the
number of the camera that has snapshots of interest.

ATM Monitoring reports - 68



Operator's Guide

all ohjects

wﬁ“ shapshots - aperations
| B/26/208
) 12:00:00 AM
| B/26/2018

11:59:59 PM

all cameras

camera 11
camera 02
camera 03
camera 04
camera 15
camera 06
camera 07

After configuring all parameters, click OK. A separate window displays the results of search for snapshots for the specified
criterion.

| \ibr a 4 :
10 Green spruce dr. [550017) Camera 2 [2] Yibration sensar B/26/2018 314:37.000 PM
10 Green spruce dr. [550017) Camera 2 [2] “ibration sensar B/26/2018 314:54.000 P
10 Green spruce dr. [550017) Camera 2 [2] “ibration sensar B/2B/2018 2:15:24.000 Pt
10 Green spruce dr. [550017) Camera 2 [2] “ibration sensor B/26/2018 315:44 000 Phd
[0 Green spruce dr. (550017) Camera 2 [2] Wibration sensar B/26/2018 316:21.000 PM
10 Green spruce dr. (550017) Camera 2 2] Wibration sensor B/2B/2018 3:16:56.000 Pid
10 Green spruce dr. [550017) Camera 2 2] Wibration sensor B/2B/2018 317:04.000 PH
10 Green spruce dr. [550017) Camera 2 (2] Wibration sensor B/2E/2018 317:32.000 PM
0 (10 Green spruce dr. (550017) Carmera 2 (2] Wibration sensor /2672018 317:41.000 PM

11 10 Green spruce dr. (550017) Camera 2 2] Yibration sensor B/2B/2018 318:25.000 P

12 10 Green spruce dr. (550017) Camera 2 [2] Yibration sensor B/2ZB/2018 3:13:55.000 P

1 10 Green spruce dr. [550017) Camera 2 [2] Yibration sensar B/26/2018 321:14.000 PM

14 10 Green spruce dr. (550017) Camera 2 [2] Yibration sensar B/26/2018 3:21:35.000 PM

15 10 Green spruce dr. [550017) Mamme unavailable [2) Yibration sensar B/26/2018 3:21:57.000 PM

16 10 Green spruce dr. [550017) Camera 2 [2] Yibration sensar B/26/2018 323:02.000 PH

10 Green spruce dr. [550017) Camera 2 [2] “ibration sensar B/26/2018 3:23:44.000 P

10 Green spruce dr. [550017) Camera 2 [2] “ibration sensar B/2E/2018 2:24:41.000 P
IEER 0 Gieen spruce o, (550017 Camera 2 (2] Vibration sensor 5/26/2018 325,04.000 PM
10 Green spruce dr. (550017) Camera 2 2] Wibration sensor B/2B/2018 3:29:05.000 Pt
10 Green spruce dr. (550017) Camera 2 2] Wibration sensor B/2B/2018 3:29:30.000 Pt
10 Green spruce dr. [550017) Camera 2 2] Wibration sensor B/2E/2018 3:30:071.000 Pk
10 Green spruce dr. [550017) Camera 2 (2] Wibration sensor B/2E/2018 3:30:26.000 Pk
10 Green spruce dr. (550017) Camera 2 2] Yibration sensor B/2B/2018 3:41:39.000 P

10 Green spruce dr. (550017) Camera 2 [2] Yibration sensor B/2ZB/2018 3:41:47.000 P
10 Green spruce dr. (550017) Camera 2 [2] Yibration sensor B/2ZB/2018 3:41:58.000 P
10 Green spruce dr. [550017) Camera 2 [2] Yibration sensar B/26/2018 342:07.000 P
10 Green spruce dr. (550017) Camera 2 [2] Yibration sensar B/26/2018 342:14.000 P
10 Green spruce dr. [550017) Camera 2 [2] Yibration sensar B/26/2018 342:32.000 P
10 Green spruce dr. [550017) Camera 2 [2] “ibration sensar B/26/2018 4:01:19.000 Pt
10 Green spruce dr. [550017) Camera 2 [2] “ibration sensar B/26/2018 4:02:47.000 P
10 Green spruce dr. [550017) Camera 2 [2] “ibration sensar B/2B/2018 4:02:46.000 P
IR 0 Gicen spruce o (550017 Camera 2 (2] Vibration sensor £/26/2018 404:10.000 PH

10 Green spruce dr. (550017) Camera 2 2] Wibration sensor B/2B/2018 4:05:06.000 Pt
10 Green spruce dr. (55001 7) Camera 2 2] Wibration sensor B/2B/2018 4:07:16.000 Pk

Select a record and click the Report button. A windows opens, containing the report.
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Zoom: 100

Repor

Video report - alarms

!B: 550017 ALARM: BHBPOOATHHK

Object:
Date-time on site:

10 Green spruce dr. (650017)
6/26/2018 3:17:41.000 PM

Page 141 [

K1
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Based on the results of video fragment search, you can select any entry and view the fragment by clicking the View button. The
video fragment will be played back in Axxon Player.

Results of search in local video archive

147 John Reed str. [550016]
47 John Reed str. (55001E]
47 John Reed str. (G50016)

147 John Reed str. (55001E]
47 John Reed str. (BE001E]

147 John Reed str. [550016]

147 John Reed str. (550018]

147 John Reed str. [550016]

147 John Reed str. [550016]

14 47 John Reed str. (550016]

15 147 John Reed str. (550016]
[

47 John Reed str. (G5001E)

7 John Reed st (550016
R John Feed st (50016
47 John Reed str. [550016]

47 John Reed str. [550016]

147 John Rieed str. (55001 6]

47 John Reed str. (55001E]

]
i
1
)
]
1
1
)
]
1
)
]
i
1
)
]
47 John Reed str. [550016]
1
)
]
1
)
)
]
1
)
]
i
1
)
]
1

147 John Reed str. (55001E]

Camera 1 [1)

Camera 1(1

Camera 1(1
Camera 1
Camera 1
Camera 1(1
Camera 1
Camera 1

Camera 1(1

Camera 1
Camera |
Camera 1(1
Camera 1(1
Camera 1
Camera 1

Camera 1(1

Camera 1

Camera |

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

Camera 1(1

“ibration serrsor
“ibration sersor
“ibration sensor
“ibration sensor
“Vibration serrsor
“Wibration sensor
“ibration sensor
“ibration serrsor
“ibration serrsor
“ibration sensor
ibration sensor
“ibration serrsor
“ibration sersor
“ibration sensor
ibration sersor
“Vibration serrsor
“ibration sersor
“ibration sensor
ibration sensor
“ibration serrsor
“ibration sensor
“ibration sensor
“ibration serrsor
“ibration serrsor
“Wibration sensor
“ibration sensor
“ibration serrsor
“ibration sersor
“ibration sensor
“ibration sensor
“ibration serrsor

“Wibration sensor

6/26/2018
6/26/2018
B/26/2018
6/26/2018
6/26/2018
B/26/2018
B/26/2018
6/26/2018
6/26/2018
B/28/2018
6/26/2018
6/26/2018
6/26/2018
B/26/2018
6/26/2018
6/26/2018
B/26/2018
B/26/2018
6/26/2018
6/26/2018
B/28/2018
B/26/2018
6/26/2018
6/26/2018
B/28/2018
6/26/2018
6/26/2018
B/26/2018
B/26/2018
6/26/2018
6/26/2018
B/28/2018

E M
3716:19.000 PM
3:21:22.000 P
321:44.000 P
3:22:18.000 PM
3:22:27.000 PM
223:02.000 P
323:21.000 PM
3:23.44.000 PM
3:24:16.000 P
3:24:41.000 P
3:25:04.000 PM
3:29:05.000 PM
3:29:33.000 PM
330:01.000 P
3:30:25.000 PM
3:30:37.000 PM
3:41:39.000 P
341:47.000 P
3:41:58.000 PM
3:42:07.000 PM
242:14.000 P
342:32.000 PM
401:19.000 PM
402:47.000 P
4:03:46.000 Pt
404:10.000 PM
405.06.000 PM
407:16.000 P
432:63.000 Pt
4:33:21.000 PM
4:33:25.000 PM
4:33:29.000 PM

Close
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Note that searching for frames and fragments is limited to the files that have been loaded by the Search in archive component.
This search is performed based on archive time, not the time at which the files were downloaded to the computer.

8.5 Statistical report

To start generating the report, click the Statistics button.

Adialog box then appears, with the parameters necessary for report generation.

x

all objects

Reqion | all ohjects

all ohjects

all ohjects
Beginning da B/26/2018
| 12:00:00 AM
End date | 6/26/2018

Detailed repart

Cancel
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This dialog box allows setting the following report parameters:

1. Time period for the report. Use the Beginning date, Beginning time, End date, and End time parameters for this.
2. Object description. This setting allows switching between the two report modes:
a. Reporton all system objects
b. Report on one system object
I zorption

10 Green gpruce dr.
12 Ozipenko st
0 [47 John Reed sir. |
3. Include number of cameras on object. If this option is selected, calculation of unavailability factor for cameras and
archives is performed based on the total number of cameras at the object.
4. Include archive errors. If this option is selected, the calculation of unavailability factor for archives is performed based
on the availability factor for the whole system.
5. Show alarms. If this option is selected, information about alarm situations at system objects is added to the report.
6. If the all objects value is chosen for the Object description setting, the Detailed report setting becomes available. If this
option is disabled, a system-wide statistical report is generated.
7. If the Detailed report option is enabled, the Sorting, Sort, and Availability factor threshold settings become available
for editing. A detailed system-wide statistical report is generated.

Object dezcript all objects

all ohjects

all ohjects

all ohjects
B/Z2E/2018
12:00:00 Abd
B/26/2018
04:06:15 Pk

O B0 R

withiout zorting

dezcending

Sorting

failure: cameras

failure: communication [channel]
failure: communication [agent]
failure: zoftware

failure: archive

failure: temperature senzor et e
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withaut zarting

dezcending
azcending

If the Availability factor threshold option is enabled, the Threshold value, % and Condition parameters become
available for editing. These settings allow filtering objects by an additional condition: the availability factor threshold
value.

-e] HD

loomer than threshold

Threshold value, %. Indicates the threshold level, from 0 to 100.

Condition. This parameter allows specifying a condition for filtering objects: less than threshold or greater than
threshold.

If a specific object is chosen as the Object description parameter, the Provide info about alarms and Provide info
about failures parameters become available for editing. This allows including detailed information about faults and
alarms at the object in the statistical report for the object.

10 Green gpruce dr.
| B/26/2018

| 04:06:15 PM

BOOOE

After configuring all parameters, click OK.

A sample report for a single object is shown in the figure.
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NESIE=

Zoom:

Report issue date: 6/26/2018 4:13:15 PM

Object statistics

Object: 10 Green spruce dr. (650017)

Period: from 6/26/2018 12:00:00 AM to 6/26/2018 4:06:15PM
Region:

District:

City:

Period length: 0d. 16h. 06m. 15s. Cameras: 4
Exploitation length: 0d. 16h. 06m. 15s.

Number and duration of failures:

Camera failures: (0Od. 00h. 00m. 00s.) 0
Connection lost (communication channel): (0d. 12h. 45m. 33s.) 4
Connection lost (agent). (0Od. 00h. 00m. 00s.) 0
Videosystem software failure: (0d. 00h. 02m. 00s.) 1
Insufficient archive size: (2d 02h 58m_ 12s) 4
Temperature sensor set failure: (0Od. 00h. 00m. 00s.) 0
HDD failure: (0d. 00h. 00m. 00s.) 0
Total: 9
Object availability factor: 20.6 %
Object unavailability factor (communication:communication channel): 792 % =
Object unavailability factor (communication:agent): 0.0 %
[Page1/z | S - |;| = . = 3
Figure below gives an example with various faults at the object; an availability factor and unavailability factors are given below.
Taf ;
¢ > Network Network i
Tuf net 1 Tuf net 2
¢ > 4 »
Tuf soft
Tuf_cam
Tuf
¢ >
02/01/2005 02/24/2005 02/24/2005 02/25/2005 02/25/2005 02/25/2005 02/28/2005
12:00:00 AM 12:46:40 PM 07:07:27 PM 10:57:53 AM 11:07:02 AM 05:58:55 PM 12:00:00 PM

In this example for generating a statistical report, the time period 02/01/2005 12:00:00 AM to 02/28/2005 12:00:00 AM is used. The
availability factor of an object is calculated as the ratio of object availability to the overall time period in the report in question.

AF = Taf/(Taf+Tuf)

The following significant malfunctions are included in the calculation:
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« Network
« Basic software
» Cameras

The unavailability factors of an object for these malfunctions in the example here are calculated as follows:
Object unavailability factor (network):
UF_net = (Tuf_net_1 + Tuf_net_2)/(Taf+Tuf)
Object unavailability factor (software): UF_soft = Tuf_soft/Taf+Tuf
Object unavailability factor (cameras): UF_cam = Tuf_cam/Taf+Tuf

Note that generally in the model used, the total object availability factor will not equal the sum of the unavailability factors for
specific malfunction types.

A sample overall report for the entire system is shown in the figure. The availability and unavailability factors in the report are
calculated by arithmetic averaging.

Zoom: 1

Report issue date: 6/26/2018 4:15:53 PM

System statistics

Number of objects: 2 (availability factor lower than 90 %)

Period: from 6/26/2018 12:00:00 AM to 6/26/2018 4:06:15 PM
Region: all objects

District: all objects

City: all objects

Duration: 0d. 16h. 06m. 15s. Cameras: §

Number of failures:

Camera failures: 0
Connection lost (communication channel): 7
Connection lost (agent): 0
Videosystem software failure: 2
Insufficient archive size: 5
Temperature sensor set failure: 0
HDD failure: 0
Total: 14
System availability factor: 20.7 %
System unavailability factor (communication:communication channel): 791 % :
Svstem unavailabilitv factor (communication:acent): 0.0 % =]
[Pagetiz | e . B

When generating a detailed report for the entire system, besides the page with general information, a table with detailed data for
each object is displayed.

Number of failures geelgee e | =

: 2l =l el E2]al |Ka|2dl8g 5| E| 2

Object g EEIES E ElE4 8 |% [LEJE &8 |F

s |o50oE Bl |25 T SEP 8 Y | uw |«

S| =" a|< —~ =" = S |35

ATM machine 1 of 2 o 1 o o of737(263] o0 26 0| 0
ATM machine 2 0 1 0 0 0 0f oj1000 0Of 0f 0of 0O
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& Attention!
While creating the statistical report by all objects in case of the number of failures for the specified period exceeds 1000
for some object, this object eliminates from the statistical report.

8.6 Statistical report by owner

This report includes only objects that have a non-blank Owner field in the Monitoring objects reference (see Reference
information). To start generating the report, click the Statistics by owner button.

A dialog box then appears, with the parameters necessary for report generation.

|
B/2E6/2018
04:18:26 P

Cancel

This dialog box allows setting the following report parameters:

1. Time period for the report. The Beginning date and Beginning time settings are used to set the period.
2. Snapshot. If this option is selected, a report as of a selected date and time is generated. Otherwise, a report is generated
for the entire day specified in the Beginning date field.

An example of generating this report is shown in the figure.

NEJEN=)

Zoom: 1

Report issue date: 6/26/2018 4:18:46 PM

Total Unavailability factor in % (number)

objects General . Connection
e SHiCname (total 2yailatliy Cameras | Connection st Software Archive HDD error

with errors) factor, % with object | monitoring error
age
7 [Moscow subsidiary 10) 100.0 0.0 (0) 0.0(0) 0.0 (IIJJI} 0.0 (0) 0.0(0) 0.0 (0)
2 |Samara subsidiary (1) 0.0 0.0 (0) 1000 (1) 0.0 (0) 0.0 (0) 0.0(0) 0.0 (0)
3 [Yakutsk subsidiary 1(0) 100.0 0.0 (0) 0.0 (0) 0.0 (0) 0.0 (0) 0.0(0) 0.0 (0)
TOTAL - 3(1) 66.7 0.0 (0) 33(1) 0.0 (0) 0.0 (0) 0.0(0) 0.0 (0)

ATM Monitoring reports - 76



Operator's Guide

9 Monitoring unadded objects

If an object tries to connect but has not been added in the oblect settings in ATM Intellect Workstation (the Hardware tab in
Intellect), a dialog box opens, with a warning to the operator that there is an unadded object.

Warning - object not registered
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10 Appendix 1. Data update periods summary

On the page:

+ Data loading from database to
the interface objects

« Data loading to the database

+ Sending data from ATM-Intellect
Pro to ATM-Intellect Workstation

+ Sending data from ATM-Intellect
Workstation to ATM-Intellect
Workstation TC

« Data transmission scheme

+ Features of displaying
information on short-term and
long-term alarms

+ ATM-Intellect Pro technical
condition data collection
periods

10.1 Data loading from database to the interface objects

The information on Control panel and Log panel is updated every time data is loaded from the database. The time of the last
download from the database is shown in the CVT field.

Periods of data updating are different for Control panel and Log panel:

1. Control panel.
a. Data are updated from the database once a minute (by timer).
b. Atreceiving of acommand from Data loader to forcibly update information, which can appear after a new load to
the database.
2. Log panel. Data are updated from the database once a minute (by timer).

To get the latest database information, click the button (Refresh data). This forces the data to load.

10.2 Data loading to the database

The date of last load of data to the database (see section Alarm list navigation) is refreshed when changes in the database
appear.

If there was no change in the database for 5 minutes, the CVT field is forcibly updated and then updates once a minute. This will
cause a gap from the current system time by 5 minutes. After coming of new information from any ATM-Intellect Pro, the CVT
becomes equal to the current system time of the computer.

Loading data to the database is performed by the Data loader for Monitoring module.

If files with technical information are received from ATM-intellect Pro (e.g. camera enabled), these files are loaded to the
database with a period specified while configuring Data loaderin the Loading period parameter (10 seconds by default). If files
with information on alarms are received from ATM-Intellect Pro (e.g. vibration sensor triggered), this information is loaded to the
database immediately.

After each load to the database, a message is sent to the Control panel interface component to update the information.

If, after receiving files with technical condition, ATM-Intellect Workstation determines that object state has not changed, then
nothing is loaded to the database. This is why the timer is used to forcibly update interfaces (see section Data loading from
database to the interface objects).
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In the Alarm date field in the interface objects, the time of alarm information load to the database after receiving it from the
ATM-Intellect Prois displayed, not the time of alarm appearing at the site.

() Note.
To enable alarm registration with the time it emerged on site, create the TimeAlarmFromAgent key in the Windows
registry and set it to 1 (see Registry keys reference guide for more details on the key and the Working with Windows OS
registry section of Intellect software. Administrator's Guide for more details on how to operate registry keys).

10.3 Sending data from ATM-Intellect Pro to ATM-Intellect Workstation

ATM-Intellect Pro sends to ATM-Intellect Workstation packages with its technical condition with a period set while setting up the
Partition of Control object at the ATM-Intellect Pro side using the Ping frequency parameter (see ATM-Intellect. Administrator's
Guide, section Configuring connection between ATM-Intellect Pro and ATM-Intellect Workstation). The default ping frequency is 2
minutes (120 seconds).

Information on long-term alarms comes to the ATM-Intellect Workstation from ATM-Intellect Pro together with the information
on technical condition once in the ping period.

Information about short-term alarms comes to the ATM-Intellect Workstationimmediately after they have appeared at the ATM-
Intellect Pro.

10.4 Sending data from ATM-Intellect Workstation to ATM-Intellect Workstation TC

If necessary, ATM-Intellect Workstation can retranslate technical condition data to the ATM-Intellect Workstation TC. Alarms are
not transmitted to the ATM-Intellect Workstation TCfor it is presumed to be installed in facilities of a third party service company
which should have access to the information on equipment failures but not to the information on alarms.

After the data have been received by Data loader for monitoring at the ATM-Intellect Workstation TC, they are processed similar
to the way they are on the ATM-Intellect Workstation - recorded to the database with the loading period and then, by request or
by timer, are displayed in the interfaces.

10.5 Data transmission scheme

The picture gives a general scheme of data transferring from the ATM-Intellect Pro to the ATM-Intellect Workstation.
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10.6 Features of displaying information on short-term and long-term alarms

Information about long-term alarm can be not recorded into the Monitoring database and not displayed in its interfaces in the

following cases:

1. If along-term alarm had started and ended within two polls of ATM-Intellect Pro (within the Ping frequency interval, see
ATM-Intellect. Administrator's Guide).

2. Ifalong-term alarm had started and ended when the connection between ATM-Intellect Pro and ATM-Intellect

Workstation was lost.

When there is no connection with ATM-Intellect Workstation, the short-term alarms are stored in the “holding” data files on the
ATM-Intellect Pro. When connection with ATM-Intellect Workstation is restored, they are transferred to the ATM-Intellect
Workstation, stored in the Monitoring database and displayed in its interfaces.

10.7 ATM-Intellect Pro technical condition data collection periods

ATM-Intellect Pro technical condition data collection periods are given below:

1. Information on disk failures (the Disk failure alarm type) and its re storing is updated in the following cases:

a

at ATM-Intellect Pro startup and then every 15 minutes.

at receiving local message SLAVE|NO_DISC (No disk for archive storage) from Intellect core.

b.
c. atreceiving local message DISC_EXIST (Disk for archive storage found) from /ntellect core.
d.

at receiving local message DISC_UNMOUNT (Disk unmounted) from Intellect core.
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e. atreceiving local message DISC_MOUNT (Disk mounted) from Intellect core.
Information on archive size (the Archive size too small alarm type) is updated at ATM-Intellect Pro startup and then every
15 minutes.
Information on the computer normal and abnormal restarts is displayed in the interface in 5 minutes.
Information on free disk space is updated every 1 hour.
ATM-Intellect Proinitiates the connection with ATM-Intellect Workstation and once in a ping period (2 minutes by default)
sends a package with technical data to the ATM-Intellect Workstation. If ATM-Intellect Workstation have not been
receiving any data from ATM-Intellect Pro within 6 minutes, the “No connection” error is displayed for such object.
The Video.run process status (hangup) is checked at startup of Videosrv.exe module and then every 15 minutes,
and besides that each time the Videosrv.exe module reconnects with the Intellect software, i.e. if the Intellect
software was shut down and started again.
Availability of running processes "Intellect.exe" and "Video.run" is checked every 10 seconds.
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