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Introduction

On the page:

® Document purpose
® Purpose of Monitoring

Document purpose

This document, Monitoring: Administrator's Guide, is a reference aid for system administrators, configuration and installation specialists, and users with administrator rights on the Moni
toring of technical condition software (hereinafter referred to as Monitoring).
This guide describes the following:

Purpose of Monitoring.

Hardware and software requirements for Monitoring.
Installation procedure for Monitoring.

Configuration of Monitoring components.

el NS

Purpose of Monitoring

Monitoring is designed to automate the activities of personnel at service companies involved in the operation of Intellect-powered video surveillance systems. The purpose of Monitoring
is to improve the quality of operation for such video surveillance systems.

Monitoring general description
Features of Monitoring

Monitoring receives, records, and visualizes messages about the state of security system components, based on the following key parameters:

Camera operability.

Network functioning.

Operability of video subsystem software.

Amount of recorded video.

Hard disk operability.

Operability of fire/security and access control systems.
UPS signals.

NoubhwnNE

In addition, the module allows monitoring the actions of monitoring operators: recording is performed of whether an alarm has been accepted, how much time passed before the alarm
was accepted, and so forth. The built-in system for statistics and analysis generates reports on system operation: reports on alarms, downtime, statistics on security system operation,
and more.

@ Note.

If there is no activation key, then Monitoring software operates in the demo mode for 2 months from 8:00 am to 12:00 am.



Monitoring restrictions

In the Monitoring software package restrictions are imposed when creating systems of technical condition monitoring:

1. Maximal number of Agent of Control objects that can be connected to a Server of Control is 2000.
2. Maximal number of Partition of Control objects being child objects for an Agent of Control is 10.
3. Maximal number of cameras which a Partition of Control can handle is 32.

Hardware and software requirements

On the page:

® Operating system requirements
® Hardware requirements

Operating system requirements

Monitoring is provided as executable modules that that can be run on the operation systems supported by the Intellect software (see the Operating system requirements chapter in the
Intellect software Administrator's Guide).

The software is compatible with standard operating system settings. On Windows Vista and later, UAC must be disabled. In Windows 8 and 8.1 it is necessary to configure security
policies in order to entirely disable UAC (configuring security policies is described in the Intellect software Administrator's Guide).

Hardware requirements

Monitoring can run on PCs that meet the following minimum hardware requirements:

Intel Core i5 750 CPU

2 GB RAM

200 GB HDD

NIC

Graphics card with overlay support

Installing Monitoring
Installation options

Monitoring can be installed in one of the following configurations:

Installation type Purpose License features Additional components Base
Intellect
installation
type


https://doc.axxonsoft.com/confluence/display/Int490en/Operating+system+requirements
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=84354171

Agent of Control Is to be installed on the object for which receiving, The program key, intellect.sec, should contain the Agent In addition to Agent of Control modules, Server

recording, and visualizing messages about the state of of Control object. the VideoSrv communication program is
security system components is required. installed. It interacts with similar
programs on the Server of Control.
Server of Control Is to be installed on the object from which the Agents of The program key, intellect.sec, should contain the Server In addition to Agent of Control modules RAW
Control are monitored. of Control object. the following components are installed:

1. VideoSrv communication module. It
interacts with similar programs on
the Agent of Control.

2. Data loader for Monitoring to record
information collected by VideoSrv into
the database.

Additional workplace This is the Server of Control version which is installed Distributed system configuration is not required for Monitor - RAW
(Monitoring light) without additional components and connects to the existing ing light operation.

database of the main Server of Control while interface

objects are created on the local computer. If the Search in archive component is to be used on the

Additional workplace, then the Additional workplace obj
ect is to be specified in the intellect.sec protection key that
is located on Server of Control.

If only Monitoring and Monitoring reports

components are in use, then there is no need to have
additional objects in the activation key.

Installer
The Monitoring installer includes the installation file setup.exe.

IC3Help]
[hllanguages]
i Meatup

“dhsetup

érﬂunituring

Documentation is included in the Help folder.

Installation language is selected according to the language settings of the base Intellect software. This information is stored in the Language registry key in the section

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Uninstall\Intellect\. If, for some reason, access to this information is not possible, the language of the current
operating system locale will be used if it is available. The following languages are available: Russian and English.

Preparing for installation

Before beginning installation, copy the installation kit to a local disk and make sure that the indicated files are not marked as "read-only".
Information on compatibility of Monitoring and Intellect software versions is given on the page General information about product releases and versions compatibility.
Before starting the installer, quit Intellect. If Intellect is installed as a service, stop the service.

For Server of Control to operate, there must be an available database server. During installation of Intellect, MS SQL Server 2008 R2 Express is installed to a "clean" (fresh) system.


https://doc.axxonsoft.com/confluence/display/ASdoc/General+information+about+product+releases+and+versions+compatibility

Server of Control is compatible with the following servers:

® MS SQL Server 2008 R2
® MS SQL Server 2012

Installation
Agent of Control Installation

Installation of Agent of Control is performed in the following sequence:

1. From the installation kit, start the executable file setup.exe. The window informs of the beginning of installation.
i'::{! Monitoring ¥.7.0.0.432 Setup

: o]

Please wait while the Setup Wizard prepares to guide you
through the installation,

manitoring

Back: ek | Zancel I

2. A prompt to start installation then appears. Click the Next button.




. =10

Welcome to the Monitoring v.7.0.0.432 Setup
Wizard.

¥ou are welcomed by the Monitoring v.7.0.0,432 Setup
wizard, It enables to set installation parameters, It is
recammended to quit all ather applications befare you
continue installation, Click Mext ko go on or Cancel ko exit
the Setup wizard, Thank wou For using software producks be
AxconSoft company,

Mesck I Zancel |

3. The License Agreement window presents the terms of the end user license agreement. Select I accept the terms of the License Agreement and click the Next button.

Installation of Monitoring ».7.0.0.432

License Agreement.
Plzase read the License agreement carefully,

End-User License Agreement (EULA) il

Inportant! Read the following terms carvefully before installing, copying
andor using this sofiware. Installing, copying or using the product indicates
vour acceptance of these terms.

This Axonfoft End-User License Agreement ("EULA™ is alegal agreement
between you, the End-User of the License rights granted herein, and
AomonSoft governing the use of the this software accompanying this EULA,
including any and all associated media, printed materials, and "online" or
electronic documentation protected by copyright laws.

El
% [ accept the terms of the License agresment.

I do niot accept the terms of the License agreement.

Prink Back I Texk I Cancel |

4. Set the Agent of control installation type. Click Next.




i'._% Installation of Monitoring v.7.0.0.603

Monitoring v.7.0.0.603 Installation Type.

Choose the type of installation required and dlick Mext.

Provides video information

¥ Agent of control recording coming from cameras to
the local video archive, processing
of signals coming fram any
Ny F eonired equipment integrated with the
Intellect software and transmission
of "alarm” messages to the

" Additional workplace Controlling Server.

Back Mext Cancel

5. In the window that appears, select the most appropriate installation type. If Intellect is installed as a service, select the Install Monitoring as a service check box. The ITV
Monitoring VRecover service will be configured and added to the system. Otherwise, clear the check box.
After selecting an installation method, click the Next button.
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% Installation of Monitoring v.7.0.0.432

Installation Mode

Choose inskallation mode

6. A dialog box to confirm installation will be displayed. Click Install to run installation process.
i _' Installation of Monitoring ¥.7.0.0.432 [ = [

Ready to Install = | = \
Setup wizard is now ready to begin installation of Manit v &n]tormg 1

compuker, P

7. The installation process is started.
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i':__% Installation of Monitoring v.7.0.0.432

Installing Monitoring ¥.7.0.0.432

Please wait till Setup wizard installs Manitoring +.7.0.0.432. Installation period
depends on the operating system configuration and software that is already
inskalled.

Skatus:

Zancel

8. When installation is complete, a wizard page appears with a message about successful installation. Click the Finish button.
i Installation of Monitoring ¥.7.0.0.432

Installation Complete
Installation of Monitaring v.7.0.0.432 is completed.

Installation of Monitoring «.7.0.0.432 on your computer is completed. IF vou were
inskalling Monitoring . 7.0.0.432 from CD, please, remove the installation media, Click
Firish ko exit.

Installation of Agent of Control is now complete.



Server of Control Installation

Installation of Server of Control is performed in the following sequence:

1. From the installation kit, start the executable file setup.exe. A dialog box appears, informing of the beginning of installation.
i'::{! Monitoring ¥.7.0.0.432 Setup [ = |E|li|

i
?ﬁf Yelcome to the Monitoring v.7.0.0.432

. Setup Wizard

N Plzase wait while the Setup Wizard prepares to guide you
through the installation,

manitoring

Back: ek | Zancel I

2. A prompt to start installation then appears. Click the Next button.




. =10

Welcome to the Monitoring v.7.0.0.432 Setup
Wizard.

¥ou are welcomed by the Monitoring v.7.0.0,432 Setup
wizard, It enables to set installation parameters, It is
recammended to quit all ather applications befare you
continue installation, Click Mext ko go on or Cancel ko exit
the Setup wizard, Thank wou For using software producks be
AxconSoft company,

Mesck I Zancel |

3. The License Agreement window presents the terms of the end user license agreement. Select I accept the terms of the License Agreement and click the Next button.

Installation of Monitoring ».7.0.0.432

License Agreement.
Plzase read the License agreement carefully,

End-User License Agreement (EULA) il

Inportant! Read the following terms carvefully before installing, copying
andor using this sofiware. Installing, copying or using the product indicates
vour acceptance of these terms.

This Axonfoft End-User License Agreement ("EULA™ is alegal agreement
between you, the End-User of the License rights granted herein, and
AomonSoft governing the use of the this software accompanying this EULA,
including any and all associated media, printed materials, and "online" or
electronic documentation protected by copyright laws.

El
% [ accept the terms of the License agresment.

I do niot accept the terms of the License agreement.

Prink Back I Texk I Cancel |

4. Set the Server of control installation type. Click Next.
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i‘:_% Installation of Monitoring v.7.0.0.603

Monitoring v.7.0.0.603 Installation Type.

Choose the type of installation required and dlick Mext.

Provides reception and visualization
™ Agent of control of "alarm” messages coming from
the Controling Agent as well as
allows to perform queries to video
¥+ Seryer of coniral archives of Controling Agents.

" additional workplace

Back I Mext I Cancel

5. A dialog box to configure database connection will be displayed. Select the database server name and set up the connection parameters.

Note.
In the Select database Server from the drop-down list field specify the "127.0.0.1" value instead of computer name or "(local)" value, e.g.
"127.0.0.1\SQLEXPRESS". Otherwise Server of Control will lose connection with its local database when the network cable is disconnected.



i':__% Installation of Monitoring v.7.0.0.432

Select Database Server

Select database Server and authentication method.

Select database Server from the drop-down list,

[ 127.0.0.1\50LERPRESS =]

Choose user identification procedure based on the present user account or SQL Server
identity check,

" windows User account

% Lse the Following user name and password:

User name |sa
Password | et
Back I Mesck I Zancel
Click Next.

In the Database field specify the name of the database or select it in the list of databases, which are created in the server, and click <<.
i Installation of Monitoring ¥.7.0.0.432

Select or Set Name for Database.

Setup wizard will create new database or connect bo existing one, Set name for database or
select the existing one from the list,

Database Existing databases

[MoniarssTY << | dt

facerecognition
fir

inkellect
itv_kars

lpres:

master

model
monikorssty
msdb

pos

probocol e

Back I Mesck I Zancel

|»




16

Note.
By default, the name of the database is "MonitorSSTV" and its files will be stored in the SQL Server folder.

7. Click Install on the next dialog box.

i':__% Installation of Monitoring v.7.0.0.432

Ready to Install

Setup wizard is now ready to begin installation of Monitoring v. 7
compuker,

Setup wizard is ready bo install Moniboring v, 7.0.0.432 on wour PC, Click Install bo skart,
IF wou wank to review or change any installation parameters, click Back, Click Cancel to
exit the Setup wizard,

Back I Install I Cancel

8. The installation process is launched.
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i':__% Installation of Monitoring v.7.0.0.432

Installing Monitoring ¥.7.0.0.432

Please wait till Setup wizard installs Manitoring +.7.0.0.432. Installation period
depends on the operating system configuration and software that is already
inskalled.

Skatus:

Zancel

9. When installation is complete, a wizard page appears with a message about successful installation.
i Installation of Monitoring ¥.7.0.0.432

Installation Complete
Installation of Monitaring v.7.0.0.432 is completed.

Installation of Monitoring «.7.0.0.432 on your computer is completed. IF vou were
inskalling Monitoring . 7.0.0.432 from CD, please, remove the installation media, Click
Firish ko exit.

Installation of Server of Control is complete.



Additional workplace Installation

Installation of Additional workplace is performed in the following sequence:

1. From the installation kit, start the executable file setup.exe. A dialog box appears, informing of the beginning of installation.
i'::{! Monitoring ¥.7.0.0.432 Setup [ = |E|li|

i
?ﬁf Yelcome to the Monitoring v.7.0.0.432

. Setup Wizard

N Plzase wait while the Setup Wizard prepares to guide you
through the installation,

manitoring

Back: ek | Zancel I

2. A prompt to start installation then appears. Click the Next button.




. =10

Welcome to the Monitoring v.7.0.0.432 Setup
Wizard.

¥ou are welcomed by the Monitoring v.7.0.0,432 Setup
wizard, It enables to set installation parameters, It is
recammended to quit all ather applications befare you
continue installation, Click Mext ko go on or Cancel ko exit
the Setup wizard, Thank wou For using software producks be
AxconSoft company,

Mesck I Zancel |

3. The License Agreement window presents the terms of the end user license agreement. Select I accept the terms of the License Agreement and click the Next button.

Installation of Monitoring ».7.0.0.432

License Agreement.
Plzase read the License agreement carefully,

End-User License Agreement (EULA) il

Inportant! Read the following terms carvefully before installing, copying
andor using this sofiware. Installing, copying or using the product indicates
vour acceptance of these terms.

This Axonfoft End-User License Agreement ("EULA™ is alegal agreement
between you, the End-User of the License rights granted herein, and
AomonSoft governing the use of the this software accompanying this EULA,
including any and all associated media, printed materials, and "online" or
electronic documentation protected by copyright laws.

El
% [ accept the terms of the License agresment.

I do niot accept the terms of the License agreement.
Prink Back I Texk I Cancel |

4. On the next screen, select the Additional workplace installation type. Click Next.

19



i'._% Installation of Monitoring v.7.0.0.603

Monitoring v.7.0.0.603 Installation Type.

Choose the type of installation required and dlick Mext.

Provides visualization of “alarm™

™ Agent of control messages coming from Controlling
Agents as well as allows to perform
queries to video archives of
Ny F eonired Controlling Agents. An access to
the Controlling Server DE is
required for operation.

& padditional workplace

Back Mext Cancel |

5. A dialog box to configure database connection will be displayed. Select the database server name and set up the connection parameters.
i':__% Installation of Monitoring ¥.7.0.0.432

Select Database Server

Select database Server and authentication method.

Select database Server from the drop-down list,

[ 127.0.0.1\50LERPRESS =]

Choose user identification procedure based on the present user account or SQL Server
identity check,

" windows User account

% Lse the Following user name and password:

User name |sa

Password | et

Back I Mesck I Zancel

6. In the Database field specify the name of existing database or select it in the list of databases, which are created in the server, and click <<.
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i':__% Installation of Monitoring v.7.0.0.432

Select or Set Name for Database.

Setup wizard will create new database or connect ko existing one. Set name For database or

select the existing one from the list,

Database

<]

[MonitarssTYy

Existing databases

dt
facerecognition
fir

intellect
itv_kars
lpres:
master
model
monibarssty
msdb

pos
prokacal

| »

Back I Mesck I

Zancel |

{i# Installation of Monitoring v.7.0.0.432

Choose Export Folder.

hoose where to set Monitoring «.7.0.0.432 export catalog.

Monitoring «.7.0.0.432 export catalog will be set ko the Following Folder,

7. Specify the export catalog path. This catalog will contain video data received from Agent of control.

(0[]

Export catalog path

| MServerOtCantrolExport

Browse. .. |

Back I Texk I

Cancel

8. Specify IP-address and port for connection to Server of control communication module videosrv.
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i':__% Installation of Monitoring ¥.7.0.0.432

Setting up connection to videosry.

Please input ip address and part,

Cannection ko communication module would be set according to the Following values,

Videosry settings
IP address
192168 561

Part
|7755

Back I Mk I Zancel

Note.
It is strongly recommended to change default Export catalog path and IP address. Otherwise, after the installation is completed, it will be necessary to configure
Additional workplace (see Configuring Additional workplace).

9. Click Install on the next dialog box.



i':__% Installation of Monitoring v.7.0.0.432

Ready to Install

Setup wizard is now ready to begin installation of Monitoring w. 7.
cormplker,

| 3nitoring
: —

Setup wizard is ready bo install Moniboring v, 7.0.0.432 on wour PC, Click Install bo skart,
If wou want to review ar change any installation parameters, click Back. Click Cancel ko
exit the Setup wizard,

Back I Install I Zancel |

10. The installation process is launched.
i Installation of Monitoring ¥.7.0.0.432

Installing Monitoring ¥.7.0.0.432

Please wait till Setup wizard installs Monitoring . 7.0.0.432. Installation period
depends on the operating syskem configuration and software that is already
installed.

Skakus:

Cancel

11. When installation is complete, a wizard page appears with a message about successful installation. Click the Finish button.
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i{_w"';'u Installation of Monitoring ¥.7.0.0.432

Installation Complete
Installation of Monitoring v, 7.0.0.432 is completed.

Installation of Monitoring v, 7.0.0.432 on your computer is completed, IF vou were
installing Monitaring «.7.0.0.432 from CD, please, remove the installation media, Click
Finish to exit.

Installation of Additional workplace is complete.
Configuring Agent of Control

To configure Agent of Control, go to the System settings window. Use of this window is described in Intellect Software Package: Administrator's Guide.

Creating necessary Agent of Control objects

(D Note.

Agent of Control, as well as Server of Control, can operate in distributed architecture of the digital video surveillance system. In this case both Server of Control and Agent of
Control shall be configured locally, not remotely. Agents of Control can view each other in the distributed configuration but cannot change each other's settings. Agents of
Control cannot view Servers of Control.

i Attention!
Every time Agent of Control is started, it checks for a Backup folder at the root of the disk on which Intellect is installed. If this folder is missing, Agent of Control creates it.
Do not delete this folder.

To create necessary Agent of Control objects in the device tree:

1. In the System settings window, go to the Hardware tab (1).
2. Create an IIDK interface object based on a Computer object (2). Set the ID of the IIDK interface object (3).


https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=84354171
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=107416093

Irterfaces Programring

[l Interface 150

Computer [~ Disable
‘ Cornputer j

3 ¢

3. Create an Agent of Control object based on a Computer object.

:: 0l Agent OF Control 1[1]

4. After an Agent of Control object is created in the right part of the System settings window, a panel appears for configuring the object.

1 Agent OF Control 1 DK, interface: 150
| Computer .
T ~

[ Logging subsystem ...

MO COMTROL SECTION :
Tao apply settings,

It iz required to restart
Videosry :

5. In the IIDK Interface No. field, enter the object ID for the IIDK interface created in step 2.
6. Create one or more child Partition Of Control objects based on the Agent of Control object.

Architecture Hardware

= & Computer [S-UYUTOWA]
3¢ TIDK Inkerface 150 [150]
¢ Agent OF Control 1 [1]
=4 b @ Partition OF Control 1 [1]

7. After the Partition Of Control object is created in the right part of the System settings window, a panel appears for configuring the object.



1 Patifion Of Contiol 1 ID 386
TCP part [UPS) Bgee

| Agert OF Cantrol 1 -
|Agen antra e Video data ..

Mumber k.eep archive for [daps]

Cameras ...

Total cameras: 0

5 1D 5 i
enzor enzor type S ersors

Add ...

Sensorg; 0 [ Temperature sensar set

Cancel

Note.
{D It is also necessary to create Video capture device, Camera, and Sensor objects in the device tree that correspond to the connected hardware. Creation and configuration

of these objects is described in the document Intellect Software Package: Guide to Installation and Configuration of Security System Components (the most recent version of
this document can be found in the documentation repository).

Creation of the necessary objects in the device tree is now complete.
Configuring the logging subsystem
The logging subsystem allows configuring the detail level at which the activity of Agent of Control is recorded.

To configure the logging subsystem:

1. Go to the configuration panel for an Agent of Control object.


https://doc.axxonsoft.com/confluence/display/ASdoc/AxxonSoft+documentation+repository
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Computer

1 Agent O Contral 1 DK interface: 150

Kornetorep S-UYUTOWA - ||

Logging subsystem ... |I

To apply settings,
it iz required to restart
Videosry :

Restart

2. Click the Logging subsystem... button.
3. In the dialog box that opens, specify the following parameters:

[ wamiliary characters
(V] Blarm events
(V] System status

(V] Intellect meszages

K.eep archives for [months] | 2 -

Archiving penod [h] 163

File size [MB] 100

Ok

] [ Cancel |

Poeooo

Auxiliary characters: To log transport-level auxiliary characters, select this check box.

Alarm events: To log alarms (activation of vibration sensor, temperature sensor, or forcible entry sensor), select this check box.

System status: To log events related to the system state, select this check box.

Intellect messages: To log messages from Intellect, select this check box. Information is saved in the folder to which the software was installed, in the file video.log.
Archiving period (h): Allows archiving the log file at the specified interval (in hours). Archives are saved in the DATA subfolder, with the following name format:

namelog_yymmddhhmmss.gz, where

i.
ii.
iii.
iv.
V.
Vi.
Vii.

namelog is the name of the log file being archived;
yy is the year of archive creation;

mm is the month of archive creation;

dd is the day of archive creation;

hh is the hour of archive creation;

mm is the minute of archive creation;

ss is the second of archive creation.

f. File size (MB): Sets the threshold size (in megabytes) for the log file after which the file is archived. This setting overrides the value in the Archive period (h) field.

g. Keep archives for (months): Sets the length of time for which to store the log file archive, in months (between 1 and 24). Archives that are older than the specified
number of months are deleted.
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The main log file is located in the installation folder, in the file vsrvYYMMDD.log, where YY is the year, MM the month, and DD the day.

Configuration of the logging subsystem is now complete.

Configuring the Partition Of Control object
Configuring the Partition Of Control unique ID

To configure the unique ID number for a Partition Of Control:

1. Go to the configuration panel for the Partition Of Control object.

1 Partition OFf Contral 1 I I 385 I
TCF port (UPS) BEge
Agent OF Cantrol 1 ) Video data
Mumber F.eep archive for [daps)
Cameras ...

Total cameras: 0

Sengor D Sengor type

Sensors

Add ..

Sensors: 0 [ Temperature sensor set

2. In the ID field, enter a unique number for the object on which Agent of Control is being installed. The number can be from 3 to 9 digits long.
3. To save settings, click the Apply button.

Configuration of a unique Partition Of Control ID number is now complete.
Configuring a port for incoming UPS messages
To configure a port for accepting messages from an uninterrupted power supply unit:

1. Go to the configuration panel for the Partition Of Control object.



1 Patifion Of Contiol 1 ID 356
EEEEA

Yideo data ...

Agent OF Contral 1 P

Mumber k.eep archive for [daps]

Cameras ...

Total cameras: 0

Sengor D Sengor type

Sensors

Add ...

Sensorg; 0 [ Temperature sensar set

Cancel

2. In the TCP port (UPS) field, enter the number of the port on which to "listen" for UPS messages.
3. To save settings, click the Apply button.

Configuration of a port for accepting messages from a UPS is now complete.
Configuring communication between Agent of Control and Server of Control
To configure communication between Agent of Control and Server of Control:

1. Go to the configuration panel for the Partition Of Control object.



1 Partition Of Control 1 I 386 I Transmiting . I
TCP part [UPS) Bgge
'_.’.ﬁg_ent 0f Cantral 1 | e -i
Mumber k.eep archive for [daps]
Carmeras ...
Total cameras: 0
Sengor D Sengor type S ersors
Add ...

Senzorz: [ [ Temperature sensar set

2. Click the Transmitting... button. A dialog box opens with settings for configuring the communication method between Agent of Control and Server of Control.
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ounk

9.

Connection ko Cantral Server

5232

COM port

COM port speed

COb port format

TCF port  |777Y

IF addresz I 0

@ buffer [butes] | 4098 vDﬁ

Ging frequency [zec] |12EI ,ﬁ
TC o D e |

. In the Connection to Server of Control drop-down list select the Client mode as the methods for connecting Agent of Control to Server of Control (1).

(D Note.

The Server mode is not used.

In the Connection type drop-down list, select one of the possible values for the transport level (2): TCP/IP or RS232.

If RS232 is selected in the Connection type field, specify values in the COM port, COM port speed, and COM port format fields (3).

If Client mode is used to connect to Server of Control and TCP/IP is selected in the Connection type field, in this dialog box you should indicate the IP address and TCP
port of Server of Control (4).

. When still frames or video is sent to Server of Control, the data is transferred in packets. The packet size is specified by the setting named I/0 buffer (bytes) (5). For

maximum data transfer speed, you are advised to use the value 4096. For poor connections, such as if a GSM modem is used, you are advised to use the value 800.

In the Ping frequency (sec.) field, enter the time interval at which Agent of Control will send messages about its technical state to Server of Control (if Client mode is
selected) (6). Minimal possible value is 10 sec. The value in the Ping frequency (sec.) field does not affect short-term alarms. Messages about short-term alarms are
transmitted from Agent of Control to Server of Control immediately after corresponding sensors triggering. Some long-term alarms can also be an exception: for more info see
the document Monitoring. Operator's Guide, section Appendix 1. Data update periods summary

Click OK (7).

Configuration of communication between Agent of Control and Server of Control is now complete.


https://doc.axxonsoft.com/confluence/display/vsm70en/Operator%27s+Guide
https://doc.axxonsoft.com/confluence/display/vsm70en/Appendix+1.+Data+update+periods+summary
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Configuring captions

To use and configure captions, for each camera on which you want to use captions you must create a Captioner object.

1 Attention!

If multiple captioners have been created for a single camera, Agent of Control uses the captioner with the lowest ID number.

Architecture Hardware

2 & Computer [S-UYUTOWA]
Ba}( agent OF Conkral 1[1]
i 9 TIOK, Interface 150 [150]
Elﬁ Yiden Capture Device 1 [1]
Eﬂﬁ“ﬁ‘ SEnsors
ElII Camera 1[1]
: b ) Captioner 1 [1]
&8 Camera 2 [2]

...... | Captioner 2 [2]

To configure the font and display area used for captions:

1. In the device tree, click the relevant Captioner object. On the right side of the System settings dialog box, the configuration panel of the Captioner object is displayed.



|1 Il:aptinner 1 i~ Captions output window

Camera [ Disable IE - E

#
|I:amera1 j W IEU H IBEI
'

Color: | P Z
Highlight words:
Word Colar Full string Match caze
Ewport | mport Copy Faste Clear
3 | I | |

Apply Cancel

2. If you click the button to the right of Font, a dialog box appears in which you can configure the font face and size (1).

Fonk
rebuchet M5 | | Bokf (blgiue
erdana - -
Sample
Nabbyiz
Sogpt:
[Westem |
= — — Y

3. To configure the color of captions, double-click the area to the right of Color. A dialog box for configuring color appears (2).
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Configuration of the Captioner object is now complete.

Configuring the camera list

The list of cameras specified in the configuration panel for the Partition Of Control object defines the cameras whose archives can be accessed through the Search in Archive interfa
ce object (see the document Monitoring Software Package: Operator's Guide). In addition, this list defines the cameras whose state and archives are monitored by Agent of Control.

Depending on whether the list of cameras has been specified or not, the following situations are possible:

1. If cameras are specified in the list, Agent of Control works in normal mode: it monitors the state of cameras and their archives. Server of Control receives information about the
number of cameras, disks, disk volume, etc.

2. If no cameras are specified in the list, Agent of Control checks for the presence of a Long-term Archive object in the system and gets information about disks from this object.
In this case, Server of Control will receive information only for the disks marked in the Long-term Archive object. Access to the archive is not performed from the Search in
Archive interface object during this process.

3. If no cameras are indicated in Agent of Control settings and there is no Long-term Archive object in the configuration, information about disks is taken from the Computer ob
ject; the disks indicated for storage of the main archive are taken into account. Access to the archive is not performed from the Search in Archive interface object during this
process.

In the second and third cases, monitoring is performed of the state of the system (network functioning, restarts, etc.) and disks (their number and free space). The state of cameras
and their archives is not available for monitoring.

Note.
Creation and configuration of the Long-term Archive object is described in the document Intellect Software Package: Administrator's Guide.

To configure the list of cameras in use:

1. Go to the configuration panel for the Partition Of Control object.


https://doc.axxonsoft.com/confluence/display/vsm70en/Operator%27s+Guide
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=84354171
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'

[ Vieodats.. |

2. Click the Cameras... button. The Add/edit cameras window opens.



hagcakcamerss ]
Numberl Camera | Mumber | Camera | K.eep archive for [da... |
2 Carnera 2 1 Carnera 1 B0
GEED archive for [days] IED _) (_ Set for selected cameras listed on the right _)
2 3
4 g Apply changes and cloze } Cancel |

B £-

. Configure the necessary cameras by clicking the —l and —| buttons to move cameras from the left list to the one on the right (1).

. Select cameras in the list on the right.

. Specify the time for video archive storage, in days (2).

. Click the Set for cameras selected in the right list button (3).

. Repeat steps 4 to 6 for all necessary cameras.

. Click the Apply changes and close button (4). The selected cameras will be added to the list on the configuration panel of the Partition of Control object.
. Click the Apply button.

LoNOTUhW

Note.
The ID numbers of cameras and captioners must be whole numbers.

©

Configuration of the camera list is now complete.

Configuring sensors

The system supports use of four fixed sensors (vibration sensor, lock sensor, temperature sensor, and additional sensor) as well as 12 expansion sensors. There is also a separate



additional device, "temperature array".

Note.
Before configuring a list of sensors for a protected site, you must create and configure the necessary Sensor objects in Intellect first. Creation and configuration of these
objects is described in the document Installing and configuring security system components guide.

1 Attention!
Sensor IDs must be whole numbers.

i Attention!
* If video data (i.e. clips or snapshots) are attached to the alarms, it is necessary to create a script for stopping recording on camera (see Sample script for stopping camera
recording).

To configure the list of sensors in use:

1. Go to the configuration panel for the Partition Of Control object.

1 - Pantition OF Cantral 1 ID S
TCP port (UPS) 8288
Agent OF Contral 1 -
- =
Murber Keep archive for [daps]
1 0 Cameras ...
Total cameras: 1 2
Senzor D Senzor type
S
1 ‘ibration senszor [video,captiong] e
Add .. 1
Senzarg: 1 || Temperature sensar set 3

2. Click the Add button (1). A dialog box for adding a sensor appears.


https://doc.axxonsoft.com/confluence/display/Int490en/Installing+and+configuring+security+system+components+guide
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11.
12.
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I Type I\Iiblation sensor ﬂl

I Name [VIEROSENSOR I
D ISensoH 11 j

Agzighment to camera Il:amera 101] 'l
¥ Transmit snapshats 5 [ Captioning 11

[~ Transmit video | B IShow for [sec) |5 jl
IPost-aIarm time: [gec) |2D—I ?
I Pre-alarm time [sec) ID—I

Mumber of frames m [4]
I

Ok | Cancel |

In the Type drop-down list, select the type of sensor from the sixteen types described previously (1).
In the Name field, enter the text that will be sent to Server of Control together with the alarm message. This text will be overlaid on the video during the captioning process (2)

=
I

=]

In the ID drop-down list, select a Sensor object that has been previously created in the Intellect device tree (3).

In the Assignment to camera drop-down list, select a Camera object that has been previously created in the Intellect device tree (4).

To enable sending video frames to Server of Control when a sensor is activated, select the Transmit snapshots check box (5). In the Assignment to camera field, specify
the camera from which you want video frames to be sent (4).

@ Note.

The settings for sending video frames and for sending video fragments are different.

If you want for a video fragment to be sent to Server of Control when a sensor is triggered, select the Transmit video check box (6). In the Assignment to camera field,
specify the camera from which you want video frames to be sent (4).

In the Post-alarm time (sec.) field, enter the time delay between when a sensor is triggered and the time of access to the video archives, in seconds (7). The default value is
20 seconds. This parameter is necessary for guaranteed recording on camera.

In the Pre-alarm time (sec.) field, specify the amount of time for which you want to pre-record before sensor triggering, in seconds (8). This allows obtaining video frames
depicting not only the very moment at which an alarm occurs, but a short time before.

In the Number of frames drop-down list, select the quantity of video frames to be transferred when a sensor is triggered (for video frame transmission mode) (9).

In the Interval (sec.) field, enter the length of time, in seconds, between video frames if more than one frame is to be sent (10). Thus when an alarm occurs, it is possible to
send to Server of Control an entire sequence of frames that represent different points in time, which increases the chance of viewing the most valuable frames (for video frame
transmission mode).

i Attention!
For snapshots transmitting more, as well as for video clips transmitting, it is necessary to create a script for stopping video recording on camera (see Sample script for
stopping camera recording).



i Attention!
“ When specifying the Pre-alarm time, Number of frames, and Interval settings, keep an eye on the configuration of the camera from which video frames are to be

sent, and particularly on the Pre-Alarm record setting. Pre-Alarm record time on camera have to be greater or equal to Pre-Alarm time value in sensor settings.
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Folder |D:\Sof\Diopboxi | [ Recard slams

Basic settings | Advanced settings |

Apply

13. In the Length (sec.) field (1), specify the length of the video fragment to send (for video fragment transmission mode).



40

14.
15.

16.
. Click OK (13).
18.

Tupe I\Iiblation L ﬂ

Name [VIEROSENSOR

D ISensoH 11 j
Agzighment to camera Il:amera 101] j
[ Transmit snapshats [ Captiohing

¥ Transmit video Shaow for [zec) m
Post-alarm time: [gec) |2D—
Pre-alarm time [sec) ID—
Length [gec) m

Rate Maw o+ 2

Cancel |

i Attention!
This setting is unavailable in the current version. The length will be determined by the size of the video fragment file in the video archive. To limit the length of the
video fragment to be sent, use a script to stop recording on the camera (a sample script is found in the Sample script for stopping camera recording).

In the Rate field, enter the transmission rate for the video fragment (for video fragment transmission mode) (2).

To overlay captions on video when a sensor is triggered, select the Captioning check box (11). In the Assignment to camera field, specify the camera on whose video you
want to overlay captions (4).

In the Show for (sec.) drop-down list, select the amount of time for which you want captions to be displayed on video, in seconds (12).

To perform monitoring to ensure that temperatures do not deviate from an allowed range, select the Temperature sensor set check box (3). A set of DS18520-type
temperature sensors is used for temperature monitoring. Temperature sensors are connected via a two-wire MicroLAN to a MicroLAN network adapter, which in turn connects to
the COM port of the computer on which Agent of Control is installed. The MicroLAN network adapter can be connected to the USB port of the computer on which Agent of Control
is installed, by adding a RS232-USB adapter.

Configuration of the list of used sensors is now complete.

Configuring alarm groups

For the Access Control and Detection Tools alarm groups, by default no data is sent from Agent of Control. These alarm groups, as well as Hardware and Fire/Security System,
can be used for designating their respective alarm types.

To classify events of an object as belonging to a particular alarm group, create an object (if it does not exist already) in the device tree. For example, if you want for the signal from the
Abandoned Object Detection Tool to be displayed in Monitoring in the Detection Tools alarm group, create a Detector Zone object and configure it (select the Abandoned
Object Detection Tool type, specify the detection area and sensitivity, etc.; for more details, see the document Intellect Software Package: Administrator's Guide.


https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=84354171
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Architecture Hardware

2 & Computer [S-UYUTOWA]
-3 Agent OF Contral 1 [1]
-3¢ TIDK Intetface 150 [150]
534 Video Capture Device 1 [1]

%3 Sensors
EIII Camera 1 [1]
Pobe ) Captioner 1 [1]

To associate various events with particular alarm groups:

1. Go to the configuration panel for the Partition Of Control object.

[ [Partion Of Cortral 1 D [z2 Transiting .|
o) [
Agent Of Control 1 M

| Cal oo J ‘ideo data ... |

Mumber K.eep archive for [dayz)

Total cameras: 1

Sensor D Sensor bype
Sensors
Add
Edit ... |
Delete |
Sengors: 0 [~ Temperature sensor set
Apply Cancel

2. Click the Monitoring... button. The Add/Edit events for Monitoring window opens.
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Add/Edit events for Monitoring = =]

id ‘ Type | Mumber | MName | Ewvent | Group of slarms | Caonf, | Video data | Message ‘ Dretail |

Add . Edt | Delete

3. To add an event, click the Add... button. The event configuration window opens.

PNowUm

Type I Camera = I 1

Murnber - 2
s

Video data IN-:. vlﬁ

Mezzage ?

|| Capture detaled data 3

k. | 9 Cancel

In the form that appears, in the Type drop-down list, select the type of device (1). This list contains the types of all objects created on the Hardware tab of the System
settings window that have recorded events.

Example: In the case of the Abandoned Object Detection Tool, select the Detector Zone type.

Select an ID number for the object of the selected type from which you want to get events (2). If you want to get events from all devices of this type, leave this field blank.
In the Event drop-down list, select an event type (3). The available event types depend on the selected object type.

In the Group of alarms drop-down list, select an alarm group and indicate in which alarm group you want for Monitoring to display alarms for this event (4).

It is possible to get confirmation of alarm acceptance from the Server of Control. Select the type of confirmation in the Confirmation dropdown list (5):
a. No - no confirmation is sent.

b. Simple - Agent of Control sends confirmation when an alarm is confirmed by the operator.
a. Complex - when accepting an alarm the operator must confirm it in the confirm box and after that the confirmation is sent.

m Note.
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The Agent of Control sends the "Confirmed: Monitoring event" message to Intellect core when there is the confirmation of alarm acceptance on the Server of Control.
Scripts that use this event can be created in Intellect - see Sample scripts for processing alarm confirmations.

@ Note.

Confirmation sending can be disabled on the side of the Server of Control - see Sending confirmations of alarm acceptance.

9. In the Video data dropdown list select the video data configuration that is to be transmitted (6). Information on how to set video data transmission configurations is given in
the Adding video data to alarms section.
10. Enter text in the Message field (7). The text entered in this field will appear in the Device column of the Alarm Reaction dialog form (see the document Monitoring Software
Package: Operator's Guide).

If the object identifier (2) is not specified, the following variables can be used in the Message field to detail the message:
a. <id> - identifier of the object from which the event came.
b. <name> - the object name.

1 Attention!
<id> and <name> are to be in lower case.

After substitution of variables values the message must not be longer than 40 characters. If the resulting message is longer, extra characters will be dropped.

(D \I/EV)Twael:It);:.Disarmed event appears at the Camera 1, the "Camera [1] disarmed” message is sent.
Type | Camesa 'l
Mumber v]
Evenl | Disarmed |
Groug of slarms :Dchai:ti:ms 'l
Conbrmabon | Ho 'l
Video data Mo -

IMessage  Camera [<id=] disarmed

_ Caphure detailed data

oK Cancel

11. To search for additional information in messages from a device of this type (for the substring "param0<>"), select the Capture detailed data check box (8).
12. Click OK to save changes (9).

This means that when integrating a new device into Intellect, if a developer wants to be able to send more detailed information to Monitoring, when generating an event from the
device, the developer should add detail in the param0<> parameter. For example, if there is a Motherboard Control module that has the Alarm event, the following values could be


https://doc.axxonsoft.com/confluence/display/vsm70en/Operator%27s+Guide
https://doc.axxonsoft.com/confluence/display/vsm70en/Operator%27s+Guide

44

included in param0<>: "processor cooler", "BIOS battery", etc. If you enter "Motherboard" in the Message field and select Capture detailed data, the following text may appear in
the Device column of the Alarm Reaction dialog form: "Motherboard (CPU cooler)".

Example of how to configure the message for the Abandoned Object Detection Tool.

Type | Camera -
Number |1 -|
Evert | Alam -|

Group of alams | Detections -
Confitmation | Complex v
Video data | Na -|

Meszage  Abandoned object

[ ] Capture detailed data

In the example shown with the Abandoned Object Detection Tool, when the detection tool is triggered a indicator corresponding to the Detection Tools alarm group becomes red in
the Control Panel.

Partition of Contral 1

Click this indicator to view the Alarm Reaction window, which indicates that the Abandoned Object Detection Tool has been triggered.




Reaction to alarm: Partition of Control 1 (550016)

: 8
Alarm date EH EndEHConfirmEHAlarm type EHDevice |Z||Processing dateE” Comment|
BI2E12201317:4066 26122 O Detections Abandoned object

Comment:

Similarly, it is possible to monitor messages from other objects created in the Intellect device tree, on the Hardware tab.
Configuration for associating different events with certain alarm groups is now complete.

Adding video data to alarms

If the transmission of user alarms (see Configuring alarm groups section) to the Server of Control is configured, then video data can be added to these alarms. The video data
transmission configurations can be created in Monitoring software in order to be added to any events when configuring alarm groups.

i1 Important!
If video data (snapshots or videos) is added to an alarm, then the script for stopping camera recording is to be created (see Sample script for stopping camera recording sectio

n).

Configure adding video data to alarms as follows:

1. Go to the settings panel of the Partition of Control object.
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2. Click the Video data... button. The Adding/Removing configurations for transferred video data box appears.

Adding/Removing configurations for transferred video data LI x|

Mumber | Camera ideo data | Post-alaim time (zec] | Pre-alaim time (zec] | Murmber of frames Interval [zec) | Length [sec] | Speed [Kbyte/s] | Captions ‘ Show for [se

Add Edt | Delete |

3. To add a new video data transmission configuration click the Add... button. The configuration settings box appears.
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3 Cancel |

4. In the Assignment to camera dropdown list select the Camera object that will be used for getting video data (1).

5. Configure the data transmission parameters (2). The data transmission parameters are the same as those for video data transmitted along with sensor alarms (see Configuring
sensors section, steps 7-17).

6. Click the OK button (3). The created configuration is added to the list.

7. Repeat steps 3-6 for all video data transmission configurations.

8. Click the OK button.

9. Click the Apply button.

Video data transmission configurations are now created.

Connecting to uninterrupted power supplies

If your computer has a Smart-UPS uninterrupted power supply unit made by APS, messages from the UPS can be sent to Server of Control.
Configuration of a UPS is performed in the following order:

1. Install the StateUPS utility.
2. Configure the PowerChute plus utility.

Configuring StateUPS

StateUPS utility (exe-file and ini-file) is installed with Agent of Control and placed to the <Intellect software installation>/Vhost/UPS/.

Note
Files from the <Intellect software installation>/Vhost/UPS/Ext directory will look for the ini settings file in the same directory as the StateUPS utility.



Configure the file StateUPS.ini in this directory:
1. Address - address of the machine on which Agent of Control is running. The default value of this parameter is 127.0.0.1. If you install StateUPS on the same computer on which

Agent of Control is installed, it is not necessary to change this parameter.
2. Port - TCP port to which StateUPS sends messages from the UPS. The value of this parameter must match the corresponding setting of Agent of Control, TCP port (UPS) (see

the section Configuring a port for incoming UPS messages).
If the StateUPS utility is to be used on another computer, do the following:

1. Create "HKLM\SOFTWARE\BitSoft\VHOST\VHostService" section in the registry on this computer.
2. In this section, create the "FolderLog" parameter. In the "FolderLog" parameter specify the path where the UPS folder will be created containing ini-file. For example, if the

folder is C:\EVUPS, then "FolderLog" = "C:\EVUPS\"
3. In the specified folder, for example, C:\EVUPS, create the UPS sub-folder and copy the StateUPS.ini into it.

Installing the software from the UPS vendor

After the StateUPS is configured, install the software from the UPS vendor. Before starting installation, make sure that the interface cable is connected to the UPS.

1. To start the installation process, start the executable file pc521.exe in the installation folder UPS\PowerChutePlus. A window opens to inform of the start of installation.

www. apcc.com

PoweRCH

PowerChute Flusz Setup iz preparing the |nstallShisld
YWizard which will guide vou through the rest of the zetup
= procezs. Pleaze waik.

Copyright © 2000

2. On the following wizard page, select the option Continue with the installation now and click the Next button.

48
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PowerChute plus 5.2.1 Setup
Windows NT 2000 (Intel)

¥elcome to PowerChute plus Setup o _XJ

| Release notes and detailed instructions for this installation may be
Ax read now by selecting from the following options:
www_npcn,nnm |
€~ Review the Installation Guide now.

" Review the Belease Notes now.

' Continue with the installation now.

< Back | Mext > I Cancel

3. On the following wizard page, click the Yes button to accept the license agreement.



PowerChuite plus 3.2.1 Setup
Windows NT 2000 (Intel)

Software License Agreement E 1!

i Pleaze read the following zoftware licenze agreement. Uze the scroll bar to view the
rest of this agreement.

Amerizan Power Conversion Corporation - Software License Sagreement A!

Thiz software license agreement [the "agreement''] iz a legal agreement between
Arnerican Power Corversion Corporation az the "licenzor' [hereafter referred to az APC)
and pou [hereafter referred ta as the “customner'’] for the APC softiware accompanying thiz
agresment.

By clicking "'ves'" or by downloading, instaling, loading. copying. or otherwise using the
software, you represent that one of the following is true:

*Yau have been authorized to accept these termz on behalf of the custamer [the entiby
onwhose behalf wou reprezent that wou are autharized to act).

*“'ou intend to'be personally bound to the terms of this agreement az the customer. ;‘

Do you accept all the terms of the preceding license agreement? If 2o,
click on the Yes push button.  [f you select Mo, Setup will close.

< Back ez

4. On the following wizard page, select the Typical installation type and indicate the path at which you want to install the software.
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PowerChute plus 5.2.1 Setup
Windows NT/2000 (Intel)

5. Copying begins of the necessary files.

Installation Type |

wWww.apcc.com

S——

Fleaze select an installation type and destination directary:

¢ Typical Prograni will be inztalled with the mozt common
optionz. Recommended for most users.

(" Custom You may choose the options you want to install
Recommended for advanced users.

— Destination Directary

C:AProgram FilezhPwrchute Brawmise. . |

< Back l I et > I Caticel |
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*_1'-_1. Setup a i

PowerChute plus 5.2. 1 Setup
Windows NT/2000 (Intel)

Copying helpfiles...
chdug9.htrm

6. When copying is complete, a dialog box appears with a request to automatically determine the COM port on which the UPS is located. Click the Yes button.

e

l\?') Would wou like to automatically search all 2OM ports For an APC UPS?

Aa I HeT |

7. The search process begins.




% Checking for LIPS on COR1

8. When the search is complete, the program will show what type of UPS it found and on which COM port. Click the Next button.

PowerChute plus 5.2.1 Setup
Windows NT2000 (Intel)

Setup UPS Parameters B L

Ax I - Select LIPS Type and COM Port

www.apcc.com | UPS Type  |SMART-UPS 700

‘ COM Fort |CDM2 "|

9. On the next wizard page, clear the Enable PowerChuteplus remote monitoring check box and click the Next button.
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PowerChute plus Remote Monitoring '

| Dizable remate manitaring anly if thiz computer iz an a dial-up
m nietwark, & hot connected o a network, or does not need to
monitor other UPS s or have itz UPS monitored remotely.

WWW. aBpcc.com

[ Enable PowerChute plus remate moritaring

< Back I Hext = I Cancel

10. The two following wizard pages complete the installation process.



55

Setup UPS Monitoring Module b E x|

’ APC's PowerChute pluz has been successtully installed.
However, before the application can function an thiz

WL AP EE, COM gerver, the UPS monitonng service must be started,

Fleaze click Mest to start the UPS monitoring service.

MOTE: Clicking Cancel will exit Setup and remove any
changes made dunng the installation procedure.

| MHewt > I Cancel

Dialog box to confirm installation completion.
PowerChute plus Installation complete: |

[ i APC's PowerChute plus is now running.
Click, Ok tao finish Setup,

Installation of the StateUPS utility is now complete.

Installing the PowerChute plus utility

(D Note.

The PowerChute utility configuring process is given in this document as an example. Alternative software can have different settings.

Alternative software must allow binding certain reactions with UPS events.

To set up the PowerChute plus utility:

1. Start the PowerChute plus configuration program, by selecting Start -> Programs -> PowerChute plus -> PowerChute plus.
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-Puwer hute PLUS

26.07.2005 12:14:27 = PowerChute PLUS Yersion 5.2.1 started =
26.07.200812:14:35 Communication established

2. Select the menu item Configuration -> Event Actions... A dialog box appears, in the left part of which there is a list of events for which different reactions can be assigned
(right part of the window). It is recommended to disable the Notify Users option for all events unless there is a need for it; otherwise, messages are sent to the entire domain
on which the computer is located.
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Event Actions I

Events

—Actions for Selected Event

PowerChute plus Started = ¥ Log Event

PowerChute plus Stopped
UPS On Battery

Utility Power Restored

Low Battery Condition

UPS Battery Is Discharged
Return From Low Battery
Communication Established
Lost Communication With UPS
Comm Lost While On Battery
Administrative Shutdown
System Shutdown Starting
System Shutdown Complete
Shutdown Cancelled

UPS Output Overload
Owverload Condition Solved
UPS Enabling SmartBoost

0K

[~ Motify Administrators Options..
™ Motify Users Options...
[~ Bun Command File Options...
[T Send E-Mail Dptions...
— | IC Page Users Options...
[T Shut Down Server Options...
Reset To Default Actions...
&l

Cancel |

A more detailed list of events is given in the table.

ID Code Event Name

1000 PowerChute Started

1001 PowerChute Stopped

1002 Communication Established
1003 Utility Power Restored
1004 UPS Self-Test Passed

1005 Administrative Shutdown
1006 Shutdown Cancelled

1007 Returned From Low Battery
1009 UPS Battery Replaced

Description

PowerChute service started
PowerChute service stopped
Communication restored
Electricity restored
Self-Test passed
Administrative shutdown
Shutdown cancelled

Battey charged

Battery replaced



1013 Overload Condition Solved Overload is back to normal

1014 Runtime Calibration Started Runtime Calibration Started
1015 Runtime Calibration Finished Runtime Calibration Finished
1016 System Shutdown Starting System is shutting down
1102 UPS Internal Temperature In Bounds Internal temperature is in bounds
2000 UPS On Battery Electricity turned off

2001 System Shutdown Complete System performed shutdown
2002 UPS Enabling SmartBoost Low-voltage mode

2003 Low Battery Condition Battery is running low

2004 Runtime Calibration Aborted Runtime Calibration Aborted
2007 UPS Enabling SmartTrim High-voltage mode

3000 Lost Communication With UPS Communication lost

3001 UPS Output Overload Overload

3002 UPS Self-Test Failed Self-Test failed

3003 UPS Battery Is Discharged Battery discharged

3004 Comm Lost While On Battery Comm Lost While On Battery
3016 Battery Needs Replacing Must replace battery

3107 Maximum Internal Temperature Exceeded High internal temperature

PowerChute plus can be configured so that any of the events listed previously can be sent to the Server of Control.
Events marked in green are highly recommended for sending to Server of Control.
The <Intellect installation>\Vhost\UPS\Ext\ folder also includes three executables that have been created for specific events:

®* PowerOff.exe (electricity is off)
® PowerOn.exe (electricity is restored)
® BatDisch.exe (battery is discharged)

This minimal set can be used with different series of Back-UPS that do not support calling third-party subprograms from from the command line.

Example of configuration of event distribution

Let us consider the following situation: electricity has turned off and the UPS began to work in battery mode (ID Code = 2000), and after a time electrical supply was restored (ID Code
= 1003).

In this case to configure events notifying do the following:



1. In the list of events, select the event UPS On Battery and, for this event, select the Run Command File check box.

Event Actions _5!

Events ~Actions for Selected Event
PowerChute plus Started I I Log Event

PowerChute plus Stopped

™ Notity Administrators _ Options...
Utility Power Hestored =——
Low Battery Condition [~ Motify Users Options...
UPS Battery Is Discharged —_—
Heturn From Low Battery V Bun Command File Options...
Communication Established

Lost Communication With UPS ™ Send E-Mail Options...
Comm Lost While On Battery =——
Administrative Shutdown oo [~ Page Users Options...
System Shutdown Starting -
System Shutdown Complete V Shut Down Server Options...
Shutdown Cancelled =
UPS Output Overload :

Overload Condition Solved Reset To Default Actions...

UPS Enabling SmartBoost |

Ok | Cancel |

2. To the right of Run Command File, click the Options... button.
3. In the dialog box that opens, indicate the full path to the StateUPS utility that you want to be started when the event occurs.

Run Command File x|

UPS On Battery

Command File

|"CZ'I,E"|||’UF'5'I,5131EUPS.EXE" 2000
Wait |I] Seconds Before Executing
Test | oK Cancel




This path should be surrounded by double quotation marks (one at the beginning of the path and one at the end). Leave a space and then indicate the ID code; for the UPS On
Battery event, the ID code is 2000.
4. Similar actions for the Utility Power Restored event are shown in the following figures.

Event Actions ' x|

Events ~Actions for Selected Event
PowerChute plus Started = Log Event
PowerChute plus Stopped
_UPS On Batte [~ Motify Administrators Uptions..
Utility Power Bestored —
Low Battery Condition [ Notify Users Options...
UPS Battery Is Discharged —_——
Return From Low Battery ¥ Pun Command File Options...
Communication Established re————
Lost Communication With UPS I Send E-Mail Options...
Comm Lost While On Battery _
Administrative Shutdown b [~ Page Users Options...
System Shutdown Starting —
System Shutdown Complete [T Shut Down Senver Options...
Shutdown Cancelled —_——
UPS Output Overload :
Overload Condition Solved Heset To Default Actions...
UPS Enabling SmartBoost |
0K Cancel |
Run Command File i x|

‘ Utility Power Restored

Command File

I' 'C:AEVUPS\StateUPS.exe" 1003]

W ait II] Seconds Before Executing
Test | oK Cancel

60
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You should also remember that after utility power is restored, the UPS does not always generate the Utility Power Restored event; sometimes, it generates the UPS Enabling
SmartBoost or UPS Enabling SmartTrim events. In order to not "miss" the moment at which utility power is restored, it is advisable to also handle the UPS Enabling SmartBoost
and UPS Enabling SmartTrim events.

Each time the StateUPS utility is called, a log file is created in the <Intellect installation>\Vhost\UPS folder with a name of the following format:

upslog_<state> <date><time>.log
Working with Agent of Control without Windows administration rights

To allow the user not added to the Administrators group in the Windows operating system to work correctly with Agent of Control, make sure the following conditions are fulfilled:

1. The user must have full access to the Agent of Control registry section:
HKEY_LOCAL_MACHINE\Software\BitSoft for 32-bit system
(HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft for 64-bit).
2. The user must have full rights for the folder <DISK>:\Backup, where <DISK> is the logical disc where Intellect software is installed.

Configuring Server of Control

To configure Server of Control, go to the System settings window. Use of this window is described in Intellect Software Package: Administrator's Guide.

Creating necessary Server of Control objects

@ Note.

Server of Control, as well as Agent of Control, can operate in distributed architecture of the digital video surveillance system . In this case both Server of Control and Agent of
Control shall be configured locally, not remotely. Agents of Control can view each other in the distributed configuration but cannot change each other's settings. Agents of

Control cannot view Servers of Control.
Create objects of the Server of Control in the hardware tree as follows:

1. Go to Hardware tab in the System settings dialog box (1).

Architecture Hardware Interfaces Users Progranmming

& ¥, 410K Inte

o)
rface 150 [150] 3 3

JIDK Interface 150

™ Disable
‘ Computer j

Computer

2. Create an IIDK interface object under the Computer object (2). Set the IIDK interface object number (3).
3. Create a Server of Control object under the Computer object.

Hardware

=~ Computer
. [BY TIDK interface 150

-y

4. When the Server of Control object is created its settings panel is displayed on the right of the System settings dialog box.


https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=84354171
https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=107416093

62

I IIDK interface : {150 Event Viewer : j

I'I IServer Of Contral 1
Laogging subsysten
Compuiter [ Ausiliay characters Archive period [h]: I48
|Computer j W &lam events File size [ME] - W
W System status
Advanced—— Keep archives for [manths] : |3 'I

Transfer
tonitaring ... | TCRAIP part [4gent) I???? First COM port number : ICum'I 'l

- | TCPAR port [Archive)] © I??55 Mumber of COM ports ; I‘I 'l

COb port speed ;| 9600 -
|
COM port farmat - |8M1

¥ Transfer info about accepted alarms to Contralling Agent

Apply Cancel

5. Specify the IDK interface object number in the IIDK interface field.
6. Create one or more Partition of Control objects the Server of Control object. When you create these objects specify the same ID as in the ID field on the settings panel of

the corresponding Partition of Control object created under the Agent of Control object.

EI---IE_l Computer —
LB IDK interface 150 ISEE ||F'art|t|n:un 0f Contral 1

Elih SQEP"EF DDI g Serer OF Contral
L ar an
.. W} Partition OF Control 2 |Server OF Contral 1 j

Note
(D The ID and Name fields must not contain underscores (_) or backslashes (\), the ID field is limited to 9 characters and must not contain spaces.

The object address can be specified as the name.

The required objects are now created in the hardware tree.

Configuring a connection

A Server of Control can simultaneously interface with objects over both the TCP/IP and RS232 protocols.

To configure a connection between Server of Control and Agent of Control/Archive:



1. Go to the configuration panel for the Server of Control object.

|1 IServer 0f Control 1 DK interface ;{150 Event Viewer j
Lagging subsystem
Computer [~ &usiiary characters &rchive period [h] ;|48
| Computer ||| P e events File size [ME): [100
V¥ Systern status
Advanced ————— Keep archives for [manths)] : |3 vI
[anzfer —
Monitoring .. I TCRAP port [fgent] I??’??’ I 1 Firzt COM port number ; ICnnﬂ "I
S | ITCPHIF‘ port [Archive) : 7755 |2 Number of COM ports : |7 - 3
COM port zpeed ;| 9600 w7
=
COM port format : [8M1

¥ Transfer info about accepted alams to Controlling Agent

Apply Cancel

2. In the TCP/IP port (Agent) field, enter the port number for TCP/IP communication with remote objects (1).
3. In the TCP/IP port (Archive) field, enter the port number for TCP/IP communication with the Search in archive module (2).
4. For the RS232 protocol, indicate the following parameters: First COM port number, Number of COM ports, COM port speed, and COM port format (3).

5. Click the Apply button.
Connection configuration is complete.
Configuring the logging subsystem
The logging subsystem allows configuring the detail level at which Server of Control activities are logged.
The main log file is located in the <Intellect software installation folder>\VHost folder, in the file vsrvYYMMDD.log, where YY is the year, MM the month, and DD the day.

To configure the logging subsystem:

1. Go to the configuration panel for the Server of Control object.



|-| ISeweerEontrol'l DK interface : |150 Ewent Wiewer ; j
Logging subsystem

Computer [ Ausilary characters] 1 Auchive peried (h): [28 | 4

- | Fameet__] e oo B
Computer o) B famevens ]2 File size (MB): [100 | &
IIV Syztenn status I
3 I ¥.eep archives for [months) ; |3 'I 6
 Transfer

bonitaring ... | TCRAR part [Agent] I???? First COM port number : IConﬂ "I
T | TCPAP port [frchive] - I?F"EE Mumber of COM ports : I‘] vI

COM part speed : | 9500 i
> 5

COM port format : |2M1

Advanced

W Transfer info sbout accepted alams to Controling Agent

2. To log auxiliary characters at the transport level, select the Auxiliary characters check box (1).
3. To log alarms (activation of a vibration sensor, temperature sensor, or Door-Forced-Open (DFO) sensor), select the Alarm events check box (2).
4. To log events related to system status, select the System status check box (3).
5. In the Archive period (h) field, enter the frequency, in hours, at which the log file is to be archived (4). Archives are saved in the DATA subfolder, with the following name
format: namelog_yymmddhhmmss.gz, where
a. namelog is the name of the log file being archived;
b. yy is the year of archive creation;
c. mm is the month of archive creation;
d. dd is the day of archive creation;
e. hhis the hour of archive creation;
f. mm is the minute of archive creation;
g. ss is the second of archive creation.
6. In the File size (MB) field, enter the file size threshold, in megabytes, upon which the log file is archived (5). This setting overrides the value in the Archive period (h) field.
7. In the Keep archives for (months) drop-down list, select the length of time, in months, for which you want to store archived log files. This value must be between 1 and 24 (

6). Archives that are older than the specified number of months are deleted.

To save settings, click the Apply button.
Specifying storage time for event log

To specify the term of keeping the event log in the database do the following:

1. Go to the Programming tab of the System settings dialog box (1).



Hardware Interfaces Frogramming

—Settings

Arcess Level l 3 G—:vents archive length IB da_'r'i)

Macros

Object code I

Run macro at start j

[~ Connections in architecture

Holidays

Add
Administrator's password |

Delete

Edit

il

2. Go to the Security zone object setting panel (2).
3. Specify the term of keeping the event log in the Event archive length parameter (3).
4. Press Apply (4).

Specifying the term of keeping the event log is completed.

The Event Viewer utility

The disadvantage of viewing information via the Event Viewer is clearing the screen on each Intellect restart. It is impossible to see what was on before the system restart. The
additional Event Viewer utility is required in such cases. This utility operates the database directly and allows to view information from the whole length of time used to keep the event
log in the database.

To start the Event Viewer utility, click the Event Viewer button on the Server of Control settings panel.



I-I ISewer 0OF Contral 1 DK interface : |150 Ewent Wiewer : |
Logging subsystem
Computer I Ausiliary characters Archive period (h]: |‘18
|Computer j ¥ &lam events File size [MEB] : Iﬁ
¥ Swystem status
Advanced K.eep archives for [months) ; |3 'I
 Transfer

bonitaring ... | TCRAR part [Agent] I???? First COM port number : IConﬂ "I
T | TCPAP port [frchive] - I?F"EE Mumber of COM ports : I‘] vI

COM part speed : | 9500 i
> 5

COM port format : |2M1

W Transfer info sbout accepted alams to Controling Agent

The Event Viewer utility allows to sort and filter data.

J=
Source (= || Event || Date
P :Pattition OFf Control 1 Fi E
Partition OFf Control 1 Hardware 2/9/2015 1:37.56 PM | 2/9/2015 1:37.56 PM
Pattition 0f Cantral 1 Detections 2015/02/09 13:37:51 2/9/2015 1:37:45 PM | 2/9/2015 1:37:45 PM
Patition 0Ff Contral 1 Commurication channel - failure 2/3/2015 1:37:34 P | 2/9/2015 1:37:34 PW
Patition Of Control 1 File received 306_1_090215_133720000.avi 2/9/2015 1:37:33 PM | 2/9/2016 1:37.33 PM
Parttition Of Contral 1 File received 306_1_090215 133711000, avi 2/9/2015 1:37:31 PM | 2/9/2015 1:37:31 PM
Partition 0f Cantral 1 Base software 0K 70585L00 2/9/2015 1:37:26 PM | 2/9/2015 1:37:26 PM
Partition OF Contral 1 Camera enabled Camera 1 [id=1] 2/9/2015 1:37.26 PM | 2/9/2015 1:37.26 PM
Partition Of Control 1 Aichive size | enough Camera 1 Specified-Cur.[days.:.060-011 2/9/2015 1:37.26 PM | 2/3/2015 1,37.26 PM
Partition Of Cantral 1 Lacal videosystem : OK 2/9/2015 1:37.26 PM | 2/9/2015 1:.37:26 PM
Patition 0Ff Contral 1 Commurication channel : 0K 2/8/2015 1:37:26 PM | 2/9/2015 1:37:26 PW
Patition Of Control 1 Detections 2016/02/08 13:37:20 2/9/2015 1:37:17 PM | 2/9/2016 1:37.17 PM
Pattition Of Cantral 1 Detections 2015/02/09 133711 2/9/2015 1:37:06 PM | 2/9/2015 1:37:06 PM
Pattition 0f Cantral 1 Detections 2015/02/03 13:36:02 2/9/2015 1:35:56 PM | 2/9/2015 1:35:56 PM
Recards: 14
(1= | | [E R T
Wiew records beginning with ; 249,215 - Object : IA\I objects j

Configuring reaction to snapshots and videos

Monitoring allows configuring how the application reacts after receiving still frames or video that are sent when alarm sensors are triggered.

To configure the reaction to receipt of still frames and video:
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1. Go to the configuration panel for the Server of Control object.

|.I ISeweer Control 1 DK interface : 150 Event Wiewer : j
Logging subsystem

Camputer [~ Ausiiary characters Archive period [k : |48

|Computer ﬂ v &laim events File size (MB] : |_1 o

[ System status
Advanced

K.eep archives for [months) : I 3 - I
Tranzfer

Monitaring .. | TERAAP port (Sgent] I???? First COM port number : |C0m1 "I

e e o | TCRAR port [&rchive] : I??EE MHumnber of COM parts : I‘I 'I
COM port zpeed ; ISEDD 'I
Festart |

COM part format ;8N

¥ Transfer info about accepted alarms to Contralling &gent

Aoy Cancel

2. Click the Snapshot/Video button. A window opens, allowing configuration of the application response to receipt of still frames and video.

5 hiow received imagel 1

JFPEG-files viewer
C:4Program Fileshintellect Y host 555 TERM Y PE GYiewer. exe

Playback received clip 2

o

A -files player
C:AProgram Fileshwindows Media Playerwmplayer, exe |

s [

3. If you want for received still frames to be opened:

a. Select the Show received image check box (1).
4. If you want for received video to be played back:

a. Select the Playback received clip check box (2).




b. Specify the path to a program for playing back video files (3).

Note.
AVI-files player setting is only used for compatibility with Monitoring older versions which transmitted avi-files. Newer versions transmit files in the Intellect
video archive format, which are opened with the Axxon Player utility.

5. Click OK (4).

Configuration of the application reaction to receipt of video or still frames is now complete.

List of Additional workplaces

If only Monitoring and Monitoring reports interfaces are to be in use on Additional workplaces, then there is no need to configure the list of Additional workplaces. If the Search in
archive interface is to be in use, then on the Server of Control specify the list of Additional workplaces that are going to use this interface by specifying the computer name and client
code.

The client code is bound to the computer hardware. You can find it out as follows:

1. Open the Search in archive interface in the Additional workplace configuration where the Search in archive component is to be used on the computer with installed Monitorin
g software.
Search in archive | Loads |

—Object name 1D | Camera | Date and time | Text
[386] Partition Of Control 1 29.01.2015 9:23:25 | Record on disk stopped
386 10] 25.01.2015 9:23:15 | Harddisk rec
386 101 3 | Record on disk stopped
[~ Search |10 Harddisk rec
Peodfrom:  [29.01.2015 =] Joonoo = |10 Record on disk stopped
to: fpsot201s =] 15123 386 |10 Harddisk rec
By captions: | 386 101 Record on disk stopped
386 0] Harddisk
" By video clips of all cameras o kb i
— 386 1] Record on disk stopped
" By video clips of camera: 1111 hd 225 m Harddisk rec
285 1 7 sl
Data receive timeout {min.): |3 vl R 1] 7 | Record on disk stopped
386 0] Harddisk rec
Search | Cancel |
—Queny
Video | Frames |

2. Click the Settings button in the bottom left corner.
3. The client code is specified in the appeared Settings box.




foettings A
I Connection to videosry

IP address

Port

| Client code I |
Maximum length |123 vI

of loaded video clip,

The list of Additional workplaces that can be connected to the Server of Control is configured as follows:

1. Go to the settings panel of the Server of Control object.

I.I ISewer 0f Contral 1 DK interface : 150 Ewent Viewer : j
Loaaing subsystem
Computer [ Auiliary characters Archive period [h) : I48
|Computer || | Alaim events File size [MB] W
v Suystem status
Advanced—————— Keep archives for [manths) | |3 "I
Transfer

TCP/IP part [agent] |7777 First COM port number : IEom‘I YI
Shapshats/video | TCPAP port [&rchive] : I??55 Mumber of COM ports |‘| vI

COM port speed : | 9600 52
——

COM port format : |3N1

¥ Transter info sbout accepted alams to Contraling Agent

Apply Cancel

2. Click the Monitoring... button. As a result the box of configuring the list of Additional workplaces appears.
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Computer name Client code

Add Edt . |  Dekte |

Additional workplaces

] I Cancel |

3. To add an Additional workplace to the list click the Add... button.
4. In the appeared box specify the computer name on which the Additional workplace is installed (1).

—aAdditional workplace

Compuiter hame ||

Client code I

3 k. I Cancel |

5. Specify the client code in the Client code field (2).
6. Click the OK button (3).
7. Repeat steps 3-6 for all Additional workplaces that will be connected to this Server of Control.

(i) Note.



To edit specified settings select the Additional workplace in the list and click the Edit... button.
To delete the Additional workplace in the list select it in the list and click the Delete button.

8. Click the OK button.
9. Click the Apply button.

The list of Additional workplaces is how configured.

Sending confirmations of alarm acceptance

In general the Agent of Control is considered not to have the same core with the Server of Control.

It is possible to configure sending messages to Agent of Control when the operator confirms an alarm on the Server of Control. The Agent of Control then sends these messages to Intel/
lect core. Two types of confirmation are available: simple and complex. The confirmation type is selected when configuring alarm transmission to the Server of Control (see Configuring
alarm groups section).

When the confirmation is sent, the Server of Control waits for the confirmation from the Agent of Control that the message has been sent to Intellect core. If this message is not
received, then confirmation packets are sent every 5 minutes.

(D Note.

See also Sample scripts for processing alarm confirmations section.

Disable sending confirmations of alarm acceptance as follows:

1. Go to the settings panel of the Server of Control object.
2. Clear the Transfer info about accepted alarms to Controlling Agent check box.

I-I ISewer 0F Contral 1 DK interface : |150 Ewvent Wiewer : j
Logaing subsystem

Compuiter [ Ausiliary characters Achive period [h] : I“'8

|Compuler j ¥ alam events

File size [MB]: [100

v System status

Advanced Keep archives far [manths] : |3

N

Transfer

b anitaring .. | TCPAP port [Agent] |7777 First COM port number : | Coml =
Shapshots video | TCPAR port [Archive] : I??55 Mumber of COM ports: |1

COM port speed : | 3600 -

COM port fomnat - |8M1

b

I|7 Transfer info about accepted alarms o Controlling Agent I

Apply Cancel
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3. Click the Apply button.
The Transfer info about accepted alarms to Controlling Agent function is now disabled.

Working with Server of Control without Windows administration rights

To allow the user not added to the Administrators group in the Windows operating system to work correctly with Server of Control, make sure the following conditions are fulfilled:

1. The user must have full access to the Server of Control registry section:
HKEY_LOCAL_MACHINE\Software\BitSoft for 32-bit system
(HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft for 64-bit).

2. The user must have full right on the Export folder. The path to this folder is stored in the ExportPath parameter in the following registry section:
HKEY_LOCAL_MACHINE\Software\BitSoft\VHOST\VHostService for 32-bit system

(HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft\VHOST\VHostService for 64-bit).

Configuring Additional workplace
List of Servers of Control

Additional workplace can operate with only one Server of Control at a time. However, the list of available Servers of Control can be configured and the active Server of Control can be
selected. For this use the Additional workplace configuration tool. The tool can be run in one of the following ways:

1. Click Start -> All Programs -> Intellect -> Monitoring -> Additional workplace configuration tool.
2. Use the ARMSelector.exe executable file, located in the <Intellect installation directory>\VHost\SYSTEM\ folder.

The tool is shown in the figure.

{2} Additional workplace configuration tool L 101l
. -
-_pe x =—.| L
By default Name I By default
MNew
IP address | 192,168.55.1
Part | 7755
Path to export folder | V\S-UYUTOVA\Export}

Provider=5QLOLEDE.1;Data Source=(local)
\SQLEXPRESS; Persist Security Info=False;Integrated

DB connection string Security=55P1: Initial Catalog=ManitorSSTV

Interface of Additional workplace configuration tool

Interface elements of Additional workplace configuration tool are described in the table.

72



73

Vi
b4
—

£} Additis 2al w arkpl -ce configuration tool | 10| x|
Name I By default 3
IP address [192.168.56.1 7
Port 7755 8
Path to export folder I \\S-UYUTOVA\Export} "]

DB connection string

Provider=5QLOLEDE.1;Data Source={local)
\SQLEXPRESS,Persist Security Info=False;Integrated
Security=55PI;Initial Catalog=MonitorssTV

Name

List of
Servers of
Control

The Add butt
on

The Delete b
utton

The Save but
ton

The Set as
active button

The Name fie
Id

The IP
address field

The Port field

Method of setting the
parameter value

The Add, Remove and S
et as active buttons
Click the button

Click the button

Click the button

Click the button

Enter a value in the field

Enter a value in the field

Enter a value in the field

Default value

By default there is the Server of Control in the
list. It is named By default and is created during
installation.

See #1. When a new Server of Control is added
to the list it is named New by default.

127.0.0.1

Important! The value of this parameter is to be
changed according to the IP address of the Serve
r of Control.

7755

Description

Displays the list of existing Servers of Control. An active Server of Control is highlighted in bold.

Adding a new Server of Control to the list.

Deleting a selected Server of Control from the list.

Saving the changes

Setting an active Server of Control.

Setting a name for Server of Control. This name is used only in this tool.

Setting the IP address to connect to VideoSrv module.

Setting a port to connect to VideoSrv module. The port used by the Server of Control is specified on
the settings panel of the corresponding object when setting the Server of Control - see Configuring a
connection section.



9 The Pathto The Path to export - Setting a path to the network folder on the Server of Control where there are archive files requested

export folder link or enter a from the Agent of Control.
folder field value in the field
10 The DB The DB connection - Setting the Server of Control DB connection string. The Data Link Properties box appears when
connection string link clicking the DB connection string link.
string field

Adding Server of Control to the list

By default the Server of Control (named "By default”) is added to Additional workplace configuration right after installation of Monitoring software package. Its settings are the same as
those specified during installation (see Additional workplace Installation section).

Add a new Server of Control to the list as follows:

1. Run Additional workplace configuration tool.
JRL=TEY
= ol g ’
HxEY .

Name By default
New 3I ! I
2 1P address 4 I 192.168.56.1 |
Port 5 |77 |
6 IPath to export folder I V\S-UYUTOVA\Export) I

Provider=SQLOLEDB.1;Data Source={local)
- - \SQLEXPRESS,Persist Security Info=False;Integrated
DB connection string Security=55PL Initial Catalog=MaonitorssTV

8

Clickthe ¥ putton (1).
A new Server of Control is added to the list (named New) (2).
Rename the Server of Control if necessary (3).

AN

Note.
This name is used in the Additional workplace configuration tool only.

5. Specify the IP address of computer where VideoSrv module is run (4).
6. Specify the VideoSrv module connection port (5).

(D Note.



The port used by the Server of Control is specified on the settings panel of the corresponding object when setting the Server of Control - see Configuring a connection s
ection.

7. Specify the path to network folder on the Server of Control where there are archive files requested from the Agent of Control (6). A standard Browse for Folder dialog box app
ears when clicking the Path to export folder link. Select a required folder.

@ Note.

By default the folder (Export folder) on the Server of Control where the snapshots and videos are stored is located at DISK:\Export\, where DISK is a disk with installed
OS. You can edit the folder by editing the ExportPath registry value in the HKLM\Software\BITSoft\VHost\VHostService section.

8. Click the DB connection string link. The Data Link Properties box appears. Configure DB connection to remote Server of Control as follows:
a. Go to the Provider tab. Select Microsoft OLE DB Provider for SQL Server.

B, Data Link Properties E |

Provvider Ennnectinnl .-ﬁ-.dvancedl &l I

Select the data pou want b0 connect to;

OLE DB Provider(s]

Microzoft Jet 3.57 OLE DB Provider

Microsoft Jet 4.0 OLE DB Provider

ticrozoft OLE DB Provider for DTS Packages
Microsoft OLE DB Provider for Indesing Service
Microzoft OLE DB Provider for Intermet Publizhing
Microgoft OLE DB Provider for QDEBC Drivers
icrozoft OLE DB Provider for Olap Services 8.0
icrozoft OLE DB Provider for Oracle

icrosoft OLE DB Provider for SHL Server |
icrozoft OLE DB Simple Provider

k50 ataShape

[LE DB Provider for Microsoft Directon Services
SOL Server Replication OLE DB Prowider for DTS

0k, Cancel | Help |

b. Go to the Connection tab.



-0

| Data Link Properties (S

| Provider | Connection | Advanced |.ﬁ.|| |

Specify the following to connect to SQL Server data:
1. Select or erter a server name:

SRVI\SQLEXPRESS - | Refresh |1

2. Enter information to log on to the server:
(71 Use Windows NT Integrated security

@ lse a specific user name and password:

|ser name: sa .

Password: =
[ Blank passward Allow zaving password 3 I
3. @ Select the database on the server: I

e T . 3
"

(71 Mtach a database file as a database name:

i

=l

6] ok | cancel || Hep |

. In the 1. Select or enter a server name: dropdown list select a name of DB server where the Server of Control DB is stored (1).

. Set the 2.Enter information to log on to the sever: to the Use a specific user name and password: position and specify the user name and password to connect
to MS SQL Server (2).

Select the Allow saving password check box (3).

In the Select the database on the server: dropdown list select the name of the Server of Control DB (4).

. Click the Test Connection button (5). If connection data is specified correctly, then the box with the Test connection succeeded message appears.




- ™
Microsoft Data Link 2% |

Note.
If there is the Connection failed message, then check if there is connection to the Server of Control computer and if the server DB is configured correctly and

then repeat steps 8.a-8.g.

h. Click the OK button(6).
9. The configured connection string is displayed in the text field (8).

o

10. Click the “==4 button to save the changes (9).

(D Note.

To remove Server of Control in the list select it and click the x button.

Server of Control is now added to the list.

Selecting active Server of Control

Select an active Server of Control used by the Additional workplace as follows:

1. Run the Additional workplace configuration tool.
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{2} Additional workplace configuration tool 10| x|

+ ¥XH

By default Name I By default
MNew
1 IP address | 192,168.56.1
Port | 7755
Path to export folder I WS-UYUTOVA\Export|

Provider=SQLOLEDB.1;Data Source={local)
\SQLEXPRESS;Persist Security Info=False;Integrated

DB connection string Security=55PL Initial Catalog=MonitorssTV

2. Select the required Server of Control in the list (1).

3. Click the VJ button (2).

0

e

4. Click the =4 button (3).

Active Server of Control is now selected.
Working with Additional workplace without Windows administration rights

To allow the user not added to the Administrators group in the Windows operating system to work correctly with Additional workplace, make sure the user has the full access to the Ad
ditional workplace registry section:

HKEY_LOCAL_MACHINE\Software\BitSoft for 32-bit system

(HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft for 64-bit).

Data Loader for Monitoring
Server of Control

Server of Control is a communication module that is responsible for receiving information from objects. The icon of the module (a red "V" symbol) is shown in the toolbar, in the
lower-right corner of the screen.

[E0E > | 10:38

En &)

If you double click on the icon, the window shown in the following figure opens.



79

| videosv =10 ]

Controlling zerver [c]

@ Yerzion 7.0.618 [Dema mode]

ApwonSoft Group LLC.

Server of Control starts automatically. If Server of Control has been stopped by mistake or any other reason, it can be restarted from Start - All programs - Intellect - Monitoring
- VideoSrv menu.
|| Intellect
i3 Collect system's data
0 intellect
& v EXPERT
ﬁ Remove
8 Reports subsystem
|| Help
|| Monitoring
@ Remove Monitoring
YW videoSrv
|| Help
|| Tools

Data Loader for Monitoring

Server of Control creates files that contain object status information and puts them in the exchange folder. The files are then loaded from the folder to the database by the Data loader
for Monitoring module. The icon of the module (a "monitor" symbol) is shown in the toolbar, in the lower-right corner of the screen.

HHideISth lnader panel

If you right-click on this icon, a context menu opens.

Show data loader
Hide data loader

Clase data lnader

If you select the Show data loader menu item, the Data loader for Monitoring window opens.



Data loader for Monitoring
Actions  Help

l Farameters l

Loading period (sec) |1 I 5 Load Step ||:I :|

-
Loaded fila

Input data folder |C:'\F"r|:|gram Filesi-HTRnnekT W HosthdonDat
Loadings: 2

This window contains the following parameters:

1. Input data folder: The path to the folder that contains incoming files from Server of Control.

2. Loading period (sec): The time (in seconds) between two consecutive loads of incoming files from Server of Control into the database. This parameter applies to non-alarm
messages. Alarm messages are recorded to the database immediately. Each time after data is loaded into the database, the system sends to the Log Panel interface
component a data update request. The Log Panel refreshes the information from the database every minute.

3. Automatic loading: If you select this check box, data is loaded automatically. Otherwise, the load starts only when you click Load.

4. Loaded file: This field shows the name of the file being processed, or an error message if an error occurred while loading the data.

5. Message files received from Server of Control are processed in several steps. The current step is shown in the Step field.

Connecting to the database

In the Action menu, select the Database connection item. It allows you to configure the database connection line.
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Data loader, for Monitoring

Actions

Connection ko dakabase

-

Remove evenkts
Remove error

10 Load Step ||:| :|

Close loader

Loaded file

Input data folder |C:'\F"r|:|gram Files\-HTennekt W HosthonDat
Loadings: 2

Removing errors

If there was a failure while loading data, you cannot close the program in a usual way, because the loading process cannot be interrupted. To close the program, use the Remove

error menu item.
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Data loader, for Monitoring

Actions

Connection ko dakabase

Remove evenks +
Remove error

C T Load | Step 0 =
Close loader

Loaded file

Input data folder |C:'\F"r|:|gram Files\-HTennekt W HosthonDat
Loadings: 2

Removing events from the database

The Remove events menu item allows you to clear database. You can use the following modes:



Data loader for Monitoring

Actions

Connection ko database

Remaove events All

Remove errar Al except unfinished m
Message table only = Step =

Close loader

For previous period

Loaded fila

Input data folder |C:'\F"r|:|gram Filesi-HTRnnekT W HosthdonDat
Loadings: 2

1. Full - Clears the database from alarms completely.

2. All except incomplete - Clears the database from alarms completely, but leaves the information on the start of the alarm for those alarms that did not yet end (long-term
alarms).

3. Message table only - Clears the message log. This allows you to decrease the size of the database. In Settings tab, you can specify how long messages are kept in the log
(see Setting the log storage period).
For the period - Clears the data for a specified period.

Settlng the log storage period

If you want to specify how long the Data loader messages are kept in the log (event log), go to the Data loader for Monitoring window and then to the Settings tab.

The data loader's event log is stored in the <Intellect software installation folder>\VHost\MONITOR\LOADER\LoaderSSTV_L_M.log, where M is a month.



Data loader for Monitoring
Actions  Help

Keep message log in DB (days) | aa

Log file size (MB) LU

[ Sawe operations with files in log

1. Keep messages log in DB (days): You can specify for how long will the data be kept in the MonitorSSTV database tables.
2. Log file size (MB) : You can specify the file size for the data loader's event log (in megabytes). After this limit is reached, the log file is archived.
3. Save file operations in log: This allows you to save details for the data loader's file operations in the data loader's event log.

Configuration of the Monitoring interface
General information about the Monitoring interface

The Monitoring interface is accessible through the following interface elements

1. Monitoring
2. Search in archive
3. Monitoring Reports

These objects are created based on the Display object, in the Interfaces tab of the System settings dialog box. It is recommended to create these objects on the basis of different D
isplay objects.
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Architecture Hardware [rterf

=R ) Display 1[1]
- [ Moritoring 1 [1]
=@ Display 2 [2]

F ook o Searchin archive 1 [1]
= Display 3 [3]

Interface objects are available at the following Monitoring installation types: Server of Control, Additional workplace.

(D Note.

Operations with interface objects are described in the Monitoring. Operator's Guide document.

Configuring the Monitoring interface object

To configure the Monitoring interface object:

1. In the object tree, select the Monitoring object. On the right side of the System settings dialog box, the configuration panel for the relevant object is displayed.


https://doc.axxonsoft.com/confluence/display/vsm70en/Operator%27s+Guide

= Programming ﬂ! E
|1 IMonitoring1 ¥ Carirol panel ¥ Log panel
o Postion————————————— T

ispla
|D.P|__'.' 5 J b ID i IED E ID Y ID

izplay -

1 W |1|:|D H: IED W |1|:|D H: |5D 2
Ip Mon-emphy Comment fizld I 3

Ip Warhing when watching live video I 4
Video strearn speed |25 fps 5

Groups of alarms

[¥ Communication channel W Cameras | Temperature sensors

[¥ Hardware WV ALCS 6
7 Wideospstem software ¥ SFa
¥ Size of archives ¥ Detections

Apply Cancel

If it is necessary to display the Control Panel component on the screen, select the Control Panel check box and indicate the on-screen coordinates of the component (1).

If it is necessary to display the Log Panel component on the screen, select the Log Panel check box and indicate the on-screen coordinates of the component (2).

To require that operators leave comments when accepting an alarm (to describe the alarm and/or their actions), select the Non-empty Comments field check box (3). These

comments can later be reviewed in the event log, which also indicates the operator that accepted the alarm.

5. If when live video is attempted to be viewed from Control Panel it is necessary to display a warning that it can create the critical load per channel, set the Warning when
watching live video checkbox (4).

6. In the Video stream speed field specify the frame rate for live video displaying in frames per second (5).

7. For the alarms that you want to visualize, select the corresponding check boxes (6).

ArwnN

Configuration of the Monitoring interface object is now complete.

When a screen for which the Monitoring object has been created is selected in Intellect, the Monitoring interface window is displayed.
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Configuration of the Search in archive and Monitoring Reports objects

By configuring the Search in archive and Monitoring Reports interface objects, you can indicate the coordinates at which they are displayed on the screen.

Configuration panel for the Search in archive object.
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Pozition

|1 ISearch in archive 1
2 |0 v: [0

Digplay

|Display 2 <[l | ¥ [100 H: 100
Configuration panel for the Monitoring Reports object.

|'| IMDnitDring repaorts 1 Fosition

Dizplay

Display 3 =l | 100 H: [100

When a display used to create the Search in archive object is selected in Intellect, the Search in archive interface window is visualized.

Search in archive I Loads I

—Object name
[286] Partition Of Control 1

| D | Camera | Date and time

| Text

—Search
Perodfrom: | 3122015 =] [1200:00AM =
to: |3/12/2015 =] $58.03AM =
¥ By captions: I
™ By video clips of all cameras
™ By video clips of camera: 1111 ¥
Diata receive timeout {min.): 3 b
Search | Cancel I
—Query
Video | Frames I

Settings |

When a display used to create the Monitoring Reports object is selected in Intellect, the Monitoring Reports interface window is visualized.
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Appendix 1. Interfaces
Settings panel of the Agent of Control object

Settings panel of the Agent of Control object is given on figure.

|1 || Agent OF Contral 1 I 2 I IIDK interface : 150 I 4
1 Computer
C ter S5-I TONWA -
—_ I 3 Il Logging subsystem ... ]I 5

To apply settings,
it iz required to restart
Videosry ©

Description of the Agent of Control object settings panel elements is given in table.

# Parameter Method for setting Description Type Default value Value range
the parameter
value
1 Identifier Automatically Shows the identification number of the Nonnegative integer - >=0
Agent of Control object in the system
2 Name Enter the value in the Shows the name of the Agent of Latin, Cyrillic letters and Agent of Control A line representing a sequence of any symbols (letters, digits,
field Control object in the system service characters service characters apart from > and < symbols), not

case-sensitive.
Number of symbols - from 1 to 60.
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3  Computer Is selected in the list ~ Assigns the parent Computer object Name of the Computer obj Name of the Depends on the number of the Computer objects in the system.

for the Agent of Control object ects registered in the parent Computer
system. object
4 IIDK Enter the value in the Sets the ID number of IIDK interface Nonnegative integer 150 >=150
interface field object used by the Agent of Control
5 Logging Click the button Opens a dialog box for setting logging - - -
subsystem... subsystem parameters
6 Restart Click the button VideoSrv communication module - - -
restarting

Settings panel of the Partition of Control object

Settings panel of the Partition of Control object is given on figure.

1 IF'artitiu:nn OF Caritral 1 |2 [ 386 | 4 [ _resmitna. | 6
[ TP port (UPS) s8 | § [ Monitoing.. || 7
IAgenlDfControH v:l 3 8
- iden data ...
Muriber F.eep archive for [days)
[Carea ]
10
9
Tatal camneraz: 1
11
Sensar D Sensar bype C
e |13
| Edit ... I 14
oo 115
Sensors: 0 12 IDTemperature sensor set I

Apphy . Cancel

Description of the Partition of Control object settings panel elements is given in table.

# Name Method for Description Type Default value Value range
setting the
parameter
value



1 Identifier Automatically Shows the identification number of the Partition of Control obj Nonnegative integer - Depends on number of Partition of Control obje

ect in the system cts in the system
2 Name Enter the value  Shows the name of the Partition of Control object in the Latin, Cyrillic letters Partition of A line representing a sequence of any symbols
in the field system and service characters Control (letters, digits, service characters apart from >

and < symbols), not case-sensitive.
Number of symbols - from 1 to 60.

3 Agent of Control Is selected in Assigns the parent Agent of Control object for the Partition of Names of Agent of Name of the Depends on the number of the Agent of Control
the list Control object Control objects parent Agent of objects in the system.
registered in the Control object
system
4 ID Enter the value  Sets the unique ID number for the object where Agent of Control Nonnegative integer 386 >=0
in the field is installed
5 TCP port Enter the value  Sets the port on which to "listen" for UPS messages Nonnegative integer 8888 from 1 to 65535
(UPS) in the field

6 Transmitting... Click the button Opens a dialog box with settings for configuring the - - -
communication method between Agent of Control and Server of

Control
7 Monitoring... Click the button  Opens a dialog box for configuring alarm groups - - -
8 Video data... Click the button  Opens a dialog box for setting video data transferring - - -

configurations

9 Cameras Using the Came Displays the list of cameras whose state and archives are - - -
ras... button monitored by Agent of Control and operating with which shall be
available from Monitoring software interface.
10 Cameras... Click the button  Opens a dialog box for adding cameras for monitoring - - -
11 Sensors Using the Add, Displays IDs and types of sensors whose state is monitored by A - - -
Edit and Delete gent of Control and on whose triggering video data are sent to
buttons the Server of Control.
12 Temperature Issetina Specifies if monitoring to ensure that temperatures do not Boolean False True - temperature sensors set is in use
sensor set checkbox deviate from an allowed range is performed using temperature False - temperature sensors set is not in use
sensors
13 Add... Click the button  Opens a dialog box for adding a sensor. In this dialog box one - - -

can also setup video data sending on the sensor triggering

14 Edit... Click the button  Opens a dialog box for editing the sensor. This dialog box is - - -
similar to the one for adding a sensor

15 Delete Click the button Deletes sensor from the list - - -

Settings panel of the Server of Control object

Settings panel of the Server of Control object is given on figure.
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|I|1 |IServeer Contol 1 |2 4 IIIDKinterface: I'IED I IEvent\r"iewer: >I 5
1 F Logging subsystem
Computer b I.t’-‘«rc:hive period [h] : |49 I 11
[Core _ -] 9 et T3] 12
e
Advanced‘a‘ K.eep archives for [months] @ |3 - 13

r Tranzfer

ﬁl Maoritaring ... ||

| rEPaP port ipgeny [7777 | 14

I Shapshotedviden ... II

I TCRAP part [Archive] : |??55 I 15

20

Restart

I First COM port rumber : ICDm'I g

16

I MHumber of COM ports : I‘I Ll 17
I COM port speed : ISBDD ;l 18
I COM part farmat ; IBN'II 1G

||7 Tranzfer info about accepted alarms to Controlling Agent |

21

Description of the Server of Control object settings panel elements is given in table.

# Name
1 Identifier
2 Name

3 Computer

4 IIDK interface

5 Event Viewer

6 Monitoring...

Method for
setting the
parameter value

Automatically

Enter the value in
the field

Is selected in the
list

Enter a value in the

field

Click the button

Click the button

Description

Shows the identification number of the Server of
Control object in the system

Shows the name of the Server of Control object in the
system

Assigns the parent Computer object for the Server of
Control object

Sets the ID of the IIDK interface object used by the Ser
ver of Control

Opens the Event Viewer tool

Type

Nonnegative integer

Latin, Cyrillic letters and
service characters

Name of the Computer o
bjects registered in the
system.

Nonnegative
integer

Advanced group

Opens the box of setting the list of additional workplaces

Default value

Server of
Control

Name of the
parent Comput
er object

150

Value range

A line representing a sequence of any symbols (letters,
digits, service characters apart from > and < symbols), not
case-sensitive.

Number of symbols - from 1 to 60.

Depends on the number of the Computer objects in the
system.



10

11

12

13

14

15

16

17

18

19

20
21

Snapshots/video...

Auxiliary characters

Alarms

System status

Archive period (h)

File size (MB)

Keep archives for
(months)

TCP/IP port (Agent)

TCP/IP port (Archive)

First COM port number

Number of COM ports

COM port speed

COM port format

Restart

Transfer info about
accepted alarms to
Controlling Agent

Click the button

Is set in a checkbox

Is set in a checkbox

Is set in a checkbox

Enter the value in
the field

Enter the value in
the field

Enter the value in
the field

Enter the value in
the field

Enter the value in
the field

Is selected in the
list

Is selected in the
list

Is selected in the
list

Enter the value in
the field

Click the button
Set the checkbox

Opens a dialog box for configuring reaction to snapshots
and videos receiving on sensors alarms at the Agent of
Control

Logging subsystem group

Enables logging of auxiliary characters at the transport
level into the event log

Enables logging alarms into the event log

Enables logging of events related to system status

Sets the frequency at which the log file is to be archived

Sets the file size threshold upon which the log file is
archived. This setting overrides the value in the Archive
frequency field.

Sets the length of time for which you want to store
archived log files.

Boolean

Boolean

Boolean

Hours

Megabytes

Months

Transfer group

Sets the port number for TCP/IP communication with
remote objects of Agent of Control

Sets the port number for TCP/IP communication with
remote Search in archive module
Sets the first COM port number

Sets number of COM ports used

Sets the COM port speed

Sets the COM port format

Nonnegative integer

Nonnegative integer

COM-ports names

Nonnegative integer

Baud

COM port format

Outside the groups

VideoSrv communication module restarting

Enables sending confirmations of alarm acceptance by the Boolean type

operator on the Server of Control to the Agent of Control.

Settings panel of the Monitoring interface object
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False

True

True

48

100

7777

7755

Com1l

9600

8N1

Yes

True - logging of auxiliary characters is enabled
False - logging of auxiliary characters is not performed

True - logging of alarms is enabled
False - logging of alarms is not performed

True - logging of events related to system status is enabled

False - logging of events related to system status is not
performed

>0

>0

from 1 to 24

from 1 to 65535

from 1 to 65535

from Com1 to Com256

from 1 to 256

110
300
1200
2400
4800
9600
19200
38400
57600

* first digit: from 5 to 9 data bits;

® second letter: N (No parity) - no parity bit, E (Even
parity) - even parity bit, O (Odd parity) - odd parity
bit;

® third digit: 1 or 2 stop bits.

True - confirmations of alarm acceptance are sent.

False - confirmations of alarm acceptance are not sent



Settings panel of the Monitoring interface object is given on figure.
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Description of the Monitoring object settings panel elements is given in table.

# Name

1 Identifier

2 Name

3 Display

4  Control
panel

5 X:

94

Method for
setting the
parameter
value

Automatically

Enter the
value in the
field

Is selected in
the list

Is setin a
checkbox

Enter the
value in the
field

Description

Shows the identification number of the Monitoring obj
ect in the system

Shows the name of the Monitoring object in the

system

Assigns the parent Display object for the Monitoring

object

Enables Control panel displaying

Set the X coordinate in the horizontal axis for the
upper-left corner of the Control panel interface box

Type

Nonnegative
integer

Latin, Cyrillic
letters and
service
characters

Names of Displa

y objects

registered in the

system

Boolean

% of the screen
width

Default value

Monitoring

Name of the parent

Display object

True

0

Value range

>=0

A line representing a sequence of any symbols (letters, digits,
service characters apart from > and < symbols), not
case-sensitive.

Number of symbols - from 1 to 60.

Depends on the number of the Display objects in the system.

True - Control panel is displayed
False - Control panel is hidden

from 0 to 100. When more than one monitor is connected to the
computer it is possible to use coordinates outside this range, but it
is not recommended to use coordinates less than -200.
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10

11

12

13

14

15

16

17

Log panel

X:

Non-empty
Comment
field

Warning
when
watching
live video

Video
stream
speed

Groups of
alarms

Enter the Set the Y coordinate in the vertical axis for the

value in the upper-left corner of the Control panel interface box

field

Enter the Set the width of the Control panel interface box

value in the

field

Enter the Set the height of the Control panel interface box

value in the

field

Issetin a Enables Log panel displaying

checkbox

Enter the Set the X coordinate in the horizontal axis for the

value in the upper-left corner of the Log panel interface box

field

Enter the Set the Y coordinate in the vertical axis for the

value in the upper-left corner of the Log panel interface box

field

Enter the Set the width of the Log panel interface box

value in the

field

Enter the Set the height of the Log panel interface box

value in the

field

Is setin a Is set to require that operators leave comments when

checkbox accepting an alarm to describe the alarm and/or their
actions

Is setina Is set if when live video is attempted to be viewed from

checkbox Control Panel it is necessary to display a warning that it
can create the critical load per data channel

Enter the Sets the frame rate for live video displaying

value in the

field

Is setin a Sets alarms that one want to visualize on the Control

checkbox panel

% of the screen
height

% of the screen
width

% of the screen
height

Boolean

% of the screen
width

% of the screen
height

% of the screen
width

% of the screen
width

Boolean

Boolean

Frames per
second

Boolean

50

100

50

True

100

50

True

True

25

All checkboxes

from 0 to 100. When more than one monitor is connected to the
computer it is possible to use coordinates outside this range, but it
is not recommended to use coordinates less than -200.

from 0 to 100. When more than one monitor is connected to the
computer it is possible to use coordinates outside this range, but it
is not recommended to use coordinates less than -200.

from 0 to 100. When more than one monitor is connected to the
computer it is possible to use coordinates outside this range, but it
is not recommended to use coordinates less than -200.

True - Log panel is displayed
False - Log panel is hidden

from 0 to 100. When more than one monitor is connected to the
computer it is possible to use coordinates outside this range, but it
is not recommended to use coordinates less than -200.

from 0 to 100. When more than one monitor is connected to the
computer it is possible to use coordinates outside this range, but it
is not recommended to use coordinates less than -200.

from 0 to 100. When more than one monitor is connected to the
computer it is possible to use coordinates outside this range, but it
is not recommended to use coordinates less than -200.

from 0 to 100. When more than one monitor is connected to the
computer it is possible to use coordinates outside this range, but it
is not recommended to use coordinates less than -200.

True - Comment field shall not be empty on alarm accepting
False - alarm accepting can be done without a comment from
Operator

True - when live video is attempted to be viewed from Control
Panel the warning is displayed

False - when live video is attempted to be viewed from Control
Panel the video is displayed with no warnings

Depnds on the camera features

If checkbox is set next to the group of alarms, then alarm from the

except the Temper corresponding group will be displayed on the Control panel

ature sensors are
set

Settings panel of the Monitoring reports interface object

Settings panel of the Monitoring reports interface object is given on figure.
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Description of the Monitoring reports object settings panel elements is given in table.

# Name

1 Identifier
2  Name

3 Display
4 X:

5 Y:

6 W:

7 H:

Method for
setting the
parameter
value

Automatically

Enter the value in
the field

Is selected in the
list

Enter the value in
the field

Enter the value in
the field

Enter the value in
the field

Enter the value in
the field

Description

Shows the identification number of the Monit
oring reports object in the system

Shows the identification number of the Monit
oring reports object in the system

Assigns the parent Display object for the Mo
nitoring reports object

Set the X coordinate in the horizontal axis for
the upper-left corner of the Monitoring
reports interface box

Set the Y coordinate in the vertical axis for
the upper-left corner of the Monitoring
reports interface box

Sets width of he Monitoring reports interfa
ce box

Sets height of he Monitoring reports interfa
ce box

Type

Nonnegative integer

Latin, Cyrillic letters
and service
characters

Names of Display o
bjects registered in
the system

% of the screen
width

% of the screen
height

% of the screen
width

% of the screen
height

Default

value

Monitoring

Name of the
parent Displ
ay object

0

50

100

50

Value range

>=0

A line representing a sequence of any symbols (letters, digits, service
characters apart from > and < symbols), not case-sensitive.
Number of symbols - from 1 to 60.

Depends on the number of the Display objects in the system.

from 0 to 100. When more than one monitor is connected to the computer it is
possible to use coordinates outside this range, but it is not recommended to
use coordinates less than -200.

from 0 to 100. When more than one monitor is connected to the computer it is
possible to use coordinates outside this range, but it is not recommended to
use coordinates less than -200.

from 0 to 100. When more than one monitor is connected to the computer it is
possible to use coordinates outside this range, but it is not recommended to
use coordinates less than -200.

from 0 to 100. When more than one monitor is connected to the computer it is
possible to use coordinates outside this range, but it is not recommended to
use coordinates less than -200.

Settings panel of the Search in archive interface object

Settings panel of the Search in archive interface object is given on figure.
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Description of the Search in archive object settings panel elements is given in table.

# Name Method for Description Type Default Value range
setting the value
parameter
value
1 Identifier Automatically Shows the identification number of the Sear Nonnegative integer - >=0
ch in archive object in the system
2 Name Enter the value in  Shows the name of the Search in archive o Latin, Cyrillic letters  Monitoring A line representing a sequence of any symbols (letters, digits, service
the field bject in the system and service characters apart from > and < symbols), not case-sensitive.
characters Number of symbols - from 1 to 60.

3 Display Is selected in the Assigns the parent Display object for the Se Names of Display o Name of the Depends on the number of the Display objects in the system.

list arch in archive object bjects registered in parent Displa
the system y object
4 X Enter the value in = Set the X coordinate in the horizontal axis % of the screen 0 from 0 to 100. When more than one monitor is connected to the computer it is
the field for the upper-left corner of the Search in width possible to use coordinates outside this range, but it is not recommended to use
archive interface box coordinates less than -200.
5 Y: Enter the value in  Set the Y coordinate in the vertical axis for % of the screen 50 from 0 to 100. When more than one monitor is connected to the computer it is
the field the upper-left corner of the Search in height possible to use coordinates outside this range, but it is not recommended to use
archive interface box coordinates less than -200.
6 W: Enter the value in = Sets width of he Search in archive interfac % of the screen 100 from 0 to 100. When more than one monitor is connected to the computer it is
the field e box width possible to use coordinates outside this range, but it is not recommended to use
coordinates less than -200.
7 H: Enter the value in = Sets height of he Search in archive interfac % of the screen 50 from 0 to 100. When more than one monitor is connected to the computer it is
the field e box height possible to use coordinates outside this range, but it is not recommended to use

coordinates less than -200.

Appendix 2. Sample scripts

Sample script for stopping camera recording

If you want for a JPEG still frame to be attached to an alarm message or video fragment when a sensor is activated (Sensor object), remember that this is possible only after the
current archive file has been written to disk. To reduce the waiting time (the Delay (sec.) parameter, see the section Configuring sensors) and be assured of camera recording, you
can create a program on the Programming tab of the System settings window in Intellect, based on the example below.

The program is written for a camera with an ID of 1 and for a Sensor object whose ID is also equal to 1. Thanks to this program, the value of the Delay parameter can be set equal to
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7 seconds.

OnEvent("GRAY","1","ALARM")
{
[
if( !CheckState("CAM","1","DETACHED") )
{
DoReact("CAM","1","REC_ROLLBACK");
Wait(5);
DoReact("CAM","1","REC_STOP");
b
1
}

OnEvent("GRAY","1","ALARM")

{

[
Wait(2);
DoReact("GRAY","1","CONFIRM");
Wait(2);
DoReact("GRAY","1","ARM");

[—

When continuous recording is in use, the following program should be used:

OnEvent("GRAY","1","ALARM")

{
[

Wait(5); // Specifies the time after which the recording should be stopped in order to get the required clip length or number of frames
DoReact("CAM","1","REC_STOP");

Wait(2); // Pre-alarm record time in the camera settings = 2 sec.

DoReact("CAM","1","REC_ROLLBACK"); // Start recording with pre-alarm recording of 2 seconds. This allows us not to lose data in the archive
]

¥

Sample scripts for processing alarm confirmations



The Partition of Control object (VIDEOSRV_C_DVC) sends the «Confirmed: Monitoring events» (CONF_MON) message to Intellect core when an alarm is confirmed.

When the confirmation type is Simple, then param0<> has the same value as the ID of event that is confirmed (see Configuring alarm groups section). When param1<> is 0, it
means that a Simple confirmation is used.

Below you will find a sample program that can be written on the Agent of Control in order to process a received simple confirmation. As a result a camera is armed.

OnEvent("VIDEOSRV_C_DVC","1","CONF_MON")

{
if (strequal(param0,"1"))
{
DoReact("CAM","1","ARM");
b
¥

When the confirmation type is Complex, then param0<> has the value of the ID of event that is confirmed (see Configuring alarm groups section). If paraml<> is 1, it means that
the operator has clicked the OK button in the confirm box. If the operator clicked the Cancel button, then param1<> would be 2.

Below you will find a sample program that can be written on the Agent of Control in order to process a received complex confirmation. As a result a camera is armed only when the
operator clicks the OK button in the confirm box.

OnEvent("VIDEOSRV_C_DVC","1","CONF_MON")

{
if (strequal(param0,"1")&&strequal(param1i,"1"))
{
DoReact("CAM","1","ARM");
b
¥

99



	Introduction
	Monitoring general description
	Features of Monitoring
	Monitoring restrictions

	Hardware and software requirements
	Installing Monitoring
	Installation options
	Installer
	Preparing for installation
	Installation
	Agent of Control Installation
	Server of Control Installation
	Additional workplace Installation


	Configuring Agent of Control
	Creating necessary Agent of Control objects
	Configuring the logging subsystem
	Configuring the Partition Of Control object
	Configuring the Partition Of Control unique ID
	Configuring a port for incoming UPS messages
	Configuring communication between Agent of Control and Server of Control
	Configuring captions
	Configuring the camera list
	Configuring sensors
	Configuring alarm groups
	Adding video data to alarms

	Connecting to uninterrupted power supplies
	Configuring StateUPS
	Installing the software from the UPS vendor
	Installing the PowerChute plus utility
	Example of configuration of event distribution

	Working with Agent of Control without Windows administration rights

	Configuring Server of Control
	Creating necessary Server of Control objects
	Configuring a connection
	Configuring the lоgging subsystem
	Specifying storage time for event log
	The Event Viewer utility

	Configuring reaction to snapshots and videos
	List of Additional workplaces
	Sending confirmations of alarm acceptance
	Working with Server of Control without Windows administration rights

	Configuring Additional workplace
	List of Servers of Control
	Interface of Additional workplace configuration tool
	Adding Server of Control to the list
	Selecting active Server of Control

	Working with Additional workplace without Windows administration rights

	Data Loader for Monitoring
	Server of Control
	Data Lоader for Monitoring
	Connecting to the database
	Removing errors
	Removing events from the database
	Setting the log storage period

	Configuration of the Monitoring interface
	General information about the Monitoring interface
	Configuring the Monitoring interface object
	Configuration of the Search in archive and Monitoring Reports objects

	Appendix 1. Interfaces
	Settings panel of the Agent of Control object
	Settings panel of the Partition of Control object
	Settings panel of the Server of Control object
	Settings panel of the Monitoring interface object
	Settings panel of the Monitoring reports interface object
	Settings panel of the Search in archive interface object

	Appendix 2. Sample scripts
	Sample script for stopping camera recording
	Sample scripts for processing alarm confirmations


