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1 KeyWatcher Settings Guide. List of terms

The KeyWatcher ACS integrated system is a computerized system for control of removal and using of keys and small objects (i.e.
the electronic wall-mounted key box with keys access control system).

The Intellect Server is the computer with an installed Server configuration of the Intellect.

Operator’s time to answer is the period of time during which the KeyWatcher ACS interface window is being displayed. The
corresponding window will be hidden in case if the Operator hasn’t done anything with it during this time.

Time zone is the set of any quantity time intervals within the limits of every twenty-four hours cycle timing (from 1 to 365 days),
but also the time intervals during the special dates. Time zones determine the access schedule on the guarded object.
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2 Introduction into KeyWatcher Settings Guide

On the page:

» Purpose of the Document
» General information about
KeyWatcher integration

module

2.1 Purpose of the Document

KeyWatcher Settings Guide is a reference and information guide meant for KeyWatcher configuration specialists. This module is a
part of Access Control System (ACS) carried out on the base of ACFA Intellect.

The guide provides the following:

1. General information about KeyWatcher ACS module
2. Configuring KeyWatcher ACS module
3. Operating KeyWatcher ACS module

2.2 Generalinformation about KeyWatcher integration module

KeyWatcher module is the ACS component carried out on the base of ACFA Intellect. It is meant for executing the following
functions:

1. KeyWatcher ACS configuration (vendor: Morse Watchmans);
2. Ensure KeyWatcher ACS interaction with ACFA intellect (monitoring, control).

Note.

For more information about KeyWatcher ACS, please refer to the official documentation for this system.
The main peculiarity of KeyWatcher ACS integration module is that it provides graphical interface for confirming keys
replacement and removal by Operator, whereas the KeyWatcher ACS hardware itself doesn’t make provision for.
At the time of writing this documentation, the KeyWatcher Illuminated model has been integrated into ACFA Intellect.
Before configuring KeyWatcher integration module do the following:

1. Install KeyWatcher ACS on the guarded object (see the KeyWatcher ACS help documentation).
2. Connect KeyWatcher ACS to the Intellect Server (see the KeyWatcher ACS help documentation).
3. Connect to the Intellect Server and configure any reader integrated into ACFA Intellect according to the documentation.

Important!

To use the KeyWatcher ACS integration module, be warned that the reader, which is included in the KeyWatcher ACS
package contents, is not supported. The connection to an external reader is required.
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3 Supported hardware and licensing of KeyWatcher module

Vendor Morse Watchmans
USA 2 Morse Road Oxford, Connecticut 06478
Phone: 203-264-4949 Toll-free: 800-423-8256

https://www.morsewatchmans.com/
Integration type Low-level protocol

Hardware connection RS-232

3.1 Supported hardware

Hardware Function

KeyWatcher Modular system of key storage

Module licensing

1 COM-Port, i.e. using one key box

Supported hardware and licensing of KeyWatcher module - 5
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4 Configuring KeyWatcher ACS integration module

4.1 KeyWatcher ACS integration module setting procedure

1. Adjust the KeyWatcher ACS hardware in ACFA Intellect.

2. Create a program in the ACFA Intellect embedded programming language in order to redirect events from the external
reader to the KeyWatcher hardware.
3. Adjust the KeyWatcher ACS interface.

4.2 KeyWatcher ACS hardware setup

4.2.1 Configuring the KeyWatcher hardware connection

The KeyWatcher ACS hardware setup in ACFA Intellect is performed on the KeyWatcher ACS object setup panel. This object is
created on the base of Computer object on the Hardware tab of the System settings dialog box.

Architecture Hardware Interfaces Programming

-] LOCALHOST [S-UYUTOVA] C =
. " IkeyWatcher ACS 1[1] J1 Keyiw/atcher ACS 1 e 1 =
Computer [ Disable User: 1] E
|LocaLHosT ] | e |
I 1.0.01 Timeaout ] E
Spnchronize time Sunchronize keys

The KeyWatcher ACS hardware setup is performed in the following sequence:
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1. Go to the KeyWatcher ACS object setup panel.

[1 [Ikeywiatcher 425 1 e 11 =
Computer [ Disable User. 20 E
|LoceLHosT -] | AeEER 3|
I 1.0.0.1 Timeout a0 E
Synchronize time Synchronize keys
Apply Unda

2. Enter the number of COM-Port, to which the KeyWatcher ACS hardware is connected, in the corresponding field by clicking
up-and-down buttons (1).

Note.

In case if the hardware connection is performed by Ethernet interface one should specify the COM-Port virtual
number created by Protocol Converter.

3. Enter the user identificator in the corresponding field by clicking up-and-down buttons to get KeyWatcher hardware
access (2).
4. Enterthe user’s PIN-code in the corresponding field to get KeyWatcher ACS hardware access (3).

Note.

See the user identificator and PIN-code by default in the vendor’s documentation.
5. Click Apply (4).

Note.

When the KeyWatcher ACS hardware is connected and ACFA Intellect is launched, audio signals are constantly arriving
from the hardware. That means ACFA Intellect requests to the hardware: reads the events and sends commands.

KeyWatcher ACS hardware setup.

4.2.2 Time synchronization of the Server and KeyWatcher ACS hardware time

To synchronize the KeyWatcher ACS hardware time with the Intellect Server time do the following:
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1. Goto the KeyWatcher ACS object setup panel.

i [Keyiwatcher ACS 1 Eom port 1 =
Computer [ Disable User: i] E
|LocaLHosT ] | bt e |

I 1.00.1 Timeout 0 E
I Sunchronize time I Synchronize keys

2. Click Synchronize time.

Time synchronization of the Server and KeyWatcher ACS hardware time.

4.2.3 KeyWatcher keys synchronization with ACFA Intellect

The KeyWatcher keys synchronization is performed in the following way: At first, all of the keys, which are kept in the KeyWatcher
ACS hardware database, are read. Then, the test is run for the presence of a key in the ACFA Intellect tree. If the corresponding key
cannot be found in this tree, the key will be added to it. Odd keys are deleted from the hardware tree. Adding or deleting the keys
in the hardware tree comes with the corresponding events from KeyWatcher ACS.

To synchronize KeyWatcher ACS keys with ACFA Intellect do the following:
1. Go tothe KeyWatcher ACS object setup panel.

|1 IKeyWatc:her ACS 1 Com part 1 3
Compuiter I” Disatle User: 0 3
|LoceLnosT ~ || PN code —
I 1.001 Timeaut a0 E
Synchionize time | I Synchionize keps

2. Click Synchronize keys.

The objects, which correspond to the read keys from the device database, will be added to the ACFA Intellect device tree.

Configuring KeyWatcher ACS integration module - 8



=& LOCALHOST [S-UYUTOVA]

5B KeyWatcher ACS 1 [1]

----- T KeyWatcher key 1.8 [1.8]
----- T Keywatcher key 1.7 [1.7]
----- T KeyWatcher key 1.6 [1.6]
----- T KeyWatcher key 1.5 [1.5]
----- T KeyWatcher key 1.4 [1.4]
----- T KeyWatcher key 1.3 [1.3]
----- T KeyWatcher key 1.2 [1.2]

----- il ey Watcher key 1.1 [1.1]

The Keys synchronization has been finished.

4.3 Creating a program for events redirection

KeyWatcher Settings Guide

The KeyWatcher hardware works with an external reader integrated into ACFA Intellect that is why for operation of the integration
module one needs to redirect information about the read access card to the KeyWatcher ACS hardware. To do so, one needs to
create a program in the ACFA Intellect embedded programming language.

Before creating a program one needs to connect the reader to the Server, and create and configure the object in ACFA Intellect
that corresponds to this reader.

Create a program in the following way:

1. Go to the Programming tab of the System settings dialog box.

HwnN

5.

Interfaces Users Programming (<]

1 Frogram 1
Areas oaram [T Computer | Wame |

(@ working schemes [ Dissbls | [ uTove LOCALADET
@ Schedules
@ working periods 3

(@ Time schedules Time schedule | Ahways x|

T Timers

- Computer

< |

&' sripts OnEvent ("PELCO_RDR", "1.1.1", "CARRD_ASSIGN")
&5 Programs {
o] rooram 1 [1] ] [DoReact ("KEYWATCHER","1","CARD ASSIGN","facility code<"+facility_ code
(@ Time and Attendance Documents H
- 5, Macro events 4
2§ Macros
& Obiects links
B Access Levels
@ Time and Attendance
] — I

Create a Program object.

Select Always from the Time zone drop-down list.
Enter the program text in the text field.

Click Apply (5).

The example of program for Pelco reader:

OnEvent("Pelco","1.1.1","CARD_IS_PRESENTED")

{

}

DoReact ("KEYWATCHER","1","CARD_ASSIGN","facility_code<"+facility_code+">,card<"+card+">");

The parts of the program, which are depicted on the picture, should be replaced depending on the reader used and the ACFA
Intellect settings.
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|1 IP : Computers
Togram
g - ‘ I Computer | Mame |
I Disable S-UvUTOVA  LOCALHOST
Readeriype Reader object ID
W& IA\ways 'l ‘II/ -

OnEvent {"PELCO_RDR"}J'1.1.1", "CARD_ASSIGN")
{

DoReact ("KEYWATCI—IER",A_RD_ASSIGN","facilit,y_code("+facility_code

}
KeyWatcher ACS object ID

< | i

The name of the reader object type and its identification number are clarified by the Debug Window. To open the Debug Window,
one needs to select Debug window in the Intellect main menu.

%] (E—
[=]=]=] -

Macro 1

Macro 2

@ Aboutprogram..

@ Debug window

|4 System settings

o] Logoff

When swiping the access card to the reader, the Debug Window displays the line containing these parameters.

=

Evert : CORE _UPDATE_OBJECT param26_i nar ﬂ Lumame:: param12_ val-‘EE_I
React : AGENCY_PERSON 1 UPDATE_PERSOI ' ne<=tabnum<: sumame:?
React : AGEMCY_PERSOMN 1 UPDATE_PERSOI T ST, 14:12:54> phone <= tabnu
React : MAP 1 SET_OBJECT_TITLE info <= regia

Evert : CORE UPDATE_OBJECT paramd_val<=
Event : CORE _UPDATE_OBJECT param26_nar
React : MONITOR 1 UPDATE_MAIN arch_days<
React : AGENCY_PERSCOMN 1 UPDATE_MAIN ar
React : AGENCY_PERSON 1 UPDATE_MAIM ind
React : MAP 1 REMOVE_OBJECT obj_id<5=,0bj_
React : MACRO 5 DELETE

Event : I'U'IACF-!O1 HLINlrrt _obj_id« 1 guu:IJ:uk-‘{'I

neparam11_val<138 198
umame = param12_val<25
LIDAYS guid.0<: flags <=
iz HOLIDAY'S guid 0=
'A.1= password<: objnam

bn_source<SCRIPT > dest

i id<1>,guid pk<{1BF39698-3BAE-E211-97BE-001901EBESF 24> paraml<info, Foreman Susan >,destination_sour

- MONITOR 1 KETr_PHESSED from_script< 1> key<RIGHT=

To open the Message Window, one needs to click the right mouse button in the line corresponding to the event. The contents of
this window one could copy into the communication buffer.

Note.

For more details on the Debug Window refer to the Intellect Programming Guide (JScript).

The creating of program for events redirection from the external reader to the KeyWatcher ACS has been finished.
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4.4 Adjust the KeyWatcher ACS interface

4.4.1 Operator’s time to answer setup
Operator’s time to answer setup is performed in the following way:

1. Go to the KeyWatcher ACS object setup panel.

i [Keywatcher ACS 1 Com port | =

Computer I” Disable User: i =

[LocaLHosT - | PN code —
001 Timeaut 0 =

Spnchranize time Sunchranize keys

2. Enterthe Operator’s time to answer in the Timeout field in seconds.
3. Click Apply (2).

Operator’s time to answer setup has been finished.

4.4.2 KeyWatcher ACS Interface interface object setup

The KeyWatcher Interface interface object is used to display Interrogation Windows for keys replacement and removal. Operation
with this window is described in the Keys replacement and removal section.

The KeyWatcher Interface object is created on the base of Display object on the Hardware tab of the System Settings dialog
box.

Hardware Interfaces Programming

Wizard |1 Keywatcher ACS Interface 1 Kepwatcher | j

Digplay " Disable

| [Drisplay 1 e

1]
...... ; [ 1001
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The KeyWatcher ACS Interface interface object setup is performed in the following way:

1. Go to the KeyWatcher ACS object setup panel.

|1 IKe_l,lW'atc:her ACS Interface 1 Keywatcher I j 1

Dizplay ™ Disable

| Dizplay 1

I 1.001

2. Select the KeyWatcher ACS object name from the KeyWatcher drop-down list, the operation with which is going to
perform via resizable interface window (1).
3. Click Apply (2).

The KeyWatcher ACS Interface object setup has been finished.

Configuring KeyWatcher ACS integration module - 12
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5 Operating KeyWatcher ACS integration module

5.1 Generalinformation about KeyWatcher ACS module

The following interface objects are used to work with the KeyWatcher ACS module:

1. Map.
2. Eventviewer.
3. Access Manager.

The information about the settings of Map and Event viewer interface objects can be found in the Intellect: Administrator's
Guide document.

For more details on operating with these interface objects refer to the Intellect: Operator’s Guide.

Configuring and operating Access Manager module are described in the Access Manager Module Settings and Operation Guide.

5.2 Assigning keys to users

Authorized keys assignment to user is performed by Access Manager module. Before keys assignment one should create the
required users - see the Access Manager Module Settings and Operation Guide document.

Keys assignment is performed in the following way:

1. Run the Access Manager Module.
2. Create an Access level object and select the necessary KeylWatcher keys as access points (see Creating access levels).

a Edit access level @

Mame Access level 1

= I{E'_.fWatcher (=
Key\Watcher key 1.1(1.1) - Time zone "Always"
S KeyWatcher key 1.2(1.2) - Time zone "Aways"

Link parameters

Access point [I{eyWatma bey 1.2 v]
Time schedule [TiI'HE.' zone "Always" v]
Am [ Disarming [ Do not load [

[ Save ][ Cancel ]

3. Assign the created Access Level to the employee (see Assigning access levels to a user).

The keys, which are added to the Access Level, will be displayed in the list of available keys when keys are issued to the user
(see Keys issuance). All other keys available in the ACFA Intellect hardware tree will be displayed in the list of unavailable keys for
user.
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The authorized keys assignment to user is complete.

5.3 Keysissuance and return

KeyWatcher Settings Guide

When the access card is presented to the reader connected to the KeyWatcher hardware via program (See the Creating a program
for events redirection section), the KeyWatcher interface window is opened. This interface window displays the card holder

information.

KEYWATCHER _INTERFACE 1 !

=10 x|

@mber

SUEnarE

Marme
Patronymic
Department
2283

™ User blocked

lz2ue keys Acoept keys I

Awallable kewvs

E Card expired

1

~

|Smith

[l

IEmpInyee

Lhavailable kews

[ kKeywwiatcher Fey 1.1
[ Keywiatcher Feyp 1.2

[ Eeywatcher Fey 1.3
[ Eeywatcher ey 1.4
[ Eeywatcher ey 1.5
[ Kewwfatcher Fey 1.6
[ Keywfatcher key 1.7

Ok

|| Cancel I

Keys issuance and return are performed by this interface window. If no action is taken with the interface window, it will be closed

after a predefiined time has passed (see Operator’s time to answer setup).

The interface window can be also launched by using the command from the interactive map (see Managing the KeyWatcher ACS).

Note.

The window does not appear after the card has been presented to the reader if the card holder is not registered as a user

in ACFA Intellect.

5.3.1 Keysissuance

Keys are issued as follows:

Operating KeyWatcher ACS integration module - 14



1. Goto theIssue keys tab (1).

KEYWATCHER _INTERFACE 1 i

KeyWatcher Settings Guide

=10l x|

Murnber I'I
Surnarme IEr‘nith
Marne [l
Fatronymic I
Department IEr‘an-:nyee
2259 |
™ User blocked
¥ Card expired

1 lzzue keyvs Aocept kevs I

| nhavailable kevs

[ Kewwfatcher Key 1.1 [ Keywatcher Fey 1.3
[ Kewwfatcher key 1.2 [ Kepwatcher Fey 1.4
2 [ Keywatcher kep 1.5

[ Eeywatcher key 1.6
[ Eeywatcher Key 1.7

. I

2. Set the checkbox next to the key which should be issued to the user (2).

Note

If the key has already been issued (not available in the device) or blocked (see Managing the KeyWatcher key), it

is not displayed in the key lists.

Itis possible to issue to the user both available and unavailable keys.

3. Click the OK button (3).
4. Pick up the selected key from the KeyWatcher device.

Keys issuance is complete.

5.3.2 Keysreturn
To return the key, do the following:
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1. Gotothe Accept keys tab (1).

KEYWATCHER_INTERFACE 1 i = | I:Ilil

Murnber I'I
Surnarme IEr‘nith
Marne [l
Fatronymic I
Department IEr‘an-:nyee
2259 |

™ User blocked

WV cad expired

lzsue keys Accept kevs [} 1]
Mumber of keys ta return
d1 Eﬁ )

2

3
(o D conce |

2. Inthe Number of keys to return field (2), enter the number of keys to be returned by the user.
3. Click the OK button (3).
4. Place the keys in the KeyWatcher device.

Key return is complete.

5.4 Managing the KeyWatcher key

The KeyWatcher key is managed in the Map interactive window using the KeyWatcher key object functional menu:
KeyWatcher key 1.1 [1.1]
Show last events

Lock
Unlock

The KeyWatcher key object functional menu commands description is given in the table.

Menu command Function performed
Lock The key is locked. The key cannot be issued to users
Unlock The key is unlocked. The key can be issued to users

5.5 Managing the KeyWatcher ACS

The KeyWatcher ACS is managed in the Map interactive window using the KeyWatcher ACS object functional menu:
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KeyWatcher ACS 1 [1]

Show last events

Get alarms
Operations with keys

Reset alarms
The KeyWatcher ACS object functional menu commands description is given in the table.
Menu command Function performed

Get alarms The alarm messages from KeyWatcher ACS equipment are requested

Operations with keys Issuing or returning keys without an access card

Reset alarms The alarms on KeyWatcher ACS device are reset

Operating KeyWatcher ACS integration module - 17
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