'™
b”i Intellect

Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server,
Axxon Next)

Last update 13/03/2023



Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

Table of contents

O o N o O b~ W N =

[
N = O

12.1
12.1.1
12.1.2
12.1.2.1
12.1.2.2
12.1.3
12.1.3.1
12.1.3.2
12.1.4
12.1.5
12.1.6
12.1.7
12.2
12.2.1
12.2.1.1
12.2.1.2
12.2.1.3
12.2.2
12.2.2.1

Intellect integration guide. INTrodUCTION ....c.cocuiriiriiriiieetceeeeeee e 17
Hardware and Software Module INntegration .........c.cceeverreneenenerenereeseeeeseeeeeeene 18
CamMonitor.0CxX ACtIVEX CONEIOL ....cuiviieriiiiieieieeeeeeeeeeeeeere e 19
INEELUECT HTTP AP ..ttt s s 20
INEEUECT HTTP-SEIVET ...ttt s 22
AXXON NeXt INTEZratioN ...cccociiviiiiiiiiiiiiictrc e 23
Configuring RAbbItMQ ......oveiiiiieieieieeeeee e 24
Intellect software Integration Guide. POSESCIPt ......ccueerueireneeinierieeneeeeeeeeeeeeeee 25
APPENDIX 1. DDI fil@ STrUCTUI...cuveeeeieeeeeteeeetestete ettt sae e sae e reesa e reenaens 26
APPENDIX 2. NissObjectDLLExt and Corelnterface class declarations.......c..cccceceveeuenne. 27
Intellect integration guide. INtroduCtion .........coeoevirerininenirereeeeeeseeeeee 28
Hardware and Software Module INtegration .........cccceevevenenenenenenenenesesesesesesenes 29
Integrating hardware and software modules with Intellect........ccoevevirenennineninireeeene 29
General information on hardware and software modules integrating .......cc.cecevevevennininenenereeneneene 29
EItiNG the DBI file. ...ttt sttt et b s bbbt be s b e et nes 29
Adding ObjJects t0 INTEIlECt.ADi...c.iiuiiiieieeee ettt 30
Using the ddi.exe Tool to WOrk With DBIfIleS ......cceeuiriiriiieieieieenietee ettt 31
EItiNG the DDIIlE .ttt ettt s a ettt b bbb et et e e bt s b e et enes 33
Adding Object Information to intellect.ddi.... ..o 33
Using the ddi.exe Tool to WOrk With DD fileS......cc.ceuererienieiieieireteeeees ettt 35
Additional Functionality of the ddi.eXe ULility......ceccveveeieeieieeeeeeeeee e s 37
CrEating MDL fIlES ..cueuiteieieee ettt ettt sb bbbt a b b e st et et e ae e b sa et et et et sbeebebennene 38
CreatiNng RUN FIlES ...ttt sttt b e ettt b e se et et et e e sbeebebenene 45
Creating and configuring integrated objects (modules) in INtelleCt .....ccveveveeinieinieenirerereeeeeene 46
Intellect Integration Developer Kit (IIDK).......coceverieirerenirinenieieerienieeeesiesseeesesaessesesseseessenessens 46
General INformMation ON IIDK.........cci ettt ettt ettt 46
PUIPOSE OF LNE IIDK ettt ettt ettt e sve s e e s te e e e saesbe e s s e s e eseessesseessessanssessansaeseansesseensansens 46
DEVElOPEr REGUIMEMENTS ...c.vieieeteeieteeteetestee e ste et et e steeseetesseestesteeseessesseessesesseessesseessessasseensansesseansesseessensens 47
[IDK COMPONENTS ..ttt ettt ettt et e ettt e st e e s bt e e s st e e aaeeesabeesnseesasbeesasteeenseessaseessnseesanseesnnenns 47
CoONNECEING tO INTELLECT ..ttt sttt sa ettt b e sb b nene 47
CoNNECHION Parameters.. ..ottt 47



12.2.2.2
12.2.2.3
12.2.24
12.2.3
12.2.31
12.2.3.2
12.2.3.3
12.2.34
12.2.34.1
12.2.34.2
12.2.34.3
12.2.3.4.4
12.2.3.4.5
12.2.3.4.6
12.2.3.4.7
12.2.3.4.8
12.2.4
12241
12.2.4.2
12.2.4.3
12.2.5
12.251
12.25.1.1
12.2.5.1.2
12.2.5.2
12.2.5.3
12.2.54
12.2.55
12.2.5.6
12.2.5.7
12.2.5.8
12.2.58.1
12.2.5.8.2
12.2.5.8.3
12.2.5.9

Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

[IDK INTEITACE ODJECT ..cuteiieiietirtirietete ettt ettt ettt ste st et e e ese st e s assesseseesaesessessessesseseesessensansanes 48
Configuring passing events throung [IDK Interface 0bject ........ccevuveririeireienieenieeneeseereereee e 49
Features of ATMs integration. ATM ODJECE ...c.oeivieirieirieiree ettt 50
[IDK FUNCIIONS .ttt ettt b ettt ettt ettt bbbttt e b bt b et et et et e b sbeseentens 50
CONNECT L.ttt ettt et b s bbbt st b e bt e ab e bt st e saesae e b e sbeennennenne 50
SENAMSE .ttt b et sttt a bt b et bbb a e e e bt bbbt et se et e bt b et b et be e ee 51
DISCOMNECE ..ttt ettt ettt b bttt e a bbbttt e bt s bt et et e it e b bbb ettt be s b e et s 52
OtNEI FUNCLIONS ettt ettt sttt sttt b et b et sttt et st e bt e bt e b be e ee 52
CONNECES L.ttt et b s bt et s b s st b e bt e s e bt e bt e saesae e b e bt ennennenne 52
SENAREACITOCONE ...ttt ettt sttt ettt b et bt sttt e bt b et b et et e et e et e be st ebe e e b et ebenenee 53
[SCONNECEEM ...ttt ettt et b bbbt b et e bt e st e st eb et eb et e b et be st b en e b ebeaseseatebentesen 53
CONNECTA ..ttt ettt b e bt et s b s st b e bt e b e bt e bt e sae s bt e b e bt ennennenne 53
SENADALAZ ...ttt sttt b et bttt b et b et bbbt be st b et b et ee 54
SENAFILE ettt sttt b et b e ettt bbbt b ettt b et b et b et ee 54
GEEMSE .ttt h e st b et b bt et saesh e b b e snene et 54
SEEPINETIMIE .ttt ettt et s b bbbt e a bbb et et e b e bttt beeb e b nent 55
SENTEMESSAZE SYNTAX .eviiiiiiiiiiieiiiict ettt st sb e st b et sae s e b e sbe s esne et 55
MESSAZE SYNTAX wuiiuiiiiiiiiieitetee ettt st a st b e b st a e sae e 55
MeSSage SYNTAX (POIT 900) ......cerueuirieririererieietetetetestetestet st er et ettt et sbestebes e b eb et esentese st esentebeneseseseseasesensesen 56
Using the EVeNt and REACE CLaSSES ....ovuiuiririeirieiricete ettt ettt ettt enes 57
Examples of Managing SyStem ObJECES .......couverireirieirieiiriei ettt ettt eses 57
Adding, Updating, and Deleting SyStem ODJECS .....o.eivieuiriiiriiiirieirete et 57
Adding @ USEr t0 @ DEPArTMENT c..c.evieeiieieieteirieteteitetei ettt ettt ettt ettt b bbbt bbb e st esensenen 57
Adding and Deleting a Video Capture Card ........coccveerierenieenieienieieieieteietseesesteses ettt sse ettt senes 58
Working with the System in the MUltiUSEr MO .......couvviviriiirieirieieeeee ettt 58
Determining Computers Where Intellect was Unloaded (via Port 1030) .......ccceveererenineenirenenreenieeneeeneenes 58
Redirecting Video Cameras t0 the MONITOT .......ccuveieieirieiirieerieieee ettt 58
Obtaining Object Parameters (via Port 1030 ) GET_CONFIG ..c.oeviruiririeiirieirieeieieeeieesieeseee et 59
Obtaining Information on Object States GET_STATE and GET_LIST ....ccovueverieenieenirerenieeneeeseeeseeneseereene 60
Showing Information Messages. SET_STATE ....ccuveiriiriirieieieietsiesestee sttt sttt et st ee 60
Live and arChiVed VIAEO .....c.coueuirieuiieiiieeee ettt ettt ettt ettt ettt et bbbt beneeses 60
GO LIVE VIO ..ttt sttt sttt st b et b et b et ettt et st e bt e bt e bt ee 60
GO ArCHIVEA VIAEO .ttt sttt sttt sttt et b et e bt ee 61
Get the list Of tIME INTEIVALS ..ottt sttt 61
Telemetry CONIOLVIA HIDK ....ociiiriirieieieieesieietet ettt se st e stesse st e e e e e e sse st esseseesessessasassessenesseesessensensen 62



Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

12.2.5.10 MaP lQYEF OPEIATIONS c.eveuiivieiiieieieteteteseste et et ste st et et e e e e ssesbesse st eseeseesessessessesseneesessessansasseseeseesessensensensan 62
12.2.5.11 Obtaininginfo on core queues with GET_QUEUE_INFO cOMMAaNd ......cccvueerueuerireninreinieenieerieeneeieneeneenne 62
12.2.5.12 Playing audio archive for a period. START_PLAY_TIME COMMANG ..c.coeririeirirreninieinreinieerieeseeeseeieneeveene 62
13 CamMonitor.0CX ACEIVEX CONTIOL ....cuiriiriiriiriirierienieeieriereeen e 64
13.1 General description of CamMonitor.ocx component of ACtiVEX ......cccveveviirieeeceeieiereseeeeeeeen 64
13.1.1 GENEral iNfOrMAtION . ...cveieiciiiiccc ettt sttt st 64
13.1.2 REQUIrEMENTS t0 AEVELOPEIS ...vevveeieiieiieiieieiee ettt ettt sttt e st et b e e e e esaesesbesae st esseseesessessansanes 64
13.2 HOW t0 inStall CamMONITOr.OCK . .coueieieiirieieierierterteesiesee ettt ettt ae et be bbb e e nenaens 64
13.3 CamMONITOr.OCX PATAMETEIS.c..viciirieeireiieetiete e st et et etestesatesteesseesseesseessesssessaessessseessesssesssenses 65
13.3.1 CAMMENUOPLIONS 1eeitentiriteie sttt sttt e ste st e be st eteste s st esaesaessbesbeessensesseessessesssensasseensensesseessesseensensesssensenns 65
13.3.2 CamMeENUPTOCESSINGOPLIONS ....evitiieietitietert ettt sttt ettt ettt st ettt sa et be et e bt ebesbenene 66
13.3.3 CaAMBULLONSOPTIONS ..evviiieieriieieieetete sttt ste et e st st estesaeebesbeeseensesseestessesssensesseessensesseessesssensensesssensenns 66
13.34 MNP ANEIOPEIONS. c.tiuieiieiietietietertet ettt ettt et e et se e e e e saeste st esseseese st e s ansesseseeseesessessessesseseasessensansenes 66
13.3.5 KEYSOPLIONS 1ottt sttt et ettt et e s te st e teshe e s et essee st esbesstesaesatessesseessensesseessessesssensanseensensesseensessesnsensens 67
13.3.6 OVETIAYMOTE ..ttt ettt et st et et e et e st et e st e st ssesse s e s esseseeseesessessenseseeseasessensenseneesessensansansans 67
13.3.7 HOW TO USE PAramMELEIS. ..ciiiiiiiie ettt sttt st e s bt e st e e st e s e bae e esbaesenbeesenbeesnneesnaesans 68
13.4 CamMONitOr.0CX MENOAS ....cueiiiiieieieeetee ettt ettt sae st enes 68
13.4.1 (0031 3= ot OO 68
13.4.2 SROWECAM ettt ettt st sttt st 69
13.4.3 DOREACIMONITON ..ttt bbb b bbb bes 69
13.4.4 REMOVEAICAMS ...ttt ettt et sttt bbbt n b bt esn s nenes 69
13.45 [SCONNECEEM ..ttt ettt et sttt b et n s nenes 69
13.4.6 [CT=] (G0 o o OO OO RO OUEUTPUP O PR PP U PPUPRROPPPRTPON 69
13.4.7 SENARAWMESSAZE ...ttt sttt ettt sttt ettt b et bt st e et e st st e bt e b et e b et st et e st st e be st ebe e ebe st ebenenee 70
13.4.8 DISCONMECT ... vttt bbb bbb bbb bbbt bbb bbbt ebes 70
13.4.9 SELCAIIBACKOPIIONS «.eviiiiieiieiieieeietete ettt ettt et st et et e e e st saesse b e e esaeseesessessestesseseasessensensensesessessansansons 70
13,410 SEEPArAM ettt 70
13.5 CaMMONITOr.OCK VENTS ..ottt ettt ettt sttt et be s bt eat et et et e b e e st eat et ensesbesseeneensennen 71
14 INEELECE HTTP AP ..ttt ettt ettt st sbe b sae s b s sae s s b saesaes 72
14.1 General information ON HTTP APl ......ciiiiirieieiniceeteestet ettt ettt st se st sae s e eseenes 72
14.1.1 AULNOTIZATION. ...vviiiiicct ettt ettt s e nes 72
14.1.2 Default reSPONSE FOIMAL.....ciiiiriiieieieeeesee ettt ettt sttt se st b e b e ese e s e eseebesaeseesaeseeseesessansenes 72
14.1.3 Cross domain reqUESES (CORS).....iiuirierieieiieistenierteteeeeetessesseeesessessessessesaeseesessessessessesessessessensensesessessensansens 73
14.2 PrOTUCE VEISION ..ttt ettt et v sttt b e bbbttt s be s et esesbe st eneesensensenenaens 73



14.2.1
14.2.2
14.2.3
14.3
14.3.1
14.3.2
14.3.3
1434
14.3.5
14.4
14.4.1
14.4.1.1
14.4.1.2
14.4.1.3
14.4.1.4
14.4.2
14.4.2.1
14.4.2.2
14.4.2.3
14.4.2.4
14.4.2.5
14.4.3
14.4.3.1
14.4.3.2
14.43.3
14.4.3.4
14.4.3.5
14.4.4
14.4.4.1
14.4.4.2
14.4.43
14.4.4.4
14.4.45
14.4.5
14.4.5.1

Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

GENETAl FEQUESE FOIMIAL: .. . ittt ettt s re sttt e s e e s besb et e s s esaesessessenseseesessessansansans 73
REGUEST EXAMIPLE . iutiieiieiietietietestet ettt ettt te et et et e e et e s e e besaessesseseeseese st e sassesseseeseeseasessessesseseesessessansanes 73
RESPONSE EXAMPLE: ..utiiieiieiietirtirtetetet ettt et ettt sbe st et et et e se e s e ssestessesseseese st e sansesseseeseesessessessesseseesessensansanes 73
Authorization USING @ tOKEN KEY ....eevueiieeeieieeeeesee ettt nes 73
GENEral fOrmMat Of FEQUEST: ...c.eiuiiiiteteee ettt sttt e e b e sb et e e e e esessesbenseseesassessansansans 73
REGUEST PArAMELEIS: ...ttt ettt ettt ettt b ettt ettt e st e bt eb e s e b et e b et ese st b ene b eseasesensesensesen 74
REGUEST EXAMIPLE . iutiieiieiietietieterte ettt e ettt et et et et e e e s e e be st e sse st esseseese st e sansesseseeseeseasessessesseseesessensansanes 74
RESPONSE EXAMPLE: ..uiiiieiietietiiterteiete ettt ettt st st e st et et e s e e sesaestessessesesse et e s ansesseseeseesessessessesseseesessensansenes 74
RESPONSE PATAMELEIS: ..uviuiieiiietit ettt ettt ettt b et ettt et et e st e st eb e s e b et e b et ebe st et e st beseasebensesensesen 74
MAPS ettt ettt ettt et e et e et e et e st e s s et e s e et e s e et e s bt e e s e e e e e e e e e e naee s e raeeeeraeeennreeeenrees 74
GettiNg the LISt Of MAPS ettt sttt 75
GENETAl FEQUESE FOIMIAL: .. ittt ettt sttt ettt et e e e s e e e s bess et e st eseeseesessenseseesessessansansans 75
REGUEST EXAMIPLE . iutiieiieiietietietertet ettt et ettt s bt e st et et e st e b e sae st et esseseese st e sansesseseeseesessessessesseseeseesensansanes 75
RESPONSE EXAMPLE: ...uiiiieiieiieiirtertetete ettt ettt st e be s et e e ese e s e s s e sse st esseseese et e sansesseseeseesessessessessessesessensansenes 75
RESPONSE PATAMETEIS ..ttt sttt st e st e s eab e e s bt e e s bae s esbaesenbeesenbeesnbeesannesans 76
INFOrMAtioN ON ONE MAP ....iiiiiiiieiiieictet ettt ettt ettt ettt bbbt b et b et b e s et e st s ebensebensenen 77
GENETAl FEQUESE FOIMIAL: .. . ittt ettt ettt sttt et s e e e s besa et e st esessessessesseneesessessansansans 7
REGUEST ParamMIEELEIS: .. ittt st s et e s bt e s eab e e s bt e s s bt e s e sbeeseab e e s bt e senbeesnaeeas 78
REGUEST EXAMIPLE . iutiieiieiietietietertet ettt sttt ettt et et et et e e e st e s e saesse st essesesse st e sassesseseeseeseasensessesseseesessensansanes 78
RESPONSE EXAMPLE: ..uiiuieiietietietirteteie ettt ettt ete st e st et et e e e s e e s e ssessessesseseese et e sansesseseeseesessessessesseseesessensansanes 78
RESPONSE PATAMETEIS: ...ttt ettt et s e e st e s bt e s st e e sbb e s ebaesesbeesenbeesenbeesnbeesnaeens 78
The list Of [ayers fOr SPECIfIC MAP cuivveiiieirirteieeeeeeeee ettt sb e b e s e e e e eseesassessenees 78
GENETAl FEQUESE FOIMIAL: .. . ittt sttt sttt et s e e e s besa et e st esaesessessenseneesessessansansens 78
REGUEST ParamMIEELEIS: . ittt sttt s e e st e s s bt e st e e s b b e s e bae s e beeseab e e s bt e snbeesnneeeas 78
REGUEST EXAMIPLE . cutiieiieiietietietertet ettt sttt ettt e et et et et e st e see s e sse st et esseseese st e s ansesseseeseesessessessesseseeseesensansanes 78
RESPONSE EXAMPLE: ...uiiuieiietietietertetetee ettt ettt ete st e st et e e ese e s e e sessesse st essesesse et e sassesseseeseesessessessesseseesessensansanes 78
RESPONSE PATAMETEIS ...ttt et e e st e s bt e st e e s bt e e e bt e e esbaesenseesenbeesenbeesnaeeans 79
INfOrmMation ON @ SPECIfIC LAY ....ciiieieieieteee ettt sttt b s b e st e s saeseeseesessensenes 81
GENETAl FEQUESE FOIMIAL: .. . ittt sttt sttt et ese e e s bess et e st eseesessessenseseesassessansansens 81
REGUEST ParamMIETEIS: .. ittt et st e s bt e st e esbb e s e bt e s e be e s abe e s bt e senbeesnaeeas 81
REGUEST EXAMIPLE . iutiieiieiietietietertet ettt ettt e b e st et et et e s e e bessesse st essesesse st e sansesseseeseesessessessesseseeseesensansanes 81
RESPONSE EXAMPLE: ..uiivieiietietiitertetete ettt ettt st e te s et e e e st e sesseste st eseesesse et e s assesseseeseeseasessessesseseesessensansanes 81
RESPONSE PATAMETEIS: ...eiiiiiieitee ettt s e e st e st e s eab e e s bt e s e bae s esbeesenbeesenbeesnbeesnaeens 81
LAYEr DACKEIOUNG ...ttt ettt ettt eb et bbb et b e st e st b ebe b eneneenen 82
GENEIAl FEQUESE FOIMIAL: .. . ittt ettt sttt e e s e e b e s bess et e st eseesessesenseneesessessansansans 82



14.4.5.2
14.45.3
14.4.5.4
14.4.5.5
14.4.6
14.46.1
14.4.6.2
14.4.6.3
14.46.4
14.4.6.5
14.4.7
14.4.7.1
14.4.7.2
14.4.7.3
14.4.7.4
14.4.7.5
145
14.5.1
14.5.1.1
14.5.1.2
14.5.1.3
14.5.1.4
14.5.2
14.5.2.1
14.5.2.2
14.5.2.3
14.5.2.4
14.5.2.5
14.5.3
14.5.3.1
14.5.3.2
14.5.3.3
14534
14.5.3.5
14.5.4

Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

REGUEST ParamMIEELEIS: .. ittt ettt s e e st e s bt e s eab e e sbte s e ba e s e sbe e s e b e e s bt e snbeesnneeas 82
REGUEST EXAMIPLE . iutiieiieiietietietestet ettt ettt te et et et e e et e s e e besaessesseseeseese st e sassesseseeseeseasessessesseseesessessansanes 82
RESPONSE EXAMPLE: ..utiiieiieiietirtirtetetet ettt et ettt sbe st et et et e se e s e ssestessesseseese st e sansesseseeseesessessessesseseesessensansanes 82
Errors While reqUESt @XECULION: . .....cveieirieieieietetetese ettt ete sttt st et e st e e seesessesaessesseseesessessansenes 82
The list Of POINT ON the [AYET ....icuiiiiieieee ettt sttt b b e e e eseesassesaeneen 82
GENETAl FEQUESE FOIMIAL: .. . ittt ettt sttt sttt et e s e e besbess et e s e eseesessessenseneesessessansansans 82
REGUEST ParamMIEELEIS: .. ittt ettt s e e st e st e st e e sbb e e s ba e s e sbeeseab e e s bt e s nbeesnneeas 83
REGUEST EXAMIPLE . iutiieiieiieiietietertet ettt et et te et et et et et e st e s e ssasse st esseseese st e sansesseseeseaseasessessesseseesessensansanes 83
RESPONSE EXAMPLE: ...uiiiieiietietirtirtete ettt ettt et be st et e e e seesessesse st essesesse st e sansesseseeseasassessessesseseesessensansanes 83
RESPONSE PATAMETEIS: ...eiiiiiieiiee ettt st e st e s bt e s eab e e s bt e e e bt e e esbeesenseesenbeesnbeesnaeeans 83
Information on a Specific POINt ON the [AYET...c..cviiiiiiieeeeeeeee ettt ne 84
GENETAl FEQUESE FOIMIAL: .. . ittt ettt sttt s e e b e s besb et e st eseeseesessenseneesessessansansans 84
REGUEST ParamMIEELEIS: .. ittt ettt e st e st e s eab e e s bt e s e bt e s e bt e s ab e e s bt e s nbeesnneeas 84
REGUEST EXAMIPLE . iutiieiieiietietieiertet ettt ettt e et et et et et e s e e s e ssasse st esseseese st e s ansesseseeseeseasessessesseseeseesensansanes 84
RESPONSE EXAMPLE: ..uiivieiietiitiriertetetet ettt ettt st e s be st et et e se e b e st e stesseseesesse st e s ansesseseeseesessessessesseseesessensansanes 84
RESPONSE PATAMETEIS: ...eiiiiiieetee ettt sttt e st e st e s eab e e sbb e s ebae s esbaesenbee s nbeesnbeesnaeeas 85
(0] o T=T ot dof = 1Y =TT 85
The list of ObJECt ClasSES ON the SEIVET ...ccuiviiieieiceceeece ettt besaenees 85
GENETAl FEQUESE FOIMIAL: .. . ittt ettt sttt et e s e e b e s b e ss et e st eseesessesenseneesessessansansans 85
REGUEST EXAMIPLE . iutiieiieiietietietertete ettt ettt e et et et et et e see s e ssesse st essesesse st e sansesseseeseaseasessessesseseesessensansanes 85
RESPONSE EXAMPLE: ...uiivieiietietirtertetete ettt ettt et e st et et e e e s e e besaeste st esseseese et e sassesseseeseesassessessesseseesessensansanes 85
RESPONSE PATAMETEIS: ...eiiiiiieitee ettt sttt st e s s bt e s eab e e s b b e e ebae s esbeesenbeesenbeesenneesnaeens 86
SPECITIC ODJECE ClASS cuevivinieiieiteeeteete ettt ettt ste sttt e e e s e e e e besb et eseesessessessesseneesessessansansons 86
GENETAl FEQUESE FOIMIAL: .. .iiiiieictiteieteee ettt ettt st e e a e e s e e besbess et e st esaesessessesseneesassessansansens 86
REGUEST ParamMIEELEIS: . ittt st e e st e s bt e s st e e s bb e s e bt e s esbe e s e b e e s bt esenbeesnaeeas 86
REGUEST EXAMIPLE . iutiieiieiietietiete ettt sttt ettt st et et et et e st e s e st e sse st eseeseese st e s anseseeseeseeseasessassesseseesessensansanes 86
RESPONSE EXAMPLE: ...viiiieiieiietirtertetete ettt ettt st et e b et e e e seesesse st e st esseseese st e sansesseseeseasessessessesseseesessensansanes 86
RESPONSE PATAMETEIS: ...eiiiiiieiitee ettt st s e e st e s bt e s eab e e s bt e e e bae s esbeesenbee s nbeesnbeesanaeeas 86
The list of states for @ SPeCific ODJECE ClASS ..vvivviiiieieieieeee et be e es 86
GENETAl FEQUESE FOIMIAL: .. . ittt sttt sttt et e e s e e e besb et e st eseeseesessenseneesassessansansens 86
REGUEST ParamMIETEIS: . ittt st s et e s bt e st e esbt e s e ba e s e sbe e s ab e e s bt e s nbeesnaeeas 86
REGUEST EXAMIPLE . iutiieiieiietietietestet ettt ettt ettt et et et e st e b e sseste st esee st ese st e s ansesseneeseeseasessessesseseeseesensansanes 86
RESPONSE EXAMPLE: ..uiivieiieiietirtertetetee ettt ettt ste st et et e e e s e e sesaessesseseesesse et e sassesseseeseesessessessesseseesessensansanes 87
RESPONSE PATAMETEIS: ...ttt ettt st e e st e s bt e s eab e e sbb e e e bt e s esbeesenbee s bt e senbeesnaeens 87
INfOrmMation ON @ SPECIfIC STALE...uiiiieieieireee ettt b e b sa e e e e seesessansenes 87



1454.1
14.5.4.2
14.5.4.3
14.5.4.4
14.5.4.5
14.5.5
145.5.1
14.5.5.2
14.5.5.3
14.5.5.4
14.5.6
14.5.6.1
14.5.6.2
14.5.6.3
14.5.6.4
14.5.6.5
14.6
14.6.1
14.6.1.1
14.6.1.2
14.6.1.3
14.6.1.4
14.6.1.5
14.6.2
14.6.2.1
14.6.2.2
14.6.2.3
14.6.2.4
14.6.2.5
14.6.3
14.6.3.1
14.6.3.2
14.6.3.3
14.6.3.4
14.6.3.5

Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

GENETAl FEQUESE FOIMIAL: .. . ittt ettt s re sttt e s e e s besb et e s s esaesessessenseseesessessansansans 87
REGUEST ParamMIETEIS: .. ittt sttt e st e e bt e st e e sbb e e s ba e s e bt e s et e e s bt e s nbeesnneeas 87
REGUEST EXAMIPLE . iutiieiieiietietietestet ettt ettt te et et et e e et e s e e besaessesseseeseese st e sassesseseeseeseasessessesseseesessessansanes 87
RESPONSE EXAMPLE: ..viiiieiietietirtertetete ettt ettt st e s be st e e e e e s e e sessesse st esseseese et e sansesseseesaesessessessesseseesessensansanes 87
RESPONSE PATAMETEIS: ...ttt et e e st e s bt e s eab e e s bt e e e bt e s esbaesenbeessnbeesnbeesnaeens 87
Getting the icon for @ SPECITIC STAtE...c.ivuiuiriieieeee ettt 88
GENETAl FEQUESE FOIMIAL: .. . ittt ettt sttt sttt et e s e e besbess et e s e eseesessessenseneesessessansansans 88
REGUEST ParamMIETEIS: .. ittt ettt s e e st e st e s st e e sbb e s s bae s e sbee s et e e s bt e s nbeesnneeas 88
REGUEST EXAMIPLE . iutiieiieiieiietietertet ettt et et te et et et et et e st e s e ssasse st esseseese st e sansesseseeseaseasessessesseseesessensansanes 88
RESPONSE EXAMPLE: ...uiivieiietiitirtirtetete ettt ettt st e st et et e e e seesesaesse st esseseese st e sansesseseesessessessessesseseesessensansanes 88
The list of events for a SPeCific ODJECT ClAaSS ...ivviviiiiririirieieeer ettt nees 88
GENETAl FEQUESE FOIMIAL: .. . ittt ettt sttt s e e b e s besb et e st eseeseesessenseneesessessansansans 88
REGUEST ParamMIEELEIS: .. ittt ettt e st e st e s eab e e s bt e s e bt e s e bt e s ab e e s bt e s nbeesnneeas 88
REGUEST EXAMIPLE . iutiieiieiietietieiertet ettt ettt e et et et et et e s e e s e ssasse st esseseese st e s ansesseseeseeseasessessesseseeseesensansanes 88
RESPONSE EXAMPLE: ..uiivieiietiitiriertetetet ettt ettt st e s be st et et e se e b e st e stesseseesesse st e s ansesseseeseesessessessesseseesessensansanes 88
RESPONSE PATAMETEIS: ...eiiiiiieetee ettt sttt e st e st e s eab e e sbb e s ebae s esbaesenbee s nbeesnbeesnaeeas 89
(0] =Tt £ TSRO 89
Getting list Of All SENVET ODJECES ...vuirieiieiiteeee ettt sttt 89
GENETAl FEQUESE FOIMIAL: .. . ittt ettt sttt et e s e e b e s b e ss et e st eseesessesenseneesessessansansans 89
REGUEST ParamMIETEIS: .. ittt st st e s bt e st e e s bt e s e bt e s esbe e s ab e e s bt e snbeesnneeas 89
REGUEST EXAMIPLE . iutiieiieiietietietertete ettt ettt e et et et et et e see s e ssesse st essesesse st e sansesseseeseaseasessessesseseesessensansanes 89
RESPONSE EXAMPLE: ...uiivieiietietirtertetete ettt ettt et e st et et e e e s e e besaeste st esseseese et e sassesseseeseesassessessesseseesessensansanes 89
RESPONSE PATAMETEIS: ...eiiiiiieitee ettt sttt st e s s bt e s eab e e s b b e e ebae s esbeesenbeesenbeesenneesnaeens 94
INformation 0N @ SPECIfIC ODJECE.....iiiiiiririeieeceee ettt sa et aeesessansenes 95
GENETAl FEQUESE FOIMIAL: .. .iiiiieictiteieteee ettt ettt st e e a e e s e e besbess et e st esaesessessesseneesassessansansens 95
REGUEST ParamMIETEIS: .. ittt ettt s e e st e st e s it e e sbb e e s bt e s e sbee s e b e e s bt e snbeesnneeas 95
REGUEST EXAMIPLE . iutiieiieiietietiete ettt sttt ettt st et et et et e st e s e st e sse st eseeseese st e s anseseeseeseeseasessassesseseesessensansanes 95
RESPONSE EXAMPLE: ..uiiuieiietietietirteteie ettt ettt ete st e st et et e e e s e e s e ssessessesseseese et e sansesseseeseesessessessesseseesessensansanes 95
RESPONSE PATAMETEIS: ...eiiiiiieiitee ettt ettt s e e st e st e s eab e e sbb e s e baesesbeesenbeesenbeesenbeesnaeens 95
State Of @ SPECIfIC ODJECE.c.uiiiiiiciiee ettt sttt e e s e st e s e seseeseesessasaneens 95
GENETAl FEQUESE FOIMIAL: .. . ittt sttt sttt et e e s e e e besb et e st eseeseesessenseneesassessansansens 95
REGUEST ParamMIETEIS: . ittt st s et e s bt e st e esbt e s e ba e s e sbe e s ab e e s bt e s nbeesnaeeas 96
REGUEST EXAMIPLE . iutiieiieiietietietestet ettt ettt ettt et et et e st e b e sseste st esee st ese st e s ansesseneeseeseasessessesseseeseesensansanes 96
RESPONSE EXAMPLE: ..uiivieiieiietirtertetetee ettt ettt ste st et et e e e s e e sesaessesseseesesse et e sassesseseeseesessessessesseseesessensansanes 96
RESPONSE PATAMETEIS: ...eiiiiiieiiee ettt sttt s et e s bt e s eab e e sbb e e e bt e s esbeesensee s bt e snbeesnaeeans 96



14.6.4
14.6.4.1
14.6.4.2
14.6.4.3
14.6.4.4
14.6.4.5
14.6.4.6
14.6.5
14.6.5.1
14.6.5.2
14.6.5.3
14.6.5.4
14.7
14.7.1
14.7.2
14.7.3
14.7.4
14.7.5
14.7.5.1
14.7.5.2
14.7.5.3
14.7.5.4
14.8
14.8.1
14.8.2
14.8.3
14.9
14.9.1
149.11
14.9.1.2
14.9.1.3
149.14
14.9.1.5
14.9.2
14.9.2.1

Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

The list of available actions with the object in a specific State......ccocevveriecieciriirireeceeeeee e 97
GENETAl FEQUESE FOIMIAL: .. . ittt ettt s re sttt e s e e s besb et e s s esaesessessenseseesessessansansans 97
REGUEST ParamMIETEIS: .. ittt sttt e st e e bt e st e e sbb e e s ba e s e bt e s et e e s bt e s nbeesnneeas 97
REGUEST EXAMIPLE . cutiieiieiietietietertet ettt sttt et te et et et et e seese e b e st e sse st esseseese st e s ansesseseeseeseasensessesseseesessensansanes 97
RESPONSE EXAMPLE: ..viiiieiietietirtertetete ettt ettt st e s be st e e e e e s e e sessesse st esseseese et e sansesseseesaesessessessesseseesessensansanes 97
JSON ettt ettt ettt s bttt et s bt e h e e bt st e bt e bt e e a e e e b e e bt e bt e st e e bt e bt e et e e b e e beeeateenreenbeeas 98
RESPONSE PATAMETEIS: ...eiiiiiieitee ettt sttt s e e st e s bt e st e e sbb e s e bb e s e sbeesenbeesenbeesnneesnaeeas 99
Getting list of all ZONES AN FEZIONS ....cvviiiiiiiiie ettt sttt 99
GENETAl FEQUESE FOIMIAL: .. .iiieieiictiieieeee ettt et sttt et s e besbesb et e st eseesessessesseneesessessansansans 99
REGUEST EXAMIPLE . iutiieiieiieiietietertet ettt et et te et et et et et e st e s e ssasse st esseseese st e sansesseseeseaseasessessesseseesessensansanes 99
RESPONSE EXAMPLE: ...viivieiieiiitirtetetete ettt ettt st e st et e e e e e s e e bessessessesseseese et e s ansesseseeseeseasessessesseseesessensansanes 99
RESPONSE PATAMETLEIS: ...iiiiieetteeeee ettt st s et e s sb e e s bb e e s me e e e b e e sabbe e s bt e s enbeesennees 101
GEELING EUENTS 1ttt ettt ettt et e st e st st e saaesbe e be e b e sssesssesseesseensasnsesssessnenseensenns 101
GENETAl FEQUESE FOIMIAL: ... ittt ettt e b e e b e st e s e st eseeseesessessenseseeseesansanes 101
REGUEST EXAMPLE . cuiiieiieiietieieteste ettt ettt e te st e st et e s e st ese s s e sse s e st e st esessessessesseseeseesasasensanseneesensensansn 101
RESPONSE EXAMPLE: ..uiivieiieeieiiitisteteteee ettt ettt te e st et e e e s e esessesse s e st e st ese st essessasseseeseesaasensensesseseesensensansn 101
RESPONSE PATAMETLEIS: ...ttt sttt e s bt e s ab e e s bt e s me e e e b e e sabae e s bt e s enbeesnnees 102
Getting events of video SUDSYStEM iN DIOCKS ....coveuiviiiiiiiieiricieiete e 102
GENETAl FEQUESE FOIMIAL: . ciiieieietieiee ettt ettt b et e s b et e st eseeseesesbenseneeseesaesansanes 102
REGUEST ParamMIEELEIS: .. ittt sttt st s s bt e st e s bt e s bb e s e b e e s be e e e bt e s nreesnnees 102
REGUEST EXAMPLE . cuiiieiieiietieieteste ettt ettt e te st e st et e s e st ese s s e sse s e st e st esessessessesseseeseesasasensanseneesensensansn 102
RESPONSE EXAMPLE: ..uiiuieiieeieiieiistetet ettt ettt e te st e st et et e st esessesse s e st eseese st essassasseseeseesassasensesseseesansessansn 102
SeNdiNG COMMANAS tO SEIVET ....ccuieieieteeeeeeeteterte ettt ete e e te s e e e et e saessesseeseeseessessessessesseensansans 104
GENETAl FEQUESE FOIMIAL: .. .iiiiiiieticiee ettt sttt ettt b e s b e s e st eseeneesessensenseneesaesansanes 104
REGUEST EXAMIPLE . iutiieiieiietieieestet ettt ettt ettt e st et e e e s e ese s b e sbe s eseeseese st e st essesseseeseesasesansanseseesensensensan 104
RESPONSE EXAMPLE: ..cuiiuieiieeieiiitirtetetetee ettt ettt et este st e e e st esessesse s esseseese st e st assesseseeseesassessentesseseesassensansn 104
1= T 01T P PP PRPPPT 104
Getting PArameters Of MACIOS ..c.covvueririeirietrie ettt sttt sttt be e 104
GENETal FEQUESE FOIMIAL: .. . ittt ettt b e s b et e seesseseesesbesseneeneesaesansanes 104
REGUEST ParamMIEELEIS: .. ittt sttt st s s bt e st e s bt e s bb e s e b e e s be e e e bt e s nreesnnees 104
REGUEST EXAMPLE . cuiiieiieiietieieteste ettt ettt e te st e st et e s e st ese s s e sse s e st e st esessessessesseseeseesasasensanseneesensensansn 105
RESPONSE EXAMPLE: ...uiieieiieeieiietistetet ettt ettt et este st e e e st esessesse s e st eseese st e st e sesseseeseesassensensanseseesassessansan 105
RESPONSE PATAMETLEIS: ...ttt sttt e s bt e s ab e e s bt e s me e e e b e e sabae e s bt e s enbeesnnees 105
Getting the liSt Of MACIOS....cou ittt 105
GENETal FEQUESE FOIMIAL: .. ittt sttt et b et e s b e s e st eseeneesessenseneeseesaesansanes 105



Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

14.9.2.2  REQUEST ParamEerS: ..o uiiiiiieiiie ettt sttt ettt s srb e et e e s s bt e s e bt e sesb e e sbb e e e ab e e e aba e e e bt e s eabtesnaes 105
14.9.2.3  REQUEST EXAMPLE:...ccuiitiriiieieieeetesterte et te s te st ettt e e ste st et et eseese st e besseseeseesassassessentessesassassansanseseesessensanes 105
14.9.2.4  RESPONSE EXAMPLE: c.uiruiriiieieieiriesieriestetetetestestesteteste e stessessesteseesessassesseseessesassessessensessesessessansenseseesensensenes 105
14.9.2.5  RESPONSE PAraMELEIS: ...eiiiiieiitie ettt ettt st b e s et e s s bt e s e bt e s bt e e sbb e e e sab e e enbb e s e bt e s enneesnaees 106
14.9.3 MaCros eXECULION ON SEIVET FEQUEST ..ceuviriirierierieeterieetertesteetestesteesesseessessesseessessesssensesssessessessessesssensensenns 106
14.9.3.1  GENEral reqUESE fOIMAL..c.i ettt ettt ae st et b et e e e s e e b e sbe s et eseesassassensensesessessensenes 106
14.9.3.2  REQUEST ParamEerS: ..o uiiiiiiieiiie ettt sttt ettt s b e et e s s bt e s e bt e sebb e e sba e e e ab e e e bb e e e bt e s enreesnaees 106
14.9.3.3  REQUEST XAMPLE: . ..icuiitieiiieieieeetestete et te s te st et et e e e ste st et e st eseese st e besseseeseesessessessenteseesassassansanseseesensensanes 106
14.10 V@O ottt ettt ettt ettt b ettt h et e b e b et et b e bt e Rt bt e e eae b e s et st ene 106
14.10.1  THUMDBDNAIS FEQUEST..ccuiiiiiiieieeeteeiertete ettt ettt sttt et sae st e b e s e e eseesassesbesse st eseesassassansensesessensensenes 106
14.10.1.1  GeNeral reqUESE fOIrMAt..cc.c ittt sttt ettt ettt s e e e e e se e b e sbe e e s eseesassassensensesessessensenes 106
14,10, 1. 1.1 FIrST WaAY.eerueeieierieeierieetestesieetesteeseessesaeessessesssensessasssessesssensessesssensesssensessesssessesssensessesnsessesssensesssensensessensenses 106
14.10.1.2  REQUEST ParamEOrS: ..o iiiiiiieiiie ittt ettt sttt et s esab e s et e s e bt e s eabeesesbeesbbeeesabeeensbeseabeesenneesennees 106
14.10.1.2.1 SECONA WAY teuververeerieieiiriesieiesteessessessessesteseesessessessesseseesessessensesseseesessessessessessesessessensessessesessessensonsessesessensenss 107
14.10.1.3  REQUEST ParamEOrS: ..o ueiiiiiieeiie ittt ettt ettt s et st s et e s s bt e s eab e e sebb e e sbeeeesbeeeasbeesabtesennaesennees 107
14.10.1.4  REQUEST EXAMPLE:...ccuiitieiiieieieeeteeterte et te s te st et et e e e ste st e et e seesess e besseseeseesessessessentessesassassansensesessensensanes 107
14.10.1.4. 1 FIIST WY eeeueeieierieeiieriestestesteetestesstesesaeessessesssesessesssessesssessessesssensesssensessesssessesssensessesssessesssensesssensensessensesses 107
14.10.1.4.2 SECONT WAY teuververeeuierieiisiesieiesteessessessessestestesessessessessessesessessensesseseesessessessessessesessessensessessesessessensensessesensessenss 107
14.10.1.5 RESPONSE EXAMPLE: c.ueiuiriiiiieieeriisieriesteteteteste st et et e see e stessessesteseesessassesseseeseesassessessensessesessensansenseseesensensanes 107
14.10.2  CONfIGUIAtION FEQUESL..c.eotiuiietiieteiet ettt ettt ettt b bbbttt et et ebe st be e ene 108
14.10.2.1  GeNEral reqUESE fOIrMALt..cc.iciiieeeieirierie ettt st et s e e e e e se e b e sbese st eseesassassensensesessansensenes 108
14.10.2.2  REQUEST ParamEOIS: ..o uiiiiiiieiite ittt ettt sttt et e et e e s s bt e s eab e e sebb e e sbe e e e sbeeensbe e e bt esenbaesnaees 108
14.10.2.3  REQUEST EXAMPLE:...ccuiitieiiieieieeetsieste et te s te st et et e e e ste s b e s e s eeseese st assesseseeseeseasessessensessesessessansenseseesensensanes 108
14.10.2.4  RESPONSE EXAMPLE: c.uiruiriiriiieieeeistestestetetetesteste st etesee e stessesseseeseesessassesseseeseesassessessensessesessessansanseseesensensanes 108
14.10.2.5 RESPONSE PAraMELEIS: . .eiiiiiieiitie ittt ettt e st s e sbb e s et e s s bt e s e bt e sesbeesbbeeesnbeeensbeseabeesennaesnnees 109
14.10.3  VIAEO QUETY.ueiuiierieeieeietisteieteteeetestesteste st eseesessassesteseeseesassessensessesessessassessessessesessessensensessesessensensenseseesensensanes 109
14.10.3.1  GENEral reqUESE fOIMAt...c.iciiieieieirieteteeeese sttt ettt ettt a e e seese e b e sbesse st eseesassassensenseseesessensenes 109
14.10.3.2  REQUEST ParamELOIS: ..o ittt ettt ettt e st s e b e et e e s e bt e s e bt e sebbe e sbee e e nbeeenbbeeeabeesenbeesnnees 109
14.10.3.3  REQUEST EXAMPLE:...ecuiitiriiieieieeetestete ettt et te st et et e e e ste s s et e s e eseese st e sesseseesaesaasessessesseseesessessansenseseesensensanes 110
14.10.3.4  RESPONSE EXAMPLE: c.viruiriiiiieiieeeiieiertesteteteteste st et et esee e ste st e seseeseesessassesseseessesaasessessensessesessessansenseseesensensanes 110
14.10.4  Curlvideo request. Main Stream fOrMAt ......cccciverierieiiinireeeeeesere ettt e et se e seesesse e 110
14.10.4.1  GeNeral reqUESE fOIMALt. .. i ittt ettt e st et s e e seese e b e sbesae st eseesassassensensesessassensenes 110
14.10.4.2  REQUEST ParamELOIS: ..o uiiiiiiieiite ittt ettt ettt e b e et e s st e e s e bt e sebbeesbb e e e nbeeensbe e s bt e sennaesnnees 110
14.10.4.3  REQUEST EXAMPLE:...cciitiriiieieieeeteeiete sttt et te sttt e e e ste s b et e e esesse st esbesseseesaesaasessessenseseesassessansensesessensensanes 111
14.10.4.4  RESPONSE EXAMPLE: c.uiruiriirieieieeeieteriesteteteteste st et etesee e ste st e sesteseesessassessesteseesaasessessensessesessensansenseseesessensanes 111



14.10.4.5
14.10.4.6
14.10.4.7
14.10.4.8
14.10.4.9
14.10.5
14.10.5.1
14.10.5.2
14.10.5.3
14.10.5.4
14.10.6
14.10.6.1
14.10.6.2
14.10.6.3
14.10.7
14.10.7.1
14.10.7.2
14.10.7.3
14.10.7.4
14.10.7.5
14.10.7.6
14.10.7.7
14.10.7.8
14.10.7.9
14.10.7.10
14.10.7.11
14.11
14.11.1
14.11.2
14.11.3
14.12
14.12.1
14.12.1.1
14.12.1.2
14.12.1.3

Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

RESPONSE PATAMETEIS: ...ttt sttt s st e s sb e s bb e e s ne e e e b e e sabae e s bt e s enbeesnnees 112
RESPONSE EXAMPLE: ..uvivieiieeieiiitisteteteeee ettt ettt te et et e st e s e esessesse s e st eseese st e st essesseseeseesessessensasseseesassensansan 112
RESPONSE PATAMETEIS: ...eiiitieette ettt sttt e s e bt e s sb e e s bt e s ba e e e sb e e sabae e s bt e s enbeesennees 112
RESPONSE EXAMPLE: ..uiivieiietieiirieetetete ettt ettt ettt e st et e e e st esessesse s esseseese st essessesseseeseesassensensesseseesensessansn 112
RESPONSE PATAMETEIS: ...ttt ettt st s et e st e sbbe e s bb e e e b e e sbbe e s bt e s enbeesnnees 113
FOrmat Of Main SEIEAIM ...cviiieiici ettt b ettt sttt st b et b et bt st e e stenens 113
EXQMPLE FEQUEST: weiuviiiiieiieiietesteste ettt ettt ettt e st e st e st e b e s s e sbe e ess e st ese st e st essesseseeseesassansensesseseesensensansan 113
RESPONSE PATAMELEIS: ...ttt ettt sttt bbbttt st ettt b et b et et e st st e st st e st st ebe st ebentebentebenestenens 114
E XML FESPONSE: . iuieeieiietieteeteste et et e st et et et et ete st este st eseeseesessessessesseseese st essessasseseeseesassessantansessesensensansan 114
RESPONSE PATAMELEIS: ...ttt ettt sttt bbbttt st ettt b et b et et e st st e st st e st st ebe st ebentebentebenestenens 114
CaAMEIa MANAZINEG .cveveteteieieie ettt ettt et et ettt s bt et e e e st s bt e b e b et et e st e bt e b e s b et e st eatesesbe st e b et et eneesensenee 115
GENErAl FEQUESE FOIMIAL: .. .iiiiieeeiiee ettt ettt e s b et e st e s e eseesassessensenesseesansenes 115
REGUEST PArAMETEIS: ..vcuiteiiieiiriet ettt sttt b ettt et sttt s et b et bttt st e st st e st st ebe st ebentebentebenesaenens 115
REGUEST EXAMIPLE: . iutiieiieiietieieestet ettt ettt e te st e st et e e e st esessesbe s e st e st esesse st essesseseeseesasesansenseseesansensansn 115
AULNOTIZATION DY TOKEN 1.ttt sttt e e s e esbesaesseneesassassensan 116
General request format to et @ tOKEN:.....c.civuiirie ettt 116
REGUEST ParamMIEELEIS: .. ittt ettt st s bt e st s bt e s ba e e e b e e e ba e e e bt e e nbeesnnees 116
REGUEST EXAMIPLE . iutiieiieiietieieteste ettt ettt ettt e te st e st et e st e st e se st e sbe s este st ese st e st essesseseeseesasessensenseseesansensansn 116
RESPONSE EXAMPLE: ..uivieiieeieiiriietetete ettt ettt te et et et e st ese st e sse st e st eseese st e st e sesseseeseesassensensasseseesassensansan 116
RESPONSE PATAMETEIS: ...eiiitieette ettt ettt et e s e bt e s ab e e s bt e s be e e e sb e e sabae e s bt e s enbeesennees 116
General request format for the received token via Web Server 2.0: .......ooeveievenenenierieeneseeseeeeeeeens 116
REGUEST PArAMETEIS: ..vcuiteiiieietet ettt ettt sttt ettt ettt st b et b et bt s b et st e st st ene st ebe st ebentebentebenestenens 117
REGUEST EXAMIPLE . cutiieiieiietieieieste ettt ettt et ettt te st e st et e st e s e ese st e st et e st e st ese st e st essasseseeseesesesansenseseesansensansan 117
General request format for the received token via Web-Server Li......ooeoeieveninienienieeneseseseeseeeeeenes 117
REGUEST PArAMETEIS: ..vcuiteiiieiertetet ettt ettt sttt ettt sttt b bbb bt st et st e st st e st st ebe st ebentebentebenestenens 117
REGUEST EXAMIPLE . iutiieeieiietieiietestetet ettt ettt e te st e st et e s e e st esessesbe s e st eseese st e st essesseseeseesasesensesseneesensensensan 117
PTZ CONEIOL ettt ettt ettt sttt et b st et et be st et e s b s et et ebesbeneenenee 117
GENETAl FEQUESE FOIMIAL: .. .iiiiiiieticiee ettt sttt ettt b e s b e s e st eseeneesessensenseneesaesansanes 117
REGUEST PArAMETEIS: ..vcuiteiiieiirtet ettt ettt ettt ettt ettt st s et b et bt et et st e st st ene st ebe st ebentebe s ebenestenens 117
REGUEST EXAMIPLE . iutiieiieiietieieestet ettt ettt ettt e st et e e e s e ese s b e sbe s eseeseese st e st essesseseeseesasesansanseseesensensensan 118
USING the @rCRIVE....ceiiieecec ettt et e s e s b e seeseeneenseneas 118
Getting list Of reCOIAS (1St WAY) ..eueeueueirieirieerieitrtei ettt ettt ettt a b ene 119
GENETAl FEQUESE FOIMIAL: ... ittt ettt e b e e b e st e s e st eseeseesessessenseseeseesansanes 119
REGUEST ParamMIEELEIS: .. ittt sttt st s s bt e st e s bt e s bb e s e b e e s be e e e bt e s nreesnnees 119
REGUEST EXAMPLE . cuiiieiieiietieieteste ettt ettt e te st e st et e s e st ese s s e sse s e st e st esessessessesseseeseesasasensanseneesensensansn 119

- 10



14.12.1.4
14.12.2
14.12.2.1
14.12.2.2
14.12.2.3
14.12.2.4
14.12.3
14.12.3.1
14.12.3.2
14.12.3.3
14.12.3.4
14.12.4
14.12.4.1
14.12.4.2
14.12.4.3
14.12.4.4
14.12.4.5
14.12.4.6
14.12.4.7
14.13
14.13.1
14.13.1.1
14.13.1.2
14.13.1.3
14.13.1.4
14.13.2
14.13.2.1
14.13.2.2
14.13.2.3
14.13.2.4
14.13.3
14.13.3.1
14.13.3.2
14.13.3.3
14.13.3.4

Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

RESPONSE EXAMPLE: ..uvieieiieeieiietisteteteeee ettt ettt ete st e st et e e e st esessesse s e st eseese st e st assasseseeseesassesentassessesensensansan 119
Getting list Of reCords (2N WaY) .cveveieeeirieirieiie ettt ettt ettt 120
GENETal FEQUESE FOIMIAL:..ciiieieietiiee ettt ettt b et e s b e s e st esseneesessenseneesessaesansanes 120
REGUEST ParamMIELEIS: .. ittt et sttt e st e s ab e s bt e s bt e e e b e e e e e s e bt e e nbaesnnees 120
REGUEST EXAMIPLE . iuiiieiieiietieieieste ettt ettt ettt e e e st et ese e st ese s s e sse s e st eseese st essessesseseeseesessesansenseseesensensansn 120
RESPONSE EXAMPLE: ..uiivieiietieiirieetetete ettt ettt ettt e st et e e e st esessesse s esseseese st essessesseseeseesassensensesseseesensessansn 120
Getting video from archive - "arC.play" ...ttt 122
GENETAl FEQUESE FOIMIAL:.. ittt ettt e et e et e s b et e st esseseesassenseneeseeseesansanes 122
REGUEST ParamMIEELEIS: .. ittt sttt s e bt e st e s bt e s be e e e b e e e are e s e bt e e nbeesnnees 122
REGUEST EXAMIPLE . iutiieiieiietieieestet ettt ettt ettt te st s b et ese e s e ese st e ste s e st eseese st essessesseseeseesesesensenseseesensensensn 123
RESPONSE EXAMPLE: ..uieieiieeieiiriisteteteee ettt ettt te st este st e e e st ese s s e sse s e st eseesessessessasseseeseesassessensesseseesassensansn 123
Getting one frame from archive - "arc.frame" ......c.oo v 123
General request fOrmMat (1ST WaAY) ittt se et e st et et e e eseesessesseseeseesaesensenes 123
REGUEST ParamMIEELEIS: .. ittt ettt s e bt e st s bb e e s ba e e e b e e e abe e s e bt e e nbeesnnees 123
REGUEST EXAMIPLE: . iutiieiieiietieieestet ettt ettt e te st e st et e e e st esessesbe s e st e st esesse st essesseseeseesasesansenseseesansensansn 124
General request fFOrmat (2N WaY): .oueceeieieiiicieceescsee sttt sttt eseere st e se e e esaesasenes 124
REGUEST ParamMIEELEIS: .. ittt ettt st s bt e st s bt e s ba e e e b e e e ba e e e bt e e nbeesnnees 124
REGUEST EXAMIPLE . iutiieiieiietieieteste ettt ettt ettt e te st e st et e st e st e se st e sbe s este st ese st e st essesseseeseesasessensenseseesansensansn 124
RESPONSE EXAMPLE: ..uivieiieeieiiriietetete ettt ettt te et et et e st ese st e sse st e st eseese st e st e sesseseeseesassensensasseseesassensansan 124
SOUNG.ciiiiitiieiieteetetet ettt ettt ettt et s bt et e b st et e bt e b e b ent e st e be b e st e s e be st eneesessentesessenseneenens 124
GEEING LIVE SOUNG .ttt ettt b ettt ettt be e b ne 124
GENETAl FEQUESE FOIMIAL: .. .iiieieieiriee ettt ettt et e s b e s esaesseseesessenseneesessaesansanes 124
REGUEST ParamMIETEIS: .. ittt ettt s et e st s bt e s bb e s e b e e e ba e e e bt e s nbeesennees 125
REGUEST EXAMIPLE . iutiieiieiietieisieste ettt ettt et et e st et ese e st ese s s e sse s esteseese st e st essesseseeseesasesansanseseesensensansn 125
RESPONSE EXAMPLE: ..uiiuieiieeieiirierteteteeee ettt ettt ete st e st et e se e st esessesse st e st eseese st e st assesseseeseesassessentesseseesassensansn 125
StOP StrEamMING lIVE SOUNT ..cueuiiiiiieieieee ettt ettt ene 126
GENETal FEQUESE FOIMAL: .. .iiieieieiriee ettt ettt b e b e st e s e st eseeseesassenseneesesseesansanes 126
REGUEST ParamMIEELEIS: .. ittt ettt et s et e s sb e s ba e e s bb e e e b e e e be e s e bt e e nbaesnnees 126
REGUEST EXAMIPLE . iutiieiieiietieieestet ettt ettt ettt e st et e e e s e ese s b e sbe s eseeseese st e st essesseseeseesasesansanseseesensensensan 126
RESPONSE EXAMPLE: ..cuiiuieiieeieiiitirtetetetee ettt ettt et este st e e e st esessesse s esseseese st e st assesseseeseesassessentesseseesassensansn 126
Playing SOUN frOmM @rChiVe ....c.cou v ittt sttt ettt 126
GENETal FEQUESE FOIMIAL: .. ittt sttt et b et e s b e s e st eseeneesessenseneeseesaesansanes 126
REGUEST ParamMIETEIS: .ttt sttt s et e st s bt e s be e e e b e e et e e e bt e s nbeesennees 127
REGUEST EXAMIPLE . iutiieiieiietieieeste ettt ettt ettt et et et e st esessesbe s e st e st ese st essensesseseeseesasesensenseseesansensansn 127
RESPONSE EXAMPLE: ..ueivieiietieiisiestetet ettt ettt e te st e st et e s e e st esessesse s e st eseese st essessasseseeseesassessensenseseesansensansan 127

- 11



Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

14.13.4  SeNAING LIVE SOUNTG ...ttt ettt ettt ettt b et bbb e et e st et ebe e ebesene 127
14.13.4.1  GeNeral reqUESE fOIrMAt..c..cci ettt ettt ettt b e e ese e b e sbe s et eseesessassensensesessassensanes 127
14.13.4.2  REQUEST ParamEOrS: ..o uiiiiiiieiiie ittt ettt sttt s e be s e bt e s s bt e s e bt e sbb e e sbb e e e snbeeeasbeeeabeesennnesnnees 127
14.13.4.3  REQUEST EXAMPLE:...ccuiitieiiieieieeeestete ettt et te st et et e e e ste st et et eseese st e sesseseeseesassessessentessesassassansensesessensensanes 128
14.13.4.4  RESPONSE EXAMPLE: c.uiruiriirieieieeetietestestetetetes e ste st estesee e ste st esseseeseesessassessestessesaasessessensessesessessansenseseesensensenes 128
14.13.4.5 RESPONSE PATAMETLEIS: ...eiiiiiieiitie ittt ettt ettt e st s e b e s et e e s s bt e s eabeesesbeesbaeeesnbeeensbeseabtesennnesnneas 128
14.14 GO LISE O USEIS ettt sttt ettt ettt st s b s e e eneas 128
14,141 GENeral reqUESE fOIrMALt. .. ittt ettt ettt b et e ese b e sbesae e eseesassassensenseseesassensenes 128
14.14.2  REQUEST XAMPLE:...ccuiitieiiieieieeetteierte et te s te st ettt e e ste st et e st eseese st e besseseeseesaasessessenteseesessassansanseseesessensanes 128
14.14.3 RESPONSE EXAMPLE: ..ueivieiieeieiiitistetet ettt ettt te st e st et et e st esessesse s e st eseese st essessasseseeseesassessensesseseesansensansan 128
14,15 Commands used for ECHD iNteZration .......ccccvecierereeieeeieieeeee et se et sessesve e aeneens 134
14.15.1 Retrieving Device INfOrmMation.......co ittt ettt sttt saeaens 134
14.15.1.1  GeNeral reqUESE fOIrMAt..cc.iciieieieiriereteteeee ettt ettt et b e e e e e se e b e sbe s e e eseesassassensensesessansensenes 134
14.15.1.2  REQUEST EXAMPLE:...ccuiitieiiieieieeeiesterte et te s e sttt e e e ste s b e s teseeseese st essesseseeseesassassessenteseesassassansenseseesensensanes 134
14.15.1.3  RESPONSE EXAMPLE: c.viruiriiieieieeriisiestestetetetestestestesteste e stessesseseeseesessassesseseeseesassessessensessesessessansenseseesensensanes 135
14.15.1.4 RESPONSE PATAMETLEIS: ...eiiiiiieiiiieiitee ettt ettt sttt e st esesab e s e bt e s s bt e s e bt e sembeesbbeeessbeeensbeseabeesennnesnneas 135
14152 Getting @ list Of CAMEIA IDS .....iiiuiirieieierietre ettt ettt ettt a et ne 135
14.15.2.1  GENEral reqUESE fOIrMALt..cci ittt sttt ettt et a e e e e e s e s b e sbe st e s eseesassassensensesessassensenes 135
14.15.2.2  REQUEST EXAMPLE:...ccuiitiiiiieieieeeiesteste et te s te st et et e e e ste st e te st eseesess e sesseseeseesaasassessensessesassessansenseseesensensanes 135
14.15.2.3  RESPONSE EXAMPLE: c.uiiuiriiiiieieieiietesiestetetetesteste st et esee e ste st esseseeseesessassesseseeseesassessessensessesessessansenseseesensensenes 135
14.15.2.4 RESPONSE PATAMETLEIS: ...eiiiiiieiitieiitee ettt ettt sttt e st sesab e s et e e e s bt e s e bt e sebbeesbaeeessbeeensbeeeabeesennnesnnees 136
14.15.3  Ranges of available archive reCordings ......c.coceveirieiriririeeeete ettt 136
14.15.3.1  GENEral reqUESE fOIrMAt. .o iccieieieirierieteeeese sttt ettt b et e e e se e b e sbeste e eseesessassensenseseesassensenes 136
14.15.3.2  REQUEST ParamEOrS: ..o uiiiiiieiiie ettt ettt sttt sttt e s it s e b e et e s st e e s e bt e sebbe e sbb e e e sab e e e st e e eabtesenraesnaees 136
14.15.3.3  REQUEST EXAMPLE:...ccuiitiriiieieieeetestete et ee s te st et et e e e ste st et e st eseese st esbesseseesaesassessessesteseesassessansansesessansensanes 136
14.15.3.4  RESPONSE EXAMPLE: c.uiruiriiiiieieeeiieteriestetetetestestestetesee e ssessessesseseesessassesseseeseesessessessensessesessessansenseseesensensanes 136
14.15.4  WOrking With VIAEO SEFEAMIS ....eeeuiirieieieirietrei ettt ettt bbbttt ne 137
14.15.4.1  GEtArChIVEURL FEOUEST ..cveuieeieieetirieieteteitetesteste st e e e ste st e e ee e esessassesseseesaesassassessensessesessessansenseseesessensenes 137
14.15.4.1.1 GENeral reqUESE fOIrMAL..cc.c ittt sttt et b e e se e s e e s e sbesse b eseesassassensensesessassensenes 137
14.15.4.1.2 ROQUEST ParamIEeIS: . ccuiiiiiiieiiie ittt ettt sttt ebe e s ebb e s et e s st eseabeessbeesbbeeesnbeeensbeseabeesennaesnnees 137
14.15.4.1.3 REQUEST XAMPLE:...ccuiitiriiieieieeetesierte et te e s e st et et e e e ste st e se st esesse st assesseseeseesessessessessessesassessansansesessensensanes 137
14.15.4.1.4 RESPONSE EXAMPLE: c.eeruiriiiiieieerieetestestetetetestestestestesee e ssessessesteseesessassesseseessesessessessensessesessessensenseseesensensenes 137
14.15.4.2  GELLIVEUIL FEQUEST ..ueeuieviieieieeeteeiesie ettt sttt et este sttt sae st e b e s et esaesassessessenteseesaesassansansesessensensenes 137
14.15.4.2.1 GENEral reqUESE fOIrMALt..cc.cci ittt ettt ettt st e seese e b e sbeste st eseesassassensenseseesassensenes 137
14.15.4.2.2 REQUEST ParamIEOIS: . ccueiiiiiieiiie ittt ettt sttt e s bt s e b e s et e s s bt e s e bt e sesb e e s bt e e e nbeeensbeesabeesennaesnnees 137

- 12



Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

14.15.4.2.3 REQUEST XAMPLE:...cuiiiiriiieieieeeicsierte et te s te st e st et e e seste s s e se st eseese st assesseseeseesassessessesseseesassessansenseseesensensanes 137
14.15.4.2.4 RESPONSE EXAMPLE: c.uiruiriiieieieeriistestestetetetestestesteteste e ssessesseseeseesessassesseseessesassessessensessesessessensenseseesensensanss 137
14.15.5  Archive dOWNIOAING c..c.evveuirieiiiiiiiei ettt ettt ettt ettt bbbt be st b ne 138
14.15.5.1  GeNeral reqUESE fOIrMAt. .o i ettt sttt a e e e e se e b e ebeste st eseesassassensensesessessensanes 138
14.15.5.2  REQUEST ParamEOrS: ..o uiiiiiiieiiie ettt sttt sttt s b et e s s bt e s e bt e senb e e sba e e e nb e e e abb e e e bt e s enraesnaees 138
14.15.5.3  REQUEST EXAMPLE:...ccuiitiriiieieieeetesteste et ee s te sttt et e e ste b e te st eseese st e besseseesaesassessessentessesassessansensesessensensanes 138
14.15.5.4  RESPONSE EXAMPLE: c.uiiuiriiriiieieeeiesiesiesteteteteste st et etesee e stessessesteseesessassesseseeseesessessessensessesessessansenseseesensensanes 138
14.15.6  ATCRIVE EXPOI cuiiuieiieiieiisieieetete ettt e et ettt se st e st et e st e seesess e sesseseeseesaasassessenteneesessassansenseseesensensanes 138
14.15.6.1 Creating archive EXPOrt FEQUEST......c.iiirueririeiriet ettt ettt ettt bttt sttt sttt be e ne 138
14.15.6.1.1 GENEral reqUESE fOIMAL..cc.iciiiiieieireteteteese ettt ettt re st bbb e b e sbesse st eseesessassensensesessassensenes 138
14.15.6.1.2 REQUEST ParamEerS: . cc ueiiiiieiiie ittt sttt st s it s sab e s et e s s bt e s e bt e senb e e sbbeeeabeeeasbeesabeesenneesnnees 139
14.15.6.1.3 REQUEST XAMPLE:...ccuiitiriiieieieeetesteste et ete s te st et et e e e ste s s e teseesesse st e sesseseesaesassessessesteseesessessansenseseesensensanes 139
14.15.6.1.4 RESPONSE EXAMPLE: c.uiiuiriiriiieieeriietesiestetetetestestestestesee e stessesseseeseesessassessesseseesassessessensessesessessensensessesensensenes 139
14.15.6.1.5 RESPONSE EXAMPLE: c.eiruiriiieieieiriisiertesteteteteste st et et esee e stessesseseeseesessassesseseesaesassessessensessesessessansenseseesessensenes 139
14.15.6.2  GEtEING EXPOIT STATUS ..evetiiiieiiei ettt ettt et s b ettt s bbbt ebe b b ee 140
14.15.6.2.1 GENEral reqUESE fOIMAL:...c.iciiieieiririere ettt ae st et a et seeseebe st e ae st eseesassassensensesessassensenes 140
14.15.6.2.2 REQUEST ParamIEeIS: . ccuiiiiiiieiiie ittt sttt ite e st s e b s et e s s bt e s e bt e sembeesbaeeeabeesasbessabeesenbaesnnees 140
14.15.6.2.3 REQUEST EXAMPLE:...ccuiiuiriiieieieeeiesieste et te e s te st et et e e e stesbesse st esesse st assesseseeseesassessessensessesessessansensesessessensanes 140
14.15.6.2.4 RESPONSE EXAMPLE: c.uiiuiriiiiieieeriietesiestetetetestestestestesee e ssessessesseseesessassessesseseesessessessensessesessessansensessesensensanes 140
14.15.6.2.5 RESPONSE PAraMELEIS: . .eiiiiieiitieicitee ettt ettt sttt et b e et e s st e s eabeesesb e e sbeeeesnbeeenbbeseabeesennnesnaees 140
14.15.6.3  DeletiNG @rCRIVE ...oveuiieiieiiiee ettt ettt et b ettt sttt be e ne 141
14.15.6.3.1 GENEral reqUESE fOIMAL..cc.cciiieieieirteteteteese sttt ettt ettt se e b s b e sbesse e eseesassassensensesessassensenes 141
14.15.6.3.2 REQUEST ParamEerS: ..o ueiiiiieiiie ettt ettt ettt e st srb e s e e e s s bt e s e bt e sebbe e sbbeeeabeeeasbeesabeesenbaesnnees 141
14.15.6.3.3 REQUEST EXAMPLE:...cuiitiriiieieieeeeeteste et ete e te st et et e e e ste st e te st esesse st e besseseeseesassassessestessesassessansensesessessensanes 141
14.15.6.3.4 RESPONSE EXAMPLE: c.ueiuiriiieieieeeiisteriestetetetesteste st etesee e ste st essesteseesessassesseseeseesassessessensessesessessansenseseesensensenes 141
14.15.6.3.5 RESPONSE PAramMELEIS: . .eeiiiieiiie ittt ettt srb e et e s s bt e s eb e e s st e e sbe e e e sabeeenbbeseabeesennnesnnees 141
14.15.7  Video surveillance device features management ...ttt 141
14.15.7.1  GENEral reqUESE fOIMALti..cc.c ittt ettt et et b e seeseebesbesae st eseesassassensenseseesassensenes 142
14.15.7.2  REQUEST ParamEOrS: . cciuiiiiiiieiiie ittt ettt ettt st s ebe e s e sabe s et e s s bt e s e bt e sbbeesbbeeeabeeensbessabeesenseesnnees 142
14.15.7.3  REQUEST XAMPLE:...ccuiitieiiieieieeeteeteste et tete e st et et e e e ste st et e st e seese st e sesseseeseesassessessentessesessessansenseseesensensanes 144
14.15.7.4  RESPONSE EXAMPLE: c.uiruiriiiiieietrtietertestetetetesteste st etesee e stessesseseeseesessassesseseeseesassessessensessesessessansenseseesensensanes 144
14.15.8  Example ECHD commands With NAT ....c.cciiiiininieieieesesteietee e stesie et esreste st n e ssassassesseseesassessenes 144
14.15.8.1  GENEral reqUESE fOIMAt..cc.i ittt sttt ettt ettt s e e e e s e b e sbeste st eseesessassensenseneesassensanes 145
14.15.8.2  REQUEST ParamEOrS: . cciuiiiiiieiitie ittt sttt ettt e st s b e et e s s bt e s eab e e sesb e e sbb e e e ab e e eabb e e e bt e s ennaesnaees 145
14.15.8.3  REQUEST EXAMPLE:...ccuiitiriiieieieestesteste et te s te st et et e e e ste s b e st e e esessess e sesseseesaesassessessentessesessessansanseseesensensanes 145

-13



Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

14.15.8.4  RESPONSE EXAMPLE: c.uiruiriiriiieieeriistesiesteteteteste st et et esee e ste st essesteseesessassesseseeseesassessessensessesessensansenseseesensensenes 145
14.15.8.5 RESPONSE PAramMELEIS: . .eiiiiieiitieeitee ettt ettt st s et s e b e s et e e st e s e bt e sesbe e sbb e e e sabe e enbbe e eabtesennnesnnees 145
14.16 Sending reactions, events or XML data to Intellect with HTTP APl ......cceoivieeeierieneseeeeeenans 145
14.16.1  Sending reactions to Intellect Via HttPLIStENEr . ..c.cv ittt 145
14.16.1.1  GeNeral reqUESE fOIrMAti. .. ittt ettt re st et s et e e e se e b e sbesee st eseesassassensenseseesensensenes 145
14.16.1.2  REQUEST ParamELOrS: .cc uiiiiiiieiitie ittt ettt et e s et be s et e e s s bt e s eabeesebb e e sbbeeesnbeeensbeesabeesennaesnnees 146
14.16.1.3  REQUEST EXAMPLE:...ccuiitiriiieieieeeesterte et ee s te st et et e e e ste st e te st esessess e sesseseesaesassessessensestesassassansanseseesensensanes 146
14.16.2  Sending events on SCAaNNEd DArCOUE .....cuvuiirieirieiirieiiieicieeteet ettt ettt 146
14.16.2.1  GENEral reqUESE fOIMAL..cc.iciiieieieirierieteeeeee sttt ettt st et s e e e e e se s b e sbeste b eseesassassensenseneesessensenes 146
14.16.2.2  REQUEST ParamELOIS: . cciuiiiiiieiiie ittt sttt sttt s e s sbbe s e et e s s bt e s e bt e sebb e e sbaeeesabeeeasbeesabtesenneesnnees 146
14.16.2.3  REQUEST EXAMPLE:...ccuiiiieiiieieieesttstete et te s te st ettt e e ste st et e st eseese st e sesseseeseesassessessenteseesassassansansesessensensanes 146
14.16.2.4  RESPONSE EXAMPLE: c.uiiuiriiieieieeeieetestestetetetestestestetesee e ssessesseseeseesessassesseseesaesessessessensessesessessansenseseesensensanss 146
14.16.3  Sending reactions and events to Intellect uSiNg HTTP reqUEST......ccoveevieiriririeerieeteeree et 147
14.16.3.1  GENEral reqUESE fOIrMAti. i i ittt sttt sttt et et b e se e s e b e sbe e et eseesassassensenseseesassensenes 147
14.16.3.2  REQUEST ParamEerS: ..o ittt ettt ettt sttt s b s et e s s bt e s e bt e senb e e sba e e e abe e easbeesabeesenreesnnees 147
14.16.3.3  REQUEST EXAMPLE:...ccuiitiriiieieieeetesieste et te s te st e st et e e seste st et e st eseese st e sesseseesaesaasassessenteseesassessansenseseesensensanes 147
14.16.4  Sending HTTP APl commands USING CUITE0O0L ...c.euiviruiririiriniiirieirietete ettt 148
14.16.4.1  REQUEST EXAMPLE:...eciitieiiieieieeetesteste ettt e s e st et et e e e ste st e se e e seese st e besseseesaesassessessenteseesessessansanseseesensensanes 148
14.16.4.2  RESPONSE EXAMPLE: c.uiruiriiieieieiristesiesteteteteeteste st estesee e stessesseseeseesessassesseseeseesassessessensessesessessansenseseesensensanes 148
14.16.5  SENAING XML FILE cuitiiiieiie ettt et ettt ettt be st ebe e ne 148
14.16.5.1  GENEral reqUESE fOIrMAt...c.cci ittt sttt sttt e sttt e s b sbesae st eseesessasbensensesessassensenes 148
14.16.5.2  REQUEST ParamEerS: ..o uiiiiiiieiiie ettt ettt st et b e et e s s bt e s e bt e s st e e sba e e e ab e e easbe e eabtesenbnesnnees 149
14.16.5.3  REQUEST EXAMPLE:...ccuiiiiitiieieieeeestete et te s te st et et e st e e ste st et e st esesse st e sesseseeseesassessessenteseesessassansanseseesensensenes 149
14.16.5.4  RESPONSE EXAMPLE: c.uiruiriiiiieieertisteriestetetetestestestestesee e ssessesseseeseesessassesseseeseesessessessensestesessessansenseseesensensanes 149
14.16.5.5 RESPONSE PAIAMELEIS: . .eiiiiiiiitieetee ettt ettt sttt e b e s et e e st e s e bt e sesbe e sbbe e e sabeeenbbeseabeesenneesnaees 149
14,17 Configuring the TechnNOServ iNtEEration........cecveeieeeeieeeeeeeee et neens 149
14.17.1  Fillingin the ApiBgConfig.xml configuration file.........cceereerireriniiire e 150
14.17.2  Examples of commands to work with the Technoserv integration.......c..cccoeceveereernennennereneeneeene 152
14.17.2.1  Getting @ liSt Of CAMEIAS c..veiieiiieie ettt ettt ettt ene 152
14.17.2.1.1 GENEral reqUESE fOIrMAL..cc.iciiieieieisieteeeteeee sttt sttt re st et s e e e esesbesbesae b eseesessassensensesessassensenes 152
14.17.2.1.2 REQUEST EXAMPLE:...ccuiitieiiieieietetestete et ee s e st et et et e e ste s b es s et esesse st e sesseseesaesassassessesseseesessessansensesessensensanes 152
14.17.2.1.3 RESPONSE EXAMPLE: c.veruiriiiiieieertietesiestetetetestestestetesee e stessesseseeseesessassessesseseesessessessensessesessessansensessesensensanes 153
14.17.2.2  Get a list Of SUDSCIIPLIONS ..cuviuiiiriieiiieieteteere ettt sttt b e st et et e esasbasbessenseseesassensanes 153
14.17.2.2.1 GENEral reqUESE fOIrMAL..cc.iiiieeeieerieteteteeee sttt ettt ae st et b e e e se s b e sbesse st e st esessassensenseseesassensenes 153
14.17.2.2.2 REQUEST EXAMPLE:...ecuiitiriiieieieeeiesteie et te e s e ste st et e e e ste st e se st eseese st e sesseseeseesassessessesseseesassessansensesessensensanes 153

- 14



Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

14.17.2.2.3 RESPONSE EXAMPLE: c.eiiiiiieiieierieeterie ettt te st st et e ste et et e ste et e saesss e besaeensenbaessentesseensessesnsensensaessensesssersensenn 153
14.17.2.3  Create SUDSCIIPTION ..iiiiiieteiereete ettt sttt ettt et et s e e b e sae e b et e e se e tesaeesaesbesnsensessaensensesasensenaeen 153
14.17.2.3.1 GeNeral reqUESE FOIMAL:.....cciiiiirieieieeeirere ettt ettt ste st et e e e ese e e sbe st e e e e eseesessassensensesessensensanes 153
14.17.2.3.2 REQUEST EXAMPLE!..eitieiieiieiieierieetesie sttt ettt st et este st et e s te et e saesss e besaeessenbaesaentesseensessesnsensensaensensesssensensenn 154
14.17.2.3.3 RESPONSE EXAMPLE: c.eiiiiiieiieierieeterie ettt et et s et este et et e ste et esaesss e besaeessenbasssensesseessessesnsensensaessensesssersensenn 154
14.17.2.4  Delete SUDSCIIPTION c..ciuiiiieiieieieetetestetese ettt ettt et et st e b e sae et et e e st e tesseesbessesasensessaensensesssensenaenn 154
14.17.2.4.1 GeNeral reqUESE FOIMAL:.....cciiiiirieieieeeirese ettt ste st ettt e e s e a s b et e s e e e esaesessassensensesessensensenes 154
14.17.2.4.2 REQUEST EXAMPLE:..ciuiiieiieiieierieeteste sttt ettt st et e ste st e b e s te et e sae s st e besaeessenbaeseensesseessessesnsensensaensensesssensessenn 154
14.17.2.4.3 RESPONSE EXAMPLE: c.eiiiiiieiieierieeterie sttt et et s e etesaesatebeste et e saesss e sesaeensanbesssensesseessessesnsensensaessensesssensensenn 154
14.17.2.5 Delete all SUDSCIIPLIONS ...oouiiiiriiiiiiectetereetee sttt et et s e st et et e e tesaeesaesbesnsensessaensensesssensesneen 154
14.17.2.5.1 General reqUESE FOIMAL:.....cciviririeieieeeirese ettt ettt sttt et e e es e asbe st e e e e eseesasbassensensesessensensenes 154
14.17.2.5.2 REQUEST EXAMPLE: .citiiiiiieiieierieeterie sttt et st et e s te st et e s te et e sae s st e besaaessenbaesaentesseessessesnsensensaensensesssensennenn 154
14.18 Calling API of vertical solutions via INtelleCt HTTP APl .....cvooirieieieieieeeeeeeeeeeeie e 154
14.18.1 GENETal rEQUESE FOIMAL...iiiieieieiiice ettt ettt et e s b et eseeseeseesassensensesessaesansenes 155
14.18.2 REQUEST PAramMIELEIS. ..o ettt sttt s et e s ab e e s b e e s ba e e e b e e saba e e s bt e e enbeesnnees 155
14.18.3 REGUEST EXAMIPLES ..ttt ettt ettt et e st et e st e st et e sue e s b e s b e ese e aesaeessesaesnsensessaensessesssensesseensensenns 155
14.18.4 RESPONSE EXAMPLES .ttt sttt et s et s b e st et e sbe et e s be e st e aesseessessesssensessaensessesssensessnensensenns 155
15 INEEILECE HTTP-SEIVET ..ottt et 156
15.1 General information 0N HTTP-SEIVET .......ccccvuiuiriniiiniiiinicieccceer e 156
15.2 Configuring the HTTP-Server ODJECT ......cviiiieriereeeeeeeeese ettt 156
15.3 HT TP-S@IVET FERQUESTES «..eeeeeeite ettt ettt ettt s et e s et e s e st e s st e e seabe e e snseeesenneessnneesennneesanns 157
16 AXXON NEXE INTEZIAtION ..couiiiiiiieiceceteee ettt st 159
16.1 Integration with Axxon Next via ONVIF ProtoCol.......cceiveriieriiinieeneeninieeieniesseseeseeseesssesne s 159
16.1.1 Configuring the Video capture device object for integration with Axxon Next via ONVIF.........cccccevueuenee. 159
16.1.1.1  Using the Camera diSCOVEIY tOOL ..ivuiiiiiiririeierteieseetenteet et sie st ie st ettt e te s e esaesbesnsensesssensessesssensesaeen 159
16.1.1.2  Creating an object in the Hardware 0bjeCtS tre@.....iviiiiiieiiiireeieeeteeeee et 162
17 Configuring RAbDItMQ .....coueeuiiiii et 164
17.1 Intellect provider and third party rECEIVEN ......uiviiriiriiriiiieeteereeeee e s 164
17.2 INtElleCt COre rECRIVEN .....cuiiiiiiiiiiiicic b 165
18 Intellect software Integration Guide. POSTSCIIPt ......ccuevveienieriirieniiieieteeeeeeeeeeeeene 166
19 APPENDIX 1. DDI file StrUCTUIE.....eviiiiicicieiceieecee ettt 167
20 APPENDIX 2. NissObjectDLLExt and Corelnterface class declarations..........ccccccuevueuee 169
20.1 COrEINEEITACE ...ttt s 169
20.2 NISSODJECEDLLEXL ..cuvteeteeieireiieriesieseesiessieesteseessesteesseessesssesssesseesseessasssesssesssesssessaessesssessessennes 170

- 15



Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

- 16



Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

1 Intellect integration guide. Introduction
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2 Hardware and Software Module Integration

+ Integrating hardware and software modules with Intellect
+ Generalinformation on hardware and software modules integrating
+ Editing the DBI file

» Adding Objects to Intellect.dbi
+ Using the ddi.exe Tool to Work with DBI files

Editing the DDl file

» Adding Object Information to intellect.ddi
« Using the ddi.exe Tool to Work with DDI files

Additional Functionality of the ddi.exe Utility

Creating MDL files

Creating RUN files

Creating and configuring integrated objects (modules) in Intellect

« Intellect Integration Developer Kit (IIDK)
« General Information on IIDK

« Purpose of the IIDK
+ Developer Requirements
« |IDK Components

Connecting to Intellect

+ Connection Parameters

« 1IDK Interface Object

« Configuring passing events throung IIDK Interface object
« Features of ATMs integration. ATM object

IIDK Functions

« Connect

« SendMsg

« Disconnect

« Other functions

Sent Message Syntax

» Message Syntax
» Message Syntax (port 900)
« Using the Event and React classes

Examples of Managing System Objects

» Adding, Updating, and Deleting System Objects

» Working with the System in the Multiuser Mode

+ Determining Computers Where Intellect was Unloaded (via Port 1030)
+ Redirecting Video Cameras to the Monitor

« Obtaining Object Parameters (via Port 1030 ) GET_CONFIG

« Obtaining Information on Object States GET_STATE and GET_LIST
» Showing Information Messages. SET_STATE

« Live and archived video

« Telemetry control via IIDK

+ Map layer operations

« Obtaining info on core queues with GET_QUEUE_INFO command

« Playing audio archive for a period. START_PLAY_TIME command
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3 CamMonitor.ocx ActiveX Control

+ General description of CamMonitor.ocx component of ActiveX
« How to install CamMonitor.ocx

« CamMonitor.ocx parameters

« CamMonitor.ocx methods

« CamMonitor.ocx events
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4 Intellect HTTP API

General information on HTTP API
Product version
Authorization using a token key
Maps

« Getting the list of maps

« Information on one map

« The list of layers for specific map

« Information on a specific layer

+ Layer background

+ The list of point on the layer

« Information on a specific point on the layer
Object classes

« The list of object classes on the server

« Specific object class

« The list of states for a specific object class

« Information on a specific state

« Getting the icon for a specific state

« The list of events for a specific object class
Objects

« Getting list of all server objects

« Information on a specific object

« State of a specific object

« The list of available actions with the object in a specific state

+ Getting list of all zones and regions
Getting events

+ Getting events of video subsystem in blocks
Sending commands to server
Macros

+ Getting parameters of macros

+ Getting the list of macros

+ Macros execution on server request

« Thumbnails request
+ Configuration request
« Video query
« Curlvideo request. Main stream format
» Format of main stream
« Camera managing
« Authorization by token
PTZ control
Using the archive
« Getting list of records (1st way)
+ Getting list of records (2nd way)
» Getting video from archive - "arc.play"
+ Getting one frame from archive - "arc.frame"
Sound
+ Getting live sound
« Stop streaming live sound
 Playing sound from archive
+ Sending live sound
Get list of users
Commands used for ECHD integration
» Retrieving Device Information
+ Getting a list of camera IDs
+ Ranges of available archive recordings
» Working with video streams
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» GetArchiveURL request
+ GetLiveUrl request
» Archive downloading
+ Archive export
« Creating archive export request
« Getting export status
+ Deleting archive
« Video surveillance device features management
+ Example ECHD commands with NAT
« Sending reactions, events or XML data to Intellect with HTTP API
+ Sending reactions to Intellect via HttpListener
« Sending events on scanned barcode
» Sending reactions and events to Intellect using HTTP request
+ Sending HTTP APl commands using curl tool
+ Sending XML file
+ Configuring the Technoserv integration
+ Filling in the ApiBgConfig.xml configuration file
» Examples of commands to work with the Technoserv integration
« Getting a list of cameras
+ Geta list of subscriptions
« Create subscription
+ Delete subscription
+ Delete all subscriptions
« Calling API of vertical solutions via Intellect HTTP API
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5 Intellect HTTP-Server

» General information on HTTP-Server
» Configuring the HTTP-Server object
« HTTP-Server requests
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6 Axxon Next integration

» Integration with Axxon Next via ONVIF protocol
« Configuring the Video capture device object for integration with Axxon Next via ONVIF
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7 Configuring RabbitMQ
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8 Intellect software Integration Guide. Postscript
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9 APPENDIX 1. DDI file structure
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10 APPENDIX 2. NissObjectDLLExt and Corelnterface class declarations

Download DEMO module

(@ Note

This module is used as an example of working with IIDK—see Hardware and Software Module Integration.
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11 Intellect integration guide. Introduction

This guide covers the information on how to provide interaction of Intellect with external systems. Intellect has the following
solutions:

1.

Hw

IIDK Interface. It is used to integrate functional modules into the system. Functional modules perform the following
tasks:

a. Adding new security hardware to the system.

b. Implementing new service functions (security hardware management).
The module integration steps are examined using a demonstration module DEMO as an example. Its source files are
attached to the documentation.
You can download DEMO module at Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next).
CamMonitor.ocx ActiveX Control. The component is similar in every way to the Video surveillance monitor interface
object. It allows you to manage cameras, view the archive, etc.
HTTP APL. The software interface allows you to send commands and receive data from Intellect using the HTTP requests.
RabbitMQ. It allows you to send and receive messages in Intellect using the RabbitMQ message broker.
Axxon Next integration. It allows you to receive data from Axxon Next video cameras.
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12 Hardware and Software Module Integration
12.1 Integrating hardware and software modules with Intellect

12.1.1 General information on hardware and software modules integrating
To integrate a hardware and software (functional) module into Intellect, perform the following steps:

1. Edit the DBI file.

2. Edit the DDI file.

3. Prepare a module.mdl file, where “module” is the name of the module to be integrated (this file is a transformed DLL file).

4. Prepare an executable file, module.run, where “module” is the name of the module to be integrated (this file is a
transformed EXE file).

5. Copy module.mdl and module.run to the Intellect\Modules folder.

Figure below shows a diagram of interaction between a functional module and the system core.

Database

module.mdl

Intellect core
(intellect.exe)

intellect.dbi intellect.ddi Peripherals

The DBI and DDl files contain information on the integrated functional modules (objects); this information is needed for the
operation of the system core. The DBI file describes the structure of Intellect's configuration database. The DDI file describes the
objects and their parameters. When an object is integrated, the name of the object, its parameters, and the related system events
and reactions are added to these files.

module.run

The MDL file is used for working with one type of objects: it allows you to create, delete, and modify object parameters (during
setup or operation), save them in the database, and perform several special operations. The MDL file also ensures that the
parameters of created/modified objects are sent to the executable file (the RUN file), and contains the configurations of the
object setup panels.

The executable RUN file interacts with devices, passes event information to the core, and enables device management.

In this document, we describe the steps for module integration by using the DEMO module, which emulates working with virtual
hardware. This module includes devices with unique addresses for accessing and polling these devices. The system allows you to
perform a number of actions with devices and to pass all their events to the system core.

12.1.2 Editing the DBI file

The intellect.dbi file contains the master list of the tables and fields of the database. We recommend that you create your own
database template in a separate file and name it intellect.xxx.dbi, where xxx is a unique sequence in the filename. By using a
separate file, you avoid double inclusion of the tables and fields after an update to the Intellect software package. On startup of
the software package, the DBI files are merged.
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12.1.2.1 Adding Objects to Intellect.dbi

Objects are added to intellect.dbi as follows:

1.
2.

Go to Intellect's root folder and open the intellect.dbi file with a text editor.
Add the objects to intellect.dbi. For each object, you must supply its name (used for identification) in brackets and then

declare its fields. Below is the field declaration syntax:

<Field name>, <Type> [, <Size>]

() Note.

The Size may be set for fields of the CHAR type only.

The table below shows the fields mandatory for all objects in Intellect.

Field

id

name
parent_id

flags

& Attention!

Description
Unique object ID
Object name
Parent object ID

Parameter for internal system use

The flags field may not be used by external applications.

The following table describes the allowed data types.

Data type

BIT

CHAR

DATETIME

DOUBLE

INTEGER

TEXT

Description
Used for creating a flag field that takes a logical value, Yes or No.
Used for fields that contain short character sequences.

Used for fields that contain dates and times. The date format is YYYY-MM-DD and the time format is
HH:MM:SS.XXX.

Used for fields that contain floating-point numbers.
Used for fields that contain integer numbers.

Used for fields that contain text strings.

Beside the mandatory fields, the objects of the DEMO module contain the following fields:

a. port- COM port address;
b. address - device address.

Figure below shows sample object additions and field declarations in intellect.dbi.

[OBI_DEMO]

id, CHar, 16

name, CHAR, &0
parent_id, CHAR, 16
flags, IWTEGER
poart, CHAR, &

[OB]_DEMO_DEVICE]
id, CHar, 1&

name, CHAR, &0
parent_id, CHAR, 16
flags, INTEGER
address, IMTESER
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4. Go to Intellect's root folder and run the idb.exe utility.

I DB [ B ] [

Select data source: 1 Descripkion:

Basic data w [} | "Intellact” main database ;I
v Use

. . Maove database | Build |

Connection skring:
I Provider=SCLOLEDE, 1;Password=***;Persist Security Info=True;User ID=s45; LI
Select dbi-file: Select ddi-file:

:\Program Files\MHrennes thintelleck. dbi D”'l I Z:\Program FilesiiHTennektilanguagesieniintelect, ddi D”'l

—Select action

Canyert MS &ccess bo M5 501 database |

Create backup copy {MS SQL)

Restore from backup (M5 SQL) |

~ Additional kools

D2

( Update database

Create dbi-file |

Protocol

5. Inthe Select data source list, select Basic data (1).

6. Click the Update database button (2).

The system will start updating the database structure. The progress will be shown in the Protocol window of idb.exe.

Prokocol

A IUPDATE TABLE OBJ_DEMO
i

i) parent_id

_\!) UPDATE TAELE OB1_DEMOC_DEYICE
@ id

\I; parent_id
L Tndate e

__) SQLIF (EXISTS(SELECT * FROM dbo, sysob]ects WHERE id = OBIECT_IDN [dbo] [CBI_DEPARTMEMT WT_SCHEDLLE]) AND xbypein (N (i ))D DAND o—!

|

1]

L1) File C:\Program FilesivaTennekT\Modules) IntellectPostUpdate sl is loaded successfully
(L) SOLIIF MOT EXISTS (SELECT * FROM dba.sysobjects WHERE id = OBIECT_ID{Ndba].[PROTOCOL]Y AMD OBIECTPROPERTYid, N'TsUserTable") = 130 +

iy

o)

7. Click OK to close idb.exe.

As a result of the database structure update, tables are created in Intellect's configuration database.

12.1.2.2 Using the ddi.exe Tool to Work with DBI files
To add an object to the DBI file by using the ddi.exe utility, do the following:

1. Goto the Intellect\Tools folder and run ddi.exe.
In the program window, select the DBI tab.

2.
3. Inthe File menu, select Open. The Open dialog box appears.
4. Go to Intellect's root folder and select the intellect.dbi file. The ddi.exe window shows a list of objects.
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5. Toadd the new object, in the list's context menu, select Add.

() Note:

You may add a new object by pressing the Insert key as well.

6. Adialog box opens. In the ID field, enter an object name (used for identification) and click OK.

f- DDI & DBI Editor - [C:'Program FilesMuTennex ) intellect.dbi]

File
pol DBl |

=lolx]

EVENT
FOLDERS
FOLDERS_OBJS

MARKERS
DBJPARAM
DBJTYPE
0OBJ
i
OBJ_ARCH

DBJ_ARCHIVER
OBJ_ARCHIVER_CAM
DBJ_ARCHPANEL
DBJ_ARCHPANEL_PANEL_CAMS
DBJ_ARCH_CAM

DBJ_ATM

OBJ_ATMI

DBJ_ATMI_CAMS
DBJ_ATMI_COLOR_wORDS
DBJ_ATMI_EVENT WORDS
DBJ_ATMA25_CLIENT
DOBJ_ATMX25_CLIENT_ORJS
DBJ_ATMX25_SERVER
DBJ_ATMX25_SERVER_OBJS
OBJ_ATH_ITY

0BJ_AUDID

DBJ_ALDIO_CAM

OBJ_CAM
DBJ_CAM_FACECAPTURE
DOBJ_CAM_IP_DETECTOR
DBJ_CAM_TITLE
DBJ_CAM_TITLE_COLOR_WORDS
DBJ_CAM_ MDA
DBJ_CAM_YMDA_DETECTOR
OBJ_CAM_ZONE

DBJ_CARFLOMW

DOBJ_CONFIG

DBJ_CONTROLLER

OBJ_CR

DBJ_DEMO

Field name | Type Size Description
o name CHAR ~ |E0

parent_id CHAR - |40

quid UMIQUEIDENTIFIER -

Identifigr

Creating new object

|0B.J_DEMO

ak I Cancel |

[0BJ_ACTIVERT]

id. CHAR, 40

name, CHAR, B0
parent_id. CHAR. 40

guid, UNIQUEIDENTIFIER

Total objects: 169

(@) Note:

The mandatory fields are automatically added to the created object (see Section Adding Objects to Intellect.dbi).

The object has now been added to the DBI file.

To add afield:

1. Inthe left part of the ddi.exe window, select an object.
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2. Add a description of the new field (a string) to the table.

(,- DDI & DBI Editor - [C:\Program FilesMHTennexT\intellect.dbi] * ;IEILI

File:

ool DEl | Field name Type Size Description

0BJ_ATM>25 CLIENT ;l id CH&R - |40
0BJ_&4TM>25 CLIENT_OBJS CHAR - e
OBJ_ATM=25 SERVER name

OBJ_ATM=25_SERVER_OBJS f -
QBIETM TV parent_id CHAR 40
OBJ_ALDIO flags INTEGER -

OBJ_ALDIO_CAk
OBJ CAM port CHAR |5

ggj-am-ﬁ%ﬁ;&”uﬂg quid UMIGUEIDENTIFIER -
DBJ_CAM_TITLE
DBJ_CAM_TITLE_COLOR_wORDS
OBJ_CAM_YMDA * i
DBJ_CAM_VMDA_DETECTOR
DBJ_CAM_ZONE
OBJ_CARFLOW
OBJ_CONFIG
DBJ_CONTROLLER

0BJ_CR

0BJ DEMO
DBJ_DEMO_DEVICE
DBJ_DEPARTMENT
0BJ_DIALOG
OBJ_DIALOG_EVENT [0BJ_DEMO]
DEIDISPLAT id, CHAR, 40
0BJ_DISPLAT_SLAVE name, CHAR, B0

parent_id. CHAR. 40
ggj_gﬁgLAY_USEH flags, INTEGER

| port, CHAR, &
ggj_B%TS SERVER guid, UNIGUEIDEMTIFIER
| 5

OBJ_EVENTCOUNTER zone, CHAR,
DOBJ_EVENTCOUNTER_EYENT
OBJ_EVENTCOUNTER_SIGNAL
OBJ_EVENTCOUNTER_ZERDING

OBJ_EVENTEX

OBJ_EVENT_COUNTER

OBJ_EVENT_COUNTER_OBJS

DOBJ_EVENT_GATE

OBJ_EVENT_VIEWER

OBJ_EVENT_VIEWER_OBJECT

OBJ_EVENT _VIEWER_REGION =

\ ./

( Z0Me CHAR - |5 Zone nurnber

-

Total objects: 169

3. Tosave the changes, in the File menu, select Save.

The new field is now added.

& Attention!

After making changes to the DBI file, you must update the database structure by using idb.exe (see Adding Objects to
Intellect.dbi).

12.1.3 Editing the DDl file

The DDl file is an XML file that contains the following object information:

Reactions (that is, actions that the objects may perform).

Events that the objects may generate.

States of the objects.

Event-driven rules for state transition.

5. The names of the BMP files that are used for visualizing the objects on the Map.

PN

The intellect.ddi file contains the properties of Intellect's main objects. For your own objects, we recommend creating a separate
file, intellect.xxx.ddi, where xxx is a unique part of the filename. By using a separate file, you avoid double inclusion of the
properties after an update of the Intellect software package. On startup of the software package, the DDI files are merged.

If an object is duplicated in several ddi-files, then at Intellect software startup the properties of the object from the last file are
applied in accordance with the sorting of files by name. For example, if an object is described in files intellect.xxx.ddi,
intellect.xxx1.ddi and intellect.xxx2.ddi, the properties from the intellect.xxx2.ddi will be applied.

12.1.3.1 Adding Object Information to intellect.ddi
This section shows how to add information on the DEMO object to intellect.ddi by using a text editor.
To add information on the DEMO object, do the following:

1. Goto Intellect\Languages\en folder and open the intellect.dbi file with a text editor.

Hardware and Software Module Integration - 33



2.

Into the <DataSetDDI> section, add a child element, <Objects>, which contains an object description.

Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

<Chjects>

<0bjectMames>DEMO</Ob]ectName:
<visihlenamesDemo object<Avisibhlenames
<GEFouUpMames-</Grouphamea:

<Ewents:
<Eventhame>LosT</Eventlame:s
<Eventhescription=Connection lost</Eventbescriptions
{ISSDUHdEHab?Ed>fa1SE{fISSDUHdEHab1Ed}
<IsMetworkbisahledsfalse< /Isnetworknisahled:
<IsProtocolbisableds>false</IsProtocolbizabhleds
<I=windowsLogEnabled>false< IswindowsLogEnabled:>

< Events

<Ewents:
<Eventhame>RESTORE </ Event hames
<Eventhescription=Connection restored</Eventbescription:
{ISSDUHdEHab?Ed>fa1SE{fISSDUHdEHab1Ed}
<IsMetworkbisahledsfalse< /Isnetworknisahled:
<IsProtocolbisableds>false</IsProtocolbizabhleds
<I=windowsLogEnabled>false< IswindowsLogEnabled:>

< Events

<ICOnss
<Filenamesdemo</Filenames
<IconMamesdemo-</TconMame:

</Tconss

<States:
<StateMames>DETACHED< /STateMame:
<ImgMame>detached</Imgnameas
<StateDescriEtiDﬂ}APmEd<EStateDescriptiDﬂ}
<IsstateFlashing=false< /IsstateFlashing>

</statess

<States:
<STatenames=NORMAL < /ST atename:s
<Imgramexnormal</Imghame:
<StateDescriﬁtiDn>D1sarmed<f5tateDescriptiun>
<I=stateFlashing>false< Isstaterlashingz

</sratess

<RuUless>
<Eventhame>RESTORE </ Event Names
<Fromstatename>DETACHED</Fromstatebame:
<ToStatename:sMORMAL </ ToStateMame:

</RUless

<RUles>
<Eventhame>LosT</Eventlame:
<FromstatenameshoRrMAL < /FromstateMamea:
<ToStateMame>DETACHEDK /Tostatenames

</RUTess

< /Ohjects>

®

®

Note.

For the DEMO object, the <Reacts> sections is missing, because this object does not perform any actions.

Note.
The DDI file elements are described in detail in APPENDIX 1. DDI file structure.

3. Save the changes to the intellect.ddi file.

The information on the DEMO object has now been added to intellect.ddi.

A Attention!
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After making changes to the DDI file, you must update the database structure by using idb.exe (see Steps 4-7 in Section
Adding Objects to Intellect.dbi).

12.1.3.2 Using the ddi.exe Tool to Work with DDI files
This section shows how to add information on the DEMO_SERVICE object to intellect.ddi by using the ddi.exe tool.
To add information on the DEMO_DEVICE object, do the following:

1. Open intellect.ddi file in one of the following ways:
a. GototheIntellect\Tools folder and run ddi.exe.
i. Inthe program window, select the DDI tab.
ii. Inthe File menu, select Open. The Open dialog box appears.
iii. Go to the Intellect\Languages\en folder and select intellect.ddi. The window of ddi.exe shows a list of
objects.
b. Open the Intellect\Tools folder in Windows Explorer or any other file manager, then double-click the intellect.ddi
file.
2. Add the object by selecting Add in the list's context menu or by pressing the Insert key.
3. Adialog box opens. In the ID field, enter an object name (used for identification) and click OK.

V,- DDI & DBI Editor - [C:\Program Files\ MuTennex T\ Languages' en’intellect.ddi] = | Ellll
File
Dol |DBI I Names |Events| Heaclionsl lcons I Statesl Transition ules
ACTIVER N
ARCH I— Search by name
ARCHIVER |
ARCHPAMEL
ATM = =
ATM25_CLIENT Object Mame Group name |~
ATMX25 SERVER ACTIVER 1IDK, Interface
'élm—”v ARCH Active archiving
CAM_FACECAPTURE ARCHIVER Archive
CaM IP_DETECTOR _ —
Cat TITLE ARCHPAMEL Panel of Active archiving
Cat_vMDA .
CAM_VMDA_DETECTOR ATM ATM machine
CAM_ZONE ATHNZE = E— -
CoNFG x
DEPARTMENT ATMA25
DIALOG |dentifier
ATM_IT,
sl = [DEMD_DEVICE
DMD Cam
DRS
EVENT_COUMTER CAkd_Fa | kK I Cancel | mera
EVENT_WIEWER —
GATE CaM_IF tar
GRAY >_ Titlez database
GRELE Cak_VMDa Tracker
HTTP
KEYE CaM_vMDa_DETECTOR Detectar
ba\g:\i-'j Cak_Z0NE Dretection zone Dretection zones
LMCGATE CONFIG Configuration Configurations
MACRO
MAIL_MESSAGE DEPARTMENT Departrment
mﬁgﬂ DIALOG Operator's query pane
MAPLAYER DISPLAY Screen
MAPPLATFORM
MESSAGE CMD Control of barriers
M5 - - -
MONITOR = o

Total objects: 74

The DEMO_DEVICE object is now shown in the list of objects.
4. Inthe Names tab, enter an object name.

Hardware and Software Module Integration - 35



Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

f- DDI & DBI Editor - [C:\Program FilesMHTennex ' Languages'en'intellect.ddi] *

=lo1x]

1]

File:
Dol | oBl | Hames | Events | Reactions | lcons | States | Transition les
MAIN N
MAP —I Search by narme
MAPLAYER I
MAPFLATFORM
EE'ISSSAGE Object Mame Group name
MOKITOR SMS Short Message Service
OLxA ;
L4 LINE S55_SNMP SNMP Objects
QL PHOWE S55_SMMP_TR&P SMMP Trap
FERSON -
PLAYER SS5_WATCHDOG System restart service
ity STREAMING_SERVER Hp Server
REGIONRLILE TELEMETRY PTZ device
RIGHTS
SCEME TELEMETRY_CARD Telemetry Controller
gEEITPF.Hrl TELEMETRY_EXT Contral panel
gﬁf\fET-MESSAGE TELEMETRY_PANEL Telemetry control pare
SMS TIMER Timer Timers
S55_SMMP
555 _SHMP_TRAP TIME_ZOME Time Zone Time Zaones
555_WATCHDOG "
STREAMING_SERVER TITLEVIEWER Search by tiles
TELEMETRY DA WMDA metadata storage
TELEMETRY_CARD - -
TELEMETRY_EXT WS Woice Message Service
%Eh‘l,l‘EEETHY*PANEL WHS “Woice Motification Service
TIME_ZONE WOICE_MESSAGE Woice Message
TITLEVIEWER -
WD R D Extemnal window
Emg ZOME Area Aleas
WOICE_MESSAGE IPSTORAGE External storage
wiND W L
ZOME N DEMO_DEYICE Dremo device
IPSTORAGE

Total objects: 75

5. Inthe relevant tabs, add information on the DEMO_DEVICE object.

a. Inthe Eventstab, add the ON and OFF events.

Mame: Events | Heactionsl lcans I Statesl Transition rulesl

MHame D'escription n':?;?;;gg Support audio Eésr]anbézt%er:work Dizable logging WwWindows log

OM Device is active < - - r r
i OFF Device is inactive - - - (| -
* - B B B r

b. Inthe Reactions tab, add the ON and OFF actions.

Namesl Events FReactions | lcons I Statesl Transition lulesl

Reaction Description Arming

ON Enable r
¥ OFF Disabld] -
* O

c. Inthelcons tab, enter a BMP file name (the part that serves as an image ID). Image IDs allow you to use multiple
BMP files to show objects of the same type on the Map.

Namesl Eventsl Reactions |cons |States| Transition rulesl

File name

Mame

£ dema_device

DE MO radule

*

d. Inthe States tab, add the ON and OFF states. To show an object state on the Map, enter a BMP file name (the part

that serves as an ID of the state).

Namesl Eventsl Heactionsl lcons  States | Transition ruIesI

Mame Image Dezcription Flicker when alarm

oM on Enabled I
£ OFF off Dizabled -
* I
() Note.
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The names of the BMP files in the Intellect\Bmp folder must have the following format:
<Ilmage ID>_<State ID>

If an image ID is not set, the BMP file name must be the following:

<Object ID>_<State ID>

(@) Note.

The Map may show objects using lines (that is, without using BMP files). In this case, when an object
changes its state, the line color changes. For a state, the color (RGB) is set as follows:
<State>$R:G:B

e. Inthe Transition Rules tab, set a rule for transitioning from one state to another after a certain event.

Marmes Eventsl Fleac:tionsl lcors I States  Tranzition rules |

Ewent Transition from state Transition tao state

OFF - [OM = | OFF -
s o - - | ET N -
* - - -
() Note.

If the Transition from state field is left blank, the rule will apply to all starting states.

6. To save changes, in the File menu, select Save.

The information on the DEMO_DEVICE object is now added.

() Note:
The fields of the ddi.exe tables are described in detail in APPENDIX 1. DDI file structure.

A Attention!

After making changes to the DDI file, you must update the database structure by using idb.exe (see Steps 4-7 in Section
Adding Objects to Intellect.dbi).

12.1.4 Additional Functionality of the ddi.exe Utility

The ddi.exe tool allows you to conveniently delete, add, and edit object properties (such as events and reactions), and copy them
to the clipboard. In addition, you can copy object events to the clipboard, as a parameter of the NotifyEvent function. To do this,
follow the steps below:

1. Inthe object list's context menu, select Copy the list of events with NotifyEvent().

ool |oer |

ACTIVES

SRCH

SRCHIVER
SRCHPAMEL

ATM
ATM=Z5_CLIEMT
ATM=Z25_SERVER

| »

ATM_ITY

LA

C) Add Ins
Ca|

4 Delete Del
LA Copy Chrl+C
Ca|

CA) Paste Chrl+y
co )

DE Zopy the lisk of events

g:’é} Copy the list of events with NokifyEwvent()
[k Add event For all objects

nR o
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2. Adialog box opens. In the dialog box, enter the object ID to be used by the NotifyEvent function and click OK.

Copy the list of events

|dentifier

]

[1

o |

Cancel |

The event list is now copied. The clipboard contains object events in the format shown in the figure below.

no

MotifyEvent ("Cam"”
Mot ifyEvent ("Cam"
Mot fFyEvent {Cam"
MOT I wEvent (' Cam"”
Mot ifyEvent ("Cam"
MotifywEvent("Cam"
Mot ifyEvent ( "Cam"
Mot ifyEvent ("Cam”
MotifyEvent("Cam"
Mot ifyEvent ("Cam"
Mot ifyEvent("Cam"
MotifyEvent ("Cam"”
Mot ifyEvent ("Cam"
MotifywEvent("Cam"
Mot ifyEvent ( "Cam"
Mot ifyEvent ("Cam”

HFERPEE R P e

. CARMUD,

ATTACH"D;

. 'BLINDING");
. 'DETACH"D;

, 'DISARM";

s DISC_MOUNT"D;
, DISC_UMMOUNT "D
. '"FILE_REC_ERROR"];
. 'MD_START"D;
MO_STOP");

. 'PRINT"D;

. 'REC"];

. 'REC_STOP"Y;

. 'RECORDER_OFF'");
, 'RECORDER_OM"T;
. 'UMBLIMDING"];

To add an event for all objects, in the context menu, select Add Event for All Objects. The Add for All Objects dialog box opens.

In the dialog box, specify the parameters of the new event.

add for all objects x|
M arne
fl
Dezcription
Proceszsing meszages
| |

[ Support audio

" Dizable netwark cannection
™ Disable logging
[ Enable Windows log

[ o |

Cancel

To add objects from other DBI and DDl files, in the File menu, select Insert from File.

12.1.5 Creating MDL files

To create an MDL file, use two classes:

1. NissObjectDLLExt. All objects inherit from this class, whose virtual methods are redefined.
2. Corelnterface. The methods of this class are used to get parameters of the system's objects.

The declared classes and methods are contained in the nissdlle.h header file. The code contained in the nissdlle.h file is shown in
APPENDIX 2. NissObjectDLLExt and Corelnterface class declarations.
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The methods of a class are the procedures and functions declared in its body.

The methods of the NissObjectDLLEXxt class are described in the table below.

Method

Corelnterface* m_pCore

virtual BOOL IsWantAllEvents()

virtual CString
DescribeSubscribeObjectsList()

virtual CString GetObjectType()

virtual CString GetParentType()

virtual int GetPos()

virtual CString GetPort()

Description

A pointer to the core interface

Returns TRUE if the OnEvent function receives
events from all objects; returns FALSE if the
function receives events from its own object only.

The method accepts a comma-separated list of
objects. When an object from the list is modified,
the current object is notified.

Returns the object type

Returns the parent object type

Returns the position of the object in the intellect.sec

key file.

Attention! This parameter must be set in
consultation with AxxonSoft.

Returns the number of the port used for
communication between the object and the core.

Attention! This parameter must be set in
consultation with AxxonSoft.

Example

If "CAM,GRABBER" is passed as a parameter, when settings of
these objects are modified, the DEMO object receives the
following messages:

DEMO|1|UPDATE_CAM|parameters of the camera

DEMO|1|UPDATE_GRABBER|parameters of the video capture
card

virtual CString GetObjectType()

{ return "DEMO"; }

virtual CString GetParentType()

{ return "SLAVE"; }

virtual int GetPos()

{ return -1; }

Note: If Intellect is run in the demo mode, the function returns -1

virtual CString GetPort()

{ return "1100"; }
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Method

virtual CString GetProcessName()

virtual CString GetDeviceType()

virtual BOOL HasChild()

virtual UINT HasSetupPanel()

virtual void OnPanellnit(CWnd*)

virtual void
OnPanelLoad(CWnd*,Msg&)
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Description

Returns the process name. Used by the core to
search for and automatically run the executable
module on startup of the system and initialization
of the module

Determines the type of the object and its behavior.

ACD - objects of this type receive all events related
to the creation, modification, and deletion of the
following objects: Users, Time Zone, and Access
Levels

ACD2 - a type similar to ACD, providing the
additional (provided by the core) functionality of
deleting temporary (fixed-term) cards

The ACR type means that the object is a reader

Returns TRUE if the object has child objects, FALSE
otherwise.

Returns TRUE if the object has a setup panel, FALSE
otherwise

Used when the object's setup panelis initialized.
The parameter is a pointer to the setup panel's
window.

Used when the setup panel is loaded for setting the
parameters of the object. The parameters are the
setup panel's window and a message used to pass
the parameters and fill in the relevant fields of the
setup panel.

Example

virtual CString GetProcessName()

{ return "demo"; }

All objects of the ACR type are available in the Access Point
drop-down list

virtual BOOL HasChild()

{ return TRUE; }

virtual UINT HasSetupPanel()

{ return TRUE; }

virtual void OnPanellLoad(CWndx*
pwnd,Msg& params)

CString s;

s = arams.GetParam("port");
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virtual void
OnPanelSave(CWnd*,Msgg&)

virtual void OnPanelExit(CWnd*)

virtual void
OnPanelButtonPressed(CWnd*,UIN
T)
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Description

Used when the setup panel is saved for saving the
parameters of the object. The parameters are a
pointer to the setup panel's window and a reference
to a message used to pass the parameters and save
them in a database.

Used when the object's setup panel is closed
("exited"). The parameter is a pointer to the setup
panel's window.

Used to handle clicks on the setup panel's buttons.
The parameters are a pointer to the setup panel's
window and a button ID.

Note: A button ID must be a number equal to or
greater than 1151. For example, the Resource.h file
defines the ID of the Test button as follows:

#define IDC_TEST 1151

If a button click is to open your own dialog box
created in the same MDL file, you must first use the
code shown in the example below.

Example

pwnd->GetDlgItem(IDC_PORT)->
SetWindowText(s);

virtual void OnPanelSave (CWndx*
pwnd,Msg& params)

CString s;

pwnd-> GetDlgItem(IDC_PORT)->
GetWindowText(s);

params.SetParam("port",s);

Virtual void OnPanelButtonPressed
(CWnd* pwnd,UINT -d)

if(id==IDC_TEST)

{ React react("DEMO",Id,"TEST");

m_pCore->DoReact(react); 1}

HINSTANCE prev_hinst =
AfxGetResourceHandle();
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virtual BOOL IsRegionObject()

virtual BOOL IsProcessObject()

virtual void OnCreate(Msg&)

virtual void OnInit(Msg&)
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Description

Shows whether the object supports Intellect's
regions. Regions are used to group objects. They
can also be used in the report system.

Shows whether the object supports starting and
running multiple executable modules
simultaneously. For example, this may be used for
starting a separate module for each COM port.

Note: We recommend using one RUN file. This makes
it easier to debug and modify the module.

Used when the object is created. The parameteris a
reference to a message that contains object
information. The method is also used to set default
parameters.

Used when the object is initialized. The parameter is
a reference to a message that contains object
information.

Example

HMODULE hRes =
GetModuleHandle("demo.md1");

If (hRes) AfxSetResourceHandle
(hRes) ;

//Code for showing a dialog box:
CXXXDialog dlg;

dlg.DoModal();

AfxSetResourceHandle(prev_hinst);

virtual void OnCreate (Msg& msg)

msg.SetParam ("port","COM1");

virtual void OnInit (Msg& msg)

OnChange (msg, msg);
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virtual void OnChange(Msg&,Msg&)

virtual void OnDelete(Msg&)

virtual void OnEnable(Msg&)

virtual void OnDisable(Msg&)

virtual BOOL OnEvent(Event&)
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Description

Used when the object is changed. The first and
second parameters are references to messages that
contain object information before and after the
change, respectively.

Used when the object is deleted. The parameteris a
reference to a message that contains object
information.

Used to handle clicks on the Disable button of
Intellect's panel when the object is enabled. The
parameter is a reference to a message that contains
object information.

Used to handle clicks on the Disable button of
Intellect's panel when the object is disabled. The
parameter is a reference to a message that contains
object information.

Used to handle the events that are passed as the
parameter.

Example

virtual void OnChange(Msg& msg,
Msg& prev)

React react (msg.GetSourceType(),
msg.GetSourceId(),"INIT");

react.SetParam("port"
,msg.GetParam("port"));

m_pCore->DoReact(react);

virtual void OnDelete (Msg& msg)

React react (msg.GetSourceType(),
msg.GetSourceId(),"EXIT");

m_pCore-> DoReact(react);

virtual BOOL

OnEvent(Event& event)

If
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Method Description Example
(event.GetAction() == "ACCESS_IN"
N
event.GetAction() == "ACCESS_OUT")
{

Msg per = m_pCore->
FindPersonInfoByCard(event.GetPara
m("facility_code"),
event.GetParam("card"));

event.SetParam

("paramo", !
per.GetSourceId().IsEmpty() ?

per.GetParam("name")
event.GetParam("facility_code") +

event.GetParam("card"));

event.SetParam("paraml",
per.GetSourceId() );

Else

If (event.GetAction() ==
""NOACCESS_CARD")

event.SetParam

("param0",event.GetParam(
"facility_code") +
event.GetParam("card"));

return TRUE;

virtual BOOL OnReact(React&) Used to handle the reactions that are passed as the
parameter.
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The CreateNissObject(Corelnterface™ core) global function creates instances of the described objects, places them in an array (an
instance of CNissObjectDLLExtArray), and returns a pointer to this array. This function is used to receive a pointer to the core
interface. This pointer is later used by objects to call interface methods:

CNissObjectDLLExtArray* APIENTRY CreateNissObject(CoreInterfacex core)

{
CNissObjectDLLExtArray* ar = new CNissObjectDLLExtArray;
ar->Add(new NissObjectDemo(core));
ar->Add(new NissObjectDemoDevice(core));
return ar;
1

After loading a DDL file, the core calls the CreateNissObject function and receives pointers to all the objects in use.

All object setup panels are stored in resources as dialogs. Each dialog ID has the format IDD_object_SETUP, where object is the
name of the corresponding object. For example, the ID of the DEMO object is IDD_DEMO_SETUP, and the ID of the
DEMO_DEVICE object is IDD_DEMO_DEVICE _SETUP.

() Note:

If you want for the settings tree to show a special icon for a particular object, in the resources of the DLL file, create a
14x14 BITMAP that contains the object name,.

12.1.6 Creating RUN files

Devices are managed by exchanging messages (commands) between RUN files and the system core. For implementing this
interaction between software modules and the core, use the Intellect Integration Developer Kit (IIDK), which is covered in detail in
Section Intellect Integration Developer Kit (IIDK). Other information is provided by the source files of the demonstration module;
the files may be found in an appendix to this documentation.

Below is an example of how the /IDK is used in the DEMO module.

CString port = "1100";

CString 1ip = "127.0.0.1";

CString id = "";

BOOL IsConnect = Connect (ip, port, id, myfunc);
if (!IsConnect)

{

// connection failed

AfxMessageBox ("Error");

Return;

}

SendMsg(id,"CAM|1|REC"); // turn on recording for camera 1

SendMsg(id, "DEMO|1|RESTORE"); // restore the connection with the DEMO object
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//turn on the DEMO_DEVICE with address 1
SendMsg(id,"DEMO_DEVICE|1|ON|params<1>,param@_name<address>,param@_val<1>");

Disconnect(id);

A Attention!
If an MDL file exists, connecting to Intellect's core does not require creating an IIDK Interface object in the system. The
connection ID passed is an empty string (in other words, the IDis "").
When a module is unloaded, it receives the WM_EXIT event:
#define WM_EXIT (WM_USER+2000)

Use a WinAPI function, PostThreadMessage, to catch this message and ensure that the module is unloaded properly. In VC++and
MFC, the WM_EXIT event is caught in a subclass of CWinApp; in Delphi and CBuilder, it is caught in a subclass of TApplication.

12.1.7 Creating and configuring integrated objects (modules) in Intellect
To create and configure the integrated objects (modules) in Intellect, do the following:

1. Place the MDL and RUN files into the Intellect\Modules directory.
2. Startintellect.
3. On the basis of the Computer object, create the object that was added using the software module. As a result, the object
settings panel will be available.
() Note
You can ask AxxonSoft technical support for a sample integration project with demo objects.
4. Make the necessary changes in the object settings panel.

5. Click the Apply button.
6. Repeat steps 3-5 for all required objects.

New objects are now created and configured in Intellect.
12.2 Intellect Integration Developer Kit (IIDK)
12.2.1 General Information on IIDK

12.2.1.1 Purpose of the IIDK

System expandability is supported by Intellect's software architecture. Expandability allows communication between the core
and functional modules (third party information systems) via TCP/IP.

The figure below shows a diagram of interaction between Intellect's core and external software (a functional module).
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Peripherals

Intellect core EE — module.run
(intellect.exe) |=2
iidk.dll

intellect.dbi intellect.ddi

Interaction is done by exchanging messages in a communication environment; message exchange is implemented by using the
IIDK.

The Intellect Integration Developer Kit (IIDK) is a set of development tools for integrating third-party security software into
Intellect. This kit allows you to expand the system rapidly and effectively by adding functional modules that support new
hardware and new functions.

12.2.1.2 Developer Requirements
To use the /IDK, you must:

1. know how to program in C/C++;
2. know the basics of Win32 programming;
3. have an IDE with DLL support (such as Microsoft Visual C++, C++ Builder, or DELPHI).

() Note:
When creating LIB files with C++ Builder 5's implib.exe tool, add the “- a” option.

12.2.1.3 |IDK Components

The lIDK includes the following development tools:

1. iidk.ocx - ActiveX control. When installing Intellect this file is stored in the Windows\System32 folder and registered in OS.
2. ddi.exe - tool used for viewing and editing DDI- and DBI- files. It is stored in the <Intellect installation directory>\Tools
folder.

12.2.2 Connecting to Intellect

12.2.2.1 Connection Parameters

Intellect's core interacts with functional modules (third party information systems) according to the following connection
parameters:

1. Port number.
a. Forthe video subsystem: 900.
b. Forthe Interface IIDK object: 1030.
c. For ATM objects: 1009.

() Note.
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1030 (IIDK) port can be in use to connect ATMs (ATM) (not only 1009 port) - in this case the ATM object will
be marked with red cross in the hardware tree. For this the IIDK Interface object is to be created in the
hardware tree.

The IP address of the computer that is running Intellect's core.
ID (the connection object ID).

Attention!

To connect to video subsystem (port 900) id is to be more than 1 and must not be the same as id of IIDK Interface
objects created in the system. To connect to IIDK Interface object (port 1030) id is to be the same as one of the object
specified in the dialog box of Intellect settings.

Note.

If connection to the server (IIDK Interface object) from remote computer is required, then there is no need to install
Intellect on the remote computer, but this computer is to be added to Intellect configuration on the server (in the
Hardware tab of the System settings dialog box) and IIDK Interface object is to be created under the created
Computer object. In this case the server address is to be specified in IP parameter of Connect function and ID of
specified 1IDK Interface object is to be specified in ID parameter. Take into account the fact that the Computer object
corresponding to the remote computer is marked with a red cross in the object tree.

Note:

If an MDL file exists (see Section Creating MDL files), the connection to Intellect's core does not require creating the IIDK
Interface object in the system. The connection ID passed is an empty string (in other words, the IDis "").

12.2.2.2 1IDK Interface Object

With the IIDK Interface object one can manage all the elements of the system. The IIDK Interface object is created under
the Computer object in the Intellect object tree.

®

®

Note

To use the IIDK Interface object, allow the relevant functionality in the license key.

Note

If Intellect is started in the demo mode, the IIDK Interface object is activated after the functional module is connected
to the system core (see Connect section)

Important!

The ID of the IIDK Interface object must not be the same as the IDs of the Monitor objects created in the system.
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Hardware
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= -Delete object ﬁ Control device
| |@ Data replication service
rj( Create folder... = Event counter
| B‘ -.Save :_g Failover service
| 1 |8 HTIP-server
|4 Find.. [E 1K interface
| % Send key to all | = Intercom Subsystem
Load configuration... g :{SD ll]n::rgdratlon 2FHE
|[E Save configuration... 2 )
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|E=  Mail Message Service
I Manager of failover services

If the IIDK Interface object is used, the settings panels are not created for integrated functional modules (third party
applications).

When the Intellect distributed architecture is used, the IIDK Interface object must be created on the computer that is running the
software core (the core to which the connection is made). If the connection is made to a computer that has the Operator
Workstation installed, the connection parameters must include the IP address of the Server or the Administrator Workstation.

12.2.2.3 Configuring passing events throung IIDK Interface object

IIDK Interface allows configuring of event filtering passed to connected client applications.

To configure filtering, do the following:

1. Go to the settings panel of the created IIDK Interface object.

|

Computer

[IIDK. Interface 1

[~ Disable

LOCALHOST

M

[T Darat send events ta client 1]

[ Only local 2

Type | M. | I amne

Wideo capture .. 1

Yiudeo capture device 1 3

2. Setthe Do not send events to client if it is not required to send any messages to client application not sending any

messages to the core (1).

3. Setthe Only local checkbox to send to the client applications only messages of those objects created under the same
Computer object as the IIDK Interface object (2).

4. Inthe table (3) specify list of objects, events from which have to be sent to connected client applications. Enter CORE type
to filter the core events.

Configuring of event filtering is completed.

Hardware and Software Module Integration - 49



Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

12.2.2.4 Features of ATMs integration. ATM object

The ATM object can be used to send events from ATM software to Intellect core. This object is created under the LOCALHOST
object in the Hardware tab of the System settings dialog box. It is created instead of the IIDK Interface object.

Hardware

The ATM object shows ATM events (“Card inserted”, “Withdraw card”, etc.) in the event viewer. These events can be used for
captioning, reactions configuration, etc.

() Note.

For events regarding client card masked bank card number can be sent in the param0 parameter.

The list of available ATM events can be seen using the ddi.exe utility. Information on how to use this utility can be found in the
The ddi.exe utility for editing database templates and external settings files section of Administrator's Guide.

Connection method and message syntax for the ATM object are the same as those for the 1IDK Interface object, though 1009
port s in use for sending messages (see also Connection Parameters and Message Syntax (port 900)).

12.2.3 1IIDK Functions

12.2.3.1 Connect

To establish communication between a functional module and Intellect, connect to the system core by using the following
function:

BOOL Connect (LPCTSTR ip, LPCTSTR port, LPCTSTR 1id, void (_stdcall xfunc) (LPCTSTR msg))
Parameters of the connection function:

Parameter Description Example

LPCTSTRIip The ID address of the computer that is running the
system core

CString port = "900";

LPCTSTR port TCP/IP connection port
CString ip = "127.0.0.1";
LPCTSTRIid A connection ID, for video . .
CString id = "2";
_stdcall *func)(LPCTSTR A callback function that accepts messages from BOOL IsConnect = Connect(ip, port
msg)) Intellect ’ ’

id, myfunc);
if (!IsConnect)
{
// connection failed

AfxMessageBox ("Error");
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The function returns TRUE if the connection is established, or FALSE if not.
All messages from the system core are accepted by a callback function.

A sample declaration of the callback function:

void _stdcall myfunc(LPCTSTR str)

{
printf("\r\nReceived:%s\r\n\r\n",str);
1

() Note:

Void _stdcall myfunc is called in a separate stream (not in the application's main stream).
The developer handles received messages as needed.

12.2.3.2 SendMsg

To send messages to the system core, use the following function:

BOOL SendMsg (LPCTSTR id, LPCTSTR msg)
Parameters of the SendMsg function:

Parameter Description Example

LPCTSTRid The connection ID passed in the call to the
Connect function
CString port = "900";
CString ip = "127.0.0.1";
CString id = "2";

BOOL IsConnect = Connect(ip, port, -id,
myfunc) ;

if (!IsConnect)

// connection failed
AfxMessageBox ("Error");
Return;

}

SendMsg(id,"CAM|1|REC"); // turn on
recording for camera 1
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Parameter Description Example

LPCTSTR msg Message text

Disconnect (id);
The function returns TRUE if the message was sent, otherwise FALSE

12.2.3.3 Disconnect

To terminate a connection, use the Disconnect function:

void Disconnect (LPCTSTR 1id)

, where LPCTSTRid is the connection ID passed in the call to the Connect function.

If the connection is terminated by Intellect, DISCONNECTED is passed to the callback function.

(@ Note:

An example of using the Disconnect function is given in Section SendMsg.

12.2.3.4 Other functions

On the page:

« Connect3

« SendReactToCore
+ IsConnected

« Connect4

« SendData4

« SendFile

« GetMsg

+ SetPingTime

Theiidk.h header file contains extra functions that are listed below. The Connect4, SendData4, SendFile and GetMsg functions
should not be used. They are created for internal use. The Connect2 function is not used.

12.2.3.4.1 Connect3

BOOL Connect3(LPCTSTR dip, LPCTSTR port, LPCTSTR id, iidk_callback_func* 1pfunc,
DWORD user_param,int async_connect,DWORD connect_attempts)

Parameter Description
ip IP address of Intellect Server
port TCP/IP port over which the connection is established
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id Slave connection ID, for video

Ipfunc Callback function receiving messages from Intellect

user_param Extra parameter that comes to Callback function in order to split slaves if there is only one function.
async_connect 0 - synchronous connection mode, the function returns TRUE if the connection is established.

-1 - asynchronous connection mode, the function always returns FALSE if the connection is
established, then the CONNECTED event is created.

Any other value - at first the synchronous mode is used, in case of fault - asynchronous mode.

connect_attempts Number of connection attempts.

12.2.3.4.2 SendReactToCore

The function is used to send a reaction to the specific core.

BOOL SendReactToCore(LPCTSTR 1id, LPCTSTR msg)

Parameter Description
id Core connection ID
msg Messages sent. Message format is similar to SendMsg.

12.2.3.4.3 IsConnected

IsConnected returns TRUE if the client is connected to server.

BOOL IsConnected();

12.2.3.4.4 Connect4

BOOL Connect4(LPCTSTR dip, LPCTSTR port, LPCTSTR id, 1idk_callback_funcx 1lpfunc,
iidk_frame_callback_funcx 1lpframe_func, iidk_user_data_funcx
iidk_user_data_func,
DWORD user_param,int async_connect,DWORD connect_attempts);

Parameter Description

ip IP address of Intellect Server

port TCP/IP port over which the connection is established
id Core connection ID, for video

Ipfunc Callback function receiving messages from Intellect
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Ipframe_func Callback function receiving video frames
iidk_user_data_func Callback function for data sent using the SendData4 function
user_param Extra parameter that comes to the Callback function in order to split slaves if there is only one

Callback function for all cores.

async_connect 0 - synchronous connection mode, the function returns TRUE if the connection is established

-1 - asynchronous connection mode, the function always returns FALSE. If the connection is
established, then the CONNECTED event is created

Any other value - at first the synchronous mode is used, in case of fault - asynchronous mode.

connect_attempts Number of connection attempts

12.2.3.4.5 SendData4

This function is used to send CUserNetObiject. Its purpose is to send raw data.

BOOL SendData4(LPCTSTR did, int nIdent,BYTE xpBuffer,DWORD dwSize);

Parameter  Description

id Core connection ID
nldent Data UID

pBuffer Transmitted data
dwSize The size of data array

12.2.3.4.6 SendFile

The function is used to send a file.

BOOL SendFile(LPCTSTR dd, LPCTSTR file_from, LPCTSTR file_to)

Parameter  Description

id Core connection ID
file_from Address to send file from.
file_to Address to send file to.

12.2.3.4.7 GetMsg

The function is used to retrieve incoming messages that are queued if the Callback function is not specified.
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BOOL GetMsg(LPTSTR msg, DWORD& cb)
Parameter  Description
msg Incoming message

cb Message length

12.2.3.4.8 SetPingTime

The function enables and sets the interval for sending KeepAlive messages to the Intellect core. It is enough to call the function
once, for example, after calling CreateClient.

void SetPingTime(intptr_t clientId, unsigned int time);
Parameter  Description
clientid Client ID

time The interval for sending KeepAlive messages in milliseconds.
The minimum value is 5000; if a smaller value (but not 0) is specified, then the value 5000 will be used.

If set to 0, then sending KeepAlive messages is stopped.

12.2.4 Sent Message Syntax

12.2.4.1 Message Syntax
Messages sent to the core have the following syntax:

CORE||DO_REACT|source_type<OBJECT TYPE>,source_id<OBJECT ID>,action<ACTION> [ ,params<NO. OF
PARAMETERS>,param0_name<PARAMETER NAME_0>,param0_val<PARAMETER VALUE_0>]

Below is the syntax of messages that contain two parameters.

CORE||DO_REACT|source_type<OBJECT TYPE>,source_id<OBJECT
ID>,action<ACTION>,params<2>,param0_name<PARAMETER NAME_0>,param0_val< PARAMETER
VALUE_0>,param1l_name<PARAMETER NAME_1>,paraml_val<PARAMETER VALUE_1>

The message parameters are described in the table below.

Parameter Description

source_type<obj> Object type (see the DDI file ([OBJTYPE] section) )

source_id<id> The object ID set when creating the object in Intellect (see Intellect's settings tree)
action<react> Action (see the DDI file (the [REACT] section))

params<number> The number of parameters passed, in decimal format

param0_namesstrl> Parameter name
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Parameter Description
paramO_val<str2> Parameter value
() Note:

For working with DDl files, we recommend using the ddi.exe utility (see Section Using the ddi.exe Tool to Work with DDI
files).

Example. Sending a message to switch the telemetry to preset mode 4.

CString msg=

“CORE||DO_REACT]|
source_type<TELEMETRY>,source_id<1.1>,action<GO_PRESET>,params<2>,param0_name<preset>,param0_val<4>,para
ml_name<tel_prior>,paraml_val<2>";

SendMsg(id,msg);

12.2.4.2 Message Syntax (port 900)

Messages sent to port 900 are passed to the video subsystem directly; for this reason, such messages have a different syntax.
Messages sent to the video subsystem have the following syntax:

OBJECT TYPE|OBJECT ID|ACTION [|[PARAMETER<VALUE>]

Below is the syntax of messages that contain n parameters.

OBJECT TYPE|OBJECT ID|JACTION [|[PARAMETER 1<VALUE>,PARAMETER 2<VALUE>,...,PARAMETER N<VALUE>]

A Attention!
Port 900 may only be used to manage objects of the GRABBER, CAM, or MONITOR types.

The message parameters are described in the table below.

Parameter Description

Object type Object type (GRABBER, CAM, or MONITOR)

Object ID The object ID set during creation of the object in Intellect
Action Action (command)

Parameter <Value> Parameter name. The value is enclosed by angle brackets.

Example 1. Setting camera 1 to recording mode.
CString msg = “CAM|1|REC”;

SendMsg (id,msg);

Example 2. Saving video from all cameras to local disk C.
CString msg = “GRABBER|1|SET_DRIVES|drives<C:\>” ;
SendMsg(id,msg);

() Note.
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The SET_DRIVES command includes the ID of any of the video capture cards created in the system.

() Note.

The SET_DRIVES command does not change the video archiving settings set in the system.

12.2.4.3 Usingthe Event and React classes

For working with messages, you may use the classes provided: Event and React, declared in the msg.h file.

Example of using the react class:

A message composed without using the classes A message composed using the React class

CString msg = “CORE||DO_REACT|source_type<TELEMETRY>,source_id<1.1>, React react(“TELEMETRY”,”1.1”,”GO_PRESET”);
action<GO_PRESET>,params<2>,param0_name<preset>,param0_val<4>,
react.SetParamint(“preset”,4);
paraml_name<tel_prior>,paraml_val<2>"; i
react.SetParamint(“tel_prior”,2);
SendMsg(id,msg); . )
SendMsg(id,react.MsgToString().c_str());

() Note:

The msg.h and msg.cpp files are located in the Misc folder which is in the archive on page Intellect integration guide
(HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next).

12.2.5 Examples of Managing System Objects

12.2.5.1 Adding, Updating, and Deleting System Objects

On the page:

« Adding aUsertoa
Department

« Adding and
Deleting a Video
Capture Card

System objects are added, updated, and deleted by the following commands:

1. CORE||CREATE_OBJECT - creates a new object.
2. CORE||UPDATE_OBJECT - updates an existing object or creates a new one.
3. CORE||DELETE_OBJECT - deletes an object.

12.2.5.1.1 Adding a User to a Department

Below is a message that adds the specified user to the specified department, with the specified parameters:

CORE||CREATE_OBJECT]
objtype<PERSON=>,0bjid<12341> parent_id<1l>,surname<Tim>,name<Kovac>,card<12362> facility_code<0>

[IDK will return the following message in response to this command:
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CORE||CREATE_O BJ ECT|ca rd<1234> objtype<PERSON>,guid_pk<{281A172C-62D2-EA11-A54B-BO6EBF811A34}
> facility_code<122> ;surname<Tim>module<iidk_client_test_x64.exe>time<16:42:53>,parent_id<1>fraction<797>,date<30-07-
20>,name<Kovac>,owner<QA-T49>slave_id<QA-T49.11> objid<12341>

This allows receiving the ID of the created object in the objid<> parameter.

12.2.5.1.2 Adding and Deleting a Video Capture Card

If an object is not present in the system, add that object with the UPDATE_OBJECT command (the system must not have an
object with a type and ID equal to objtype and objid, respectively).

CORE||UPDATE_OBJECT|objtype<GRABBER>,0bjid<12>,core_global<0>,parent_id<SLAVAXP>,name<Frame grabber
1> params<5>param0_name<format>,param0_val<NTSC>,param1_name<mode>paraml_val<l>param2_name<chan>,param
2_val<2>,param3_name<type>,param3_val<FX 4>,param4_name<resolution>,param4_val<0>

Having received the following message, the system changes the name of an existing object:
CORE||UPDATE_OBJECT|objtype<GRABBER>,0bjid<12>,core_global<0>,parent_id<SLAVAXP>,name<Card 2>
To delete an object and all of its child objects, use the DELETE_OBJECT command:
CORE||DELETE_OBJECT|objtype<GRABBER>,objid<12>

12.2.5.2 Working with the System in the Multiuser Mode

The remote computer must install and be running Intellect (Client installation version) in order to exchange messages with the
Server.

If users have been created and access rights have been configured in Intellect, any message that requires a response from the
system core must contain the receiver_id<ID> parameter, where ID is the ID of the IIDK Interface in the system.

CORE||GET_CONFIG|objtype<CAM>,objid<1>,receiver_id<1>

/| Returns the parameters of the Camera 1 object

To get the user ID and user's permissions DI by username and password, use the CHECK_USER function. Examples of using:
CORE||CHECK_USER|password<1>,login<1>

CORE||CHECK_USER|pass_key<1373503546>,login<1> (crc32 from DB)
CORE||CHECK_USER|md5<bf03b1605e3c83978514f2a6546eef50> (md>5 from DB)

Response:

ACTIVEX|1|USER_RIGHTS|rights_id<1>,user_id<1>

If the password is incorrect, the response comes with a delay of 1 second.

12.2.5.3 Determining Computers Where Intellect was Unloaded (via Port 1030)
If Intellect is unloaded, the callback function receives a message with an action parameter value of DISCONNECTED:

ACTIVEX| 12| EVENT|SOCKET<>,M MF<>,objaction<DISCONNECTED>,TRANSPORT_TYPE<MMF>,core_global<1>,
action<DISCONNECTED>, module<slave.exe>, objtype<SLAVE>,__slave_id<SLAVAXP.12>,
objid<SLAVAXP>,owner<SLAVAXP>,TRANSPORT_ID<1111>,time<12:41:16>,date<23-09-02>

The message contains the name of the computer on which Intellect was unloaded and the date and time

12.2.5.4 Redirecting Video Cameras to the Monitor
After receiving the following message, the system deletes all cameras from the monitor and calls the specified video camera:

CORE||DO_REACT)|
source_type<MONITOR>,source_id<1>,action<REPLACE>,params<4>,param0_name<slave_id>,param0_val<SLAVA>,para
ml_name<cam>,paraml_val<l>,param2_name<control>,param2_val<1>,param3_name<name>,param3_val<>

If connected via port 900, the above action is performed by using the following message:

MONITOR|1|REPLACE|slave_id<SLAVA>,cam<1>,control<1>
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12.2.5.5 Obtaining Object Parameters (via Port 1030 ) GET_CONFIG

An example of use of the GET_CONFIG command is given below:
CORE||GET_CONFIG|objtype<CAM>,objid<1>
The returned message contains all the parameters of the specified object:

ACTIVEX|12|OBJECT_CONFIG|
rec_priority<0>,mask0<>,decoder<0>,mask1<>,flags<>,mask2<>,compression<3>,sat_u<5>,mask3<>,proc_time<>,
hot_rec_period<>,mask4<>,telemetry_id<>,manual<1>,region_id
<1.1>,contrast<5>,md_mode<0>,md_size<5>,audio_type<>,pre_rec_time<0>,config_id<>,

bright<7>,alarm_rec<0>,
audio_id<>,rec_time<>,hot_rec_time<2>,activity<>,mux<0>,parent_id<1>,objtype<CAM>,type<>,__slave_id<SLAVAXP.12
>,0bjid<1>,

name<Camera 1>,0bjname<Camera 1>,color<1>,priority<0>,md_contrast<5>

(@) Note:

To obtain the configuration of all the objects of the specified type, remove the objid parameter.

Example. Get information about user by the identifier.
CORE||GET_CONFIG|objtype<PERSON>,objid<1>
The response is the message with parameters containing necessary information, including user name, card number etc.:

ACTIVEX|1|OBJECT_CONFIG|
pnet3_sound<0>,galaxy_dual_focus<0>,auto_pass_type<>,galaxy_pin_change<0>,external_id<>,card_date<26.05.2017
10:57:06>,galaxy_tag_link<0>,rubeg8_zone_id<>,levels_times<>,expired<>,hid_escort_id<>,objtype<PERSON=>,level2_id<>,galax
y_group_choice<0>,

who_level<> hid_use_extended_access<0>,visit_purpose<>,card<1234>
,email<>,galaxy_timer_schedule<0>,galaxy_menu_option<0=>,aiu_holiday<0>,

area_id<>,aiu_alarm<0>,objname<User 1>,;surname<>who_card<>,auto_brand<>,pnet3_alarm<0>,card_loss<0>,
facility_code<432>
,galaxy_temp_code<0>post<>when_area_id_changed<>,drivers_licence<>,bolid_in_device<0>,pnet3_acs_counter<0>,
temp_levels_times<>temp_card<>,pnet3_no_entry<0>,location<>temp_level_id<>patronymic<>teleph_work<>,department<
> galaxy_keypad<0>,

_TRANSPORT_ID<> finished_at<>,aiu_ksd_type<>,all_param<=>,galaxy_template<0>,tabnum<>,parent_id<1>,pur<>,galaxy_dure
ss<0>,pnet3_no_exit<0>,
galaxy_dual<0>,hid_pin_exempt<0>,pnet3_counter<0>,whence<>schedule_id<>hid_enable_pin_commands<0>,galaxy_dual_a
ccess<0>,

pnet3_block<0>,passport<>,person<>,galaxy_menu_choice<0>,flags<0>,auto_number<>phone<>,pin<>,rubeg8_ AccessToBCPTi
meZoneNumber<>,
begin_temp_level<>,pnet3_master<0>,aiu_mark<0>,end_temp_level<>yvisit_birthplace<>,galaxy_menu_level<>visit_document
<>,pnet3_guard<0>,

pnet3_black<0>,aiu_kso_type<>,is_apb<0>,name<User 1>,pnet3_temp<0>,started_at<>,level_id<>,_marker<>,
bolid_user_type<>,owner_person_id<>,card_type<>,is_active_temp_level<0>,begin<>hid_line_tag<>,guid<{5B358685-E041-
E711-BCC6-DAOAE28EOC1T}>,
pnet3_guest<0>,is_locked<0>,objid<1>,marketing_info<>,comment<>aiu_vpu_arm<0>,visit_reg<>,bolid_in_pku<0>,pnet3_2car
ds_mask<0>

(@ Note.

User data can also be received via direct request to Intellect software database from the OBJ_PERSON table. In this case
you can select a user by card number or other parameters. See more info on Intellect software database operation in
Administrator's Guide, the Appendix 4. INTELLECT™ software database management.
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12.2.5.6 Obtaining Information on Object States GET_STATE and GET_LIST

To obtain information on the state of an object, use the GET_STATE command:
CORE||GET_STATE|objtype<CAM>,objid<1>

The following string is returned:
ACTIVEX|12|OBJECT_STATE|objtype<CAM>,__slave_id<SLAVAXP.12>,0bjid<1>,state<DISARM_DETACHED>

The state of the specified object is represented by the state parameter, which takes values from the set of states that are
specified in the object's DDI file.

If connected via port 900, requests for object states are performed through the GET_LIST command:

CAM||GET_LIST

(@) Note:

Regardless of whether an object ID is specified, the command returns the states of all objects of the specified type.

The returned message has the following format:

CAM|1|SETUP|rec_priority<0>,is_armed<0>,is_recorded<0>, bt<0>, slave_id<SLAVAXP>, compression<3>,sat_u<5>,
proc_time<0>, hot_rec_period<0>, manual<1>, telemetry_id<>, is_detached<1>, contrast<5>, md_size<5>,md_mode<0>,
is_alarmed<0>, audio_type<>, pre_rec_time<0>, bright<7>, audio_id<>, rec_time<0>, alarm_rec<0>, hot_rec_time<2>,
mux<0>, parent_id<1>, __slave_id<SLAVAXP>, priority<0>, mask<>, color<1>,md_contrast<5>, is_ring<1>, fs_error<0>

) —

The message presents the states as follows: is_state<val>, where state is an object state (see the DDI file); and val equals 1 if the
object is in this state, 0 otherwise.
(@ Note.

The is_ring<> parameter shows whether loop recording is performing or not. The fs_error parameter equals 1 when
there was an archive recording error (e.g. failed to delete folder for loop recording).

12.2.5.7 Showing Information Messages. SET_STATE
To show an information message on the display of Intellect's main control panel, use the SET_STATE command:
CORE||SET_STATE|name<POS 1>,value<Can’t open port COM4>

The figure below shows the result of handling the message by the system.

The message is removed from the display as follows:

CORE||SET_STATE|name<POS 1>,value<>

12.2.5.8 Live and archived video

12.2.5.8.1 Getlivevideo
To get live video from Camera 1 send the following message to port 900:
CAM|1|START_VIDEO|compress<1>

Here compress<> is compression ratio, from 0 to 5. Video frames will be received as a response to this message. The example of
how to process incoming frames is given in demo kit available for download at the page of Intellect integration guide (HTTP API,
IIDK, ActiveX, HTTP Server, Axxon Next).
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12.2.5.8.2 Get archived video
To get archived video from Camera 1 send the following messages to port 900:

CAM|1|ARCH_FRAME_TIME|time<dd-mm-yy HH:MM:SS.FFF> (to specify start time for viewing the archive) or CAM|1|PLAY]|
compress<> (to get archived video. Archived video is handled the same way as live video)

12.2.5.8.3 Get the list of time intervals
In order to get the full list of time intervals with video recordings for exact date, send the following message to port 900:
CAM|id|ARCH_GET_INTERVALSREC|date<>,time_with_milliseconds<1>,with_filenames<1>

The date<> parameter can take the date<dd-mm-yy|> value or it can be left blank. In the first case, the intervals for the specified
date will be requested, in the second case, the dates for which the archive is present will be requested..

If the time_with_milliseconds<1> parameter is set, then the intervals will be received with milliseconds (for example,
14:08:55.677 14:09:55.641). If the with_filenames<1> parameter is set, then the message will contain filenames (for example, 'C:
\VIDEO\26-04-21 14\0._01"). These parameters are optional.

As a result the following message is received:
Event: CAM|id|SET_INTERVALSREC|intervals<>,date<>,timezone<>

The value of intervals<> parameter looks like this: intervals<beginl end1\nbegin2 end2...\nbeginN endN|datel\ndate2...
\ndateN\n>

The time of beginning and ending are one blank separated (0x20 code), intervals are line break separated ‘\n’(0x0A code).

+ beginl, begin2, ... beginN - time of interval beginnings in the HH:MM:SS format (returns if the exact date was requested).

« endl, end2, ... endN - time of interval endings in the HH:MM:SS format (returns if the exact date was requested).

« datel, date2, ... dateN - dates at which there are recordings in the archive (returns if the date field in the request is blank
or there is no such field).

date<dd-mm-yy|> parameter represents date for which the intervals were requested or blank value (date<>) if dates for the entire
period were requested.

timezone<> shows time shift on the client (IIDK) relative to Server time, in minutes. Examples:

« If Serverisin -1 UTC time zone, the response to the CAM|1|ARCH_GET_INTERVALSREC| command will have parameter
timezone<60>

+ If Serverisin +3 UTC time zone, the response to the CAM|1|JARCH_GET_INTERVALSREC| command will have parameter
timezone<-180>

Request example:

CAM|1|ARCH_GET_INTERVALSREC|date<26-04-21>,time_with_milliseconds<1>,with_filenames<1>

Response example:

CAM|1|SET_INTERVALSREC|time_with_milliseconds<1>,intervals<14:07:55.659 14:08:55.637 - -
file:'C:\VIDEO\26-04-21 14\0._01'

14:08:55.677 14:09:55.641 - - file:'C:\VIDEO\26-04-21 14\1._01'
14:09:55.681 14:10:35.667 - - file:'C:\VIDEO\26-04-21 14\2._01'
14:17:12.444 14:18:09.553 - - file:'C:\VIDEO\26-04-21 14\3._01'
14:29:41.132 14:29:41.292 - - file:'C:\VIDEO\26-04-21 14\4._01'
14:29:41.432 14:29:51.363 - - file:'C:\VIDEO\26-04-21 14\5._01'
14:34:38.788 14:35:03.117 - - file:'C:\VIDEO\26-04-21 14\6._01'
14:35:03.267 14:36:19.151 - - file:'C:\VIDEO\26-04-21 14\7._01'

>,timezone<-180>,module<iidk_client_test_x64.exe>,_TRANSPORT_ID<>,with_filenames<1>,date<26-04-
21>,slave_1id<VDESKTOP.2A180FE5-BA8E-420C-B8OE-90DC20516A26> ,durationMS<0>
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12.2.5.9 Telemetry control via lIDK
Telemetry is controlled via IIDK using simple reactions described in the TELEMETRY section of Programming guide, for instance:

CORE||DO_REACT]|
source_type<TELEMETRY>,source_id<1.1>,action<LEFT>,params<1>,param0_name<tel_prior>,param0_val<3> - message
sent to port 1030 in order to rotate camera lens left with high priority.

TELEMETRY|1.1|LEFT|speed<2>,tel_prior<3> - reaction to port 1030 in order to rotate camera lens left with high priority at an
average speed.

12.2.5.10 Map layer operations
The command for setting the parameter and position of Camera 1 object icon is run in one of the following ways:

1. Sending a message to port 1030 CORE||DO_REACT|
source_type<MAPLAYER>,source_id<1>,action<CUSTOMIZE_OBJECT>,params<7>,param0_name<x>,param0_val<2
00>,paraml_name<y>,paraml_val<200>,param2_name<objtype>,param2_val<CAM>,param3_name<objid>,para
m3_val<l>,param4_name<a>,param4_val<90>,param5_name<w>,param5_val<70>,param6_name<h>,paramé6_val
<80>
Where x, y, w and h are the coordinates and size of the object icon on the map.
ais atilt angle of icon.

2. Sending a reaction to port 1030
MAPLAYER|1|CUSTOMIZE_OBJECT|x<200>,y<200>,0bjtype<CAM>,0bjid<1>,a<90>,w<70>,h<80>

Layer 1 is shown in the interactive map window using one of the following ways:

1. Sending a message to port 1030: CORE||DO_REACT|source_type<MAPLAYER>,source_id<1>,action<ACTIVATE>
2. Sending a reaction to port 1030: MAPLAYER|1|ACTIVATE

12.2.5.11 Obtaininginfo on core queues with GET_QUEUE_INFO command
Use the GET_QUEUE_INFO command to request info about the queues in the Intellect core:
CORE||GET_QUEUE_INFO

() Note.
The receiver_id parameter may be specified if there are several IIDK Interface objects in the system - see Working with
the System in the Multiuser Mode.
The response is the string like this:

ACTIVEX|11|QUEUE_INFO|thread2<0>,thread1<0>,thread0<0>,posted_events<0>, TRANSPORT_ID<>,server_reacts<0>,
posted_reacts<0>,events_inwork<0>,coremanager_events<0>,thread3<0>

The response parameters correspond to the information displayed in the Queue statistics tool (shows on Alt+F2). Parameters
description:

threadN<> - number of items in the queue of the thread N.
posted_events<> - number of incoming events.

posted_reacts<> - number of reactions currently being processed.
coremanager_events<> - number of events to send.
server_reacts<> - number of reactions to send.

events_inwork<> - number of events currently being processed.

12.2.5.12 Playing audio archive for a period. START_PLAY_TIME command

To play the audio archive of a specified microphone for a specified period using a specific Speaker object, execute a command
like
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SPEAKER|{id}|START_PLAY_TIME|speaker_id<>mic_id<>time_start<>time_end<>,cam_id<>
Examples:

SPEAKER|1|START_PLAY_TIME|speaker_id<1>,mic_id<2>,time_start<28-02-20 14:23:24.092>,time_end<28-02-20
14:23:27.092>

SPEAKER|1|START_PLAY_TIME|speaker_id<1>,mic_id<2>,time_start<02-03-20 12:01:24.092>,time_end<02-03-20
12:04:27.092>,cam_id<1>

If camera ID cam_id<> is specified, the audio archive recorded synchronously with the video archive (i.e. from the VIDEO folder)
will be played. If the cam_id<> parameter is not specified, then the archive from the AUDIO folder is played.

speaker_id<> - identifier of the Speaker object
mic_id<> - identifier of the Microphone object
time_start<> - start time of the audio archive segment

time_end<> - end time of the audio archive segment
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13 CamMonitor.ocx ActiveX Control

13.1 General description of CamMonitor.ocx component of ActiveX

On the page:

+ General
information

« Requirements to
developers

13.1.1 Generalinformation

CamMonitor.ocx is the component of ActiveX that is similar in every way to the Video monitor interface object. It allows you to
manage cameras, view the archive, etc.

CamMonitor.ocx component supports operation in the demo mode.

13.1.2 Requirements to developers
To use CamMonitor.ocx you will need:

1. The knowledge of any programming language that supports using the Component Object Model (COM);
2. Basic knowledge of Win32/Win64 programming;
3. Programming environment that supports OCX files.

@ Requirements for software which is used while integrating

13.2 How to install CamMonitor.ocx

A mportant!
It is not recommended to install Intellect and CamMonitor.ocx on the same computer. If it is required, then their versions
are to be the same, otherwise CamMonitor.ocx operation is not guaranteed.

Use the CamMonitorinstaller.exe file (stored in the <Intellect installation directory>\Redist\CamMonitor folder) to install
CamMonitor.ocx. Both 32-bit and 64-bit versions of this component are available. The installation files of components of different
bit count are stored in the corresponding folders (x86 and x32 correspondingly).

If Intellect software is installed on the computer, then the CamMonitor.ocx file is stored in the <Intellect installation
directory>\Modules\ folder when installing the 32-bit version and it is stored in the <Intellect installation directory>\Modules64\
folder when installing the 64-bit version.

If Intellect software is not installed, then the 32-bit component is installed in the C:\Program Files (x86)\ITV VideoPlayer\Modules\
folder and the 64-bit component is installed in the c:\Program Files\ITV VideoPlayer x64\Modules64\ folder.

There is standard registration of CamMonitor.ocx as ActiveX component at the stage of installation.
CamMonitorinstaller.exe installs the required files for all users.

Besides the library itself, CodecPack driver pack and ITV VideoPlayer utility are installed. ITV VideoPlayer utility uses the
CamMonitor.ocx component and enables viewing the archive from the selected camera. By default this utility is installed in the C:
\Program Files\ITV VideoPlayer\ folder. The utility interface looks like one of Converter.exe, but some features of Converter.exe
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(not dealing with viewing the archive) are not available. This utility can be used to check if CamMonitor.ocx is installed correctly.

13.3 CamMonitor.ocx parameters

On the page:

« CamMenuOptions

« CamMenuProcessi
ngOptions

« CamButtonsOption
s

« MainPanelOptions

» KeysOptions

« OverlayMode

+ Howtouse
parameters

The parameters used for setting the CamMonitor component are presented in this section: set the display elements of the

interface, as well as the overlay mode.

All parameters are long integers.

The values of the parameters used for interface setup are listed in the tables and formed in a way that there is only one unit in the
binary representation of the number. To set the value of a parameter, combine the values of parameters using the XOR operation.
You’ll get the number the positions of which in binary representation indicates which interface elements should be displayed and

which should be hidden. See How to use parameters.

The OverlayMode parameter differs from others: it takes values from 0 to 2, and its value sets the overlay mode.

13.3.1 CamMenuOptions

CamMenuOptions : long
Allows setting the feature menu of the camera.
One or more checkboxes can be set.

Available values:

Value

#define MENU_ENABLE_OPTION 0x00000001

#define MENU_ARM_ENABLE_OPTION 0x00000002

#define MENU_REC_ENABLE_OPTION 0x00000004

#define MENU_CAMS_ENABLE_OPTION 0x00000008
#define MENU_TITLES_ENABLE_OPTION 0x00000010
#define MENU_PROCESSING_ENABLE_OPTION 0x00000020

#define MENU_EXPORT_ENABLE_OPTION 0x00000040

Information

Deprecated. See BUTTON_MENU_ENABLE_OPTION

Show the Arm option

Show the Start recording option

Show the Camera option

Show the Show titles option

Show the Processing option

Show the Export option
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13.3.2 CamMenuProcessingOptions

CamMenuProcessingOptions : long

Allows setting the Processing menu in the feature menu of the camera.

One or more checkboxes can be set.

Available values:

Value
#define MENU_PROCESSING_DEINTERLACE_ENABLE_OPTION 0x00000001

#define MENU_PROCESSING_ZOOM_ENABLE_OPTION 0x00000002

#define MENU_PROCESSING_CONTRAST_ENABLE_OPTION 0x00000004
#define MENU_PROCESSING_MASK_ENABLE_OPTION 0x00000008

#define MENU_PROCESSING_SHARP_ENABLE_OPTION 0x00000010

13.3.3 CamButtonsOptions

CamButtonsOptions: long

Information

Show the Deinterlacing option

Show the Zoom-in option

Note. If this option is disabled, the Processing — Zoom menu option is not
shown, but zooming with mouse wheel is still available

Show the Contrast option

Show the Detector mask option

Show the Sharpen option

Allows setting the display of the CamMonitor component buttons.

One or more checkboxes can be set.

Available values:

Value

#define BUTTON_MODE_ENABLE_OPTION 0x00000100
#define BUTTON_TIME_ENABLE_OPTION 0x00000002
#define BUTTON_NAME_ENABLE_OPTION 0x00000004
#define BUTTON_MENU_ENABLE_OPTION 0x00000008
#define BUTTON_RAYS_ENABLE_OPTION 0x00000010
#define BUTTON_MICS_ENABLE_OPTION 0x00000020

#define BUTTON_ARCH_PANEL_ENABLE_OPTION 0x00000200

13.3.4 MainPanelOptions
MainPanelOptions: long
Allows setting the display of the CamMonitor panel.

One or more checkboxes can be set.

Information

Show the Archive button

Show time

Show camera name

Show the Menu button

Not used

Not used

Show the archive navigation elements
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Available values:

Value Information

#define MAIN_PANEL_ENABLE_OPTION 0x00000001 Show the panel

#define MAIN_PANEL_ENABLE_SCREENS_BUTTON 0x00000010 Show the Screens button (see Windows layout on the monitor)
#define MAIN_PANEL_ENABLE_BOOKMARK_BUTTON 0x00000020 Show the Create a bookmark button (see Create a bookmark)
#define MAIN_PANEL_ENABLE_BOOKMARK_REVIEW_BUTTON 0x00000040 Show the List of bookmarks button (see List of bookmarks)
#define MAIN_PANEL_ENABLE_AVIEXPORT_BUTTON 0x00000080 Show the Background export button (see The AviExport utility)

13.3.5 KeysOptions

KeysOptions : long

Allows setting the control over the component using the keyboard and the mouse.
One or more checkboxes can be set.

Available values:

Value Description

#define KEYS_ENABLE_OPTION 0x00000001 Enables control over the CamMonitor component using the hotkeys available for Video Monitor
(see Video surveillance monitor)

#define TELEMETRY_DISABLE_OPTION 0x00000002  Disables Telemetry control using the CamMonitor component (see Telemetry control)

#define ARCH_DELETE_ENABLE_OPTION Enables archive recordings deletion from the recordings list (see Deleting video recordings from the
archive)
#define ARCH_PROTECT_ENABLE_OPTION Enables rewrite protection of the archive recordings from the recordings list (see Protection of

separate record and disable of protection)

13.3.6 OverlayMode
OverlayMode: long
Sets the overlay mode.

Available values:

Value Information

0 Overlay is not in use
1 Overlay 1

2 Overlay 2
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13.3.7 How to use parameters

DWORD options = CamMonitorl->CamMenuOptions;

options = options"MENU_CAMS_ENABLE_OPTIONAMENU_ARM_ENABLE_OPTIONAMENU_REC_ENABLE_OPTION;
CamMonitorl->CamMenuOptions = options;

CamMonitorl->CamMenuProcessingOptions ~= MENU_PROCESSING_MASK_ENABLE_OPTION;

13.4 CamMonitor.ocx methods

On the page:

« Connect

« ShowCam

« DoReactMonitor

« RemoveAllCams

+ IsConnected

« GetCurlp

+ SendRawMessage

« Disconnect

+ SetCallBackOption
S

« SetParam

13.4.1 Connect

Connect(BSTRip, BSTR login, BSTR password, BSTR arch_password, long param, long port) set up a connection to the Server/
Video Gate/Backup Archive.

« BSTRip - IP address of the Video server;
« BSTR login - login to connect to the Server (can be blank);
« BSTR password - password to set up a connection to the Video server (can be blank);
« BSTR arch_password - password to access the archive (i.e. admin password, can be blank);
+ long param - Server role. The parameter is mandatory.
« 0-video server;
« 1-backup archive;
+ 2-videogate;
+ long port - port to connect Video server.
« if 0,1 0or2 are passed, the connection is established with port 900, 901 or 902 correspondingly;
« if 100 is passed, the connection is with port 10504;
« if any onter value passed, the connection is with port number "port + 20000". For example, if port=900, the
connection is established with server port 20900.

The connection to Server is set up asynchronously.

A mportant!

If login and password are not specified at Connect() method call, all cameras are viewable in the control. It is to be
considered when developing third-party application if access privileges are relevant.
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13.4.2 ShowCam

ShowCam(long cam_id, long compress, long show) shows/hides camera on the monitor.

+ long cam_id - camera ID

+ long compress - level of video compression 0-5 (for local camera =0). If set to -1, video stream is displayed directly from
the camera without compression.

+ long show - checkbox: show/hide camera (1/0)

13.4.3 DoReactMonitor
DoReactMonitor(BSTR react_string) - control over the monitor/cameras
« BSTRreact_string - reaction string view

How to create react_string:

react_string = "MONITOR| | ARCH_FRAME_TIME |cam<3>,date<dd-mm-yy>,time<hh:mm:ss>";
CamMonitorl->DoReactMonitor(react_string);

The result of calling the function with the parameter: camera 3 will be in the archive mode and the archive will be positioned
to date «dd-mm-yy» and time «<hh:mm:ss» (date and time are to be set in this format only).

The mode parameter takes the following values:

0 - video gate if it's specified (otherwise, video server).
1 -video server.

2 - long-time archive.

“MONITOR|<id ignored>|ARCH_FRAME_TIME]|...”

() Note:

Positioning accuracy can be specified in milliseconds, for instance:
DoReactMonitor (“MONITOR| | ARCH_FRAME_TIME |cam<3>,date<02-10 05>,time<12:12:22.345>

Example. Show 2nd stream from camera 14 on Monitor 1:
"MONITOR|1|ADD_CAM|cam<14>,cam_id<14>,compress<l>stream_id<14.2>"
Exapmle. Set fps = 1 when viewing archive from Camera 11

"MONITOR||CAM_PARAMS|cam<11>;arch_fps<1>"

13.4.4 RemoveAllCams

RemoveAllCams() : long - remove all cameras from the monitor

13.4.5 IsConnected

IsConnected() : boolean - method shows if the Video server is connected or disconnected.

13.4.6 GetCurlp

GetCurlp() : BSTR - returns the IP address of Server specified when calling Connect.
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13.4.7 SendRawMessage
SendRawMessage(BSTR msg) - sends the command to be executed to Video server.
+ BSTR msg - command string view

How to call a function:

m_Cam.SendRawMessage ("CAM|1|REC");

m_Cam.SendRawMessage ("CAM|1|REC_STOP");

m_Cam.SendRawMessage ("CAM|1|ARM");

m_Cam.SendRawMessage ("CAM|1|DISARM");

13.4.8 Disconnect

Disconnect() - disconnect from the Video server.

13.4.9 SetCallBackOptions
SetCallBackOptions(int cam_id, int options) - sets parameters of getting video from camera.

« intcam_id - camera ID (number).
« int options - options. The possible values of the options parameter are:

« WithoutVideoFrame = 0x00 - do not send frames from the video module.

« WithVideoFrame = 0x01 - send frames from the video module.

« WithExtendedParams = 0x02 - get frames with extended parameters (time, fps, subtitles).

« WithInformationLayout = 0x04 - display video in the window with control elements (context menu).
« WithCompressedData = 0x08 - display video in the native format without decompression (if any).

+ WithoutDecode = 0x10 - disable video decoding on the server.
+ WithoutSubtitles=0x20 - disable subtitles.

() Note

The options parameter is created the same as parameters of the CamMonitor.ocx component - see CamMonitor.ocx
parameters.

13.4.10 SetParam

SetParam(BSTR param_name, BSTR param_value) - sets the number of camera windows in CamMonitor.

« BSTR param_name - a string representation of the length or width.
« BSTR param_value - the number of camera windows.

How to call a function:

m_cam.SetParam("monitor_ch", m_NH);
m_cam.SetParam("monitor_cw", m_NW);
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13.5 CamMonitor.ocx events

OnCamlListChange (long cam_id, long action) - occurs when there is connection with the Server or the number of cameras on
the Server changes.

+ long cam_id - camera ID.
« long action equals 1, if camera with id == cam_id exists, otherwise action == 0.

This event occurs as many times as there are cameras on the Server. The negative value of the cam_id parameter (cam_id <0)
shows that OnCamListChange is not called.

If there are 3 cameras (1, 2, 3) on the Server, then the following events will occur one after another:
1)
1)
1)
1)

CamListChange(1

CamListChange(2

CamListChange(3,
CamListChange(-1
Example:

Show the camera with cam_id =2 with compress =1 compression level;

CamMonitorlCamListChange(long cam_id, long action)

{
if(cam_id == -1)
{
CamMonitorl->ShowCam(2,1,1);
}
}
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14 Intellect HTTP API

14.1 General information on HTTP API
HTTP APl is represented by web2 module (Web-server 2.0).

() Note.

See Administrator's Guide, Configuring the server for the clients connection via the Web-server 2.0 module section.

HTTP API allows the following features:

1. Getinformation about interactive maps: map list, map name, map layer list, layer parameters, layer background image,
information about the list of points and an individual point on the layer (see Map).

2. Getinformation about object classes created on the Server, a list of states for the object class and information about
status, icons for a specific state (see Object classes).

3. Get a list of objects created on the server, information about the individual object, the state of the object, the list of

available actions with the object (see Objects).

Receive events from the Server both separately and by blocks (see Getting events).

Send commands to the server (see Sending commands to server).

Run macros (see Macros).

Work with video: get frames, request configuration, receive live and archive video, manage recording, arm and disarm

cameras, manage telemetry (see Video).

Get live and archive sound (see Sound).

Send events and reactions to the core of the Intellect software (see Sending reactions and events to Intellect using HTTP

request).

No o s

©

The following notation is used in the examples shown in this section:

« Port stands for port number. The default Web-server 2.0 module port is 8085. Specifying port in HTTP APl commands is
mandatory.
« /web2 - web context where the web2 app operates. This is the web-app context.

Further the description will be omitted when query action is clear in the context.

& mportant!

URL, id of objects and file extension are case-sensitive.

() Note.
Date and time are specified in RFC 3339 format, see details at http://www.ietf.org/rfc/rfc3339.txt

14.1.1 Authorization

Authorization is needed for requests. Two types of authorization are supported: Basic and Bearer.

With the Basic authorization type, it is necessary to add user data to all HTTP requests in the following form:

http://[username] : [password]@[IP-address]: [port]/web2

With the Bearer authorization type, the token received from the web server is used (see Authorization using a token key).
14.1.2 Default response format

By default, the response is in the JSON format. The default response in XML format can be enabled on the settings panel of the
Web server 2.0 object (see Configuring default response type for HTTP APl requests). Also, the response format can be explicitly
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specified in the Accept header, for example application/json or application/xml. The response format specified in the request
has a higher priority than the default response format specified on the settings panel of the Web server 2.0 object.

14.1.3 Cross domain requests (CORS)

To perform cross-domain requests or to access the necessary headers in the response (for example, due to CORS browser policy
restrictions), it is necessary to specify Origin (the domain of the site from which the request is made) in the request header. In this
case, the response will contain the Access-Control-Allow-Origin header, which indicates that the resource can be accessed from
the specified domain in a cross-site manner. The Access-Control-Allow-Origin: * header indicates that the resource can be
accessed from any domain in a cross-site manner.

14.2 Product version

14.2.1 General request format:
http://IP-address:port/web2/product/version

14.2.2 Request example:
GET http://127.0.0.1:8085/web2/product/version

14.2.3 Response example:

The response is text/plain line like:

Intellect/4.11.2.2875

It means that the server supports the protocol described in this document. The line can change depending on the product
version. This helps to distinguish 2 web servers with similar functionality but different protocols in different products.

14.3 Authorization using a token key

Authorization in Intellect using a token key provides the following capabilities:

+ To specify a token in the "token" parameter in a url request instead of specifying the "login" and "password" parameters.
Example of a video request with authorization in Intellect using a token key:

http://127.0.0.1:80/video/action.do?
normalize=true&version=4.10.0.0&video_in=CAM:1&token=EoHWC_zXFILImBOhL4QgjPc5624cIXMF

« To use the Bearer Token Authentication in the "Authorization" parameter in the request header.
Example:

Authorization: Bearer PJ_eHSwUsqjXX7PRZMB8hm_zKEnCg3hE"

14.3.1 General format of request:
GET/POST http://{login}:{password}@IP-address:port/token?expires_in={expires_in}
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14.3.2 Request parameters:

Parameter Is required Description

login No User login in Intellect, if specified

password No User password in Intellect, if specified

expires_in No Token validity time in seconds. The maximum value is 1 day. The token expires after a

specified period of time.
The default value is 1800.
To log out, specify the value 0.

Note. There can be only 1 token for each user.

14.3.3 Request example:
GET/POST http://USER:PASSWORDE@127.0.0.1:80/token?expires_in=1800

14.3.4 Response example:

{
"access_token":"PJ_eHSwUsqjXX7PRZMB8hm_zKEnCg3hE"

"token_type":"bearer"
"expires_in":"18600"

3

14.3.5 Response parameters:

Parameter Description

access_token  Token

token_type Token type

expires_in Token validity time in seconds
14.4 Maps
Configuration
Map Object class
Camera 1
[ Camera 2 B+ Camera
’Apcl,\ulj e Points —1:1— Camera 3 —:1—

. 2L 3 1 “ Sensor

Layer 0 s ensor
e s Sensor 2 I Rele
D2,y

Layer 1 B Rele 1
Rele 2

Several maps can be created on the server. Each map can consists of one or more layers. There are points on each layer. Each
point corresponds to one of the objects in configuration.
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Configuration - objects in Intellect. Each object represents the object of specific class. Each object has one state and the list of

actions to be performed.

The object class describes its icons, possible states and possible actions with the object in each state.

14.4.1 Getting the list of maps

14.4.1.1 General request format:
GET http://IP-address:port/web2/secure/kartas/

14.4.1.2 Request example:
GET http://127.0.0.1:8085/web2/secure/kartas/

14.4.1.3 Response example:

<kartas>
<karta>
<id>2</4d>
<layers>
<layer>
<geo_h>10.0</geo_h>
<height>578</height>
<id>2</4d>
<lat_b1>43.5905</lat_b1l>
<lat_br>43.6875</lat_br>
<lat_c>43.6395</lat_c>
<lat_t1>43.5914</lat_t1>
<lat_tr>43.6885</lat_tr>
<lon_b1>43.4584</lon_b1>
<lon_br>43.4599</lon_br>
<lon_c>43.4809</lon_c>
<lon_t1>43.5018</lon_t1>
<lon_tr>43.5033</lon_tr>
<mapId>2</mapId>
<name>Layer 2</name>
<points>
<point>
<id>CAM:1</4id>
<layerId>2</layerId>
<mapId>2</mapId>
<angle>0.0</angle>
<geo_angle>0.0</geo_angle>
<latitude>43.47727</latitude>
<longitude>43.602381</1longitude>
<x>95.0</x>
<y>329.0</y>
</point>
</points>
<width>800</width>
<zoomDef>1.0</zoomDef>
<zoomMax>4.0</zoomMax>
<zoomMin>0.25</zoomMin>
<zoomStep>0.25</zoomStep>
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</layer>
</layers>
<name>Map 2</name>
</karta>
</kartas>

14.4.1.4 Response parameters

Parameter Description

<karta> group parameters

Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

id

name

layers

Map ID

Map name

Layer list

<layer> group parameters

geo_h Height mark (see Configuring map binding to coordinate grid)
height Layer substrate height in pixels
width Layer substrate width in pixels
id Layer ID

lat_bl Latitude: bottom left corner
lat_br Latitude: bottom right corner
lat_c Latitude: center

lat_tl Latitude: top left corner

lat_tr Latitude: top right corner
lon_bl Longitude: bottom left corner
lon_br Longitude: bottom right corner
lon_c Longitude: center

lon_tl Longitude: top left corner
lon_tr Longitude: top right corner
mapld Map ID
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Parameter Description

name Layer name

points List of points on the layer
zoomDef Default scale

zoomMax Minimum scale

zoomMin Maximum scale
zoomStep Scale

<point> group parameters

id Object type and ID in the format TYPE:ID

layerld Layer ID

mapld Map ID

angle Object icon rotation angle

geo_angle Viewing angle (for camera, see Configuring the camera viewing angle display on the Map)
latitude Latitude (object coordinate)

The parameter has non-zero value if:

1. Anexternal map is used for the layer background (see Configuring the external Map server), or
2. The layer is tied to geo coordinates (see Configuring map binding to coordinate grid).

longitude Longitude (object coordinate)

The parameter has non-zero value if:
1. Anexternal map is used for the layer background (see Configuring the external Map server), or
2. The layer is tied to geo coordinates (see Configuring map binding to coordinate grid).

X The coordinate of the point relative to the substrate along the X axis

y The coordinate of the point relative to the substrate along the Y axis

14.4.2 Information on one map

14.4.2.1 General request format:
GET http://IP-address:port/web2/secure/kartas/{plan}/
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14.4.2.2 Request parameters:

Parameter Is required

plan Yes

14.4.2.3 Request example:
GET http://127.0.0.1:8085/web2/secure/kartas/2

14.4.2.4 Response example:

<karta>

<id>2</4d>

<name>This is plan of a building</name>
</karta>

14.4.2.5 Response parameters:

Parameter
id
name

14.4.3 The list of layers for specific map

14.4.3.1 General request format:

Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

Description
Map ID

Map name

GET http://IP-address:port/web2/secure/kartas/{plan}/layers

14.4.3.2 Request parameters:
Parameter Is required

plan Yes

14.4.3.3 Request example:
GET http://127.0.0.1:8085/web2/secure/kartas/2/layers

14.4.3.4 Response example:

<layers>
<layer>
<geo_h>10.0</geo_h>
<height>578</height>
<id>2</4d>
<lat_b1>43.5905</lat_b1l>
<lat_br>43.6875</lat_br>

Description

Map ID

Description

Map ID
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<lat_c>43.6395</1lat_c>
<lat_t1>43.5914</lat_t1>
<lat_tr>43.6885</lat_tr>
<lon_b1>43.4584</1lon_b1l>
<lon_br>43.4599</lon_br>
<lon_c>43.4809</1lon_c>
<lon_t1>43.5018</lon_t1>
<lon_tr>43.5033</lon_tr>
<mapId>2</mapId>
<name>Layer 2</name>
<points>
<point>
<id>CAM:1</id>
<layerId>2</layerId>
<mapId>2</mapId>
<angle>0.0</angle>
<geo_angle>0.0</geo_angle>
<latitude>43.47727</latitude>
<longitude>43.602381</1longitude>
<x>95.0</x>
<y>329.0</y>
</point>
</points>
<width>800</width>
<zoomDef>1.0</zoomDef>
<zoomMax>4.0</zoomMax>
<zoomMin>0.25</zoomMin>
<zoomStep>0.25</zoomStep>

</layer>
</layers>

14.4.3.5 Response parameters

Parameter Description

<layer> group parameters

geo_h

height

width

lat_bl

lat_br

lat_c

lat_tl

Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

Height mark (see Configuring map binding to coordinate grid)

Layer substrate height in pixels

Layer substrate width in pixels

Layer ID

Latitude: bottom left corner

Latitude: bottom right corner

Latitude: center

Latitude: top left corner
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Parameter

lat_tr

lon_bl

lon_br

lon_c

lon_tl

lon_tr

mapld

name

points

zoomDef

zoomMax

zoomMin

zoomStep

<point> group parameters

id

layerld

mapld

angle

geo_angle

latitude

longitude

Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

Description

Latitude: top right corner

Longitude: bottom left corner

Longitude: bottom right corner

Longitude: center

Longitude: top left corner

Longitude: top right corner

Map ID

Layer name

List of points on the layer

Default scale

Minimum scale

Maximum scale

Scale

Object type and ID in the format TYPE:ID

Layer ID

Map ID

Object icon rotation angle

Viewing angle (for camera, see Configuring the camera viewing angle display on the Map)

Latitude (point coordinate)

The parameter has non-zero value if:

1. Anexternal map is used for the layer background (see Configuring the

external Map server), or

2. The layeris tied to geo coordinates (see Configuring map binding to

coordinate grid).

Longitude (point coordinate)

The parameter has non-zero value if:
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Parameter Description

1. Anexternal map is used for the layer background (see Configuring the

external Map server), or

2. Thelayeris tied to geo coordinates (see Configuring map binding to

coordinate grid).

X The coordinate of the point relative to the substrate along the X axis

y The coordinate of the point relative to the substrate along the Y axis

14.4.4 Information on a specific layer

14.4.4.1 General request format:
GET http://IP-address:port/web2/secure/kartas/{plan}/layers/{base}/

14.4.4.2 Request parameters:

Parameter Is required
plan Yes
base Yes

14.4.4.3 Request example:
GET http://127.0.0.1:8085/web2/secure/kartas/2/layers/2/

14.4.4.4 Response example:

<layer>
<height>1000</height>
<id>2</4d>
<mapId>2</mapId>
<name>Base layer for plan</name>
<width>1000</width>
<zoomDef>1.0</zoomDef>
<zoomMax>4.0</zoomMax>
<zoomMin>0.25</zoomMin>
<zoomStep>0.25</zoomStep>

</layer>

14.4.4.5 Response parameters:

Parameter Description
height Layer substrate height in pixels
width Layer substrate width in pixels

Description
Map ID

Layer ID
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Parameter Description
id Layer ID

mapld Map ID

name Layer name
zoomDef Default scale
zoomMax Minimum scale
zoomMin Maximum scale
zoomStep Scale

14.4.5 Layer background

14.4.5.1 General request format:
GET http://IP-address:port/web2/secure/kartas/{plan}/layers/{base}/image.{ext}

14.4.5.2 Request parameters:

Parameter Is required Description

plan Yes Map ID

base Yes Layer ID

ext Yes File extension. Allowed values: png or jpg

14.4.5.3 Request example:
GET http://127.0.0.1:8085/web2/secure/kartas/2/layers/3/image.png

14.4.5.4 Response example:

Image in specified format comes in response.

14.4.5.5 Errors while request execution:
Error Description

404 JPEG extension is specified in the request.

14.4.6 The list of point on the layer

14.4.6.1 General request format:
GET http://IP-address:port/web2/secure/kartas/{plan}/layers/{base}/points/
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14.4.6.2 Request parameters:

Parameter Is required Description
plan No Map ID
base No Layer ID

14.4.6.3 Request example:
GET http://127.0.0.1:8085/web2/secure/kartas/2/layers/2/points/

14.4.6.4 Response example:

(@ Note.

If the display type of the object on the map is different from Image, then an empty response is received. See also
Attaching objects to the layers of interactive map

<points>
<point>
<id>CAM:1</id>
<layerId>2</layerId>
<mapId>2</mapId>
<angle>0.0</angle>
<geo_angle>0.0</geo_angle>
<latitude>43.47727</latitude>
<longitude>43.602381</1longitude>
<x>95.0</x>
<y>329.0</y>
</point>
</points>

14.4.6.5 Response parameters:

Parameter Description

id Object ID in the format "TYPE:ID", for example "CAM:1"

layerld Layer ID

mapld Map ID

angle Object icon rotation angle

geo_angle Viewing angle (for camera, see Configuring the camera viewing angle display on the Map)
latitude Latitude (point coordinate). The parameter has non-zero value if:

1. Anexternal map is used for the layer background (see Configuring the
external Map server), or

2. The layer is tied to geo coordinates (see Configuring map binding to
coordinate grid).
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Parameter Description

longitude Longitude (point coordinate).

The parameter has non-zero value if:

1. Anexternal map is used for the layer background (see Configuring the
external Map server), or

2. The layer is tied to geo coordinates (see Configuring map binding to
coordinate grid).

X X coordinate of the upper left corner of the object icon

y Y coordinate of the upper left corner of the object icon

The coordinate plane is attached to the layer as follows:

(0,0) X

L A
l.e. x and y cannot be negative, but can be fractional.

14.4.7 Information on a specific point on the layer

14.4.7.1 General request format:
GET http://IP-address:port/web2/secure/kartas/{plan}/layers/{base}/points/{CAM:id}

14.4.7.2 Request parameters:

Parameter Is required Description

plan No Map ID

base No Layer ID

CAM:id Yes Object ID in the format "TYPE:ID", for example "CAM:1"

14.4.7.3 Request example:
GET http://127.0.0.1:8085/web2/secure/kartas/plan/layers/base/points/CAM:2

14.4.7.4 Response example:

<point>
<id>CAM:2</id>
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<layerId>base</layerId>
<mapId>plan</mapId>
<x>200.0</x>
<y>200.0</y>

</point>

14.4.7.5 Response parameters:
Parameter

id

layerld

mapld

X

14.5 Object classes

Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

Description

Object ID in the format "TYPE:ID", for example "CAM:1"
Layer ID

Map ID

X coordinate of the upper left corner of the object icon

Y coordinate of the upper left corner of the object icon

14.5.1 The list of object classes on the server

14.5.1.1 General request format:

GET http://IP-address:port/web2/secure/objectClasses

14.5.1.2 Request example:

GET http://127.0.0.1:8085/web2/secure/objectClasses

14.5.1.3 Response example:

<objectClasses>
<objectClass>
<id>GRELE</id>
</objectClass>
<objectClass>
<id>USERS</id>
</objectClass>
<objectClass>
<id>CAM</id>
</objectClass>
<objectClass>
<id>RIGHTS</id>
</objectClass>
<objectClass>
<id>GRAY</1id>
</objectClass>
</objectClasses>
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14.5.1.4 Response parameters:

Parameter Description

id Object class ID

14.5.2 Specific object class

14.5.2.1 General request format:
GET http://IP-address:port/web2/secure/objectClasses/{objectClass}/

14.5.2.2 Request parameters:

Parameter Is required Description

objectClass Yes Object class ID

14.5.2.3 Request example:
GET http://127.0.0.1:8085/web2/secure/objectClasses/GRELE/

14.5.2.4 Response example:

<objectClass>
<id>GRELE</id>
</objectClass>

14.5.2.5 Response parameters:

Parameter Description

id Object class ID

14.5.3 The list of states for a specific object class

14.5.3.1 General request format:
GET http://IP-address:port/web2/secure/objectClasses/{objectClass}/states/

14.5.3.2 Request parameters:

Parameter Is required Description

objectClass Yes Object class ID

14.5.3.3 Request example:
GET http://127.0.0.1:8085/web2/secure/objectClasses/GRELE/states/
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14.5.3.4 Response example:

<states>
<state>
<id>off</id>
</state>
<state>
<id>on</id>
</state>
<state>
<id>disabled</id>
</state>
</states>

14.5.3.5 Response parameters:

Parameter Description

id The ID of all possible states of the object class

14.5.4 Information on a specific state

14.5.4.1 General request format:

GET http://IP-address:port/web2/secure/objectClasses/{ObjectClass}/states/{State}/

14.5.4.2 Request parameters:

Parameter Is required
ObjectClass Yes
State Yes

14.5.4.3 Request example:
GET http://127.0.0.1:8085/web2/secure/objectClasses/GRELE/states/off/

14.5.4.4 Response example:

<state>
<id>off</id>
</state>

14.5.4.5 Response parameters:

Parameter Description

id Object class state ID

Description
Object class ID

Object class state ID
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14.5.5 Getting the icon for a specific state

14.5.5.1 General request format:
GET http://IP-address:port/web2/secure/objectClasses/{ObjectClass}/states/{State}/image.png

14.5.5.2 Request parameters:

Parameter Is required Description
objectClass Yes Object class ID
State Yes Object class state ID

14.5.5.3 Request example:
GET http://127.0.0.1:8085/web2/secure/objectClasses/GRELE/states/off/image.png

14.5.5.4 Response example:

The answer will be a png image.
14.5.6 The list of events for a specific object class

14.5.6.1 General request format:
GET http://IP-address:port/web2/secure/objectClasses/{ObjectClass}/events/

14.5.6.2 Request parameters:
Parameter Is required Description

ObjectClass Yes Object class ID

14.5.6.3 Request example:
GET http://127.0.0.1:8085/web2/secure/objectClasses/GRELE/events/

14.5.6.4 Response example:

<events>
<event>
<id>23</1d>
<sid>grele.disable</sid>
<description>Disable rele</description>
</event>
<event>
<id>24</4d>
<sid>grele.enable</sid>
<description>Enable rele</description>
</event>
</events>
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14.5.6.5 Response parameters:

Parameter Description
id Object ID

sid Event command
description Event description

14.6 Objects
14.6.1 Getting list of all server objects

14.6.1.1 General request format:
GET http://IP-address:port/web2/secure/configuration?pageltems={pageltems}&page={page}

14.6.1.2 Request parameters:

Parameter Is required Description

pageltems No Sets the number of objects displayed on the page. The value must be
greater than 0, by default page=1000.

The page parameter only applies when the pageltems parameter is
specified

page No Sets the page number displayed as a result of the request. The value
must be greater than 0, by default pageltems=1

& Attention!
If there are many objects in the system (>1000) they are to be displayed by pages.

Processing of all objects is performed page by pare until an empty array is received.

14.6.1.3 Request example:
GET http://127.0.0.1:8085/web2/secure/configuration

14.6.1.4 Response example:
The request returns the list of the following objects with states:

« cameras added to the Web-server with IDs of linked microphones, dynamics, PTZ devices, presets, as well as monitors and
displays to which the camera added (see also Selecting and configuring cameras for the Web-server module);

« displays and monitors on which the cameras added to the Web-server are displayed;

« cameras added to maps selected for Web Server 2.0 are returned - see Selecting maps;

+ sensors;

« relays;

+ macros;

« RTSP servers with ports used, cameras added;

« list of zones and regions.
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lllll’

"name": "Area 1",
"regions": [

{

ll-idll: lll-lll’

"zoneId": "1",

"name": "Region 1.1",
"zoneDescription": "Zone description"

"type": "DISPLAY",

ll-idll:

"DISPLAY:1",

"eXtId": Illll’
"name": "Display 1",
"displayId": "1",
"state": {
"id": "normal",
"type": "NORMAL",
"fullState": null

"type'": "MACRO",

ll-idll:

"MACRO:2",

"eXtId": IIZII’

"name": "Macro 2",

"state": {
"id": "normal",
"type": "NORMAL",
"fullState": null

"type": "STREAMING_SERVER",

ll-idll:

"STREAMING_SERVER:1",

"eXtId": Illll’

"name": "RTSP Server 1",

"state": {
"id": "normal",
"type": "NORMAL",
"fullState": null

I

llportll: l|554l|’
"CamS": lll;;;;;;ll

lltypell: IICAMII’

ll-idll:

"CAM:1",

"eXtId": Illll’
"name": "Camera 1",
"displayId": "1",
"monitorId": "1",
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"state": {

"id": "connected_recording",

"type'": "NORMAL",

"fullState": "DISARMED|RECORDER_ON|RECORDING"
3,

"presets": []

"typeﬂ: "SLAVE"’
"id": "SLAVE:R-GYZYEV",
"extId": "R-GYZYEV",
"name": "Computer DESKTOP-JHRURJJ",
"state": {
"id": "connected",
"type'": "NORMAL",
"fullState": null

"type'": "MONITOR",
"id": "MONITOR:1",
"eXtId": HlH’
"name": "Monitor 1",
"displayId": "1",
"monitorId": "1",
"state": {
"id": "normal",
"type'": "NORMAL",
"fullState": null
3,
"camList": [
"l"

XML:

<baseObjects>
<CAM>

<displayId>1</displayId>

<extId>9</extId>

<geo_angle>0.0</geo_angle>

<id>CAM:9</+id>

<latitide>-98.0533</latitide>

<longitude>56.4089</1longitude>

<monitorId>1;2</monitorId>

<name>Camera 9</name>

<regionId />

<state>
<fullState>DISARMED</fullState>
<id>connected</id>
<type>NORMAL</type>

</state>

<type>CAM</type>

<additionalInfo />
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<micId />
<presets />
<speakerId />
<telemetryId />

</CAM>

<baseObject>
<displayId>1</displayId>
<extId>1</extId>
<id>DISPLAY:1</1id>
<name>Display 1</name>
<state>

<id>normal</id>
<type>NORMAL</type>

</state>
<type>DISPLAY</type>

</baseObject>

<CAM>
<displayId>1</displayId>
<extId>5</extId>
<geo_angle>0.0</geo_angle>
<id>CAM:5</id>
<latitide>-97.6674</latitide>
<longitude>56.3588</1longitude>
<monitorId>1</monitorId>
<name>pos</name>
<regionId />
<state>

<fullState>DISARMED</fullState>

<id>connected</id>
<type>NORMAL</type>
</state>
<type>CAM</type>
<additionalInfo />
<micId />
<presets />
<speakerId />
<telemetryId />
</CAM>
<STREAMING_SERVER>

<extId>1</extId>
<1d>STREAMING_SERVER:1</id>
<name>RTSP Server 1</name>
<state>
<id>normal</id>
<type>NORMAL</type>
</state>
<type>STREAMING_SERVER</type>
<port>5543</port>
</STREAMING_SERVER>
<CAM>
<displayId>1</displayId>
<extId>1</extId>
<geo_angle>0.0</geo_angle>
<id>CAM:1</id>
<latitide>-98.3293</latitide>
<longitude>56.741</longitude>

Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

Intellect HTTP API - 92



Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

<monitorId>1;2</monitorId>
<name>Camera 1</name>
<regionDescription />
<regionId>1.1</regionId>
<regionName>Region 1.1</regionName>
<state>
<fullState>DISARMED</fullState>
<id>connected</id>
<type>NORMAL</type>
</state>
<type>CAM</type>
<zoneld>1</zoneld>
<zoneName>Area 1</zoneName>
<additionalInfo />
<micId />
<presets />
<speakerId />
<telemetryId />
</CAM>
<SLAVE>
<extId>R-GYZYEV</extId>
<id>SLAVE:R-GYZYEV</1id>
<name>LOCALHOST</name>
<state>
<id>connected</id>
<type>NORMAL</type>
</state>
<type>SLAVE</type>
</SLAVE>
<baseObject>
<displayId>1</displayId>
<extId>2</extId>
<id>MONITOR:2</id>
<monitorId>2</monitorId>
<name>Monitor 2</name>
<state>
<id>normal</id>
<type>NORMAL</type>
</state>
<type>MONITOR</type>
</baseObject>
<baseObject>
<displayId>1</displayId>
<extId>1</extId>
<id>MONITOR:1</id>
<monitorId>1</monitorId>
<name>Monitor 1</name>
<state>
<id>normal</id>
<type>NORMAL</type>
</state>
<type>MONITOR</type>
</baseObject>
</baseObjects>
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14.6.1.5 Response parameters:

Parameter Description

General parameters

extld Object ID

id Object type and ID in the format TYPE:ID

name Object name

state Object state. The <id>, <type> and <fullState> description see in State of a specific object
type Object type

Specific parameters

cams List of cameras added to the RTSP Server with semicolon as a separator
port Port used by RTSP Server

regionDescription Region description

regionld ID of the region to which the object is added

regionName Region name

zoneld ID of the zone to which the object is added

zoneName Zone name

latitide Latitude (object coordinate).

The parameter has non-zero value if:

1. Anexternal map is used for the layer background (see Configuring the external Map server), or
2. The layeris tied to geo coordinates (see Configuring map binding to coordinate grid)

longitude Longitude (object coordinate).
The parameter has non-zero value if:

1. Anexternal map is used for the layer background (see Configuring the external Map server), or
2. The layer is tied to geo coordinates (see Configuring map binding to coordinate grid)

monitorld For camera: ID of the monitor to which the camera is added. If there are several IDs, they are separated by a semicolon ";"
monitorName For monitor: name of the monitor

geo_angle For camera: viewing angle (for camera, see Configuring the camera viewing angle display on the Map)

additionallnfo For camera: the Additional info field value

micld For camera: the ID of the associated microphone

presets For camera: preset list

speakerld For camera: the ID of the associated speaker

telemetryld For camera: the ID of the PTZ control panel
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Parameter Description

displayld For interface objects: display ID. If there are several IDs, they are separated by a semicolon ";"
displayName For display: display name

camList For monitor: IDs of cameras added to the monitor separated by semicolon ";"

14.6.2 Information on a specific object

14.6.2.1 General request format:
GET http://IP-address:port/web2/secure/configuration/{objectClass}:{id}/

14.6.2.2 Request parameters:

Parameter Is required Description
ObjectClass Yes Object class ID
id Yes Object ID

14.6.2.3 Request example:
GET http://127.0.0.1:8085/web2/secure/configuration/GRAY:2/

14.6.2.4 Response example:

<GRAY>
<id>GRAY:2</1id>
<name>Gray 2</name>
<state>
<id>alarmed</id>
</state>
</GRAY>

14.6.2.5 Response parameters:

Parameter Description

id Object ID in the format "TYPE:ID", for example "CAM:1"
name Object name in Intellect

state id The current state of the object

14.6.3 State of a specific object

14.6.3.1 General request format:
GET http://IP-address:port/web2/secure/configuration/{objectClass}:{id}/state/
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Parameter

objectClass

id

14.6.3.3 Request example:
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Is required

GET http://127.0.0.1:8085/web2/secure/configuration/GRAY:2/state/

14.6.3.4 Response example:

<GRAY>
<id>GRAY:2</1id>
<name>Gray 2</name>
<state>
<id>alarmed</id>
</state>
</GRAY>

14.6.3.5 Response parameters:

Parameter

fullState

id

type

Description

Full object state as stored in the database

Object state in terms of HTTP API

Object state in terms of HTTP API

Possible values of fullState parameter for a sensor are as follows:

Sensor state

Armed + Closed

Armed + Closed+ Alarm

Armed + Closed+ Alarm confirmed
Armed + Closed+ Connection lost
Disarmed + Closed

Disarmed + Closed+ Alarm

Disarmed + Closed+ Alarm confirmed
Disarmed + Closed+ Connection lost
Armed + Opened

Armed + Opened+ Alarm

fullState in web request
ON,ARMED

ON,ALARMED

ON,CONFIRMED
ON,DETACHED_DISARM
ON,DISARMED

ON,ALARMED

ON,CONFIRMED
ON,DETACHED_DISARM
ARMED,OFF

OFF,ALARMED

Description

Object class ID

Object ID

dbo.state
ON|ARMED
ON|ALARMED
ON|CONFIRMED
ON|DETACHED_DISARM
ON|DISARMED
ON|ALARMED
ON|CONFIRMED
ON|DETACHED_DISARM
ARMED|OFF

OFF|ALARMED
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Sensor state fullState in web request dbo.state

Armed + Opened+ Alarm confirmed OFF,CONFIRMED OFF|CONFIRMED

Armed + Opened+ Connection lost DETACHED_DISARM,OFF DETACHED_DISARM|OFF
Disarmed + Opened DISARMED,OFF DISARMED|OFF
Disarmed + Opened+ Alarm OFF,ALARMED OFF|ALARMED

Disarmed + Opened+ Alarm confirmed OFF,CONFIRMED OFF|CONFIRMED
Disarmed + Opened+ Connection lost DETACHED_DISARM,OFF DETACHED_DISARM|OFF

14.6.4 The list of available actions with the object in a specific state

The list of actions is requested not by the object class, but is taken in the context of a specific object as various user rights are
possible for the objects of the same class. Information on how to use this list is given in Sending commands to server section.

14.6.4.1 General request format:
GET http://IP-address:port/web2/secure/configuration/{objectClass}:{id}/state/actions/

14.6.4.2 Request parameters:

Parameter Is required Description
ObjectClass Yes Object class ID
id Yes Object ID

14.6.4.3 Request example:
GET http://127.0.0.1:8085/web2/secure/configuration/GRAY:2/state/actions/

14.6.4.4 Response example:
XML
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<actions>
<action>
<description>Disarm</description>
<hidden>false</hidden>
<id>DISARM</id>
</action>
<action>
<description>Arm</description>
<hidden>false</hidden>
<id>ARM</dd>
</action>
<action>
<description>Classify alarm</description>
<hidden>false</hidden>
<id>CONFIRM</1id>
</action>
</actions>

If the object state considers no actions, then xmlis:

<actions/>

14.6.4.5 JSON

[
{
"id": "DISARM",
"description": "Disarm",
"hidden": false,
"react": {
"sourceType": "MACRO",
"sourceId": "DISARM",
"action": "RUN",
"params": {3},
"name": "React",
"version": 1
}
},
{
ll-idll: IIARMII,
"description": "Arm",
"hidden": false,
"react": {
"sourceType": "MACRO",
"sourceId": "ARM",
"action": "RUN",
"params": {3},
"name": "React",
"version": 1
}
},
{

"id": "CONFIRM",
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"description": "Classify alarm",
"hidden": false,
"react": {
"sourceType": "MACRO",
"sourceId": "CONFIRM",
"action": "RUN",
"params": {},
"name": "React",
"version": 1

14.6.4.6 Response parameters:

Parameter Description
description User-friendly name of the reaction
hidden true - the reaction is not displayed in the interface (on the map, in macros, etc.)

false - the reaction is displayed in the interface

id System name of the reaction

"react" block in the JSON response

sourceType Type of object that can run action
sourceld System name of the reaction

action Reaction of the sourceType

params Available parameters of the reaction
name Action type: Event or React

version Version

14.6.5 Getting list of all zones and regions

14.6.5.1 General request format:
GET http://IP-address:port/web2/secure/configuration/zones

14.6.5.2 Request example:
GET http://127.0.0.1:8085/web2/secure/configuration/zones

14.6.5.3 Response example:
JSON:
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ll-idll: lllll’
"name": "Zone 1",
"regions": [
{
ll-idll: lll.lll’
"zoneId": "1",
"name":"Region 1.1",
"zoneDescription": "Zone description"
}
1
s
{
ll-idll: ll2ll’
"name": "Zone 2",
"regions": [
{
ll-idll: ll2.lll’
"zoneId": "2",
"name": "Region 2.1",
"zoneDescription": "Zone description"
}
1
}
1
XML:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<zones>
<zone>
<id>1</4d>
<name>Zone 1</name>
<regions>
<id>1.1</4d>
<name>Region 1.1</name>
<zoneDescription>Zone description</zoneDescription>
<zoneIld>1</zoneld>
</regions>
</zone>
<zone>
<id>2</4d>
<name>Zone 2</name>
<regions>
<id>2.1</4d>
<name>Region 2.1</name>
<zoneDescription>Zone description</zoneDescription>
<zoneIld>2</zoneld>
</regions>
</zone>
</zones>

Intellect HTTP API - 100



Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

14.6.5.4 Response parameters:

Parameter Description

id ID of the zone/region

name Name of the zone/region in Intellect
zoneDescription Zone description

14.7 Getting events

Getting events from the cameras that changed their state during the request execution (~30-60 seconds).

14.7.1 General request format:
http://IP-address:port/web2/secure/feed/

14.7.2 Request example:
http://127.0.0.1:8085/web2/secure/feed/

14.7.3 Response example:

<message>
<action>update</action>
<objectId>CAM:1</objectId>
<state>disconnected</state>
</message>

<message>
<action>state</action>
<objectId>CAM:1</objectId>
<x>10.0</x>
<y>123.9</y>

</message>

<message>
<action>state</action>
<objectId>CAM:1</objectId>
<state>connected</state>
<x>300.8</x>
<y>670</y>

</message>

<message>
<action>state</action>
<objectId>CAM:1</objectId>
<x>100< /x>
<y>100</y>

</message>

<message>
<action>ping</action>
</message>
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14.7.4 Response parameters:

Parameter Description

action Type of event. Possible values: create, delete, update

objectld id of the object that is the source of event (always with update, delete, create)

state id of a new object state (always with create. If the state has not changed, then there is no update state).
X, Y New coordinates, if changed

ts The time and date of the object state change

14.7.5 Getting events of video subsystem in blocks

14.7.5.1 General request format:
GET http://IP-address:port/web2/secure/events/

14.7.5.2 Request parameters:

Parameter Description

from The oldest date of message search period. Example: 2012-12-27T15%3A19%3A16.000%2B03%3A00

to The latest date of message search period. Example: 2012-12-27T15%3A19%3A16.000%2B03%3A00

count Maximum number of messages in reply in the range [1, 200]. Default is 20. Server can return more messages if

there are few messages in the database

objectld Object class and object ID, which are separated by a colon. Examples: CAM:1, GRAY:5, PEOPLE_COUNTER:1 etc.
Events can be received from several objects separated by commas. Example:
objectld=CAM:1,PEOPLE_COUNTER:1 - the response will contain events for camera 1 and counter 1.

If the object ID is not specified in the parameter, then the events by all objects of the specified class will be
returned. Example: objectld=CAM - the response will contain events by all cameras

action Event type. If the parameter is specified, then the response will contain only events of the specified type.

Examples:

« REC - start recording

« REC_STOP - stop recording

+ ARM - arming the camera

+ DISARM - disarming the camera

« disconnected - loss of connection with the camera

14.7.5.3 Request example:

GET http://127.0.0.1:8085/web2/secure/events?
from=2021-05-26T14%3A30%3A30.000%2B03%3A00&t0=2021-05-26T15%3A40%3A30.000%2B03%3A00&count=5&objectld=MAC
RO:7

14.7.5.4 Response example:
XML:
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<event>

<description>Action executed</description>
<1d>{3AED63A0-19BE-EB11-9020-B42E99FDB342}</1d>
<objectId>MACRO:7</objectId>
<addInfo>eventl</addInfo>

<params0®>User 1</params0>

<paramsl>1</paramsl>

<params2/>

<params3/>

<ts>2021-05-26T14:58:05+03:00</ts>
<type>Empty</type>

</event>
<event>

<description>Action executed</description>
<id>{26840B9A-19BE-EB11-9020-B42E99FDB342}</1id>
<objectId>MACRO:7</objectId>
<addInfo>event2</addInfo>

params@>User 1</params0>
<paramsl1l>1</paramsl>

<params2/>
<params3/>
<ts>2021-05-26T14:58:04+03:00</ts>
<type>Empty</type>
</event>
</events>
JSON:
[
{
"jd": "{3AED63A0-19BE-EB11-9020-B42E99FDB342}",
"objectId": "MACRO:7",
"ts": "2021-05-26T14:58:05.000+03:00",
"description": "Action executed",
"addInfo": "eventl",
"type": "Empty",
"params2": nu,
"params3": nu,
"paramsl": "l",
"params@": "User 1"
},
{
"d": "{26840B9A-19BE-EB11-9020-B42E99FDB342}",
"objectId": "MACRO:7",
"ts": "2021-05-26T14:58:04.000+03:00",
"description": "Action executed",
"addInfo": "event2",
"type": "Empty",
"params2": nu,
"params3": nu,
"paramsl": "l",
"params@": "User 1"
}
]
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Return codes:

200-0K

400 - invalid parameter (e.g. date format)

500 - error

503 - error of core connection

504 - time-out (core failed to return data within 2000 milliseconds)

14.8 Sending commands to server

14.8.1 General request format:
PUT http://IP-address:port/web2/secure/configuration/{objectClass}:{id}/state/actions/{CMD}/execute

14.8.2 Request example:

Parameter Is required Description
objectClass Yes Object class ID
id Yes Object ID

CMD Yes Command

Attention! The command name must be in uppercase.

14.8.3 Response example:
PUT http://127.0.0.1:8085/web2/secure/configuration/GRAY:2/state/actions/DISARM/execute

14.9 Macros

Macros - predefined sequence of responses to certain events. Macros are created on the server and have IDs and names. They are
similar to actions with objects, but are not attached to the object.

14.9.1 Getting parameters of macros

14.9.1.1 General request format:
GET http://IP-address:port/web2/secure/actions/

14.9.1.2 Request parameters:
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14.9.1.3 Request example:
GET http://127.0.0.1:8085/web2/secure/actions/

14.9.1.4 Response example:

<action>
<description>Start recording for all cameras</description>
<id>2</14d>

</action>

14.9.1.5 Response parameters:

Parameter Description
description Macro name
id Macro ID

14.9.2 Getting the list of macros

14.9.2.1 General request format:
GET http://IP-address:port/web2/secure/actions/{id}/

14.9.2.2 Request parameters:

Parameter Is required Description

id Yes Macro ID

14.9.2.3 Request example:
GET http://127.0.0.1:8085/web2/secure/actions/2/

14.9.2.4 Response example:

<action>
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<description>Start recording by all cameras</description>
<id>2</4d>
</action>

14.9.2.5 Response parameters:

Parameter Description
description Macro name
id Macro ID

14.9.3 Macros execution on server request

14.9.3.1 General request format:
PUT http://IP-address:port/web2/secure/configuration/{id}/state/actions/RUN/execute

14.9.3.2 Request parameters:

Parameter Is required Description

id Ja Macro type and ID in the format TYPE:ID (for example MACRO:1)

14.9.3.3 Request example:
PUT http://127.0.0.1:8085/web2/secure/configuration/MACRO:1/state/actions/RUN/execute

14.10 Video
14.10.1 Thumbnails request

14.10.1.1 General request format:

14.10.1.1.1 First way

GET http://IP-address:port/web2/secure/video/image.jpg?cam.id={cam.id}&width={width}&height={height}&version={version}
&login={login}&password={password}

14.10.1.2 Request parameters:

Parameter Is required Description
cam.id Yes Camera ID
width No Value can be in [64, 1600] range. Server automatically rounds width to larger

value divisible by 4

Size of returned image is taken from video stream if width parameter are not
set.
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Parameter Is required Description

height No Value can bein [30, 1200] range.
Size of returned image is taken from video stream if height parameter are
not set.

version No See Product version

login No Intellect username, if set

password No Intellect user password, if set

14.10.1.2.1 Second way

GET http://IP-address:port/web2/secure/video/action.do?version={version}&command=frame.video&video_in={video_in}
&imageWidth={imageWidth}&imageHeight={imageHeight}&login={login}&password={password}

14.10.1.3 Request parameters:

Parameter Is required Description

version No See Product version

video_in Yes Camera ID in the format "TYPE:ID", for example "CAM:1"

imageWidth No Value can be in [64, 1600] range. Server automatically rounds width to

larger value divisible by 4

Size of returned image is taken from video stream if width parameter are

not set.

imageHeight No Value can bein [30, 1200] range.
Size of returned image is taken from video stream if height parameter are
not set.

login No Intellect username, if set

password No Intellect user password, if set

14.10.1.4 Request example:

14.10.1.4.1 First way
GET http://127.0.0.1:8085/web2/secure/video/image.jpg?cam.id=5&width=85&version=4.7.8.0&login=USER&password=PASS

14.10.1.4.2 Second way

GET http://127.0.0.1:8085/web2/secure/video/action.do?
version=4.9.0.0&command=frame.video&video_in=CAM:1&imageWidth=400

14.10.1.5 Response example:
Jpgimage of approximately requested size or error code and zero length body (i.e. only headings) will be received in reply.

In case of error the http error code is returned:
404 - camera disabled or not in use (disabled);
403 - invalid password;
426 - old client version;
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429 - too many requests;
444 - camera signal is lost or camera disabled (coaxial conductor disconnected from card);
503 - archive error.

14.10.2 Configuration request

14.10.2.1 General request format:
GET http://IP-address:port/web2/secure/video/config.properties?version={version}&login={login}&password={password}

14.10.2.2 Request parameters:

Parameter Is required Description

version Yes See Product version

login No Intellect username, if set
password No Intellect user password, if set

14.10.2.3 Request example:
GET http://127.0.0.1:8085/web2/secure/video/config.properties?version=4.7.8.0&login=USER&password=PASS

14.10.2.4 Response example:
Config.properties text file.

If a password is set but not specified in the request:

password.enabled=true
login.enabled=true
password.invalid=true#

If the password is correct or access is allowed without the password, then the server sends the following configuration:
password.enabled=true

login.enabled=true
password.invalid=false

cam.0.id=2
cam.0.name=Face
cam.0.rights=11
cam.1l.id=3
cam.l.name=Camera 3
cam.l.rights=11
cam.2.id=5
cam.2.name=Camera 5
cam.2.rights=11
cam.2.telemetry_id=1.1

cam.count=3#
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14.10.2.5 Response parameters:

Parameter Description

password.enabled false - no password required

true - password required

login.enabled false - no login required

true - login required

password.invalid false - specified password is correct

true - specified password is not correct

cam.count Total count of cameras in the configuration (id starts at 0).

cam.N.id Camera ID

cam.N.name Camera name

cam.N.rights Rights (they are checked on the server; available on the client in order not to show the user odd

options). The parameter is represented by flags. If the flag is set, then the interface element is to be
shown; if not - hidden.

static final int RIGHT_VIEW = 0x1; // live video is available (always 1)

static final int RIGHT_CONTROL = 0x2; // control (telemetry, arming and disarming)
static final int RIGHT_CONFIG = 0x4; // reserved

static final int RIGHT_HISTORY = 0x8; // access to archive

cam.N.telemetry_id Telemetry ID (there can be no value if there is no telemetry - then hide telemetry control elements).

14.10.3 Video query

14.10.3.1 General request format:

GET http://IP-address:port/web2/secure/video/action.do?version={version}&sessionid={sessionid}&video_in={video_in}
&normalize={normalize}&imageWidth={imageWidth}&imageHeight={imageHeight}&fps={fps}&login={login}
&password={password}

14.10.3.2 Request parameters:

Parame Is required Description
ter
version Yes See Product version. If version 4.10.0.0 is specified in request, then the stream obtained is in MJPEG format

without XML inserts - it can be displayed on a web page using the IMG tag in Chrome and FireFox browsers. This
feature is implemented for both live and archive video.

Note. Not more than 6 video streams can be received simultaneously.

video_in Yes Camera ID in the format "TYPE:ID", for example "CAM:1"

sessioni No Session ID

d

imageWi No Frame width. Value can be in [64, 1600] range. Server automatically rounds width to larger value divisible by 4
dth
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Parame Is required Description

ter

imageHe  No Frame height. Value can be in [30, 1200] range.
ight

If not, then the size of the returned image is taken from the video stream.

normaliz No true - stretches the image if the frame comes in incorrect proportions
e

fps No Video frame rate

login No Intellect username, if set

passwor No Intellect user password, if set

d

14.10.3.3 Request example:

GET http://127.0.0.1:8085/web2/secure/video/action.do?
version=4.10.0.0&sessionid=1234567890&video_in=CAM:1&imageWidth=200&fps=1&login=USER&password=PASS

14.10.3.4 Response example:

<html>
<head/>
<body>
<img src="path to mjpeg"/>
</body>
</html>

14.10.4 Curlvideo request. Main stream format

14.10.4.1 General request format:

curl-v "http://IP-address:port/web2/secure/video/action.do?fps={fps}&imageHeight={imageHeight}&login={login}
&normalize={normalize}&password={password}&sessionid={sessionid}&version={version}&video_in={video_in}" --output ~/
{output file}.bin

14.10.4.2 Request parameters:

Paramete Is required Description
7

version Yes See Product version. If version 4.10.0.0 is specified in request, then the stream obtained is in MJPEG format
without XML inserts - it can be displayed on a web page using the IMG tag in Chrome and FireFox browsers.
This feature isimplemented for both live and archive video.

Note. Not more than 6 video streams can be received simultaneously.

video_in Yes Camera ID in the format "TYPE:ID", for example "CAM:1"

sessionid No Session ID

Intellect HTTP APl - 110


http://action.do?fps=

Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

Paramete Is required Description

r

imageWidth No Frame width. Value can be in [64, 1600] range. Server automatically rounds width to larger value divisible by 4.

If not, then the size of the returned image is taken from the video stream.

imageHeigh No Frame height. Value can be in [30, 1200] range.
t

If not, then the size of the returned image is taken from the video stream.

normalize No true - stretches the image if the frame comes in incorrect proportions
fps No Video frame rate

login No Intellect username, if set

password No Intellect user password, if set

output file Yes The name of the file to which the requested video will be output
name

14.10.4.3 Request example:

curl -v "http://127.0.0.1:8085/web2/secure/video/action.do?
fps=1&imageHeight=360&login=1&normalize=true&password=1&sessionid=A4D98DDE-A535-49E4-9FB5-
FAD441CBBA43&version=4.10.0.0&video_in=CAM:1" --output ~/output.bin

14.10.4.4 Response example:

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
0 0 0 0 0 0 0 O ——i-—i-= ——i-—i-- ——i--i-- 0% Connected to

172.19.2.6 (172.19.2.6) port 8085 (#0)

*
>

Server auth using Basic with user '1'
GET /web2/secure/video/action.do?

fps=1&imageHeight=360&login=1&normalize=true&password=1&sessionid=A4D98DDE-A535-49E4-9FB5-
FAD441CBBA43&version=4.10.0.0&video_in=CAM:1 HTTP/1.1

AN AN AN AN AN AN AN AN A AN AN AN XV V V VYV

Host: 172.19.2.6:8085
Authorization: Basic MTox
User-Agent: curl/7.74.0
Accept: x/*

Mark bundle as not supporting multiuse

HTTP/1.1 200 OK

Set-Cookie: JSESSIONID=ae532304-e6dc-4al9-8c4f-1el10656140f2; Path=/web2; HttpOnly
Set-Cookie: rememberMe=deleteMe; Path=/web2; Max-Age=0; Expires=Sun, 24-Jan-2021 08:09:52 GMT
Server: ITV-Intellect-Webserver/4.11.2.3000

Date: Mon, 25 Jan 2021 08:09:52 GMT

Cache-Control: no-store, no-cache, must-revalidate, max-age=0

Connection: close

Content-Type: multipart/x-mixed-replace;boundary=videoframe

Pragma: no-cache

X-CameralD: 1

X-SessionID: A4D98DDE-A535-49E4-9FB5-FAD441CBBA43

Closing connection 0
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<
{ [32768 bytes data]

14.10.4.5 Response parameters:

The Content-Type header contains the following parameters:

Parameter Description
multipart/x-mixed-replace Indicates that each subsequent piece of content should replace the previous one
boundary Indicates a text separator between pieces of content

14.10.4.6 Response example:

The output file will contain the following parameters for each piece of requested content:

--videoframe

Content-Type: image/jpeg
Content-Length: 93081

X-Width: 480

X-Height: 360

X-Timestamp: 0.000

X-Time: 2021-01-25T10:06:42.816+03:00

14.10.4.7 Response parameters:

Parameter Description

Content-Type Type of content

Content-Length Piece of content size

X-Width Image width

X-Height Image height

X-Time Absolute frame time

X-Timestamp Relative frame time in seconds (relative to the beginning of the stream)

14.10.4.8 Response example:

If the stream ends due to the server failure, a final packet may be received:

--videoframe

Content-Type: image/jpeg

Content-Length: 106

<video_1in>
<sessionid>A4D98DDE-A535-49E4-9FB5-FAD441CBBA43</sessionid>
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<video_1in>CAM:1</video_in>

<newstate>closed</newstate>

<errcode>103</errcode>
</video_in>

14.10.4.9 Response parameters:

Parameter

sessionid
video_in

errcode

14.10.5 Format of main stream

14.10.5.1 Example request:

HTTP/1.0 200 OK
Connection: close
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Description

session id (same as at start)

Camera ID in the "TYPE:ID" format, for example, "CAM:1"

Error code:

100 - no error.
101 - too many connected users.

102 - incorrect password (theoretically, the password can be changed at any

time of work).
103 - video not available.
104 - old version of the client. Update the version.

Server: ITV-Intellect-Webserver/4.9.0.0
Cache-Control: no-store,no-cache,must-revalidate,max-age=0

Pragma: no-cache

Date: Mon, 13 Jan 2013 10:44:27 GMT

Content-Type: multipart/mixed;boundary=videoframe

--videoframe
Content-Type: text/xml
Content-Length: 138

<video_1in>

<sessionid>FC126734</sessionid>

<video_in>CAM:5</video_1in>
<newstate>started</newstate>
<errcode>100</errcode>

</video_in>

--videoframe

Content-Type: image/jpeg

Content-Length: 23978

X-Width: 320

X-Height: 240

X-Time: 2013-03-15T10:51:44.314+04:00

X-Timestamp: 0.000

Intellect HTTP APl - 113



Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

<jpeg 1image>

--videoframe

Content-Type: image/jpeg
Content-Length: 23651

X-Width: 320

X-Height: 240

X-Time: 2013-03-15T10:51:44.314+04:00
X-Timestamp: 0.152

<jpeg 1image>

14.10.5.2 Response parameters:

Parameter Description

X-Width Image width

X-Height Image height

X-Time Absolute time of frame forming

X-Timestamp Relative frame time in seconds (relatively stream head)

14.10.5.3 Example response:

In case of stream end due to the fault of server, the end packet can be received:

--videoframe

Content-Type: text/xml

Content-Length: 106

<video_1in>
<sessionid>FC126734</sessionid>
<video_1in>CAM:5</video_in>
<newstate>closed</newstate>
<errcode>103</errcode>

</video_in>

14.10.5.4 Response parameters:

Parameter Description

sessionid Session ID (the same as at start).
video_in Camera ID

errcode Error code:

+ 100 - error absence.

+ 101 - too many connected users.

+ 102 - invalid password (theoretically, it's possible to change password at any
moment).
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Parameter Description

« 103 - unavailable video.
+ 104 - old client version. Update version.

14.10.6 Camera managing

14.10.6.1 General request format:

GET http://IP-address:port/web2/secure/video/action.do?version={version}&sessionid={sessionid}&cam.id={cam.id}
&target=CAM&targetid={targetid}&command={command}&login={login}&password={password}

14.10.6.2 Request parameters:

Parameter Is required Description

version Yes See Product version

cam.id Yes Camera ID

sessionid No Session ID

target Yes CAM - "Camera" object class ID
targetid Yes Matches cam.id

command Yes Camera control commands:

« Startrecording: REC

«+ Stop recording: REC_STOP
« Arming: ARM

+ Disarming: DISARM

login No Intellect username, if set

password No Intellect user password, if set

14.10.6.3 Request example:

GET http://127.0.0.1:8085/web2/secure/video/action.do?
version=4.10.0.0&sessionid=29101F1&cam.id=1&target=CAM&targetid=1&command=REC

GET http://127.0.0.1:8085/web2/secure/video/action.do?
version=4.10.0.0&sessionid=29101F1&cam.id=1&target=CAM&targetid=1&command=REC_STOP

GET http://127.0.0.1:8085/web2/secure/video/action.do?
version=4.10.0.0&sessionid=29101F1&cam.id=1&target=CAM&targetid=1&command=ARM

GET http://127.0.0.1:8085/web2/secure/video/action.do?
version=4.10.0.0&sessionid=29101F1&cam.id=1&target=CAM&targetid=1&command=DISARM

@ PTZcontrol
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14.10.7 Authorization by token

To receive a pre-authorized link to the camera (to receive both live or archived video), you must:

+ Execute arequest to get a token;
« Execute arequest for the received token.

14.10.7.1 General request format to get a token:

GET http://IP-address:port/web2/secure/video/action.do?version={version}&sessionid={sessionid}&video_in={video_in}
&enable_token_auth={enable_token_auth}&valid_token_hours={valid_token_hours}&login={login}&password={password}

14.10.7.2 Request parameters:

Parameter Is required Description

version Yes See Product version

video_in Yes Camera ID in the format "TYPE:ID", for example "CAM:1"

sessionid No Session ID

targetid Yes Matches cam.id

login No Intellect username, if set

password No Intellect user password, if set

enable_token_auth Yes Enable authorization by token =1.

valid_token_hours No Signature validation time (in hours). The maximum value is a week.

The default value is 12 hours.

14.10.7.3 Request example:

GET http://127.0.0.1:8085/web2/secure/video/action.do?
version=4.10.0.0&sessionid=FC126734&video_in=CAM:1&enable_token_auth=1&valid_token_hours=
1&login=USER&password=PASS

14.10.7.4 Response example:

{
"path" : "action.do?hmac=GAqUa429sjY2E9jCTpuYeaMgReW3Y7HI"

}

14.10.7.5 Response parameters:

Parameter Description

hmac Token

14.10.7.6 General request format for the received token via Web server 2.0:
GET http://IP-address:port/web2/secure/video/action.do?hmac={hmac}
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14.10.7.7 Request parameters:

Paramete Is required Description
.

hmac Yes Earlier received token

14.10.7.8 Request example:
GET http://127.0.0.1:8085/web2/secure/video/action.do?hmac=GAqUa429sjY2E9jCTpuYeaMqReW3Y7HI

14.10.7.9 General request format for the received token via Web-server 1:

() Note

This request method is deprecated. It is recommended to make a request via the Web server 2.0 module.

GET http://IP-address:{port}/action.do?hmac={hmac}

14.10.7.10 Request parameters:

Paramete Is required Description
.

port Yes Port number specified for HTTP Server connection on the Web server object settings panel (see
Setting the parameters of connecting Clients to the Web-server).

hmac Yes Earlier received token

14.10.7.11 Request example:
GET http://127.0.0.1:80/action.do?hmac=GAqUa429sjY2E9jCTpuYeaMgReW3Y7HI

14.11 PTZ control

14.11.1 General request format:

GET http://{login}:{password}@IP-address:[port]/web2/secure/video/action.do?version={version}&sessionid={session_id}
&cam.id={cam_id}&target=PTZ&targetid={PTZ_device_id}&command={command}&login={login}&password={password}
&speed={speed}&preset={preset}

A mportant!

Login and password must be specified twice in the request: before the IP address and in parameters. In both cases, this
is the same login and password of the Intellect user.

14.11.2 Request parameters:

Param Is required Description
eter
version Yes See Product version
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Param
eter

session
_id

cam_id

PTZ_de
vice_id

comma
nd

login

passwo
rd

speed

preset

Is required

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No
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Description

Session ID

Camera ID

ID of the PTZ control panel related to the camera (can be obtained in configuration request - see Getting list of all server
objects)

The command to be executed. It can take one of the following values:

+ RIGHT - panright

o UP-tiltup

« LEFT - pan left

« DOWN -tilt down

« ZOOM_IN -zoomin

« ZOOM_OUT -zoom out

« GO_PRESET - go to the specified preset

+ POINTMOVE - zooming of selected point on the image (x,y)

« AREAZOOM - zooming of selected area on the image (x,y,w,h)

Intellect username, if set

Intellect user password, if set

Command-processing speed (from 0 to 10). It is recommended to use low values due to delays while controlling by network

Number of preset. Required parameter only for the command=GO_PRESET. Otherwise its value is ignored.

X - x coordinate relatively the image size. It takes values from 0.0 to 1.0. Required parameter only for the
command=POINTMOVE or command=AREAZOOM. Otherwise its value is ignored.

y -y coordinate relatively the image size. It takes values from 0.0 to 1.0. Required parameter only for the
command=POINTMOVE or command=AREAZOOM. Otherwise its value is ignored.

w - width of zooming area relatively the image size. It takes values from 0.0 to 1.0. Required parameter only for the
command=AREAZOOM. Otherwise its value is ignored.

h - height of zooming area relatively the image size. It takes values from 0.0 to 1.0. Required parameter only for the
command=AREAZOOM. Otherwise its value is ignored.

14.11.3 Request example:

GET http://user:pass@127.0.0.1:8085/web2/secure/video/action.do?
version=4.10.0.0&cam.id=5cam.id=1&target=PTZ&targetid=1.1&command=RIGHT&login=user&password=pass&speed=2

@ Cameramanaging

14.12 Using the archive

Video archive stream is sent on the same format as live video.
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14.12.1 Getting list of records (1st way)

14.12.1.1 General request format:

GET http://IP-address:port/web2/secure/video/action.do?version={version}&sessionid={sessionid}&video_in={video_in}
&command=arc.intervals&time_from={time_from}&time_to={time_to}&max_count={max_count}
&split_threshold={split_threshold}&login={login}&password={password}

14.12.1.2 Request parameters:

Parameter

version

sessionid
video_in
command
time_from
time_to
max_count

split_threshold

login
password

format

14.12.1.3 Request example:

Is required

Yes

No
Yes
Yes
Yes
No
No

No

No
No

No

Description

See Product version

Session ID

Camera ID in the format "TYPE:ID", for example "CAM:1"
Command to receive list of records: arc.intervals

Start of interested time range

End of interested time range

Maximal number of records in reply

Time for combining several intervals (in seconds). Intervals, distance between which will be less than
specified value, will be combined in one.

Intellect username, if set
Intellect user password, if set

Sets the response format (see General information on HTTP API)

GET http://127.0.0.1:8085/web2/secure/video/action.do?
version=4.9.0.0&sessionid=29101F1&video_in=CAM:5&command=arc.intervals&time_from=2013-03-20T00:00:00.000+04:00&time
_t0=2013-03-22723:59:59.999+04:00&max_count=100&split_threshold=10399&login=USER&password=PASS

14.12.1.4 Response example:

XML:

<?xml version="1.0" encoding="UTF-8"2?>
<records count="1" complete="YES" sort="INCREASE">

<record>

<from>2011-09-01T00:00:00-05:00</from>
<t0>2011-09-01T00:00:35-05:00</to>

</record>
<record>

<from>2011-09-01T00:00:35-05:00</from>
<t0>2011-09-01T00:01:10-05:00</to>

</record>

</records>
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JSON:
{ 'count' : 1,
'complete' : 'YES',
'sort' : 'INCREASE',
'cam' : '1',
'records' : [ {
"from' : '2019-01-22T12:41:10.144+03:00"',
'to' : '2019-01-23T08:28:47.346+03:00'
]
}

14.12.2 Getting list of records (2nd way)

14.12.2.1 General request format:
GET http://IP-address:port/web2/secure/archive/{CAM:id}/{DATE}/?[splitThreshold={splitThreshold}]&[days={days}]

14.12.2.2 Request parameters:

Parameter Is required Description

CAM:id Yes Camera ID in the format "TYPE:ID", for example "CAM:1"

DATE Yes Date of the start of receiving the archive. All time is interpreted as local time for server.
splitThreshold Yes If difference between end of previous record and start of next record less than specified value (in

milliseconds), than records will be combined in one. Specify splitTreshold=0. [default: 50] not to
combine records.

days Yes Number of days from the current, for which archive is required. [default: 1]

14.12.2.3 Request example:
GET http://127.0.0.1:8085/web2/secure/archive/CAM:2/2011-12-30/7[splitThreshold=50]&[days=1]

GET http://127.0.0.1:8085/web2/secure/archive/CAM:1/2013-10-18/?splitTreshold=2000 - Get records for 18 November 2013 and
combine all records, interval between which less than 2000 milliseconds.

GET http://127.0.0.1:8085/web2/secure/archive/CAM:1/2013-10-18/?days=10 - Get records for 10 days from 18 November 2013.

14.12.2.4 Response example:
XML:

<?xml version="1.0" encoding="UTF-16"7?>

<days>
<day>
<id>2013-11-10T00:00:00-02:00</1id>
<records>
<from>2013-11-10T18:44:01.579-02:00</from>
<t0>2013-11-10T18:44:09.717-02:00</to>
</records>
</day>
<day>
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<1d>2013-11-18T00:00:00-02:00</1d>

<records>
<from>2013-11-18T18:38:30.252-02:00</from>
<t0>2013-11-18T18:38:56.942-02:00</to>

</records>

<records>
<from>2013-11-18T18:39:08.321-02:00</from>
<t0>2013-11-18T18:39:10.080-02:00</to>

</records>
</day>
</days>
JSON:
[ {
"id" : "2013-11-10T00:00:00.000-02:00",
"records" : [ {
"from" : "2013-11-10T18:44:01.579-02:00",
"to" : "2013-11-10T18:44:09.717-02:00"
1]
b A{
"id" : "2013-11-18T00:00:00.000-02:00",
"records" : [ {
"from" : "2013-11-18T18:38:30.252-02:00",
"to" : "2013-11-18T18:38:56.942-02:00"
b A{
"from" : "2013-11-18T18:39:08.321-02:00",
"to" : "2013-11-18T18:39:10.080-02:00"
1]
1]

Getting records for a month (shows days of September at which there are records):
GET http://127.0.0.1:8085/web2/secure/archive/CAM:2/2011-12/
XML:

<?xml version="1.0" encoding="UTF-8"?>

<days>
<day>
<id>2011-09-02T00:00:00-05:00</14d>
</day>
<day>
<id>2011-09-03T00:00:00-05:00</14d>
</day>
<day>
<id>2011-09-05T00:00:00-05:00</14d>
</day>
</days>
JSON:
[ {
"id" : "2011-09-01T00:00:00-0500",
"records" : [ ]
3, {
"id" : "2011-09-03T00:00:00-0500",
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3]

L]
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"2011-09-01T00:00:00-0500",

If there are no records, the following will be received:

XML:

[<days/>

JSON:
(]

14.12.3 Getting video from archive - "arc.play"

14.12.3.1 General request format:

GET http://IP-address:port/web2/secure/video/action.do?version={version}&sessionid={sessionid}&video_in={video_in}
&command=arc.play&time_from={time_from}&time_to={time_to}&login={login}&password={password}

&speed_factor={speed_factor}

14.12.3.2 Request parameters:

Parameter

version

sessionid
video_in
command
time_from
time_to
imageWidth
imageHeight
fps

login
password

speed_factor

Required

Yes

No
Yes
Yes
Yes
No
No
No
No
No
No

No

Description

See Product version

Session ID

Camera ID in the format "TYPE:ID", for example "CAM:1"

Command to get video from archive: arc.play

Start time of archive playing back

Completion time of archive playing back (if parameter is not specified, all archive will playback)
Width in pixels (it is counted automatically with saving proportions if it isn't specified or equal 0)
Height in pixels (it is counted automatically with saving proportions if it isn't specified or equal 0)
Maximal frame per second (if it isn't specified or equal 0, frame frequency won't be limited)
Intellect username, if set

Intellect user password, if set

Sets the playback speed. The value may be any integer or fractional number no less than 0.
Examples of values:

0 - playback at the highest possible speed (depends on network bandwidth and disk load)
1 - playback at normal speed x1 (default)

0.1 - slow motion playback at x1/10 speed

2 - fast playback at x2 speed

Intellect HTTP APl - 122



Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

Parameter Required Description

format No Sets the response format (see General information on HTTP API)

14.12.3.3 Request example:

GET http://127.0.0.1:8085/web2/secure/video/action.do?
version=4.9.0.0&sessionid=29101F1&video_in=CAM:5&
command=arc.play&time_from=2013-03-22T13:04:52.312+04:00&time_t0=2013-03-22T13:16:31.873+04:00&
login=USER&password=PASS&speed_factor=1

14.12.3.4 Response example:

End packet with newstate=closed and errcode=100 will be received when stream completion.

() Note

The request can be executed through the web or in the VLC media player.

14.12.4 Getting one frame from archive - "arc.frame"

14.12.4.1 General request format (1st way):

GET http://IP-address:port/web2/secure/video/action.do?version={version}&sessionid={sessionid}&video_in={video_in}
&command=arc.frame&time={time}&range={range}&login={login}&password={password}

14.12.4.2 Request parameters:

Parameter Is required Description

version Yes See Product version

sessionid No Session ID

video_in Yes Camera ID in the format "TYPE:ID", for example "CAM:1"

command Yes Command to get video from archive: arc.frame

time Yes Frame time

range No Time in seconds to specify search range of the nearest frame relatively the time parameter (the

nearest frame all over archive is searched if this parameter is not specified);

imageWidth No Width in pixels (is counted automatically with saving proportions if it isn't specified or equal 0)
imageHeight No Height in pixels (is counted automatically with saving proportions if it isn't specified or equal 0)
login No Intellect username, if set

password No Intellect user password, if set
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14.12.4.3 Request example:

GET http://127.0.0.1:8085/web2/secure/video/action.do?
version=4.9.0.0&sessionid=29101F1&video_in=CAM:5&command=arc.frame&time=2013-03-22T13:04:52.312+04:00&range=0.1&lo
gin=USER&password=PASS

14.12.4.4 General request format (2nd way):

GET http://IP-address:port/action.do?version={version}&video_in={video_in}&command=arc.frame&time={time}

14.12.4.5 Request parameters:

Parame Is Parameter

ter required

version Yes See Product version

video_in Yes Camera ID in the format "TYPE:ID", for example "CAM:1"
comman  Yes Command to get video from archive: arc.frame

d

time Yes Frame time

14.12.4.6 Request example:
GET http://127.0.0.1:80/action.do?version=4.9.0.0&video_in=CAM:1&command=arc.frame&time=2018-08-12T22:29:06Z

14.12.4.7 Response example:

Request Details permalink  raw Headers
hittp:/iwebhook site/4589bc86-e597-41d3-aab8-a93b09e977a8 connection close

Host 159.69.14.138 whois x-forwarded-for 159.69.14.138

Date 2019-06-14 12:44:40 user-agent Apache-HttpAsyncClient/4.1.4 (Java/1.8.8_201)

ID 1d1d0274-ddb1-409b-bb75-dc950a12265d host webhook. site
content-type application/json; charset=UTF-8
content-length 369

Query strings Form values

{empty) (empty)

SubscriptionEvent(

action=ALARM_EVENT,

uniquelUId={59321A11-A28E-E911-9D7@-1C1BBDES4CFB],

time=Fri Jun 14 15:43:54 MSK 2019,

params=Params

additionalDataString=

[{"name”:"incedent”, "value":"264408"}, {"name":"picture”,"value”:"http://172.17.11.11:8095/action.do?version=4.9.0.0&video_in=CAM:8&command=arc.frame&time=2019-06-14T15:43:54Z"}]
)

cameraCode=8

)

In return http-headings and the nearest frame from the [time - range, time + range] range in the jpeg format will be received. The
reply body will be empty if there is no frame in the range.

14.13 Sound
14.13.1 Getting live sound

14.13.1.1 General request format:

GET http://IP-address:port/web2/secure/video/action.do?version={version}&sessionid={sessionid}
&command=audio.play&audio_in={audio_in}&format={format}&login={login}&password={password}
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14.13.1.2 Request parameters:

Parameter

version

sessionid

command

format

audio_in

login

password

Is required

Yes

No

Yes

Yes

Yes

No

No

Description

See Product version

Session ID

Command to getting live sound: audio.play

Format of audio data

Microphone ID in the format "TYPE:ID", for example "MIC:1"

Intellect username, if set

Intellect user password, if set

14.13.1.3 Request example:

GET http://127.0.0.1:8085/web2/secure/video/action.do?
version=4.9.0.0&sessionid=FC126734&command=audio.play&audio_in=MIC:5&format=L16&login=USER&password=PASS

14.13.1.4 Response example:

Audio packets of the following view will be received:

HTTP/1.0 200 OK
Connection: close
Intellect-Webserver/4.9.0.0

Cache-Control: no-store,no-cache,must-revalidate,max-age=0

Server:

Pragma:

Date: Mon,

no-cache

13 Jan 2013 10:44:27 GMT

Content-Type: multipart/mixed;boundary=audioframe

--audioframe
Content-Type: text/xml

Content-

Length: 138

<audio_1in>
<sessionid>FC126734</sessionid>
<audio_in>MIC:5</audio_1in>
<newstate>started</newstate>
<errcode>100</errcode>

</audio_

in>

--audioframe
Content-Type: audio/L16;rate=8000;channels=1

Content-Length: 1024

X-Time:

<audio packet PCM16>

2013-03-22T13:16:31.371+04:00

--audioframe
Content-Type: audio/L16;rate=8000;channels=1

Content-Length: 1278

X-Time:

2013-03-22T13:16:31.873+04:00
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<audio packet PCM16>

14.13.2 Stop streaming live sound
14.13.2.1 General request format:
GET http://IP-address:port/web2/secure/video/action.do?version={version}&sessionid={sessionid}

&command=audio.stop&audio_in={audio_in}&login={login}&password={password}

14.13.2.2 Request parameters:

Parameter Is required Description

version Yes See Product version

sessionid No Session ID

command Yes Command to stop streaming live sound: audio.stop
audio_in Yes Microphone ID in the format "TYPE:ID", for example "MIC:1"
login No Intellect username, if set

password No Intellect user password, if set

14.13.2.3 Request example:

GET http://127.0.0.1:8085/web2/secure/video/action.do?
version=4.9.0.0&sessionid=29101F1&command=audio.stop&audio_in=MIC:5&login=USER&password=PASS

14.13.2.4 Response example:

The end xml packet will be received:

--audioframe

Content-Type: text/xml

Content-Length: 106

<audio_1in>
<sessionid>FC126734</sessionid>
<audio_in>MIC:5</audio_1in>
<newstate>closed</newstate>
<errcode>100</errcode>
</audio_in>

14.13.3 Playing sound from archive

14.13.3.1 General request format:

GET http://IP-address:port/web2/secure/video/action.do?version={version}&sessionid={sessionid}
&command=arc.play&audio_in={audio_in}&format={format}&time_from={time_from}&time_to={time_to}&login={login}
&password={password}
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14.13.3.2 Request parameters:

Paramete Is required Description

.

version Yes See Product version

sessionid No Session ID

command Yes Command to playing sound from archive: arc.play
format Yes Format of audio data

audio_in Yes Microphone ID in the format "TYPE:ID", for example "MIC:1"
time_from Yes Start time of archive playing back

time_to Yes End time of archive playing back

login No Intellect username, if set

password No Intellect user password, if set

14.13.3.3 Request example:

GET http://127.0.0.1:8085/web2/secure/video/action.do?
version=4.9.0.0&sessionid=29101F1&command=arc.play&audio_in=MIC:5&format=L16&time_from=2013-03-22T13:16:31.873+04:
00&time_t0=2013-03-22T13:04:52.312+04:00&login=USER&password=PASS

14.13.3.4 Response example:

The stream will be received in the same view as in case of live sound (see Getting live sound). The end xml packet will be received
when data completion (as when getting live sound (see Stop streaming live sound).

14.13.4 Sending live sound

14.13.4.1 General request format:

POST http://IP-address:port/web2/secure/video/action.do?version={version}&sessionid={sessionid}
&command=audio.receive&audio_out={audio_out}&login={login}&password={password}

14.13.4.2 Request parameters:

Parameter Is required Description

version Yes See Product version

sessionid No Session ID

command Yes Command to sending live sound: audio.receive

audio_out Yes Speaker ID in the format "TYPE:ID", for example "SPEAKER:1"
login No Intellect username, if set
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password No Intellect user password, if set

14.13.4.3 Request example:

POST http://127.0.0.1:8085/web2/secure/video/action.do?
version=4.9.0.0&sessionid=FC126734&command=audio.receive&audio_out=SPEAKER:3&login=USER&password=PASS

14.13.4.4 Response example:

Sending of sound is performed by serial communication of packets using commands:

Content-type: audio/L16;rate=8000;channels=1

Connection: keep-alive

Then audio packet transmission will perform.

14.13.4.5 Response parameters:

Parameter

L16
rate

channels

14.14 Get list of users

14.14.1 General request format:
GET http://IP-address:port/web2/secure/persons

14.14.2 Request example:
GET http://127.0.0.1:8085/web2/secure/persons

14.14.3 Response example:

{
"PERSON":

{

"external_id":

{
"type": "VarWChar",
"Va-l.ue": mn

I

"auto_pass_type":

{
"type": "Integer",
"Va-l.ue": mn

I

"rubeg8_zone_id":

Description

Format of sound - only L16
Any rational value

Channelfrom 1to 6
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"VarWChar",

"LongVarWChar",

"VarWChar",

"VarWChar",
"19.03.2021 15:34:07"

"VarWChar",

"VarWChar",

"VarWChar",

"VarWChar",

"VarWChar",
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"\uOOCF\UGOEE\UBOEB\UuOOFC\UOOE7\UOOEE\UOBE2\UOOEB\UOOF2\UBOE5\UOBEB\UOOFC 1"

"VarWChar",

"VarWChar",

{
thpen:
"value":
I
"levels_times":
{
thpen:
"value":
I
"expired":
{
thpen:
"value":
I
"card_date":
{
thpen:
"value":
I
"who_level":
{
thpen:
"value":
I
"visit_purpose":
{
thpen:
"value":
I
"level2_id":
{
thpen:
"value":
I
"card":
{
thpen:
"value":
I
"objname":
{
thpen:
"value":
I
"email":
{
thpen:
"value":
I
"area_id":
{
thpen:
"value":
I
"who_card":
{
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"type": "VarWChar",

"Value": mn

I

"surname":

{
"type": "VarWChar",
"Value": mn

I

"facility_code":

{
"type": "VarWChar",
"Value": mn

I

"card_loss":

{
"type": "Integer",
"Value": mn

I

"auto_brand":

{
"type": "VarWChar",
"Value": mn

I

"when_area_id_changed":

{
"type": "DBTimeStamp",
"Value": mn

I

"post":

{
"type": "VarWChar",
"Value": mn

I

"drivers_Tlicence":

{
"type": "VarWChar",
"Value": mn

I

"temp_levels_times":

{
"type": "LongVarWChar",
"Value": mn

I

"temp_level_id":

{
"type": "LongVarWChar",
"Value": mn

I

"temp_card":

{
"type": "VarWChar",
"Value": mn

I

"patronymic":

{

"type": "VarWChar",
"Value": mn
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I

"location":

{
"type": "VarWChar",
"Value": mn

I

"teleph_work":

{
"type": "VarWChar",
"Value": mn

I

"department":

{
"type": "VarWChar",
"Value": mn

I

"parent_id":

{
"type": "VarWChar",
"Value": Hl"

I

"tabnum":

{
"type": "VarWChar",
"Value": mn

I

"pur":

{
"type": "Integer",
"Value": mn

I

"finished_at":

{
"type": "DBTimeStamp",
"Value": mn

I

"all_param":

{
"type": "VarWChar",
"Value": mn

I

"whence":

{
"type": "VarWChar",
"Value": mn

I

"schedule_-id":

{
"type": "VarWChar",
"Value": mn

I

"person":

{
"type": "VarWChar",
"Value": mn

I

"passport":
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{
"type": "VarWChar",
"Value": mn

I

"ngp":

{
"type": "Integer",
"Value": mn

I

"flags":

{
"type": "Integer",
"Value": mn

I

"auto_number":

{
"type": "VarWChar",
"Value": mn

I

"pin":

{
"type": "VarWChar",
"Value": mn

I

"phone":

{
"type": "VarWChar",
"Value": mn

I

"begin_temp_level":
{
"type": "VarWChar",

"Value": mn

I

"visit_document":

{
"type": "VarWChar",
"Value": mn

I

"visit_birthplace":
{
"type": "VarWChar",

"Value": mnn

b

"is_apb":

{
"type": "SmallInt",
"Value": "O"

1y

"end_temp_level":

{
"type": "VarWChar",
"Value": mnn

1y

"name" :

{

"type": "VarWChar",
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"value":
"\UOOCF\UOGOEE\UOGOEB\UOOFC\UOOE7\UOOEE\UOOE2\UOOEO\UOOF2\UBOE5\UOOEB\UGOFC 1"
T
"started_at":
{
"type": "DBTimeStamp",
"Value": mnn
Ty
"level_id":
{
"type": "LongVarWChar",
"Value": mnn
T
"_marker":
{
"type": "LongVarWChar",
"Value": mnn
T
"where_area_id_ap_type":
{
"type": "VarWChar",
"Value": mnn
1y
"owner_person_id":
{
"type": "VarWChar",
"Value": mnn
b
"is_locked":
{
"type": "SmallInt",
"Value": "O"
b
"is_active_temp_level":
{
"type": "SmallInt",
"Value": "O"
1y
"guid":
{
thpe": HGUID",
"value": "{676A1F65-AF88-EB11-9633-1831BF4C3BFA}"
1y
"card_type":
{
"type": "Integer",
"Value": mnn
by
"begin":
{
"type": "VarWChar",
"Value": mnn
1y
"where_area_id_ap_id":
{

"type": "VarWChar",
"Value": mn
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I

"visit_reg":

{
"type": "VarWChar",
Ilvaluell: mn

I

"marketing_info":

{
"type": "LongVarWChar",
Ilvaluell: mn

I

"comment":

{
"type": "LongVarWChar",
Ilvaluell: mn

I

"ad_guid":

{
Iltypell: llGUIDII,
Ilvaluell: mn

I

Il-idll: lllll
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14.15 Commands used for ECHD integration

ECHD means ‘Unified data center’ state information system.

The description of http requests that are used for integration of Intellect with ECHD is given in this section. For requests operation
they are to be enabled at the stage of system configuration - see Enabling the processing of ECHD requests and selecting rtsp

server.

Requests are sent to Web Server and are performed only for cameras under which the ECHD channel object is created.

Architecture Hardware

=-& LOCALHOST

Eﬁ Video capture device 1

: EI-' Camera l
ﬂ_ Web-zener
.5 RTSP Server 1

14.15.1 Retrieving Device Information

14.15.1.1 General request format:
GET http://IP-address:port/getdeviceinfo

14.15.1.2 Request example:
GET http://127.0.0.1:80/getdeviceinfo
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14.15.1.3 Response example:

{
"firmware version": "1.2.3 Rev B.",
"vendor": "Vendor Title Ltd"
"model": "Device Model",
"serial_number": "12345ABCDEF",
"ptz-status": "not supported"

}

14.15.1.4 Response parameters:

Parameter Description

firmware version Firmware version. Any prefix can be added to the firmware version value returned by the AdditionalVersionString
registry key - see Registry keys reference guide.

vendor Manufacturer
model Model
serial_number Serial number
ptz-status PTZ support

14.15.2 Getting a list of camera IDs

14.15.2.1 General request format:
GET http://IP-address:port/getcameras

14.15.2.2 Request example:
GET http://127.0.0.1:80/getcameras

14.15.2.3 Response example:

{
"cameras": [
{
"id": 1,
"channel": 1,
"status": "working"
+s
{
"id": 2,
"channel ": 2,
"status": "signalJost"
}
]
}
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14.15.2.4 Response parameters:

Parameter Description
id Camera ID
channel Camera channel
status Camera status

14.15.3 Ranges of available archive recordings

14.15.3.1 General request format:
GET http://IP-address:port/getarchiveranges?cameraid={cameraid}
or

GET http://IP-address:port/getavailablearchiveranges?cameraid={cameraid}

14.15.3.2 Request parameters:

Parameter Is required Description

cameraid Yes Camera ID

14.15.3.3 Request example:
GET http://127.0.0.1:80/getarchiveranges?cameraid=1

14.15.3.4 Response example:

Returns time periods over which archive recordings from the specified video surveillance device are available. By default
fragments are merged if the interval between them is less than 5 seconds. This time period can be changed using the

SplitArchivelntervals registry key (see Registry keys reference guide).

{
"cameraid": 1,
"ranges": [
{
"from": 1412121600, //unixtime
"to": 1412172000
3,
{
"from": 1412186400,
"to": 1412188200
}
1
}
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14.15.4 Working with video streams

14.15.4.1 GetArchiveURL request

GetArchiveURL - returns rtsp URL of archive video stream received from video encoder for the specified camera starting from
FromDateTime (and, optionally, ending at endDatetime).

14.15.4.1.1 General request format:

GET http://IP-address:port/getarchiveurl?cameraid={cameraid}&fromdatetime={fromdatetime}&todatetime={todatetime}

14.15.4.1.2 Request parameters:

Parameter Is required Description

cameraid Yes Camera ID

fromdatetime Yes Start time of the archive fragment in the format YYYY-MM-DDTHH:MM:SS

todatetime No End time of the archive fragment in the format YYYY-MM-DDTHH:MM:SS (if not specified, the entire archive

will be given until the last record)

14.15.4.1.3 Request example:
GET http://127.0.0.1:80/getarchiveurl?cameraid=1&fromdatetime=2014-10-01T00:00:00&todatetime=2014-10-01T01:20:05

14.15.4.1.4 Response example:

{

"rtspurl": "rtsp://deviceladdress/somearchivemediastream?somedatetimetoken"

}

14.15.4.2 GetLiveUrl request

GetLiveUrl - returns rtsp URL of “live” video stream for the specified camera.

14.15.4.2.1 General request format:
GET http://IP-address:port/getliveurl?cameraid={cameraid}

14.15.4.2.2 Request parameters:

Parameter Is required Description

cameraid Yes Camera D

14.15.4.2.3 Request example:
GET http://127.0.0.1:80/getliveurl?cameraid=1

14.15.4.2.4 Response example:
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"rtspurl": "rtsp://device-address/somelivemediastream@"

}

14.15.5 Archive downloading

14.15.5.1 General request format:

GET http://IP-address:port/downloadarchivefile?cameraid={cam_id}&fromdatetime={from_time}&todatetime={to_time}

14.15.5.2 Request parameters:

Parameter Is required Description

cam_id Yes Camera ID

from_time Yes The start time of the archive fragment in the format YYYY-MM-
DDTHH:MM:SS

to_time Yes The end time of the archive fragment in the format YYYY-MM-
DDTHH:MM:SS

14.15.5.3 Request example:
GET http://127.0.0.1:80/downloadarchivefile?cameraid=1&fromdatetime=2014-10-01T00:00:00&todatetime=2014-10-01T01:20:05

14.15.5.4 Response example:

HTTP/1.1 200 OK
Content-Type: application/octet-stream

Also, as a result of the command, a file with the .es extension will be received (for example, Camera [4] (2019-08-13T11_00_00 -
2019-08-13T12_10_00).es). Convert this file using the ffmpeg utility to play it. This utility is available for download on the official
website https://ffmpeg.org/

Example command to convert H.264-coded file:
ffmpeg -i "C:\path to the .264 file\Camera[5].es" -c:v copy -bsf:v h264_mp4toannexb -c:a copy -f avi output.avi
Example command to convert H.265-coded file:
ffmpeg -i "C:\path to the .265 file\Camera[5].es" -c:v copy -bsf:v hevc_mp4toannexb -c:a copy -f avi output.avi

The .avi file (output.avi) is created after this command execution.

14.15.6 Archive export

14.15.6.1 Creating archive export request

By default, the archive is exported in mp4 format. Change the format using the ExportContainerFormat registry key (see Registry
keys reference guide). The export of the archive in H.264 or MPEG4 formats is supported.

14.15.6.1.1 General request format:
POST http://IP-address:port/createarchivetask
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Content Type: application/json

Content:

{
"CameraId": "{Camerald}",
"From": "{From}",

IITOII . "{TO}"

3

14.15.6.1.2 Request parameters:

Parameter Is required Description

Camerald Yes Camera ID

From Yes The start time of the archive fragment in the UTC format YYYY-MM-DDTHH:MM:SS

To No The end time of the archive fragment in the UTC format YYYY-MM-DDTHH:MM:SS (if not specified, the

entire archive will be given up to the last record)

14.15.6.1.3 Request example:
POST http://127.0.0.1:80/createarchivetask

Content Type: application/json
Content:
{
"CameraId": "1",
"From": "2016-06-27T15:10:00.00Z2",
"To": "2016-06-27T15:20:00.00Z"
}

14.15.6.1.4 Response example:

The folder with the corresponding name (084b56a5-bd49-4327-82db-9bc911f7ff96) and mp4 file inside it is created in the export
folder (by default C:\Users\User\Documents\Intellect\export).

{
"CameraId" : "1",
"From" : "2016-06-27T15:10:00.00Z",
"To" : "2016-06-27T15:20:00.00Z",
"ArchiveTaskId" : "084b56a5-bd49-4327-82db-9bc911f7ff96",
"ErrorMessage" : null,
"State" : "Created"
}

14.15.6.1.5 Response example:

Parameter Description

Camerald Camera ID
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Parameter Description
From The start time of the archive fragment in the UTC format YYYY-MM-DDTHH:MM:SS
To The end time of the archive fragment in the UTC format YYYY-MM-DDTHH:MM:SS

ArchiveTaskld ~ Task ID
ErrorMessage Error messages

State Task creation result

14.15.6.2 Getting export status

14.15.6.2.1 General request format:
GET http://IP-address:port/getarchivetaskstatus?archivetaskid={archivetaskid}

14.15.6.2.2 Request parameters:

Parameter Is required Description

archivetaskid ~ Yes Task ID

14.15.6.2.3 Request example:
GET http://127.0.0.1:80/getarchivetaskstatus?archivetaskid=104b38d4-07d7-4d2f-84da-49b3e255d2bf

14.15.6.2.4 Response example:

{
"Percents" : 100,
"Url" : "http://192.168.15.182:80/download?file=104b38d4-07d7-4d2f-84da-49b3e255d2bf",
"CameraId" : "1",
"From" : "2016-06-27T15:10:00.000+03:00",
"To" : "2016-06-27T15:11:00.000+03:00",
"ArchiveTaskId" : "104b38d4-07d7-4d2f-84da-49b3e255d2bf",
"ErrorMessage" : "null",
"State" : "ReadyForDownload"
}

14.15.6.2.5 Response parameters:

Parameter Description

Percents Percentage of task completion

Url Link to mp4 file. The required mp4 file can be downloaded using this URL link
Camerald Camera ID

From The start time of the archive fragment in the format YYYY-MM-DDTHH:MM:SS
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Parameter Description

To The end time of the archive fragment in the format YYYY-MM-DDTHH:MM:SS
ArchiveTaskld ~ TaskID
ErrorMessage Error messages

State Task creation result

14.15.6.3 Deleting archive

14.15.6.3.1 General request format:
DELETE http://IP-address:port/removearchive?archivetaskid={archivetaskid}

14.15.6.3.2 Request parameters:

Parameter Is required Description

archivetaskid ~ Yes Task ID

14.15.6.3.3 Request example:
DELETE http://127.0.0.1:80/removearchive?archivetaskid=084b56a5-bd49-4327-82db-9bc911f7ff96

14.15.6.3.4 Response example:

{
"ArchiveTaskId" : "084b56a5-bd49-4327-82db-9bc911f7ff96",
"ErrorMessage" : null,
"Success" : true

}

14.15.6.3.5 Response parameters:

Parameter Description

ArchiveTaskld =~ TaskID
ErrorMessage Error messages

Success Archive deletion result

The corresponding folder with mp4 file will be deleted from the export folder.

14.15.7 Video surveillance device features management

& mportant!

Disable the Use device settings checkbox in order to change the manage parameters by the below commands - see The

Settings panel of the Video capture device object.

A camera must support the same commands for features management as the given ECHD commands (both when

connected via ONVIF and via the corresponding driver).

Intellect HTTP API - 141


https://docs.axxonsoft.com/confluence/display/Int411en/The+Settings+panel+of+the+Video+capture+device+object

14.15.7.1 General request format:
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GET https://IP-address:port/?cameralD={1}&ip={2}&loqin={3}&pass={4}&action={5}&x={6}&y={7}&z={8}&modelName={9}

14.15.7.2 Request parameters:

Parameter

Is required
Yes
No
No
No

Yes

Description

ID of video surveillance device.

IP address of video surveillance device.
account of video surveillance device.

access password to video surveillance device.

Command name:

degreesmove - discrete motion. Atomic shift of video surveillance device in the
specified direction.

degreesmovez2 - relative motion.

Rotation of video surveillance device compared with current position. Viewing area of
video surveillance device is divided by a grid where central point’s coordinates are
(x:0, y:0), top left (x:-7, y:7), bottom right (x:7, y:-7). Video surveillance device must be
rotated in a way that object appears in the center of the grid.

‘Optical’ error caused by the distance to the visible object is allowed.
Error caused by sphere-to-plane projection must be compensated.
Depending on camera, registry keys may have to be set for correct operation:
1. The camera does not support Point&Click but supports absolute

PTZ. Set the ReplacePointAndClick registry key to 1 (see Registry
keys reference guide).
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Is required

No

No

No

No
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Description

2. The camera supports Point&Click. Set the ReplacePointAndClick
registry key to 0 and TelemetryCommandMoveTimeout to delay
in milliseconds between panning/tilting and zooming (see
Registry keys reference guide).

setposition - setting position of video surveillance device in degrees compared with
‘0’ position.

getposition - getting position of video surveillance device in pAN and TILt in degrees
as well as current zoom values.

focus - video surveillance device’s focus control command where z parameter
controls over focus:

1: Focusin
-1:Focus out
0: Auto

iris - video surveillance device’s iris control command where z parameter controls
over iris:

1: Openiris
-1: Close iris
0: Auto

switch_day_night - switch day/night mode where z parameter enables one of the
following modes:

1: Day mode

-1:Night mode

backlight - switch backlight on/off where z parameter controls over the mode:
1: Enable

-1: Disable

switch_color - the following operation modes of video surveillance device are set by
z parameter:

1: Enable
-1: Disable

In degreesmove, setposition commands: PAN rotation [-180..0.. 180].
In degreesmove2: PAN rotation [-7..0..7].
In getposition: not in use.

In commands focus, iris, switch_day_night, backlight, switch_color: set value 0 to
the parameter.

In degreesmove, setposition commands: TILT rotation [-180 ..0.. 180].
In degreesmove2: TILT rotation [-7..0..7].
In getposition: not in use.

In commands focus, iris, switch_day_night, backlight, switch_color: set value 0 to
the parameter.

In degreesmove, degreesmove2, setposition commands: zoom in/out [0.. 100].
In getposition: not in use.

In commands focus, iris, switch_day_night, backlight, switch_color: set device
mode, see description of the corresponding command above.

Model of video surveillance device.
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14.15.7.3 Request example:
GET http://127.0.0.1:80/execute?cameral D=T&action=getposition

14.15.7.4 Response example:
Response comes on getposition command only. Example in JSON format:
{llyll:56’ |IXII:105’ "Z":O}

Response parameters:

Parameter Description
X PAN coordinate
y TILT coordinate
z Zoom value

14.15.8 Example ECHD commands with NAT

Go to the RTSP Server and Web server objects setting panels to enable and configure NAT (see Configuring RTSP Server module
and Enabling the processing of ECHD requests and selecting the RTSP server).

For example, the following NAT parameters are specified on the RTSP Server object settings panel:

[1 [RTSP Server 1
Computer [ Disable
LOCALHOST -

Basic settings Advanced settings |

™ WLC player compatibility mode
[T Use captions track

Source [P interface:
[ANY =]

MAT zethngs

IPaddress:  [10.0.12.139

Port: |1 L1

10.0.12.139 - router IP address.

1001 - router port.

192.168.0.109 - Server address in local network.
559 - RTSP Server port.

80 - Web Server port.
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14.15.8.1 General request format:
GET http://IP-address:port/getliveurl?cameraid={cameraid}

14.15.8.2 Request parameters:

Parameter Is required Description

cameraid Yes Camera ID
14.15.8.3 Request example:
GET http://127.0.0.1:80/getliveurl?cameraid=1

14.15.8.4 Response example:

If the Use NAT address checkbox on the Web server object setting panel is UNchecked, then:

{
"rtspurl": "rtsp://127.0.0.1:559/archive?id=1"

}

If the Use NAT address checkbox on the Web server object setting panel is checked, then:

"rtspurl": "rtsp://10.0.12.139:1001/archive?id=1"

14.15.8.5 Response parameters:

Parameter Description

id Camera ID

14.16 Sending reactions, events or XML data to Intellect with HTTP API

14.16.1 Sending reactions to Intellect via HttpListener

In order to send reactions to Intellect via HttpListener, create the Video Capture Device object on the basis of the Computer
object on the Hardware tab of the System settings dialog box. Then select HttpListener in the Type field and set connection
port in the Port field. Create no more than 4 Sensor objects on the basis of this Video Capture Device object.

HttpListeners only allows sending close/open reactions to a normally opened/closed sensor. In 2 seconds after the command
execution, the sensor goes back to its normal state. Macros or scripts can be configured in Intellect to handle sensor triggering.

14.16.1.1 General request format:
POST http://IP-address:port/device/id/{id}

{"state": "{state}"}
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14.16.1.2 Request parameters:

Parameter Required Description

Port Yes HttpListener port (corresponds to the port number specified in the Web server settings)
id Yes Sensor ID: 0/1/2/3
state Yes Sensor state:

« opened - Open
« closed - Close

14.16.1.3 Request example:
POST http://127.0.0.1:8085/device/id/0

{"state": "closed"}

14.16.2 Sending events on scanned barcode

The HTTP API allows sending events to Intellect from a mobile application with the information received from a scanned barcode.

14.16.2.1 General request format:
POST http://IP-address:port/web2/secure/barcode/

{ "value": "value", "img":"img" }

14.16.2.2 Request parameters:

Parameter Is required Description
value Yes Barcode number
img No Identifier of the scanned image

14.16.2.3 Request example:
http://1:1@127.0.0.1:8085/web2/secure/barcode

{ "value": "321", "img":"6835" }

14.16.2.4 Response example:

Event : WEB2|1|WEB2_BARCODE |slave_id<Computer>,fraction<243>,owner<Tester>,date<03-12-21>,guid_
pk<{96CC2A50-3F54-EC11-B93B-FO2F74F7DCOD}>,core_global<l>,barcode<321>,img<6835>,time<16:45:53>
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14.16.3 Sending reactions and events to Intellect using HTTP request

When getting such commands, standard events and reactions will be generated in Intellect. They can be used in scripts and

macros (see Creating and using macros and Programming Guide (JScript)).

14.16.3.1 General request format:

() Note

Create and configure the Web server object in order to use these requests - see Creating the Web-server object. In the

requests, it is necessary to specify the port set up in the Web server settings.

GET http://IP-address:port/intellect_core/React?command="{react}"
GET http://IP-address:port/intellect_core/Event?command="{event}"

or (with the same result)

POST http://IP-address:port/intellect_core/React HTTP/1.1

{

"command" : "{react}"

}

POST http://IP-address:port/intellect_core/Event HTTP/1.1

"command" : "{event}"

14.16.3.2 Request parameters:

Parameter Required Description

command Yes React - a reaction in the Intellect format

Event - an event in the Intellect format

14.16.3.3 Request example:

Add captions to video from camera 2 via HTTP request:

GET http://127.0.0.1:80/1intellect_core/React?command="CAM|2|ADD_SUBTITLES|command<Some text\n!

>Il

Generate alarm on camera 2 via HTTP request:

GET http://127.0.0.1:80/1intellect_core/Event?command="CAM|2|MD_START"

OR (with the same result)

POST http://127.0.0.1:80/intellect_core/Event HTTP/1l.1
{
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"command" : "CAM|2|MD_START"
}

Run Macro 1 via HTTP request:

GET http://127.0.0.1:80/1intellect_core/React?command="MACRO|1|RUN"

Start recording on Camera 1:

POST http://127.0.0.1:80/intellect_core/React HTTP/1.1

{
"command" : "CAM|1|REC"

}

14.16.4 Sending HTTP APl commands using curl tool
To test HTTP APl one can send HTTP APl commands using curl tool. This tool is available at https://curl.haxx.se/.

To use the tool start the Windows command line and go to <curl installation directory>\curl-7.46.0-win64\bin folder.

14.16.4.1 Request example:

Find the example of the command to create the archive export task below as in the case of a request to a Single Data Center (see
Archive export):

curl -H "Content-Type: application/json" -X POST -d "{\"Camerald\": \"1\", \"From\": \"2017-12-26T710:58:00.00Z\", \"To\":
\"2017-12-26T11:00:00.00Z\" } " http://127.0.0.1:80/createarchivetask

14.16.4.2 Response example:

{

"CameraId" : "1", "From" : "2017-12-26T10:58:00.00Z", "To" : "2017-12-26T11:00:00.00Z",
"ArchiveTaskId" : "084b56a5-bd49-4327-82db-9bc911f7ff96", "ErrorMessage" : null, "State"
"Created"

}
() Note

In the requests, it is necessary to specify the port set up in the Web server settings — see Configuring the Web-server

module.

14.16.5 Sending XML file

The HTTP API allows receiving data in XML format for further processing in scripts. To send a file, perform a POST request.

14.16.5.1 General request format:
POST http://IP-address:port/intellect_core/{Any}

<tagl>
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<tag2>some_data</tag2>
<tag3>another_data</tag3>

</tagl>

14.16.5.2 Request parameters:

Parameter Required Description

Any

®

Yes Any set of valid characters can be specified, except for Event and React, for example:

+ http://127.0.0.1:8080/intellect_core
« http://127.0.0.1:8080/intellect_core/Any
« http://127.0.0.1:8080/intellect_core/Custom

Note

In the requests, it is necessary to specify the port set up in the Web server settings — see Configuring the Web-server
module.

14.16.5.3 Request example:

POST http://127.0.0.1:8080/intellect_core/Any

<tagl>

<tag2>some_data</tag2>
<tag3>another_data</tag3>

</tagl>

14.16.5.4 Response example:

After receiving the data in XML format in Intellect, the following event is generated:

HTTP|1|CUSTOM_EVENT |url</intellect_core/Any>,owner<SLAVE-ID>,data<PG5..90ZT4=>

14.16.5.5 Response parameters:

Parameter Description

data

url

Request body (XML in the example above) base64-encoded

Part of the posted url

14.17 Configuring the Technoserv integration

Create and configure the following objects and files in order to configure the Technoserv integration:

1.
2.
3.

Web-server - see Configuring the videoserver to connect Clients via the Web-server module.

Web-server 2.0 - see Configuring the server for the clients connection via the Web-server 2.0 module.

At least one User object added to User permissions. The Technoserv connection with Intellect will be established under
this user's credentials. See Rights administration.

Enable filter for camera and detection tool events on the Web-server 2.0 object settings panel - see Configuring the
Events filter for the Web-server 2.0 module.
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Add all cameras to get events from to the Web-server configuration - see Selecting and configuring cameras for the Web-

server module.

Fill in the ApiBgConfig.xml configuration file, then put it to "<Intellect installation path>\Modules\Jetty\". See Filling in the

ApiBgConfig.xml configuration file.

See also Examples of commands to work with the Technoserv integration.

14.17.1 Filling in the ApiBgConfig.xml configuration file

The ApiBgConfig.xml file is used to configure the login and password for connecting the Technoserv system to Intellect, as well as
for associating Intellect events with the Technoserv event codes (see the table below).

The file has the following format:

<ApiBgEventsConfiguration>
<PingTimeout>120000</PingTimeout>
<MainHost>127.0.0.1</MainHost>
<Login></Login>
<Password></Password>
<EpiBgEventMatch>

<ProductObjectName>CAM</ProductObjectName>

<ProductEventNane>DETACHED</ProductEventNane>
<ApiBgEventCode>not_available</RpiSgEventCode>

</ApiBgEventMatch>
<ApiBgEventMatch>

<ProductObjectName>CAM</ProductObjectName>

<ProductEventName>ATTACH</ProductEventName>

<ApiBgEventCode>available</ApiBgEventCodes
<Picture>1</Picture>

</ApiBgEventMatch>
<ApiBgEventMatch>

<ProductObjectName>CAM< /ProductObjectName>
<ProductEventName>ALARM< /ProductEventName>
<LpiBgEventCode>264400</ApiBgEventCodea>
<5hapes>l</Shapes>

<Picture>1</Picture>

</ApiBgEventMatch>»

<ApiBgEventMatch>
<ProductObjectName>CAM</ProductObjectName>
<ProductEventName>REC</ProductEventName>
<LpiBgEventCode>264409</ApiBgEventCode>
<Shapes>1</Shapes>

<Picture>1</Picture>

</RpiBgEventMatch>
</ApiBgEventsConfiguration>

1.

The time in milliseconds between sending PING events

<PingTimeout>120000</PingTimeout>

The IP-address to be returned on requests of Technoserv.

<MainHost>192.168.0.171</MainHost>
. Username and password to connect to the Technoserv server and send events (if any)
<Login></Login> <Password></Password>

Correspondence of the Intellect event to the event code:

<ApiBgEventMatch>

<ProductObjectName>CAM_VMDA_DETECTOR</ProductObjectName>
<ProductEventName>ALARM</ProductEventName>
<ApiBgEventCode>264400</ApiBgEventCode>

<ProductObjectIds>

<id>2</4id>
<id>1</4id>

</ProductObjectIds>

<ParamMatch>

<ProductEventParamName>num</ProductEventParamName>
<ApiBgEventParamCode>NUMBER_OF_DETECTED_PEOPLE</ApiBgEventParamCode>

</ParamMatch>

<Shapes>1</Shapes>
<Picture>1</Picture>

</ApiBgEventMatch>

. ProductObjectName, ProductEventName - Intellect object and event, for example, CAM|MD_START.
. ProductObjectlds - Intellect object id, if you need to specify specific detectors. May be absent, then events will be

transmitted to all detectors.

. ApiBgEventCode - event code, see below.
. Shapes - whether to transfer the Shapes field.
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Event codes:

Code

1799

264393

264383

264385

264388

264387

264386

264389

264391

264392

264390

264394

264395

264396

264397

264399

264398

264400

1795

1797

264403

264402
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e. Picture - whether to send a link to the freeze frame.
f. ParamMatch - correspondence of the Intellect event parameter name to the event parameter. May be absent.

Event name

Crowd Detection (detect crowds, including in unauthorized places)

Abandoned object detection

People counter

Estimated people traffic density in significant city sites

Detection of moving against crowd flow

Person stopped in the controlled area (with the preset stop time)

Sharp acceleration of human movement

Chaotic human movement (idleness)

Indexing events in traffic conditions (traffic jams)

Indexing of events in traffic conditions (massive accumulation of vehicles)

Indexing events in traffic conditions (traffic density)

Detection of crossing the forbidden zone (by human or vehicle)

Disappeared object detection

Responding to the passage of people in a given direction (entrance)

Responding to the passage of people in a given direction (exit)

Responding to the passage of people in a given direction (corridor etc.)

Responding to the passage of people in a given direction (crosswalk)

Appearance of a person or car in the observation zone (streets, squares, intersections, parks)

Focus loss detection

Dirty camera lens

Background change

Camera shift
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Code

1796

264401

287069

siren

shout

klaxon

voice

brake

shockwave

shock

PING

not_available

available

14.17.2 Examples of commands to work with the Technoserv integration

14.17.2.1 Getting a list of cameras

14.17.2.1.1 General request format:

Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

Event name

Blind/cover detection

Bare flame

Target detected

Siren or car alarm detected

Human cry detected

The sound of the car horn detected

Human speech detected

The sound of a vehicle brake detected

A shock wave detected

A bang/shot/blast detected

Itis used for a regular event periodicity sent to control the communication channel between the IS and
the "Safe City" software and hardware complex. Value is filled as cameraCode=-1.

The camera is unavailable (there is no video stream or no connection with the camera, etc.)

The camera is available

GET http://IP-address:port/web2/secure/api/bg

14.17.2.1.2 Request example:

GET http://127.0.0.1:8085/web2/secure/api/bg

() Note.

If in the Additional information field on the camera settings panel s filled in the format coords:[longitude]:[latitude]:
[angle]:[azimuth]:[radius], then this data will be returned in response to the request in the corresponding parameters.
See also Additional information on camera.

Intellect HTTP APl - 152


http://127.0.0.1:8085/web2/secure/api/bg
https://docs.axxonsoft.com/confluence/display/Int411en/Additional+information+on+camera

Intellect integration guide (HTTP API, IIDK, ActiveX, HTTP Server, Axxon Next)

14.17.2.1.3 Response example:

cid: "g"

name: "Kamepa 8"
longitude: "5@.8825588"
latitude: "14,4412435"
angle: "5g"

azimuth: "223"

radius: o F i
webviewurl: "http://172.17.11.11:8895/"
streamHost: "172.17.11.11"
streamdttpPort: "Baas"
available: false

14.17.2.2 Get a list of subscriptions

14.17.2.2.1 General request format:
GET http://IP-address:port/web2/secure/api/bg/events/subscriptions

14.17.2.2.2 Request example:
GET http://127.0.0.1:8085/web2/secure/api/bg/events/subscriptions

14.17.2.2.3 Response example:
when the list is empty:

{"data": [], "status":"success"}

data: []
status: "success”

when the list has subscriptions:

v data:
Ll H
» callback: "https://webhook. site/4585bc86-597-41d3 -aab8 -a93bese 37 708"
v filter:
action: "RUN"
type: "EACRO"
id: "a"
id: "63eb2852-9782-43885-bf5e-f325bag?5357"
status: "success™

14.17.2.3 Create subscription

14.17.2.3.1 General request format:
http://IP-address:port/web2/secure/api/bg/events/subscriptions
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14.17.2.3.2 Request example:
POST http://127.0.0.1:8085/web2/secure/api/bg/events/subscriptions
{"callback":"https://webhook.site/26d15078-c405-4918-8f03-4f2a01b7580f","filter":{"action":"RUN","type":"MACRO"},"id":"5"}

14.17.2.3.3 Response example:

Request Details permalink  raw Headers
http:/iwebhook site/4589bc86-597-41d3-aab8-a93b09e977a8 connection close
Host 159.69.14.138 whois x-forwarded-for 159.69.14.138
Date 2019-06-14 12:33:14 user-agent Apache-HttpAsyncClient/4.1.4 (Java/1.8.8_201)
ID Tb6fbe05-0dbd-49d1-b1ff-4f2a734e7421 host webhook. site
content-type application/json; charset=UTF-8
content-length 363
Query strings Form values
(empty) (empty)

SubscriptionEvent(

action=ALARM_EVENT,

uniquelUTd={4C9E2133-9FBE-E911-9D7@-1C1BODEG4CFB],

time=Fri Jun 14 15:23:28 M5K 2019,

params=Params

additionalDataString=

[{"name": "incedent”,"value":"264408"}, {"name":"picture”,"value”:"http://172.17.11.11:8095/action.do?version=4.9.0.08video_in=CAM:B8&command=arc.frame&time=2819-06-14T15:23:28Z"}]

)

cameraCode=8

)

14.17.2.4 Delete subscription

14.17.2.4.1 General request format:
DELETE http://IP-address:port/web2/secure/api/bg/events/subscriptions/{sub_id}

14.17.2.4.2 Request example:

Parameter Is required Description

sub_id Yes Subscription ID

14.17.2.4.3 Response example:
DELETE http://127.0.0.1:8085/web2/secure/api/bg/events/subscriptions/071e0159-5b2c-4bab-8ed7-42397f1b99b8

14.17.2.5 Delete all subscriptions

14.17.2.5.1 General request format:
DELETE http://IP-address:port/web2/secure/api/bg/events/subscriptions/all

14.17.2.5.2 Request example:
DELETE http://127.0.0.1:8085/web2/secure/api/bg/events/subscriptions/all

14.18 Calling API of vertical solutions via Intellect HTTP API

The Intellect HTTP API allows you to access the Face-Intellect APl or Auto-Intellect APl via Web Server 2.0. To use this feature, you
need the following:

« Face-Intellect REST API:

« The Face Recognition Server object must be added to the Web server 2.0 filter (see Configuring the Events filter
for the Web-server 2.0 module)
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« The response to the request for the list of objects must contain an object FIRSERVER type (see Getting list of all
server objects)
« Auto-Intellect REST API:
» The LPR channel object must be added to the Web server 2.0 filter (see Configuring the Events filter for the Web-
server 2.0 module)
« The response to a request for a list of objects must contain an object of the ULPR type (see Getting list of all server
objects)

14.18.1 General request format
POST http://IP address:port/web2/secure/{vertical_solution}/{function}

14.18.2 Request parameters

Parameter Is required Description

vertical_solution Yes Specifies the vertical solution to access the API. Possible values:
auto - Auto Intellect
face - Face Intellect

If face value is specified, then it is necessary to send the id of the Face
Recognition Server to Face Intellect both in the URL and in the request
body:

POST http://IP-address:port/web2/secure/face/{server_id}/{function}

function Yes Vertical solution API function. See the description of the
corresponding API.

() Note.

Please refer to the documentation for the corresponding API function to see the parameters of the JSON sent in the
POST request.

14.18.3 Request examples
POST http://1:1@127.0.0.1:8085/web2/secure/face/1/firserver/ReadPersons
{"server_id": "1", "objectType": "PERSON", "id": [ ], "page": 1, "pageSize": 2 }

GET http://1:1@127.0.0.1:8085/web2/secure/lprserver/Getimage/Frames/66FB34A2-1B38-E811-A92F-001A7TDDA710E

14.18.4 Response examples

Please refer to the documentation for the corresponding vertical solution API for the response examples.
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15 Intellect HTTP-Server

15.1 General information on HTTP-Server

HTTP-Server allows you to transfer the events from Intellect to the third-party systems, i.e. to notify the clients about the events.

The HTTP-Server module operation requires the web browser to support the Server-sent events (SSE) technology.

() Note

Internet Explorer browser does not support the SSE technology.

The HTTP-Server module is configured on the settings panel of the corresponding object — see Configuring the HTTP-Server
object.

The requests sent from a web browser are used to work with the HTTP-Server module - see HTTP-Server requests.

15.2 Configuring the HTTP-Server object

The HTTP-Server object is configured as follows:

1. Create the HTTP-Server object on the basis of the Computer object on the Hardware tab of the System Settings dialog
box (1). The settings panel of the created object will be displayed on the right side of this window.

CORE CREATE_OBJECT
3 4 5 6 7

Apply. LUndo

N

In the Port field, specify the port number in the system where the client should send the HTTP-Server requests (2).

3. Configure thefilter for the events which information should be sent by the HTTP-Server. If no events are added to the filter,
then the HTTP-Server will return only the core events (the CORE object) for the client requests. The additional events are
selected as follows:

a. From the Object type drop-down list, select the required Intellect object type (3).

b. From the ID drop-down list, select the identifier of the object of the selected type (4). If no ID is selected, then the
HTTP-Server will send the events for all objects of the selected type.

c. After selecting the type and object identifier, the Object name field will be automatically filled with the name of
the corresponding object (5).

d. Inthe Event field, enter the name of event which should be sent via the HTTP-Server (6). If no event is selected, the
HTTP-Server will send all events of the selected object (or all objects of the selected type). The name of the event is
specified in the internal format, for more details see Description of system object reactions. For example, set object
type Camera and enter "ARM" in the Event field to filter camera arming events.

e. Ifitis necessary to send selected events related only to users from the Access Manager module (see Access
Manager Module Settings and Operation Guide), then enter objtype<PERSON> in the Parameters field (7). If this
parameter is not specified, the events of all objects will be sent.

f. Repeat steps a-e for all required objects and events.

4. Click Apply.

Configuring the HTTP-Server object is complete.
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15.3 HTTP-Server requests

The requests described below are used when working with the HTTP-Server module.

The last event ID request

GET http://<IP address>:<Port>/core/GetLastID

Request example:

GET http://localhost:40000/core/GetLastID

Response example:

{"lastId":"b686658c-764c-e911-8f42-001la7dda710e"}

The event request based on filter

The filter is configured on the settings panel of the HTTP-Server object—see Configuring the HTTP-Server object.

GET http://<IP address>:<Port>/core/Events?keepAliveTime={keepAliveTime}
&startingID={startingID}

Request parameters:

Parameter Required Description

keepAliveTime No The time interval in seconds, within which the server will send a json of the {"time":"2019-03-19T14:56:26.317"} form
to the client, containing the server time in UTC. The default is 5 seconds

startingID No ID of the event starting from which it is necessary to receive events

Request example:

GET http://localhost:40000/core/Events?keepAliveTime=5&startingID=8FFCDFO7-5E4A-
E911-95AE-F894C2A95BA4

Response example:

{"module":"video.run","protocol_id":"2dc6dfcbh-5351-€911-8832-534e57000000","slave_id":"S-
UYUTOVA","src_action":"MD_STOP","src_objid":"2","src_objtype":"CAM","time":
"2019-03-28T12:20:03.977"}

The request of the list of all created readers

GET http://<IP address>:<Port>/core/GetReaders

Request example:

http://localhost:22441/core/GetReaders

with the body:

{

"detail": true

}

Response example:

"objects": [
{
"id": "1.1.1",
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"guid": "O4EF2B52-90D2-EC11-9515-D8BBC1166DF4",

"name": "ACS emulator 1.1.1 Reader",
"_address": "1",

n marker": ""’

"flags": ""’

"objname": "ACS emulator 1.1.1 Reader",
"objtype": "ACFA_EMULATOR_ACS_READER",

"parent_id": "1.1",
"parent_type": "ACFA_EMULATOR_ACS_CONTROLLER",
"region_in": "",

"region_out": ""

"1d": "l"’
"guid": "O2FA79B0O-A5D2-EC11-9515-D8BBC1166DF4",
"name": "Hikvision Control Reader K1F100 1",

"_marker": ""’
"card_save_mode": "0",
"flags": ""’

"objname": "Hikvision Control Reader K1F100 1",
"objtype": "HIK_CR_K1F100_DS8E",

"parent_id": "localhost",

"parent_type'": "SLAVE"

"1d": "l"’

"guid": "E7065496-A5D2-EC11-9515-D8BBC1166DF4",
"name": "Control Reader PR-x08 1",

n marker": ""’

"card_bits": "1e6",

"card_start": "0",

"fc_bitsﬂ: "8",

"fc_start": "1l6",

"flagsu: ""’

"objname": "Control Reader PR-x08 1",
"objtype": "PARSEC_PR_X08",
"parent_id": "localhost",
"parent_type'": "SLAVE",
"serial_number": ""
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16 Axxon Nextintegration

The configured integration of Intellect with Axxon Next allows you to receive video streams and events from Axxon Next cameras in
Intellect.

ONVIF protocol is used for integration.

16.1 Integration with Axxon Next via ONVIF protocol

Axxon Next and Intellect integration is configured in several stages in the following order:

1. Update Axxon Next to the version 4.6.2 together with IP Drivers Pack version 3.74 (these are the minimum required
versions) or later—see Axxon Next update, Updating Axxon Next Drivers Pack module, Updating Axxon Next on Linux OS.
In Axxon Next, open the port 8081. It is necessary for the ONVIF Server to work.
In Axxon Next, configure and start the ONVIF Server—see Configuring the ONVIF Server.
4. Update Intellect IP Drivers Pack to the minimum required version 3.74 or later. You can do this in two ways:

a. Update the main product to the latest hotfix, and Drivers Pack will be updated together with it—see Updating

Intellect, Hotfixes of Intellect and vertical solutions.
b. Update Drivers Pack only—see Updating Drivers Pack separately from the main product.

5. InIntellect, configure the Video capture device in a certain way—see Configuring the Video capture device object for
integration with Axxon Next via ONVIF.

w N

As a result, the Axxon Next ONVIF Server will be connected to Intellect as a Video capture device with its corresponding video
cameras that will be displayed as child devices.

16.1.1 Configuring the Video capture device object for integration with Axxon Next via ONVIF

There are two options for configuring the Video capture device object to receive data from Axxon Next: using the Camera
discovery tool (the preferred option) or creating an object in the Hardware objects tree. Both options are described below.

16.1.1.1 Usingthe Camera discovery tool

1. Goto the Hardware tab in the System settings dialog box. In the objects tree, select the Computer object corresponding
to the Server, for which you want to configure the connection with Axxon Next (1).
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Interfaces
\DESKTOF| |LOCALHOST
[ ] Dizable

Wideo Audio Dizgk GE

] O 963

O D 75.98
< >
Archive dizks I Archive synchronization I
| Camera digcovery tool |
2

Apphy Undo

As a result, the Ip Wizard window will open.
3. Inthe Add device manually section:

oo T

In the IP address field, enter the IP address of the Axxon Next ONVIF Server (3).
In the Port field, enter the port of the Axxon Next ONVIF Server (4).

From the Brand drop-down list, select ONVIF generic (5).

From the Model drop-down list, select generic (6).

From the Firmware drop-down list, select auto (7).
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Click the Add button (8).

Ip Wizard

Brand tadel Firrnwmare Settings
] FFMPEG = Dshow video[U5B cam auto » device zett
] FFMPEG = Dszhow audio » | auto * device zettn
[ CaptureDevice = CaptureDevice * auto * device zett
Add device manually
IP addresz | m . o.M 15 |3 Brand OMYIF genenc w 5
Port 201 4 kodel geherc e | ﬁ
Firmware auto “|T
Add B8

As a result, the IP device with the specified parameters will be displayed in the upper part of the window.

() Note

In Intellect version 4.9, configuration is different: you need to select the ONVIF brand and the

4_channel_device model.

In the Login and Password columns, enter the login and password to connect to Axxon Next (9).
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5. Select the objects that you want to add to Intellect. To do this, expand the objects list by clicking the *! button and set
the checkboxes next to the objects that need to be created (10).

(@ Note

In Intellect version 4.9, the onvif_events will be displayed as Axxon Next detection tools. You need to select them.

Apply

6. Clickthe = button.

The selected objects will be automatically created in the objects tree on the Hardware tab.

@ Forafull description of the Ip Wizard settings, see Camera discovery tool.

16.1.1.2 Creating an object in the Hardware objects tree

1. Create the Video capture device object on the basis of the Computer object on the Hardware tab of the System settings
dialog box (1).

Architecture Hardware Interfaces Users Programming

[ |2 | |V|dec- capture device 2 | 2 i ONVIF generic ol
‘ Carnputer [ ] Dizable Modet | o
-EE Audio playback card 1 - ; | |
! Computer Nl : ' ~
= Firrraare: |
PCI channel: Signal: F'AL v
Resalution: | Standard -
mas
Fate: [
min

IP address: [10.0.11.15 |

4 I arme: |root |

Pazsword: | ssee |

[ Activate watchdog [ Usze device settings

Basic zettings I

Apply Undo

2. From the Type drop-down list, select ONVIF generic (2).

(@ Note

Earlier versions of Intellect may have the ONVIF or Onvif(h264) types. They can also be selected.

3. Inthe IP address and Port fields, enter the IP address and port of the Axxon Next ONVIF Server (3).
4. Inthe Name and Password fields, enter the name and the password to connect to Axxon Next (4).

Apply
5. Click the - button.

The Video capture device object created this way will correspond to the Axxon Next Server. It will automatically display the
available child objects that are present in Axxon Next.
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@ Forafull description of the Video capture device object settings, see The Settings panel of the Video capture device
object.
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17 Configuring RabbitMQ

Intellect can act as receiver and transmitter of RabbitMQ events. Download and install the following components from the
https://www.rabbitmg.com/install-windows.htm| website before using this functionality:

1. Rabbit service

2. Erlang
By default, RabbitMQ has a built-in guest/guest account that only works with localhost. Create a new account to use RabbitMQ
remotely.
The examples below mention the amqgp_sendstring.exe and amqp_listen.exe utilities. These utilities for processing and sending
messages from the Intellect are to be implemented by programmer.
The connection to RabbitMQ is configured as follows:

1. Go tothe RabbitMQ tab on the Security zone object settings panel on the Programming tab of the System settings
dialog box (1).

Server: IIocthost
Part; |55?2
Uszer: Iguest

Password: I EEREE

S oA W N

Content-type I plainAtest j

Basic settings  Rabbithi Q) I

1

Ppply Undo

2. Inthe Host field, enter the name or address of the RabbitMQ host (2).
3. Inthe Port field, enter the port to connect with the RabbitMQ host (3). If the port is 0 or not set (by default), the RabbitMQ
client does not run.
In the User field, enter the RabbitMQ user name (4).
In the Password field, enter the RabbitMQ user password (5).
6. From the Content-type drop-down list, select the data type to be sent and received by Intellect (6):
a. application/json - a message is sent and received in JSON format. If Intellect cannot parse the message in JSON
format, an attempt is made to recognize the message in plain/text format.
b. plain/text - the Intellect event is sent and received in the format "TYPE|ID|EVENT"

7. Click Apply (7).

o

17.1 Intellect provider and third party receiver
Intellect provider operates in amq.topic mode, and the receiver operates in amq.direct mode.

amg.topic allows for subscriptions ranging. Each event sent from Intellect is signed with a special header, which is built according
to the following scheme:

routingkey = "intellect.event." + msg.GetSourceType() +"." + msg.GetSourceld() + "." + msg.GetAction();
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So the receiver can subscribe to any event(s).

Example.

Subscription to all events:

amgp_Llisten.exe localhost 5672 amq.topic intellect.event.#
Subscription to Action=="RUN” events

amgp_Llisten.exe localhost 5672 amq.topic intellect.event.x.*.RUN

A Important!

Events enter the RabbitMQ queue from each Intellect core individually. For example, if there are two cores in the system,
and the event occurred on a core that has incorrect settings or does not have a connection to RabbitMQ, the event will
not get into the queue, despite the fact that the second core will receive it. Each core sends only its own messages.

17.2 Intellect core receiver

The receiver is implemented according to the amq.direct scheme. It is subscribed to all events with the "bindingkey" key.
bindingkey should have the following format: "intellect." + ComputerName (case sensitive).

When sending, the bindingkey must be specified exactly as it is registered at the receiver, otherwise the message will not be
delivered.

Example events that will be receiver by Intellect core:

text:

amgp_sendstring.exe localhost 5672 amq.direct intellect.ASUS "CAM|1|HELLO"
or JSON

amgp_sendstring.exe localhost 5672 amq.direct intellect.ASUS {\"Type\":\"MACRO\",\"Id\":
\"IN",\"Action\":\"RUN\",\"Params\": {\"test1\":\"+++\",\"test2\":\"000\"}}
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18 Intellect software Integration Guide. Postscript

More detailed information on the Intellect software package is presented in the documents titled:

1. Administrator’s Guide.

2. Operator's Guide.

3. Installing and configuring security system components guide.
4. Programming Guide (JScript).

If while operating the given software product you have faced difficulties and problems, you are welcome to contact us. However
before addressing us, we kindly ask you to answer the following questions:

1. Whatis the problem?
2. When did the problem occur and what had happened before it occurred?
3. Which conditions gave rise to the problem?

Remember, that the more detailed and precise information you give us, the faster our experts will resolve your problem.

We are striving to improve the quality of our products, and hence welcome any proposals and suggestions how to improve our
software and documentation.
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19 APPENDIX 1. DDI file structure

The table below contains the description of the fields of the table from the Names tab (the <Objects> section).

Field Description

Name (<ObjectName>) Object ID name

Visible name (<VisibleName>) Visible name

Group name (<GroupName>) The name of a group of objects. Used for grouping objects in Intellect settings tree

The table below contains the description of the fields of the table from the Events tab (the <Events> section).

Field Description

Name (<EventName>) Event ID name

Description (<EventDescription>) Event description displayed in the event log

Event handling (<EventType>) Used to set the background color in the event log: normal - no background color;

alarm - red window; information - blue window

Sound support (<IsSoundEnabled>) A sound file is played when a message is received

Do not send over network (<IsNetworkDisabled>) Messages will not be sent over the network

Do not log (<IsProtocolDisabled>) Message will not be displayed in the event log, and event will not be recorded in the
database

Windows log (<IsWindowsLogEnabled>) Record message in the Windows log

Note: Recording in the Windows log is impossible, if the event is not logged

The table below contains the description of the fields of the table from the Reacts tab (the <Reacts> section).

Field Description
Name (<ReactName>) Reaction name
Description (<ReactDescription=>) The reaction description displayed in the context menu after a right-click on the object

icon on the Map

Flags (<IsReactArm>) Indication whether the reaction is performed either for a single object or for a group of
objects from the same section

The table below contains the description of the fields of the table from the Icons tab (the <lcons> section).

Field Description

Filename (<FileName>) The part of the bmp file name that serves as an image ID. An image ID allows you to use multiple
bmp files to show objects of the same type on the Map (see Using the ddi.exe Tool to Work with
DDl files)

Name (<lconName>) The description of the object bmp file
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The table below contains the description of the fields of the table from the States tab (the <States> section).

Field Description

Name (<StateName>) State name

Image (<ImgName>) The part of the bmp file name that serves as a state ID (see Using the ddi.exe Tool to Work
with DDl files)

Note: The Map may display objects using lines, i.e. without using the bmp files. In this case, if an
object changes its state, the line color changes. The color (RGB) of a state is set as follows:

<State>$R:G:B
Description (<StateDescription>) State description
Flashing (<IsStateFlashing>) Display on the Map: normal - the icon does not flash, alarm - the icon flashes on the Map

The table below contains the description of the fields of the table from the Transition Rules tab (the <Rules> section).

Field Description

Event (<EventName>) The event that triggers the transition

Transition From (<FromStateName>) The start state from which the transition is made
Transition To (<ToStateName>) The end state to which the transition is made
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20 APPENDIX 2. NissObjectDLLExt and Corelnterface class declarations

On the page:

« Corelnterface
+ NissObjectDLLExt

20.1 Corelnterface

class Corelnterface

public:

virtual BOOL DoReact (React&)

05

virtual BOOL NotifyEvent(Event&)

05

virtual void SetupACDevice(LPCTSTR objtype, LPCTSTR objid, LPCTSTR
objtype_reader) = 0;

virtual BOOL IsObjectExist(LPCTSTR objtype, LPCTSTR id) = 0;
virtual BOOL IsObjectDisabled(LPCTSTR objtype, LPCTSTR id) = 0;
virtual Msg FindPersonInfoByCard(LPCTSTR facility_code, LPCTSTR card) = 0;

virtual Msg FindPersonInfoByExtID(LPCTSTR external_id) = 0;

virtual CString GetObjectName (LPCTSTR objtype, LPCTSTR 1id) = 0;

virtual CString GetObjectState(LPCTSTR objtype, LPCTSTR 1id) = 0;

virtual void SetObjectState(LPCTSTR objtype, LPCTSTR 1id, LPCTSTR state)
= 0;

virtual BOOL IsObjectState(LPCTSTR objtype, LPCTSTR id, CString state) =
0;

virtual CString GetObjectParam (LPCTSTR objtype, LPCTSTR id, LPCTSTR

virtual int GetObjectParamInt (LPCTSTR objtype, LPCTSTR 1id, LPCTSTR param) =
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virtual CMapStringToStringArray* GetObjectParamList(LPCTSTR objtype, LPCTSTR
id, LPCTSTR param) = 0;

virtual CStringArrayx GetObjectParamList(LPCTSTR objtype, LPCTSTR -d,
LPCTSTR param, LPCTSTR name) = 0;

virtual void GetObjectParams (LPCTSTR objtype, LPCTSTR 1id, Msg& msg)
:0;

virtual void SetObjectParamInt (LPCTSTR objtype, LPCTSTR id, LPCTSTR
param, int val) = 0;

virtual CString GetObjectIdByParam(LPCTSTR type, LPCTSTR param, LPCTSTR val)

= 0;
virtual CString GetObjectIdByName(LPCTSTR type, LPCTSTR name) = 0;
virtual CString GetObjectParentId(LPCTSTR objtype, LPCTSTR id, LPCTSTR
parent) = 0;
virtual int GetObjectIds(LPCTSTR objtype, CStringArray& list, LPCTSTR main_id
= NULL) = 0;

virtual int GetObjectChildIds(LPCTSTR objtype, LPCTSTR objid, LPCTSTR
childtype, CStringArray& list) = 0;

s

20.2 NissObjectDLLExt

class NissObjectDLLExt

protected:
CoreInterfacex m_pCore;
public:

NissObjectDLLExt(CoreInterfacex core) { m_pCore = core; }

virtual CString GetObjectType() 0;

virtual CString GetParentType() 0;
virtual int GetPos() { return -1; }
virtual CString GetPort() { return CString(); }

virtual CString GetProcessName() { return CString(); 3

virtual CString GetDeviceType() { return CString(); }
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BOOL HasChild() { return FALSE; }

UINT HasSetupPanel() { return FALSE; }

void OnPanelInit(CWndx*) {}

void OnPanelLoad(CWnd*,Msg&) {}

void OnPanelSave(CWnd*,Msg&) {}

void OnPanelExit(CWndx*) {}

void OnPanelButtonPressed(CWnd*,UINT) {}

BOOL IsRegionObject() { return FALSE; }

BOOL IsProcessObject() { return FALSE; }

BOOL IsIncludeParentId() { return 0; }

BOOL IsWantAllEvents() { return 03 }
CString DescribeSubscribeObjectsList() { return CString(); }
CString GetIncludeIdParentType(){ return CString(); }

CString DescribeParamLists(){ return CString(); }

void OnCreate(Msg&) {2}

void OnChange (Msg&,Msg&) {1}

void OnDelete(Msg&) {2}

void OnInit(Msg&) {3

void OnEnable(Msg&) {3}

void OnDisable(Msg&) {}

BOOL OnEvent(Event&) { return FALSE; }

BOOL OnReact(React&) { return FALSE; }
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