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1 Introduction

On the page:

« Document purpose
+ Purpose of Monitoring

1.1 Document purpose

This document, Monitoring: Administrator's Guide, is a reference aid for system administrators, configuration and installation
specialists, and users with administrator rights on the Monitoring of technical condition software (hereinafter referred to as
Monitoring).

This guide describes the following:

Purpose of Monitoring.

Hardware and software requirements for Monitoring.
Installation procedure for Monitoring.

Configuration of Monitoring components.

N

1.2 Purpose of Monitoring

Monitoringis designed to automate the activities of personnel at service companies involved in the operation of Intellect-
powered video surveillance systems. The purpose of Monitoringis to improve the quality of operation for such video surveillance
systems.

Introduction - 5
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2 Monitoring general description

2.1 Features of Monitoring

Monitoring receives, records, and visualizes messages about the state of security system components, based on the following key
parameters:

1. Camera operability.

Network functioning.

Operability of video subsystem software.

Amount of recorded video.

Hard disk operability.

Operability of fire/security and access control systems.
7. UPSsignals.

oW

In addition, the module allows monitoring the actions of monitoring operators: recording is performed of whether an alarm has
been accepted, how much time passed before the alarm was accepted, and so forth. The built-in system for statistics and
analysis generates reports on system operation: reports on alarms, downtime, statistics on security system operation, and more.

() Note.
If there is no activation key, then Monitoring software operates in the demo mode for 2 months from 8:00 am to 12:00
am.

2.2 Monitoring restrictions

In the Monitoring software package restrictions are imposed when creating systems of technical condition monitoring:

1. Maximal number of Agent of Control objects that can be connected to a Server of Controlis 2000.
2. Maximal number of Partition of Control objects being child objects for an Agent of Control is 30.
3. Maximal number of cameras which a Partition of Control can handle is 64.

Monitoring general description - 6
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3 Hardware and software requirements

On the page:

» Operating system requirements
« Hardware requirements

3.1 Operating system requirements

Monitoringis provided as executable modules that that can be run on the operation systems supported by the Intellect software
(see the Operating system requirements chapter in the Intellect software Administrator's Guide).

The software is compatible with standard operating system settings. On Windows Vista and later, UAC must be disabled. In
Windows 8, 8.1 and 10 it is necessary to configure security policies in order to entirely disable UAC (configuring security policies is
described in the Intellect software Administrator's Guide).

3.2 Hardware requirements
Monitoring can run on PCs that meet the following minimum hardware requirements:

« Intel Corei5 750 CPU

« 2GBRAM

« 200 GBHDD

« NIC

+ Graphics card with overlay support

Hardware and software requirements - 7
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4 Installing Monitoring

4.1 Installation options

Monitoring can be installed in one of the following configurations:
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Installation type

Purpose

License features

Agent of Control Is to be installed on the The program key,
object for which receiving, intellect.sec, should contain
recording, and visualizing the Agent of Control
messages about the state of ~ object.
security system
components is required.
Server of Control Is to be installed on the The program key,
object from which the intellect.sec, should contain
Agents of Control are the Server of Control
monitored. object.
Additional workplace This is the Server of Control Distributed system
(Monitoring light) version which is installed configuration is not

4.2 Installer

without additional
components and connects
to the existing database of
the main Server of Control
while interface objects are
created on the local
computer.

required for Monitoring light
operation.

The Additional workplace
object is to be specified in
the "intellect.sec" license
key that is located on Server
of Controlin order to allow
using the Additional
workplace software.

The Monitoringinstaller includes the installation file setup.exe.

IL[Help]
[hllanguages]
i Msetup

Additional components

In addition to Agent of
Controlmodules, the
VideoSrv communication
program is installed. It
interacts with similar
programs on the Server of
Control.

In addition to Agent of
Controlmodules the
following components are
installed:

1. VideoSrv
communication
module. It
interacts with
similar programs
on the Agent of
Control.

2. Data loader for
Monitoring to
record
information
collected by
VideoSrv into the
database.

Base Intellect installation
type

Server

RAW

RAW

4 setup
@Munitnring
Documentation is included in the Help folder.

Installation language is selected according to the language settings of the base /Intellect software. This information is stored in
the Language registry key in the section
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Uninstall\Intellect\ for 32-bit 0OS
(HKEY_LOCAL_MACHINE\Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall\Intellect\ for 64-bit). If, for some

Installing Monitoring - 8
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reason, access to this information is not possible, the language of the current operating system locale will be used if it is
available. The following languages are available: Russian and English.

4.3 Preparing for installation

Before beginning installation, copy the installation kit to a local disk and make sure that the indicated files are not marked as
"read-only".

Information on compatibility of Monitoring and Intellect software versions is given on the page General information about
product releases and versions compatibility.

Before starting the installer, quit /ntellect. If Intellectis installed as a service, stop the service.

For Server of Controlto operate, there must be an available database server. During installation of /ntellect, MS SQL Server 2014
Express is installed to a "clean" (fresh) system.

Server of Controlis compatible with the following servers:

« MS SQL Server 2008 R2
« MS SQL Server 2012
« MS SQL Server 2014

4.4 Installation
4.4.1 Agent of Control Installation

Installation of Agent of Controlis performed in the following sequence:

1. From theinstallation kit, start the executable file setup.exe. The window informs of the beginning of installation.
i'._% Monitoring v.9.0.0.963 Setup 5 =101 x|

- Welcome to the Monitoring v.9.0.0.963
:}'l{ Setup Wizard
ik

Please wait while the Setup Wizard prepares to guide you
through the installation.

F -

manitoring

Back IExE | Cancel

Installing Monitoring - 9
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2. Aprompt to start installation then appears. Click the Next button.
i Installation of Monitoring v.9.0.0.963 ' B ] 4

You are welcomed by the Monitaring v.9.0.0.963 Setup

« wizard. It enables to set installation parameters. Itis
recommended to quit all other applications before you
continue installation. Click Next to go on or Cancel to exit
the Setup wizard. Thank you for using software products by
AxxonSoft company.

manitoring

MNext Cancel |

3. The License Agreement window presents the terms of the end user license agreement. Select | accept the terms of the
License Agreement and click the Next button.
i Installation of Monitoring v.9.0.0.963

License Agreement.
Please read the License agreement carefully.

End-User License Agreement (EULA) il

Important! Read the following terms carefully before installing, copying
and/or using this software. Installing, copying or using the product indicates
vour acceptance of these terms.

This AxxonSoft End-User License Agreement {"EULA") is alegal agreement
between you, the End-User of the License rights granted herein, and
AmxonSoft, governing the use of the this software accompanying this EULA,
including any and all associated media, printed materials, and "online" or
electronic documentation protected by copyright laws.

=l
¢ I accept the terms of the License agreement.
{~ I do not accept the terms of the License agreement.
Print Back Next Cancel |

Installing Monitoring - 10
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4. Setthe Agent of control installation type. Click Next.
i'._% Installation of Monitoring v.9.0.0.963

Monitoring v.9.0.0.963 Installation Type.

Choose the type of installation required and dick Next.

Provides video information

+ pagent of control recording coming from cameras to
the local video archive, processing
of signals coming from any
I el equipment integrated with the
Intellect software and transmission
of "alarm” messages to the

" additional workplace Controling Server,

Back MNext Cancel |

5. Inthe window that appears, select the most appropriate installation type. If Intellect is installed as a service, select the
Install Monitoring as a service check box. The ITV Monitoring VRecover service will be configured and added to the
system. Otherwise, clear the check box.

After selecting an installation method, click the Next button.
i Installation of Monitoring v.9.0.0.963

Installation Mode

Choose installation mode

Choose advanced settings. Click Mext

™ Install Monitoring v.9.0.0.963 as a service

Back Next Cancel

Installing Monitoring - 11
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6. Adialog box to confirm installation will be displayed. Click Install to run installation process.
u_l Installation of Monitoring v.9.0.0.963 ’_’EF

AT

Ready to Install s P
Setup wizard is now ready to begin installation of Monit ]
computer. §

7. Theinstallation process is started.
_' Installation of Monitoring v.9.0.0.963 = =15

| 6\

Installing Monitoring v.9.0.0.963 ~

Installing Monitoring - 12
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8. When installation is complete, a wizard page appears with a message about successful installation. Click the Finish

button.
i'._% Installation of Monitoring v.9.0.0.963

Installation Complete
Installation of Monitoring v.9.0.0.963 is completed.

Installation of Monitoring v.9.0.0.963 on your computer is completed. If you were
installing Monitoring v.9.0.0.963 from CD, please, remove the installation media. Click
Finish to exit.

Installation of Agent of Controlis now complete.

4.4.2 Server of Control Installation

Installation of Server of Controlis performed in the following sequence:

1. From the installation kit, start the executable file setup.exe. A dialog box appears, informing of the beginning of

installation.
& Monitoring v.9.0.0.963 Setup ' =101 x|

T 7

Flease wait while the Setup Wizard prepares to guide you
through the installation.

manitoring

Back IExk | Cancel

Installing Monitoring - 13
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2. Aprompt to start installation then appears. Click the Next button.
i Installation of Monitoring v.9.0.0.963 ' B ] 4

You are welcomed by the Monitaring v.9.0.0.963 Setup

« wizard. It enables to set installation parameters. Itis
recommended to quit all other applications before you
continue installation. Click Next to go on or Cancel to exit
the Setup wizard. Thank you for using software products by
AxxonSoft company.

manitoring

MNext Cancel |

3. The License Agreement window presents the terms of the end user license agreement. Select | accept the terms of the
License Agreement and click the Next button.
i Installation of Monitoring v.9.0.0.963

License Agreement.
Please read the License agreement carefully.

End-User License Agreement (EULA) il

Important! Read the following terms carefully before installing, copying
and/or using this software. Installing, copying or using the product indicates
vour acceptance of these terms.

This AxxonSoft End-User License Agreement {"EULA") is alegal agreement
between you, the End-User of the License rights granted herein, and
AmxonSoft, governing the use of the this software accompanying this EULA,
including any and all associated media, printed materials, and "online" or
electronic documentation protected by copyright laws.

=l
¢ I accept the terms of the License agreement.
{~ I do not accept the terms of the License agreement.
Print Back Next Cancel |

Installing Monitoring - 14
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4. Set the Server of control installation type. Click Next.
i'._% Installation of Monitoring v.9.0.0.963

Monitoring v.9.0.0.963 Installation Type.

Choose the type of installation required and dick Next.

Provides reception and visualization
" Agent of control of "alarm” messages coming from
the Controlling Agent as well as
allows to perform queries to video
re Dsevuer of coninol archives of Controling Agents.

" Additional workplace

Back I MNext I Cancel |

5. Inthe window that appears, select the most appropriate installation type. If Intellect is installed as a service, select the
Install Monitoring as a service check box.
i Installation of Monitoring v.9.0.0.963

Installation Mode

Choose installation mode

Choose advanced settings. Click Mext

™ Install Monitoring v.9.0.0,963 as a service

Back I Next I Cancel |

6. Adialog box to configure database connection will be displayed. Select the database server name and set up the
connection parameters.

@ Note.
In the Select database Server from the drop-down list field specify the "127.0.0.1" value instead of computer
name or "(local)" value, e.g. "127.0.0.1\SQLEXPRESS". Otherwise Server of Controlwill lose connection with its
local database when the network cable is disconnected.

Installing Monitoring - 15
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i'._% Installation of Monitoring v.9.0.0.963

Select Database Server

Select database Server and authentication method.

Select database Server from the drop-down

list.

| 127.0.0.115QLEXPRESS 2008

Choose user identification procedure based on the present user account or SQL Server

identity check.

{~ Windows user account

¥ Lge the following user name and password:

i Installation of Monitoring v.9.0.0.963

Select or Set Name for Database.

Setup wizard will create new database or connect to existing one. Set name for database or

select the existing one from the list.

Database

[MonitorssTY << |

Existing databases

dt
intellect
lprex
master
model
monitorssty
msdb
tempdb
titles
traffic_db
web2

Back

MNext

Cancel

@ Note.

Administrator's Guide

User name |sa
Password | it
Back MNext Cancel |
Click Next.
In the Database field specify the name of the database or select it in the list of databases, which are created in the server,
and click <<.

By default, the name of the database is "MonitorSSTV" and its files will be stored in the SQL Server folder.

8. Click Install on the next dialog box.

Installing Monitoring - 16
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u_l Installation of Monitoring v.9.0.0.963 ’_’EF

| Bk \y

Ready to Install : . 3
Setup wizard is now ready to begin installation of Monito N

9. The installation process is launched.

_' Installation of Monitoring v.9.0.0.963 _|o| x|
AT
Installing Monitoring v.9.0.0.963 ~

Installing Monitoring - 17
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10. When installation is complete, a wizard page appears with a message about successful installation.

i'._% Installation of Monitoring v.9.0.0.963

Installation Complete
Installation of Monitoring v.9.0.0.963 is completed.

Installation of Monitoring v.9.0.0.963 on your computer is completed. If you were
installing Monitoring v.9.0.0.963 from CD, please, remove the installation media. Click
Finish to exit.

Installation of Server of Controlis complete.

4.4.3 Additional workplace Installation

Installation of Additional workplace is performed in the following sequence:

1. From the installation kit, start the executable file setup.exe. A dialog box appears, informing of the beginning of

installation.
& Monitoring v.9.0.0.963 Setup ' =101 x|

T 7

Flease wait while the Setup Wizard prepares to guide you
through the installation.

manitoring

Back IExk | Cancel

Installing Monitoring - 18
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2. Aprompt to start installation then appears. Click the Next button.
i Installation of Monitoring v.9.0.0.963 ' B ] 4

You are welcomed by the Monitaring v.9.0.0.963 Setup

« wizard. It enables to set installation parameters. Itis
recommended to quit all other applications before you
continue installation. Click Next to go on or Cancel to exit
the Setup wizard. Thank you for using software products by
AxxonSoft company.

manitoring

MNext Cancel |

3. The License Agreement window presents the terms of the end user license agreement. Select | accept the terms of the
License Agreement and click the Next button.
i Installation of Monitoring v.9.0.0.963

License Agreement.
Please read the License agreement carefully.

End-User License Agreement (EULA) il

Important! Read the following terms carefully before installing, copying
and/or using this software. Installing, copying or using the product indicates
vour acceptance of these terms.

This AxxonSoft End-User License Agreement {"EULA") is alegal agreement
between you, the End-User of the License rights granted herein, and
AmxonSoft, governing the use of the this software accompanying this EULA,
including any and all associated media, printed materials, and "online" or
electronic documentation protected by copyright laws.

=l
¢ I accept the terms of the License agreement.
{~ I do not accept the terms of the License agreement.
Print Back Next Cancel |

Installing Monitoring - 19
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4. On the next screen, select the Additional workplace installation type. Click Next.
i'._% Installation of Monitoring v.9.0.0.963

Monitoring v.9.0.0.963 Installation Type.

Choose the type of installation required and dick Next.

Provides visualization of “alarm™

" Agent of control messages coming from Controlling
Agents as well as allows to perform
queries to video archives of
I el Controlling Agents. An access to
the Controlling Server DE is
required for operation,

' Additional workplace

Back MNext Cancel |

5. Adialog box to configure database connection will be displayed. Select the database server name and set up the
connection parameters.
i Installation of Monitoring v.9.0.0.963

Select Database Server

Select database Server and authentication method.

Select database Server from the drop-down list.

| 192, 168, 56. 1\SQLEXPRESS 2008 |

Choose user identification procedure based on the present user account or SQL Server
identity check.

” Windows user account

' Use the following user name and password:

User name |sa

Password fooe

Back Next Cancel

Installing Monitoring - 20
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6. Inthe Database field specify the name of existing database or select it in the list of databases, which are created in the
server, and click <<.

{# Installation of Monitoring v.10.0.0.1391

Select or Set Name for Database.

Setup wizard will connect to existing database. Select name for database from the list.

Database Existing databases

[MonitorsSTY <<| inteILeEct
master

model
monitorssty
Main database msdb
tempdb

firtetect << | |[ttles

Back Mext Cancel |

7. Specify the export catalog path. This catalog will contain video data received from Agent of control.
i Installation of Monitoring v.9.0.0.963 . 10 =l

Choose Export Folder.

Choose where to set Monitoring v.9.0.0.963 export catalog.

Monitoring v.5.0.0.963 export catalog will be set to the following folder.

Export catalog path

|‘|,‘|,Works13tior1‘l£xport‘l, Browse... |

Back Next Cancel
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8. Specify IP-address and port for connection to Server of control communication module videosrv.
i'._% Installation of Monitoring v.9.0.0.963

Setting up connection to videosrv.

Please input ip address and port.

Connection to communication module would be set according to the following values.

Videosrv settings

IF address

Back MNext Cancel

() Note.
Itis strongly recommended to change default Export catalog path and IP address. Otherwise, after the

installation is completed, it will be necessary to configure Additional workplace (see Configuring Additional
workplace).

9. Click Install on the next dialog box.
i Installation of Monitoring v.9.0.0.963

Ready to Install

Setup wizard is now ready to begin installation of Monitoring w.9.!
computer.

Setup wizard is ready to install Monitoring v.9.0.0.963 on your PC. Click Install to start.
If you want to review or change any installation parameters, dick Back. Click Cancel to
exit the Setup wizard.

Back I Install I Cancel
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10. The installation process is launched.
i'._% Installation of Monitoring v.9.0.0.963

Installing Monitoring v.9.0.0.963

Please wait till Setup wizard installs Monitoring v.9.0.0.963. Installation period
depends on the operating system configuration and software that is already

installed.
Status: Updating base product DB
[ |

11. When installation is complete, a wizard page appears with a message about successful installation. Click the Finish
button.
i Installation of Monitoring v.9.0.0.963

Installation Complete
Installation of Monitoring v.5.0.0.963 is completed.

Installation of Monitoring v.5.0.0.963 on your computer is completed. If you were
installing Monitoring v.9.0.0.963 from CD, please, remove the installation media. Click
Finish to exit.

Installation of Additional workplace is complete.
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5 Configuring Agent of Control

To configure Agent of Control, go to the System settings window. Use of this window is described in Intellect Software Package:
Administrator's Guide.

5.1 Creating necessary Agent of Control objects

(@ Note.
Agent of Control, as well as Server of Control, can operate in distributed architecture of the digital video surveillance
system. In this case both Server of Control and Agent of Controlshall be configured locally, not remotely. Agents of
Control can view each other in the distributed configuration but cannot change each other's settings. Agents of Control
cannot view Servers of Control while Servers of Control can view where Agents of Control are installed.

A Attention!
Every time Agent of Controlis started, it checks for a Backup folder at the root of the disk on which /Intellectis installed.

If this folder is missing, Agent of Control creates it. Do not delete this folder.

To create necessary Agent of Control objects in the device tree:

1. Inthe System settings window, go to the Hardware tab (1).
2. Create an lIDK interface object based on a Computer object (2). Set the ID of the IIDK interface object (3).

Architecture Hardware Interfaces Users PFrogramming g; El=

Curer [S-LYLITOVE
B o110k Interface 150 [150) P 3 (@& )|idKirterace 160
Caompuiter I~ Disable
‘Cnmpulel

El

3. Create an Agent of Control object based on a Computer object.

Hardware

g & Computer [S-UYUTOVA]
- ¥ TIDK Interface 150 [150]
2l Aenk OF Control 1 [1]

4. After an Agent of Control object is created in the right part of the System settings window, a panel appears for
configuring the object.

1 Agent Of Contral 1 IDK intertace : 150
Computer

Karaneiorep S-UYUTOWA -
P ! [ Logging subsystem ... ]

NO CONTROL SECTION .
Tao apply settings.

it is required ta restart
Yideosry

5. Inthe IIDK Interface No. field, enter the object ID for the IIDK interface created in step 2.
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6. Create one or more child Partition Of Control objects based on the Agent of Control object.

Architecture Hardware

2 & Computer [S-UYUTOWA]
L% TIDK Interface 150 [150]
8- Agenk OF Conkral 1 [1]
(ol P arkition OF Conkral 1 [1]

& Important!
The identification number of Partition of Control object shall not include any symbols except digits, otherwise
events are not transmitted from such object to Server of Control.

7. After the Partition Of Control object is created in the right part of the System settings window, a panel appears for
configuring the object.

1 Pation Of Control 1 D 386
TCP port (UFS) e
Agent OF Cortral 1 ~|
| gen il — | Mideodata ..
Mumber K.eep archive for [days]
Cameras ...

Total cameras: 0

Sensor 1D Sensor type
2 Senzars

Add...

Sensors: 0 [ Temnperature sensor set

Cancel

() Note.
Itis also necessary to create Video capture device, Camera, and Sensor objects in the device tree that correspond to
the connected hardware. Creation and configuration of these objects is described in the document Intellect Software
Package: Guide to Installation and Configuration of Security System Components (the most recent version of this
document can be found in the documentation repository).

Creation of the necessary objects in the device tree is now complete.

5.2 Configuring the logging subsystem
The logging subsystem allows configuring the detail level at which the activity of Agent of Controlis recorded.

To configure the logging subsystem:
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1. Go to the configuration panel for an Agent of Control object.

1 Agent Of Cantrol 1 DK interface: 150

Computer

Kaornewrep S-UYUTOWA - I|

Logging subsystem ... |I

To apply zettings,
it iz required to restart
‘Yideosry :

Restart

2. Click the Logging subsystem... button.
3. Inthe dialog box that opens, specify the following parameters:

[V] Alarm events
[V] S ystem status

(V] Intellect mezzages

Archiving period [h] 168

File zize (MB] 100
K.eep archives for [months] | 2 -

] ] [ Cancel |

a. Auxiliary characters: To log transport-level auxiliary characters, select this check box.
b. Alarm events: To log alarms (activation of vibration sensor, temperature sensor, or forcible entry sensor), select
this check box.
c. System status: To log events related to the system state, select this check box.
d. Intellect messages: To log messages from Intellect, select this check box. Information is saved in the folder to
which the software was installed, in the file video.log.
e. Archiving period (h): Allows archiving the log file at the specified interval (in hours). Archives are saved in the
DATA subfolder, with the following name format: namelog_yymmddhhmmss.gz, where
i. namelog is the name of the log file being archived;
ii. yyistheyear of archive creation;
iii. mm is the month of archive creation;
iv. ddisthe day of archive creation;
v. hhisthe hour of archive creation;
vi. mm is the minute of archive creation;
vii. ssisthe second of archive creation.
f. File size (MB): Sets the threshold size (in megabytes) for the log file after which the file is archived. This setting
overrides the value in the Archive period (h) field.
g. Keep archives for (months): Sets the length of time for which to store the log file archive, in months (between 1
and 24). Archives that are older than the specified number of months are deleted.

The main log file is located in the installation folder, in the file vsrvYYMMDD.log, where YY is the year, MM the month, and DD the
day.

Configuration of the logging subsystem is now complete.
5.3 Configuring the Partition Of Control object
5.3.1 Configuring the Partition Of Control unique ID

To configure the unique ID number for a Partition Of Control:
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1. Go to the configuration panel for the Partition Of Control object.

1 * Parttion 0F Contral 1 | D 388 |
TCP port [UPS) 8888
Agent O Contral 1 -
| JE 00 = “ideo data ..
Number Keep archive for [days]
Cameras ...

Total cameraz: 0

Senzor D Sensor type S ensors

Add ...

Sengorg [ || Temperature sensor set

Cancel

2. IntheID field, enter a unique number for the object on which Agent of Controlis being installed. The number can be from
3to 9 symbols long.
To save settings, click the Apply button.

Configuration of a unique Partition Of Control ID number is now complete.
5.3.2 Configuring a port for incoming UPS messages

To configure a port for accepting messages from an uninterrupted power supply unit:

1. Go to the configuration panel for the Partition Of Control object.

1 Pattition OF Contol 1 ID 366
s
Agent OF Cantral 1 |
280 £oio == Yideo data ...
Murnber K.eep archive for [days]
Cameras ...

Total cameras: 0

Sengor D Senzar type

Sensors

Add ...

Sensors 0 [ Temperature sensor set

Cancel

2. Inthe TCP port (UPS) field, enter the number of the port on which to "listen" for UPS messages.
3. Tosave settings, click the Apply button.

Configuration of a port for accepting messages from a UPS is now complete.

5.3.3 Configuring communication between Agent of Control and Server of Control

To configure communication between Agent of Control and Server of Control:
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1. Go to the configuration panel for the Partition Of Control object.

1 Partition 0f Contral 1 I £
TCP port (UPS] 8888
| Agent OF Cantrol 1 >
JE 00 s “ideo data ..
MNumber F.eep archive for [days]
Cameras ..

Total cameraz: 0

Senzor 1D Senzor type
ol Senzors

Add ...

Sensorg: 0 |7 Temperature sensor set

2. Click the Transmitting... button. A dialog box opens with settings for configuring the communication method between
Agent of Control and Server of Control.

Connection bo Contral Server Client maode

Connection bpe - 2
3

—R5-232
COM port II::::m1 "I
COM port speed IEIEEIEI "’I
COM port format IBN1
~TCP/P 9
TCP port I????

=
=

IPaddess | 0 . 0

[ Use DNS instead of IP| 4

[0 buffer [bytez] § 4096 - 6

Ping frequency [zec] §{120 ?

i

8
corel_|

3. Inthe Connection to Server of Control drop-down list select the Client mode as the methods for connecting Agent of
Controlto Server of Control (1).

@ Note.

The Server mode is not used.

4. Inthe Connection type drop-down list, select one of the possible values for the transport level (2): TCP/IP or R$232.
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5. If RS232 is selected in the Connection type field, specify values in the COM port, COM port speed, and COM port format
fields (3).
6. If Client mode is used to connect to Server of Control and TCP/IP is selected in the Connection type field, indicate the
parameters for connection with Server of Controlin this dialog box:
a. IfanIP-addressis used for connection, ensure the Use DNS instead of IP checkbox is not set (4) and indicate the
IP address and TCP port of Server of Control (5).
b. If adomain name is used for connection, set the Use DNS instead of IP checkbox (1) and indicate the DNS name
and TCP port of Server of Control (2).

- TCR/P
TCF port I????
OMS name I
W UseDNS instead of IP |1 2
() Note.

The use of domain name for connection allows to avoid Agent of Controlresetting in case of Server of
ControlP-address change.

7. When still frames or video is sent to Server of Control, the data is transferred in packets. The packet size is specified by the
setting named 1/0 buffer (bytes) (6). For maximum data transfer speed, you are advised to use the value 4096. For poor
connections, such as if a GSM modem is used, you are advised to use the value 800.

8. Inthe Ping frequency (sec.) field, enter the time interval at which Agent of Controlwill send messages about its technical
state to Server of Control (if Client mode is selected) (7). Minimal possible value is 10 sec. The value in the Ping frequency
(sec.) field does not affect short-term alarms. Messages about short-term alarms are transmitted from Agent of Controlto
Server of Controlimmediately after corresponding sensors triggering. Some long-term alarms can also be an exception:
for more info see the document Monitoring. Operator's Guide, section Appendix 1. Data update periods summary

9. Click OK (8).

Configuration of communication between Agent of Control and Server of Controlis now complete.

5.3.4 Configuring captions

To use and configure captions, for each camera on which you want to use captions you must create a Captioner object.
& Attention!

If multiple captioners have been created for a single camera, Agent of Control uses the captioner with the lowest ID
number.

Hardware

= & Computer [S-UYUTOWA]
B3 Agent OF Cantral 1 [1]

-3¢ TIDK Inkerface 150 [150]

534 Video Capture Device 1 [1]

EIII Camera 1 [1]
- [® Captioner 1[1]
=@ Camera 2 [2]

To configure the font and display area used for captions:
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1. Inthe device tree, click the relevant Captioner object. On the right side of the System settings dialog box, the
configuration panel of the Captioner object is displayed.

|1 IEaptioner 1 r— Captions output window

= |5 ¥ |5
Camera [ Disable

|Camera1 j i ISU H IEHJ
1

Colar: | P Z
Highlight words:
Word Color Full string i atch caze
3 | Export | | Impork | | Copy | | Faste | | Clear

2. Ifyou click the button to the right of Font, a dialog box appears in which you can configure the font face and size (1).

Fort: Fort style:
| Tahoma Bold

Regular =
Bold
imes New Roman Obligue

rebuchet M5 [ |Bokt Oblique
erdana - i

rSample ———————————————

[==]
[+
@,
(3]
o]
=8
o

EEEEET
EEENT
EEEEA’

1717 WMEEEEN
11T HEEENT
177 FIAENEN
177 HEEEER
171 TTHEEER

Bl
-8
o
3
o
=R

mml
17
18

Hue: IMT Bed: ID_
Sat:|240  Green: IE
Diefine Custom Colars > | ColoriSglid Lum: lﬁ Blue: ID_

Cancel | Add to Custom Colors I

Configuration of the Captioner object is now complete.
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5.3.5 Configuring the camera list

The list of cameras specified in the configuration panel for the Partition Of Control object defines the cameras whose archives
can be accessed through the Search in Archive interface object (see the document Monitoring Software Package: Operator's
Guide). In addition, this list defines the cameras whose state and archives are monitored by Agent of Control.

Depending on whether the list of cameras has been specified or not, the following situations are possible:

1. If cameras are specified in the list, Agent of Controlworks in normal mode: it monitors the state of cameras and their
archives. Server of Controlreceives information about the number of cameras, disks, disk volume, etc.

2. If no cameras are specified in the list, Agent of Control checks for the presence of a Long-term Archive object in the
system and gets information about disks from this object. In this case, Server of Control will receive information only for
the disks marked in the Long-term Archive object. Access to the archive is not performed from the Search in Archive
interface object during this process.

3. If nocameras are indicated in Agent of Controlsettings and there is no Long-term Archive object in the configuration,
information about disks is taken from the Computer object; the disks indicated for storage of the main archive are taken
into account. Access to the archive is not performed from the Search in Archive interface object during this process.

In the second and third cases, monitoring is performed of the state of the system (network functioning, restarts, etc.) and disks
(their number and free space). The state of cameras and their archives is not available for monitoring.

() Note.
Creation and configuration of the Long-term Archive object is described in the document Intellect Software Package:
Administrator's Guide.

To configure the list of cameras in use:

1. Go to the configuration panel for the Partition Of Control object.

1 Parition OF Control 1 D 386
TCP port {UPS] 8838
P -
2oeri[liLanio : Wideo data .

Mumber K.eep archive for [days]

Cameras ...

Total cameras: 0

Senzor D Sensar type T
Add ...
Senzarz 0 [ Temnperature sensor set
HApply Ca.ru:eI
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2. Click the Cameras... button. The Add/edit cameras window opens.

Add/Edit cameras @
Murber  Camera Murmber  Camera K.eep archive for [da...
A Carnera & — | 2 Carnera 2 =]
e 3 Camera 3 g0
T 4 Carnera 4 =]
1
keep archive for [days] 60 2 3 | Set for selected cameras listed on the right
Track archive
[Elver period [days) v] £1 5
For all tirme
ver penod [days]
4 6
[ Apply changes and cloze ] | Cancel J

. I -
3. Configure the necessary cameras by clicking the and buttons to move cameras from the left list to the one on
theright (1).

Select cameras in the list on the right.

Specify the time for video archive storage, in days (2).

Click the Set for cameras selected in the right list button (3).

Repeat steps 4 to 6 for all necessary cameras.

Set the archive tracking time period (4): For all time or Over period (days). When Over period (days) is selected, the (5)
field is enabled to specify the number of days.

NGk

() Note.
If For all time is selected, the algorithm of decision-making on an alarm for all time is used, even when the
video archive is empty.
If Over period (days) is selected, the value entered in field (5) must be greater than or equal to the archive
storage time + 1 day.
To take into account the regular voids in the archive, the number of days in the tracking period should be
increased by the maximum number of days of regular voids during the archive storage.

9. Click the Apply changes and close button (6). The selected cameras will be added to the list on the configuration panel of

the Partition of Control object.
10. Click the Apply button.

@ Note.

The ID numbers of cameras and captioners must be whole numbers.

Configuration of the camera list is now complete.

Configuring Agent of Control - 32



Administrator's Guide

5.3.6 Configuring sensors

The system supports use of four fixed sensors (vibration sensor, lock sensor, temperature sensor, and additional sensor) as well
as 12 expansion sensors. There is also a separate additional device, "temperature array".

@ Note.
Before configuring a list of sensors for a protected site, you must create and configure the necessary Sensor objects in
Intellectfirst. Creation and configuration of these objects is described in the document Installing and configuring
security system components guide.

& Attention!
Sensor IDs must be whole numbers.

& Attention!
If video data (i.e. clips or snapshots) are attached to the alarms, it is necessary to create a script for stopping recording
on camera (see Sample script for stopping camera recording).

To configure the list of sensors in use:

1. Go to the configuration panel for the Partition Of Control object.

1 Partition OF Cantrol 1 I 386
TCP port [UFS) 8888
Agent OF Cantral 1 |
oot O Crto =
Murnber K.eep archive for [days]
1 0 Camneras ..
Total cameras: 1 2
Sengor D Sengar type
5
1 Wibration gengor [video,captions) A
e | 14
Senzorg 1 ] Temperature sensor set 3
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Click the Add button (1). A dialog box for adding a sensor appears.

I Type I\.fibration seheal jll

| Name [VIBROSENSOR |2

D [sensoriin  =]|B

Azzighment ko camera lm 4

5 11

w 6 IShowfor[sec] |5 j|12
|Post-alarm time [zec] |2U— I Fi
| Pre-alam time [zec) ID—I 8
| Murnber of frames ml L]

| Interval [zec) I'I—I 10

ak | Cancel |

In the Type drop-down list, select the type of sensor from the sixteen types described previously (1).

In the Name field, enter the text that will be sent to Server of Controltogether with the alarm message. This text will be
overlaid on the video during the captioning process (2).

In the ID drop-down list, select a Sensor object that has been previously created in the Intellect device tree (3).

In the Assignment to camera drop-down list, select a Camera object that has been previously created in the Intellect
device tree (4).

To enable sending video frames to Server of Controlwhen a sensor is activated, select the Transmit snapshots check box
(5). In the Assignment to camera field, specify the camera from which you want video frames to be sent (4).

@ Note.

The settings for sending video frames and for sending video fragments are different.

If you want for a video fragment to be sent to Server of Contro/when a sensor is triggered, select the Transmit video
check box (6). In the Assignment to camera field, specify the camera from which you want video frames to be sent (4).

In the Post-alarm time (sec.) field, enter the time delay between when a sensor is triggered and the time of access to the
video archives, in seconds (7). The default value is 20 seconds. This parameter is necessary for guaranteed recording on
camera.

In the Pre-alarm time (sec.) field, specify the amount of time for which you want to pre-record before sensor triggering,
in seconds (8). This allows obtaining video frames depicting not only the very moment at which an alarm occurs, but a
short time before.

In the Number of frames drop-down list, select the quantity of video frames to be transferred when a sensor is triggered
(for video frame transmission mode) (9).

In the Interval (sec.) field, enter the length of time, in seconds, between video frames if more than one frame is to be sent
(10). Thus when an alarm occurs, it is possible to send to Server of Control an entire sequence of frames that represent
different points in time, which increases the chance of viewing the most valuable frames (for video frame transmission
mode).

& Attention!
For snapshots transmitting more, as well as for video clips transmitting, it is necessary to create a script for
stopping video recording on camera (see Sample script for stopping camera recording).

& Attention!
When specifying the Pre-alarm time, Number of frames, and Interval settings, keep an eye on the
configuration of the camera from which video frames are to be sent, and particularly on the Pre-Alarm record
setting. Pre-Alarm record time on camera have to be greater or equal to Pre-Alarm time value in sensor
settings.
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1 |Eamera 1 ’—J
Region | j

Yideo Capture Device [ Disable
|\-‘ideu Capture Device 1 j

— Decompressar

¥ Erightress  Conlrast
Decoder number IEI 'I P r : 5 r I j
Resolutian IStandard vl : s ~Recording audo————————

~ Recording quality——— il I : I Mo Audio Recording j

l )
0 0 : i ~Sensitivig—————————— Gre-alarm record |2 B

= i mad = |_ C |_ : Post-alarm recaord g
™ Calar I I E.I_E - - "Hot record" time I 5
[T ovlygzz i ; min = = :1_I: "Hot record" rate Iﬂ fps

min ma Size Contrast : =
Fecarding frame rate I 3_ fps

Folder |D:\Sof\Diopbos®Vi || | Record alams

Bazic zettings I Advanced settings I

13. Inthe Length (sec.) field (1), specify the length of the video fragment to send (for video fragment transmission mode).

14,
15.

16.

17.
18.

Type IVibration sEnEor j

Mame [vIBROSENSOR

ID ISensor1 1] j
Azsignment to camera IEamera‘I 1] j
[ Tranzmit snapshats | Captioning

2 Transmit video Showfor(sec) [5 7]
Past-alarm time [sec) |2D—
Pre-alarm time [sec) IU—
Length [zec) m 1

Rate Max = 2

Cancel |

& Attention!
This setting is unavailable in the current version. The length will be determined by the size of the video fragment

filein the video archive. To limit the length of the video fragment to be sent, use a script to stop recording on the
camera (a sample script is found in the Sample script for stopping camera recording).

In the Rate field, enter the transmission rate for the video fragment (for video fragment transmission mode) (2).

To overlay captions on video when a sensor is triggered, select the Captioning check box (11). In the Assignment to
camera field, specify the camera on whose video you want to overlay captions (4).

In the Show for (sec.) drop-down list, select the amount of time for which you want captions to be displayed on video, in
seconds (12).

Click OK (13).

To perform monitoring to ensure that temperatures do not deviate from an allowed range, select the Temperature
sensor set check box (3). A set of DS18520-type temperature sensors is used for temperature monitoring. Temperature
sensors are connected via a two-wire MicroLAN to a MicroLAN network adapter, which in turn connects to the COM port of
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the computer on which Agent of Controlis installed. The MicroLAN network adapter can be connected to the USB port of

the computer on which Agent of Controlis installed, by adding a RS232-USB adapter.

Configuration of the list of used sensors is now complete.

5.3.7 Configuring alarm groups

For the Access Control and Detection Tools alarm groups, by default no data is sent from Agent of Control. These alarm groups,
as well as Hardware and Fire/Security System, can be used for designating their respective alarm types.

To classify events of an object as belonging to a particular alarm group, create an object (if it does not exist already) in the device
tree. For example, if you want for the signal from the Abandoned Object Detection Tool to be displayed in Monitoring in the
Detection Tools alarm group, create a Detector Zone object and configure it (select the Abandoned Object Detection Tool
type, specify the detection area and sensitivity, etc.; for more details, see the document Intellect Software Package:

Administrator's Guide.

ecture Hardware

= & Computer [S-UYUTOWA]
Ea}( Agent OF Conkral 1 [1]

3¢ TIDE Interface 150 [150]

&% Video Capture Device 1 [1]

%5 Sensars

! Camera 1 [1]

To associate various events with particular alarm groups:

1. Go to the configuration panel for the Partition Of Control object.

Total cameras: 1

Senzaor 1D Senzar type
Sensorg
Add..
Edit ... |
Delete |
Sensors: [ [~ Temperature sensor set
Apply Cancel

|1 IF'artition Of Contral 1 1o} ISBE Transmitting ... |

TCP port [UPS] [Bz8e
|.-'-‘-.gent Of Contral 1 j Video data |
Mumber F.eep archive for [days]
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2. Click the Monitoring... button. The Add/Edit events for Monitoring window opens.
Xl

id | Type ‘ MNumber | Mame ‘ Ewent | Group of alams | Conf. ‘ Wideo dats | Message | Detail. |

Add .. Edi | Delets

3. Toadd an event, click the Add... button. The event configuration window opens.

Type I Camera = I 1

Murmber - 2
S

Caonfirnation | Ma |5
Yideo data | Mo - ﬁ
Mezzage ?

|| Capture detaled data 8

k. | 9 Cancel

4. Inthe formthat appears, in the Type drop-down list, select the type of device (1). This list contains the types of all objects
created on the Hardware tab of the System settings window that have recorded events.
Example: In the case of the Abandoned Object Detection Tool, select the Detector Zone type.
5. Select an ID number for the object of the selected type from which you want to get events (2). If you want to get events
from all devices of this type, leave this field blank.
6. Inthe Event drop-down list, select an event type (3). The available event types depend on the selected object type.
7. Inthe Group of alarms drop-down list, select an alarm group and indicate in which alarm group you want for Monitoring
to display alarms for this event (4).
8. ltis possible to get confirmation of alarm acceptance from the Server of Control. Select the type of confirmation in the
Confirmation dropdown list (5):
a. No -no confirmation is sent.
b. Simple - Agent of Control sends confirmation when an alarm is confirmed by the operator.
a. Complex - when accepting an alarm the operator must confirm it in the confirm box and after that the
confirmation is sent.

() Note.
The Agent of Control sends the "Confirmed: Monitoring event" message to /ntellect core when there is the
confirmation of alarm acceptance on the Server of Control. Scripts that use this event can be created in /Intellect
- see Sample scripts for processing alarm confirmations.

@ Note.
Confirmation sending can be disabled on the side of the Server of Control - see Sending confirmations of alarm
acceptance.
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9. Inthe Video data dropdown list select the video data configuration that is to be transmitted (6). Information on how to
set video data transmission configurations is given in the Adding video data to alarms section.
10. Entertextin the Message field (7). The text entered in this field will appear in the Device column of the Alarm Reaction
dialog form (see the document Monitoring Software Package: Operator's Guide).
If the object identifier (2) is not specified, the following variables can be used in the Message field to detail the message:
a. <id>- identifier of the object from which the event came.
b. <name> - the object name.

A Attention!
<id> and <name> are to be in lower case.
After substitution of variables values the message must not be longer than 40 characters. If the resulting
message is longer, extra characters will be dropped.

(@ Example.
When the Disarmed event appears at the Camera 1, the “Camera [1] disarmed” message is sent.

Type | Camera -

Humber | -|
Evert | Disarmed -|

Group of alams | Detections -
Confimation | No -
Videodata [No -

Meszage  Camers [=id=] dizarmed

[] Capture detailed data

QK. Cancel

11. Tosearch for additional information in messages from a device of this type (for the substring "param0<>"), select
the Capture detailed data check box (8).
12. Click OK to save changes (9).

This means that when integrating a new device into /ntellect, if a developer wants to be able to send more detailed information
to Monitoring, when generating an event from the device, the developer should add detail in the param0<> parameter. For
example, if there is a Motherboard Control module that has the Alarm event, the following values could be included in param0<>:
"processor cooler", "BIOS battery", etc. If you enter "Motherboard" in the Message field and select Capture detailed data, the
following text may appear in the Device column of the Alarm Reaction dialog form: "Motherboard (CPU cooler)".

Example of how to configure the message for the Abandoned Object Detection Tool.
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Type | Camera v
Nurber | 1 v
Event [Alam v

Group of alams | Detections -
Confimation | Complex -
Video data | Na -

tezzage  Abandoned object

[] Capture detailed data

In the example shown with the Abandoned Object Detection Tool, when the detection tool is triggered a indicator corresponding
to the Detection Tools alarm group becomes red in the Control Panel.

F

10 Green zpruce dr.

Click this indicator to view the Alarm Reaction window, which indicates that the Abandoned Object Detection Tool has been
triggered.

[EiResction to st 0 Green spucedr ooy
H M o«
Alarm date x| End x| Canfirn | = Alarm type v | Device v| Date of processing v| Camment
|28.06.201815.40:55  [28.06.2018154086 | O |Detections |bandoned object |
28062018 15:41:08 |26.06.2016 15:41:09 Dietections Ahandoned object

Corment

e Crlifieriziel =)

Similarly, it is possible to monitor messages from other objects created in the /ntellect device tree, on the Hardware tab.
Configuration for associating different events with certain alarm groups is now complete.
5.3.8 Adding video data to alarms

If the transmission of user alarms (see Configuring alarm groups section) to the Server of Controlis configured, then video data
can be added to these alarms. The video data transmission configurations can be created in Monitoring software in order to be
added to any events when configuring alarm groups.

& Important!
If video data (snapshots or videos) is added to an alarm, then the script for stopping camera recording is to be created
(see Sample script for stopping camera recording section).

Configure adding video data to alarms as follows:
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1. Go to the settings panel of the Partition of Control object.

|1 IPartition 0 Cantral 1

[

|Agenl Of Contral 1

Murber Keep archive for [dapz]
1 50

Total cameras: 1

o] 386

TCP part (UPS]

Cameras ...

Transmitting ... |
Monitorning ... |

IBBBB
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Senzar D Senzar lype
Senzors
Add ..
Edit .. |
Delete |
Senzorg: 0 [~ Temperature sensor set
Apply Cancel
2. Click the Video data... button. The Adding/Removing configurations for transferred video data box appears.
5|
MNurmber | Camnera “ideo data | Post-alarm time [sec) ‘ Pre-alarm time (zec] | Murmnber of frames Interval (zec) ‘ Length [zec] ‘ Speed [Kbyte/s] ‘ Captions | Show for [se
4] |
Add Edit | Delete |

3. Toadd a new video data transmission configuration click the Add... button. The configuration settings box appears.

Azzignment to camera

W Transmit snapshots

[ Transmit video

Pozt-alarm time [zec] IEEI
Pre-alarrm time [zec] IEI

MHurber of frames I‘I vI
Interval [zec) I'I

Caphianing ITH‘I’I:II:IBEITEJ'II:-1 11 j

Show for [gec) I 5 - I

3 [

Cancel |

4. Inthe Assignment to camera dropdown list select the Camera object that will be used for getting video data (1).

5. Configure the data transmission parameters (2). The data transmission parameters are the same as those for video data
transmitted along with sensor alarms (see Configuring sensors section, steps 7-17).

6. Click the OK button (3). The created configuration is added to the list.
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7. Repeat steps 3-6 for all video data transmission configurations.
8. Click the OK button.
9. Click the Apply button.

Video data transmission configurations are now created.

5.4 Connecting to uninterrupted power supplies

If your computer has a Smart-UPS uninterrupted power supply unit made by APS, messages from the UPS can be sent to Server
of Control.

Configuration of a UPS is performed in the following order:

1. Install the StateUPS utility.
2. Configure the PowerChute plus utility.

5.4.1 Configuring StateUPS

StateUPS utility (exe-file and ini-file) is installed with Agent of Control and placed to the </ntellect software installation>/Vhost/
UPS/.

() Note
Files from the </ntellect software installation>/Vhost/UPS/Ext directory will look for the ini settings file in the same
directory as the StateUPS utility.

Configure the file StateUPS.ini in this directory:

1. Address - address of the machine on which Agent of Controlis running. The default value of this parameter is 127.0.0.1. If
you install StateUPS on the same computer on which Agent of Controlis installed, it is not necessary to change this
parameter.

2. Port - TCP port to which StateUPS sends messages from the UPS. The value of this parameter must match the
corresponding setting of Agent of Control, TCP port (UPS) (see the section Configuring a port forincoming UPS
messages).

If the StateUPS utility is to be used on another computer, do the following:

1. Create "HKLM\SOFTWARE\BitSoft\VHOST\VHostService" section in the registry for 32-bit 0S
("HKLM\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService" for 64-bit) on this computer.

2. Inthis section, create the "FolderLog" parameter. In the "FolderLog" parameter specify the path where the UPS folder will
be created containing ini-file. For example, if the folder is C:\EVUPS, then "FolderLog" = "C:\EVUPS\"

3. Inthe specified folder, for example, C:\EVUPS, create the UPS sub-folder and copy the StateUPS.ini into it.

5.4.2 Installing the software from the UPS vendor

After the StateUPS is configured, install the software from the UPS vendor. Before starting installation, make sure that the
interface cable is connected to the UPS.
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1. Tostart the installation process, start the executable file pc521.exe in the installation folder UPS\PowerChutePlus. A
window opens to inform of the start of installation.

www. apcc.com

‘ PoweerChute Plus Setup iz preparing the |nstalls higld
whizard which will guide vou through the rest of the zetup
= process. Flease wait, i)
s
T !

.._F?

2. On the following wizard page, select the option Continue with the installation now and click the Next button.

g - b J
Copyright © 2000

PowerChute plus 5.2.1 Setup
Windows NT/ 2000 (Intel)

Welcome to PowerChute plus Setup . x|

Fielease notes and detailed instructions far this inztallation may be

Ax' read now by selecting from the fallowing optiohs:

Www.apcc .com
" Review the Installation Guide now,

" Review the Belease Motes now.

&+ Continue with the installation nowv.

< Back | Mext > l Caticel
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3. On the following wizard page, click the Yes button to accept the license agreement.

PowerChute plus 5.2.1 Setup
Windows NT 2000 (Intel)

Software License Agreement ' i!

i Plzaze read the following software licenze agreement. Uze the scroll bar to wiew the
ezt of this agreement.

Amerizan Power Conversion Corporation - Software License sagreement - |

Thiz zoftware licenze agreement [the “aareement''] iz a legal agresment between
Arnerican Power Conversion Carporation az the licenzor' [hereafter referred to as APC)
and you [herealter referred to az the "customer'’] for the APC software accompanying thiz
agreement.

By clicking "yes" or by downloading, installing, loading, copying, or othenwize uzing the
zoftware, you reprezent that one of the following iz true:

“You have been authorized to accept these terms on behalf of the customer [the entity
on whoge behalf pou represent that wou are authorized to act),

““ou intend to' be personally bound to the terms of thiz agreement as the customer. _L‘

Do you accept all the terms of the preceding license agreement? [f so,
click on the Yes push button.  [f you select Mo, Setup will close.

< Back ez
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4. On the following wizard page, select the Typical installation type and indicate the path at which you want to install the
software.

PowerChute plus 5.2.1 Setup
Windows NT/2000 (Intel)

Installation Type !

m- Flease select an installation type and destination directorny:

WWwWw. apcc.com

€ Typical Frograrn will be inztalled with the most common
aptions. Recommended for most users.

" Custom You may chooze the ophions you want to install.
Recommended for advanced users.

— Destination Directony

C:MProgram Files\Pwrchute Browse... |
< Back | Ment » l Cancel |
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5. Copying begins of the necessary files.

gq Setup

PowerChute plus 5.2. 1 Setup
Windows NT/2000 (Intel)

Copying help files...
chdug9.htm

i Cancel |

6. When copying is complete, a dialog box appears with a request to automatically determine the COM port on which the
UPS is located. Click the Yes button.
=]

l\?) Whauld wa like to aukomatically search all COM parks For an APC LPS?

| Ja I Het |

7. The search process begins.

% Checking for PS5 on COM1
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8. When the search is complete, the program will show what type of UPS it found and on which COM port. Click the Next
button.

PowerChute plus 5.2.1 Setup
Windows NT/2000 (Intel)

—| - Select UPS Tupe and COM Fart
ArC|

|
www.apce.com | UPS Type  |SMART-UPS 700 =]

COM Part IEDM2 'l

< Back I MHext > l Cancel |

9. On the next wizard page, clear the Enable PowerChuteplus remote monitoring check box and click the Next button.

PowerChute plus Remote Monitoring x|

APC
|
\
\
|
l

WWwWWwW.apcc.com
. ___________};

Dizable remate monitoring only if thiz computer iz on a dial-up
network, iz not connected to a network, or does niot need to
monitor other LIPSz or have itz UPS monitored remotely.

[ Enable PoweiChute pluz remate monitaring

< Back I Hewt > I Cancel
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10. The two following wizard pages complete the installation process.

Setup UPS Monitoring Module - ﬂ

y APC's PowerChute pluz has been successtully installed.
Haowever, before the application can function an thiz

WWW.apcc.com

zerver, the UPS monitoning service must be started,

Fleaze click Mest to start the UPS monitorng service.

MOTE: Clicking Cancel wil exit Setup and remove any
changes made during the installation procedure.

Mest > I Cancel

Dialog box to confirm installation completion.

PowerChute plus Installation complets _ﬁl

[ i APC's PowerChute plus is now runming.
Click QF ko finish Setup.

Installation of the StateUPS utility is now complete.

5.4.3 Installing the PowerChute plus utility

() Note.
The PowerChute utility configuring process is given in this document as an example. Alternative software can have
different settings.
Alternative software must allow binding certain reactions with UPS events.

To set up the PowerChute plus utility:
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1. Start the PowerChute plus configuration program, by selecting Start -> Programs -> PowerChute plus -> PowerChute
plus.

_loix

System  Logging  Configuration  Diagnostics  Help

m SMART-UPS 700 26.07.200513:04
Monitoring: ............ . EDWARDA Litility VY oltage Output™aoltage  Battery Capacity
StAtUS: oo, On Lire 280 280 100 7=
LUPS Self Test ... Unknown 260 . 250 —— an

240 240 —— B |
UPS Cutput: ... 208 3 VAC
Line Minimur ... 204 1 VAC 240 420 40
Line Maximum: ... 2148 VAC
LIPS Tamp: o, 1121 °F 200 200 20
Cutput Freg: ... 800 Hz

1an e 180 ]

2106 WAC 2093 WAC 100,0 %

Last Twio Events:
26.07.200512:14:27 = PowerChute PLUS Yersion 5.2.1 started =
26.07.200512:14:35 Communication established

2. Select the menu item Configuration -> Event Actions... A dialog box appears, in the left part of which there is a list of
events for which different reactions can be assigned (right part of the window). It is recommended to disable the Notify
Users option for all events unless there is a need for it; otherwise, messages are sent to the entire domain on which the
computer is located.

Event Actions il x|

Events —Actions for Selected Event

© Log Event
PowerChute plus Stopped
UPS On Battery [~ Motify Administrators Uplions...
Utility Power Hestored ——
Low Battery Condition [~ Motify Users Options...
UPS Battery Is Discharged p——
Heturn From Low Battery T Bun Command File Options...
Communication Established e
Lost Communication With UPS I Send E-Mail Options...
Comm Lost While On Battery ——
Administrative Shutdown i [~ Page Users Options...
System Shutdown Starting ——
System Shutdown Complete [T Shut Down Server Options...
Shutdown Cancelled —
UPS5 Output Overload -
Overload Condition Solved Reset To Default Actions...
UPS Enabling SmartBoost hd

0K Cancel

A more detailed list of events is given in the table.
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ID Code

1000

1001

1002

1003

1004

1005

1006

1007

1009

1013

1014

1015

1016

1102

2000

2001

2002

2003

2004

2007

3000

3001

3002

3003

Event Name

PowerChute Started

PowerChute Stopped

Communication Established

Utility Power Restored

UPS Self-Test Passed

Administrative Shutdown

Shutdown Cancelled

Returned From Low Battery

UPS Battery Replaced

Overload Condition Solved

Runtime Calibration Started

Runtime Calibration Finished

System Shutdown Starting

UPS Internal Temperature In Bounds

UPS On Battery

System Shutdown Complete

UPS Enabling SmartBoost

Low Battery Condition

Runtime Calibration Aborted

UPS Enabling SmartTrim

Lost Communication With UPS

UPS Output Overload

UPS Self-Test Failed

UPS Battery Is Discharged

Description

PowerChute service started

PowerChute service stopped

Communication restored

Electricity restored

Self-Test passed

Administrative shutdown

Shutdown cancelled

Battey charged

Battery replaced

Overload is back to normal

Runtime Calibration Started

Runtime Calibration Finished

System is shutting down

Internal temperature is in bounds

Electricity turned off

System performed shutdown

Low-voltage mode

Battery is running low

Runtime Calibration Aborted

High-voltage mode

Communication lost

Overload

Self-Test failed

Battery discharged
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3004 Comm Lost While On Battery Comm Lost While On Battery
3016 Battery Needs Replacing Must replace battery
3107 Maximum Internal Temperature Exceeded ~ High internal temperature

PowerChute plus can be configured so that any of the events listed previously can be sent to the Serverof Control.
Events marked in green are highly recommended for sending to Server of Control.
The </ntellectinstallation>\Vhost\UPS\Ext\ folder also includes three executables that have been created for specific events:

« PowerOff.exe (electricity is off)
« PowerOn.exe (electricity is restored)
« BatDisch.exe (battery is discharged)

This minimal set can be used with different series of Back-UPS that do not support calling third-party subprograms from from the
command line.

5.4.4 Example of configuration of event distribution

Let us consider the following situation: electricity has turned off and the UPS began to work in battery mode (ID Code = 2000),
and after a time electrical supply was restored (ID Code = 1003).

In this case to configure events notifying do the following:

1. Inthe list of events, select the event UPS On Battery and, for this event, select the Run Command File check box.

Event Actions ﬂ

Events ~Actions for Selected Event
PowerChute plus Started = I Log Event

PowerChute plus Stopped

™ Notity Administrators _ Options.
Utility Power Hestored =
Low Battery Condition [~ Notify Users Options...
UPS Battery Is Discharged —_—
Heturn From Low Battery ¥ Bun Command File Options...
Communication Established

Lost Communication With UPS I Send E-Mail Options...
Comm Lost While On Battery =
Administrative Shutdown b= [~ Page Users Options...
System Shutdown Starting —
System Shutdown Complete ¥ Shut Down Server Options...

Shutdown Cancelled

UPS Qutput Overload

Owverload Condition Solved

UPS Enabling SmartBoost |

1] 4 | Cancel |

2. To the right of Run Command File, click the Options... button.
3. Inthe dialog box that opens, indicate the full path to the StateUPS utility that you want to be started when the event
occurs.

Reset To Default Actions...
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Run Command e x

URS On Battery

Command File

l"C:\E‘I.r'U PS\State UPS.exe" 2000|
Wait |I] Seconds Before Executing
Test | 0K Cancel |

This path should be surrounded by double quotation marks (one at the beginning of the path and one at the end). Leave a
space and then indicate the ID code; for the UPS On Battery event, the ID code is 2000.
4. Similar actions for the Utility Power Restored event are shown in the following figures.

Event Actions . x|

Events ~Actions for Selected Event
PowerChute plus Started i Log Event

PowerChute plus Stopped

UPS On Ba“'ﬂii [~ Motify Administrators  Uplions..
Utility Power Bestored —_—
Low Battery Condition [~ Notify Users Options...
UPS Battery Is Discharged e
Return From Low Battery ¥ Bun Command File Options...
Communication Established =
Lost Communication With UPS [~ Send E-Mail Options...
Comm Lost While On Battery —_
Administrative Shutdown b [~ Page Users Options...
System Shutdown Starting

System Shutdown Complete [ ShutDown Server  Options...

Shutdown Cancelled

UPS Qutput Overload

Overload Condition Solved

UPS Enabling SmartBoost =]

Reset To Default Actions...

114 Cancel

Run Command File N x|

‘ Utility Power Hestored

Command File

I"C:\EVUPS\StatEUF‘S.EXE" 1003
Wait II] Seconds Betore Executing
Test | OK Cancel

You should also remember that after utility power is restored, the UPS does not always generate the Utility Power Restored
event; sometimes, it generates the UPS Enabling SmartBoost or UPS Enabling SmartTrim events. In order to not "miss" the
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moment at which utility power is restored, it is advisable to also handle the UPS Enabling SmartBoost and UPS Enabling
SmartTrim events.

Each time the StateUPS utility is called, a log file is created in the </ntellect installation>\Vhost\UPS folder with a name of the
following format:

upslog_<state><date><time=>.log

5.5 Working with Agent of Control without Windows administration rights

To allow the user not added to the Administrators group in the Windows operating system to work correctly with Agent of
Control, make sure the following conditions are fulfilled:

1. The user must have full access to the Agent of Control registry section:
HKEY_LOCAL_MACHINE\Software\BitSoft for 32-bit system
(HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft for 64-bit).

2. The user must have full rights for the folder <DISK>:\Backup, where <DISK> is the logical disc where Intellect software is
installed.
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6 Configuring Server of Control

To configure Server of Control, go to the System settings window. Use of this window is described in Intellect Software Package:
Administrator's Guide.

6.1 Creating necessary Server of Control objects

(@ Note.
Server of Control, as well as Agent of Control, can operate in distributed architecture of the digital video surveillance
system . In this case both Server of Control and Agent of Controlshall be configured locally, not remotely. Agents of
Control can view each other in the distributed configuration but cannot change each other's settings. Agents of Control
cannot view Servers of Control while Servers of Control can view where Agents of Control are installed.

Create objects of the Server of Controlin the hardware tree as follows:

1. Go to Hardware tab in the System settings dialog box (1).

Architecture Hardware Interfaces Users Programming :B QE

3 @50 )ik Interace 150
Computer ™ Disable
‘ Computer j

2. Create an IIDK interface object under the Computer object (2). Set the IIDK interface object number (3).
3. Create a Server of Control object under the Computer object.

Il

Architecture Hardware

8- Computer
i B TIDK interface 150

B erver of Contol 1

4. When the Server of Control object is created its settings panel is displayed on the right of the System settings dialog

box.
|-| IServer 0Ff Cantral 1 I DK interface : |15EI I Event Wiswer : j
Logging subsystem
Computer ™ Ausiliary characters Archive period [h] : I“'8
|Eompuler W52 j ¥ Alam events File size [ME] Iﬁ
v System status
K.eep archives for [monthz] : |3 v|
rédvanced————— [ Transfer

TCPAP part [Agent] : I???? First COM part number : ID:unﬂ 'I
e | TCRAP port [fuchive) : I??55 Mumber of COM ports : |1 VI

Snhapshotsdvideo | LOM port speed : I 30D jv

COM part farmat : |3H1

V¥ Transfer info about accepted alams to Agent OF Control

Restart |

5. Specify the IDK interface object number in the IIDK interface field.
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Create one or more Partition of Control objects the Server of Control object. When you create these objects specify the
same ID as in the ID field on the settings panel of the corresponding Partition of Control object created under the Agent

of Control object.

EI---@ Computer —
-.JBl 1DK interface 150 |3BE ||F'art|t|0n Of Cantral 1

EI‘h Server Of Control 1 B

BT rtson Of Contro 4

...... =) Partition Of Contral 2 |Sewer OFf Carkral 1 j

Note
The ID and Name fields must not contain underscores (_) or backslashes (\), the ID field is limited to 9 characters and

must not contain spaces.
The object address can be specified as the name.

The required objects are now created in the hardware tree.

6.2 Configuring a connection

A Server of Control can simultaneously interface with objects over both the TCP/IP and RS232 protocols.

To configure a connection between Server of Control and Agent of Control/Archive:

1.

5.

Go to the configuration panel for the Server of Control object.

|-| IServer 0Ff Cantral 1 DK interface : |15EI Event Wiswer : j

Logging subsystem

Computer ™ Ausiliary characters Archive period [h] : I“'8
|Eompuler W52 j ¥ Alam events File size [ME] Iﬁ

v System status

¥.eep archives for [months] : |3 v|
rédvanced ) Iiansfer

TCRAP part [Sgent] : I-_"'T"'-_"'T"' |1 First COM port number : ID:unﬂ 'I
e | TCRAP port [fuchive) : I??55 I 2 3 Mumber of COM ports : |1 vl

Snhapshotsdvideo | LOM port speed : I 30D jv

COM part farmat : |3H1

V¥ Transfer info about accepted alams to Agent OF Control

Restart |

Apply Cancel

In the TCP/IP port (Agent) field, enter the port number for TCP/IP communication with remote objects (1).

In the TCP/IP port (Archive) field, enter the port number for TCP/IP communication with the Search in archive module
(2).

For the RS232 protocol, indicate the following parameters: First COM port number, Number of COM ports, COM port
speed, and COM port format (3).

Click the Apply button.

Connection configuration is complete.

6.3 Configuring the logging subsystem

The logging subsystem allows configuring the detail level at which Server of Control activities are logged.
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The main log file is located in the </ntellect software installation folder>\VHost folder, in the file vsrvYYMMDD.log, where YY is the
year, MM the month, and DD the day.

To configure the logging subsystem:

1. Go to the configuration panel for the Server of Control object.

|1 ISewel 0f Cantral 1 DK interface : {150 Event Wiewer ; j
Logging zubsystem
Camputer I wsiiary characters | 1 I Archive period [h) : I“*B I
Conpuertis2 - 2 e m
File size [MB): |100 |

¥ Suystern statuz | 3

IKeep archives for [months] : |3 jl

rddvanced—— | [ Transfer

TCPAP port [Agent] : I???? First COM port number : ID:nm'I "I
U W | TCPAP port [Archive] : I??EE MHumber of COM ports : |1 "'I
Frm————— | COM port speed : IEIEEID 'I

COM port format : | 8M1

¥ Transfer info about accepted alaims to Agent OF Control

Restart |

Apply Cancel

2. Tolog auxiliary characters at the transport level, select the Auxiliary characters check box (1).

3. Tologalarms (activation of a vibration sensor, temperature sensor, or Door-Forced-Open (DFO) sensor), select the Alarm
events check box (2).

4. To logevents related to system status, select the System status check box (3).

5. Inthe Archive period (h) field, enter the frequency, in hours, at which the log file is to be archived (4). Archives are saved
in the DATA subfolder, with the following name format: namelog_yymmddhhmmss.gz, where

namelog is the name of the log file being archived;

yy is the year of archive creation;

mm is the month of archive creation;

dd is the day of archive creation;

hh is the hour of archive creation;

mm is the minute of archive creation;

g. ssisthe second of archive creation.

6. Inthe File size (MB) field, enter the file size threshold, in megabytes, upon which the log file is archived (5). This setting
overrides the value in the Archive period (h) field.

7. Inthe Keep archives for (months) drop-down list, select the length of time, in months, for which you want to store
archived log files. This value must be between 1 and 24 (6). Archives that are older than the specified number of months
are deleted.

-0 20 T O

To save settings, click the Apply button.

6.3.1 Specifying storage time for event log

To specify the term of keeping the event log in the database do the following:
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1. Go to the Programming tab of the System settings dialog box

2. Go to the Security zone object setting panel (2).
3. Specify the term of keeping the event log in the Event archive length parameter (3).

4. Press Apply (4).

Hardware Interfaces Users

(1).

Frogramming

Administrator's Guide

— Settings

Holidays

3 Gvents archive lenath

dayD

Add

Fun macro at start j

I Connections in architecture

Administrator's pazssword |

Delete |
| &0 |

E dit

Apply Cancel

Specifying the term of keeping the event log is completed.

6.3.2 The Event Viewer utility

The disadvantage of viewing information via the Event Vieweris clearing the screen on each Intellect restart. It isimpossible to
see what was on before the system restart. The additional Event Viewer utility is required in such cases. This utility operates the
database directly and allows to view information from the whole length of time used to keep the event log in the database.

To start the Event Viewer utility, click the Event Viewer button on the Server of Control settings panel.

150

Ewent Wiswer - j

Monitoring ... |
Snapzhotzfvideo .. |

The Event Viewer utility allows to sort and filter data.

archive period [h] ; |48
Fie size [MB]: [100
K.eep archives for [months) ; |3 vl

I'I IServer Of Contral 1 IDK interface :
Logging subspstem
Computer [~ Ausiiary characters
|E0mputer j V¥ Alam events
¥ Spstem status
Advanced
r~ Tranzfer

TCPAP port [gent] |7777

TCPAP port [drchive] : IF"?EE

Firzt COM part number : IEonﬂ 'I
Humber of COM ports ; |1 VI
COM port speed . | 9800 s

COM part format : |21

¥ Transfer info about accepted alams to Controlling Agent
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Ml Event Viewer: N

Source

j‘ Ewent

b 10 Green spruce dr.

=]

Additional information

Abane
Abandoned object

|| Date || Time -]

1 110 Green spruce dr. Detections 28.06.201815:42:06 |28.06.201815:4
10 Green spruce dr. Detections Abandoned object 28.06.201815:42:44 |28.06.201815:4
10 Green spruce dr. Detections Abandoned object 28.06.201815:42:40 |28.06.2018 15:4
10 Green spruce dr. Detections Abandoned object 28.06.201815:42:35 |28.06.2018 15:4

10 Green spruce dr. Camera enabled Camera 2 [id=2] 28.06.201815:42:04 |28.06.2018 15:4
10 Green spruce dr. Camera enabled Camera 3 [id=3] 28.06.2018 15:42:04 |28.06.201815:4
10 Green spruce dr. Camera enabled Camera 4 [id=4] 28.06.201815:42:04 |28.06.201815:4
10 Green spruce dr. Camera enabled Camera 5 [id=5] 28.06.201815:42:04 |28.06.201815:4

10 Green spruce dr.

Archive size : enough

Camera 2 [060-003: Specified-Cur. [days]

28062018 15:42:04 | 28062018 15:4

10 Green spruce dr.

Archive size : enough

26062018 15:42:04 |28.06.201815:4

10 Green spruce dr.

Archive size : enough

Camera 4 [060-001: Specified-Cur.[days]

28.06.201815:42:04 |28.06.201815:4

10 Green spruce dr.

Archive size : enough

1l
Camera 3 [060-001: Specified-Cur [days]]
1l
1

Camera 5 [0B0-001; Specified-Cur.[daps.

28.06.201815:42:04 |28.06.201815:4

Detections

47 John Reed str. Camera enabled Camera1 [id=1] 28.06.201815:42:04 |28.06.201815:4
47 John Reed str. Archive size : enough Camera 1 [060-005: Specified-Cur. [days]] 28.06.201815:42:04 |28.06.201815:4
10 Green spruce dr. Abandoned object 28.06.201815:41:45 |28.06.2018 15:4

Y eap——

[

AU eV L s

S0 NC AT G AE.41.00 |90 AC 2010 1E.

6.4 Configuring reaction to snapshots and videos
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Monitoring allows configuring how the application reacts after receiving still frames or video that are sent when alarm sensors
are triggered.

@ Note.

These settings do not affect the acquisition of video data by the Search in Archive interface.

To configure the reaction to receipt of still frames and video:

1. Go to the configuration panel for the Server of Control object.

|1

ISewel 0f Control 1

Carmputer

Logging zubsystem

I Auriliamy characters

|D:mputer Wse

j v &larm events

rddvanced

Manitaring .. |
Snapshotsfvideo |

 Tranzfer

¥ Sustem status

DK interface : I'I 50

Event Wiewer ; j

Archive period [h] : |48
File size (MB]: [100°
K.eep archives for [manthz] : |3 vl

TCF/P port [fugent] : I????
TCPAP port [Archive] . |7755

First COM port number ; ID:nm'I "I
Murber of COM ports : |1 "'I
COM port speed : IEIEEID 'I

COM port format : | 8M1

Restart |

¥ Transfer info about accepted alaims to Agent OF Control
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2. Click the Snapshot/Video button. A window opens, allowing configuration of the application response to receipt of still
frames and video.

| Show received image 1

JPEG-files viewer
C:AProgram Filez M Hrennekm Whosth S5 TEMYWIPE Giewer exe

| Plapback received clip 2

&f-files player

C:\Program Filesfindows Media Playerwmplayer. exe | |

Filter by owners

| Fiter ... ||] User Owiner |

4

6

I k. | Cancel |

3. If you want for received still frames to be opened:
a. Select the Show received image check box (1).
4. If you want for received video to be played back:
a. Select the Playback received clip check box (2).
5. Specify the path to a program for playing back video files (3).

@ Note.
AVI-files player setting is only used for compatibility with Monitoring older versions which transmitted avi-files.
Newer versions transmit files in the Intellect video archive format, which are opened with the Axxon Player
utility.

6. If snapshots and videos only from sites belonging to specific owners are to be available for specific users, then set the

filter by owners:
a. Click the Filter... button (8).
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b. The Filter by owners window appears. The list of available user-owner pairs is on the left, the list of selected ones
is on the right.

Filter by owners i x|

|ger | Owrer | Uger | Ownier |
|vanoy Head Quarters, Moscow Adrninistrator Department Sarmara
Swerdioy Department Samara Adminiztrator Head Cluarters, Mozcow
Swerdioy Head Quarters, Mozcow Ivarioy Department Samara
|Jzer 2 Department Samara
Jeer 2 Head Quarters, Moscow ¥

<.

Apply changes and cloze Cancel
() Note.

The list of owners is set on the Control Panel - see Regulatory and reference information section of
Operator's Guide.

Users and their rights are configured in the Users tab of the System settings dialog box - get information
on how to do it in the Intellect Software Package. Administrator’s Guide. The latest version of this
document can be found in AxxonSoft documentation repository.

c. Move the pairs between the lists using the <- and ->buttons.

d. When the list of user-owner pairs is formed, click the Apply changes and close button.
7. Selected pairs of users and owners are displayed in the table (5).
8. Click OK (6).

Configuration of the application reaction to receipt of video or still frames is now complete.

6.5 List of Additional workplaces

For the Additional workplaces software operation, it is necessary to configure the list of additional workplaces in the Server of
Control, and specify the computer name and client code for each of them.

The client code is bound to the computer hardware. You can find it out as follows:
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1. Onthe computer with installed Monitoring software, open the Search in archive interface in the Additional workplace

configuration.

1
Peodfrom: | ENIENE] -
B2 05 2018 ~ |W[i5:38:29 :

imeout {min.): %

|_seacn | Cancel |

[ viceo || Frames |

2. Click the Settings button in the bottom left corner.

[ [Ib | Camem

Camera 1[1]

| Date and time

26.06.2018 16:09:05

| Text

Harddisk rec

Camera 1[1]

26.06.2018 16:09:00

Record on disk stopped

Camera 1[1]

26.06.2018 16:08:52

Harddisk rec

Camera 1[1]

26.06.2018 16:07:28

Record on disk stopped

Camera 1[1]

26.06.2018 16:07:14

Harddisk rec

Camera 1[1]

26.06.2018 16:07:13

Record on disk stopped

Camera 1[1]

26.06.2018 16:07.02

Harddisk rec

Camera 1[1]

26.06.2018 16:06:58

Record on disk stopped

Camera 1[1]

26.06.2018 16:06:53

Harddisk rec

Camera 1[1]

26.06.2018 16:06:52

Record on disk stopped

Camera 1[1]

26.06.2018 16:06:47

Harddisk rec

Camera 1[1]

26.06.2018 16:06:38

Record on disk stopped

Camera 1[1]

26.06.2018 16:06:33

Harddisk rec

Camera 1[1]

26.06.2018 16:06:32

Record on disk stopped

Camera 1[1]

26.06.2018 16:06:30

Harddisk rec

Camera 1[1]

26.06.2018 16:05:40

Record on disk stopped

Camera 1[1]

26.06.2018 16:05:14

Harddisk rec

Camera 1[1]

26.06.2018 16:05:12

Record on disk stopped

Harddisk rec

Camera 1[1]

3. Theclient code is specified in the appeared Settings box.

26.06.2018 16:05:07

Connection to v
|P addre

Port

Mazdimum length
ded vi

]

The list of Additional workplaces that can be connected to the Server of Controlis configured as follows:
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1. Go to the settings panel of the Server of Control object.

150

Event Viewer : j

Archive period [h) : |43
File zize [MB) : I‘I i}
Keep archives for [months) - |3 'l

I'I ISewer 0f Contral 1 IDK, interface :
Logaing subsystem
Computer [ &uwiliary characters
|C0mputer j ¥ Alarm events
[+ Sypstem status
Advanced
Tranzfer

TCP/P port [Bgent] I????

SR | TCRAP port [Archive] : I??55

First COM port number : IEom'I "I
Murnber of COM ports : |1 'I
COM port speed : ISEDD ‘I

COM port format ;  [SN1

[+ Transfer info about accepted alams to Contralling Agent

Apply Cancel
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2. Click the Monitoring... button. As a result, the box for configuring the list of Additional workplaces appears.

Computer name Client code
Add Edit. |  Delete |
Additional workplaces
k. I Cancel |

3. Toadd an Additional workplace to the list, click the Add... button.
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4. Inthe appeared box specify the computer name on which the Additional workplace is installed (1).

— Additional wark place

Computer name ||

Client code I

3 ] 4 Cancel |

5. Specify the client code in the Client code field (2).
Click the OK button (3).
7. Repeat steps 3-6 for all Additional workplaces that will be connected to this Server of Control.

o

@ Note.
To edit specified settings select the Additional workplace in the list and click the Edit... button.
To delete the Additional workplace in the list select it in the list and click the Delete button.

8. Click the OK button.
9. Click the Apply button.

The list of Additional workplaces is now configured.

6.6 Sending confirmations of alarm acceptance

In general the Agent of Controlis considered not to have the same core with the Server of Control.

It is possible to configure sending messages to Agent of Controlwhen the operator confirms an alarm on the Server of Control.
The Agent of Controlthen sends these messages to /Intellect core. Two types of confirmation are available: simple and complex.
The confirmation type is selected when configuring alarm transmission to the Server of Control (see Configuring alarm groups
section).

When the confirmation is sent, the Server of Control waits for the confirmation from the Agent of Controlthat the message has
been sent to /ntellect core. If this message is not received, then confirmation packets are sent every 5 minutes.

@ Note.

See also Sample scripts for processing alarm confirmations section.

Disable sending confirmations of alarm acceptance as follows:

1. Go to the settings panel of the Server of Control object.
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2. Clear the Transfer info about accepted alarms to Agent of Control check box.

|1 ISewel 0f Contral 1 DK interface : {150 Event Wiewer ; j
Logging zubsystem

Camputer I Awwiliary characters Archive period [h] : I“*B

|D:mputer W52 j v &larm events Al e I'mD

¥ Sustem status

K.eep archives for [manthz] : |3 'l
rddvanced—— | [ Transfer

TCPAP port [Agent] : I???? First COM port number : ID:nm'I "I
U W | TCPAP port [Archive] : I??EE MHumber of COM ports : |1 "'I
Frm————— | COM port speed : IEIEEID 'I

COM port format : | 8M1

¥ Transfer info about accepted alaims to Agent OF Control

Restart |

Apphy Cancel
3. Click the Apply button.

The Transfer info about accepted alarms to Agent of Control function is now disabled.

6.7 Working with Server of Control without Windows administration rights

To allow the user not added to the Administrators group in the Windows operating system to work correctly with Server of
Control, make sure the following conditions are fulfilled:

1. The user must have full access to the Server of Control registry section:
HKEY_LOCAL_MACHINE\Software\BitSoft for 32-bit system
(HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft for 64-bit).

2. The user must have full right on the Export folder. The path to this folder is stored in the ExportPath parameter in the
following registry section:
HKEY_LOCAL_MACHINE\Software\BitSoft\VHOST\VHostService for 32-bit system
(HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft\VHOST\VHostService for 64-bit).

6.8 Configuring sound notification at Server of Control

6.8.1 Configuring sound notification at Server of Control in a general way

The Monitoring software allows configuring audio feedback for alarms received from an Agent of Control. For this do the
following:

@ Note.

This function is not supported for the Additional Workplace in non-distributed configuration.

1. Create a Display object in the Interfaces tab.
Create an Audio player object on the base of the Display object.
3. Run the System configuration utility (ddi.exe).

N

() Note.
Detailed info on using this utility is given in the Intellect software. Administrator's Guide. The most relevant
version of this document is available in AxxonSoft documentation repository.

4, Open theintellect.atm.ddi file.
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5. Select the VIDEOSRV_S_DVC (Partition of control) object.
6. Gotothe Events tab.

f' DDI & DBI Editor - [C:\Program Files (x86)\Intellect\Languages\en)\intellect.atm.ddi] * B ;Iglzl
File

ool | DEl | " Names EVE"tSI Reactions I Icons | States | Transfer ules I

VIDEOSRV_C Disable 2

VIDEOSRV_C_DVC Name Description r?:::aﬁ;:g Audio support | network Esai';le Windows log

VIDEOSRV_E ’ connection k]

sttt he ONLINE |Camera na | INFORM

VIDEOSRV 5

VIDEOSRV_ 5 DVC
'VIDEOSRV_C_ATM ATM_ONLINE | Communicati... | INFORM...
VIDEOSRV_C_DVC_ATM
VIDEOSRV_S_ATM

VIDEOSRV_S_DVC_ATM

FILE_RCVD |File receivec INFORM

VIDEQSRY_S_DVC_HDD_ERROR_N.wav

= = =

Parameters for event "Opening lock under duress™:

| Parameter | Name | Type Element | Value

Total objects: 11
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7. Inthe Audio support column set checkboxes for all events that have to be followed by an audio signal.

A screentip shows the required name of the wav file.
N is an ID of the VIDEOSRV_S_DVC_ATM object.
8. Create corresponding files and put them to the <Intellect installation>\Wav folder.

Configuration of sound notification at Server of Controlis completed.

6.8.2 Configuring sound notification at Server of Control for various alarm groups

There are 4 alarm groups in the Monitoring software. Several different events can be assigned to them at the Agent of Control.

These groups are: Equipment, ACS, FSA, Detections (see Configuring alarm groups).

In order to configure sound notification for alarm groups do the following:

@ Note.

This function is not supported for the Additional Workplace in non-distributed configuration.

1. Create and configure the Display and Audio player objects in the Interfaces tab of the System settings dialog box.

2. Run the System configuration utility (ddi.exe).

Note. Detailed info on using this utility is given in the Intellect software. Administrator's Guide. The most relevant version

of this document is available in AxxonSoft documentation repository.

w

4. Go tothe Events tab.

Open the intellect.atm.ddi file, select the VIDEOSRV_S_DVC (Partition of control) object.

1.: DDI & DBI Editor - [C:\Program Files (x86)\Intellect\Languages\en\intellect.atm.ddi] * ) =10 x|

File
Dol |DEI | Names Everts |Head|ons | lcons | Stalesl Transfer ru\esl
VIDEQSRY_C Disable -
VIDEDSRV C_DVE e Desaiption | Processing ‘ Srmo | sk Dedle Windows log
e : = =
VIDEOSRY R CAM_ONLINE |Camera ena. INFORM

]

VIDEOSRV S
VIDEOSRV S DVC
VIDEOSRV_C_ATM ATM_ONLINE | Communicati... | INFORM...
VIDEOSRV_C_DVC_ATM
VIDEOSRV_S_ATH

VIDEOSRV_5_DVC_ATM

FILE_RCVD i B INFORM

Parameters for event "Opening lock under duress™:

| Parameter | Name | Type ‘ Element

| Value

Total objects: 11
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5. Make sure that the Audio support is not set for the Detections event.
6. Close the System configuration utility.
7. Create and configure the Program object in the Programming tab of the System settings dialog box.

Interfaces Programming

&) Security zone Computers
& Access Levels I“ IF'rUgramT [ Computer | Name ‘
- 1o Obfects inks I Disable SUYUTOVA  LOCALHOST
Macros
Macro events
Programs Time schedule | Always El A | 12
Jrrocran 1
B g‘ Scripts OnEvent ("VIDECSRV_S_DWVC","550016", "MONITCRING_SENS")
-7 Timers {
Time Zones if (strequal (param0, "Camera 1 disarmed"))
-y Areas {

DoReact ("PLAYER", "1", "PLAY WAV","file<c:\Program Files (x£6)\Intel
ok
if (strequal (param0, "Camera 1 armed"))
{

DoReact ("PLAYER™, "1", "PLAY WAV", "file<c:\Program Files (x86)\Intel
ik

Example of a program for alarm groups shown on the picture:

Add/Edit events for Monitoring 1'
id | Type | Mumber | Mame ‘ Ewent ‘ Group of alarms ‘ Conl. | Video data ‘ Message | Detail. |
1 Camera 1 Camera 1 Disamed Detections No No <name> disarmed
2 Camera 1 Carmera 1 Amed Detections No No <mame amed
Add Edt | Delete

OnEvent("VIDEOSRV_S_DVC","550016","MONITORING_SENS")
{

if (strequal(param@, "Camera 1 disarmed"))

{
DoReact ("PLAYER","1" ,"PLAY_WAV","file<c:\Program Files

(x86)\Intellect\Wav\cam_disarm.wav>");

}

if (strequal(param@, "Camera 1 armed"))

{
DoReact ("PLAYER","1" ,"PLAY_WAV","file<c:\Program Files

(x86)\Intellect\Wav\cam_arm.wav>");

3
3

8. Create corresponding files and put them to the </ntellectinstallation>\Wav folder.

Configuration of sound notification at Server of Control for various alarm groups is completed.

6.9 Creating and configuring Data gateway

Data gateway is needed when live video is transmitted from Agent of Controlto Additional workplace in another subnet and
Monitoring software components are not united in the distributed video surveillance system, as so as in this case Video gate
object cannot be used.

The Data gateway objects are created on the computers with Server of Controlinstalled. The number of the Data gateway
objects must be equal to the number of Agent of Controlto receive live video from. For example, if there are 10 Agents of
Control, then create 10 Data Gateways with Local port and Remote IP-address corresponding to those Agents of Control.

Configuring Server of Control - 65



Administrator's Guide

In this section, the description of Data gateway configuration is given. By default, this module is not enabled for live video
transmitting to Additional workplaces. In order to enable Data gateway, set the View live video through the gate in the
Monitoring interface object settings panel - see Configuring the Monitoring interface object.

Data gateway object configuration is performed as follows:

1.

w

5.

Create the Data gateway object based on the Computer object on the Hardware tab of the System settings dialog box

(1).

Programming

e- I LocALHOST
[ ¥Data Gateway 1 | |1 IData Gateway 1 2
B 1IDK Interface 150 . Local part: I‘IBDDD
: Computer [ Digahle
- %y Server Of Control 1 Remate [P-address: [192168.56.3 3
| LoceLHosT -
Fiemate port: Iggg 4

In the Local port field enter the number of the port in the system for connection of Additional Workplaces (2).

In the Remote IP-address field enter IP-address of the Agent of Control (3).

In the Remote port field enter the standard port of the Agent of Controlintended to transmit live video (4). Do not change
the default value in most cases. It is to be changed only if by some reason the system uses intermediate server with port
forwarding.

Click Apply (5).

Data gateway object configuration is completed.
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7 Configuring Additional workplace

7.1 List of Servers of Control

Additional workplace can operate with only one Server of Control at a time. However, the list of available Servers of Controlcan
be configured and the active Server of Control can be selected. For this use the Additional workplace configuration tool. The tool
can be run in one of the following ways:

1. Click Start -> All Programs -> Intellect -> Monitoring -> Additional workplace configuration tool.
2. Use the ARMSelector.exe executable file, located in the <Intellect installation directory>\VHost\SYSTEM\ folder.

The tool is shown in the figure.

@ Additional workplace configuration tool EI

B

By default Name By default

IP address

Port

56
elntegrated
DB connection string

Main DB connection string

See Interface of Additional workplace configuration tool for parameters description.

7.1.1 Interface of Additional workplace configuration tool

Interface elements of Additional workplace configuration tool are described in the table.

@ Additional workplace configuration tool EI@

Name By default

IP address

.‘LEEIB Ijata urce=
“Integrated

DB connection string

ntegrated

# Name Method of setting the parameter Default value Description
value
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11

List of Servers of Control

The Add button

The Delete button

The Save button

The Set as active button

The Name field

The IP address field

The Port field

The Path to export folder field

The DB connection string field

The Main DB connection string
field

The Add, Remove and Set as
active buttons

Click the button

Click the button

Click the button

Click the button

Enter a value in the field

Enter a value in the field

Enter a value in the field

The Path to export folder link or
enter a value in the field

The DB connection string link

The Main DB connection string
link

By default there is the Server of
Controlin the list. It is named By
default and is created during
installation.

See #1. When a new Server of
Controlis added to the list it is
named New by default.

127.0.0.1

Important! The value of this
parameter is to be changed
according to the IP address of the
Server of Control.

7755
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Displays the list of existing Servers
of Control. An active Server of
Controlis highlighted in bold.

Adding a new Server of Controlto
the list.

Deleting a selected Server of
Controlfrom the list.

Saving the changes

Setting an active Server of Control.

Setting a name for Server of
Control. This name is used only in
this tool.

Setting the IP address to connect
to VideoSrv module.

Setting a port to connect to
VideoSrv module. The port used
by the Server of Controlis
specified on the settings panel of
the corresponding object when
setting the Server of Control - see
Configuring a connection section.

Setting a path to the network
folder on the Server of Control
where there are archive files
requested from the Agent of
Control.

Setting the Server of Contro/ DB
connection string. The Data Link
Properties box appears when
clicking the DB connection string
link.

Setting the base Intellect DB
connection string. The Data Link
Properties box appears when
clicking the Main DB connection
string link.

7.1.2 Adding Server of Control to the list

By default the Server of Control (named “By default”) is added to Additional workplace configuration right after installation of
Monitoring software package. Its settings are the same as those specified during installation (see Additional workplace
Installation section).

Add a new Server of Controlto the list as follows:
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1. Run Additional workplace configuration tool.

@ Additional workplace configuration tool

MName
IP address
Port

Path

DB connection string

Main DB connection string

2. Clickthe ¥ button (1).
3. Anew Server of Control is added to the list (named New) (2).
4. Rename the Server of Controlif necessary (3).

@ Note.
This name is used in the Additional workplace configuration toolonly.

5. Specify the IP address of computer where VideoSrv module is run (4).
6. Specify the VideoSrv module connection port (5).

@ Note.
The port used by the Server of Controlis specified on the settings panel of the corresponding object when setting
the Server of Control - see Configuring a connection section.

7. Specify the path to network folder on the Server of Control where there are archive files requested from the Agent of
Control (6). A standard Browse for Folder dialog box appears when clicking the Path to export folder link. Select a
required folder.

@ Note.
By default the folder (Export folder) on the Server of Controlwhere the snapshots and videos are stored is
located at DISK:\Export\, where DISK is a disk with installed OS. You can edit the folder by editing the
ExportPath registry value in the HKLM\Software\BITSoft\VHost\VHostService section for 32-bit OS
(HKLM\Software\ Wow6432Node\BITSoft\VHost\VHostService for 64-bit).

8. Click the DB connection string link. The Data Link Properties box appears. Configure DB connection to remote Server of
Controlas follows:
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a. Gotothe Provider tab. Select Microsoft OLE DB Provider for SQL Server.

B Data Link Properties |

Frovider Eu:unneu:tiu:unl .-’-'-.d'-.fann:eu:ll Al I

Select the data you want to connect to;

OLE DB Providerz]

Microsoft Jet 3.51 OLE DB Provider

Microsoft Jet 4.0 OLE DB Provider

bicrozoft OLE DB Provider for DTS Packages
Micrazaoft OLE DB Provider fior Indexing Semvice
Microzoft OLE DB Provider for Internet Publizhing
Microsoft OLE DB Provider for ODBC Drivers
bicrozaft OLE DB Provider for Olap Services 8.0
icrozoft OLE DB Provider for Oracle

icrozoft OLF DB Provider for SHL Server |
icrozoft OLE DB Simple Provider

kS0 atashape

OLE DB Provider faor Microsaft Directony Services
SOL Server Replication OLE DB Provider for DTS

k. Cancel | Help |
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b. Go to the Connection tab.

£F | Data Link Pmperﬁes_

| Provider | Connection | Advanced | Al |

S5

Specify the following to connect to SGL Server data:
1. Select or erter a server name:
SRVINSOLEXPRESS w | Refresh I
2. Enter information to log on to the server:
71 Use Windows NT Integrated securty
@ Use a specific user name and password: I

|ser name: sa

Password: =
[] Blark passward Alow saving password 3
3. /@ Select the database on the server:

(71 Mtach a database file as a database name:

o

6] ok || cancel || Hep |

c. Inthe 1. Select or enter a server name: dropdown list select a name of DB server where the Server of Control DB
is stored (1).

d. Setthe 2.Enter information to log on to the sever: to the Use a specific user name and password: position and
specify the user name and password to connect to MS SQL Server (2).

e. Select the Allow saving password check box (3).

In the Select the database on the server: dropdown list select the name of the Server of Control DB (4).

g. Click the Test Connection button (5). If connection data is specified correctly, then the box with the Test
connection succeeded message appears.

Microsoft Data Link S

baal

_:I Test connection succeeded.

() Note.
If there is the Connection failed message, then check if there is connection to the Server of Control
computer and if the server DB is configured correctly and then repeat steps 8.a-8.g.

h. Click the OK button(6).
9. The configured connection string is displayed in the text field (8).
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10. Click the Main DB connection string link (9). The Data Link Properties box appears. Configure DB connection to the base
Intellect DB similarly to the Server of Control (see steps 8.a-8.h). The configured connection string is displayed in the text
field (10).

=
11. Click the button to save the changes (11).

@ Note.
To remove Server of Controlin the list select it and click the x button.

Server of Controlis now added to the list.

7.1.3 Selecting active Server of Control

Select an active Server of Control used by the Additional workplace as follows:

1. Run the Additional workplace configuration tool.

@ Additional workplace configuration tool

B

By default Name
New
IP address

Port 7755

Path to export folder WS-UYUTOV,

DB connection string

Main DB connection string

2. Select the required Server of Controlin the list (1).
3. Clickthe V/ button (2).
1]
4. Click the &E] button (3).
Active Server of Controlis now selected.

7.2 Working with Additional workplace without Windows administration rights

To allow the user not added to the Administrators group in the Windows operating system to work correctly with Additional
workplace, make sure the user has the full access to the Additional workplace registry section:

HKEY_LOCAL_MACHINE\Software\BitSoft for 32-bit system
(HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft for 64-bit).
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8 Data Loader for Monitoring

8.1 Server of Control

Serverof Controlis a communication module that is responsible for receiving information from objects. The icon of the module
(ared "V" symbol) is shown in the toolbar, in the lower-right corner of the screen.

If you double click on the icon, the window shown in the following figure opens.
vdeosrv el P

Serner of Contral (o)
Yerzion 10.0.1337 [Demo mode]

AwronSaft Group LLC.

Serverof Controlstarts automatically. If Serverof Controlhas been stopped by mistake or any other reason, it can be restarted
from Start - All programs - Intellect - Monitoring - VideoSrv menu.
|| Intellect
y¢ Collect system's data
O Intellect
& TV EXPERT
ﬁl Remove
& Reports subsystem
|| Help
|| Monitaring
ﬁ_,'-?—,' Remove Maonitoring
YW videaSry
|| Help
|| Tools

8.2 Data Loader for Monitoring

Serverof Control creates files that contain object status information and puts them in the exchange folder. The files are then
loaded from the folder to the database by the Data loader for Monitoring module. The icon of the module (a "monitor" symbol) is
shown in the toolbar, in the lower-right corner of the screen.

H Q9 0
E OFE = |Hi'dd_.;‘],.f5hnw loader panel |
v @ H
i 9O

M
e
ol
)

Hactpouts. ..

o... | EN|[4 [0 @ () 15:5¢ B

If you right-click on this icon, a context menu opens.
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Show data loader

Hide data loader

ze data loader

If you select the Show data loader menu item, the Data loader for Monitoring window opens.

Data loader for Monitoring

Actions Help

Farameters

= Automatic loading

Loading period (sec) Step |0

Loaded file

Input data folder ChFrogram File FIHTennekTWwhostkonDatah,

il

Loadings 201

This window contains the following parameters:

1. Input data folder: The path to the folder that contains incoming files from Serverof Control.

2. Loading period (sec): The time (in seconds) between two consecutive loads of incoming files from Serverof Controlinto
the database. This parameter applies to non-alarm messages. Alarm messages are recorded to the database immediately.
Each time after data is loaded into the database, the system sends to the Log Panel interface component a data update
request. The Log Panel refreshes the information from the database every minute.

3. Automatic loading: If you select this check box, data is loaded automatically. Otherwise, the load starts only when you
click Load.

4. Loaded file: This field shows the name of the file being processed, or an error message if an error occurred while loading
the data.

5. Message files received from Serverof Controlare processed in several steps. The current step is shown in the Step field.

8.3 Connecting to the database

In the Action menu, select the Database connection item. It allows you to configure the database connection line.

Data loader for Monitoring

Actions

Femove emar

Cloze loader

8.4 Removing errors

If there was a failure while loading data, you cannot close the program in a usual way, because the loading process cannot be
interrupted. To close the program, use the Remove error menu item.
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Data loader for Monitoring

Actions

Connechion to databasze

8.5 Removing events from the database

The Remove events menu item allows you to clear database. You can use the following modes:

Al
Femove errar Al except unfinizhed
: table anly

|:_| oze loader

For presvious period

Loaded file

1. Full - Clears the database from alarms completely.

2. All except incomplete - Clears the database from alarms completely, but leaves the information on the start of the alarm
for those alarms that did not yet end (long-term alarms).

3. Message table only - Clears the message log. This allows you to decrease the size of the database. In Settings tab, you
can specify how long messages are kept in the log (see Setting the log storage period).

4. For the period - Clears the data for a specified period.

8.6 Setting the log storage period

If you want to specify how long the Data loader messages are kept in the log (event log), go to the Data loader for Monitoring
window and then to the Settings tab.

The data loader's event log is stored in the </ntellect software installation
folder>\VHost\MONITOR\LOADER\LoaderSSTV_L_M.log, where M is a month.

|2 Data loader for Monitoring N =] [ET

Actions

Loading

Keep message log in DB | : a0

Log file 100

sawe operations with files in log
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Keep messages log in DB (days): You can specify for how long will the data be kept in the MonitorSSTV database tables.
Log file size (MB) : You can specify the file size for the data loader's event log (in megabytes). After this limit is reached,
the log file is archived.

Save file operations in log: This allows you to save details for the data loader's file operations in the data loader's event
log.

8.7 Configuring automated video clip loading

To enable automated video clip loading, set the FileQueryEnable key in the Windows registry to 1 and specify folder to share
data with third party system in the FileQueryPath key (see Registry keys reference guide for more details on the key and the
Working with Windows OS registry section of Intellect software. Administrator's Guide for more details on how to operate registry
keys). Restart the computer to ensure the changes applied.

®

Note.
The C:\Query\ folder is set by FileQueryPath key by default.

Important!
Specify different folders in FileQueryPath key if automated video clip loading is enabled both on Server of Controland
Additional workplace simultaneously.

Note.

When videosrv.exe communication module starts at the Server of Control, the folder specified in the FileQueryPath key
is automatically created with the following subfolders:

In - the folder for request files;

In\Work - the service folder for request files;

OutSuccess - the folder to place request files in after successful load of the video clips;

OutError - the folder for incorrect request files or request files with absent mandatory parameters;

OutFail - the folder to place correct request files in if video clip could not be loaded for some reason.

Important!
At Additional workplace, create the folder specified in the FileQueryPath key with all subfolders described above
manually.
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9 Configuration of the Monitoring interface

9.1 General information about the Monitoring interface
The Monitoring interface is accessible through the following interface elements

1. Monitoring
2. Searchin archive
3. Monitoring Reports

These objects are created based on the Display object, in the Interfaces tab of the System settings dialog box. It is
recommended to create these objects on the basis of different Display objects.

Architecture Hardware Interfaces

=B8N Display 1 [1]
E Monitoring 1 [1]
=- | Display 2 [2]
----- o+ Search in archive 1 [1]
& Display 3 [3]

.8 Monitoring reports 1 [1]

Interface objects are available at the following Monitoring installation types: Server of Control, Additional workplace.

@ Note.
Operations with interface objects are described in the Monitoring. Operator's Guide document.

9.2 Configuring the Monitoring interface object

& Important!
Before creating the Monitoring object, create and configure the Server of Control object (see Creating necessary
Server of Control objects).

To configure the Monitoring interface object:
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In the object tree, select the Monitoring object. On the right side of the System settings dialog box, the configuration
panel for the relevant object is displayed.

1 b onitaring 1 Groups of alarmns
Dietia Commuricatio Size of archives SFA
e Hardware Cameras [/| Detections 1 1
lplay = Yideosyster (W] ACS | Temperature sen:
[] Dwners panel Contral panel Log panel
Pozition Pasition Fosition
s 0 i O X0 B0 0 Rl O
- 100 H: 50 Wi 100 H: &0 W 100 H: &0
4 (V] Man-empty Comment field Filter by owners

5 @] Use fiter by everts
6 Warning when watching live video
? [ Wiewing live video through gateway 1 3

B [ ] Wiewing live video from all cameraz [add. |

Uzer Dhwarer

9 Yideo stream speed 25 fps

1 D Compression E 1 2

If it is necessary to display the Owner Panel component on the screen, select the Owner Panel check box and specify the
component coordinates the on-screen coordinates of the component (1).

If it is necessary to display the Control Panel component on the screen, select the Control Panel check box and indicate
the on-screen coordinates of the component (2).

If it is necessary to display the Log Panel component on the screen, select the Log Panel check box and indicate the on-
screen coordinates of the component (3).

To require that operators leave comments when accepting an alarm (to describe the alarm and/or their actions), select
the Non-empty Comments field check box (4). These comments can later be reviewed in the event log, which also
indicates the operator that accepted the alarm.

By default, objects can be filtered by Alarm and Failure events as well as by Connected and Disconnected states on the
Control Panel. Uncheck the Use filter by events box to disable this feature (5). As a result, the corresponding drop-down
list becomes disabled on the Control Panel.

If when live video is attempted to be viewed from Control Panel it is necessary to display a warning that it can create the
critical load per channel, set the Warning when watching live video checkbox (6).

If Agents of Control and Additional workplaces are in different subnets and the Monitoring components are notin a
distributed system configuration in /ntellect object tree and Data gateway is in use for transmission of live video to
Additional workplaces, set the Viewing live video through gateway checkbox (7).

() Note
For the details about the Data gateway, see Creating and configuring Data gateway.

To add the "All cameras of Partition of Control" item to the object's "Video image playback" context menu on the Control
Panel which enables viewing video from all cameras of the selected Partition of Control, set the Viewing live video from
all cameras (add.) checkbox (8).

In the Video stream speed field specify the frame rate for live or archive video displaying in frames per second (9).
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() Note.
For the archive video, the Video stream speed setting only works with CamMonitor.ocx 4.11.0.1766 or later

versions.

11. Select the required compression rate for the live video in the Compression drop-down list (10).
12. Forthe alarms that you want to visualize, select the corresponding check boxes (11).
13. If specific owners are to be available for specific users on the Owner Panel, then set the filter by owners:
a. Click the Filter... button (12).
b. The Filter by owners window appears. The list of available user-owner pairs is on the left, the list of selected ones
is on the right.

Filter by owners x|

| zer | DOvrier | U ger | Owner |
|wahniow Head Luarters, Mogcow Adrniniztrator Department Samara
Swerdlov Department Samara Adrninistrator Head Quarters, Moscow
Swerdloy Head Guarters, Mozcom Ivvano Departtment Samara
|dzer 2 Department Samara
Jzer 2 Head Quarters, Moscow >

<.

I Apply changes and cloze I Cancel
@ Note.

The list of owners is set on the Control Panel - see Regulatory and reference information section of
Operator's Guide.

c. Users and their rights are configured in the Users tab of the System settings dialog box - get information on how
to do it in the Intellect Software Package. Administrator’s Guide. The latest version of this document can be
found in AxxonSoft documentation repository.

d. Move the pairs between the lists using the <- and ->buttons.

e. When the list of user-owner pairs is formed, click the Apply changes and close button.

14. Selected pairs of users and owners are displayed in the table (13).
15. Click Apply (14).

Configuration of the Monitoring interface object is now complete.

When a screen for which the Monitoring object has been created is selected in Intellect, the Monitoring interface window is
displayed.
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9.3 Configuration of the Search in archive object

By configuring the Search in archive interface object, you can indicate the coordinates at which it is displayed on the screen and
set up a filter by owners.

() Note.
The filter by owners is configured similar to Monitoring object - see Configuring the Monitoring interface object

Configuration panel for the Search in archive object.

Posili
1 Search in archive 1 0O

w0 Y 0
Dizplay
it we 1000 H 100

Filker by owners

Idzer Dwrier

When a display used to create the Search in archive object is selected in /ntellect, the Search in archive interface window is
visualized.
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- 1D | Camera | Date and time | Text

Query

9.4 Configuration of the Monitoring Reports object

To configure the Monitoring Reports object, proceed as follows:

1. Select the Monitoring Reports object in the object tree. The settings panel of the object is displayed on the right os the
System settings dialog box.

|1 IMUnitDring reports 1 Fosiion Pl
S ID 2 IU v System failures
Dizplay 1 ] A
|Disp|a_l,J 2 j e IED i IED 3
v “ideo repart
Filker by cwrers [¥ Statistics
Uszer | Cluarer |

¥ Statiztics by owners

¥ Wehicle LPs
2 ' Full access
" Marketing

Filter ... |

2. Set coordinates for the Monitoring Reports interface window (1).
3. Set owners filter similar to the one for the Monitoring object (2, see Configuring the Monitoring interface object).
4, By default, all reports are available for operator. To hide some of the reports, uncheck the boxes next to them in the
Reports group (3).
5. Select the type of access to the Vehicle LPs reports (4):
a. Full access: all Vehicle LPs report types are available.
b. Marketing: only the average time span at the gas station and number of vehicles reports are available, and the
Vehicle LP field is restricted to three letters and % symbol.
6. Click Apply (5).

Configuration of the Monitoring Reports object is completed.
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10 Configuring special operation mode joint with Auto Intellect
10.1 Configuration at Agent of Control

Configure special operation mode on Agent of Control as follows:

1. Create and configure Agent of Control object on the Hardware tab (see Configuring Agent of Control).
2. Create and configure LPR channel object on the Hardware tab (see Auto Intellect. Administrator's Guide).

Hardware

=E™ [ OCALHOST

El‘tl Agent Of Control 1

.. DK Interface 1
- LPR channel 1
- L Auto-URAGAN module 1
- LPR channel 2
. lf® Auto-URAGAN module 2

---ﬁ Video capture device 1

3. Create Partition of Control object based on Agent of Control object, then add Number identified event (see Configuring
the Partition Of Control object).

Type | LPA channel

Number

Group of alarms  Detections

Corfimation Mo

<l L) fefle]e]le

Videodsta Mo

Message  |LP recognized

Capture detailed data

e

L

Add/Edit events for Monitoring

id Ty Number  Name Event Group of alams  Corf Video data Message Detail
1 LPR charrel LPrecognized  Detections No No LP recagnized

4. Create ULPR section in the Windows registry if it is not created yet (see Registry keys reference guide for more details on
the section, see Working with Windows OS registry for more details on how to operate registry).

5. Inthe ULPR section of the Windows registry create ULPRspecialProcessing string parameter and set it to 1 (see Registry
keys reference guide for more details on the key, see Working with Windows OS registry for more details on how to
operate registry).

6. Inthe ULPR section of the Windows registry create PlaceOfRecognitionN string parameter, where N is the ID of LPR
channel object. This parameter corresponds to the point of recognition. Value 1 corresponds to entrance; 2, to exit

(see Registry keys reference guide for more details on the key, see Working with Windows OS registry for more details on
how to operate registry).

Computer [ ] Dizable

LOCALHOST ' e

7. Inthe ULPR section of the Windows registry (see step 4) create CamOfRecognitionN string parameter, where N is the ID
of LPR channel object. The value in this key should correspond to the ID of a Camera object specified in the LPR channel
object settings (see Registry keys reference guide for more details on the key, see Working with Windows OS registry for
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more details on how to operate registry).

Redqion |

Wideo capture device [ | Disable
|"-.-"il:|El:l capture device 1 j

8. Restart the computer to apply changes.

Configuring special operation mode on Agent of Controlis now completed.

10.2 Configuration at Server of Control

Configure special operation mode on Server of Control as follows:

1. Create and configure Server of Control object on the Hardware tab (see Configuring Server of Control).
2. Create and configure one or several External plates DB objects on the Hardware tab (see Connecting and setting up of
the external LP number database).
3. Create and configure Monitoring object on the Interfaces tab (see Configuring the Monitoring interface object).
Hardware S—
Alarm Message Window 1
.4} External Plates DB 1 = m
ﬂ External Plates DB 2 Monitoring 1
H IDK Interface 150 [—][El Menitoring by owners
--#% Server Of Control 1 .. Monitoring 2
----- = Partition Of Control 1 -l Reports
- Partition Of Control 2 .| Monitoring reports 1
- Q Partition Of Control 3 E@ Search in archive
, - Search in archivel
4,

Create ULPR section in the Windows registry if it is not created yet (see Registry keys reference guide for more details on
the key, see Working with Windows OS registry for more details on how to operate registry).

In the ULPR section of the Windows registry create ULPRspecialProcessing string parameter and set it to 1 (see Registry
keys reference guide for more details on the key, see Working with Windows OS registry for more details on how to
operate registry).

6. Restart the computer to apply changes.

As a result, the Info on vehicle license plates button becomes available in the Log panel and Details window of the Monitoring
interface. The License plate search window opens when clicking this button (see Viewing recognized LPs).

'E: T‘.l. = n [ ) an §< l':) @& | ®» |15 min - X

IO~ Name v | Camera: ¥ Disk, GB = Info on vehicle license plates| ¥ Firstrecord v Disks temp | = Memory, MB v \Work du » || Software| v
550016 Partition Of Control 1

580017 Partition Of Contral 2 356
» 550018 Partition Of Contral 3

B:30 P E:45 P

1182.168.1.2 6{13/2018 4*C 16877 0 00:31 TDDTSBB-
11921681130 B/22/2018 hot supported 1332 00117 T[IEITSBI]-

Objectcade » [0 |~ Name e~ T - -ord v Disks temp. | v CPU usage, %~ | Memary, MB + Work duration |~ Software versian ~
; o Info on vehicle license plates |
: 11550016 |Partition Of Control 1

~| Cameras|~||Disk. GB | v| Disks —

2660017 |Fartition Of Cantral 2 356 1/19216681.2  |6/13/2018

4*C Bl 1877 000:31
3|550018 Partition Of Contral 3 5 1

192, 168.1.130 |B/22/2018 Mot supported 88 1332 00117
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(@ Note.
By default, the LP found in the database alarm is generated for Entrance recognition point only. In order to generate
alarm both on Entrance and Exit points, in the ULPR section of the Windows registry create AlarmMsgOne string
parameter and set it to 0 (see Registry keys reference guide for more details on the key, see Working with Windows OS
registry for more details on how to operate registry).

Configuring special operation mode on Server of Controlis now completed.
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11 Appendix 1. Interfaces
11.1 Settings panel of the Agent of Control object

Settings panel of the Agent of Control object is given on figure.

B || T 12 [ 1ok inerace 150 | 4
1 Cornputer

C ter S-LVLITONWA, b

omputer I 3 I| Logaing subsyster ... ]I a5

To apply zettings,
it iz required to restart
Videosry

Description of the Agent of Control object settings panel elements is given in table.

# Parameter Method for Description Type Default value Value range
setting the
parameter
value
1 Identifier Automatically Shows the Nonnegative - >=0
identification integer
number of the
Agent of Control
object in the system
2 Name Enter the value in Shows the name of Latin, Cyrillic letters ~ Agent of Control Aline representing
the field the Agent of and service a sequence of any
Control objectin characters symbols (letters,
the system digits, service
characters apart
from>and <
symbols), not case-
sensitive.
Number of symbols
- from 1 to 60.
3 Computer Is selected inthe list ~ Assigns the parent Name of the Name of the parent Depends on the
Computer object Computer objects Computer object number of the
for the Agent of registered in the Computer objects
Control object system. in the system.
4 1IDK interface Enter the value in Sets the ID number Nonnegative 150 >=0
the field of IIDK interface integer
object used by the
Agent of Control
5 Logging Click the button Opens a dialog box - - -
subsystem... for setting logging
subsystem
parameters
6 Restart Click the button VideoSrv - - -

communication
module restarting

11.2 Settings panel of the Partition of Control object

Settings panel of the Partition of Control object is given on figure.
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Apply . Cancel

1 ' IF'artition 0F Contral 1 |2 [ 386 | 4 6
1 | TCF port (UPS) aee8 | 5§ T
Agent Of Control 1 -
emoienie 13 [ e ]| 8
MHumber F.eep archive for [daps]
reER—
10
9
Tatal cameras: 1
11
Sengor 1D Senzor lype s
[ ]13
| Edit ... I 14
[ oeee_]15
Senzors: 0 12 IDTemperature sensor set I

Description of the Partition of Control object settings panel elements is given in table.

# Name
1 Identifier
2 Name

3 Agent of Control

5  TCP port (UPS)

Method for
setting the
parameter value

Automatically

Enter the value in the
field

Is selected in the list

Enter the value in the
field

Enter the value in the
field

Description

Shows the
identification number
of the Partition of
Control object in the
system

Shows the name of
the Partition of
Control object in the
system

Assigns the parent
Agent of Control
object for the
Partition of Control
object

Sets the unique ID
number for the object
where Agent of
Controlis installed

Sets the port on
which to "listen" for
UPS messages

Type

Nonnegative integer

Latin, Cyrillic letters
and service
characters

Names of Agent of
Control objects
registered in the
system

Nonnegative integer

Nonnegative integer

Default value

Partition of Control

Name of the parent
Agent of Control
object

386

8888

Value range

Depends on number
of Partition of
Control objects in the
system

Aline representing a
sequence of any
symbols (letters,
digits, service
characters apart from
>and < symbols), not
case-sensitive.
Number of symbols -
from 1 to 60.

Depends on the
number of the Agent
of Control objects in
the system.

>=0

from 1 to 65535
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10

11

12

13

14

Name

Transmitting...

Monitoring...

Video data...

Cameras

Cameras...

Sensors

Temperature sensor
set

Add...

Edit...

Method for
setting the
parameter value

Click the button

Click the button

Click the button

Using the Cameras...
button

Click the button

Using the Add, Edit
and Delete buttons

Is set in a checkbox

Click the button

Click the button

Description

Opens a dialog box
with settings for
configuring the
communication
method between
Agent of Control and
Server of Control

Opens a dialog box
for configuring alarm
groups

Opens a dialog box
for setting video data
transferring
configurations

Displays the list of
cameras whose state
and archives are
monitored by Agent
of Controland
operating with which
shall be available
from Monitoring
software interface.

Opens a dialog box
for adding cameras
for monitoring

Displays IDs and
types of sensors
whose state is
monitored by Agent
of Controland on
whose triggering
video data are sent to
the Server of Control.

Specifies if
monitoring to ensure
that temperatures do
not deviate from an
allowed range is
performed using
temperature sensors

Opens a dialog box
for adding a sensor.
In this dialog box one
can also setup video
data sending on the
sensor triggering

Opens a dialog box

for editing the sensor.

This dialog box is
similar to the one for
adding a sensor

Type

Boolean

Default value

False
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Value range

True - temperature
sensors setisin use
False - temperature
sensors setis notin
use
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# Name Method for Description Type
setting the
parameter value
15 Delete Click the button Deletes sensor from - -

the list

11.3 Settings panel of the Server of Control object

Settings panel of the Server of Control object is given on figure.

I-I IISENEr 0f Cantral 1 4 I DK interface : |15E| I 8 | Event viewer : d
Logging subsystem
Computer I Ausiiay characters | 8 11 | uchive period (h) - [48 ]
Computerine E 9 12 [ Ficse= el 100 ]
:-3 Iv‘ Sustam status I"Iﬂ
13 I K.eep archives for [months) - |3 J
rAdvanced rLranzfer

ITCF‘.‘IF‘ port [fgent] : I-_"'T"'-_"'T"' I 14 I First COM part number : ID:unﬂ

il
~ |1
= |

I COM part farmat : IBNT I']

| TCPAP port [ushive] - |7755 |15 | Humber of COM ports - 1

6
F | Snapshatsdvidea ...

r|7 Transfer info about accepted alarms to Agent OF Contral I 21

I COM port speed : IEIBEIU

1= = - B B -

| et 20

Apply Cancel

Description of the Server of Control object settings panel elements is given in table.

# Name Method for Description Type Default value
setting the
parameter
value
1 Identifier Automatically Shows the Nonnegative -
identification integer
number of the
Server of Control
objectin the
system
2 Name Enter the value in Shows the name of  Latin, Cyrillic Server of Control
the field the Server of letters and service
Control objectin characters

the system

Default value
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Value range

Value range

>=0

Aline representing
a sequence of any
symbols (letters,
digits, service
characters apart
from>and <
symbols), not
case-sensitive.
Number of
symbols - from 1
to 60.
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# Name

3 Computer

4 IIDK interface

5 Event Viewer

Advanced group

6 Monitoring...

7 Snapshots/
video...

Logging subsystem group

8 Auxiliary
characters

9 Alarms

10 System status

11 Archive period (h)

Method for
setting the
parameter
value

Is selected in the
list

Enter a value in the
field

Click the button

Click the button

Click the button

Is setin a checkbox

Is setin a checkbox

Is setin a checkbox

Enter the value in
the field

Description

Assigns the parent
Computer object
for the Server of
Control object

Sets the ID of the
1IDK interface
object used by the
Server of Control

Opens the Event
Viewer tool

Opens the box of
setting the list of
additional
workplaces

Opens a dialog box

for configuring
reaction to
snapshots and

videos receiving on

sensors alarms at
the Agent of
Control

Enables logging of
auxiliary
characters at the

transport level into

the event log

Enables logging
alarms into the
event log

Enables logging of
events related to
system status

Sets the frequency

at which the log
file is to be
archived

Type

Name of the
Computer objects
registered in the
system.

Nonnegative
integer

Boolean

Boolean

Boolean

Hours

Default value

Name of the
parent Computer
object

150

False

True

True

48
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Value range

Depends on the
number of the
Computer objects
in the system.

>=0

True - logging of
auxiliary
characters is
enabled

False - logging of
auxiliary
characters is not
performed

True - logging of
alarms is enabled
False - logging of
alarmsis not
performed

True - logging of
events related to
system status is
enabled

False - logging of
events related to
system status is
not performed

>0
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# Name

12 File size (MB)

13 Keep archives for

(months)

Transfer group

14  TCP/IP port
(Agent)

15  TCP/IP port
(Archive)

16  First COM port
number

17 Number of COM
ports

18 COM port speed

Method for
setting the
parameter
value

Enter the value in
the field

Enter the valuein
the field

Enter the value in
the field

Enter the value in
the field

Is selected in the
list

Is selected in the
list

Is selected in the
list

Description

Sets the file size
threshold upon
which the log file is
archived. This
setting overrides
the value in the
Archive frequency
field.

Sets the length of
time for which you
want to store
archived log files.

Sets the port
number for TCP/IP
communication
with remote
objects of Agent of
Control

Sets the port
number for TCP/IP
communication
with remote
Search in archive
module

Sets the first COM
port number

Sets number of
COM ports used

Sets the COM port
speed

Type

Megabytes

Months

Nonnegative
integer

Nonnegative
integer

COM-ports names

Nonnegative

integer

Baud

Default value

100

T

7755

Coml

9600
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Value range

>0

from 1to 24

from 1 to 65535

from 1 to 65535

from Com1to
Com256

from 1 to 256

110
300
1200
2400
4800
9600
19200
38400
57600
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# Name

19 COM port format

Outside the groups

20 Restart

21  Transferinfo
about accepted
alarms to Agent
of Control

11.4 Settings panel of the Monitoring interface object

Method for
setting the
parameter
value

Enter the value in
the field

Click the button

Set the checkbox

Description Type

Sets the COM port
format

VideoSrv
communication
module restarting

Enables sending
confirmations of
alarm acceptance
by the operator on
the Server of
Controlto the
Agent of Control.

Boolean type

Settings panel of the Monitoring interface object is given on figure.

COM port format

Default value

8N1

Yes
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Value range

« first digit:
from5to9
data bits;

+ second
letter: N (N
o parity) -
no parity
bit, E (Even
parity) -
even parity
bit, 0 (Odd
parity) -
odd parity
bit;

« third digit:
1 or2stop
bits.

True -
confirmations of
alarm acceptance
are sent.

False -
confirmations of
alarm acceptance
are not sent
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SFa
Detections

[] Temperature sen:

26

1 4 Log panel

Position

15 10
17w 100

16
18

Uzer

Dwrer

27

.. |28

Description of the Monitoring object settings panel elements is given in table.

# Name Method for
setting the
parameter value

1 Identifier Automatically

2 Name Enter the value in the
field

3 Display Is selected in the list

4 Owners panel Is set in a checkbox

Description

Shows the
identification number
of the Monitoring
object in the system

Shows the name of
the Monitoring
object in the system

Assigns the parent
Display object for the
Monitoring object

Enables Owners
panel displaying

Type

Nonnegative integer

Latin, Cyrillic letters
and service
characters

Names of Display
objects registered in
the system

Boolean

Default value Value range

- >=0

Monitoring Aline representing a
sequence of any
symbols (letters,
digits, service
characters apart from
>and < symbols), not
case-sensitive.

Number of symbols -

from 1 to 60.

Name of the parent Depends on the

Display object number of the
Display objects in the
system.

True True - Owners panel

is displayed

False - Owners panel
is hidden
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Name

Control panel

Method for
setting the
parameter value

Enter the value in the
field

Enter the value in the
field

Enter the value in the
field

Enter the value in the
field

Is set in a checkbox

Enter the value in the
field

Description

Set the X coordinate
in the horizontal axis
for the upper-left
corner of the Owners
panel interface box

Set the Y coordinate
in the vertical axis for
the upper-left corner
of the Owners panel
interface box

Set the width of the
Owners panel
interface box

Set the height of the
Owners panel
interface box

Enables Control
panel displaying

Set the X coordinate
in the horizontal axis
for the upper-left
corner of the Control
panel interface box

Type

% of the screen width

% of the screen width

% of the screen width

% of the screen width

Boolean

% of the screen width

Default value

0

50

100

50

True

0
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Value range

from 0 to 100. When
more than one
monitor is connected
to the computer itis
possible to use
coordinates outside
this range, but it is
not recommended to
use coordinates less
than -200.

from 0 to 100. When
more than one
monitor is connected
to the computer itis
possible to use
coordinates outside
this range, but it is
not recommended to
use coordinates less
than -200.

from 0 to 100. When
more than one
monitor is connected
to the computer it is
possible to use
coordinates outside
this range, but it is
not recommended to
use coordinates less
than -200.

from 0 to 100. When
more than one
monitor is connected
to the computer itis
possible to use
coordinates outside
thisrange, butitis
not recommended to
use coordinates less
than -200.

True - Control panel
is displayed

False - Control panel
is hidden

from 0 to 100. When
more than one
monitor is connected
to the computer itis
possible to use
coordinates outside
thisrange, butitis
not recommended to
use coordinates less
than -200.
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11

12

13

15

16

Name

Log panel

Method for
setting the
parameter value

Enter the value in the
field

Enter the value in the
field

Enter the value in the
field

Is setin a checkbox

Enter the value in the
field

Enter the value in the
field

Description

Set the Y coordinate
in the vertical axis for
the upper-left corner
of the Control panel
interface box

Set the width of the
Control panel
interface box

Set the height of the
Control panel
interface box

Enables Log panel
displaying

Set the X coordinate
in the horizontal axis
for the upper-left
corner of the Log
panel interface box

Set the Y coordinate
in the vertical axis for
the upper-left corner
of the Log panel
interface box

Type

% of the screen
height

% of the screen width

% of the screen
height

Boolean

% of the screen width

% of the screen
height

Default value

50

100

50

True

0
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Value range

from 0 to 100. When
more than one
monitor is connected
to the computer itis
possible to use
coordinates outside
this range, but it is
not recommended to
use coordinates less
than -200.

from 0 to 100. When
more than one
monitor is connected
to the computer itis
possible to use
coordinates outside
this range, but it is
not recommended to
use coordinates less
than -200.

from 0 to 100. When
more than one
monitor is connected
to the computer it is
possible to use
coordinates outside
this range, but it is
not recommended to
use coordinates less
than -200.

True - Log panel is
displayed

False - Log panelis
hidden

from 0 to 100. When
more than one
monitor is connected
to the computer itis
possible to use
coordinates outside
this range, but it is
not recommended to
use coordinates less
than -200.

from 0 to 100. When
more than one
monitor is connected
to the computer itis
possible to use
coordinates outside
thisrange, butitis
not recommended to
use coordinates less
than -200.
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17

18

19

20

21

Name

Non-empty
Comment field

Use filter by events

Warning when
watching live video

Viewing live video
through gateway

Method for
setting the
parameter value

Enter the value in the
field

Enter the value in the
field

Is setin a checkbox

Is setin a checkbox

Is set in a checkbox

Is set in a checkbox

Description

Set the width of the
Log panel interface
box

Set the height of the
Log panel interface
box

Is set to require that
operators leave
comments when
accepting an alarm to
describe the alarm
and/or their actions

Is set to enable
filtering objects by
Alarm and Failure
events and
Connected and
Disconnected states.
on the Control Panel.

Is set if when live
video is attempted to
be viewed from
Control Panel it is
necessary to display a
warning that it can
create the critical
load per data channel

Is set if Agents of
Control and
Additional
workplaces arein
different subnets and
the Monitoring
components are not
in a distributed
system configuration
in Intellect object tree
and Data gateway is
in use for
transmission of live
video to Additional
workplaces

Type

% of the screen width

% of the screen width

Boolean

Boolean

Boolean

Boolean

Default value

100

50

True

True

True

False
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Value range

from 0 to 100. When
more than one
monitor is connected
to the computer itis
possible to use
coordinates outside
this range, but it is
not recommended to
use coordinates less
than -200.

from 0 to 100. When
more than one
monitor is connected
to the computer itis
possible to use
coordinates outside
this range, but it is
not recommended to
use coordinates less
than -200.

True - Comment field
shall not be empty on
alarm accepting
False - alarm
accepting can be
done without a
comment from
Operator

True - filter can be
applied.

False - filter cannot
be applied.

True - when live video
is attempted to be
viewed from Control
Panel the warning is
displayed

False - when live
video is attempted to
be viewed from
Control Panel the
video is displayed
with no warnings

True - live video is
transferred to the
Additional
workplaces through
the data gateway.

False - live video is
transferred to the
Additional
workplaces directly
from the Agent of
Control.
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23

24

25

26

27

28

Name

Viewing live video
from all cameras
(add.)

Video stream speed

Compression

Groups of alarms

Filter by owners

Filter...

Method for
setting the
parameter value

Is set in a checkbox

Enter the value in the
field

Select from the list

Is set in a checkbox

Via the Filters...
button

Click the button

Description

Is set if the "All
cameras of Partition
of

Control" item should
be added to the
object's "Video image
playback" context
menu on the Control
Panel which enables
viewing video from
all cameras of the
selected Partition of
Control.

Sets the frame rate
for live or archive
video displaying from
Control panel.

The setting only
works for the archive
video with
CamMonitor.ocx
4.11.0.1766 or later
versions.

Sets live video
compression rate

Sets alarms that one
want to visualize on
the Control panel

Displays selected
pairs of users and
owners

Opens a dialog box to
match owners to
users

Type

Boolean

Frames per second

Supported
compression rates

Boolean

Default value

False

25

No

All checkboxes except
the Temperature
sensors are set

11.5 Settings panel of the Monitoring reports interface object

Settings panel of the Monitoring reports interface object is given on figure.
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Value range

True - the "All
cameras of Partition
of Control" item is
added to the

object's "Video image
playback" context
menu on the Control
Panel.

False - there is no "All
cameras of Partition
of Control" item in
the menu.

Depnds on the
camera features

0-5

If checkbox is set next
to the group of
alarms, then alarm
from the
corresponding group
will be displayed on
the Control panel
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Description of the Monitoring reports object settings panel elements is given in table.

# Name

1 Identifier
2 Name

3 Display

Method for
setting the
parameter value

Automatically

Enter the value in the
field

Is selected in the list

Description

Shows the
identification number
of the Monitoring
reports object in the
system

Shows the
identification number
of the Monitoring
reports object in the
system

Assigns the parent
Display object for the
Monitoring reports
object

Type

Nonnegative integer

Latin, Cyrillic letters
and service
characters

Names of Display
objects registered in
the system

Default value

Monitoring

Name of the parent
Display object
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Value range

>=0

Aline representing a
sequence of any
symbols (letters,
digits, service
characters apart from
>and < symbols), not
case-sensitive.
Number of symbols -
from 1 to 60.

Depends on the
number of the
Display objects in the
system.
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# Name

4 X:

5 Y:

6 W:

7 H:

8 Filter by owners
9 Filter...

10 Reports

11.6 Settings panel of the Search in archive interface object

Method for
setting the
parameter value

Enter the value in the
field

Enter the value in the
field

Enter the value in the
field

Enter the value in the
field

Via the Filter...
button

Click the button

Set the checkbox

Description

Set the X coordinate
in the horizontal axis
for the upper-left
corner of the
Monitoring reports
interface box

Set the Y coordinate
in the vertical axis for
the upper-left corner
of the Monitoring
reports interface box

Sets width of he
Monitoring reports
interface box

Sets height of he
Monitoring reports
interface box

Displays selected
pairs of users and
owners

Opens a dialog box to

match owners to
users

Select reports
available in the
interface window.

Type

% of the screen width

% of the screen

height

% of the screen width

% of the screen
height

Boolean

Settings panel of the Search in archive interface object is given on figure.

Default value

0

50

100

50

All checkboxes are
set, full access to the
Vehicle PLs report is
set
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Value range

from 0 to 100. When
more than one
monitor is connected
to the computer itis
possible to use
coordinates outside
this range, but it is
not recommended to
use coordinates less
than -200.

from 0 to 100. When
more than one
monitor is connected
to the computer itis
possible to use
coordinates outside
this range, but it is
not recommended to
use coordinates less
than -200.

from 0 to 100. When
more than one
monitor is connected
to the computer it is
possible to use
coordinates outside
this range, but it is
not recommended to
use coordinates less
than -200.

from 0 to 100. When
more than one
monitor is connected
to the computer itis
possible to use
coordinates outside
thisrange, butitis
not recommended to
use coordinates less
than -200.

Yes - the report
button is displayed in
the Monitoring
Reports interface
window.

No - the report
button is not
displayed in the
Monitoring Reports
interface window.
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Description of the Search in archive object settings panel elements is given in table.

# Name

1 Identifier
2 Name

3 Display
4 X:

Method for
setting the
parameter
value

Automatically

Enter the value in

the field

Is selected in the list

Enter the value in
the field

Description

Shows the
identification
number of the
Search in archive
object in the system

Shows the name of
the Search in
archive object in
the system

Assigns the parent
Display object for
the Search in
archive object

Set the X coordinate
in the horizontal
axis for the upper-
left corner of the
Search in archive
interface box

Type Default value

Nonnegative -
integer

Latin, Cyrillic letters
and service
characters

Monitoring

Names of Display
objects registered
in the system

Name of the parent
Display object

% of the screen 0
width
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Value range

>=0

Aline representing
a sequence of any
symbols (letters,
digits, service
characters apart
from >and <
symbols), not case-
sensitive.

Number of symbols
- from 1 to 60.

Depends on the
number of the
Display objects in
the system.

from 0 to 100. When
more than one
monitor is
connected to the
computeritis
possible to use
coordinates outside
this range, but it is
not recommended
to use coordinates
less than -200.
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Name

Filter by owners

Filter...

Method for
setting the
parameter
value

Enter the value in
the field

Enter the value in
the field

Enter the value in
the field

Via the Filter...
button

Click the button

Description

Set the Y coordinate

in the vertical axis
for the upper-left
corner of the
Search in archive
interface box

Sets width of he
Search in archive
interface box

Sets height of he
Search in archive
interface box

Displays selected
pairs of users and
owners

Opens a dialog box
to match owners to
users

Type

% of the screen
height

% of the screen
width

% of the screen
height

Default value

50

100

50
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Value range

from 0 to 100. When
more than one
monitor is
connected to the
computeritis
possible to use
coordinates outside
this range, butitis
not recommended
to use coordinates
less than -200.

from 0 to 100. When
more than one
monitor is
connected to the
computeritis
possible to use
coordinates outside
this range, butitis
not recommended
to use coordinates
less than -200.

from 0 to 100. When
more than one
monitor is
connected to the
computeritis
possible to use
coordinates outside
this range, butiitis
not recommended
to use coordinates
less than -200.
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12 Appendix 2. Sample scripts
12.1 Sample script for processing Server of Control command on Agent of Control

In the Monitoring software package one can configure ad hoc command sending by the Operator of the Server of Controlto the
Agent of Control. Information on how to configure commands on the Server of Controlcan be found in the Executing ad hoc
command on the Agent of Control by the operator of Server of Control section of Operator's Guide.

A script for processing incoming commands is to be created on the Agent of Control.

Extra menu items are created on the Server of Control - “Arm camera 1” and “Disarm camera 1”. They send a command with
parameter 1 or 2 correspondently.

Mens E
ENo - [#iMenu item = & Application lsunched ~|| *™Parameters of launch  ~| + Confirmation =
1 Arm Camera 1 DO_CObARD 1 (|
2 Dizarm Camera 1 DO_COMIARND 2 1

The sample of program in /ntellect embedded language for processing the incoming command is shown below:

OnEvent("VIDEOSRV_C_DvVC","1","DO_COMMAND")

{
if (strequal(param@,"1"))
{
DoReact ("CAM","1" "ARM");
1
if (strequal(param0@,'"2"))
{
DoReact ("CAM","1" "DISARM");
1
1

12.2 Sample script for setting custom filter in the Log Panel

Custom filter on the Log Panel can be changed with a script or macro. For more details on the filter and its configuration in the
user interface, see Custom filter in the Log Panel.

Use APPLY_FILTER reaction of the VIDEOSRV_M object to create or change the custom filter in the Log Panel:
DoReact ("VIDEOSRV_M" "" "APPLY_FILTER","computer<>,query<>");

Parameters:

computer<> - NetBIOS name of the computer to execute the command on.

query<> - filter condition.

The query<>parameter syntax:

query<TotalExpressions;BoolOperatorKind;Expression[;Expression]>
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+ TotalExpressions — number of expressions in the condition
Example:
TotalExpressions = 1 for condition (Cameras equal 2)
TotalExpressions = 3 for condition (Cameras equal 2) and ((Disks equal 1) or (Disks equal 2))
+ BoolOperatorKind — boolean operator for main expression. Possible values:
-and
-or
Example:
BoolOperatorKind = and for condition (Cameras equal 2)
BoolOperatorKind = and for condition (Cameras equal 2) and ((Disks equal 1) or (Disks equal 2))
BoolOperatorKind = or for condition (Cameras equal 1) or (Cameras equal 2)
« Expression — one or several expressions
Format: Field;Expressions;LocalBoolOperator;OperatorKind;Value
« Field — name of the field in the DB table.
Possible valuessi:
-1D
- Name
- Region
- Province
- City
- CamCnt
- ArcMax
- HddCnt
- IpAddress
- FirstRecord
- TemperHdd
- AvailMemory
- WorkingTime
- VerSoft
» Expressions — number of expressions in a subcondition.
Example:
Expressions = 1 for condition (Cameras equal 2) and ((Disks equal 1) or (Disks equal 2))
Expressions = 2 for condition (Cameras equal 2) and ((Disks equal 1) or (Disks equal 2))
+ LocalBoolOperator— boolean operator for subconditions. Possible values:
-and
-or
Example:
LocalBoolOperator = and for condition (Cameras equal 2)
LocalBoolOperator = or for condition (Cameras equal 2) and ((Disks equal 1) or (Disks equal 2))
« OperatorKind — operator type.
Possible values:
- Equal
- NotEqual
- Less
- LessOrEqual
- Greater
- GreaterOrEqual
- Like
- NotLike
+ Value— value to compare with.

Examples:

e

query<ljand;CamCnt;1l;and;Equal;2>

With main expressions:
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query<2j;and;CamCnt;l;and;Less;5;CamCnt;1l;and;Greater;3>

With subquery:

2 b ARND (Cameras gre

((Camera;

query<3j;and;CamCnt;2;and;Greater;l;CamCnt;2;and;Less;5;HddCnt;1;and;Greater ;0>

(Mame ending with 47) E3

query<lj;and;Name;l;and;Like;%47>

12.3 Sample script for stopping camera recording

If you want for a JPEG still frame to be attached to an alarm message or video fragment when a sensor is activated (Sensor
object), remember that this is possible only after the current archive file has been written to disk. To reduce the waiting time (the
Delay (sec.) parameter, see the section Configuring sensors) and be assured of camera recording, you can create a program on
the Programming tab of the System settings window in Intellect, based on the example below.

The program is written for a camera with an ID of 1 and for a Sensor object whose ID is also equal to 1. Thanks to this program,
the value of the Delay parameter can be set equal to 7 seconds.

OnEvent ("GRAY","1" "ALARM")

{
[
if( !CheckState("CAM","1" "DETACHED") )
{
DoReact ("CAM","1" /"REC_ROLLBACK") ;
Wait(5);
DoReact ("CAM","1" ,"REC_STOP");
}
]
}
OnEvent ("GRAY","1" ,"ALARM")
{
[
Wait(2);
DoReact ("GRAY","1","CONFIRM");
Wait(2);
DoReact ("GRAY","1" ,"ARM") ;
]
}

When continuous recording is in use, the following program should be used:
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OnEvent ("GRAY","1","ALARM")

{

[
Wait(5); // Specifies the time after which the recording should be stopped in order to get the

required clip length or number of frames

DoReact ("CAM","1" ,"REC_STOP");

Wait(2); // Pre-alarm record time 1in the camera settings = 2 sec.

DoReact ("CAM","1" ,"REC_ROLLBACK"); // Start recording with pre-alarm recording of 2 seconds.
This allows us not to lose data in the archive

]

}

12.4 Sample scripts for processing alarm confirmations

The Partition of Control object (VIDEOSRV_C_DVC) sends the «Confirmed: Monitoring events» (CONF_MON) message to /ntellect
core when an alarm is confirmed.

When the confirmation type is Simple, then param0<> has the same value as the ID of event that is confirmed (see Configuring
alarm groups section). When parami<> is 0, it means that a Simple confirmation is used.

Below you will find a sample program that can be written on the Agent of Controlin order to process a received simple
confirmation. As a result a camera is armed.

OnEvent ("VIDEOSRV_C_DVC","1","CONF_MON")

{
if (strequal(param@,"1"))
{
DoReact ("CAM","1" "ARM") ;
}
}

When the confirmation type is Complex, then param0<> has the value of the ID of event that is confirmed (see Configuring alarm
groups section). If param1<>is 1, it means that the operator has clicked the OK button in the confirm box. If the operator clicked
the Cancel button, then param1<>would be 2.

Below you will find a sample program that can be written on the Agent of Controlin order to process a received complex
confirmation. As a result a camera is armed only when the operator clicks the OK button in the confirm box.

OnEvent("VIDEOSRV_C_DvVC","1","CONF_MON")

{
if (strequal(param0®,"1")&&strequal(paraml,'"1"))
{
DoReact (""CAM","1" "ARM");
}
}

12.5 Sample script to export filtered data from the Log Panel to .xls

Before executing this command, apply filter in the Log Panel. It can be done from the user interface (see Custom filter in the Log
Panel) or by a script (see Sample script for setting custom filter in the Log Panel).

Export filtered Log Panel data to the test.xls file on disk C:
DoReact ("VIDEOSRV_M","" ,"EXPORT_EXCEL","computer<NamePC>,file<c:\test.xls>");

12.6 Sample script to show and hide Search license plates window

Show Search license plates window with 70% screen width and 50% screen height in the upper left of the display:
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DoReact ("VIDEOSRV_M","" "SHOW_AUTO","computer<NamePC>,x<0>,y<0>,w<70>,h<50>");
Hide Search license plates window:

DoReact ("VIDEOSRV_M" ,"" "HIDE_AUTO","computer<NamePC>");

Parameters:

computer<> - name of the computer to execute command on.

x<>- X-axis coordinate of upper left corner the window.

y<> - Y-axis coordinate of upper left corner the window.

w<> - window width as a percentage of the screen width.

h<> - window height as a percentage of the screen height.
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