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1 Operator's Guide. Introduction

On the page:

» Purpose of ATM Intellect(see page 5)
» Purpose of the document(see page 5)

1.1 Purpose of ATM Intellect

ATM-Intellect automates the actions of staff at banks and service companies involved in operation of Axxon
Intellect-Enterprise based video surveillance systems. Use of ATM-Intellect allows obtaining even greater results

and efficiency from such video surveillance systems.

1.2 Purpose of the document
This Guide is designed for the Operators working with the ATM-Intellect software.

This Guide provides description of main ATM-Intellect software interface objects operation.

Operator's Guide. Introduction - 5
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2 Control panel

2.1 Control panelinterface

The Control panel is a part on ATM Monitoring interface window. This window configuration is performed on the
setting panel of the ATM Monitoring interface object and is described in the ATM-Intellect. Administrator's guide®.

Control panel general view is shown in the figure.

= EO O IXME X

10 Green spruce dr. 47 John Reed st

o ¢ W
= ()| = [ ()]

2.2 Control panel purpose
The control panel allows evaluating the current status of video surveillance components at a glance.

Reference guides (i ) (:) 3( ;

10 Green spruce dr. 47 John Reed str.

o W o
T (@) m g (@)

Each object corresponds to a rectangle that contains an object ID area (in the upper part) and a customizable
number of clickable alarm indicator badges, which are grouped based on source type:

Communication Channel.
Hardware.

Video System Software.
Size of Archives.

Cameras.

ACS.

FSA.

Detection tools/Detectors.
Extra 1.

Extra 2.

WO NOOREWNE

=
e

1 https://doc.axxonsoft.com/confluence/display/atm13en/Administrator%27s+Guide
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If the Owner panel is enabled (see Configuring the ATM Monitoring object? section of Administrator's Guide®), then
only the objects that belong to the selected owner are displayed on the Control Panel.

Depending on the configuration of the ATM Monitoring object in the Interfaces tab, the number of alarm groups
shown can be changed to between 4 and 9.

Four alarm groups.

ence guides o

For information on what an icon means, click the button (Symbol Meanings). A dialog box with information
opens.

2 https://doc.axxonsoft.com/confluence/display/atm13en/Configuring+the+ATM+Monitoring+object
3 https://doc.axxonsoft.com/confluence/display/atm13en/Administrator%27s+Guide

Control panel - 7


https://doc.axxonsoft.com/confluence/display/atm13en/Configuring+the+ATM+Monitoring+object
https://doc.axxonsoft.com/confluence/display/atm13en/Configuring+the+ATM+Monitoring+object
https://doc.axxonsoft.com/confluence/display/atm13en/Configuring+the+ATM+Monitoring+object
https://doc.axxonsoft.com/confluence/display/atm13en/Administrator%27s+Guide
https://doc.axxonsoft.com/confluence/display/atm13en/Administrator%27s+Guide

ATM Intellect 13.0 (english) - Operator's Guide

P )

Decoding @

List of icons

Communication channel

List of colors

E! Default mode. &l des k.
M an-default mode af device

Operator reacted to alarm

By default, if the MonitorSSTV database has not been updated for more than 30 minutes, for example, due to a Data
Loader malfunction or if the communication module (license restrictions) has stopped working on the ATM-Intellect
Workstation, then on the ATM-Intellect Workstation, all objects will be covered with diagonal lines. When you hover
over such an object, a contextual prompt will appear: ATTENTION! Information in DB is outdated! Last update
time: <Date and Time of the last upload to the database>. The CUT will flash red (see Current Update Time(see

page 9)).
ieference guides 0 0 X X

10 Green spruce dr. 12 Osipenkao sk, 47 John Reed str,

ATTENTIOM! Infermation in DB is cutdated!
Last update time: 7/16/2019 12:03:47 PM

(@ Note

To change the waiting time for updating the MonitorSSTV database, after which the corresponding
indication on the ATM-Intellect Workstation will appear, it is necessary to set the required time value in
minutes for the LastLoadThreshold registry key (for details, see Registry keys reference guide?, for more
information about working with the registry, see Working with Windows OS registry®).

4 https://doc.axxonsoft.com/confluence/display/Int411en/Registry+keys+reference+guide
5 https://doc.axxonsoft.com/confluence/display/Int411en/Working+with+Windows+OS+registry
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2.3 Changing defaulticons for alarm groups

If you want to change the default icons, you can assign your own icons for each alarm group. To do so, you must
replace the corresponding graphics files that are provided by default. These files are in the Bmp subfolder in the
ATM-Intellectinstallation folder. By default, this is C:\Program Files\Intellect\VHost\Bmp. Therefore, in order to
replace the icon for the Communication channel group, you must replace two files:

«  Bmp\Active\01l_net_active.bmp
«  Bmp\InActive\01_net_inactive.omp

The size of icons is 33x23 pixels. If the size of your image is different, it will be changed to the above.

If the object scaling parameter exceeds 110% (see Configuring the ATM Monitoring object®), then the high-
resolution icons of 172x120 pixels will be used on the object with the _hd postfix in the name.

So, for example, to replace the high-resolution icon corresponding to the Communication Channel group, it is
necessary to replace two files:

« Active\O1_net_active_hd.bmp
+ InActive\01_net_inactive_hd.bmp

After replacing the graphics files, quit and start Intellect again. If one or more files are missing in the Bmp folder, or
afileisin aninvalid format, the default icons are used.

2.4 Current Update Time

Information on the control panel is updated every time data is loaded from the database. The time of the most
recent update, i.e. Current Update Time (CUT) is shown in the upper-right corner of the window.

CUT: 20.06.2018 13:37:44

Data is loaded from the database with different periods for particular alarm types - see Appendix 1. Data update
periods summary(see page 101).

To get the most recent information, you can click the button (Refresh data). This forces an update of the data.
Any new data is then displayed.

2.5 Ignoring objects

Objects (i.e. their corresponding objects in the software) that do not currently require monitoring can be put in the
"ignore list". These can include objects that are in the system but have not been made operational yet or are under
maintenance.

Objects in the ignore list are not visualized on the control panel or the Log panel. These objects are ignored in
system reports.

To add an object to the ignore list, hold the Shift key and left-click one or more objects. The objects are outlined in
blue.

6 https://doc.axxonsoft.com/confluence/display/atm13en/Configuring+the+ATM+Monitoring+object
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10 Green spruce dr. 47 John Feed str.

s # <
LT (o) | me HJl ()]

Then click the button ("Ignore/Analyze").

I
To view the ignore list, click the button ("Show ignored objects"). To remove objects from the ignore list, use
the same technique.

2.6 Processing alarms

2.6.1 Accepting an alarm
Alarm indicator badges both indicate information and allow performing actions.

1. Information: If an alarm occurs, the badge becomes red; if confirmed by the operator, it becomes pink, and
when the alarm ends, the badge becomes inactive again.
2. Actions: The operator can click the badge to get details on the device or event.

If a camera at an object becomes inoperative, the indicator badge for the Cameras alarm group becomes red.

10 Green spruce dr.

To get detailed information about an alarm, click the corresponding graphic indicator. The Reaction to alarm
window opens. The title bar of the window contains the name of the object and its ID number.

1 faulty -1

Alarm date -/ End w| Confirrn = Alarm type - || Device - | Date of processing | Comment
_8/31/2020 415:02 PM SN IS e a7 M| o S S

I:I:Immem:

Control panel - 10
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In the Alarm date field there is the time when ATM-Intellect Workstation had recorded the alarm from ATM-Intellect
Prointo the database. This is not the time when the alarm appeared on the ATM-Intellect Pro. More info see on data
transmission as given in section Appendix 1. Data update periods summary(see page 101)

The Alarm type field contains the name of the alarm situation. The Device field details the device or event.

If you select the Confirm check box in the Reaction to alarm window, the background of the indicator on the
control panel changes from red to orange and a value is automatically added to the Processing date column.

47 John Reed str.

= A (o

Note that the Processing date column will contain not the current computer time, but the current update time (see
the Current Update Time(see page 9) section) stored in the database. This ensures that the operator cannot roll back
the system time to confirm the alarm with a different time.

(@ Note

When viewing the Cameras alarm group, the Reaction to alarm window will also display a line with the
camera statistics of this object.

If the Non-empty Comment field option is enabled in the settings of the ATM Monitoring object, an alarm
situation is not closed until the operator leaves a comment on the alarm situation and/or the operator's actions.
The alarm is automatically closed if the alarm cause goes away, such as if the connection was disrupted and then
restored.

Reaction to alarm: 10 Green spruce dr. (550017)

Evenis

Alarm date ¥ || Confirm ¥ || Alarm type ¥ || Device ¥ || Date of pracessing ¥ || Comment

Comment:

il il

If there are many alarms, the Reaction to alarm window displays only up to 10,000. To view the remaining events,
use the navigation buttons in the upper-right corner.

Reaction to alarm: 10 Green spruce dr. (550017)

1001 M« 4

Alarm date
19.06.2018 13:34:03

- End
19.06.2016 13:34:04

x| Confirm

T | Alarm type
Overheat sensor signal

T | Dewvice

Overheat sensor

= | Date of processing| * || Comment

19.06.2018 13:34:13

19.06.2015 13:34:14

Default PC restart

PC

19.06.2018 13:34:25

19.06.2015 13:34:26

Yibration sensor signal

Yibration sensor

19.06.2018 13:34:53

19.06.2015 13:34:54

Add. sensor signal

Add. sensor

19.06.2016 13:35:03

19.06.2018 13:35:04

Owerheat sensor signal

Owerheat sensar

19.06.2018 13:35:13

19.06.2018 13:35:14

Lock sensor signal

Lock

20.06.2018 16:36:17

20.06.2015 16:36:18

Comment:

Default PC restart

PC

el

Control panel - 11
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2.6.2 Accepting several similar alarms
To accept several alarms, or all alarms of an object, or all alarms of all objects, simultaneously, do the following:

1. Click the corresponding graphic indicator. The Reaction to alarm window opens.

Reaction to alarm: 47 John Reed str. (550016) i il ||:||£|

Alarm date x| End ¥ Confirm ||| Alarm type Device ¥ | Date of processing ¥ || Comment
16.06.2018 15:49:54  |[158.06.2018 15:49:55 Detfault FC restart FC
18.06.2018 16:04:20  (18.06.2018 16:04:21 “ibration sensor signal |Vibration sensor 19.06.201813:35:05  |Testalarm
18.06.201816:07:18  |18.06.2018 16:07:14
18.06.201816:07:28  |18.06.2018 16:07:249
18.06.201816:51:59 |18.06.2018 16:52:00
19.06.201813:33:06  [19.06.2018 13:33:.07

9062018133424 |19.06.2018 13:3425 |

“ilration sensor signal |Yibration sensor

“ibration eensor signal Yibraton sensor

“ibration sensor signal |Vibration sensor

‘ibration sensor signal \/lbratlcm sEnsor

I I [ = foult PC restart [®
T Y R

HIDDDD!D

GETET Group canfirmation

Confirm selected Confirm

i
=l
2. To accept several similar alarms, proceed as follows:
a. Select several alarms from the list in one of the following ways:
i. Select certain alarms by clicking the left mouse button while holding“Ctrl” or “Shift” buttons.

ii. Select all alarms by right-clicking on the list and in the opened menu click the Select all
option.

Alarm date - |End -
18.06.201815:49.654  [18.06.2018 15:49:55

18.06.2015 16:04:20
15.06.201816:07:18
b. Fillin the Comment field if it is required

c. Click the Confirm selected button.
3. To accept all alarms of an object, click Confirm. A dialog box displays to confirm the action. Click Yes.

x|

f”—““‘xl Confirm all alarms for specified object?

4
Mo |
4. To accept all alarms of all objects, click Confirm all. A dialog box displays to confirm the action. Click Yes.
x

'f_\'l Confirm all alarms for all objects?
w

Control panel - 12
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@ Note.
If comment is required but the Comment field is empty, the Confirm selected, Confirm and Confirm all

buttons are inactive.

Accepting several alarms is completed.

2.6.3 Additional information on alarms

For more information on current alarms for an object, left-click the object name.

r

47 John Beed str.

¥ & B oo

m (@)

The Error decoding window opens.

Error decoding: 47 John Reed str. =] 1

| |Eleginning 4 |End /| Duration Reason, device Fram 19.06.2018 14:17:55 10 20.06.2018 16:51:22 daw...
19.06.2018 14:17:55 20.06.2016 16:36:37 |1 02:16:42
20.06.2018 16:44:38 20.06.20158 16:46:37 |000:01:59 Software error (Basic sofware
“120.06.2018 16:51:04 20.06.2016 16:51:22 |000:00:18 Mo connection with object (19:

Alarms that occur for different reasons can overlap and form overall alarm periods at the object. They are shown in
the table in gray. If the alarm is still ongoing, the End column is empty.

If there are many alarms, the Error decoding window displays up to 200 alarm situations. To view the remaining
events, use the navigation elements and View events after option in the lower-right corner.

2.6.4 Types of alarms

The table lists all types of alarms that are registered by the monitoring system by default. For the Communication
channel alarm group, if ATM Intellect Pro connects to ATM Intellect Workstation over TCP/IP and has connected at
least once, the Device field displays the IP address of the object.

Alarm group Alarm type Device Comments
Communication No connection with  Communication ATM Intellect Pro connects to
channel object channel ATM Intellect Workstationin
client mode.
No connection with  Local video ATM Intellect Pro connects to
monitoring agent system ATM Intellect Workstation in

server mode.

Control panel - 13
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Alarm group Alarm type Device
Device Disk failure 101: Disk name
102: Disk size

103: VIDEO folder

104: Number of
disks=0

105: Disk error

Comments

The Intellect settings specify
the disks to which the video
archive is written. This alarm
occurs when one of these disks
does not exist or has an invalid
type. Valid disk types include
internal and external disks,
removable disks, and network
disks.

Error calculating free disk
space.

No VIDEO folder.

There are no disks selected in
the Intellect settings for video
archive recording.

An unknown disk error from
ATM Intellect Pro.

Control panel - 14
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Video system software

Alarm type

UPS signal

Software error

ATM Intellect 13.0 (english) - Operator's Guide

Device Comments

1000:
1001:
1002:
1003:
1004:
1005:
1006:
1007:
1009:
1013:
1014:
1015:
1016:
1102:
2000:
2001:
2002:
2003:
2004:
2007:
3000:
3001:
3002:
3003:
3004:
3016:

PowerChute started
PowerChute stopped
Connection restored
Power restored
Self-test passed
Administrative shutdown
Shutdown cancelled
Battery discharged
Battery replaced
Allowable restart

RTC started

RTC finished
Shutdown in progress
Normal temperature
Power turned off
Shutdown completed
Low power

Low battery

RTC aborted

High power
Connection lost
Restart

Self-test failed
Battery discharged
Battery connection lost

Replace battery

3107: High temperature

Basic software intellect.exe process
terminated.

Basic software video.run process terminated

(Video) or frozen.

Control panel - 15



Alarm group

Archive size

Cameras

Fire and security alarms

Alarm type

Archive size too
small

Camera off

Vibration sensor
signal

Signal from sensor
Lock

Signal from
overheat sensor

Signal from
additional sensor

Signal from
additional sensor

Scheduled
computer restart

ATM Intellect 13.0 (english) - Operator's Guide

Device

Registry

Database

Archive 1

Archive N

Cameral

CameraN

Vibration sensor

Lock

Overheat sensor

Additional sensor

EXP. SENSOR.
SENSOR

Computer

Comments

Registry does not have data
required for ATM Intellect Proto
function.

Error connecting to Intellect
database.

Storage capacity requirements
are not met for camera (see Info
on archives(see page 57)).

Camera is not working.

Four sensors (relays), whose
names cannot be changed in
ATM Intellect Pro: they should
be used in accordance with
their names ("Vibration
Sensor", "Lock", etc.)

12 sensors (relays), whose
names can and should be
customized in ATM Intellect
Pro, since this name is
displayed in the Device column.
By default, the string "EXP.
SENSOR" is displayed in this
column.

Windows was properly exited
before computer restart.
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Alarm group Alarm type Device Comments
Unscheduled Computer Windows was not properly
computer restart exited before the computer was
restarted (power was
interrupted).
() Note.

Periods of information updating in the interfaces can vary for particular alarm types - see Appendix 1.
Data update periods summary(see page 101).

For the Access Control and Detectors alarm groups, no data is sent from ATM Intellect Pro.
There are two types of alarms that are tracked by the monitoring system by default:

1. Long;
2. Short.

Long alarms have a beginning and an end: "Camera off"/"Camera on", "No connection with object"/"Connected to
object".

Short alarms do not have a duration. They only inform about an event, for example, "Vibration sensor triggered" or
"Scheduled computer restart", and are not included in the quality measurements for the system.

For short alarms, the End field is immediately filled with the time of the alarm plus one second. Confirmed short
alarms are displayed on the control panel for ten minutes.

The following types of alarms are long:

1. No connection with object.

No connection with monitoring agent.
Disk failure.

Software error.

Archive size too small.

Camera off.

I

2.6.5 The number of alarms displayed

The number of objects displayed on the Control Panel is determined by the current filter if it is activated by clicking

the filtering button B4 ("Enable/disable filter"). The first combo box sets condition for filtering by alarms, failures,
presence or absence of connection; the second combo box sets the condition to "Show only objects that have
errors in the last..."; the third combo box sets the condition "Only objects with errors lasting longer than...".
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15 rnin

30 rnin

1 haour 5 min

i 10 tnin
30 rnin
1 hiour

annected 3 s E hours

The upper-left corner contains information about the number of objects, out of the total number, that are displayed
on the Control Panel after clicking the filtering button.

Ohjects: 2/2  Feferenc

(@ Note.

If Alarms, Failures or Disconnected filter is enabled, rates are not calculated - see also Status bar(see page
49).

2.7 Viewing video data on alarms

2.7.1 Indication of video data presence

In ATM-Intellect software, the alarms from sensors can be followed by video data, such as video clips and video
frames.

If there are video data loaded, but not viewed yet, the name of the object on the Control panel is colored in yellow.

47 John Reed =tr.

F & [ oo

] (@)

2.7.2 Viewingvideo data

To view all received video data, select the Video data item in the object context menu.

@ Note.
Depending on the ATM-Intellect software settings (see ATM-Intellect. Administrator's guide’) the received
video frames and video clips can be opened immediately after they are received.

7 https://doc.axxonsoft.com/confluence/display/atm13en/Administrator%27s+Guide
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Wideo data

’ Yideo image playb

E ke,

The Video data dialog box opens. The information on video data is displayed in this dialog box. This dialog box also
provides function to cancel data downloading, if it is has not been completed yet, using he Cancel loading button.

5 M« < » » W (:) - g Confirrm Corfirmed all

Alarm date / |+

Name v | Device v | Status ¥ || Viewed <
Alarm date : 18.06.2018 16:04:20
|\a’ibrat\0n sensor signal ‘\f’ibration sensar |Downloading
Alarm date : 18.06.2018 16:07:18
|\/ibrat\0n sensor signal ‘Vibration sensar |Downloaded
» :Alarm date : 18.06.2018 16:07:28
Yibration sensor signal  |Yibration sensar

5 not equal Download cancelled ) ot equal Deleted) Configuring...

5
To force an update of the information in the Video data dialog box, click the .

To open the loaded video data right-click in the row corresponding to required data and select the View item. If the
data download is not completed, this item is unactive.

Mame * || Dewice ¥ || Status * || Yiewed -
Alarm date : 18.06_.2018 16:04:20

|‘\=’ibrati|:|n sensaor signal |\fibrati|:|n sensor |Duwnlnading |
Alarm date : 18.06.2018 16:07:18

Yibration sensor signal ot s g Downloaded
Alarm date : 18.06.2018 16:07:28 diew ol

|‘v’ibrati|:|n sensor signal | Vierererrseredt |Duwnlnaded |

When the View item is selected, a video frame is opened with the <intellect installation
directory>|\Vhost|SYSTEM|JPEGViewer.exe utility, and a video clip is opened with Axxon Player utility. Video data
status changes to "Data viewed" and in the Viewed column the date of viewing is displayed.

If video data export fails, then there is the Archive export error message in the Status column.

Mame ~ | Dewvice v || Status - | Wiewed <
Alarm date - 2/10/2015 10:21:16 AM
|Vibrati0n sensor signal |‘v‘ibrati0n sensar |Archive export errar |

To cancel download of "Downloading" or "Archive export error" data click Cancel loading. After that, the status of
the video data becomes "Download cancelled by user" and it is not displayed in the list if default filter is enabled
(see Setting up video data list filter(see page 21)).

To mark all object's video data as viewed, click Confirm. To mark all video data of all objects as viewed, click
Confirmed all. A dialog box for action confirmation for one or all objects is shown. Click Yes to confirm.
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Mo |

Mark: all received video data for this object as viewed?

x|

As a result, the name of the object stops being of yellow color. Status of all video data changes as follows and they
are not displayed in the list of video data if the default filter is enabled (see Setting up video data list filter(see page

21)).

+ "Downloaded" to "Viewed"

«+ "Archive export error" to "Download cancelled by user"

2.7.3 Video data grouping setup

By default, video data are grouped by alarm time. If necessary, it is possible to set video data grouping by other
parameters. To do so, in the context menu of a column, by which one need to group the data, select Group by field.

Name | Der %l Ascending
Alarm date : 18.06.2018 16:07:18

|\f’ibration sensar signal |Vib|
Alarm date : 18.06.2018 16:07:28

El Descending

Without sort

> | Wiewed i

5| .

| |Vib| =4 Group by field
Alarm date : 18.06.2018 16:51:59

,E Grouping

Wibration sensor signal  Vibl 5 pogrer

E Lower grouping panel
@ Tree of groups

i Best width

Best width all columns

Fixed columns
Fix column

Input string
Group headings

Select font
Expoart

Search for substring (Ctrl+F/F3)
Select visible columns (F5)

Data will be grouped by selected field. In the upper part of the dialog box the fields by which the video data are
grouped are displayed - a grouping area. To view this area one can also select the Grouping item in a column

context menu.

Mame < |*

CICHOEL

Alarm date |+ |Dewvice

Mame : Yibration zensor signal

18.06.2018 16:51:[%ibration sensar

bdain

- || Status - | Yiewed

Download pending

3 16.06.2018 16:07:%ibration sensar

Downloaded

18.06.2018 16:07:[%ikbration sensar

Diownloaded

To cancel grouping by a field, right-click on it and select Remove from grouping.
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Mame /|
o Status ¥ |%—I Ascending

Zl :

A+ Descending

OcHoE! _
Without sort

Alarm date

Mame : Vibration sensor s — Remove from grouping
Status : Download pen |E Grouping
18.06.2018 16:51 = Fooker

»  iStatus : Downloaded S - —

18.06.2018 15:0?@ T TR 5
18.06.2018 16:07

b Best width

Best width all columns

Fixed columns

Fix column

Input string

|7 Group headings
Search for substring (Ctrl+F/F3)
Select visible columns (F5)
Select font

Export

2.7.4 Setting up video data list filter

By default, in the Video data dialog box the data are not displayed, which has been viewed or for which
downloading has been canceled by a user. To display all the video data, unset the checkbox in the lower left corner

of the Video data window.

It is also possible to setup the filter for video data displaying. To open the filter setup dialog box, in the Video data

dialog box click Configuration... or 5 . The filter creator dialog box opens.

s Filter creator, - [untitled.flt]

AMND - <rootr

D Status does notequal Viewed

------- IZI Status doesnotegual Download cancelled by user

| press button to add a new condition

s

e o )= )

When configuring the filter, one may need to perform the following operations:
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1. Add a condition or subcondition. To add a condition click the press button to add a new condition button
or in the filter menu click the corresponding item. The condition menu opens by clicking the ... or Filter.

AND €roots

------ IZI Status does notegual “iewed

------- I:l otatus does notegual Download cancelled by user
Add condition @I
Add subcondition

Remove conditian

2. Remove a condition. To remove a condition, click the corresponding item in the condition menu.

3. Select a logical function for combining conditions. A drop-down list for selecting the logical function opens
onthe left cllck on the logical function.

Yes not egqual “iewed

- MOT AMND a5 not equal  Download cancelled by user
D NOT OR [oo e ’

press button to add a new condition

4. Select a field for comparison. A drop-down list for selecting the field for comparison opens on the left-click
on the field name.

AMD <root

------ D Status does notequal Wiewed

o D Status: does notequal Download cancelled by user
Alarm date
MName
Dewvice
Status

add & new condition

5. Select a method of comparing. A drop-down list for selecting the method of comparing opens on the left-
click on the method name.

AMD <roots

------ I:I otatus does notegual Wiewed

e Status isimilarto; Download cancelled by user

less A=
tess buttan diticir
EIESS or equals

mare

more Dreiuala

nat similar to
empty

not ermphy
between

not between

in array

not in array b
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6. Select a value for comparing with. A way to select the value depends on the field type. For example, a date

can be set using a calendar, a name can be entered in a field, etc.

AMND <roof>

| press button to add a ne

v
1 April P4 2074 »
=M TW T F 5
1T 2 3 4 &

B 7 8 3101112

13 14 15 16[17]18 19

el 21 22 23 24 25 26
27 28 23 30

lTDday] ’ Clear ]

MO

<root:

| press button to add a new condition

After completing settings, the filter can be saved to a file with the .flt extension by clicking the Save... button. This
file can then be opened using the Open button.

2.8 Eventlog

To view all events recorded in ATM-Intellect, click the [j button (Event log). The Event log window opens.

D~ |Alarm date > |End

- |MName

Event log

~ | Region | District » | City | Confirm| | Alarm type

- | Device

-

(650016 |6/17/2019 7:23:30 P

147 John Reed str.

Mo connection with object 192.166.1.3

550016 | 6/3/2019 §:08:51 PM
BEO016 | 6/3/2018 §:08:46 Ph
BEO016 | 6/3/2018 §:01:27 Ph
550016 |6/3/2019 7:55:21 Ph
BE0016 | 6/3/2019 7:55:19 Ph
BEO016 | 6/3/2018 7:63:15 P
BEO016 | 6/3/2018 7:62:31 Ph
550016 | 5/26/2019 3:43:46 Phd
BE0016 | 5/26/2019 3:43:36 P
BEO016 B/26/2018 3:31:13 P
BEO016 BA26/20149 1:03:43 Fhd

6/3/2018 5:08:47 Ph
6/3/2018 8:01:28 Ph
6/3/2019 5:01:31 Ph
Ef3/2019 7:55:20 Ph
6/3/2018 7:63:16 Ph
6/3/2018 7:63:21 Ph
6/3/2019 7:52:21 P4
B/3/2019 7:52:21 Ph
BA26/2019 3:33:23 P
BA26/20149 1:06:24 Fhd

47 John Reed sir.
47 John Reed sir.
47 John Reed str.

|47 John Reed str.

47 John Reed str.
47 John Reed sir.
47 John Reed sir.

|47 John Reed str.

47 John Reed str.
47 John Reed sir.
47 John Reed sir.

HEEEEEEDEEERERDO

Ohject disarmed Detectar

Detections Atténtiun! Service personnel are warkin
Detections Armed object (Card: 4567 (User 1))
Ohject disarmed Detectar

Detections Attentionl Service personnel are warkin
Detections Armed object (Card: 4567 (User 17)

Ohject disarmed Detector

o connection with object | 192.168.1.3
Software etrar Basic software
| Easic software

Easic software (Video) v

Software errar
Software error
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@ Note.

If the Owner Panel is in use, then events from the objects that belong to the owner selected on the Owner
Panel are displayed in the Event log window. To view the events from all system objects, call this window
on the Owner Panel - see Viewing Event log for all objects(see page 60).

You can sort the table by any column or filter any column. By default, it is sorted by Alarm date descending, i.e. the
newest events are in the top of the list.

2.8.1 Viewing comments

If an operator left a multiline comment when closing an alarm, only the first line will be visible in the Event log
window, in the Comment column.

To view the entire comment, left-click the "up" and "down" arrows in the cell.
|
Date of processing = Comment LAl

The engineer is :I

2.8.2 User who accepted alarm

By default, all alarms accepted by the operator are recorded under the Admin user. If there is a user created in the
Intellect settings panel, in the Users tab, who has certain rights, when the operator starts /ntellect under this user's
account all confirmed alarms will be recorded under the user's name.

2.8.3 Period of events viewing

By default, alarm situations for the last 24 hours are displayed. To view events for any other period, set from and to
date and time in the Date/Time group, then click Search. If there are more than 10,000 events, use the navigation
buttons to view them.
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Event log |—|—- g

In] Alarm date ~ | End - | Mame v Region v District v | City v Canfirm ~ || Alarm type v || Device [lad
» ?55001 B 672019 7:23:30 P 47 John Reed str. O Mo connection with object 192.168.1.3 =

BRO0T6 |B/3/2019 8:08:51 Phd 47 John Reed str. Ohject disarmed Detector

BEO016 |B/3/2019 8:08:46 P |B/3/2019 8:08:47 PN |47 John Reed str. Detections Attention! Service personnel are warkin

BRO07T6 | 6/3/2019 8:01:27 PM | 6/3/2019 8:01:28 PM |47 John Reed str. Detections Armed object (Card: 4567 (User 1))

EE0016 | B/3/2019 7:55:21 Ph | 6/3/2019 8:01:31 P |47 John Reed str. Ohject disarmed Detectar

BRO0TG |B/3/2019 7:6R19 P | 6/3/2019 7:66:20 PR |47 John Reed str. Detections Attention! Service personnel are warkin

BEO016 | 6/3/2019 75315 P |6/3/2018 7:53:16 PM |47 John Reed str. Dietections Armed object (Card: 4567 (User 1))

550016 | 6/3/2019 7:52:31 P |6/3/2019 7:53:21 PM |47 John Reed str. Ohject disarmed Detectar

EE0016 5/28/2019 3:43:46 Pk | 6/3/2019 7:52:21 P |47 John Reed str. Mo connection with object | 192.168.1.3

BRO0TG |5/28/2019 3:43:36 P | 6/3/2019 7:62:21 Pk |47 John Reed str. Software etror Basic software

BEO01G B/28/2019 33113 P |5/28/2019 3:33:23 P |47 John Reed str. Software error Basic software

BEO016 | B/26/20191:03:43 P |5/28/20191:06:24 PR |47 John Reed str. Software errar Basic software (Videa) v

() Note.
You can change the maximum number of events displayed in the Event log without navigation buttons

using the MAXRECORDSONPAGE registry key (see Registry Keys Reference Guide8).

2.8.4 Eventlog export

To save the contents of the Event log to a file in a particular format, right-click the header of any column in the
Event log window and select the corresponding item in a context menu.

Event log

+| Digtrict = City

ID [~ Alarm date ~| End |18 ] Ascandng
(5B0016|26.06.201811:43:40 | 25.06.201811:48:41  |<Z] Descending

BEO017|26.06.2018 11:49:40 | 2B.06.201811:49:41  |© Withoutsort
BE001E|26.06.2018 14:60:20 S by bkl
| 550017|25.06.2018 14:50:20 "= Grouping

5 4:60:20

| Q Footer
- = Lower grouping panel

50017 |25.06.2018 1
g [ 0 )
550017 |25.06.2018 14:50:20
5500716 |25.06.2078 18:30:34
|BRO017 |25.06.2078 18:30:34

. 7 Best width
Best width all columns

Fixed columns
Fix column

Group headings

Search for substring {Ctrl+F/F3)
Select visible columns (F5)
Select font
S——

Export to Excel
=

Export to XML

Export to text file

2.8.5 Configuring the event log columns position

You can select the Best width all columns command in a context menu. When chosen, this command sets the
width of all columns to the minimum necessary to display the longest entry in the column.

8 https://doc.axxonsoft.com/confluence/display/Int411en/Vertical+solutions
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ID | r Alarm date v ||End e |%l Ascending =
550016|25.06.2018 17:49:40  |25.06. 2018 114347 |- 2] poconding g |
BE0017|25.06.20168 11:459:40 (25062018 11:49:41  |© ithout ot

550016 |25.06.2018 14:50:20
550017 |25.06.2015 14:50:20
550017 |25.06.2018 14:50:20

j = Group by field -
= Grouping -

~ ] Footer .

* = Lower grouping panel

5E0017|25.06.2018 14:50:20
550016 |25.06.2018 15:30:34 . i Best width
5R0017 |25.06.2016 16:30:34 T all columns
Fixed columns
Fix column

Group headings
Search for substring (Ctrl+F/F3)
Select visible columns (F5)

Select font
Expart

If not all columns fit in the visible area of the Event log window, a scrollbar becomes available. During scrolling,
some columns that should always remain visible (such as alarm date and processing date) are shifted. To fix these

columns, in the context menu, select Fix column.

The order of columns in the Event log can be changed as well. To do so, left-click the header of the column that you

want to move and drag it to the new location.

2.9 Reference information

2.9.1 Viewing reference information

ATM Intellect maintains reference information about all objects. To view this information, click the Reference

guides button and select the Monitoring objects menu item.

Control panel - 26



ATM Intellect 13.0 (english) - Operator's Guide

The Monitoring objects window opens, with a list of all objects in the system.

Monitoring objects i =loix |
2 ; D % Y | Fiter

D |~ Ohjecto|=|| Name [~ |Location  |*| Region |3|D|str|ct City |=|| Object [=||Entail~| Remov|v| Status || Owner [+
» 650017 2|10 Green sprun| 10 Green spru 18.06.20
E50016 1|47 John Reed |47 John Reed 18.06.20

2.9.2 Editing reference information

Double-clicking an entry opens a Record dialog box, in which you can enter reference information for the object.
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50017

0 Green spruce dr.

| 18.06.2018 1501 51

e e

Values are offered for some of the fields but not for others. This means that the reference is empty and must be
filled in (see Filling in reference information(see page 28)).

wioe of connectio

with object

| TCRIP

Kl

RZ5232

.25

2.9.3 Filling in reference information

To fill in reference information, click the Reference guides button and, in the window that opens, select the
corresponding reference: for example, Owners.
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ence quides

Manitaring objects

ET r'-'1 mo Hlﬂ

Dwiners

Service organizations

The window to edit the guide opens.

!E—mailfﬂ\Owner r_'—jECDntacts |=|| Telephones

To add an entry, click the Insert record button and enter a value. Then click the Save button.

[~ Cantacts |~ || Telephanes

Any reference can be edited in a similar manner.

You can then fill in the corresponding field with new value.

boscow subsidiany

X 4
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2.9.4 Column context menu in the Monitoring objects window

If you right-click the header of any column in the Monitoring objects window, a context menu appears, which
allows performing various actions similar to the ones for the Event log (see Event log export(see page 25) and
Configuring the event log columns position(see page 25)).

Monitoring objects -
Y Filter:

~ || Objectci=|| &1 ascending = lDistril:i

slalt] | | El Descending
550016 1| Without sort

=4 Group by field
|— | *
Grouping

Q Footer
= Lower grouping panel

- Best width

Best width all columns

Fixed columns

Fix column

Group headings

Search for substring (Ctrl+F/F3)

Select visible columns (F5)

Select font

S——

Export to Excel
Export to XML
Export to text file

2.10 Viewing live and archive video from objects

You can view both live video and archives from objects on the Control Panel:

1. Viewing video from a specific camera.

Viewing video from all cameras created at the ATM-Intellect Pro.

Viewing video from all cameras of the selected Surveillance Object.

Creating user layouts and playing back video from selected cameras added to the Surveillance Object.

M

@ Note.
Information on how to select cameras for live video and archives playback on the Control Panel can be
found in Configuring video cameras list® section.

To select the mode for viewing live video and archive right click the area with object name. Select the Video image
playback item in the context menu. To view video from a specific camera select the name of corresponding camera
in the menu; to view video from all cameras created at the ATM-Intellect Pro select the All cameras

item; to view video from all cameras of the selected Surveillance Object select the All cameras of Surveillance
Object item; and to select the user layout select the Displays menu item. Find more details on how to play back
video image in the corresponding sections.

9 https://doc.axxonsoft.com/confluence/display/atm13en/Configuring+video+cameras+list
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@ Note

The All cameras menu item is available if the user has no restrictions on viewing some cameras —

see Configuring the ATM Monitoring object?,

The All cameras of Surveillance Object menu item is available if the Viewing live video from all
cameras (add.) option is enabled in the ATM Monitoring interface object setting.

The Video image playback menu item is available only for objects that have connected to ATM Intellect
Workstation software for the first time. Before that, this menu item may not be displayed.

47 John Beed =tr.

Al cameras

Camera 2 [£]

Camera 3 [3]

Camera 4 [4]

The list of cameras will match the list of cameras enabled in the settings for the object. Camera names in the
context menu as well as IDs specified in the square brackets correspond to those on the ATM-Intellect Pro.

If the ATM-Intellect Workstation software have the corresponding setting, then when the camera is selected for
viewing live video the warning will be displayed saying that transmission of video can create critical load on the
channel. If it is really necessary to view live video, click OK in the Warning dialog box. To cancel viewing live video,
click Cancel.

Jwaming x|

) Are you sure you want to receive video stream?
l"_.. Videa streaming can create critical load on the channel!

i Cancel |

& Attention!
It is possible to restrict the Operator’s access to the camera's functional menu and its options, to the
CamMonitor buttons, and to the CamMonitor control via the keyboard and mouse (for details, see Registry
keys reference guide!, for details about working with the registry, see Working with Windows 0S
registry!?).

10 https://doc.axxonsoft.com/confluence/display/atm13en/Configuring+the+ATM+Monitoring+object
11 https://doc.axxonsoft.com/confluence/display/Int411en/Registry+keys+reference+guide
12 https://doc.axxonsoft.com/confluence/display/Int411en/Working+with+Windows+O0S+registry
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2.10.1 Playing back live video and archive from a specific camera

To play back live video and archive from a specific camera select the name of corresponding camera in the Video
image playback menu of the Control Panel or Log Panel (e.g. see Viewing live and archive video from objects(see
page 30)).

After you select a camera, a dialog box appears; video should appear in it after a few seconds.

| 1 |I:Z.3rr|E=r-a1

The title bar displays a description of the object, camera number, and camera ID in brackets.

Archive access is available through the usual methods used in Intellect.

(@ Note

To view live video in the full screen mode, double left click it. To exit the full screen mode and restore
video mode, double right click the video. For more details, see the document Intellect software package.
Operator's guide®3,

@ Note.

When viewing live video, frame rate may be limited by the ATM Monitoring interface object settings (the
Video stream speed parameter) - see ATM Intellect. Administrator’s Guide*,

@ Note
By default, the video clips are exported to the </ntellectinstallation directory>\export folder. To change
the folder for the exported video clips, specify the necessary path in the StreamViewerExportPath
registry key (for details, see Registry keys reference guide®. For details on working with the registry,
see Working with Windows OS registry®®).

13 https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageld=86474942

14 https://doc.axxonsoft.com/confluence/display/atm70en/Administrator%27s+Guide

15 https://doc.axxonsoft.com/confluence/display/Int411en/Registry+keys+reference+guide

16 https://doc.axxonsoft.com/confluence/display/Int411en/Working+with+Windows+0S+registry
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@47 John Reed str. - Camera 1 [1] I

1921408
18:15:19
19:16:49
19:17:09

19=10:02
19:19:56
19:20:29
19:20:50
19:22:18
19:22:37
19:24:07
18:24:20
19:25:26
19:25:56

19:29:46

2.10.2 Viewing live video and archive from all cameras created at the ATM-Intellect
Pro

To play back live video and archive from all cameras created at the ATM-Intellect Pro select the All cameras item in
the Video image playback menu (see Viewing live and archive video from objects(see page 30)).

(@ Note

The All cameras menu item is available if the user has no restrictions on viewing some cameras —
see Configuring the ATM Monitoring object!’.

As a result the dialog box with viewing tiles for all cameras created on ATM-Intellect Pro appears.

17 https://doc.axxonsoft.com/confluence/display/atm13en/Configuring+the+ATM+Monitoring+object

Control panel - 33


https://doc.axxonsoft.com/confluence/display/atm13en/Configuring+the+ATM+Monitoring+object
https://doc.axxonsoft.com/confluence/display/atm13en/Configuring+the+ATM+Monitoring+object

ATM Intellect 13.0 (english) - Operator's Guide

Use the E button in the bottom right corner of the viewing tile to enter the archive mode and the E button
to exit the archive mode.

PR S

Live video and archive playback control functions are the same that those used in the Video monitor in /ntellect.
One can switch between viewing tiles as well as start manual and auto paging. Find details on these functions in
Intellect software package. Operator’s Guide. The latest version of this document is available in AxxonSoft
documentation repository*®,

2.10.3 Viewing video from all cameras of the selected Surveillance Object

& Important!
To be able to view video from all cameras of the selected Surveillance Object, it is necessary to set the
Viewing live video from all cameras (add.) checkbox when configuring the ATM Monitoring interface
object (for details, see Configuring the ATM Monitoring interface object!?).

To view video from all cameras, it is necesary to select the All cameras of Surveillance Object item in the
object's Video image playback context menu (see Viewing live and archive video from objects??).

18 https://doc.axxonsoft.com/confluence/display/ASdoc/AxxonSoft+documentation+repository
19 https://doc.axxonsoft.com/confluence/display/atm70en/Configuring+the+ATM+Monitoring+object
20 https://doc.axxonsoft.com/confluence/display/atm70en/Viewing+live+tand+archive+video+from+objects
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47 John Reed =fr.
Yideo data

PIMNG

b emnu...

WERI R <>

Use the E button in the bottom right corner of the viewing tile to enter the archive mode and the E button to
exit the archive mode.
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] 47 john Reed sr, - All cameras o surElanee o
ol <>
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17:35:18 [-]
17:35:38 [1]
17:37:08
17:37:27
17:38:57

4 paEnp

Live video and archive playback control functions are similar with the ones used in the Video monitor

in Intellect, except it is not possible to switch between viewing tiles and start manual and auto paging. Find details
on these functions in Intellect software package. Operator’s Guide. The latest version of this document is available
in AxxonSoft documentation repository??.

2.10.4 Playing back live video and archive from selected cameras

2.10.4.1 Creating, editing and deleting layouts

On the page:

+ Creating layout(see page 36)
« Adding camera to layout(see page 38)
+ Deleting layout(see page 39)

Layout represents the list of cameras the user can select on the Control Panel or Log Panel in order to play back live
video and archive (see Viewing live and archive video from objects(see page 30)).

Creating layout

Create a layout as follows:

21 https://doc.axxonsoft.com/confluence/display/ASdoc/AxxonSoft+documentation+repository
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1. Right click the object on the control panel and select Video image playback -> Screens -> Create in the
context menu.

Yideo data

2. Asaresult the Create... window appears.

reate.

Layout narme:

| @nNo. -
1

H -
n 3 Camera 4 [4]
T cememsE

3. Specify the Layout name (1).
4. Select one or several cameras to be added to the layout. To select several cameras left click the
corresponding lines in the table and hold down the Ctrl key on the keyboard (2).

The filter can be applied to the camera list. Click the ﬂ button in the column title and select the filter
values:

The User filter box appears when selecting the Configure item - one can set conditions to show cameras in
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Show strings where:

Lse _ far symbal change

Ok,

LIse %2 for group of symbaols change

Close

5. Click the OK button (3).

As a result the created layout is available in the Video image playback -> Screens menu.

The layout is now created.

Adding camera to layout

Add a camera to the layout as follows:

ATM Intellect 13.0 (english) - Operator's Guide

1. Right click the object on the control panel and select Video image playback -> Screens -> Add camera in

the context menu.

SR E John Reed str.

2
E' Menu...

Carera 4 [4]

Carnera & [5]
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2. The Add window appears.
pddcamera

Layout name:

X Camera

1 Camera 2 [2
b Carmnera 3 [3]
3 Carnera 4 [4]
4 Carmnera 5 [5]

3. Inthe Layout name dropdown list select the layout the cameras are to be added to (1).
4. Select one or several cameras to be added to the layout. To select several cameras left click the
corresponding lines in the table and hold down the Ctrl key on the keyboard (2).

() Note.

The camera list filter can be applied the same way as when creating the layout - see Creating
layout(see page 36).

5. Click the OK button.

Cameras are now added to the layout.

Deleting layout

Delete the layout as follows:
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1. Right click the object on the control panel and select Video image playback -> Screens -> Delete in the
context menu.

Meru...

2. The Delete... window appears.

S

Layout narme:

3. Inthe Layout name dropdown list select the layout that is to be deleted (1).
4. Click the OK button (2).

The layout is deleted.

2.10.4.2 Selecting layout for display
Select the layout that is to be displayed as follows
1. Right click the object on the control panel, select Video image playback -> Displays in the context menu

and select the name of the required layout in the menu.

() Note.
If there is no layout in the list, then create one - see Creating, editing and deleting layouts(see page
36).

E tenu...

a0

Delete. ..
Carnera 4 [4]

Camera 5 [5]
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2. Asaresult the window to play back live video and archive from cameras added to the layout appears.
[ cameras 2,3and 4 x|

The camera control functions on the layout are the same as those used in the Video surveillance monitor. In
particular, it is possible to change the position of the Video surveillance windows on the layout by dragging
with the left mouse button. Such changes will be saved after the layout is closed and displayed when it is
opened again.

In addition, the function of gradually increasing the Video surveillance window by double clicking with the left
mouse button is supported. For more information, see Altering the number of windows in the Intellect
software package. Operator's Guide. The most current version of this document is available in the AxxonSoft
documentation repository?2.

@ Example
For example, there is a layout of 9 cameras (3x3). When you double-left-click the upper left camera, its
image will not increase to the full screen, but will take the position of the nearest right and lower camera.
If you double-left-click again, the image will be expanded to the entire Video Surveillance Monitor window.

Use the E button in the bottom right corner of the viewing tile to enter the archive mode and the E button
to exit the archive mode.

Archive playback control functions are the same that those used in the Video monitor in /ntellect. Find details on
these functions in Intellect software package. Operator’s Guide. The latest version of this document is available in
AxxonSoft documentation repository?3,

2.11 Running external applications from the Control Panel

By using the Menu context menu you can start external applications from the Control Panel.

22 https://doc.axxonsoft.com/confluence/display/ASdoc/AxxonSoft+documentation+repository
23 https://doc.axxonsoft.com/confluence/display/ASdoc/AxxonSoft+documentation+repository
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Video data

L } Yideo image plavback

_E= ke,

You can pass an object's IP address as a parameter when starting applications in this manner.
For example, if you want to quickly ping an object, do the following:

1. Right-click the area with the object name and, in the context menu that appears, select Menu... .
2. The Menu... dialog box appears.

] x|
‘@NO jl #henu itam jl ZApplication launched j‘ “sParamsters of launch j| + Confirnation v/

3. Inthedialog box, click the Add record... button. In the fields that appear, enter the values as shown in the
figure.

] x|
|ND j| @Menuitem = Application launched j| s Parameters of launch j| ¥ Confirmation j

Merwitem name: FING

The string <ip>is a reserved expression: the real IP address of the object will be "swapped in" here when the
application is called. This string must be entered in lower-case letters.

After you click the Apply button, a new entry appears, with a description of the new item in the context menu.
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|

‘ Mo j‘ [EMenu item j‘ = Application launched j‘ @sParameters of launch ﬂl + Confirmation =
1

FING CiINDOWY Shsystem32iping.exe - [v

Now when you right-click the area with an object name, a context menu appears in which the previously created
PING menu item is present.

Yideo data

Yideo image playb
FING

kenu...

If the Confirmation checkbox was set, the dialog box opens to confirm the command execution when you select
this menu item. Click OK to confirm or Cancel if you do not want to execute the action.

x

Are you sure you want to execute the menu item:

PING™?
Cancel |

After confirmation, the ping program is started in a separate window.

i CAWindows\System32\PING.EXE AN X

-

Pinging 192.168.1.3 with 32 butes of data:
122 .168.1.3: bytes=32 time{ims TTL=128
192 . 168.1.3: bytes=32 time{ims TTL=128
192 _168_1.3: bytes=32 time{ims TTL=128
Reply from 192.168.1.3: bhytes=32 time<ims TTL=128
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For objects connecting to ATM-Intellect Workstation via RS-232, as well as for objects that have never connected to
ATM-Intellect Workstation, the value "127.0.0.1" is substituted for "<ip>".

The same method can be used to start other external applications, such as Radmin, etc.

2.12 Executing ad hoc command on the ATM-Intellect Pro by the
operator of ATM-Intellect Workstation

Ad hoc commands can be executed on the ATM-Intellect Pro using the Menu... context menu item on the Control
Panel.

& Important!
Scripts to process incoming commands are to be created on the ATM-Intellect Pro. See Sample script for

processing ATM-Intellect Workstation command on ATM-Intellect Pro?* section of Administrator's Guide®®.

Configure command sending on the ATM-Intellect Workstation as follows:

1. Right-click the area that contains the object's name and select the Menu... item in the appeared context
menu.

’ Yideo image playback

_E= b en...

2. The Menu... dialog box opens.

) X
| ENo j‘ [ Menu item jl = Application lsunched jl s Parameters of launch j‘ + Confirmation =

3. Clickthe button to add a new men item. The fields used to configure menu item will be displayed.

24 https://doc.axxonsoft.com/confluence/display/atm13en/Sample+script+for+processing+ATM-
Intellect+Workstation+command+on+ATM-Intellect+Pro
25 https://doc.axxonsoft.com/confluence/display/atm13en/Administrator%27s+Guide
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4. Inthe Menu item name field enter the menu item name that will be displayed in the context menu on the
Control Panel (1).

‘ Mo jl @Menu item jl Eapplication launched j‘ “*Paramaters of launch jl v Caonfirmation

5. Enter DO_COMMAND in the Application being launched field (2).

6. Enterthe value for param0<> parameter in the Launch parameters field (3). Using the value of this
parameter in the script created on the ATM-Intellect Pro one can find out what command is to be executed.

|
7. Click the .I button (4). The command will be added to the list of commands in the Menu... dialog box.
] x|
Mo jl FiMenu item jl = Application launched j‘ s Parameters of launch jl + Confirmation =/
1 Arm Camera 1 DO_COMBMARD

8. Repeat steps 3-7 for all required commands and parameters.
9. Close the Menu... dialog box.

The added commands will be displayed in the context menu on the Control Panel.

Yideo data

ideo image playback.

Command sending is now configured on the ATM-Intellect Workstation.
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3 Log panel

3.1 Log panelinterface

The Log Panel has three main parts:

1. Control buttons panel.
2. Working area.
3. Status bar.

B REEREOws XEEB O @9
16.06.2018 23.06.2018 30.06.2018 07.07.2018 14.07.2018 18.08.2018 25.08.2018

IF% 0,00 |INS%

(@ Note

By default, the dark interface theme is set for the Log Panel. To set the light interface theme, change the
OldLogPanel parameter value to 1 (for details on this parameter, see Registry keys reference guide?®. For
details on working with the registry, see Working with Windows OS registry?7).

3.1.1 Alarms color code

Alarm situations in the Log panel are shown in a table with colored rows. The color of each alarm corresponds to

the alarm type. The color assignments can be viewed by clicking the IE button (Information about symbols).
The information window opens.

26 https://doc.axxonsoft.com/confluence/display/Int411en/Registry+keys+reference+guide
27 https://doc.axxonsoft.com/confluence/display/Int411en/Working+with+Windows+OS+registry
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Decoding

ensar signal

Extra 1

5 colurmn

zfy filter condition

Vertical bars correspond to short alarms; horizontal bars correspond to long alarms (device operability).

@ Note.

Alarm types are described in the Types of alarms?® section.

The length of bars is determined by the beginning and end (duration) of the alarm, in accordance with the selected
scale. The scale is measured as the time interval for a single column.

28 https://doc.axxonsoft.com/confluence/display/atm1len/Types+of+alarms
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& hours
1 hour
30 rmin
15 min

3.1.2 Alarm list navigation

The column header always shows the beginning of the time period displayed by the column. Using the left and right
keys and horizontal scrollbar, the user can go to any date within the data loaded. To quickly move to a date and

time of interest, click the n button (Go to date). To jump to the end of the data, click the button (To end).

To jump to the date on which an error began, click the n button (To beginning of current error).

Since data is loaded into the system continuously, it is necessary to automatically refresh the on-screen data

5
display. The button serves this purpose (Auto update). Clicking this button checks for new alarm data in the
database. If such data exist, the display is refreshed and jumps to the end of the displayed data.

The date and time of the last update of the data displayed on the screen are indicated in the upper right corner of
the window in the current update time (CUT) field (for more information on CUT, see Current Update Time(see page
9)).

If the Auto update button is not clicked, the displayed data may become out of date: data was last loaded after the
CUT. If this happens, a lightbulb appears in the status panel.

LL 26062018 13:33:30

i

The lightbulb indicates that the current display is out of date and can be refreshed by clicking the button
(Update data). A refresh is performed during jumps to the end, selection and application of filters, and many other
actions.

3.1.3 lIgnoring objects

"Ignored" objects are never shown in the form on screen. Operations with ignored objects is described in the detail
in the Ignoring objects(see page 9) section.
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3.1.4 Statusbar

On page:

« General information(see page 49)
+ Functioning and non-functioning rates(see page 50)

3.1.4.1 Generalinformation
The status bar displays:

+ CC-the start of the displayed period for the current cell column.

+ LL-the time when the data was last loaded into the database.

+ OB - the total number of "not ignored" objects.

« FO - the number of objects with hardware problems displayed at a given time.

« Cam - the camera statistics: total number of cameras at the facilities/number of working cameras/number
of faulty cameras.

+ IF% - the video surveillance system functioning rate.

+ IN% - the video surveillance system non-functioning rate by reasons.

50.00 I3 | So.00

20 41500 PM LL |8/3

IF%%

1 2 4 5 6 7 )

You can hover the mouse cursor directly over the status bar to display a tooltip.

1 cc - Current cell

2 LL - Last loading

3 CUT actuality

4 08- Objects selected

5 FO - Current failure

6 Cam - Cameras: total/OK/faulty

7 IF% - Index of functioning

8 IN% - Index of non-functioning due to

& Important!
If filtering is enabled, then in order to calculate rates (IF% and IN%) and camera statistics (Cam) only for

filtered objects, click

(Calculate rates and cameras only for filtered table lines).
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3.1.4.2 Functioning and non-functioning rates

@ Note

Functioning (IF%) and non-functioning (IN%) rates are calculated only for “not ignored” objects. For
“ignored” objects, rates are not calculated and the filter is never used (see Ignoring objects(see page 9)).
Zero values of non-functioning rates are not shown on the status bar.
Rates (IF% and IN%) are not calculated if Alarms, Failures or Disconnected filter is enabled (see The
number of alarms displayed on the Log panel(see page 50)).

Functioning rate (IF%) is calculated according to the following formula:

(1-Nnf/Na)*100, where

« Nnfis the number of objects that do not function properly.
« Nais the total number of objects

The non-functioning rate (IN%) for a particular reason is calculated according to the following formula:
(Nnfbr/Na)*100, where

« Nnfbris the number of objects that do not function properly for this particular reason
« Nais the total number of objects

3.2 The number of alarms displayed on the Log panel

The number of objects shown in the Log Panel or Control panel is defined by the current filter if it is enabled with

the filtering button E= (Turn filter on/off).

15 min

a0 min 1 min
5 min
10 min
30 rmin
1 haur
5 hours

The left list allows to show objects with alarms of failures only, the connected or disconnected objects only. The
middle list shows time periods. If there was an alarm during the selected period, it is included on the list. The right
list shows the alarm durations that trigger the filter. For example, if you set the filter to "Current - 1 minute", only
those objects are shown that are currently in the alarm state and that have already been in this state for 1 minute or
more. If you set the filter to "Day- 5 hours", only those objects are shown that have at least once been in the alarm
state in the last 24 hours and that were in this state for at least 5 hours.

To calculate rates (IF% and IN%) and camera statistics (Cam) only for filtered objects, click (Calculate rates
and cameras only for filtered table lines). If Alarms, Failures or Disconnected filter is enabled, rates are not
calculated.
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3.3 Object status

The object status is shown in the "Status" column. Its color and contents are explained in the Explanation Panel
(see Alarms color code(see page 46)). Note that in the Log panel, the Status column is shown in red only if the subject
has at least one long ongoing alarm.

3.4 Alarm duration

Duration, the last column of the table, shows the duration of the current alarm for the object, in the format
"number of days hh:mm:ss".

3.5 Information on the object

Click the button (Show Inspector Ctrl+l) to view a special area; the upper part of it shows brief information
about the currently selected object.

v | Carnerag v | Disk. GB v | Disks = /IP address v/ Firstrecard v/ Disks temp. v Memony, MB|+ | Wark duration| v Software version v 10:45 AM
1 173 119216812 Bf222020 33*C 2598 00314 12.0.150% e

) 550016 I 2 51 119216813 |6/22/2020  32°C 2941 00117 PERREE —— | |

47 John Reed str.

The lower part contains the Fields tab. Information on selected options is shown as columns in the main list of the
Log panel workspace.

10:45 AM

| I.D. -l MName IE .Cameras - D.ISK, G.E-l - DI‘SKS 7 IP address ~ F\rst record - blS‘kS temp..'”M.emory, .ME - “Work duratlon - Soﬁware versmﬁ B
|» /550016 47 John Rsed str 1 173 119216812  §/22/2020  33*C 2698 00314 12.01600 e
550017 10 Green spruce dr 2 51 119216813 B/22/enzn  32*C 24941 00117 1821390 e

To receive detailed information about object click it in the Log panel and click the E] button (Show detailed
information). The Details window will display.
s ]

oM D K T

Ohbjectcode > |ID ¥ Name ~ Cameras > Disk GB » Disks|> IP address | Firstrecord » Diskstemp. v CPUusage, % v | Memary, MB ¥ || Total memany, MB | > ||%Wark duration ¥ Software version = | Core version ¥
> 1550016 47 John Reed str. | 1 173 1192166.1.2  |6/22/2020 |34*C 11 2636 4074 003:29 12.01808(4.11.2 2576
2/550017 10 Green spruce dr.| 2 51 1192166.1.3 |Bi22f2020 R 4 2941 4087 001:17 48.21398/4.8.2.273

Click the button (Show inspector Ctrl+l) in the Details window to display the special area in the top part of
which the information about the current selected object is listed.
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Objectcode v ID v/ Name v Cemeras v Disk GB|v Disks v IPaddress|  Firstrecord v/ Disks temp.|v CPUusage. % v \Memory. MB v Total memory, MB |~ ‘Work duration v Sofware version | Core version v
1/580016 47 John Reed str. 1 173 119216812 |B/22/2020 AC 1y 2696 4074 00329 1201808 4.11.2.2576
47 John Reed str. 3 2 550017 10 Green spruce dr. b 51 119216813 6/22/2020 324G £ 2941 4087 00117 4821398 482273

192.166.1.2
6/22/2020

@ Note.

If the Owner Panel is in use, then information about only the objects that belong to the owner selected on
the Owner Panel is displayed in the Details window. To view the details about all system objects, call this
window on the Owner Panel - see Viewing details on alarms for all system objects(see page 60).

In the bottom part there are 3 tabs: Fields, Archives and Cameras.

Ohject code

' Fielda | Archix{e;" .-Cameras..”

Information on selected options will be displayed in view of columns in the main list of Details window.

Log panel - 52



ATM Intellect 13.0 (english) - Operator's Guide

Data in the Cameras, Disk, GB, Disks, Software version, and all fields in the Archives and in Columns tabs, are
filled in automatically when packets about technical status are received from objects. If these fields are not filled in
for the object, a connection has never been established with the object.

The Camera field shows the number of video cameras at the site.

The Disk, GB field shows the maximum amount of free space on all logical disks to which archive video is recorded.
The Disks field shows the number of logical disks to which archive video is recorded.

The Software version field shows the version of ATM-Intellect Proinstalled at the site.

The fields in the Archives tab show the current depth of the video archive in days for each camera.

(® Note
For detailed information on the archives of the selected object, see Info on archives(see page 57).
The fields in the Camera tab show the current status of each camera (on/off).
The IP address field displays the IP address of the object.
The First record field shows the date of the very first entry in the video archive from all cameras.
Field Disk temp. shows the temperature of the hard drives separated by a comma if there are several disks.

The CPU Load,% field shows the CPU load as a percentage (updated every 15 minutes). The Memory, MB
field shows the amount of available physical memory in MB.

The Work duration field shows the time of continuous operation of the Intellect.exe\Intellect64.exe process
on the object in the format "d hh:mm",
where "d" - day "hh" - hours "mm" - minutes.

The Total memory, MB field shows the total size of physical memory in MB.

The Core version field shows the base /ntellect version at the site.

Click the E button (Show characteristics of devices) to view a special area that describes changes to the
indicated fields over time (Camera, Disk GB, Disks, Software version, etc.).

- (7] [ ] =4 B Q| @~ » [15mm =| -

ID ~ |Mame ¥ |Cameras = Disk GB = Disks v |IP address = Firstrecord v Disks temp. = Memary. MB + Wark duration| | Software version ~ 11:00 A 1| Stat| Duration
» 550016 47 John Reed str. 1 173 1182168.1.2  Bf22/2020 34 2637 00344 12.0.1808

550017 10 Green spruce dr 2 51 119216603 B22/2020  32*C 2341 00117 46,2139 e DN 0021745

Date || Devica
|6f22/2020 23418 PM | Disks counter
6/22/2020 223413 PM Disks space
6/22/2020 2:34:29 P Archive 1
¥|B/22/2020 2:34:29 Ph Cameras counter

IF% |50.00
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3.6 Exceedingthe permissible number of failures

If there are more than 500 faults in the visible part of the timeline for the displayed object, alerts are not shown in
detail for the object, and the background color becomes pink.

B hEBBEO0

25.04.2018 05.05.2018

o | X O | -
12.05.2018 19.05.2018 26.05.2018

02.06.2018 09.06.2018 16.06.2018 23.06.2018

g [ [ ! [ [ [ | P |

Faults are calculated for a range of intervals, not for each interval. In the case shown, they are counted for ten
columns from 3:30 PM to 6:00 PM and for one column from 6:00 PM to 6:15 PM. Even if the maximum number of
faults is exceeded only in three columns, all ten columns will become pink.

3.7 Forcibly closing alarm

Sometimes an alarm must not be considered as an alarm. To close the alarm forcibly, click the E button (Close

o
error forcibly). A list of the errors closed in this way can be seen by clicking the button (Show closed errors).
An additional table is shown on the right.

Frorm

|Name leeginning leIDsed an v

Left-clicking an entry in the alarm situation display area twice opens a dialog box, which explains the errors in the
period of time described by the cell.

B hEBRE0wa XEEB O @9
v| District  |= | Cameras v |Disk GB (v Disks |+ Software|v 02.06.2018 09.06.2018 16.06.2018 23.06.2018 Stat| Duration
1 [ |
’ I T ] ST N A N == i = [
550017 10 Green spruce dr. 4 B 1100137 [ === I
[ Error decoding: 47 John Reed str. B [EE

| ‘Begmnmg # |End Duration Feason, device From 22.06.2018 17:46:32 10 26.06.2018 14:30:26 dow...
~122.06.201817:46:32 22.06.201617:46:33 |0 00:00:01 ibration sensor signal (Vibra:

| Name ~||Beginning  ~| Closedon  ~|

{22.06.2018 17:48:08 22.06.201817:48:09 |0 00:.00:01 Default PC restart (PC)
~122.06.201818:12:33 26.06.201811:4753 |217:35:26 Mo connection with olject (15:
26.06.201811:43:40 26.06.2016 11:43:41 |0 00:00:01 Default PC restart (FC)
25.06.2018 14:50:20 26.06.201812:4433 |021:5413

126.06.2018 14:14:04 26.06.2018 14:14:05 |0 00:00:01 ibration sensor signal (Vibre:
~|26.06.201814:16:19 26.06.2018 14:16:20 |0 00:00:01 Wikiration sensor signal (Vilre:

nE ne an10 1 Aa1 00 Arneaniadant a0 nnanad b e i) AL

Left-clicking an entry in the reference information area twice opens a dialog box, which contains a full description
of object properties.

sE T = BE0coa XFIE QO @9
D [=|Name ~ | District Camearns ] Disk GR =] Disks ] Sntwaral> eI TR
1 12 Ogipenka sir. Record =

5 47 John Reed st [ PSSTSEES | =

550017 10 Green spruce dr.

ERO016
47 John Reed str.
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3.8 Customfilterin the Log Panel

In addition to the basic filters by the time of registration and the duration of the alarms (see The number of alarms
displayed on the Log panel(see page 50)), it is possible to configure a custom filter to display certain alarms
depending on the conditions. This filter is applied to both the Log Panel and the Control Panel.

Click to set up the custom filter. The Filter builder dialog opens.

Tz Filter builder - [untitled.fit] ]

AND <root>

| press buttan to add new condition |

e o | cos | ey |

The following operations can be required for setting the filter:

1. Add a condition or subcondition. To add a condition click the press button to add a new condition button
or in the filter menu click the corresponding item. The condition menu opens by clicking the ... or Filter.

T Filter builder - [untitied.fit]

ARD <rootx

------ I:l Dhjectcode  equal <emphy>

Add condition im ity

Add subcondition

o ual <empty>
Remaove condition

rm ew condition

2. Remove a condition. To remove a condition, click the corresponding item in the condition menu.
3. Select a logical function for combining conditions. A drop-down list for selecting the logical function opens
on the left-click on the logical function.

[Fiter ] A0 oo :
o equal <empty>

| NOT ANDlig  <emptys
NOT OR:
- D Chjectcode equal <emphys

| press button to add new condition |
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4. Select a field for comparison. A drop-down list for selecting the field for comparison opens on the left-click
on the field name.

.......

Ll &

AMD <roote

ject code

IZI Name

Fegion
predDistrict

ity
Carmeras
Disk, GB
Disks

IF address
First record
Disks temp.

>

Lemphy>

conditian

5. Select a method of comparing. A drop-down list for selecting the method of comparing opens on the left-

| press button to ad

less

less or equal
greater

greater or equal
empty

nat ety
between

nat between

I R=Ti =N

not in array

6. Select a value for comparing with. A way to select the value depends on the field type. For example, a date

can be set using a calendar, a name can be entered in a field, etc.

Data selection:

__ ...... D Flrst rEI:I:lrd Equal _. ................................. B

| press button to add new

4  [lioHE

An array of values:

1
MmE C H N

» 201

g
B

]

4

28 29 30 3
4 5 G
1112 13 1
18[18] 20 2
25 26 27 2
2 3 4

1
7
q
1
g
b

B R e I R Y . Y

1 3
g 11
15 16 17
22 23 24
29 30 1
b g

Today |

Clear |
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After completing settings, the filter can be saved to a file with the .flt extension by clicking the Save... button. This
file can then be opened using the Open button.

The custom filter on the Log Panel can be set by a script - see ATM-Intellect Administrator's Guide??, section
Sample script for setting custom filter in the Log Panel®°.

3.9 Info on archives

To display information on archives, select an object and click the @ (Info on archives) button.

As a result, the information on the archives of all cameras of the selected object will be displayed in a new window.

47 John Reed str (550016)

[ o [ s
P oM K Info on archives|
Number » | Camera «|| Threshold, days | » | Current days || Total, deays v Period, days « || Occupation, % || Connection v Firstrecord | | Lastrecard | v Alarm v Loop |~ i

1 Camera 1 7 7] 7] | k| 420/2020  4/20/2020  |5/8/2020 m
2 Camera. 2 7 2| 3 5 2 |4/30/2020 47302020 |5/8/2020 | O

The video archive depth for each camera is calculated every 15 minutes by the ATM-Intellect Pro.
An archive alarm is generated when the following two conditions are met simultaneously:

« "Current video archive depth" < "Keep archive for (days)";
« ("Current date" - "Camera connection date") > "Keep archive for (days)".

29 https://doc.axxonsoft.com/confluence/display/atm13en/Administrator%27s+Guide
30 https://doc.axxonsoft.com/confluence/display/atm13en/Sampletscript+fortsetting+custom+filter+in+the+Log+Panel
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@ Note

An example of calculating the current video archive depth:
Suppose that the following parameters for "Camera 1" were set when the list of cameras was configured
(see Configuring video cameras list3!):

« Keep archive for (days) =7

« Gaps in the archive (days) =1

« Camera connection date = 20.04.2020

Suppose that at the time of the current date 12.05.2020, the video was recorded to the archive on the
following days: 20.04, 21.04, 22.04, 28.04, 30.04, 07.05, 08.05. That is, the total archive size = 7 days (the
Total, days field).

The size of the current video archive depth (the Current, days field) is calculated as follows:

+ Inthe date range from "Current date - X" to "Current date", the search is performed for days on
which the archive was recorded, where X is the number of days = Keep archive for (days) + Gaps in
the archive (days) + 1. In the current example X=7 + 1+ 1 =9 (the Period, days field).

+ Inthe date range 04.05.2020 - 12.05.2020 (for the last 9 days), the archive is present only on
07.05.2020 and 08.05.2020.

Thus, the video archive depth for "Camera 1" = 2 days (the Current, days field).

31 https://doc.axxonsoft.com/confluence/display/atm13en/Configuring+video+cameras+list
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4 Owner Panel

4.1 Owner Panelinterface

The Owner Panel always operates along with the Control Panel. The Owner Panel interface is shown on the figure.

»|550016 47
550017 10

FO 0 [IF% 10000/IN%

EOo0 X@ I
a7
P & @ o
LT (@)

Owners are represented on the panel as rectangles. The color of the rectangle indicates whether there are alarms
on the objects that belong to the owner:

1. White (there are no errors on the objects that belong to the owner);

2. Red (on the objects that belong to the owner there are errors and alarms that are not confirmed by the
operator);

3. Pink (on the objects that belong to the owner there are errors that are confirmed by the operator).

Left-click the owner, the rectangular is framed blue and only those objects that belong to the owner are shown on
the Control Panel.

Information on the Owner Panel is updated after every data loading from the database. Current time of data
update on the Owner Panel is shown in the CUT field.

To update display data click the button. If there are new data in the database, they will be displayed on the
Owner Panel.

4.2 Objects displayed on the Owner Panel

According to the user rights set at the stage of system configuration (see Configuring the ATM Monitoring object3?

section of Administrator's Guide33), not all the owners registered in the system can be displayed on the Owner
Panel. Information on the displayed and total number of owners is shown in the upper-left of the Owner Panel.

32 https://doc.axxonsoft.com/confluence/display/atm13en/Configuring+the+ATM+Monitoring+object
33 https://doc.axxonsoft.com/confluence/display/atm13en/Administrator%27s+Guide
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Mozcow subsidiary Samara subsidiary Yakutsk zubsidiary

4.3 Viewing Event log for all objects

To view all the events logged in the ATM-Intellect software package click the [j (Event log) button on the Owner
Panel. The Event log window appears. This table can be sorted by any column or the column can be filtered.

Event log \L‘i-
»ow oW Events
ID > |Alarm date ~||End ~ | Name ~ | Region > District > City = Confirm = Alarm type > Device [kt
HEE0016 |6/17/2019 7:23.30 PM 47 John Peed str. [m] Mo connection with ohject| 192.168.1.3 1=
5500716 |6/3/2019 8:08:57 PM 47 John Feed str. Object disarmed Detector
550016 |6/3/2019 8:08:96 PM  |6/3/2019 8:08:47 PM |47 John Reed str. Detections Attention! Service personnel are workin
5500716 |6/3/2019 8:01:27 PM  |B/3/2019 8:01:28 PM |47 John Reed str. Detections Armed object (Card: 4567 (User 1))
5500716 |6/3/2019 7:65:21 PM  |B/3/2019 8:01:31 PM |47 John Reed str. Object disarmed Detector
5500716 |6/3/2019 76519 PM  |B/3/2019 7:55:20 PM |47 John Reed str. Detections Attentionl Service personnel are workin
5500716 |6/3/2019 76316 PM  |B/3/2019 75316 PM |47 John Reed str. Detections Armed object (Card: 4567 (User 1))
5500716 |6/3/2019 7:62:31 PM  |B/3/2019 753:21 PM |47 John Reed str. Object disarmed Detector
550076 |5/28/2019 3:43:46 PM |6/3/2019 7:52:21 PM |47 John Reed str. Mo connection with object 192.168.1.3
550076 |5/28/2019 3:43:36 PM |6/3/2019 7:62:21 PM |47 John Reed str. Software eror Basic software
550076 |5/28/2019 3:31:13 PM |5/26/2019 3:33:23 PM |47 John Reed str. Software eror Basic software
550076 |5/28/2019 1:03:43 PM |5/26/2019 1:06:24 PM |47 John Reed str. Software error Basic software (Videa) v
< ] >

(@ Note.

To view all the events logged for objects that belong to the selected owner, call the Event log window on
the Control Panel - see Event log(see page 23).

Use the Event log window in the same way as you use it on the Control Panel - see Event log(see page 23).

4.4 \liewing details on alarms for all system objects

To view the details about all system objects click the m button on the Owner Panel. The Details window appears.

etails N =] 3]

|~/ Object code |~/ Mame ~ | Camer|~| Disk. GB |~ | Disks |~=|||IPaddress |~ Firstrecord ~| Disks ter/~| d
1(47 John Reed str, 1 [ 1(192.168.105.2  |20.06.2018 Mot support.
2[10 Green spruce dr. 4 B 1(192.168.105.2  |20.06.2018 Mot support.
3|12 Dsipenko str.
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@ Note.

To view all the events logged for objects that belong to the selected owner, call the Details window on the
Control Panel.

Use the Details window in the same way as you use it on the Control Panel and Log Panel - see Information on the
object(see page 51) .
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To attract the extra attention to alarm situations use the Alarm messages window object.

Architecture Hardware

EI@ Computer
-[B TIDK Interface 1

3% Video Capture Device 1

El"t! ATM-Intelect Workstation 1

) Surveilance Object 1

If there is the Alarm messages window object in the settings tree of Intellect software, the alarm situations will be
displayed in the Control panel and Log panel interface objects and in the separate pop-up window. Examples of

such pop-up windows are displayed in figures.

Communication channel : failure| 251213

Source  ATM machine 1
Area |
Add. info |

Communication channel : OK [261213
Source  ATM maching 1
Area |
Add. info |

Confirm all

|| Canicel |

Confirm all

| | Cancel |

Alarm messages for Communication channel
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Attention Attention

Alarm messages for camera enabling and disabling
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6 Searchin archive

6.1 Search in archive purpose
The Search in archive component does the following:

1. Generates and sends search queries for captioned videos, and receives video info search results.

2. Generates and sends search queries for video frames, both captioned or uncaptioned, and receives video
info search results.

3. Generates and sends search queries (based on video info search) to the video archive for an object, and
receives and visualizes the search results (frames or fragments).

4. Views and prints search results (frames or fragments).

6.2 Video archive search request for captions

To create and send a video archive search request (By captions mode), you must do the following:

1. Ensure that the Search in archive component is displayed.

Object name [ /D |Camea | Dateandime | Tex

e timeout (min.): 3
| Corcel |

Query

|_viceo | franes ]

2. Select an object as follows:

a. Click L=

in the Object name group.
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Select the object in the Object selection box.
Object selection

D
550017 | 10 Green spruce dr.

120sperko s
% 47 John Reed str.
53386 | Subject 0001
55387 | Subject D002
55388 | Subject D003
55389 | Subject D004
55390 | Subject D005
55391 | Subject D006
55392 | Subject D007
55393 | Subject D008
55394 | Subject D009
55395 | Subject 0010
55396 | Subject 0011
55397 |Subject 0012
55398 | Subject 0013
Subject 0014

Name

For quick search by object identification number, set the switch in the bottom of the box to ID and
enter the number in the Quick search field. The match, if found, is displayed in the Quick search
field while the corresponding object is automatically selected in the list.

For quick search by object name, set the switch in the bottom of the box to Name and enter part or
full name in the Quick search field. The match, if found, is displayed in the Quick search field while
the corresponding object is automatically selected in the list.

3. Create a search query for the archive, using the following parameters:

a.
b. Setdate and time of search period ending in the to: field.
C.

d. Specify any keyword (available only in By captions mode).

Set date and time of search period beginning in the Period from: field.

Set the switch into By captions position.

@ Note.

« The By captions field is auto-filled. Each keyword entered in this field will be stored
in the database and will be automatically inserted into the field upon retyping.

o If ATM-Intellect Pro software is installed with /ntellect 4.10.0 or later versions, it is
possible to use the * symbol while searching by titles to search for any number of
any characters, for example: card*.

« If ATM-Intellect Pro software is installed with /ntellect 4.9.8 or previous versions,
each word is implicitly framed in *.

4. Search timeout is specified in the Data receive timeout (min) list.
5. Select an object in the object description list and click the Search button.

®

Note.
You can stop searching at any time, by clicking the Cancel button.
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6. If search is successful, the archive results are shown as a list of entries. Only 500 results can be displayed.

1D | Camera | Date and time | Text

S
E ; Camera 1[1]{26.06.201 16:07:23 |ID : 550016 ALARM: VIBRATION

om: 6/26/2018 ~ |8 30200PM =
GH 6262018 - W 42950PM =
\

eout (min.): 3

Query

[ Vi J| Fomes |

& Attention!

These data are taken from the /ntellect database at the object. Data retention time is configured in the

Programming tab, in the Security zone object settings panel, under the Events archive length option
(measured in days).

6.3 Video archive search request for video fragments

To create and send a request to the video archive (By video clips of all cameras mode), you must do the following:
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1. Make sure that the Search in archive component is displayed.

6/26/2018 ~|§ 302:00FM =
LR /262018 ~|§ 42550 PM =

[ |ID  |Camea | Dateandtime | Text

Data receive timeout {min.): 3
EN =N

Query

[ veo | e

2. Select an object as follows:
a. Click

in the Object name group.
b. Select the object in the Object selection box.
Object selection

Name

10 Green spruce dr.

47 John Reed str.
55386 | Subject 0001
55387 | Subject 0002
55388 | Subject 0003
55389 | Subject D004
55390 | Subject D005
55391 | Subject D006
55392 | Subject D007
55393 | Subject 0008
55394 | Subject 0009
55395 | Subject 0010
55396 | Subject 0011
55357 | Subject 0012
Subject 0013
Subject 0014

c. For quick search by object identification number, set the switch in the bottom of the box to ID and
enter the number in the Quick search field. The match, if found, is displayed in the Quick search
field while the corresponding object is automatically selected in the list.
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d. For quick search by object name, set the switch in the bottom of the box to Name and enter part or
full name in the Quick search field. The match, if found, is displayed in the Quick search field while
the corresponding object is automatically selected in the list.

3. Generate an archive search query, using the following parameters:
a. Setdate and time of search period beginning in the Period from: field.

b. Set date and time of search period ending in the to: field.
c. Setthe switch into the By video clips of all cameras mode.

@ Note.

To search by video fragments of a specific camera set the switch into the By video clips of

camera mode and specify the camera in the drop-down list.

4. Click the Search button. If search is successful, the archive results are shown as a list of entries. Only 500

results can be displayed.

e 30200PM =
N 6252018 |w|fl] 42950PM =

imeout {min.): 2]

Query

[ _video ] Frames |

| Camera

Camera 1[1]

| Date and time

26.06.2018 16:09:05

Harddisk: rec

Camera 1[1]

26.06.2018 16:09:00

Record on disk stopped

Camera 1[1]

26.06.2018 16:08:52

Harddisk rec

Camera 1[1]

26.06.2018 16:07:28

Record on disk stopped

Camera 1[1]

26.06.2018 16:07:14

Harddisk rec

Camera 1[1]

26.06.2018 16:07:13

Record on disk stopped

Camera 1[1]

26.06.2018 16:07:02

Harddisk rec

Camera 1[1]

26.06.2018 16:06:58

Record on disk stopped

Camera 1[1]

26.06.2018 16:06:53

Harddisk rec

Camera 1[1]

26.06.2018 16:06:52

Record on disk stopped

Camera 1[1]

26.06.2018 16:06:47

Harddisk rec

Camera 1[1]

26.06.2018 16:06:38

Record on disk stopped

Camera 1[1]

26.06.2018 16:06:33

Harddisk rec

Camera 1[1]

26.06.2018 16:06:32

Record on disk stopped

Camera 1[1]

26.06.2018 16:06:30

Harddisk: rec

Camera 1[1]

26.06.2018 16:05:40

Record on disk stopped

Camera 1[1]

26.06.2018 16:05:14

Harddisk rec

Camera 1[1]

26.06.2018 16:05:12

Record on disk stopped

Harddisk rec

Camera 1[1]

26.06.2018 16:05:07

5. The data so obtained can be used to generate an archive query (see Video query(see page 70)).

& Attention!
These data are taken from the /Intellect database at the object. Data retention time is configured in the
Programming tab, in the Security zone object settings panel, under the Events archive length option
(measured in days).

6.4 Frame query

The Search in archive component allows querying video frames from an object. To do that, proceed as follows:

1. Perform video search by captions or by clips as described in the corresponding sections.
2. Searchresults are displayer as a list. Click the right mouse button on a field of interest in the list of results.
The menu with Video query and Frame query items is displayed.
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If Frame query item is selected, the Frame query dialog box appears. You can also call this dialog box by
clicking Frames button in the Query group.

=Rk =rds. 06. 2018 16:09:15

Camera

Mumber of frames

Start

+ |mmediatehy

Schedule 6.06.2018 16:10:24 s

Data receive timeout, sec

¥| Open immediatehy

The Date and time and Camera fields are automatically filled.

The msec. field allows specifying the query time to the millisecond.

If number of frames is more than one, the Interval between frames field appears. Interval between frames
is specified with millisecond precision.

In the Start area select time to perform request: Immediately or Schedule.

Timeout of frame receiving is set in the Data receive timeout, sec field.

. If the Open immediately checkbox is set, then after data download completed they will be placed into the

archive and visualized. Otherwise data will only be placed into the archive. To view such data you can use
the ATM Monitoring Reports component.

. After all fields values are specified, press New.
. Task process is viewed on the Downloads tab. If data downloaded successfully and if the Open

immediately checkbox was set, the downloaded frame will be displayed.

550016 (47 John Reed sir. 20.06.2018 19:51:51.000 22062018 17:48:10

550016 |47 John Reed str. 20.06.2018 19:51:59.000 % 22062018 17:47:48
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Irrespective of the frame size, it is displayed at 352x288 in the opened window. To view the image in the original

resolution, click the Original size button m To view the image in full screen mode click the Full screen button

82
e

If frames are downloaded correctly, it is possible to go to the folder with these frames. For this right-click the
corresponding frame and select the Show in folder item.

Date and time of
requested video clip

Show in folder

TR 20.06.2018 13:51:51.000

6.5 Video query

The Search in archive component also allows querying small video fragments from an object on the ATM-Intellect
Proside. To do so, proceed as follows:

1. Perform the search by captions or by video clips as described above.
2. The archive results are shown as a list of entries. Click the right mouse button on a field of interest in the list
of results. The menu with Video query and Frame query items is displayed.
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3. IfVideo query item is selected, the Video query dialog box appears. You can also call this dialog box by
clicking Video button in the Query group.
videoquery ]

IR 0/23/2019 5:46:50 FM  [El~
Camera

Length {sec) 10

Bandwidth Without limitations
Export to avi Mot used

Start
+ Immediatehy

Schedule

Diata receive timeout, sec.

¥ | Open immediatehy

4. The Date and time (1) and Camera (2) fields are filled in automatically.
5. The Length (sec) field (3) allows specifying the received video fragment duration.

@ Note.
If the Not used value is selected in the Export to avi parameter (5), then one or more clips will
be exported which contain the specified time interval relative to the date and time. In the
context of a single clip, it's impossible to request only a part of it.

If you try to set the value of the Length (sec) field to over 120, the value of 120 is offered. This is done to
remind the user that such requests can export a big data file from a video archive on ATM-Intellect Pro side.
If you want to turn this limitation off, click Settings in the lower-left area of the Search in archive area. In
the window that opens, change the value of the Maximum length of loaded video clip, sec field.

Connection to vic

|P address

Port

Client code
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If you want to decrease network load, set the Bandwidth __ KBps field (4) to the appropriate value.

7. The Export to avi parameter (5) allows you to select the format and codec of the requested video clip:

10.

11.
12.

a. Not used - the video clip will be exported as an archive with a set of directories and files from the
VIDEO folder.

Original - the video clip will be exported to an avi-file without transcoding.

Xvid - the video clip will be exported to an avi-file with the Xvid codec.

DivX - the video clip will be exported to an avi-file with the DivX codec.

X264- the video clip will be exported to an avi-file with the x264 codec.

®on T

& Attention!
The export to an avi-file with the specified codec is performed on the ATM-Intellect Pro side
using the AviExport.run module. The AviExport.run module version used on the ATM-
Intellect Pro should be no lower than 4.10.5.3776, and the required codec should be
installed. Otherwise, an error Frame or video clip is not found (archive export error) will
be received.

@ Note

If the ATM-Intellect Pro version is lower than 11.0.1520, then the value of the Export to
avi parameter will be automatically set to Not used without the possibility of changing it.

In the Start area select time to perform request: Immediately or Schedule (6).

. Timeout of video receiving is set in the Data receive timeout, sec field (7).

@ Note

If you request a clip that is longer than one minute, you have to increase the value of the Data
receive timeout, sec. parameter. It is necessary to do it, because it takes time to export a large
video clip on the ATM-Intellect Pro side.

If the Open immediately checkbox (8) is set, then after data downloaded completely they will be placed
into the archive and visualized. Otherwise data will only be placed into the archive. To view such data you
can use the ATM Monitoring Reports component.

After all fields values are specified, press New.

You will get to the Downloads tab where the task performance process is displayed. During receipt of a
video fragment, the file's size, amount downloaded and transmission speed are shown. You can stop
loading the video fragment at any time, by clicking the Pause button.

Searc]

Date and time of eed ‘Egce“’e" Xl | Commert

Reque:
requested video clip = = length, sec.

550016 47 John Reed str. Camera 1[1] 26.06.2018 16:09:05.000 Frames | Ready 100% 26.06.2018 15:10:54 48 (1] 48
|I 550016 47 John Reed str. Camera 1[1] 20.06.2018 19:51:51.000 Video Ready 100% 10 2206 2018 17:48:10 11793 (1] 11793
|I 550016 47 John Reed str. Camera 1[1] 20.06:2018 19:51:59.000 Video Ready 100% 10 2206 2018 17:47:48 8784 (1] 8784
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@ Note.
In case data have stopped coming during the download, for example if connection with the object
is lost, download will be restarted after a random time interval from 1 to 60 seconds. In case of the
attempt failure, attempts will be made at intervals of 1 minute. Information on the time remaining
to the restart is displayed in the Comment field. Any time you can restart loading manually using
the Start button.

Comment

[Awto-restart 43 zec.] Mo connection ...

13. If the Open immediately checkbox was set, after it is loaded, the video fragment will be played in the
following way:

a. onthe ATM-Intellect Workstation and the Additional workplace using the Axxon Player utility, if
the Not used value was selected in the Export to avi parameter.

b. onthe ATM-Intellect Workstation using the program specified in the AVI-files player parameter
(see Setting up the reaction on receiving images and clips¥), if a value other than Not used was
selected in the Export to avi parameter.

c. onthe Additional workplace using the program specified in the AVI-files player parameter (see
Interface of Additional workplace configuration tool®®), if a value other than Not used was selected in
the Export to avi parameter.

Successfully completed task is marked with green in the list. Double-click on such task to visualize received video
fragment or frame. It is also possible to go to the folder with downloaded videos. For this right-click the
corresponding frame and select the Show in folder item.

Date and time of
requested video clip

Object name ‘ Camera Type Status

Show in folder
: 111]

hAD016 26 062018 16:09:05.000 Frames |Ready

The Search in archive module supports broken download resume. If during the download the link with ATM-
Intellect Pro was lost, after two minutes timeout the download status will be changed into Network failure and in
the Commentary field the message will be displayed that no data transferring is performed in the moment. After
ten seconds periodic attempts to resume data download will begin. Attempts period is one minute. After
connection with ATM-Intellect Prois reestablished, data download will continue from the position where it
stopped. Broken download resume mechanism is implemented using temporary files that are stored on the ATM-
Intellect Pro and ATM-Intellect Workstation. These files are stored for three days by default. After this time they are
deleted. For example, if you create a clip download task and while loading press "Pause" and resume the download
in five days, the data will be downloaded from the beginning.

@ Note

To change the storage period for the temporary files, it is necesary to create the StoreVideoFiles string
parameter in the Windows OS registry and set the required number of days as its value (for details,

34 https://doc.axxonsoft.com/confluence/display/atm13en/Setting+up+thetreaction+on+receivingtimages+and+clips
35 https://doc.axxonsoft.com/confluence/display/atm13en/Interface+of+Additional+workplace+configuration+tool
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see Registry keys reference guide®®, for more information about working with the registry, see Working
with Windows OS registry®"). Then it is necessary to restart the Videosrv.exe module.

The old tasks can be deleted from the list with Delete button on the Downloads tab. Tasks are stored for 100 days
maximum. If you want to limit the number of tasks that are shown in the Loads tab, use the Task archive size
(days) parameter in the Settings window opened by Settings button in the lower left corner of the Search in
archive screen (see step 5).

& Attention!
If the Intellect software shuts down, all download tasks with “Downloading” status are paused. To resume
download start these tasks manually.

6.6 Automated video clip loading

6.6.1 Video clip request file

The data source for loading video clips is the .xml text file. The uniqueness of the name of this file is provided by
the third party system that forms this file.

The request file includes the following parameters:

Name Description
ID Surveillance Object object identification number.
DateTimeBegin Date and time of recording start and search by titles start in the

following format: DD-MM-YYYY hh:mm:ss

DateTimeEnd Date and time of search by titles end in the following format: DD-MM-
YYYY hh:mm:ss

Note. To be used if the Titles parameter is not set to 0
Length The length of the requested video clip. Possible values: 1 - 9999
DateTimeExecute Date and time to execute the request of the video clip in the following

format: DD-MM-YYYY hh:mm:ss

Note. If 0 is set for this parameter, the request is executed immediately.

36 https://doc.axxonsoft.com/confluence/display/Int411en/Registry+keys+reference+guide
37 https://doc.axxonsoft.com/confluence/display/Int411en/Working+with+Windows+OS+registry
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Camera sequence number from top to bottom. The need to use the
camera sequence number rather than the internal number is due to
the fact that the internal camera number is not transmitted from
older system versions.

Example. There are 3 cameras on the ATM-Intellect Pro:

1. Number="1". Name="Camera 1. Door"
2. Number="3". Name ="Window"
3. Number="5". Name ="Arch"

The cameras are added to the Surveillance Objectin the following
order:

1. "Camera 1. Door"
2. "Arch"
3. "Window"

Cameras are displayed on ATM-Intellect Workstation in the
corresponding order. Thus, to get a video from the camera "Arch’, the
parameter Cam should be equal to 2.

Note. If you specify 0, the video clips are downloaded from all object
video cameras added while setting the ATM-Intellect Pro.

A string to search by titles. The string should not be longer than 40
characters.

If ATM-Intellect Prois installed with Intellect version 4.10.0 or higher,
use * to search for any number of characters, for example:

+ sala”-the search by this strings returns all titles with words
beginning with "sala", e.g. "salad", "salamander".

+ salad- the search by this strings returns the titles with the word
"salad" only.

+ sala - the search by this strings returns no titles unless they include
exact match.

If the ATM-Intellect Pro is installed with Intellect version 4.9.8 and
below, all words beginning with the search string will be found, for
example:

+ sala-the search by this strings returns all titles with words
beginning with "sala", i.e. both "salad" and "salamander".

Note 1. If you specify a value of 0, no titles will be searched. Also, in
this case, the parameters OnlyWithTitles and DateTimeEnd are shall
not be used.

Note 2. If you specify an empty string, the search will be performed
by any titles.

Note 3. To use the characters in the search string as characters only,
not as markup, use the CDATA section.
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OnlyWithTitles Download video clip if titles found only. Possible values:
0 — video clip is downloaded

1 —video clip is not downloaded

DownloadSpeed Download speed of the video in KB / sec. Possible values: 0 - 1000

Note. If you specify a value of 0, then the download speed is not
limited.

See the example of the file on the picture below.

<?uml version="1.8" encoding="utf-8" ?»

<Settings:
<ID>558816</I0>
<DateTimeBegin>28-83-2017 12:88:086</DateTimeBeginz
<DateTimeEnd>28-83-2817 19:00:808</DateTimeEnd:>
<Length»1@</Lengthz
<DateTimeExecute>»@</DateTimeExecute>
<Cam>1l</Cam:
<Titles»<![CDATA[ 1]></Titles>
<OnlywithTitles>1</OnlyWithTitles>
<DownloadSpeed»@</DownloadSpeed:

</Settings:

6.6.2 Operating principle of automated video clip loading

@ Note.
See Video clip request file(see page 74) for description of request file. See note in Configuring automated
video clip loading®® for description of folders.

The Search in archive module scans the In directory for the request files every 10 seconds. When the request
file appears, the task is set up to load the video clip according to the contents of this file. At this point, the
request file is moved to the In\Work directory. If the Titles parameter is set to a value other than 0, the query
for finding titles in the specified time period from DateTimeBegin to DateTimeEnd is pre-executed. If the
search finishes successfully, a request is generated to load the video, in which the date and time of the first
record in the title search results is specified as the date and time of the beginning of the export from the
archive.

If the request file could not be read or the request file parameters are incorrect, then the it is moved to the
OutError directory. If the request was correctly generated, but the video was not downloaded for any reason,
then the request file is transferred to the OutFail directory. If the video clip is successfully downloaded, the
request file is moved to the OutSuccess directory.

During the creation of the task, the query_M.log text log file is created in the In directory for the request files,
where M is the current month. This log file stores information about all the movement of request files and
errors during their execution.

On the Downloads tab in the interface of the Search in archive module, there is an Xml column. If the
download task was generated based on the request file, this field will indicate the name of the file.

38 https://doc.axxonsoft.com/confluence/display/atm13en/Configuring+automated+video+clip+loading
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‘ Date and time of

- Requested | Date and time of Size, | Speed. | Received
sl Type | Status ‘ Loaded, % ‘ ‘

Object name ‘ Camera length, sec. | planned start KB KBps KB

| N T e e e O O e
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7 Characteristics of video data transfer during the transaction

Video data transfer from the ATM-Intellect Pro to the ATM-Intellect Workstation is performed by request from the
Search in archive module and when the alarm is detected. While performing the financial transaction on the ATM,
the video data transfer is temporarily stopping. The following cases are possible:

1. Transaction starts during the video segments loading performed by the Search in archive module. In this
case the loading stops (it is paused). In the Comment field the information is displayed that pause is due to
transaction. Loading is continued after the transaction is completed.

2. Loadingrequest from the Search in archive module is received during the transaction. Export of required
video segment is performed on the ATM-Intellect Pro, but the data loading does not start. Loading is
displayed as paused. In the Comment field the information is displayed that pause is due to transaction.
Loading is continued after the transaction is completed.

3. Transaction starts during the alarm processing. In this case the loading stops (it is paused). While the
transaction is not completed the list of “delayed” alarms for sending is created. After the transaction is
completed the ATM-Intellect Pro starts sending the “delayed” data which contains alarms corresponding to
alarms detected during the transaction in order reversed to their receiving. The last “delayed” delivery will
be send first, as the most actual.

4. Alarm appears during the transaction. The ATM-Intellect Pro sends messages with description of detected
alarm or failure with its description on the ATM-Intellect Workstationimmediately, when the informational
delivery is ready. Also, the message that loading of corresponding video data will be stopped is sent. While
the transaction is not completed the list of “delayed” alarms for sending is created. After the transaction is
completed the ATM-Intellect Pro starts sending of “delayed” data which contains alarms corresponding to
alarms detected during the transaction in order reversed to their receiving. The last “delayed” delivery will
be send first, as the most actual.

In case if ATM financial transactions and video data from ATM-Intellect Pro are transferred by different connection
links and if the good connection link is in use, it is possible to allow loading of video data during transaction. To do
so create the string parameter «stop_data_by_trx» with the «0» value in the
HKEY_LOCAL_MACHINE\SOFTWARE\BITSoft\VHOST\VHostService registry section for 32-bit 0S
(HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BITSoft\VHOST\VHostService for 64-bit).
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8 ATM Monitoring reports

8.1 ATM Monitoring reports purpose

The ATM Monitoring reports component automates processing of statistics about system functioning. You can
create the following types of reports:

1. Report on technical faults;
Report on alarm situations;
Video report;

Operator actions report;
Statistical report;
Statistical report by owner;
Vehicle LPs report.

NoakwdN

Some reports can be hidden while configuring the system - see Configuration of the ATM Monitoring reports
object®.

General view of ATM Monitoring reports window is shown in figure.

NO|lyr¥=|¢

() Note.
Format of date and time present in reports depends on system regional and language options

Each report window contains a tool bar:

Zoorm: 100% Ofd=2
1 2 3 4 B

The toolbar items are described in the table below.

No. Description

1 Scale

2 Open report

3 Save report

4 Print

5 Search for text in report

Here are some details on the Save report and Open report buttons. For example, if there is no printer at the place
where the ATM Monitoring reports component is installed or if you want to save your report in electronic form to
view it later, you can save the report as a FRP, XLS, XML, RTF, or HTML file. Then you can open the report on another
computer.

39 https://doc.axxonsoft.com/confluence/display/atm13en/Configuration+of+the+ATM+Monitoring+reports+object
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8.2 Report on technical faults

To start generating the report, click the System faults button .

A dialog box then appears, with the parameters necessary for report generation.

= Systemn failures

all ohjects

_ b dezcriptian

all ohjects

all ohjects

all objects

all failures
ginning date . 06052019
Q0:00:00
| Enddate ) 06.05.2019

| 21:03:07
event

Cancel

This dialog box allows setting the following report parameters:

1. Object description. This setting allows switching between the two report modes:
a. Reporton all system objects
b. Report on one system object

Object description all ohjects

10 Green Park. =t
C T 1

2. Region, district and city in which the objects are located. This information is configured on the Control
panel - see Editing reference information®. If a specific object is selected (see step 1), then these fields are
hidden in the report settings window.

40 https://doc.axxonsoft.com/confluence/display/atm1len/Editing+referencetinformation
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3. Failure type. This setting allows specifying the type of fault for which you want to generate a report. You
can also create a report for all faults that occurred during a specified interval of time.
Failure type all Failures -
Cameras
| anchive
] ho conmection with object
81 ho connection with monitoring object
2 || videosystem software
[ THDD failure
[ object dizarmed

4. Beginning date, End date, Beginning time, and End time. This setting is used for specifying the time range
of the alarms by which the report will be generated.
5. Sorting. A report can be sorted in one of two ways:
a. By events (Signal from vibration sensor, Signal from lock sensor, etc.).
b. By time of event start.

Show commmert

6. Show comment. Set this checkbox if it is necessary to display fault comments in the report (see Processing
alarms*!).

41 https://doc.axxonsoft.com/confluence/display/atmllen/Processing+alarms
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QIE,

7. After configuring all parameters, click OK
The report appears in a new window.

Report issue date: 5/15/2019 4:03:39 PM

Report - system failures

Object: all objects report
Failure type: all failures
Period: from 5/15/201912:00:00 AM to 5/15/2019 4:03:11 PM
Region: all objects
District: all objects
City: all objects
Event Beginning End Duration

Object: "10 Green spruce dr.” (550017)

Mo connection with object (Communication 5/14/2019 6:35:28 PM Continues 0d. 21h. 25m. 11s.
channel)
Comment:

Object: "12 Osipenko str.” (550018)
Mo connection with object (Communication 514/2019 6:38:28 PM Continues 0d. 21h. 25m. 11s.

channel)
Comment: Repair work

Object: "47 John Reed str.” (550016)

Camera off (Camera 1. Doar) 5M15/2019 3:29:51 PM 5M15/2019 3:32:11 PM Od. 00h. 02m. 20s.
Comment:
Software error (Basic software) 5M15/20191:07:12 PM 5/15/2019 1:08:33 PM 0d. 00h. 01m. 21s.
Comment:
Software error (Basic software) 515/2019 3:25:22 PM 515/2019 3:27:32 PM 0d. 00h. 02m. 10s.
Comment:

8.3 Report on alarm situations

r—y

To begin generating the report, click the Alarms button @ .

A dialog box then appears, with the parameters necessary for report generation.
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i

all objects

| all objects

all ohjects

all ohjects

all events

| 0F.05.2019

00:00:00

End da

| 06.05.2019

This dialog box allows setting the following report parameters:

1. Object description. This setting allows switching between the two report modes:

a. Reporton all system objects
b. Report on one system object

all objects

10 Green Park =t
[riztric T

2. Region, district and city in which the objects are located. This information is configured o

1
n the Control

panel - see Editing reference information(see page 27). If a specific object is selected (see step 1), then these

fields are hidden in the report settings window.

3. Alarm. This setting allows specifying the type of alarm event for which you want to generate a report. You

can also create a report for all alarm events that occurred during a specified interval of time.

all events

vibration zenzar gignal

| lock zenzor zignal

[ overheat zenzor zignal
31| additional zenzor zignal
[ signal from LIPS

[ default PC restart

[ hon-default PC restart

g

4. Filter (message). This parameter allows setting a text filter by the messages from the monitored alarms.
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@ Note
This parameter is used if the Agent Of Controlis connected to ATM-Intellect Workstation (see
Configuring alarm groups*?).

nc NR N0

@ Note
The Filter (message) field is auto-filled. Each text filter entered in this field will be stored in the
database and will be automatically inserted into the field upon retyping.

5. Beginning date, End date, Beginning time, and End time. This setting is used for specifying the time range
of the alarms by which the report will be generated.
6. Sorting. A report can be sorted in one of two ways:
a. By event (Signal from vibration sensor, Signal from lock sensor, etc.)
b. By time of event start

Sorting event

7. Show comment. Set this checkbox if it is necessary to display alarm comments in the report (see Processing
alarms(see page 10)).

42 https://doc.axxonsoft.com/confluence/display/vsm1len/Configuring+alarm+groups
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8. After configuring all parameters, click OK m

The report appears in a new window.

Report issue date: 7/26/2019 3:18:01 PM

Report - alarms

Object: all objects report

Alarm: vibration sensor signal,non-default PC restart

Period: from 7/26/2019 12:00:00 AM to 7/26/2019 11:59:59 PM
Region: all objects

District: all objects

City: all objects

Object: "47 John Reed str." (550016)

Vfibration sensor signal 7i26/2019 2:16:57 PM
Comment:

Vfibration sensor signal T/26/2019 2:21:42 PM
Comment:

Vibration sensor signal Ti26/2019 2:36:19 PM
Comment:

Vibration sensor signal 7/26/2019 3:11:04 PM
Comment:

Non-default PC restart TI26/2019 3:14:45 PM
Comment: Electricity shutdown

Page 141

8.4 Video report

To start generating the report, click the Video report button.

A dialog box then appears, with the parameters necessary for report generation.
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descripti all ohjects

'% shapshots - operations
j 6/26/2018
) 12:00:00 AM

B/26/2018
j 11:53:53 PM

all cameras

Cancel

This dialog box allows setting the following report parameters:

1.

Time period for the report. Use the Beginning date, Beginning time, End date, and End time parameters
for this.
Object description. This setting allows switching between the two report modes:
a. Reporton all system objects
b. Report on one system object

Beqinning date

10 Green gpruce dr.
9 [ 12 Ozipenko str.
47 Johh Reed =t

Report type. This setting allows switching between the five available reports:

a. snapshots - operations. These are snapshots during the time when bank card transactions were
being performed at the ATM.

b. snapshots - alarms. These are snapshots after an alarm sensor was triggered at the object
("Vibration sensor", "Lock open sensor", etc.).

c. snapshots - other. These are snapshots obtained by a custom video archive query.

d. video frames - alarms. These are video frames obtained after an alarm sensor is triggered at the
object.

e. video frames - other. These are video frames obtained by a custom video archive query.

Fepart type

d

5 snapshots - alams
= snapshots - ather
H . q

i wideo clips - alarms
H

= wideo clips - ather
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4. Ifyou select Video frames - Others report type, the Camera parameter becomes available. Use this

all ohjects

parameter to select the camera from which you want to get video frames.

]

8 sk

= napszhots - operationz

| 52602018

12:00:00 &b

| E/26/2018

! 11:59:59 PM

all cameras

camera 01
camera 02
camera 03
camera 04
camera 15
camera 06
camera 07

5. If you select snapshots - operations report type, the Camera, Card number, and Operation

sum parameters become available.

(® Note

The Card number field is auto-filled. Each card number entered in this field will be stored in the
database and will be automatically inserted into the field upon retyping.

After configuring all parameters, click OK. A separate window displays the results of search for snapshots for the

specified criterion.

G B . (5 ] a
10 Green sprucs . (550017) Camers 2[2) Yibration sensor
10 Green sprucs . (550017) Camers 2[2) Yibration sensor
10 Green sprucs . (550017) Camers 2[2) Yibration sensor
10 Green sprucs . (550017) Camers 2(2) Yibration sensor
G0 Green spruce dr (550017) Camers 2(2) Yibration sensor
10 Green spruce i, (550017) Camera 212) Wibration sensar
10 Green spruce . (550017) Camera 212) Wibration sensar
ERN 10 Gireen spruce o, (550017 Camera 212) Vibration senser
S0 Green spruce <. (550017 Camera 212) Vibration sensar
SR 10 Green spruce dr. (550017) Camers 2[2) Vibration sensor
1 10 Green sprucs . (550017) Camers 2[2) Yibration sensor
[IEER 0 Green spruce di. (S50017) Carnera 2 (2] Wibration sensar
[IEER| 10 = spruce di. (S50017) Camera 2 (2] Wibration sensor
(IR 10 = spruce di. (550017) Name unavailable (2] Wibration sensor
SN 10 Green spruce o, (550017) Camera 212) Wibration senser
1 10 Green spruce ., (550017) Camera 212) Wibration sensar
1 10 Green spruce i (550017) Camera 212) Vibration senser
1 10 Green spruce o (550017) Camers 212) Vibration sensar
10 Green sprucs . (550017) Camers 2[2) Yibration sensor
10 Green sprucs . (550017) Camers 2[2) Yibration sensor
) Camers 2[2) Yibration sensor
) Camers 2(2) Yibration sensor
1 Camera 2 (2] Wibration sensar
) Camera 212) Wibration senser
) Camera 212) Wibration sensar
) Camera 212) Vibration sensar
) Camera 212) Vibration sensar
) Camers 2[2) Vibration sensor
) Camers 2[2) Yibration sensor
) Carmers 2[2) Yibration sensor
3 10 Green sprucs . (550017) Camers 2(2) Yibration sensor
E [10 Green spruce dr. (550017) Camera 212) Vibration sensar
10 Green spruce . (550017) Camera 212) Wibration senser
10 Green spruce ., (550017) Camera 212) Wibration senser

B/26/2018
B/26/2018
B/26/2018
6/26/2018
B/26/2018
E/26/2018
E/26/2018
B/26/2018
B/26/2018
B/26/2018
B/26/2018
B/26/2018
6/26/2018
B/26/2018
E/26/2018
E/26/2018
B/2B/2018
B/26/2018
B/26/2018
B/26/2018
B/26/2018
6/26/2018
E/26/2018
E/26/2018
E/26/2018
B/2B/2018
B/26/2018
B/26/2018
B/26/2018
B/26/2018
6/26/2018
E/26/2018
E/26/2018
E/26/2018

0 P
314:37.000 PM
314:54.000 PM
315:24.000 PM
3:15:44.000 PM
3:16:21.000 PM
3:16:56.000 P
317:04.000 P
17:32.000 PM
%17:41.000 PM
3:18:25.000 PM
319:55.000 PM
3:21:14.000 PM
3:21:35.000 PM
3:21:57.000 PM
3:23:02.000 PM
3:23:44.000 PM
3:24:41.000 PM
3:25:04.000 PM
3:29:05.000 PM
3:29:30.000 PM
3:30:01.000 PM
3:30:25.000 PM
3:41:39.000 P
3:41:47.000 PM
3:41:58.000 P
3:42:07.000 PM
%42:14.000 PM
3:42:32.000 PM
4:01:13.000 PM
4:02:47.000 PM
4:03:46.000 PM
4:04:10.000 P
4:05:06.000 P
4:07:16.000 P

Results of seard local video archi

Select a record and click the Report button. A windows opens, containing the report.
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Ol¥m|

Zoorm: 100

Repor

Video report - alarms

I” 550017 ALARM: BUBPOJATYMK

Object: 10 Green spruce dr. (550017)
Date-time on site: 6/26/2018 3:17:41.000 PM

Ja|m |«

Fage 141 [ 1

Based on the results of video fragment search, you can select any entry and view the fragment by clicking the View
button. The video fragment will be played back in Axxon Player.

Results of search in local video archive )

Vibra
Camera1 (1) Vibration sensar 6/26/2018 316:19.000 PM
Camera1 (1) Vibration sensar 6/26/2018 321:22.000PM
Camera1 (1) Vibration sensar 6/26/2018 321:44.000 PM
Camera1 (1) Vibration sensar 6/26/2018 322:18.000 M
Camera1 (1) Vibration sersor 6/26/2018 322:27.000 M
Camera1 (1) Vibration sensor 6/26/2018 32302.000PM
Camera1 (1) Vibration sensor 6/26/2018 323:21.000 M
47 John Reed . (50016 Camera1 (1) Vibration sensor 6/26/2018 323:44.000 M
47 John Reed st. (550016 Camera1 (1) Vibration sensor 6/26/2018 324:16.000 P
47 John Reed st. (50016 Camera1 (1) Vibration sensor 6/26/2018 324:41.000 P
47 John Reed st. (550016 Camera1 (1) Vibration sensor 6/26/2018 325:04.000 P
47 John Reed st. (550016) Camera1 (1) Vibration sensor 6/26/2018 32305.000 P
47 John Reed str. (S50016) Camera1 (1) Vibration sensor 6/26/2018 329:33.000 P
47 John Reed st (550016) Camera1 (1) Vibration sensar 6/26/2018 330:01.000 P
47 John Reed st (550016) Camera1 (1) Vibration sensar 6/26/2018 3:30:25.000 P
47 John Reed st (550016) Camera1 (1) Vibration sensar 6/26/2018 330:37.000PM
47 John Reed str. (550016 Camera1 (1) Vibration sensar 6/26/2018 3.41:39.000 PM
47 John Reed str. (550016) Camera1 (1) Vibration sensar 6/26/2018 241:47.000 PM
47 John Rieed str. (550016) Camera1 (1) Vibration sensar 6/26/2018 341:58.000 PM
47 John Rieed str. (550016 Camera1 (1) Vibration sensar 6/26/2018 24207.000PM
47 John Rieed . (550016 Camera1 (1) Vibnation sensar 6/26/2018 342:14.000 P
47 John Reed . (550016 Camera1 (1) Vibration sersor 6/26/2018 342:32.000 P
Camera1 (1) Vibration sersor 6/26/2018 401:19.000 P
Camera1 (1) Vibration sensor 6/26/2018 402:47.000 P
Camera1 (1) Vibration sensor 6/26/2018 403:46.000 PM
Camera1 (1) Vibration sensor 6/26/2018 404:10.000 P
Camera1 (1) Vibration sensor 6/26/2018 40506000 P
Camera1 (1) Vibration sensor 6/26/2018 407:16.000 P
Camera1 (1) Vibration sensor 6/26/2018 4:32:53.000 P
Camera1 (1) Vibration sensor 6/25/2018 4:33:21.000 P
47 John Reed str. (S50016) Camera1 (1) Vibration sensor 6/26/2018 4:33:25.000 P
47 John Reed st (550016) Camera1 (1) Vibration sensar 6/26/2018 4:33:29.000 P

54
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¥ Axxon Player

10:22518 AM
e

09:33:04 PM [ 10:22:17 AM

Note that searching for frames and fragments is limited to the files that have been loaded by the Search in archive
component. This search is performed based on archive time, not the time at which the files were downloaded to the
computer.

8.5 Operator actions report

To start creating a report, click Operator actions .

A dialog box will open, with the parameters necessary for the report generation.

Operator actions @

all ohjects

all ohjects

all operators

accepted alarms

D?-.-’-‘-.pr-EEI
B 04:44:00 PM
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You can set the following report parameters:

1. Object description. This setting allows switching between the two report modes:
a. Report by all the system objects.
b. Report by one system object.

Object description all cbjects

....... ] 'II:I Green Park St
] ] T |
2. Region, District and City in which the objects are located. This information is configured on the Control

panel - see Editing reference information(see page 27). If a specific object is selected (see step 1), then these
fields are hidden in the report settings window.

(@ Note

These parameters are available only when the accepted alarms report type is selected.

3. Operator. This parameter is used for selecting the operators, by whose actions the report will be generated.
O perator all operators

F:EEFII:I”_ tpe

auto cloze
adminiztrator
a. report by the actions of all operators;
b. auto close - automatic closure of an alarm (available only when the accepted alarms report type is
selected);
c. administrator.
4. Report type. This parameter sets the type of operator actions report.
Beport type accepted alarms
Sy accepted alams
e e e build reports
FEgIneIng brne

..................................................................... zearch in archive
Endd other operator actions

a. accepted alarms - displays the information about when and which user accepted an alarm or group
of alarms, and the specified comments.

b. build reports - displays the information about when and which user has built the reports indicating
the report type. The Report option appears. This parameter is used to set the parameters of the
reports, by which the user has built the reports.

Feport all reports

auztem failures

| alarms

= snapshats - alams

3 snapshots - other

M| wideo clips - alams

(] video clipz - ather

] accepted alams

[] zearch in archive

[ other operator actions

[ wehicle LPs

[ wehicle LPs [marketing]

[ statistics

[ | owner statistics |

c. searchin archive - displays the information about when and which user has searched the archive.
The Action option appears. This parameter is used to set the parameters of the operator's actions
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all actionz
| caption search

| widen clips search
[ frames request
[ video clipz request

tions - displays the information about when and which user has performed any

other actions (clicking buttons, working with cameras, archives, etc.). The Action option appears.
This parameter specifies other operator actions.

Actior

ginning time

all actionz

[ive widen viewing

| launching an external application
[ ] quide editing

[ transfer to ignored
[ tramsfer to analyzed
[ toolbar

5. Beginning date, End date, Beginning time, and End time. This setting is used for specifying the time range
of the alarms by which the report will be generated.
6. Show comment. Set this checkbox if it is necessary to display alarm comments in the report (see Processing
alarms(see page 10)).

®

7. After configuring all parameters, click OK
8. Thereport appears in a new window.

Note

This parameter is available only when the accepted alarms report type is selected.

OF

An example of a report on operator actions of the accepted alarms type:

Object:
Operator:
Period::
Region:
District:
City:

all objects report
all operators

from 4/7/2020 12:00:00 AM to 4/7/2020 5:26:42 PM

all objects
all objects
all objects

Event

Beginning

Accepted

Report issue date: 4/7/2020 5:36:51 PM

Report - accepted alarms

Reaction time

Operator

Object: "47 John
Default PC restart

Reed str.” (550016)

Software error (Basic software (Video))
Mo connection with object (192.168.1.33)
Disk failure {104:Mumber of disks=0)

8.6 Statistical report

41772020 5:21:15 PM
4/7/2020 5:19:35 PM
41772020 5:17:08 PM
4/7/2020 5:13:19 PM

To start generating the report, click the Statistics button.

4/7/2020 5:21:27 PM
4/7/2020 5:21:16 PM
4/7/2020 5:19:35 PM
4/7/2020 5:15:22 PM

A dialog box then appears, with the parameters necessary for report generation.

0d. 00h. 00m. 12s.
0d. 00h. 01m. 41s.
0d. 00h. 02m. 27s.
0d. 00h. 02m. 03s.

administrator
auto close
auto close
auto close
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all ohjects

all ohjects

all objects

all ohjects

l 6/26/2018
12:00:00 &M

) 6/26/2018
04:06:15 PM

Cancel

This dialog box allows setting the following report parameters:

1.

Time period for the report. Use the Beginning date, Beginning time, End date, and End time parameters
for this.
Object description. This setting allows switching between the two report modes:
a. Report on all system objects
b. Report on one system object

| de=scription all objects

oo
........ : 0 Green spruce dr.

........ g —— | | - ] zipenko str.
47 John Beed str.

Include number of cameras on object. If this option is selected, calculation of unavailability factor for
cameras and archives is performed based on the total number of cameras at the object.

Include archive errors. If this option is selected, the calculation of unavailability factor for archives is
performed based on the availability factor for the whole system.

Show alarms. If this option is selected, information about alarm situations at system objects is added to the
report.

If the all objects value is chosen for the Object description setting, the Detailed report setting becomes
available. If this option is disabled, a system-wide statistical report is generated.
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7. If the Detailed report option is enabled, the Sorting, Sort, and Availability factor threshold settings
become available for editing. A detailed system-wide statistical report is generated.

x|

all ohjects

all objects

all ohjects

| all ohjects
5/26/2018

| 12.:00.00 &M
£/26/2018

| 04:05:15 PM

0 ®&Oi0iE

without zorting

dezcending

Cancel

data based on a defined criterion.

without gorting
without zorting -
object
failure; cameras

failure: communication [channel]
failure: communication [agent]
failure; zoftware

failure: archive

failure: HOD gF

without zorting

dezcending
| ascending

10.

30
[ower than threshold
11. Threshold value, %. Indicates the threshold level, from 0 to 100.

12. Condition. This parameter allows specifying a condition for filtering objects: less than threshold or greater
than threshold.
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13. If a specific object is chosen as the Object description parameter, the Provide info about alarms and
Provide info about failures parameters become available for editing. This allows including detailed
information about faults and alarms at the object in the statistical report for the object.

= Statistics ) x|
i 10 Green gpruce dr. -
B/26/2018

12:00:00 Ak

» B/26/2015

) 04:06:15 PM

KiOiOOE

After configuring all parameters, click OK.

A sample report for a single object is shown in the figure.

Zoom: 1

Report issue date: 6/26/2018 4:13:15 PM

Object statistics

Object: 10 Green spruce dr. (550017)

Period: from 6/26/2018 12:00:00 AM to 6/26/2018 4:06:15 PM
Region:

District:

City:

Period length: 0d. 16h. 06m. 15s. Cameras: 4
Exploitation length: 0d. 16h. 06m. 15s.

Number and duration of failures:

Camera failures: {0Od. 00h. 00m. 00s.) 0
Connection lost (communication channel): (0d. 12h. 45m. 33s.) 4
Connection lost {agent): {0d. 00h. 00m. 00s.) 0
Videosystem software failure: {0d. 00h. 02m. 00s.) 1
Insufficient archive size: (2d. 02h. 58m. 125)) 4
HDD failure: {0d. 00h. 00m. 00s.) 0
Total: 9
Object availability factor: 20.6 %
Object unavailability factor (communication:communication channel): 79.2 % -
Object unavailability factor (communication:agent): 0.0%
|[Page1s2 | S - ILI 0 l . ]
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Figure below gives an example with various faults at the object; an availability factor and unavailability factors are
given below.

Taf |
Tuf net 1 Tuf _net 2
¢ > . >
Tuf_soft
Tuf _cam
Tuf

02/01/2005 02/24/2005 02/24/2005  02/25/2005 02/25/2005  02/25/2005 02/28/2005
12:00:00 AM 12:46:40 PM 07:07:27 PM 10:57:53 AM 11:07:02AM  05:58:55 PM 12:00:00 PM

In this example for generating a statistical report, the time period 02/01/2005 12:00:00 AM to 02/28/2005 12:00:00
AM is used. The availability factor of an object is calculated as the ratio of object availability to the overall time
period in the report in question.

AF = Taf/(Taf+Tuf)
The following significant malfunctions are included in the calculation:

« Network
« Basic software
« Cameras

The unavailability factors of an object for these malfunctions in the example here are calculated as follows:
Object unavailability factor (network):
UF_net = (Tuf_net_1 + Tuf_net_2)/(Taf+Tuf)
Object unavailability factor (software): UF_soft = Tuf_soft/Taf+Tuf
Object unavailability factor (cameras): UF_cam = Tuf_cam/Taf+Tuf

Note that generally in the model used, the total object availability factor will not equal the sum of the unavailability
factors for specific malfunction types.

A sample overall report for the entire system is shown in the figure. The availability and unavailability factors in the
report are calculated by arithmetic averaging.
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Zoorm: 1

Report issue date: 6/26/2018 4:15:53 PM

System statistics

Number of objects: 2 (availability factor lower than 90 %)

Period: from 6/26/2018 12:00:00 AM to 6/26/2018 4:06:15 PM
Region: all objects

District: all objects

City: all objects

Duration: 0d. 16h. 06m. 15s. Cameras: 5

Number of failures:

Camera failures: 0
Connection lost {communication channel): ¥
Connection lost (agent): 0
Videosystem software failure: 2
Insufficient archive size: 5
HDD failure: 0
Total: 14
System availability factor: 20.7 % -
System unavailability factor (communication:communication channel): 79.1% n
Svstem unavailabilitv factor [communication:aagent): 0.0 % =]
[Fagetiz | [«] K

When generating a detailed report for the entire system, besides the page with general information, a table with
detailed data for each object is displayed.

Number offfilures gagae] 2 | |
] P s @ e .=le .2 = -
: L= (= RC, 29 = E
Object 5 EE|ES E £ |8 |% | 5lE En 8|2
= |85|8g| £ |2 | = SE58 5 |y |y
S 8/Ce| & s =
ATM machine 1 0 5 0 4 0 o[19.9{77.1] o] 54| of o0

& Attention!
While creating the statistical report by all objects in case of the number of failures for the specified period
exceeds 1000 for some object, this object eliminates from the statistical report.

8.7 Statistical report by owner

This report includes only objects that have a non-blank Owner field in the Monitoring objects reference (see
Reference information(see page 26)). To start generating the report, click the Statistics by owner button.
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A dialog box then appears, with the parameters necessary for report generation.

L= Statistics by owners ) x|

B/26/2018

| 04:18:26 PM

Cancel

This dialog box allows setting the following report parameters:

1. Time period for the report. The Beginning date and Beginning time settings are used to set the period.
2. Snapshot. If this option is selected, a report as of a selected date and time is generated. Otherwise, a report
is generated for the entire day specified in the Beginning date field.

An example of generating this report is shown in the figure.

Report issue date: 6/26/2015 4:18:46 PM

Total Unavailability factor in % (number)

objects nger_a_l Connection
Ne Owner name {total availability N Connection with Software Ak HDD

with errors) factor, % AMEras | with object | monitoring error fehive error
agent
1 |Moscow subsidiary 1(0) 100.0 0.0(0) 0.0(0) 0.0 (0) 0.0(0) 0.0 (0) 0.0(0)
2 |Samara subsidiary 1(1) 00 00(0) 100.0 (1) 0.0(0) 00(0) 00(0) 00(0)
3 [akutsk subsidiary 1(0) 100.0 0.0(0) 0.0(0) 0.0(0) 0.0(0) 0.0(0) 0.0(0)
TOTAL : () 66.7 0.0(0) 33.3(1) 0.0 (0) 0.0 (0) 0.0 (0) 0.0(0)

8.8 Vehicle LPs report

To start creating a report, click Vehicle LPs.
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A modal window opens. In this window, you can set the parameters needed to create the report.

X

= vehicle LPs
Object oI all objects

all objects

all objects

all objects
average time span at gas station

19.06.2018

End time:

Cancel

You can set the following report parameters:

1. Thetime range of the report. Use the Beginning date, Beginning time, End date, and End time fields.
2. Object description. You can use this field to choose between two report modes:

a. Reporton all the system objects.

b. Report on one or several system objects.

all ohjectz

i |_||:|||:

10 Green spruce dr.
8|47 John Reed str.

Reqgion

Region. Select one or more regions.

all objects
e M DEC O
.................................................................................. S amarska}la

R [ akutzkaya

all ohjects
..., Cromizhlenniy
aanmarskly .

all objectsz

b nzco
|| Samara
81 Zima Highlands

6. Reporttype:
a. average time span at gas station
b. number of vehicles

c. listof LPs

average time span at gaz station

=11 L dl, 0«
nurmber of vehiclesz
izt of LPs

7. Vehicle LP number. With this parameter, you can specify the LP number of the vehicle, the information
about which should be included in the report. The LP number can be specified in full or with a mask
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containing the following symbols:
» % to replace several symbols. For example, if you specify T4%, the report includes information on
vehicles with LP starting with T4.
« _ toreplace one symbol.

() Note.
The Vehicle LP field is auto-filled. Each LP number entered in this field will be stored in the
database and will be automatically inserted into the field upon retyping.

Wehicle LP

After setup of all parameters, click OK. The report is displayed in a separate window.
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9 Monitoring unadded objects

If an object tries to connect but has not been added in the oblect settings in ATM Intellect Workstation (the
Hardware tab in /ntellect), a dialog box opens, with a warning to the operator that there is an unadded object.

Warning - object not registered
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10 Appendix 1. Data update periods summary

On the page:

« Data loading from database to the interface objects(see page 101)

« Data loading to the database(see page 101)

« Sending data from ATM-Intellect Pro to ATM-Intellect Workstation(see page 102)

« Data transmission scheme(see page 102)

«+ Features of displaying information on short-term and long-term alarms(see page 103)
« ATM-Intellect Pro technical condition data collection periods(see page 103)

10.1 Data loading from database to the interface objects

The information on Control panel and Log panel is updated every time data is loaded from the database. The time
of the last download from the database is shown in the CUT field.

Periods of data updating are different for Control panel and Log panel:

1. Control panel.
a. Data are updated from the database once a minute (by timer).
b. Atreceiving of acommand from Data loader to forcibly update information, which can appear after a
new load to the database.
2. Log panel. Data are updated from the database once a minute (by timer).

To get the latest database information, click the button (Refresh data). This forces the data to load.

10.2 Data loading to the database

The date of last load of data to the database (see section Alarm list navigation(see page 48)) is refreshed when
changes in the database appear.

If there was no change in the database for 5 minutes, the CUT field is forcibly updated and then updates once a
minute. This will cause a gap from the current system time by 5 minutes. After coming of new information from any
ATM-Intellect Pro, the CUT becomes equal to the current system time of the computer.

Loading data to the database is performed by the Data loader for Monitoring module.

If files with technical information are received from ATM-Intellect Pro (e.g. camera enabled), these files are loaded
to the database with a period specified while configuring Data loaderin the Loading period parameter (10 seconds
by default). If files with information on alarms are received from ATM-Intellect Pro (e.g. vibration sensor triggered),
this information is loaded to the database immediately.

After each load to the database, a message is sent to the Control panel interface component to update the
information.

If, after receiving files with technical condition, ATM-Intellect Workstation determines that object state has not
changed, then nothing is loaded to the database. This is why the timer is used to forcibly update interfaces.

In the Alarm date field in the interface objects, the time of alarm information load to the database after receiving it
from the ATM-Intellect Prois displayed, not the time of alarm appearing at the site.
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@ Note.
To enable alarm registration with the time it emerged on site, create the TimeAlarmFromAgent key in the
Windows registry and set it to 1 (see Registry keys reference guide* for more details on the key and the
Working with Windows OS registry* section of Intellect software. Administrator's Guide for more details
on how to operate registry keys).

10.3 Sending data from ATM-Intellect Pro to ATM-Intellect Workstation

ATM-Intellect Pro sends to ATM-Intellect Workstation packages with its technical condition with a period set while
setting up the Partition of Control object at the ATM-Intellect Pro side using the Ping frequency parameter (see
ATM-Intellect. Administrator's Guide*, section Configuring connection between ATM-Intellect Pro and ATM-
Intellect Workstation*®). The default ping frequency is 2 minutes (120 seconds).

Information on long-term alarms comes to the ATM-Intellect Workstation from ATM-intellect Pro together with the
information on technical condition once in the ping period.

Information about short-term alarms comes to the ATM-Intellect Workstationimmediately after they have
appeared at the ATM-Intellect Pro.

10.4 Data transmission scheme

The picture gives a general scheme of data transferring from the ATM-Intellect Pro to the ATM-Intellect Workstation.

43 https://doc.axxonsoft.com/confluence/display/Int411en/Registry+keys+reference+guide

44 https://doc.axxonsoft.com/confluence/display/Int410en/Working+with+Windows+OS+registry?src=contextnavpagetreemode

45 https://doc.axxonsoft.com/confluence/display/atm13en/Administrator%27s+Guide

46 https://doc.axxonsoft.com/confluence/display/atm13en/
Setting+up+a+connectiont+between+ATM+Intellect+Pro+and+ATM+Intellect+Workstation
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10.5 Features of displaying information on short-term and long-term
alarms

Information about long-term alarm can be not recorded into the Monitoring database and not displayed in its
interfaces in the following cases:

1. Ifalong-term alarm had started and ended within two polls of ATM-Intellect Pro (within the Ping frequency
interval, see ATM-Intellect. Administrator's Guide®’).

2. If along-term alarm had started and ended when the connection between ATM-Intellect Pro and ATM-
Intellect Workstation was lost.

When there is no connection with ATM-Intellect Workstation, the short-term alarms are stored in the “holding” data
files on the ATM-Intellect Pro. When connection with ATM-Intellect Workstation is restored, they are transferred to
the ATM-Intellect Workstation, stored in the Monitoring database and displayed in its interfaces.

10.6 ATM-Intellect Pro technical condition data collection periods

ATM-Intellect Pro technical condition data collection periods are given below:

1. Information on disk failures (the Disk failure alarm type) and its re storing is updated in the following cases:
a. at ATM-Intellect Pro startup and then every 15 minutes.
b. atreceiving local message SLAVE|NO_DISC (No disk for archive storage) from Intellect core.
c. atreceiving local message DISC_EXIST (Disk for archive storage found) from /ntellect core.
d. atreceiving local message DISC_UNMOUNT (Disk unmounted) from Intellect core.
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e. atreceiving local message DISC_MOUNT (Disk mounted) from Intellect core.

2. Information on archive size (the Archive size too small alarm type) is updated at ATM-Intellect Pro startup

and then every 15 minutes.

Information on the computer normal and abnormal restarts is displayed in the interface in 5 minutes.

Information on free disk space is updated every 1 hour.

5. ATM-Intellect Proinitiates the connection with ATM-Intellect Workstation and once in a ping period (2
minutes by default) sends a package with technical data to the ATM-Intellect Workstation. If ATM-Intellect
Workstation have not been receiving any data from ATM-Intellect Pro within 6 minutes, the “No connection”
error is displayed for such object.

W

(® Note
The waiting timeout for receiving the packets with the technical state of ATM-Intellect Pro can be
adjusted. To do this:

a. Onthe ATM-Intellect Proside, in the settings panel of the Surveillance Object, add a one-
character postfix to the identifier of this object (for example, if the Surveillance Objecthas
an identifier equal to 123, then the identifier with the postfix will look like 123X, where X is
the specified postfix).

b. Onthe ATM-Intellect Pro side, it is recommended to adjust the ATM-Intellect
Workstation polling period so that it does not exceed the waiting timeout for receiving the
packets with the ATM-Intellect Pro technical condition (see Setting up a connection
between ATM Intellect Pro and ATM Intellect Workstation*®).

c. Onthe ATM-Intellect Workstation side, delete the existing Surveillance Object with a 123
identifier.

d. Onthe ATM-Intellect Workstation side, create a new Surveillance Object with a 123X
identifier.

e. Onthe ATM-Intellect Workstation side, for the PostfixForTimeOut registry key, set the
value equal to the previously specified postfix. For the TimeoutForPostfix registry key, set
the timeout value in minutes (for details, see Registry keys reference guide*®, for more
information about working with the registry, see Working with Windows OS registry®?).

6. The Video.run process status (hangup) is checked at startup of Videosrv.exe module and then every
15 minutes, and besides that each time the Videosrv.exe module reconnects with the Intellect
software, i.e. if the Intellect software was shut down and started again.

7. Availability of running processes "Intellect.exe" and "Video.run" is checked every 10 seconds.
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