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1 Operator's Guide. Introduction

On the page:

+ Purpose of ATM
Intellect

+ Purpose of the
document

1.1 Purpose of ATM Intellect

ATM-Intellect automates the actions of staff at banks and service companies involved in operation of Axxon Intellect-Enterprise
based video surveillance systems. Use of ATM-Intellect allows obtaining even greater results and efficiency from such video
surveillance systems.

1.2 Purpose of the document
This Guide is designed for the Operators working with the ATM-Intellect software.

This Guide provides description of main ATM-Intellect software interface objects operation.

Operator's Guide. Introduction - 5
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2 Control panel

2.1 Control panel interface

The Control panel is a part on ATM Monitoring interface window. This window configuration is performed on the setting panel of
the ATM Monitoring interface object and is described in the ATM-Intellect. Administrator's guide.

Control panel general view is shown in the figure.

Feference guides o (:) K L

10 Green spruce dr. 47 John Feed str.
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2.2 Control panel purpose

The control panel allows evaluating the current status of video surveillance components at a glance.

Ohjec jeference guides o (:) 3( E

10 Green spruce dr. 47 John Reed str.
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Each object corresponds to a rectangle that contains an object ID area (in the upper part) and a customizable number of
clickable alarm indicator badges, which are grouped based on source type:

1. Communication Channel.

Hardware.

Video System Software.

Size of Archives.

Cameras.

ACS.

FSA.

Detection tools/Detectors.
9. Extral.

10. Extra 2.

Nk WN

If the Owner panel is enabled (see Configuring the ATM Monitoring object section of Administrator's Guide), then only the objects
that belong to the selected owner are displayed on the Control Panel.

Depending on the configuration of the ATM Monitoring object in the Interfaces tab, the number of alarm groups shown can be
changed to between 4 and 9.

Four alarm groups.

Control panel - 6
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Nine alarm groups.

For information on what an icon means, click the button (Symbol Meanings). A dialog box with information opens.

[ Decoding @

List of icons

-

Communication channel

Hardware

Detechions

Extra 1

Ewtra 2

List of colors

g Defaul mode. Al des

M on-default mode of de

T Dperator reacted o alarm

By default, if the MonitorSSTV database has not been updated for more than 30 minutes, for example, due to a Data Loader
malfunction or if the communication module (license restrictions) has stopped working on the ATM-Intellect Workstation, then on
the ATM-Intellect Workstation, all objects will be covered with diagonal lines. When you hover over such an object, a contextual
prompt will appear: ATTENTION! Information in DB is outdated! Last update time: <Date and Time of the last upload to the
database>. The CUT will flash red (see Current Update Time).

Control panel- 7
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10 Green spruce dr

ATTENTION! Information in DB is outdated!
Last update time: 7/16/2019 12:02:47 PM

() Note

To change the waiting time for updating the MonitorSSTV database, after which the corresponding indication on the
ATM-Intellect Workstation will appear, it is necessary to set the required time value in minutes for the
LastLoadThreshold registry key (for details, see Registry keys reference guide, for more information about working with
the registry, see Working with Windows OS registry).

2.3 Changing defaulticons for alarm groups

If you want to change the default icons, you can assign your own icons for each alarm group. To do so, you must replace the
corresponding graphics files that are provided by default. These files are in the Bmp subfolder in the ATM-Intellect installation
folder. By default, this is C:\Program Files\Intellect\VHost\Bmp. Therefore, in order to replace the icon for the Communication
channel group, you must replace two files:

« Bmp\Active\01_net_active.bmp
«  Bmp\InActive\01_net_inactive.bmp

The size of icons is 33x23 pixels. If the size of your image is different, it will be changed to the above.

If the object scaling parameter exceeds 110% (see Configuring the ATM Monitoring object), then the high-resolution icons of
172x120 pixels will be used on the object with the _hd postfix in the name.

So, for example, to replace the high-resolution icon corresponding to the Communication Channel group, it is necessary to
replace two files:

« Active\01_net_active_hd.bmp
+ InActive\01_net_inactive_hd.bmp

After replacing the graphics files, quit and start Intellect again. If one or more files are missing in the Bmp folder, or afile isin an
invalid format, the default icons are used.

2.4 Current Update Time

Information on the control panelis updated every time data is loaded from the database. The time of the most recent update, i.e.
Current Update Time (CUT) is shown in the upper-right corner of the window.

Data is loaded from the database with different periods for particular alarm types - see Appendix 1. Data update periods
summary.

To get the most recent information, you can click the button (Refresh data). This forces an update of the data. Any new data
is then displayed.

2.5 Selecting an object on the Control Panel

When you select an object on the Control Panel, the VIDEOSRV_M|n|OBJECT_SELECTED|obj_id<id>,obj_name<name> event is
sent to Intellect, where n is the index number of the ATM Monitoring interface object, id is the object identifier, name is the
object name.

Control panel- 8
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You can view the event in the Debug window (see Enabling the Debug window).
0 0 X

47 John Reed str.

& @ oo

Debug window
| Clear | ‘ Colors | | Filter | [#] Apply filter [] Use regex

React : VIDEOSRY_M|1|DEACTIVATE|__slave_id <WIN-ONGRC 3HKQFG >, panel_active< > user_jd<>

React : VIDEQOSRV_M|1]|ACTIVATE|__slave_id <WIN-ONGRC3HKQFG = panel_active <> user_id<>

Event : VIDEQSRY_M|1|0BIECT_SELECTED |slave_id <WIN-ONGRC3HKQFG >, fraction <424 = owner <WIN-ONGRC 3HKQFG =, 0bj_id <550017=,module <videosrv_m.run=,ohj_name < 10 Green spruce dr. >, date < 18-02-22 =, guid_pk<{E2EFAC

Event : VIDEQSRY_M|1|0BIECT_SELECTED |slave_id<WIN-ONGRC3HKQFG > fraction <844 = owner <WIN-ONGRC3HKQFG =, obj_id <5500 16 = maodule <videosrv_m.run=,obj_name <47 John Reed str, = date <18-02-22> guid_pk<{21C73ADI

React : VIDEQOSRY_M|1|DEACTIVATE|_ slave_id <WIN-ONGRC3HKQFG =, panel_active <> user_id<>

React : VIDEOSRV_M|1|ACTIVATE|__slave_id<WIN-ONGRC3HKQFG =, panel_active <> user_id<>

Event : VIDEQSRY_M|1|OBIECT SELECTED |slave_id <WIN-ONGRC3HKQFG >, fraction <66 1>, owner <WIN-ONGRC 3HKQFG =, 0bi_id <550017=,module <videosrv_m.runz,obj_name <10 Green spruce dr. >, date <18-02-22=,guid_pk<{542353
+ VIDEQSRV_M|1|OBIECT _SELECTED |slave _id <WIN-ONGRC3HKQFG >, fraction< 77>, omner <WIN-ONGRC3HKQFG > 0bj_id <5500 16 > module <videosrv_m.run=,obj_name <47 John Reed str. > date<18-02-22 =, guid_pk<{502358E8

When you select one object and successively click different alarm buttons, the OBJECT_SELECTED event is not re-sent, it will be
sent only if you select a different object.

This feature can be used to create various scenarios using scripts, for example, to display an object scheme when it is selected in
the ATM Monitoring interface object. In this scenario, the operator selects an object in the ATM Monitoring interface, and a pre-
created diagram or map of the selected object is displayed on another monitor. Objects are visualized using scripts; for this, the
OBJECT_SELECTED event from the VIDEOSRV_M object is processed.

When you select an object on the Log Panel (see Selecting an object on the Log Panel), the event is sent to Intellect in the similar
way.

2.6 Ignoring objects

Objects (i.e. their corresponding objects in the software) that do not currently require monitoring can be put in the "ignore list".
These can include objects that are in the system but have not been made operational yet or are under maintenance.

Objects in the ignore list are not visualized on the control panel or the Log panel. These objects are ignored in system reports.

To add an object to the ignore list, hold the Shift key and left-click one or more objects. The objects are outlined in blue.

10 Green spruce dr. 47 John Reed str.

e I | e I |
= ()| m [ (@)

Then click the button ("Ignore/Analyze").

I,
To view the ignore list, click the button ("Show ignored objects"). To remove objects from the ignore list, use the same
technique.

2.7 Processing alarms

2.7.1 Acceptingan alarm

Alarm indicator badges both indicate information and allow performing actions.

1. Information: If an alarm occurs, the badge becomes red; if confirmed by the operator, it becomes pink, and when the
alarm ends, the badge becomes inactive again.

Control panel - 9
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2. Actions: The operator can click the badge to get details on the device or event.

If a camera at an object becomes inoperative, the indicator badge for the Cameras alarm group becomes red.

10 Green zpruce dr.

To get detailed information about an alarm, click the corresponding graphic indicator. The Reaction to alarm window opens.
The title bar of the window contains the name of the object and its ID number.

k=1 faulty -1

Alarm date - End x| Caonfirrn x| Alarm type - Device - Date of processing » | Comment
e L LT I T

Comment: £
| LTI s

In the Alarm date field there is the time when ATM-Intellect Workstation had recorded the alarm from ATM-Intellect Pro into the
database. This is not the time when the alarm appeared on the ATM-Intellect Pro. More info see on data transmission as given in
section Appendix 1. Data update periods summary

The Alarm type field contains the name of the alarm situation. The Device field details the device or event.

If you select the Confirm check box in the Reaction to alarm window, the background of the indicator on the control panel
changes from red to orange and a value is automatically added to the Processing date column.

47 John Reed st

2 ) oo

-; A )

Note that the Processing date column will contain not the current computer time, but the current update time (see the Current
Update Time section) stored in the database. This ensures that the operator cannot roll back the system time to confirm the
alarm with a different time.

() Note

When viewing the Cameras alarm group, the Reaction to alarm window will also display a line with the camera
statistics of this object.

If the Non-empty Comment field option is enabled in the settings of the ATM Monitoring object, an alarm situation is not closed
until the operator leaves a comment on the alarm situation and/or the operator's actions. The alarm is automatically closed if the
alarm cause goes away, such as if the connection was disrupted and then restored.

Control panel - 10
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Alarm date
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v || Date of pracessing * || Comment

If there are many alarms, the Reaction to alarm window displays only up to 10,000. To view the remaining events, use the

navigation buttons in the upper-right corner.

Reaction to alarm: 10 Green spruce dr. (550017}

1001 M oW«

Alarm date x| End v || Confirm | =|| Alarm type ~||Device

19.06.2018 13:34:03

19.06.2018 13:34:04

Owerheat sensor signal

Cherheat sensor

v || Date of processing v || Comment

19.06.2018 13:34:13

19.06.2018 13:34:14

Cefault P restart

PC

19.06.2018 13:34:25

19.06.2018 13:34:26

“ibration sensor signal

Wibration sensor

19.06.2018 13:34:53

19.06.2018 13:34:54

Add. sensor signal

Add. sensor

19.06.2018 13:35:03

19.06.2018 13:35:04

Owerheat sensor signal

Crheerheat sensor

19.06.2018 13:35:13

19.06.2018 13:35:14

Lock sensor signal

Lock

20.06.2018 16:36:17

20.06.2018 16:36:18

Ciefault PC restart

Carnment:

Alarm indicator badges both indicate information and allow performing actions.

1. Information: If an alarm occurs, the badge becomes red; if confirmed by the operator, it becomes pink, and when the

alarm ends, the badge becomes inactive again.
2. Actions: The operator can click the badge to get details on the device or event.

If a camera at an object becomes inoperative, the indicator badge for the Cameras alarm group becomes red.

1 D.Gréén Sﬁr_umlé.dr.-

To get detailed information about an alarm, click the corresponding graphic indicator. The Reaction to alarm window opens.

The title bar of the window contains the name of the object and its ID number.

Control panel - 11
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¥ | Confirm v | Alarm type v || Device v Date of processing | Comment

O Cemeraoft  Camerad

In the Alarm date field there is the time when ATM-Intellect Workstation had recorded the alarm from ATM-Intellect Pro into the
database. This is not the time when the alarm appeared on the ATM-Intellect Pro. More info see on data transmission as given in
section Appendix 1. Data update periods summary

The Alarm type field contains the name of the alarm situation. The Device field details the device or event.

If you select the Confirm check box in the Reaction to alarm window, the background of the indicator on the control panel
changes from red to orange and a value is automatically added to the Processing date column.

47 John Beed str.

) DR oo
i & ()

Note that the Processing date column will contain not the current computer time, but the current update time (see the Current
Update Time section) stored in the database. This ensures that the operator cannot roll back the system time to confirm the
alarm with a different time.

() Note

When viewing the Cameras alarm group, the Reaction to alarm window will also display a line with the camera
statistics of this object.

If the Non-empty Comment field option is enabled in the settings of the ATM Monitoring object, an alarm situation is not closed

until the operator leaves a comment on the alarm situation and/or the operator's actions. The alarm is automatically closed if the
alarm cause goes away, such as if the connection was disrupted and then restored.

Reaction to alarm: 10 Green spruce dr. (550017) >

Alarm date x| Confirm x| Alarm type ~ || Date of processing || Comment

Camment:

aifiriil (=i Tl Ceirilrrm=el=|
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The Reaction to alarm window displays no more than 10,000 alarm events; to view other events, use the navigation buttons in
the lower right corner.

Reaction to alarm: 10 Green spruce dr. (550017} i i}

1001 M«

Alarrm date

p '

x| End v || Confirm | =|| Alarm type ~||Device v || Date of processing v || Comment

19.06.2018 13:34:03

19.06.2018 13:34:04

Owerheat sensor signal

Crherheat sensor

19.06.2018 13:34:13

19.06.2018 13:34:14

Cefault P restart

BT

19.06.2018 13:34:25

19.06.2018 13:34:26

“ibration sensor signal

Wibration sensor

19.06.2018 13:34:53

19.06.2018 13:34:54

Add. sensor signal

Add. sensor

19.06.2018 13:35:03

19.06.2018 13:35:04

Owerheat sensor signal

Creerheat sensor

Lock
FC

19.06.2018 13:35:13
20.06.2018 16:36:17

19.06.2018 13:35:14
20.06.2018 16:36:18

Lock sensor signal
Default FC restart

Carmment:

i ] BT

2.7.2 Accepting several similar alarms
To accept several alarms, or all alarms of an object, or all alarms of all objects, simultaneously, do the following:

1. Click the corresponding graphic indicator. The Reaction to alarm window opens.
Reaction to alarm: 47 John Reed str. (550016)

¥ || Device

FC

Yibration sensor
Yibration sensor
Yibration sensor
Yibration sensor
V|brat|0n sensar

*||End ¥ || Canfirm ¥ || Date of processing| > | Comment
18.06.2018 15:49:55
16.06.2018 16:04:21
16.06.20158 16:07:19
18.06.2018 16:07:29
16.06.2018 16:52:00

19.06.201813:33:07 |

¥ || Alarm type

Default PC restart
Vibration sensor signal
Vibration sensar signal
Vibration sensor signal
Vibration sensor signal
Vibration sensar signal

I [ =f=ult PC restart
| O |Vibration sensor signal Vibrationsensor || |

Alarm date

18.06.2018 15:49.54
18.06.2018 16:04:20
18.06.2018 16:07:18
18.06.2018 16:07:28
18.06.2018 16:51:59
19 06.2018 13:33:06

19.06.201813:3424 |19.06.201813:3425 |

19.06.2018 13:35:05  |Testalarm

HIEIEIEIEIHEI

Group con

: Confirmed all

Confirm selected Canfirm

2. To accept several similar alarms, proceed as follows:
a. Select several alarms from the list in one of the following ways:
i. Use the left mouse button and the Ctrl or Shift key.
ii. Right-click on the list and click Select all item in the menu.
- End -

18.06.2018 15:49:55

Alarm date

18.06.2018 15:49:54

18.06.2018 16:04:20

18.06.2018 16:07:18
b. Fillinthe Comment field if it is required
c. Click the Confirm selected button.

3. o accept all alarms of an object, click Confirm. A dialog box displays to confirm the action. Click OK.

Cancel
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4, o accept all alarms of all objects, click Confirm all. Adlalog box displays to confirm the action. Click OK.

(@ Note.

If comment is required but the Comment field is empty, the Confirm selected, Confirm and Confirm all buttons are
inactive.

Accepting several alarms is completed.

2.7.3 Additional information on alarms

For more information on current alarms for an object, left-click the object name.

L2

47 John Beed =tr.

¥ & @ oo

= (@

The Error decoding window opens.

Error decoding: 47 John Reed str.
| |Beginning End Duration Reason, device From 19.06.2018 14:17:55 to 20.06.2018 16:51:22 dow...

#19.06.2018 14:17:55 20.06.2016 16:36:37 |1 02:18:42

20.06.2018 16:44:38 20.06.2016 16:46:37 |0 00:01:59 Software error (Basic software
~20.06.2018 16:51:04 20.06.201816:51:22 |0 00:00:18 Mo connection with object (192

Alarms that occur for different reasons can overlap and form overall alarm periods at the object. They are shown in the table in
gray. If the alarm is still ongoing, the End column is empty.

If there are many alarms, the Error decoding window displays up to 200 alarm situations. To view the remaining events, use the
navigation elements and View events after option in the lower-right corner.

2.7.4 Types of alarms

The table lists all types of alarms that are registered by the monitoring system by default. For the Communication channel alarm
group, if ATM Intellect Pro connects to ATM Intellect Workstation over TCP/IP and has connected at least once, the Device field
displays the IP address of the object.

Alarm group Alarm type Device Comments
Communication No connection with object Communication channel ATM Intellect Pro connects to ATM Intellect Workstation
channel in client mode.
No connection with Local video system ATM Intellect Pro connects to ATM Intellect Workstation
monitoring agent in server mode.
Device Disk failure 101: Disk name The Intellect settings specify the disks to which the

video archive is written. This alarm occurs when one of
these disks does not exist or has an invalid type. Valid
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Alarm group

Video system software

Alarm type

UPS signal

Software error

Device

102: Disk size

103: VIDEO folder

104: Number of disks=0

105: Disk error

1000:
1001:
1002:
1003:
1004:
1005:
1006:
1007:
1009:
1013:
1014:
1015:
1016:
1102:
2000:
2001:
2002:

2003

2004:
2007:
3000:
3001:
3002:
3003:

3004

3016:

3107

PowerChute started
PowerChute stopped
Connection restored
Power restored
Self-test passed
Administrative shutdown
Shutdown cancelled
Battery discharged
Battery replaced
Allowable restart

RTC started

RTC finished
Shutdown in progress
Normal temperature
Power turned off
Shutdown completed

Low power

: Low battery

RTC aborted

High power
Connection lost
Restart

Self-test failed
Battery discharged

: Battery connection lost

Replace battery

: High temperature

Basic software

Basic software (Video)

Registry

Operator's Guide

Comments

disk types include internal and external disks,
removable disks, and network disks.

Error calculating free disk space.

No VIDEO folder.

There are no disks selected in the Intellect settings for
video archive recording.

An unknown disk error from ATM Intellect Pro.

intellect.exe process terminated.

video.run process terminated or frozen.

Registry does not have data required for ATM Intellect
Pro to function.
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Alarm group

Archive size

Cameras

Fire and security alarms

®

Alarm type

Archive size too small

Camera off

Vibration sensor signal

Signal from sensor Lock

Signal from overheat sensor

Signal from additional sensor

Signal from additional sensor

Scheduled computer restart

Unscheduled computer restart

Note.

Device

Database

Archive 1

Archive N

Cameral

Camera N

Vibration sensor

Lock

Overheat sensor

Additional sensor

EXP. SENSOR. SENSOR

Computer

Computer

Operator's Guide

Comments

Error connecting to Intellect database.

Storage capacity requirements are not met for camera
(see Info on archives).

Camera is not working: there is no signal from camera
or the connection is lost

Four sensors (relays), whose names cannot be changed
in ATM Intellect Pro: they should be used in accordance
with their names ("Vibration Sensor", "Lock", etc.)

12 sensors (relays), whose names can and should be
customized in ATM Intellect Pro, since this name is
displayed in the Device column. By default, the string
"EXP. SENSOR" is displayed in this column.

Windows was properly exited before computer restart.

Windows was not properly exited before the computer
was restarted (power was interrupted).

Periods of information updating in the interfaces can vary for particular alarm types - see Appendix 1. Data update

periods summary.

For the Access Control and Detectors alarm groups, no data is sent from ATM Intellect Pro.

There are two types of alarms that are tracked by the monitoring system by default:

1.
2.

Long;
Short.

Long alarms have a beginning and an end: "Camera off"/"Camera on", "No connection with object"/"Connected to object".

Short alarms do not have a duration. They only inform about an event, for example, "Vibration sensor triggered" or "Scheduled
computer restart", and are not included in the quality measurements for the system.

For short alarms, the End field is immediately filled with the time of the alarm plus one second. Confirmed short alarms are
displayed on the control panel for ten minutes.

The following types of alarms are long:

1.

2.
3.
4

No connection with object.

No connection with monitoring agent.
Disk failure.

Software error.
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5. Archive size too small.
6. Camera off.

2.7.5 The number of alarms displayed

The number of objects displayed on the Control Panel is determined by the current filter if it is activated by clicking the filtering

Y

button ("Enable/disable filter"). The first combo box sets condition for filtering by alarms, failures, presence or absence of
connection; the second combo box sets the condition to "Show only objects that have errors in the last..."; the third combo box
sets the condition "Only objects with errors lasting longer than...".

15 min

30 min
1 haour 5 rmit
10 tnin
30 rmin
C e 1 hour
Disconnected 3 E hours

The upper-left corner contains information about the number of objects, out of the total number, that are displayed on the
Control Panel after clicking the filtering button.

() Note.

If Alarms, Failures or Disconnected filter is enabled, rates are not calculated - see also Status bar.

2.8 Viewingvideo data on alarms

2.8.1 Indication of video data presence
In ATM-Intellect software, the alarms from sensors can be followed by video data, such as video clips and video frames.

If there are video data loaded, but not viewed yet, the name of the object on the Control panel is colored in yellow.

47 John Beed =t

¥ & W oo

m f (@)

2.8.2 Viewingvideo data

To view all received video data, select the Video data item in the object context menu.

() Note.

By selecting the appropriate ATM-Intellect settings (see Setting up the reaction on receiving images and clips), snapshots
and videos can be automatically opened as soon as they are received.
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YWideo data

Wideo image playback

b enu...

The Video data dialog box opens. The information on video data is displayed in this dialog box. This dialog box also provides
function to cancel data downloading, if it is has not been completed yet, using he Cancel loading button.

[ video data: 47 John Reed str. (550016) j
3 M« 4 > » W (:) +r Y Cance q Corfirm Caonfirmed all

Alarm date * |»

MName > | Device ¥ || Status > | Viewed 2
Alarm date : 18.06.2018 16:04:20
|Vibrati0n sensar signal |Vibrati0n SENsOr |Downloading
Alarm date : 18.06.2018 16:07:18
|Vibrati0n sensor signal |Vibrati0n sensor |D0wn|0aded
b ‘Alarm date : 18.06.2018 16:07:28
Yibration sensor signal  [Vibration sensor

not egual Deleted) Configuring..

(4
To force an update of the information in the Video data dialog box, click the .

To open the loaded video data right-click in the row corresponding to required data and select the View item. If the data
download is not completed, this item is inactive.

Mame T || Device T || Status T || Yiewead -
Alarm date - 18.06_ 2018 16:04:20

|‘~fibrati|:|n sensor signal |\fibrati|:|n SEnsor |annluading |
Alarm date - 18.06.2018 16:07:18

Yibration sensor sighal [ mara— Downloaded

Alarm date : 18.06.2018 16:07:28

, - - Wi all
|‘*-f|brat||:|n sensar signal |‘\r’

|Duwnluaded |

-

When the View item is selected, a video frame is opened with the <Intellect installation
directory>\Vhost\SYSTEM\JPEGViewer.exe utility, and a video clip is opened with Axxon Player utility. Video data status changes to
Data viewed and in the Viewed column the date of viewing is displayed.

If video data export fails, then there is the Archive export error message in the Status column.

Mame ~ | Dewvice > | Status > | Wiewed =
Alarm date : 2/10/2015 10:21:16 AM
|Vibrati0n sensor signal |‘v‘ibrati0n sensar |Archive export error |

To cancel download of Downloading or Archive export error data click Cancel loading. After that, the status of the video data
becomes Download cancelled by user and it is not displayed in the list if default filter is enabled (see Setting up video data list
filter).

To mark all object's video data as viewed, click Confirm. To mark all video data of all objects as viewed, click Confirmed all. A
dialog box for action confirmation for one or all objects is shown. Click OK to confirm.

wideo dat:

Cancel Cancel
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As a result, the name of the object stops being of yellow color. Status of all video data changes as follows and they are not
displayed in the list of video data if the default filter is enabled (see Setting up video data list filter).

« Downloaded to Viewed
+ Archive export error to Download cancelled by user

2.8.3 Video data grouping setup

By default, video data are grouped by alarm time. If necessary, it is possible to set video data grouping by other parameters. To
do so, in the context menu of a column, by which one need to group the data, select Group by field.

MName ¥ Dev 41 Ascending > | Viewed i
Alarm date : 18.06.2018 16:07:18

|Vibrati0n sensar signal |Vib|
Alarm date : 18.06.2018 16:07:28

%l Descending

\Without sort |

b

| |\f’ib| =4 Group by field |
Alarm date : 18.06.2018 16:51:59 ’E Grouping
Wikration sensor signal  |Yiki E Footer
E Lower grouping panel
@ Tree of groups
i Best width

Best width all columns

Fixed columns
Fix column

Input string

Group headings

Search for substring (Ctrl+F/F3)
Select visible columns (F5)
Select font

Export

Data will be grouped by selected field. In the upper part of the dialog box the fields by which the video data are grouped are
displayed - a grouping area. To view this area one can also select the Grouping item in a column context menu.

Mame /| =
CcHOE kdain
Alarmdate  |* | Device T | Status - |Viewed -
Mame : Yibration sensor signal
18.06.2018 16:51:%ibration sensor Download pending
M 18.06.2018 16:07:%ibration sensor Downloacded
18.06.2018 16:07:|%ibration sensor Downloaded

To cancel grouping by a field, right-click on it and select Remove from grouping.
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Mame /|=
o Status it %—I Ascending

Zl 2

4+ Descending

CcHoEt _
Without sort

Alarm date

Mame : Vibration sensor s — Remove from grouping
Status : Download pen | Grouping
18.06.2018 16:51 = Footer

»  iStatus : Downloaded

=] Lower grouping panel

18.05.201815:0?@ e TR 5
18.06.2018 16:07

F Bestwidth

Best width all columns

Fixed columns

Fix column

Input string

|7 Group headings
Search for substring (Ctrl+F/F3)
Select visible columns (F5)
Select font

Export

2.8.4 Setting up video data list filter

Operator's Guide

By default, in the Video data dialog box the data are not displayed, which has been viewed or for which downloading has been
canceled by a user. To display all the video data, unset the checkbox in the lower left corner of the Video data window.

It is also possible to setup the filter for video data displaying. To open the filter setup dialog box, in the Video data dialog box

click Configuration... or 5= . The filter creator dialog box opens.

= Filter creator, - [untitled.flt]

AMD <root>

------ IZI Status does not equal Viewed

D Status does notequal Download cancelled by user

| press button to add & new condition

s

| Open || Bave. | | ok [ ciose || epy

When configuring the filter, one may need to perform the following operations:
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1. Add a condition or subcondition. To add a condition click the press button to add a new condition button orin the filter
menu click the corresponding item. The condition menu opens by clicking the ... or Filter.

m ARD €rootr
IZI Status  does not egual Yiewed

------- I:l otatus does notequal Download cancelled by user

Add condikion
Add subcondition

new condition

Remove condition

N

Remove a condition. To remove a condition, click the corresponding item in the condition menu.
3. Select a logical function for combining conditions. A drop-down list for selecting the logical function opens on the left-
click on the logical function.

AND <root
DDH : les not equal Yiewed

- MOT ANDas not equal Download cancelled by user
D NSl —— g

press button to add a new condition

4. Select a field for comparison. A drop-down list for selecting the field for comparison opens on the left-click on the field
name.

AND <roots

B I:I Status! does notequal Download cancelled by user

Alarm date
Mame

Ao a new condition

Dewvice

5. Select a method of comparing. A drop-down list for selecting the method of comparing opens on the left-click on the
method name.

AMD <root»

------ III Status does notequal Wiewed

i Status similarto; Download cancelled by user

less e
press buttol less or equals dition

maore

friore ar eiuals

not similar to
empty

nat ermpty
between

not between

in array

notin array h

6. Select a value for comparing with. A way to select the value depends on the field type. For example, a date can be set
using a calendar, a name can be entered in a field, etc.
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SO <rootr
------ I:I otatus  does not equal Wiewed
- I:I Alarm date eguals A v
| press buttan to add a nes| ¢ April - » 42014 »
S M TW T F B
1 2 3 4 5

B 7 8 3101112

13 14 15 16[17]18 19

20 21 22 23 24 25 28
27 28 29 30

lTDday] ’ Clear ]

MO

<root

I:I otatus  does not egual Wiewed

....... I:I Marme inarray [ <emphys |

| press button to add a new condition |

After completing settings, the filter can be saved to a file with the .flt extension by clicking the Save... button. This file can then be
opened using the Open button.

2.9 Eventlog

To view all events recorded in ATM-Intellect, click the [:ﬂ button (Event log). The Event log window opens.

Event log

() Note.

Alarm date ~||End - MName v Region v | District » | City ~ | Confirm ~ || Alarm type ~||Device

» 550016 |6/17/2019 7:23:30 P 47 John Reed str. O Mo connection with object| 192.168.1.3
BE0016 |6/3/2019 8:08:51 P 47 John Reed str. Ohbjectdisarmed Detector
BR0016 |6/3/2019 8:08:46 P |6/3/2019 8:08:47 Ph 47 John Reed str. Detections Attention! Service personnel are workin
550016 |6/3/2019 8:01:27 PM  |6/3/2019 8:01:28 PM |47 John Reed str. Detections Armed object (Card: 4567 (User 17)
BRO016 |6/3/2019 7:65:21 Ph  |6/3/2019 8:01:31 Pk |47 John Reed str. Ohjectdisarmed Detector
BEO016 |6/3/2019 7:65:19 Pk |6/3/2019 #6520 Pk |47 John Reed str. Detections Attention! Service personnel are workin
ER0016 |6/3/2019 7:53:15 PM  |B/3/2019 7:53:16 PM 47 John Reed str. Detections Armed object (Card: 4567 (User 17)
BROOTE |B/3/2019 7:62:31 P |6/3/2019 7:63:21 P |47 John Reed str. Object disarmed Dietector
550016 |5/28/2019 3:43:46 PM  |6/3/2019 7:52:21 PM 47 John Reed str. Mo connection with object| 192.168.1.3
BEO016 |5/28/2019 3:43:36 Ph  |6/3/2019 7:52:21 Ph 47 John Reed str. Software errar Basic software
BRO016 |5/26/2019 3:31:13 Ph | 5/258/2019 3:33:23 PM |47 John Reed str. Software error EBasic software
5_5001 B |5/28/20191:03:43 Prd 3 B/28/20191:06:29 PM |47 Johnﬁeed str. Software errar Basic software (Video) w
| mn | >
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If the Owner Panel is in use, then events from the objects that belong to the owner selected on the Owner Panel are
displayed in the Event log window. To view the events from all system objects, call this window on the Owner Panel -
see Viewing Event log for all objects.

You can sort the table by any column or filter any column. By default, it is sorted by Alarm date descending, i.e. the newest events
are in the top of the list.

2.9.1 Viewing comments

If an operator left a multiline comment when closing an alarm, only the first line will be visible in the Event log window, in the
Comment column.

To view the entire comment, left-click the "up" and "down" arrows in the cell.

e
Date of processing | Comment x|[!

The engineeris :I

2.9.2 User who accepted alarm

By default, all alarms accepted by the operator are recorded under the Admin user. If there is a user created in the Intellect
settings panel, in the Users tab, who has certain rights, when the operator starts Intellect under this user's account all confirmed
alarms will be recorded under the user's name.

2.9.3 Period of events viewing

By default, alarm situations for the last 24 hours are displayed. To view events for any other period, set from and to date and
time in the Date/Time group, then click Search. If there are more than 10,000 events, use the navigation buttons to view them.
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-

D

Alarm date

- End

- Marme

Event log

- Region | District = City|~ | Confirm | » | Alarm type

-

Device

550016

5/268/2013 1:03:43 Pt

(@) Note.

B/28/20191:06:24 PM

47 John_ﬁeed str.

» BRON16 |B/17/2018 7:23:30 PM 47 John Reed str O Mo connection with ohject| 192 168.1.3
BE0016 |6/3/2019 8:08:51 P 47 John Reed str. Ohbjectdisarmed Detector
BR0016 |6/3/2019 8:08:46 P |6/3/2019 8:08:47 Ph 47 John Reed str. Detections Attention! Service personnel are workin
550016 |6/3/2019 8:01:27 PM  |6/3/2019 8:01:28 PM |47 John Reed str. Detections Armed object (Card: 4567 (User 1))
BRO016 |6/3/2019 7:65:21 Ph  |6/3/2019 8:01:31 Pk |47 John Reed str. Ohbjectdisarmed Detector
BEO016 |6/3/2019 7:65:19 Pk |6/3/2019 #6520 Pk |47 John Reed str. Detections Attention! Service personnel are workin
ER0016 |6/3/2019 7:53:15 PM  |B/3/2019 7:53:16 PM 47 John Reed str. Detections Armed object (Card: 4567 (User 17)
BRO016 |6/3/2019 7:62:31 Ph |B/3/2019 #:53:21 Ph 47 John Reed str. Ohbjectdisarmed Detector
550016 |5/26/2019 3:43:46 PM |6/3/2019 7:52:21 PM 47 John Reed str. Mo connection with object| 192.168.1.3
BEO016 |5/28/2019 3:43:36 Ph  |6/3/2019 7:52:21 Ph 47 John Reed str. Software errar Basic software
BRO016 |5/28/2019 3:31:13 P |5/28/2019 3:33:23 P | 47 John Reed str. Software errar Basic software

Software error

Basic software (video) v

You can change the maximum number of events displayed in the Event log without navigation buttons using the

MAXRECORDSONPAGE registry key (see Registry Keys Reference Guide).

2.9.4 Event log export

To save the contents of the Event log to a file in a particular format, right-click the header of any column in the Event log window

and select the corresponding item in a context menu.

Event log

D

- || Alarm date
|550016|25.06.2018 11:49:40

x| End
26.06.2018 11:43:41

BE0017|26.06.2076 11:49:40

26.06.2018 11:43:41

1560016 |25.06.2015 14:50:20

jadlf) %¢ Ascending
i E¢ Descending
Without sort

- | District |~ City

|BB0017|26.06.2076 14:60:20

50017 (25.06.2018 14:50:20

|B50017|26.06.2076 14:60:20

‘=, Group by field
==
Grouping

- -] Footer
- =] Lower grouping panel

550016

25.06.2018 18:30:34

|550017

25.06.2018 18:30:34

] i Best width

Best width all columns

Fixed columns
Fix column

Group headings
Search for substring {(Ctrl+F/F3)
Select visible columns {F5)
Select font

t

Export to HTML
Export to Excel
Export to XML
Export to text file

2.9.5 Configuring the event log columns position

You can select the Best width all columns command in a context menu. When chosen, this command sets the width of all
columns to the minimum necessary to display the longest entry in the column.
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ID | r Alarm date x| End i |%l Ascending z
BEO0TE|25.06.2018 17:49:40  |25.06. 2018114941 |+ 2| poccanding b |
BE0017 |25.06.2018 11:49:40 25062018 11:49:41  |© ithout sort

550016 |25.06.2018 14:50:20
550017 |25.06.2018 14:50:20

=, Group by field -
1 | — ] .
Grouping -

" | Footer .

- = Lower grouping panel

550017 |25.06.2018 14:50:20

550017 |25.06.2018 14:50:20
550016 |25.06.2018 18:30:34 . =il Best width
550017 |25.06.2078 15:30:34 1 e th all columns
Fixed columns
Fix column

Group headings
Search for substring (Cirl+F/F3)
Select visible columns (F5)

Select font
Expart
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If not all columns fit in the visible area of the Event log window, a scrollbar becomes available. During scrolling, some columns
that should always remain visible (such as alarm date and processing date) are shifted. To fix these columns, in the context menu,

select Fix column.

The order of columns in the Event log can be changed as well. To do so, left-click the header of the column that you want to

move and drag it to the new location.
2.10 Referenceinformation

2.10.1 Viewing reference information

ATM Intellect maintains reference information about all objects. To view this information, click the Reference guides button and

select the Monitoring objects menu item.
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Ohject

10 Green spruce dr.

o

ice providers
Cornrmunication channelz

Ohbije

@ * Y| Fier

D [~ Objecto|v||Name ~| Lacation |~ Region E|District i [~ |=||Entei[ = || Remov =] Status =]
5h0017 2|10 Green sprun 10 Green spru 18.06.20
550016 1|47 John Reed 47 John Reed 15.06.20

2.10.2 Editing reference information

Double-clicking an entry opens a Record dialog box, in which you can enter reference information for the object.
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) 10 Green spruce dr.
BR0M 7
10 Green spruce dr.

N 15.06.2018 15:0151

lutiar

W 3

Values are offered for some of the fields but not for others. This means that the reference is empty and must be filled in (see
Filling in reference information).

K

of connection with ohject

5232

L ToRP

N o5

| = 4

2.10.3 Filling in reference information

Tofillin reference information, click the Reference guides button and, in the window that opens, select the corresponding
reference: for example, Owners.
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tanitaring object:

& T H yyLel

The window to edit the guide opens.

| E-mail || Owmer [+| Contacts || Telephones

Operator's Guide

To add an entry, click the Insert record button and enter a value. Then click the Save button.

||| Telephones

Mowners
=

Any reference can be edited in a similar manner.

You can then fill in the corresponding field with new value.

[:]'III'III' Ner b
boscow subsidiany

X i
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2.10.4 Column context menu in the Monitoring objects window

If you right-click the header of any column in the Monitoring objects window, a context menu appears, which allows performing
various actions similar to the ones for the Event log (see Event log export and Configuring the event log columns position).

> |Objecto = - District

El Ascending

| El Descending
ER0016 1| Without sort

=4 Group by field
|— | *
Grouping

Q Footer
= Lower grouping panel

#l Best width
Best width all columns

Fixed columns

Fix column

Group headings

Search for substring (Ctrl+F/F3)

Select visible columns (F5)

Select font

——

Export to Excel
Export to XML
Export to text file

2.11 Viewing live and archive video from objects
You can view both live video and archives from objects on the Control Panel:

1. Viewing video from a specific camera.

Viewing video from all cameras created at the ATM-Intellect Pro.

Viewing video from all cameras of the selected Surveillance Object.

Creating user layouts and playing back video from selected cameras added to the Surveillance Object.

Mo

Note.

©

Information on how to select cameras for live video and archives playback on the Control Panel can be found in
Configuring video cameras list section.

To select the mode for viewing live video and archive, right-click the area with object name.

A context menu will appear with the Video image playback item, in which you can select:

« Camera name for viewing video from a separate camera;

+ All cameras to view video from all cameras created on the ATM-Intellect Pro side;

+ All cameras of Surveillance Object to view video from all cameras of the selected Surveillance Object;
« Displays to select a user layout.

Find more details on how to play back video image in the corresponding sections.

(@ Note

+ The All cameras menu item is available if the user has no restrictions on viewing some cameras —
see Configuring the ATM Monitoring object.

« The All cameras of Surveillance Object menu item is available if the Viewing live video from all cameras
(add.) option is enabled in the ATM Monitoring interface object setting.
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« The Video image playback menu item is available only for objects that have connected to ATM Intellect
Workstation software for the first time. Before that, this menu item may not be displayed.

47 John Reed =tr.

Yideo data

b enu. ..

The list of cameras will match the list of cameras enabled in the settings for the object. Camera names in the context menu as
well as IDs specified in the square brackets correspond to those on the ATM-Intellect Pro.

If the ATM-Intellect Workstation software have the corresponding setting, then when the camera is selected for viewing live video
the warning will be displayed saying that transmission of video can create critical load on the channel. If it is really necessary to
view live video, click OK in the Warning dialog box. To cancel viewing live video, click Cancel.

A Attention!

It is possible to restrict the Operator’s access to the camera's functional menu and its items, to the CamMonitor
buttons, and to the CamMonitor control via the keyboard and mouse (for details, see Registry keys reference guide, for
details about working with the registry, see Working with Windows OS registry).

2.11.1 Playing back live video and archive from a specific camera

To play back live video and archive from a specific camera select the name of corresponding camera in the Video image
playback menu of the Control Panel or Log Panel (e.g. see Viewing live and archive video from objects).

After you select a camera, a dialog box appears; video should appear in it after a few seconds.
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| 1 |I:Z.arr|Eer-51

The title bar displays a description of the object, camera number, and camera ID in brackets. Archive access is available through
the usual methods used in Intellect.

() Note

« Toview live video in the full screen mode, double-click on it. To exit the full screen mode and restore video
mode, double right-click on the video. For details on working with surveillance windows and archives, see the
document, see the Intellect software package. Operator's guide.

» When viewing live video, the frame rate can be limited by the settings of the ATM Monitoring interface object
(Video stream speed parameter) - see Configuring the ATM Monitoring object.

(@ Note

+ By default, the video clips are exported to the <Intellect installation directory>\export folder. To change the
folder for the exported video clips, specify the required path in the StreamViewerExportPath registry key (for
details, see Registry keys reference guide. For details on working with the registry, see Working with Windows OS
registry).

+ By default, the StreamViewer live video viewer runs with normal (medium) priority. To lower the priority, change
the value of the StreamViewerLowestPriority registry key (for details, see Registry keys reference guide. For
details on working with the registry, see Working with Windows OS registry).

19=14=59
19=15:19
19:16:49
19:17:09

19:19:02
19:19:56
19:20:29
19:20:50
19:27:18

19:22:37
19:24:07
19:24:20
19:25:26
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2.11.2 Viewing live video and archive from all cameras created at the ATM-Intellect Pro

To play back live video and archive from all cameras created at the ATM-Intellect Pro select the All cameras item in the Video
image playback menu (see Viewing live and archive video from objects).

(@ Note

The All cameras menu item is available if the user has no restrictions on viewing some cameras — see Configuring the
ATM Monitoring object.

As a result the dialog box with viewing tiles for all cameras created on ATM-Intellect Pro appears.

Use the E button in the bottom right corner of the viewing tile to enter the archive mode and the E button to exit the
archive mode.

< > EH I »

Live video and archive playback control functions are the same that those used in the Video monitor in Intellect. One can switch
between viewing tiles as well as start manual and auto paging. Find details on these functions in Intellect software package.
Operator’s Guide. The latest version of this document is available in AxxonSoft documentation repository.
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2.11.3 Viewingvideo from all cameras of the selected Surveillance Object

& mportant!

To be able to view video from all cameras of the selected Surveillance Object, it is necessary to set the Viewing live
video from all cameras (add.) checkbox when configuring the ATM Monitoring interface object (for details, see
Configuring the ATM Monitoring interface object).

To view video from all cameras, it is necesary to select the All cameras of Surveillance Object item in the object's Video image
playback context menu (see Viewing live and archive video from objects).

Yideo data

9 Q m e 3 Screens
[ AR

L G I

&l cameras

E b er...

As a result the dialog box with viewing tiles for all cameras of the selected Surveillance Object will be displayed.
|7%] 47 John Reed str. - All cameras of sunveillance ob;

EEEE >

Use the E button in the bottom right corner of the viewing tile to enter the archive mode and the E button to exit the
archive mode.
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[#] 47 John Reed str, - All cameras of s S O S S - = §

MEE R <>
L O S O T T N W A L/ 500

<4 > E Il »

Live video and archive playback control functions are similar with the ones used in the Video monitor in Intellect, except it is not
possible to switch between viewing tiles and start manual and auto paging. Find details on these functions in Intellect software
package. Operator’s Guide. The latest version of this document is available in AxxonSoft documentation repository.

2.11.4 Playing back live video and archive from selected cameras

2.11.4.1 Creating, editing and deleting layouts

On the page:

+ Creating layout

« Adding camera to
layout

+ Deleting layout

Layout represents the list of cameras the user can select on the Control Panel or Log Panel in order to play back live video and
archive (see Viewing live and archive video from objects).

2.11.4.1.1 Creating layout

Create a layout as follows:
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2. Asaresult the Create... window appears.

ETSE—

Lapaout narne;

| @Ne ~|
1

3 4
“ Carmera b [5]

3. Specify the Layout name (1).

| mommme

Operator's Guide

4. Select one or several cameras to be added to the layout. To select several cameras left click the corresponding lines in the

table and hold down the Ctrl key on the keyboard (2).

The filter can be applied to the camera list. Click the ﬂ button in the column title and select the filter values:

AI

Configure...
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The User filter box appears when selecting the Configure item - one can set conditions to show cameras in the list.

Show strings where:

X

Lse _ far symbal change

LIse % for group of symbaols change

Ok

Close

5. Click the OK button (3).

As a result the created layout is available in the Video image playback -> Screens menu.

Wideo data

denu...

Camera 4 [4]

Camera 5 [5]
The layout is now created.

2.11.4.1.2 Adding camera to layout

Add a camera to the layout as follows:

1. Right click the object on the control panel and select Video image playback -> Screens -> Add camera in the context

menu.

TR E John Reed =tr.

I

E Menu... &l cameras
Camera 2 [2]
Camera 3 [3]
Camera 4 [4]

Camera 5 [5]

[nln]

Ca

Create. ..

Delete. .
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2. The Add window appears.
[ETTSE—

Lapout name;

X Camera

Camera 3

2
3 Carmera 4
4 Camerab

3. Inthe Layout name dropdown list select the layout the cameras are to be added to (1).
4. Select one or several cameras to be added to the layout. To select several cameras left click the corresponding lines in the
table and hold down the Ctrl key on the keyboard (2).

(@ Note.

The camera list filter can be applied the same way as when creating the layout - see Creating layout.

5. Click the OK button.

Cameras are now added to the layout.

2.11.4.1.3 Deleting layout

Delete the layout as follows:

_E= Meru...

Camera 4 [4]

Carnera 5 [4]
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2. The Delete... window appears.

X

Layaut narme:

3. Inthe Layout name dropdown list select the layout that is to be deleted (1).
4. Click the OK button (2).

The layout is deleted.

2.11.4.2 Selecting layout for display
Select the layout that is to be displayed as follows

1. Right click the object on the control panel, select Video image playback -> Displays in the context menu and select the
name of the required layout in the menu.

(@) Note.

If there is no layout in the list, then create one - see Creating, editing and deleting layouts.

Wideo data

E tenL... ':'_i'_:' Create. .
L Add camera...

RO Delete...

Camera 4 [4]

Camera 5 [6]

2. As aresult the window to play back live video and archive from cameras added to the layout appears.

2 Cameras 2,3 and 4 x|
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The camera control functions on the layout are the same as those used in the Video surveillance monitor. In particular, it is
possible to change the position of the Video surveillance windows on the layout by dragging with the left mouse button. Such
changes will be saved after the layout is closed and displayed when it is opened again.

In addition, the function of gradually increasing the Video surveillance window by double clicking with the left mouse button is
supported. For more information, see Altering the number of windows in the Intellect software package. Operator's Guide. The
most current version of this document is available in the AxxonSoft documentation repository.

() Example

For example, there is a layout of 9 cameras (3x3). When you double-left-click the upper left camera, its image will not
increase to the full screen, but will take the position of the nearest right and lower camera. If you double-left-click again,
the image will be expanded to the entire Video Surveillance Monitor window.

Use the E button in the bottom right corner of the viewing tile to enter the archive mode and the E button to exit the
archive mode.

Archive playback control functions are the same that those used in the Video monitor in Intellect. Find details on these functions
in Intellect software package. Operator’s Guide. The latest version of this document is available in AxxonSoft documentation
repository.

2.12 Running external applications from the Control Panel

By using the Menu context menu you can start external applications from the Control Panel.

YWideo data

| } Yideo image plavback,

E bder...

You can pass an object's IP address as a parameter when starting applications in this manner.
For example, if you want to quickly ping an object, do the following:

1. Right-click the area with the object name and, in the context menu that appears, select Menu... .
2. The Menu... dialog box appears.

|ND j| ig[Menuitem j| = Application launched j‘ s Parameters of launch j| ¥ Confirmation

3. Inthedialog box, click the Add record... button. In the fields that appear, enter the values as shown in the figure.
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‘ [ Mo. j‘ EMenu itern jl ZApplication launched ﬂl HParameters of launch j| « Caonfirrnation

Menu item name: FING
Application launched:

P:

The string <ip> is a reserved expression: the real IP address of the object will be "swapped in" here when the application is called.
This string must be entered in lower-case letters.

After you click the Apply button, a new entry appears, with a description of the new item in the context menu.

Mene E
| No j| @Menu item j‘ = 4pplication launched j‘ s Parameters of launch j‘ +" Canfirmation ﬂ
1 ;

FING CRAVINDOWSE systern 32yping.exe <ip> -t v

Now, when you right-click on the area with the object name, a context menu will appear with the newly created PING item.

Video data

4 P Wideo image plaphack

E Menu...

If the Confirmation checkbox was set, the dialog box opens to confirm the command execution when you select this menu item.
Click OK to confirm or Cancel if you do not want to execute the action.
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Cance

After confirmation, the ping.exe program is started in a separate window.

[ & C\Windows\System32\PING.EXE ESEER

Pinging 192.168.1.3 with 32 hytes of data:

Reply from 192.168.1.3: bhytes=32 time<ims TTL=12Z8
Reply from 192.168.1.3: bhytes=32 time<{imz TTL=128
Reply from 192.168.1.3: bhytes=32 time<ims TTL=12Z8
Reply from 192.168.1.3: bhytes=32 time<{imz TTL=128

L

For objects connecting to ATM-Intellect Workstation via RS-232, as well as for objects that have never connected to ATM-Intellect
Workstation, the value 127.0.0.1 is substituted for <ip>.

The same method can be used to start other external applications, such as Radmin, etc.

2.13 Executing ad hoc command on the ATM-Intellect Pro by the operator of ATM-
Intellect Workstation

Ad hoc commands can be executed on the ATM-Intellect Pro using the Menu... context menu item on the Control Panel.

& mportant!
Scripts to process incoming commands are to be created on the ATM-Intellect Pro. See Sample script for processing ATM-
Intellect Workstation command on ATM-Intellect Pro section of Administrator's Guide.
Configure command sending on the ATM-Intellect Workstation as follows:
1. Right-click the area that contains the object's name and select the Menu... item in the appeared context menu.
Yideo data

P wideoimage playback

E? ke,
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2. The Menu... dialog box opens.

| o j‘ %Menu itermn jl & Application launched jl s Parameters of launch jl ~ Confirmation

3. Clickthe . button to add a new men item. The fields used to configure menu item will be displayed.
4. Inthe Menu item name field enter the menu item name that will be displayed in the context menu on the Control Panel
(1).
x|

\ B, j| Hbdenu item j| = Application launched j\ *Parameters of launch j\ « Confirmation )

5. Enter DO_COMMAND in the Application being launched field (2).
6. Enter the value for param0<> parameter in the Launch parameters field (3). Using the value of this parameter in the script
created on the ATM-Intellect Pro one can find out what command is to be executed.
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7. Click the i button (4). The command will be added to the list of commands in the Menu... dialog box.

[ x|

\ B, j| Hibdenu item j| = Application launched j\ “*Parameters of launch j\ « Confirmation )
1

Arm Camera 1 DO_COMMAND

8. Repeat steps 3-7 for all required commands and parameters.
9. Close the Menu... dialog box.

The added commands will be displayed in the context menu on the Control Panel.

Wideo data

Wideo image playback
4

Command sending is now configured on the ATM-Intellect Workstation.
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3 Log panel

3.1 Log panelinterface
The Log Panel has three main parts:

1. Control buttons panel.
2. Working area.
3. Statusbar.

30.06.2018 07.07.2018 14.07 2018 21.07.2018 26.07 2018 04.08.2018 11.08.2018 16.08.2018 26.08.2018 01.09.2018 08.08 20711 Stat

(@ Note

By default, the dark interface theme is set for the Log Panel. To set the light interface theme, change the OldLogPanel
parameter value to 1 (for details on this parameter, see Registry keys reference guide. For details on working with the
registry, see Working with Windows OS registry).

3.1.1 Alarms color code

Alarm situations in the Log panel are shown in a table with colored rows. The color of each alarm corresponds to the alarm type.

B

The color assignments can be viewed by clicking the button (Information about symbols). The information window

opens.
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| Decoding

Carmera off

not enough

ensar signal

Status colurmn

zf filter condition

Vertical bars correspond to short alarms; horizontal bars correspond to long alarms (device operability).

() Note.

Alarm types are described in the Types of alarms section.

The length of bars is determined by the beginning and end (duration) of the alarm, in accordance with the selected scale. The
scale is measured as the time interval for a single column.

15 rnin
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3.1.2 Alarm list navigation

The column header always shows the beginning of the time period displayed by the column. Using the left and right keys and
horizontal scrollbar, the user can go to any date within the data loaded. To quickly move to a date and time of interest, click the

button (Go to date). To jump to the end of the data, click the button (To end). To jump to the date on which an error

began, click the n button (To beginning of current error).

[ %
Since data is loaded into the system continuously, it is necessary to automatically refresh the on-screen data display. The
button serves this purpose (Auto update). Clicking this button checks for new alarm data in the database. If such data exist, the
display is refreshed and jumps to the end of the displayed data.

The date and time of the last update of the data displayed on the screen are indicated in the upper right corner of the window in
the current update time (CUT) field (for more information on CUT, see Current Update Time).

If the Auto update button is not clicked, the displayed data may become out of date: data was last loaded after the CUT. If this
happens, a lightbulb appears in the status panel.

LL 26062018 13:33:30

The lightbulb indicates that the current display is out of date and can be refreshed by clicking the button (Update data). A
refresh is performed during jumps to the end, selection and application of filters, and many other actions.

3.1.3 Ignoring objects

"Ignored" objects are never shown in the form on screen. Operations with ignored objects is described in the detail in the
Ignoring objects section.

3.1.4 Statusbar
On page:

+ Generalinformation
« Functioning and non-functioning rates

3.1.4.1 Generalinformation
The status bar displays:

« CC-the start of the displayed period for the current cell column.

+ LL-the time when the data was last loaded into the database.

+ OB - the total number of "not ignored" objects.

+ FO - the number of objects with hardware problems displayed at a given time.

« Cam - the camera statistics: total number of cameras at the facilities/number of working cameras/number of faulty
cameras.

+ IF% - the video surveillance system functioning rate.

+ IN% - the video surveillance system non-functioning rate by reasons.

020 41500PM  LL |8/31/2020418:03PM ¢ OB 2 af2 FO1  Cam|43/1 F% (50.00 IN% JBOK
1 2 3 4 S 6 7 8

You can hover the mouse cursor directly over the status bar to display a tooltip.
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1 cC - Current cell

2 LL - Last loading

3 CUT actuality

4 o8- Objects selected

5 FO - Current failure

6 Cam - Cameras: total/OK/faulty

7 IF% - Index of functioning

8 IN% - Index of nen-functioning due to

& mportant!

If filtering is enabled, then in order to calculate rates (IF% and IN%) and camera statistics (Cam) only for filtered objects,

click (Calculate rates and cameras only for filtered table lines).

3.1.4.2 Functioning and non-functioning rates

() Note

Functioning (IF%) and non-functioning (IN%) rates are calculated only for “not ignored” objects. For “ignored” objects,
rates are not calculated and the filter is never used (see Ignoring objects). Zero values of non-functioning rates are not
shown on the status bar.
Rates (IF% and IN%) are not calculated if Alarms, Failures or Disconnected filter is enabled (see The number of alarms
displayed on the Log panel).

Functioning rate (IF%) is calculated according to the following formula:

(1-Nnf/Na)*100, where

« Nnfis the number of objects that do not function properly.
+ Nais the total number of objects

The non-functioning rate (IN%) for a particular reason is calculated according to the following formula:
(Nnfbr/Na)*100, where

« Nnfbris the number of objects that do not function properly for this particular reason
+ Nais the total number of objects

3.2 The number of alarms displayed on the Log panel

The number of objects shown in the Log Panel or Control panel is defined by the current filter if it is enabled with the filtering

Y
button (Turn filter on/off).

1 min
5 min
10 min
30 rnin
1 hour
5 hours

The left list allows to show objects with alarms of failures only, the connected or disconnected objects only. The middle list shows
time periods. If there was an alarm during the selected period, it is included on the list. The right list shows the alarm durations
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that trigger the filter. For example, if you set the filter to "Current - 1 minute", only those objects are shown that are currently in
the alarm state and that have already been in this state for 1 minute or more. If you set the filter to "Day- 5 hours", only those
objects are shown that have at least once been in the alarm state in the last 24 hours and that were in this state for at least 5
hours.

To calculate rates (IF% and IN%) and camera statistics (Cam) only for filtered objects, click (Calculate rates and
cameras only for filtered table lines). If Alarms, Failures or Disconnected filter is enabled, rates are not calculated.

3.3 Object status

The object status is shown in the "Status" column. Its color and contents are explained in the Explanation Panel (see Alarms color
code). Note that in the Log panel, the Status column is shown in red only if the subject has at least one long ongoing alarm.

3.4 Alarm duration

Duration, the last column of the table, shows the duration of the current alarm for the object, in the format "number of days
hh:mm:ss".

3.5 Information on the object

Click the button (Show Inspector Ctrl+l) to view a special area; the upper part of it shows brief information about the
selected object.

LEBEBEOG XM

ID |~ Name ~ | Cameras v Disk. GB|~ Disks|~| IP address ~  Firstrecord v | Disks temp. > Memory, MB |~ | Work duration = | Software version = 10:45 AM
¥ /550016 47 John Reed sir 1 173 119216812 6/22/2020  33*C 2698 00314 12.0,1808
ss00tE 550017 10 Green spruce dr. 2 51 119216813 B/22/2020  32°C 2841 00117 R ———— | |
T

IF%  50.00

The lower part contains the Fields tab. Information on selected options is shown as columns in the main list of the Log panel
workspace.

| I.D. - MName - .Cameras - D.iSK GEI - I:.)i.sks = IP address v First record - bis.ks temp..'”M.emDry, .I\f.1El - ”Work duration - .;So.f‘tware versioﬁ B {D:45-;¢\M
|» 550016 47 John Reed str. 1 173 119218812 6/22/2020  33*C 2698 00314 R —— |
550017 10 Green spruce dr. 2 51 119216813  [6/22/2020  |32*C 2941 00117 IERRE—— | |

To receive detailed information about object click it in the Log panel and click the E] button (Show detailed information).
The Details window will display.
[

P oM Kk Y [Details||

Objectcode > ID ~ [Name ~ |Cameras v |Disk GB v Disks ~ |IP address|~  Firstrecard = | Disks temp. ~ || CPU usage, % v Memon: MB | ~| Total memony. MB = WWaork duration v || Software version v | Core version
1|560016 |47 John Reed str. | 1 173 10192.1681.2  |B/22/2020 |34*C | 11 2696 4074 003:29 12.0.1808 4.11.2.2576
2|550017 |10 Green spruce dr. | 2 51] 1/192.16681.3  |Bf22/2020 [32+c 4 2941 4067 001:17 4.6.21398/4.8.2.273
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Click the button (Show inspector Ctrl+l) in the Details window to display the special area in the top part of which the
information about the selected object is listed.

PR MO K T

-l |Objectcode ~| 1D Mame - | Cameras =/ Disk GE | Disks = | IP address || Firstrecord |~ | Disks temp. |~ | CPU usage, % ~ Memory. MB |~/ Total memory. ME | ‘Work duration | Software version = | Core version ~
550016 11550015 47 John Reed str 1 173 118216812 (625050 34°C 11 2635 4074 00329 12.0.1808/411.2.5576
47 John Resd st | 21550017 10 Green spruce dr, 2 51 1192168.13  |6/22/2020  32°C 4 2941 4087 00117 4521398 482273

(@ Note.

If the Owner Panel is in use, then information about only the objects that belong to the owner selected on the Owner
Panel is displayed in the Details window. To view the details about all system objects, call this window on the Owner
Panel - see Viewing details on alarms for all system objects.

In the bottom part there are 3 tabs: Fields, Archives and Cameras.

" Fields .Archiveéj Cameraé:

Information on selected options will be displayed in view of columns in the main list of Details window.

Data in the Cameras, Disk, GB, Disks, Software version, and all fields in the Archives and in Columns tabs, are filled in
automatically when packets about technical status are received from objects. If these fields are not filled in for the object, a
connection has never been established with the object.
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The Camera field shows the number of video cameras at the site.

The Disk, GB field shows the maximum amount of free space on all logical disks to which archive video is recorded.
The Disks field shows the number of logical disks to which archive video is recorded.

The Software version field shows the version of ATM-Intellect Pro installed at the site.

The fields in the Archives tab show the current depth of the video archive in days for each camera.

(@ Note

For detailed information on the archives of the selected object, see Info on archives.

The fields in the Camera tab show the current status of each camera (on/off).

The IP address field displays the IP address of the object.

The First record field shows the date of the very first entry in the video archive from all cameras.

Field Disk temp. shows the temperature of the hard drives separated by a comma if there are several disks.

The CPU Load,% field shows the CPU load as a percentage (updated every 15 minutes).

() Note

Starting with Windows 8, the calculation of CPU load in the task manager has changed:
« For Windows 8 and newer OS, the % Processor Utility counter is used for the CPU load calculation;
« Forolder operating systems, the % Processor Time counter is used.

The Memory, MB field shows the amount of available physical memory in MB.

The Work duration field shows the time of continuous operation of the Intellect.exe\Intellect64.exe process on the object in the
format "d hh:mm",
where "d" - day "hh" - hours "mm" - minutes.

The Total memory, MB field shows the total size of physical memory in MB.

The Core version field shows the base Intellect version at the site.

Click the E button (Show characteristics of devices) to view a special area that describes changes to the indicated fields over
time (Camera, Disk GB, Disks, Software version, etc.).

EMCEREO® |XE 6O @9 »im X
ID ~ MName ¥ Carneras v Disk, GB v Disks v/ IP address | Firstrecord v/ Disks temp. v Memory, MB = Work duration| v | Software version = 10:45 Ak 11:00 AM 1] Stat | Duration
» 550016 47 John Reed str i 173 119216812 B/22/2020 34*C 2697 003:44 12.0.1808

550017 10 Green spruce o, 2 51 1192166813 B22/2020  32°C 2341 00117 EEE———— | [ B A

oY [Fram |
Date [+] Device
lEfZEf?DED 2:34789 PMiDlsks counter
|6/22/2020 2:34:19 PM | Disks space
| Brear2020 2:34:23 P | Archive 1
¥ [B/22/2020 2:34:29 PM | Cameras counter

Log panel - 50



Operator's Guide

3.6 Selecting an object on the Log Panel

When you select an object on the Log Panel, the VIDEOSRV_M|n|OBJECT_SELECTED|obj_id<id>,obj_name<name> event is
sent to Intellect, where n is the index number of the ATM Monitoring interface object, id is the object identifier, name is the
object name.

You can view the event in the Debug window (see Enabling the Debug window).

B MEEHBE O v X[ Q) |9 »[i5nin [F] X

- Cameras » Disk GB v Disks v | IP address v Firstrecord * || Memary. MB > Work duration ¥ | Software wersion |+ |30 A 11:45 AM 12:00 Pk Stat| Duration
» ERIE 47 Jobn Recd v | (LTI 17 00008 — —
550017 10 Green spruce d. 1 9 1192.18 157 000:08 151 [ e e B
u Debug window =
Clear | ‘ Colors | | Filter | [+ Apply filter [Juse regex

React : VIDEOSRV_M|1|DEACTIVATE|__slave_id <WIN-OMGRC3HKQF G, panel_active < user_id<>

React : VIDEOSRV_M|1|ACTIVATE|_slave_id<WIN-ONGRC3HKQFG > panel_active <> user_jd<>

Event : VIDEOSRY_M|1|OBIECT_SELECTED |slave_id <WIN-ONGRC 3HKQFG =, fraction <810 =, owner <WIN-ONGRC 3HKQF G >, 0bj_id<550017>,module<videosrv_m.run = obj_name < 10 Green spruce dr. > date <21-02-22> guid_pk<{85D63FC7-F692-EC11-815F-08
vent : VIDEOSRV_M|1|0BIECT_SELECTED [slave_id <WIN-ONGRC3HKQFG », fraction <538 > ,owner <WIN-ONGRC3HKQFG > 0bj_id <5500 16 > module <videosrv_m.run:>,obj_name <47 John Reed str, > date<21-02-22> quid_pk<{83D63FC7-F692-EC11-818F-080(

This feature can be used to create various scenarios using scripts, for example, to display an object scheme when it is selected in
the ATM Monitoring interface object. In this scenario, the operator selects an object in the ATM Monitoring interface, and a pre-
created diagram or map of the selected object is displayed on another monitor. Objects are visualized using scripts; for this, the
OBJECT_SELECTED event from the VIDEOSRV_M object is processed.

When you select an object on the Control Panel (see Selecting an object on the Control Panel), the event is sent to Intellect in the
similar way.

3.7 Exceeding the permissible number of failures

If there are more than 500 faults in the visible part of the timeline for the displayed object, alerts are not shown in detail for the
object, and the background color becomes pink.

B hEERBREO

28.04.2018 05.05.2018

E—
» ssoorc [
sco0n 2

Faults are calculated for a range of intervals, not for each interval. In the case shown, they are counted for ten columns from 3:30
PM to 6:00 PM and for one column from 6:00 PM to 6:15 PM. Even if the maximum number of faults is exceeded only in three
columns, all ten columns will become pink.

3.8 Forcibly closing alarm

Sometimes an alarm must not be considered as an alarm. To close the alarm forcibly, click the E button (Close error forcibly).

e
A list of the errors closed in this way can be seen by clicking the button (Show closed errors). An additional table is shown
on the right.

From |=| 27052018 |=| -

|Hame j| Beginning j| Closedon =/

Left-clicking an entry in the alarm situation display area twice opens a dialog box, which explains the errors in the period of time
described by the cell.
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B REEHEOGOwm XEEB O @9 - 5
ID [~ MName ~ |District |~ Cameras >| Disk. GB |~ Disks || Software > 02.06.2018 09.08.2018 16.06.2078 23.06.2018 Stat| Duration Frorm 05.2018 E
7 S I N [ I I == = N N
4 11017 [ N I N == =
rror decoding: 47 John Reed str.

‘ ‘Eegmmng End /| Duratian Reason, device Frorm 22.06.2016 17:46:32 to 26.06.2016 14:30:26 clow.
~122.06.2018 17:46:32 22.06.201817:46:33 |0 00:00:01 “ibrafion sensor sighal (vibra
22.06.2015 17:48:08 22.06.2018 17:48:09 |0 00:00:01 Detault PC restart (PC)

~122.08.2018 18:12:33 25.06.201811:47.59 |217.35:26 Mo cannection with ohject (19:
25.06.2015 11:49:40 25.06.2018 11:49:41 |0 00:00:01 Detault PC restart (PC)

26.06.2015 14:50:20 26.06.201812:44.33 (0215413
26.06.2018 14:14:04 26.06.201814:14:06 |000:00:01 “ibration sensor sighal (vibra
~126.06.2018 14:16:19 26.06.201814:76:20 |000:00:01 “ibrafion sensor signal (¥ibra:

e e N0 1 a0199 Az Ae om0 149103 |0 anan.nt Al time manme i | A

550017 10 Green spruce dr.

Left-clicking an entry in the reference information area twice opens a dialog box, which contains a full description of object
properties.

B MEBERBEOGoa XEIE O @9 .
ID = Name ~ District Cameras v Nisk GR [« Nisks > | SnftwAre ¥ N2 N 201 s nane 2n1a
1 12 0sipenkost ]
47 JohnReed st [

550017 10 Green spruce dr.

550016
47 John Reed str.

3.9 Customfilterin the Log Panel

In addition to the basic filters by the time of registration and the duration of the alarms (see The number of alarms displayed on
the Log panel), itis possible to configure a custom filter to display certain alarms depending on the conditions. This filter is
applied to both the Log Panel and the Control Panel.

Click to set up the custom filter. The Filter builder dialog opens.

Y= Filter builder - [untitled.fit] ) x|

ARD <root>

| press bufton to add new condition

Save.. | oK | Close | Apply |

The following operations can be required for setting the filter:
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1. Add a condition or subcondition. To add a condition click the press button to add a new condition button or in the filter
menu click the corresponding item. The condition menu opens by clicking the ... or Filter.

E; Filter builder - [untitlied.fit]

A0 <rootr

------ I:l Dhjectcode egqual <emply>

L Add condition im ity
: Add subcondition

1 J_l LEMm F:'t}"'>
Remove condition

[ATESE HUMON 0 800 few condition

2. Remove a condition. To remove a condition, click the corresponding item in the condition menu.
3. Select a logical function for combining conditions. A drop-down list for selecting the logical function opens on the left-
click on the logical function.

NOT ANDlig <emptys
NOT OR
. |:| Ohjectcode equal <empty?

| press button to add new condition |

4. Select a field for comparison. A drop-down list for selecting the field for comparison opens on the left-click on the field
name.

AMD  <root>

- equal <empty>

‘Ohject code
...... D | D t‘_‘y" >

b IZI Name <empty>
Fegion

prejDistrict condition
ity

Carmeras

Dizk, GB

Dizks

IF address

First record

Disks termp. -

5. Select a method of comparing. A drop-down list for selecting the method of comparing opens on the left-click on the

I:I D similarto nuteual
e IZI Ohiact code |125%

less or equal

| press button to ad greater
greater or equal
Bmpty

not ermpty
between

naot betwaen
=T =1

notin array
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6. Select a value for comparing with. A way to select the value depends on the field type. For example, a date can be set
using a calendar, a name can be entered in a field, etc.
Data selection:

‘ ...... D Flrst rEEDrd Euual _, ................................. B

||::|ress button to add new| ¢ VeHe » 2078
Mme c Y94 B
d2aan i 1 2 3
4 5 B 7 8 910
1112 13 14 15 16 17
18[18] 20 21 22 23 24
2h 2R 27 28 29 30 1
2 34 5 8 7 4
Today | Clear |

An array of values:

After completing settings, the filter can be saved to a file with the .flt extension by clicking the Save... button. This file can then be
opened using the Open button.

The custom filter on the Log Panel can be set by a script - see ATM-Intellect Administrator's Guide, section Sample script for
setting custom filter in the Log Panel.

3.10 Info on archives

To display information on archives, select an object and click the E (Info on archives) button.

As a result, the information on the archives of all cameras of the selected object will be displayed in a new window.

47 John Reed str (550016) | = o=

Murmber > Camera |~ Threshold, days > Current, days |~ | Total, days = | Period, days ~ | Occupation, % = || Connection| = Firstrecord > Last record | = || Alarm | Loop |~
1 Camera 1 7 2 @ 9 a0 4f20/2020 |4f20/2020 5/8/2020 | O
2 Camera 2 3 g 23 4430/2020 (4/anse02o0 5/8/2020 O

The information on archives includes:
Number — video camera number.
Camera — video camera name.

Threshold, days — required archive depth on video camera. This is the Keep archive for (days) parameter specified in the ATM-
Intellect Pro settings.

Current, days — current archive depth.

Total, days — total archive size for all time.
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Period, days — the period for which the archive is monitored. If the archive is monitored for all time (the default setting of ATM-
Intellect Pro), then this value equals to 0.

Occupation, % — fullness of the archive in percent. The parameter is calculated by the formula: the number of days from the
oldest archive entry to the current date, in which the archive exists, divided by the number of days from the oldest archive entry
to the current date, and multiplied by 100.

If the archive was not recorded at all, then the parameter Occupation, % = 0. If this value is close to 100%, then there is no empty
space in the archive.

Connection — video camera connection date.
First record — the date of the earliest record in the archive.
Last record — the date of the latest entry in the archive.

Alarm — indication that the current archive depth does not meet the requirements. If the archive is in an alarm state, then it is
highlighted in red.

An archive alarm is generated when the following two conditions are met simultaneously:

« Current video archive depth (Current, days column) < Keep archive for (days);
« ("Current date" - "Camera connection date" (Connection column)) > Keep archive for (days).

Loop — a sign that the camera is recording on the loop. If the ATM-Intellect Pro is installed in Intellect software, which does not
support loop recording at the video camera level (the Intellect version earlier than 4.9.0), then the corresponding checkbox in the
table is gray.

The ATM-Intellect Pro calculates the size of the video archive depth for each video camera every 15 minutes.

(@ Note

An example of calculating the current video archive depth:
Suppose that the following parameters for "Camera 1" were set when the list of cameras was configured (see
Configuring video cameras list):

+ Keep archive for (days) =7

« Gapsin the archive (days) =1

« Camera connection date = 04/20/2020

Suppose that at the time of the current date 05/10/2020, the video was recorded to the archive on the following days:
04/20,04/21, 04/22,04/28, 04/30,05/07, 05/08. That is, the total archive size = 7 days (the Total, days column).
The size of the current video archive depth (the Current, days column) is calculated as follows:

+ Inthe date range from (Current date - X) to Current date, the search is performed for days on which the archive
was recorded, where X is the number of days = Keep archive for (days) + Gaps in the archive (days) + 1. In the
current example X=7+ 1+ 1 =9 (the Period, days column).

+ Inthe date range 05/02/2020 - 05/10/2020 (for the last 9 days), the archive is present only on 05/07/2020 and
05/08/2020.

Thus, the video archive depth for the Camera 1 object = 2 days (the Current, days column).

Size of the current archive occupancy (Occupation, % column) for the Camera 1 object is calculated as follows:
Total, days * 100/(Current date - First record + 1).

7*100/21 = 33%.
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4 Owner Panel

4.1 Owner Panelinterface

The Owner Panel always operates along with the Control Panel. The Owner Panel interface is shown on the figure.

IF% 100,00 IN%

B0 X X

Owners are represented on the panel as rectangles. The color of the rectangle indicates whether there are alarms on the objects
that belong to the owner:

1. White (there are no errors on the objects that belong to the owner);
2. Red (on the objects that belong to the owner there are errors and alarms that are not confirmed by the operator);
3. Pink (on the objects that belong to the owner there are errors that are confirmed by the operator).

Left-click the owner, the rectangular is framed blue and only those objects that belong to the owner are shown on the Control
Panel.

Information on the Owner Panel is updated after every data loading from the database. Current time of data update on the
Owner Panelis shown in the CUT field.

To update display data click the button. If there are new data in the database, they will be displayed on the Owner Panel.

4.2 Objects displayed on the Owner Panel

According to the user rights set at the stage of system configuration (see Configuring the ATM Monitoring object section of
Administrator's Guide), not all the owners registered in the system can be displayed on the Owner Panel. Information on the
displayed and total number of owners is shown in the upper-left of the Owner Panel.

Cihject

Mozcow subsidiary Samara subsidiary Yakutzk subzidiary

4.3 Viewing Event log for all objects

To view all the events logged in the ATM-Intellect software package click the [E (Event log) button on the Owner Panel. The
Event log window appears. This table can be sorted by any column or the column can be filtered.
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Event log == -

134 [

IDr Alarm date v |End ¥ |Name ¥ Region ¥ | District v City v Confirn v Alamm type +  Device -]
» ERO016 6/17/2019 7:23:30 PM 47 John Peed str. No connection with ohject|192.168.1.3 E}

550016 6/3/2019 8:08:51 PM 47 John Reed str. Object disarmed Detector

E50016 6/3/2019 8:08:46 Ph | 6/3/2019 8:08:47 Ph |47 John Reed str Detections Attention! Service personnel are workin

550016 6/3/2019 8:01:27 PM | 6/3/2019 8:01:28 Ph |47 John Reed str Detections Armed object (Card: 4567 (User 1))

550016 6/3/2019 7.55:21 Ph  |6/3/2019 8:01:31 PM |47 John Reed str. Object disarmed Detector

550016 6/3/2019 75519 P |6/3/2019 7.65:20 PM |47 John Reed str Detections Attention! Service personnel are workin

550016 6/3/2019 76316 PM  |6/3/2019 76316 PM |47 John Reed str. Detections Armed object (Card: 4567 (User 1))

B50016 6/3/2019 7.52:31 PM  |6/3/2019 7.63:21 PM |47 John Reed str. Object disarmed Detector

550016 5/28/2019 3:43.46 PM | 6/3/2019 7.62:21 Ph |47 John Reed str. Nao connectionwith ohject|192.188.1.3

550016 5/28/2019 3.43:36 PM | 6/3/2019 7.62:21 PM |47 John Reed str. Softvare eror Basic softvare

550016 5/28/2019 331113 PM | 5/28/2019 33323 PM |47 John Reed str. Softwvare eror Basic softvare

B50016 5/28/20191:03:43 PM | 5/28/20191:06:24 PM |47 John Reed str. Softwvare error Basic softwvare (Videq) v
<[ n [ >

() Note.

To view all the events logged for objects that belong to the selected owner, call the Event log window on the Control
Panel - see Event log.

Use the Event log window in the same way as you use it on the Control Panel - see Event log.

4.4 Viewing details on alarms for all system objects

To view the details about all system objects click the E] button on the Owner Panel. The Details window appears.

[ Details N =]

~ |Objectcode |~ |Mame = Camer ~| Disk GB |~ Disks ~ IPaddress '~ Firstrecord = Diskster > C
47 John Reed str. 1 B 1(192.1668.105.2  |20.06.2018 Mot support.
10 Green spruce dr. 4 B 1(192.168.105.2  |20.06.2018 Mot support.
12 Osipenko str.

Ficlis

() Note.

To view all the events logged for objects that belong to the selected owner, call the Details window on the Control
Panel.

Use the Details window in the same way as you use it on the Control Panel and Log Panel - see Information on the object.
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5 Alarm message window

To attract the extra attention to alarm situations use the Alarm messages window object.

Architecture

Hardware

EI@ Computer
B TIDK Interface 1

i34 Video Capture Device 1
E'“n.l ATM-Intelect Workstation 1
- Surveillance Object 1

If there is the Alarm messages window object in the settings tree of Intellect software, the alarm situations will be displayed in
the Control panel and Log panel interface objects and in the separate pop-up window. Examples of such pop-up windows are

displayed in figures.

Communication channel : failure| 251213 Communication channel : OK | 261213
[ 09:59:49 09:53:51
Source  ATM machine 1 Source  ATM machine 1
frea | frea |
Add. info | Add, info |
| < |55 || confimal || cancel | Corfimal || Cancel |

Alarm messages for Communication channel

[26-12-13
[10:03:53

Camera disabled

Source  ATM machine 1
trea |
Add. info |Eamera'| [id=1]

Camera enabled

261213
10:05:53

Source  ATM machine 1

Area |

Add. info |Eamera'| [id=1]

Confirm all || Cancel |

|| Cancel |

Alarm messages for camera enabling and disabling
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6 Searchin archive

6.1 Searchin archive purpose

The Search in archive component does the following:

1. Generates and sends search queries for captioned videos, and receives video info search results.

2. Generates and sends search queries for video frames, both captioned or uncaptioned, and receives video info search
results.

3. Generates and sends search queries (based on video info search) to the video archive for an object, and receives and
visualizes the search results (frames or fragments).

4. Views and prints search results (frames or fragments).

6.2 Video archive search request for captions

To create and send a video archive search request (By captions mode), you must do the following:

1. Ensure that the Search in archive component is displayed.

Object name [ | D |Camea | Dateandtime | Text

om: 6/26/2018 > |WN2:00:00AM =
(R 6/26/2013 ~ | 2:29:50PM =

tions: [ALAR

meout {min.): 3
| seach | Corcel |

Guery

| viceo _JJ Fames ]

2. Select an object as follows:

a. Click in the Object name group.
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Select the object in the Object selection box.
Object selection

ID Name
550017 | 10 Green spruce dr.

120sperko s
% 47 John Reed str.
55386 | Subject 0001
55387 | Subject 0002
55388 | Subject D003
55389 | Subject 0004
55390 | Subject 0005
55391 | Subject 0006
55392 | Subject D007
55393 | Subject 0008
55394 | Subject 0009
55395 | Subject 0010
55396 | Subject 0011
55397 | Subject 0012
55398 | Subject 0013
Subject 0014

For quick search by object identification number, set the switch in the bottom of the box to ID and enter the
number in the Quick search field. The match, if found, is displayed in the Quick search field while the
corresponding object is automatically selected in the list.

For quick search by object name, set the switch in the bottom of the box to Name and enter part or full name in the
Quick search field. The match, if found, is displayed in the Quick search field while the corresponding object is
automatically selected in the list.

3. Create a search query for the archive, using the following parameters:

a.

Set date and time of search period beginning in the Period from: field.

b. Set date and time of search period ending in the to: field.
C.
d

Set the switch into By captions position.

. Specify any keyword (available only in By captions mode).

() Note.

« The By captions field is auto-filled. Each keyword entered in this field will be stored in the
database and will be automatically inserted into the field upon retyping.

« If ATM-Intellect Pro software is installed with Intellect 4.10.0 or later versions, it is possible to use
the * symbol while searching by titles to search for any number of any characters, for example:
card™.

« If ATM-Intellect Pro software is installed with Intellect 4.9.8 or previous versions, each word
is implicitly framed in *.

4. Searchtimeoutis specified in the Data receive timeout (min) list.
5. Select an object in the object description list and click the Search button.

®

Note.

You can stop searching at any time, by clicking the Cancel button.
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6. If search is successful, the archive results are shown as a list of entries. Only 500 results can be displayed.

Object name - 1D | Camera | Date and time | Text

b
E ; Camera 1[1]|26.06.2018 16:07:23 |ID : 550016 ALARM: VIBRATION

Period from: 6/26/2018 ~ |l 3.02:00PM =
[CH| 6/26/2018 ~ |l 42950PM =

+ By captions: (VIBRATION

ips of al

Data receive timeout {min.): 3
[ seach J  Cancel |

Query

[ Vo || Fomes |

A Attention!

These data are taken from the Intellect database at the object. Data retention time is configured in the Programming
tab, in the Security zone object settings panel, under the Events archive length option (measured in days).

6.3 Video archive search request for video fragments
To create and send a request to the video archive (By video clips of all cameras mode), you must do the following:

1. Make sure that the Search in archive component is displayed.
Object name - D | Camera | Date and time | Text
h

‘eriod from: 6/26/2018 ~|§ 3:0200PM =
(R 6/26/2013 |l 4:2950PM =

eout {min.): 3
| Corcs |

Query

[ vieo | e

2. Select an object as follows:
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a. Click in the Object name group.
b. Select the object in the Object selection box.
Object selection

D MName
550017 | 10 Green spruce dr.
120sperkosr.
ﬁ 47 John Reed str.
55386 | Subject 0001
h5387 | Subject D002
55388 | Subject 0003
55389 | Subject 0004
55390 | Subject 0005
55391 | Subject 0006
55392 | Subject 0007
55393 | Subject 0008
55354 | Subject 0009
55395 | Subject 0010
553‘5'!‘3 . S‘ub]ECt 0011
55397 | Subject 0012
55398 | Subject 0013
55399 | Subject 0014

=arch

c. For quick search by object identification number, set the switch in the bottom of the box to ID and enter the
number in the Quick search field. The match, if found, is displayed in the Quick search field while the
corresponding object is automatically selected in the list.

d. For quick search by object name, set the switch in the bottom of the box to Name and enter part or full name in the
Quick search field. The match, if found, is displayed in the Quick search field while the corresponding object is
automatically selected in the list.

3. Generate an archive search query, using the following parameters:
a. Setdate and time of search period beginning in the Period from: field.
b. Setdate and time of search period ending in the to: field.

c. Setthe switch into the By video clips of all cameras mode.

() Note.

To search by video fragments of a specific camera set the switch into the By video clips of camera mode
and specify the camera in the drop-down list.
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4. Click the Search button. If search is successful, the archive results are shown as a list of entries. Only 500 results can be

displayed.

30200PH 2
$2550PH 2

Query

| [

| Camera

Camera 1[1]

| Date and time

26.06.2013 16:09:05

| Text

Harddisk rec

Camera 1[1]

26.06.2013 16:09:00

Record on disk stopped

Camera 1[1]

26.06.2018 16:08:52

Harddisk rec

Camera 1[1]

26.06.2013 16:07:28

Record on disk stopped

Camera 1[1]

26.06.2013 16:07:14

Harddisk rec

Camera 1[1]

26.06.2013 16:07:13

Record on disk stopped

Camera 1[1]

26.06.2013 16:07:02

Harddisk rec

Camera 1[1]

26.06.2013 16:06:58

Record on disk stopped

Camera 1[1]

26.06.2013 16:06:53

Harddisk rec

Camera 1[1]

26.06.2013 16:06:52

Record on disk stopped

Camera 1[1]

26.06.2018 16:06:47

Harddisk rec

Camera 1[1]

26.06.2013 16:06:38

Record on disk stopped

Camera 1[1]

26.06.2013 16:06:33

Harddisk rec

Camera 1[1]

26.06.2018 16:06:32

Record on disk stopped

Camera 1[1]

26.06.2013 16:06:30

Harddisk rec

Camera 1[1]

26.06.2013 16:05:40

Record on disk stopped

Camera 1[1]

26.06.2018 16:05:14

Harddisk rec

Camera 1[1]

26.06.2013 16:05:12

Record on disk stopped

Camera 1[1]

26.06.2013 16:05:07

Harddisk rec

5. The data so obtained can be used to generate an archive query (see Video query).

& Attention!

These data are taken from the Intellect database at the object. Data retention time is configured in the Programming
tab, in the Security zone object settings panel, under the Events archive length option (measured in days).

6.4 Frame query

The Search in archive component allows querying video frames from an object. To do that, proceed as follows:

1. Perform video search by captions or by clips as described in the corresponding sections.

2. Search results are displayer as a list. Click the right mouse button on a field of interest in the list of results. The menu with
Video query and Frame query items is displayed.
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3. If Frame query item is selected, the Frame query dialog box appears. You can also call this dialog box by clicking Frames
button in the Query group.

N =R=an ki s 062018 16:059:15

Camera

Mumber of frames

Start

+ |Immediatehy

Schedule 6.06.2018 16:10:24 x

Data receive timeout, sec.

¥| Open immediatehy

4. The Date and time and Camera fields are automatically filled.

5. The msec. field allows specifying the query time to the millisecond.

6. If number of frames is more than one, the Interval between frames field appears. Interval between frames is specified
with millisecond precision.

7. Inthe Start area select time to perform request: Immediately or Schedule.

8. Timeout of frame receiving is set in the Data receive timeout, sec field.

9. If the Open immediately checkbox is set, then after data download completed they will be placed into the archive and
visualized. Otherwise data will only be placed into the archive. To view such data you can use the ATM Monitoring
Reports component.

10. After all fields values are specified, press New.
11. Task process is viewed on the Downloads tab. If data downloaded successfully and if the Open immediately checkbox
was set, the downloaded frame will be displayed.

Search in archive - 64



Operator's Guide

49302 Byte ¥ 8_160905000.jpg

Irrespective of the frame size, it is displayed at 352x288 in the opened window. To view the image in the original resolution, click

the Original size button m To view the image in full screen mode click the Full screen button

If frames are downloaded correctly, it is possible to go to the folder with these frames. For this right-click the corresponding
frame and select the Show in folder item.

Date and time of
requested video clip

Show in folder
HH0016 47 EETTET mamera-] [1] 20.06.2018 19:51:51.000 Video Ready

Type

6.5 Video query

The Search in archive component also allows querying small video fragments from an object on the ATM-Intellect Pro side. To do
so, proceed as follows:

1. Perform the search by captions or by video clips as described above.
2. The archive results are shown as a list of entries. Click the right mouse button on a field of interest in the list of results. The
menu with Video query and Frame query items is displayed.
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3. IfVideo query item is selected, the Video query dialog box appears. You can also call this dialog box by clicking Video
button in the Query group.

x

IR - 0/23/2019 5:46:50FM  [Elv

Camera

Length (sec) 10

Bandwidth Without limitations || KBps
Export to avi Mot used

Start
+ |mmediatehy

Schedule

Diata receive timeout, sec.

¥| Open immediatehy

4. The Date and time (1) and Camera (2) fields are filled in automatically.
5. The Length (sec) field (3) allows specifying the received video fragment duration.

() Note.

If the Not used value is selected in the Export to avi parameter (5), then one or more clips will be exported which
contain the specified time interval relative to the date and time. In the context of a single clip, it's impossible to
request only a part of it.

If you try to set the value of the Length (sec) field to over 120, the value of 120 is offered. This is done to remind the user
that such requests can export a big data file from a video archive on ATM-Intellect Pro side. If you want to turn this
limitation off, click Settings in the lower-left area of the Search in archive area. In the window that opens, change the
value of the Maximum length of loaded video clip, sec field.

settings x

Connection to videosry

IP address

Paort

Client code
Task archiv

Maximum length
of loaded video clip,

| See | Cancel |

6. If you want to decrease network load, set the Bandwidth __ KBps field (4) to the appropriate value.

7. The Export to avi parameter (5) allows you to select the format and codec of the requested video clip:
a. Notused - the video clip will be exported as an archive with a set of directories and files from the VIDEO folder.
b. Original - the video clip will be exported to an avi-file without transcoding.
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c. Xvid - the video clip will be exported to an avi-file with the Xvid codec.
d. DivX - the video clip will be exported to an avi-file with the DivX codec.
e. X264- the video clip will be exported to an avi-file with the x264 codec.

A Attention!

The export to an avi-file with the specified codec is performed on the ATM-Intellect Pro side using

the AviExport.run module. The AviExport.run module version used on the ATM-Intellect Pro should be
no lower than 4.10.5.3776, and the required codec should be installed. Otherwise, an error Frame or
video clip is not found (archive export error) will be received.

(@ Note

If the ATM-Intellect Pro version is lower than 11.0.1520, then the value of the Export to avi parameter will
be automatically set to Not used without the possibility of changing it.

In the Start area select time to perform request: Immediately or Schedule (6).
Timeout of video receiving is set in the Data receive timeout, sec field (7).

(@ Note

If you request a clip that is longer than one minute, you have to increase the value of the Data receive timeout,
sec. parameter. It is necessary to do it, because it takes time to export a large video clip on the ATM-Intellect
Pro side.

If the Open immediately checkbox (8) is set, then after data downloaded completely they will be placed into the archive
and visualized. Otherwise data will only be placed into the archive. To view such data you can use the ATM Monitoring
Reports component.

After all fields values are specified, press New.

You will get to the Downloads tab where the task performance process is displayed. During receipt of a video fragment,
the file's size, amount downloaded and transmission speed are shown. You can stop loading the video fragment at any
time, by clicking the Pause button.

Searchinarchive |

Requested Diate and time of Size, Speed, Received Yerd | Commiert

Date and time of

Object riame requested video clip Type Status length, sec. planned start KB KBps KB
550016 47 John Reed str. Camera 1[1] 26.06.2018 16:09:05.000 Frames | Ready 100% 26.06.2018 15:10:54 48 0 48
550016 47 John Reed sir. Camera 1[1] 20.06.2018 19:51:51.000 Video Ready 100% 10 22062018 17:48:10 n7e3 |0 11793
550016 47 John Reed sir. Camera 1[1] 20.06.2018 19:51:59.000 Video Ready 100% 10 22062018 17:47:48 8784 0 8784
() Note.

In case data have stopped coming during the download, for example if connection with the object is lost,
download will be restarted after a random time interval from 1 to 60 seconds. In case of the attempt failure,
attempts will be made at intervals of 1 minute. Information on the time remaining to the restart is displayed in
the Comment field. Any time you can restart loading manually using the Start button.

Comment

[Auta-restart: 43 zec.] Na connection ..

13. If the Open immediately checkbox was set, after it is loaded, the video fragment will be played in the following way:

a. onthe ATM-Intellect Workstation and the Additional workplace using the Axxon Player utility, if the Not used value
was selected in the Export to avi parameter.

b. onthe ATM-Intellect Workstation using the program specified in the AVI-files player parameter (see Setting up the
reaction on receiving images and clips), if a value other than Not used was selected in the Export to
avi parameter.
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c. onthe Additional workplace using the program specified in the AVI-files player parameter (see Interface of
Additional workplace configuration tool), if a value other than Not used was selected in the Export to
avi parameter.

Successfully completed task is marked with green in the list. Double-click on such task to visualize received video fragment or
frame. It is also possible to go to the folder with downloaded videos. For this right-click the corresponding frame and select the
Show in folder item.

Search in archive

Date and time of
requested videa clip

26.06.2018 16:09:05.000

The Search in archive module supports broken download resume. If during the download the link with ATM-Intellect Pro was lost,
after two minutes timeout the download status will be changed into Network failure and in the Commentary field the message
will be displayed that no data transferring is performed in the moment. After ten seconds periodic attempts to resume data
download will begin. Attempts period is one minute. After connection with ATM-Intellect Pro is reestablished, data download will
continue from the position where it stopped. Broken download resume mechanism is implemented using temporary files that are
stored on the ATM-Intellect Pro and ATM-Intellect Workstation. These files are stored for three days by default. After this time they
are deleted. For example, if you create a clip download task and while loading press "Pause" and resume the download in five
days, the data will be downloaded from the beginning.

(@ Note

To change the storage period for the temporary files, it is necesary to create the StoreVideoFiles string parameter in
the Windows OS registry and set the required number of days as its value (for details, see Registry keys reference guide,
for more information about working with the registry, see Working with Windows OS registry). Then it is necessary to
restart the Videosrv.exe module.

The old tasks can be deleted from the list with Delete button on the Downloads tab. Tasks are stored for 100 days maximum. If
you want to limit the number of tasks that are shown in the Loads tab, use the Task archive size (days) parameterin the
Settings window opened by Settings button in the lower left corner of the Search in archive screen (see step 5).

& Attention!

If the Intellect software shuts down, all download tasks with “Downloading” status are paused. To resume download
start these tasks manually.

6.6 Automated video clip loading

6.6.1 Video clip request file

The data source for loading video clips is the .xml text file. The uniqueness of the name of this file is provided by the third party
system that forms this file.

The request file includes the following parameters:

Name Description

ID Surveillance Object object identification number.
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DateTimeBegin

DateTimeEnd

Length

DateTimeExecute

Cam

Titles

OnlyWithTitles

DownloadSpeed
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Date and time of recording start and search by titles start in the following format: DD-MM-
YYYY hh:mm:ss

Date and time of search by titles end in the following format: DD-MM-YYYY hh:mm:ss

Note. To be used if the Titles parameter is not set to 0
The length of the requested video clip. Possible values: 1 - 9999

Date and time to execute the request of the video clip in the following format: DD-MM-YYYY hh:mm:ss

Note. If 0 is set for this parameter, the request is executed immediately.

Camera sequence number from top to bottom. The need to use the camera sequence number rather
than the internal number is due to the fact that the internal camera number is not transmitted from
older system versions.

Example. There are 3 cameras on the ATM-Intellect Pro:
1. Number="1". Name="Camera 1. Door"

2. Number="3". Name ="Window"
3. Number="5". Name ="Arch"

The cameras are added to the Surveillance Object in the following order:

1. "Camera 1. Door"
2. "Arch"
3. "Window"

Cameras are displayed on ATM-Intellect Workstation in the corresponding order. Thus, to get a video
from the camera "Arch", the parameter Cam should be equal to 2.

Note. If you specify 0, the video clips are downloaded from all object video cameras added while setting
the ATM-Intellect Pro.

A string to search by titles. The string should not be longer than 40 characters.

If ATM-Intellect Pro is installed with Intellect version 4.10.0 or higher, use * to search for any number of
characters, for example:

+ sala*-the search by this strings returns all titles with words beginning with
"sala", e.g. "salad", "salamander".

+ salad - the search by this strings returns the titles with the word "salad" only.

+ sala - the search by this strings returns no titles unless they include exact
match.

If the ATM-Intellect Pro is installed with Intellect version 4.9.8 and below, all words beginning with the
search string will be found, for example:

« sala - the search by this strings returns all titles with words beginning with
"sala", i.e. both "salad" and "salamander".

Note 1. If you specify a value of 0, no titles will be searched. Also, in this case, the parameters
OnlyWithTitles and DateTimeEnd are shall not be used.

Note 2. If you specify an empty string, the search will be performed by any titles.

Note 3. To use the characters in the search string as characters only, not as markup, use the CDATA
section.

Download video clip if titles found only. Possible values:
0 — video clip is downloaded

1 —video clip is not downloaded

Download speed of the video in KB / sec. Possible values: 0 - 1000

Note. If you specify a value of 0, then the download speed is not limited.

See the example of the file on the picture below.
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<?xml version="1.8" encoding="utf-8" >

<Settings>
<ID>»558816</ID>
<DateTimeBegin»28-83-2017 12:08:80</DateTimeBegin:
<DateTimeEnd>28-83-2017 19:00:88</DateTimeEnd>
<Length>18</Length>
<DateTimeExecute»d</DateTimeExecutes
<Cam>1</Cam>
<Titles»<![CDATA[ 1]1></Titles>
<OnlyWithTitles>1</OnlyWithTitles>
<Downloadspeed»9</Downloadspeeds

</5ettings>

6.6.2 Operating principle of automated video clip loading

() Note.

See Video clip request file for description of request file. See note in Configuring automated video clip loading for
description of folders.

The Search in archive module scans the In directory for the request files every 10 seconds. When the request file appears, the task
is set up to load the video clip according to the contents of this file. At this point, the request file is moved to the In\Work
directory. If the Titles parameter is set to a value other than 0, the query for finding titles in the specified time period from
DateTimeBegin to DateTimeEnd is pre-executed. If the search is successful, a request is generated to load the video, in which
the date and time of the first record in the title search results is specified as the date and time of the beginning of the export from
the archive.

If the request file could not be read or the request file parameters are incorrect, then the it is moved to the OutError directory. If
the request was correctly generated, but the video was not downloaded for any reason, then the request file is transferred to the
OutFail directory. If the video clip is successfully downloaded, the request file is moved to the OutSuccess directory.

During the creation of the task, the query_M.log text log file is created in the In directory for the request files, where M is the
current month. This log file stores information about all the movement of request files and errors during their execution.

On the Downloads tab in the interface of the Search in archive module, there is an Xml column. If the download task was
generated based on the request file, this field will indicate the name of the file.

Date and time of % Requested Date and time of Size, Speed, Received|
reaueed ndee e " - = ool e = S &

b | iox |

47John Reedstr. | Camera 1 [1] 20.06.2018 19:51:59.000 2062018174748 8784 |0 |a724  |28032017_180007 ss0016xmi | |
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7 Characteristics of video data transfer during the transaction

Video data transfer from the ATM-intellect Pro to the ATM-Intellect Workstation is performed by request from the Search in archive
module and when the alarm is detected. While performing the financial transaction on the ATM, the video data transfer is
temporarily stopping. The following cases are possible:

1. Transaction starts during the video segments loading performed by the Search in archive module. In this case the loading
stops (it is paused). In the Comment field the information is displayed that pause is due to transaction. Loading is
continued after the transaction is completed.

2. Loadingrequest from the Search in archive module is received during the transaction. Export of required video segment is
performed on the ATM-Intellect Pro, but the data loading does not start. Loading is displayed as paused. In the Comment
field the information is displayed that pause is due to transaction. Loading is continued after the transaction is completed.

3. Transaction starts during the alarm processing. In this case the loading stops (it is paused). While the transaction is not
completed the list of “delayed” alarms for sending is created. After the transaction is completed the ATM-Intellect Pro
starts sending the “delayed” data which contains alarms corresponding to alarms detected during the transaction in
order reversed to their receiving. The last “delayed” delivery will be send first, as the most actual.

4. Alarm appears during the transaction. The ATM-Intellect Pro sends messages with description of detected alarm or failure
with its description on the ATM-Intellect Workstation immediately, when the informational delivery is ready. Also, the
message that loading of corresponding video data will be stopped is sent. While the transaction is not completed the list
of “delayed” alarms for sending is created. After the transaction is completed the ATM-Intellect Pro starts sending of
“delayed” data which contains alarms corresponding to alarms detected during the transaction in order reversed to their
receiving. The last “delayed” delivery will be send first, as the most actual.

In case if ATM financial transactions and video data from ATM-Intellect Pro are transferred by different connection links and if the
good connection link is in use, it is possible to allow loading of video data during transaction. To do so create the string
parameter «stop_data_by_trx» with the «0» value in the HKEY_LOCAL_MACHINE\SOFTWARE\BITSoft\VHOST\VHostService
registry section for 32-bit 0OS (HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BITSoft\VHOST\VHostService for 64-bit).
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8 ATM Monitoring reports

8.1 ATM Monitoring reports purpose

The ATM Monitoring reports component automates processing of statistics about system functioning. You can create the
following types of reports:

Report on technical faults;
Report on alarm situations;
Video report;

Operator actions report;
Statistical report;
Statistical report by owner;
Vehicle LPs report.

Nouh~whE

Some reports can be hidden while configuring the system - see Configuration of the ATM Monitoring reports object.

General view of ATM Monitoring reports window is shown in figure.

NO|¥¥Y@| O

() Note.

Format of date and time present in reports depends on system regional and language options

Each report window contains a tool bar:

Zoam: 100% O =&
1 2 3 4 5

The toolbar items are described in the table below.

No. Description

1 Scale

2 Open report

3 Save report

4 Print

5 Search for text in report

Here are some details on the Save report and Open report buttons. For example, if there is no printer at the place where
the ATM Monitoring reports component is installed or if you want to save your report in electronic form to view it later, you can
save the report as a FRP, XLS, XML, RTF, or HTML file. Then you can open the report on another computer.

8.2 Reporton technical faults

N
To start generating the report, click the System faults button .

Adialog box then appears, with the parameters necessary for report generation.
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=] System failures

all objects

_ all objects

all ohjects

all fallures

| 0B.05.23

| 0F.05.2019

End time 21:03:07
| event

Cancel

This dialog box allows setting the following report parameters:

1. Object description. This setting allows switching between the two report modes:
a. Reporton all system objects
b. Report on one system object

all ohjects

10 Green Park. =t
L

1

2. Region, district and city in which the objects are located. This information is configured on the Control panel - see Editing
reference information. If a specific object is selected (see step 1), then these fields are hidden in the report settings
window.

3. Failure type. This setting allows specifying the type of fault for which you want to generate a report. You can also create a
report for all faults that occurred during a specified interval of time.

all failures -
Cameras

|| archive

= ho connection with object

8| ho connection with monitoning object

[ ] videosystem software

[ HDD Failure

[ object dizarmed

4. Beginning date, End date, Beginning time, and End time. This setting is used for specifying the time range of the alarms
by which the report will be generated.
5. Sorting. A report can be sorted in one of two ways:
a. By events (Signal from vibration sensor, Signal from lock sensor, etc.).
b. By time of event start.

cormment

6. Show comment. Set this checkbox if it is necessary to display fault comments in the report (see Processing alarms).
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DK,

7. After configuring all parameters, click OK
The report appears in a new window.

Report issue date: 5/M15/2019 4:03:39 PM

Report - system failures

Object: all objects report
Failure type: all failures
Period: from 5/15/2019 12:00:00 AM to 5/15/2019 4:03:11 PM
Region: all objects
District: all objects
City: all objects
Event Beginning End Duration
Object: "10 Green spruce dr.” (550017)
Mo connection with object (Communication 5/14/2019 6:38:28 PM Continues 0d. 21h. 25m. 11s.
channel)
Comment:
Object: "12 Osipenko str.” (550018}
N}? cun?}ectiun with object (Communication 5/14/2019 6:38:28 PM Continues 0d. 21h. 25m. 11s.
channe

Comment: Repair work
Object: "47 John Reed str.” (550016)

Camera off (Camera 1. Door) 5/15/2019 3:29:51 PM 5M5/2019 3:32:11 PM 0d. 00h. 02m. 20s.
Comment:
Software error (Basic software) 5/15/2019 1:07:12 PM 5/15/2019 1:08:33 PM 0d. 00h. 01m. 21s.
Comment:
Software error (Basic software) 5/15/2019 3:25:22 PM 5M15/2019 3:27:32 PM 0d. 00h. 02m. 10s.
Comment:

8.3 Report on alarm situations

To begin generating the report, click the Alarms button @ .

A dialog box then appears, with the parameters necessary for report generation.
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all objects

_ all objects

all ohjects

all events

| 06.05.2019
000000

| DE.05.2013
| 23.59.59

Cancel

This dialog box allows setting the following report parameters:

1. Object description. This setting allows switching between the two report modes:
a. Reporton all system objects
b. Report on one system object

all ohjects

10 Green Park. =t
L

1

2. Region, district and city in which the objects are located. This information is configured on the Control panel - see Editing
reference information. If a specific object is selected (see step 1), then these fields are hidden in the report settings
window.

3. Alarm. This setting allows specifying the type of alarm event for which you want to generate a report. You can also create

a report for all alarm events that occurred during a specified interval of time.
Alarmn all events -
wvibration zenzar signal

| | lock sensor signal

= (| overheat sensor signal

317 additional zenzor zignal

[ signal from LIPS

[] default PC restart

thing [ hon-default PC restart

4. Filter (message). This parameter allows setting a text filter by the messages from the monitored alarms.

(@ Note

This parameter is used if the Agent Of Control is connected to ATM-Intellect Workstation (see Configuring alarm
groups).

nc AR nda
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The Filter (message) field is auto-filled. Each text filter entered in this field will be stored in the database and will
be automatically inserted into the field upon retyping.

5. Beginning date, End date, Beginning time, and End time. This setting is used for specifying the time range of the alarms
by which the report will be generated.
6. Sorting. Areport can be sorted in one of two ways:
a. By event (Signal from vibration sensor, Signal from lock sensor, etc.)
b. By time of event start

et et et

event

N Ccammenk

7. Show comment. Set this checkbox if it is necessary to display alarm comments in the report (see Processing alarms).
8. After configuring all parameters, click OK & _

The report appears in a new window.

il

OR=s@

Report issue date: 7/26/2019 3:18:01 PM

Report - alarms

Object: all objects report

Alarm: vibration sensor signal,non-default PC restart

Period: from 7/26/2019 12:00:00 AM to 7/26/2019 11:59:59 PM
Region: all objects

District: all objects

City: all objects

Object: "47 John Reed str.” (550016)

Vibration sensor signal Ti26/2019 2:16:57 PM
Comment:

Vibration sensor signal T/26/2019 2:21:42 PM
Comment:

Vibration sensor signal Ti26/2019 2:36:19 PM
Comment:

Vibration sensor signal 7/26/2019 3:11:04 PM
Comment:

Non-default PC restart T/26/2019 3:14:45 PM
Comment: Electricity shutdown

Page 141 |

8.4 Video report

To start generating the report, click the Video report button.

QD

A dialog box then appears, with the parameters necessary for report generation.
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%) hapEnals - aperations

Beginning da _ B/26/2018

End date

| 12:00:00 Ak
| B/26/2018

Cancel

This dialog box allows setting the following report parameters:
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1. Time period for the report. Use the Beginning date, Beginning time, End date, and End time parameters for this.
2. Object description. This setting allows switching between the two report modes:

a.
b.

a.

b.

Report on all system objects
Report on one system object

II ohjects

..... 8110 Green spruce dr.

..... 2112 Ozipenko st
ainning time 47 John Beed str.

3. Report type. This setting allows switching between the five available reports:

snapshots - operations. These are snapshots during the time when bank card transactions were being performed

at the ATM.

snapshots - alarms. These are snapshots after an alarm sensor was triggered at the object ("Vibration sensor",

"Lock open sensor", etc.).
snapshots - other. These are snapshots obtained by a custom video archive query.

video frames - alarms. These are video frames obtained after an alarm sensor is triggered at the object.
video frames - other. These are video frames obtained by a custom video archive query.

- operations

shapshotz - alarms

...... = shapshots - ather
o video clips - alarms
:"_g wideo clips - other
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4. Ifyou select Video frames - Others report type, the Camera parameter becomes available. Use this parameter to select
the camera from which you want to get video frames.

all ohjects

X

WIsA .
& shapshots - operations

B/26/2018

12:00:00 &k

B/2E/2018

11:53:59 PM

all cameras

=)

camera 01
camera 02
camera 13
camera 04
camera 05
camera 16
camera 07

5. If you select snapshots - operations report type, the Camera, Card number, and Operation sum parameters become

available.

(@ Note

The Card number field is auto-filled. Each card number entered in this field will be stored in the database
and will be automatically inserted into the field upon retyping.

After configuring all parameters, click OK. A separate window displays the results of search for snapshots for the specified

criterion.

10 Green spruce dr. (550017)
10 Green spruce dr. [550017)
10 Green spruce dr. [550017)
5 10 Green spruce dr. [550017]

B 10 Green spruce dr. [550017)
R 10 e spruce dr. (550017)
10 Green spruce dr. (550017

10 Green spruce dr. (550017)

10 10 Green spruce dr. [550017]
1 10 Green spruce dr. [550017)

10 Green spruce dr. [550017)

10 Green spruce dr. [550017)

RERN 10 Green spruce dr. (550017)
IEER 10 Green spruce dr. (550017)
IR 10 Green spruce dr. (550017)
EER 0 Gren spruce dr. (550017)
=

10 Green spruce dr. [550017)
10 Green spruce dr. [550017)

10 Green spruce dr. (550017

z 10 Green spruce dr. (550017)
2 10 Green spruce dr. [550017)
: 10 Green spruce dr. [550017)
p 10 Green spruce dr. [550017)
10 Green spruce dr. [550017)
I 10 Greer spruce dr. (550017)
10 Green spruce dr. (550017

z 10 Green spruce dr. (550017)
p 10 Green spruce dr. [550017)
10 Green spruce dr. [550017)

10 Grean spruce dr. [550017)

10 Green spruce dr. [550017)

10 Green spruce dr. (550017)

g 10 Green spruce dr. [550017]
: 10 Green spruce dr. [550017)

Camera 2 [2)
Camera 2 [2]
Camera 2 [2]
Camera 2 [2]
Camera 2 [2]
Camera 2 [2)
Camera 2 [2]
Camera 2 [2)
Camera 2 [2]
Camera 2 [2]
Camera 2 2]
Camera 2 [2]
Camera 2 (2)
Mame unavailable (2]
Camera 2 [2]
Camera 2 [2]
Camera 2 [2]
Camera 2 [2]
Camera 2 [2)
Camera 2 (2)
Camera 2 [2]
Camera 2 [2]
Camera 2 [2]
Camera 2 [2]
Camera 2 [2)
Camera 2 [2)
Camera 2(2)
Camera 2 [2]
Camera 2 [2]
Camera 2 (2]
Camera 2 [2]
Camera 2 [2)
Camera 2 [2]
Camera 2 [2]

“ibration sensor
Vibration sensor
“ibration sensar
Vibration sensar
Yibration sensar
“ibration sensor
Vibration sensar
“ibration sensor
Vibration sensor
Yibration sensar
Wibration sensor
Yibration sensar
ibration sensor
Vibration sensor
“ibration sensor
Vibration sensor
Yibration sensar
Vibration sensor
Yibration sensar
ibration sensor
Vibration sensor
“ibration sensar
Vibration sensar
Vibration sensar
“ibration sensor
Vibration sensar
ibration sensor
Vibration sensor
Vibration sensar
Wibration sensor
Yibration sensar
ibration sensor
Vibration sensor
“ibration sensar

B/2642018
B/26/2018
6/26/2018
B/26/2018
6/26/2018
E/26/2018
B/26/2018
E/2642018
B/26/2018
B/26/2018
B/26/2018
B/26/2018
E/26/2018
B/26/2018
E/26/2018
B/26/2018
B/26/2018
B/26/2018
6/26/2018
E/26/2018
B/26/2018
6/26/2018
B/26/2018
B/26/2018
B/2642018
6/26/2018
E/26/2018
B/26/2018
B/26/2018
B/26/2018
B/26/2018
E/2642018
B/26/2018
E/28/2018

A
214:37.000 P
314:54.000 P
315:24.000 P
315:44.000 P
216:21.000 PM
Zr16:56.000 P
Z17:04.000 PM
217:32.000 P
F17:41.000 P
318:25.000 PM
315:55.000 P
321:14.000 PM
2:21:35.000 P
321:57.000FM
Z23:02.000 P
323:44.000 P
224:41.000 PM
22504000 P
325:05.000 PM
2:29:30.000 P
330:01.000 P
230:25.000 P
341:39.000 P
2:41:47.000 PM
2:41:58 000 P
242:07.000 PM
2:42:14.000 P
342:32.000 FM
4:01:19.000 PM
4:02:47.000 P
4:03:46.000 PM
4:04:10.000 P
4:05:06.000 FM
4:07:1€.000 P

Results of search in local video archive r

Select a record and click the Report button. A windows opens, containing the report.
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Repor

Video report - alarms

IB 550017 ALARM: BUBPOOATYHMK

Object: 10 Green spruce dr. (650017)
Date-time on site: 6/26/2018 3:17:41.000 PM

Jsa | |4

Page 141 [ L1 D

Based on the results of video fragment search, you can select any entry and view the fragment by clicking the View button. The
video fragment will be played back in Axxon Player.

Results of search

31 (1)

47 John Reed st (550016) Camera1(1) Wibration senser 6/26/2018 316:19.000 P
47 John Reed st (550016) Camera 1(1) Vibration sensor 6/26/2018 321:22.000 PM
Camera1(1) Vibration sensor 6/26/2018 221:44.000 PM

Camera (1) Vibration sensor 6/26/2018 22212.000 PM

Camera1(1) Vibration sensor 6/26/2018 22227.000 PM

Camera1(1) Vibration sensor 6/26/2018 22302.000 PM

Camera (1) Vibration sensor 6/26/2018 22321000 M

Camera1 (1) Vibation sensor 6/26/2018 223:.44.000 PM

Camera (1) Vibration sensor 6/26/2018 22416000 PM

Camera1(1) Wibration sensor 6/26/2018 3:24:41.000 PM

Camera 1(1) Wibration sensor 6/26/2018 32504.000 PM

Camera1(1) Wibration sensor 6/26/2018 32305.000 PM

47 John Reed st (550016 Camera1(1) Wibration sensor 6/26/2018 32333.000 P
EEI ¢ John Reed st (S50016) Camera 11 Wibration sensor 6/26/2018 33001.000 P
EEI¢7 John Reed st (S50016) Camera 1 (1] Wibration sensor 6/26/2018 330:25.000 PW
47 John Reed st (S50016) Camera 1 (1] Wibration sensor 6/26/2018 330:37.000 PW
Camera1(1) Wibration sensor 6/25/2018 341:33.000 P

Camera1(1) Wibration senser 6/26/2018 341:47.000 PH

Camera 1(1) Vibration sensor 6/26/2018 341:59.000 PM

Camera 1(1) Vibration senser 6/26/2018 342007000 PM

Camera1(1) Vibration sensor 6/26/2018 24214.000 PM

Camera1(1) Vibration sensor 6/26/2018 242:32.000 PM

Camera1(1) Vibration sensor 6/26/2018 401:19.000 PM

Camera1(1) Vibration sensor 6/26/2018 402:47.000 PM

Camera1(1) Vibration sensor 6/26/2018 40346000 PM

Camera1(1) Vibration sensor 6/26/2018 404:10.000 PM

Camera1(1) Wibration sensor 6/26/2018 40506000 PM

Camera 1(1) Wibration sensor 6/26/2018 407:16.000 PM

Camera 1(1) Wibration sensor 6/26/2018 4:3253.000 PM

Camera1(1) Wibration sensor 6/26/2018 43321000 PM

47 John Reed . (550016 Camera 1 (1] Wibration sensor 6/26/2018 4:33:25.000 PW
47 John Reed st (550016 Camera 1 (1) Wibration sensor 6/26/2018 4:3329.000 PM
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Note that searching for frames and fragments is limited to the files that have been loaded by the Search in archive component.
This search is performed based on archive time, not the time at which the files were downloaded to the computer.

8.5 Operator actions report

. |I'm
To start creating a report, click Operator actions .

A dialog box will open, with the parameters necessary for the report generation.

F

E Operator actions

alobiects
...Eullu;:;ﬁératn:nrs
copedsams

12:00:00 Ak

D 7420
04:44:00 Pk

You can set the following report parameters:

1. Object description. This setting allows switching between the two report modes:

a. Report by all the system objects.
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b. Report by one system object.
riptict all ohjects

.................................................................................. 1|:| GTEEI"I PEIfk at.
T

. Region, District and City in which the objects are located. This information is configured on the Control panel -
see Editing reference information. If a specific object is selected (see step 1), then these fields are hidden in the report
settings window.

() Note

These parameters are available only when the accepted alarms report type is selected.

. Operator. This parameter is used for selecting the operators, by whose actions the report will be generated.
Cperator all operators

ok bype all operators

auto cloge
adrninigtrator

a. report by the actions of all operators;
b. auto close - automatic closure of an alarm (available only when the accepted alarms report type is selected);
¢. administrator.

. Report type. This parameter sets the type of operator actions report.

accepted alarms

P accepted alarmz
..................................................................... |:IL4I|I:| fEI:II:IftS
........................................................................... zearch in archive

ather operator actions

a. accepted alarms - displays the information about when and which user accepted an alarm or group of alarms, and
the specified comments.

b. build reports - displays the information about when and which user has built the reports indicating the report type.
The Report option appears. This parameter is used to set the parameters of the reports, by which the user has built
the reports.

all reports

gpstem falures

| alarms

[ ] snapshots - alarms
................................................................. D shapshats - ather

...................................................................................... [ viden clips - alarms

[] video clips - ather

[] accepted alarms

[ ] search in archive

[ other operatar actions

[] vehicle LP=

[] wehicle LPs [marketing]

[] statistics

[ cwrer statistics

R eport

¢. search in archive - displays the information about when and which user has searched the archive. The Action
option appears. This parameter is used to set the parameters of the operator's actions with the Search in archive
module.

Action all actionz

caphion search

| viden clips zearch
[ frames request

[ video clipz request

d. other operator actions - displays the information about when and which user has performed any other actions
(clicking buttons, working with cameras, archives, etc.). The Action option appears. This parameter specifies other
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all actionz

[ive wideo viewing

[ toolbar

| launching an external application
[ quide editing

[ tramsfer to ignared

[ tranzfer ta analyzed
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5. Beginning date, End date, Beginning time, and End time. This setting is used for specifying the time range of the alarms

by which the report will be generated.

6. Show comment. Set this checkbox if it is necessary to display alarm comments in the report (see Processing alarms).

(@ Note

This parameter is available only when the accepted alarms report type is selected.

7. After configuring all parameters, click OK .

8. Thereport appearsin a new window.

An example of a report on operator actions of the accepted alarms type:

Object: all objects report
Operator: all operators
Period:: from 4/7/202012:00:00 AM to 4/7/2020 5:26:42 PM
Region: all objects
District: all objects
City: all objects
Event Beginning Accepted

Report issue date: 4/7/2020 5:36:51 PM

Report - accepted alarms

Reaction time

Operator

Object: "7 John Reed str.” (550016)

Default PC restart

Software error (Basic software (Video))
MNo connection with object (192.168.1.33)
Disk failure (104:Number of disks=0)

8.6 Statistical report

4/7/2020 5:21:15 PM
4/7/2020 5:19:35 PM
4/7/2020 5:17:08 PM
4712020 5:13:19 PM

To start generating the report, click the Statistics button.

4/7/2020 5:21:27 PM
4/7/2020 5:21:16 PM
4/7/2020 5:19:35 PM
4772020 5:15:22 PM

Adialog box then appears, with the parameters necessary for report generation.

0d. 00h. 00m. 12s.
0d. 00h. 01m. 41s.
0d. 00h. 02m. 27s.
0d. 00h. 02m. 03s.

administrator
auto close
auto close
auto close
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all ohjects

all ohjects

all objects

| all ohjects
Beqginning da EHEEHEEHB

End fime | 04:06:15 P

Cancel

This dialog box allows setting the following report parameters:

1. Time period for the report. Use the Beginning date, Beginning time, End date, and End time parameters for this.
2. Object description. This setting allows switching between the two report modes:
a. Reporton all system objects
b. Report on one system object
I zoriphion

10 Green spruce dr.
12 Ozipenkao st
47 John Reed str.

3. Include number of cameras on object. If this option is selected, calculation of unavailability factor for cameras and
archives is performed based on the total number of cameras at the object.

4. Include archive errors. If this option is selected, the calculation of unavailability factor for archives is performed based on
the availability factor for the whole system.

5. Show alarms. If this option is selected, information about alarm situations at system objects is added to the report.

6. Ifthe all objects value is chosen for the Object description setting, the Detailed report setting becomes available. If this
option is disabled, a system-wide statistical report is generated.
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If the Detailed report option is enabled, the Sorting, Sort, and Availability factor threshold settings become available
for editing. A detailed system-wide statistical report is generated.

= statistics ) x|

all ohjects

all objects

all ohjects

all ohjects
Beqitning date E/26/2013

12:00:00 Akd

B/26/2018
End tirne 04:06:15 P

O®EO0R

without zorting

dezcending

data based on a defined criterion.

without zorting
without sorting -

gl object

failure: cameraz

failure: communication [channel]

failure: communication [agent]

failure: zoftware

failure; archive

failure; HOD i

Sorting. This settin

withaut zarting

dezcending

If the Availability factor threshold option is enabled, the Threshold value, % and Condition parameters become
available for editing. These settings allow filtering objects by an additional condition: the availability factor threshold

| [ower than threzhold

Threshold value, %. Indicates the threshold level, from 0 to 100.

Condition. This parameter allows specifying a condition for filtering objects: less than threshold or greater than threshold.
If a specific object is chosen as the Object description parameter, the Provide info about alarms and Provide info about
failures parameters become available for editing. This allows including detailed information about faults and alarms at
the object in the statistical report for the object.
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10 Green spruce dr.
B/26/2018

12:00: 00 Akd

) B/26/2015

o 04:06:15 P

AHEHEHEH

After configuring all parameters, click OK.

A sample report for a single object is shown in the figure.

Report issue date: 6/26/2018 4:13:15 PM

Object statistics

Object: 10 Green spruce dr. (550017)

Period: from 6/26/2018 12:00:00 AM fto 6/26/2018 4:06:15 PM
Region:

District:

City:

Period length: 0d. 16h. 06m. 15s. Cameras: 4
Exploitation length: 0d. 16h. 06m. 15s.

Number and duration of failures:

Camera failures: {0d. 00h. 00m. 00s.) 0
Connection lost (communication channel): (0d. 12h. 45m. 335.) 4
Connection lost (agent): {Od. 00h. 00m. 00s.) 0
Videosystem software failure: {Od. 00h. 02m. 00s.) 1
Insufficient archive size: (2d. 02h. 58m. 125.) 4
HDD failure: {0Od. 00h. 00m. 00s.) 0
Total: 9
Object availability factor: 20.6 %
Object unavailability factor (communication:communication channel): 79.2 % =
Object unavailability factor (communication:agent): 0.0 %
[Paget1s2 | S 8 Iﬂ T l T e

Figure below gives an example with various faults at the object; an availability factor and unavailability factors are given below.
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Taf !
¢ > Network Network |
Tuf net 1 Tuf net 2
‘ p g b
Tuf soft
Tuf cam
Tuf
) »
02/01/2005 02/24/2005 02/24/2005  02/25/2005 02/25/2005  02/25/2005 02/28/2005
12:00:00 AM 12:46:40 PM 07:07:27 PM 10:57:53 AM 11:07:.02AM  05:58:55 PM 12:00:00 PM

In this example for generating a statistical report, the time period 02/01/2005 12:00:00 AM to 02/28/2005 12:00:00 AM is used. The
availability factor of an object is calculated as the ratio of object availability to the overall time period in the report in question.

AF = Taf/(Taf+Tuf)
The following significant malfunctions are included in the calculation:

« Network
« Basic software
o Cameras

The unavailability factors of an object for these malfunctions in the example here are calculated as follows:
Object unavailability factor (network):
UF_net = (Tuf_net_1 + Tuf_net_2)/(Taf+Tuf)
Object unavailability factor (software): UF_soft = Tuf_soft/Taf+Tuf
Object unavailability factor (cameras): UF_cam = Tuf_cam/Taf+Tuf

Note that generally in the model used, the total object availability factor will not equal the sum of the unavailability factors for
specific malfunction types.

A sample overall report for the entire system is shown in the figure. The availability and unavailability factors in the report are
calculated by arithmetic averaging.
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Repart issue date: 6/26/2018 4:15:53 PM

System statistics

Number of objects: 2 (availability factor lower than 90 %)

Period: from 6/26/2018 12:00:00 AM to 6/26/2018 4:06:15 PM
Region: all objects

District: all objects

City: all objects

Duration: 0d. 16h. 06m. 15s. Cameras: 5

Number of failures:

Camera failures: 0
Connection lost (communication channel): i
Connection lost (agent): 0
Videosystem software failure: 2
Insufficient archive size: 5
HDD failure: 0
Total: 14
System availability factor: 20.7 %
System unavailability factor (communication:communication channel): 791 % :
Svstem unavailahilitv factor (communication:aaent): 0.0 % =
[Fagetiz | [l ¥

When generating a detailed report for the entire system, besides the page with general information, a table with detailed data for
each object is displayed.

Number of failures g=lgse s | F =
] ) D @ o-sles = | E| 9
: L= L= = RC, S =
Object 5 ES|ES E £ 8 |'% :'E:IE E. S E,
S |85|88| § £ | = SE5E S |y |y
u - o m e e
ATM machine 1 0 5 0 4 0 of19.9[77.1] o 54 of o0

A Attention!

While creating the statistical report by all objects in case of the number of failures for the specified period exceeds 1000
for some object, this object eliminates from the statistical report.

8.7 Statistical report by owner

This report includes only objects that have a non-blank Owner field in the Monitoring objects reference (see Reference
information). To start generating the report, click the Statistics by owner button.

A dialog box then appears, with the parameters necessary for report generation.
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L= statistics by owners )

B/26/2018

04:18:26 P

Cancel

This dialog box allows setting the following report parameters:

1. Time period for the report. The Beginning date and Beginning time settings are used to set the period.
2. Snapshot. If this option is selected, a report as of a selected date and time is generated. Otherwise, a report is generated
for the entire day specified in the Beginning date field.

An example of generating this report is shown in the figure.

NO|¥m|

Zoom: 1

Report issue date: 6/26/2018 4:15:46 PM

Unavailability factor in % (number)

Total

objects General Connection
o e name (total availability Cameras | Connection with Software Archive HDD error

with errors) factor, % with object monitonriing error
age
7 [Moscow subsidiary 1(0) 100.0 0.0 (0) 0.0 (0) 0.0 (0) 0.0 (0) 0.0 (0) 0.0 (0)
2 |Samara subsidiary 1) 0.0 0.0 (0) 100.0 (1) 0.0 (0) 0.0 (0) 0.0(0) 0.0 (0)
3 [Yakutsk subsidiary 1(0) 100.0 0.0 (0) 0.0 (0) 0.0 (0) 0.0 (0) 0.0(0) 0.0 (0)
TOTAL - 30) 667 0.0 (0) 33301 0.0 (0) 0.0 (0) 00(0) 0.0 (0)

8.8 Vehicle LPs report

To start creating a report, click Vehicle LPs.

A modal window opens. In this window, you can set the parameters needed to create the report.
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all objects
all objects
all objects
all objects

average time span at gas station

Cancel

You can set the following report parameters:

1. Thetime range of the report. Use the Beginning date, Beginning time, End date, and End time fields.
2. Object description. You can use this field to choose between two report modes:
a. Reporton all the system objects.
b. Report on one or several system objects.
Dbject description all objects

4? .J_u:_uhn Reed str.

Region. Select one or more regions.

all ohjects
b ozcow

""""""""""""""""""""""""""""""""""""""""" || Samarskapa
....................................................................................... [1*'akutzskaya

all ohjects
el ETOMIER S
L — .

all objects
kozcow

|| Samara
[1Zima Highlands

6. Report type:
a. average time span at gas station
b. number of vehicles
c. listof LPs

me
nurmber af vehicles
lizt of LPs

7. Vehicle LP number. With this parameter, you can specify the LP number of the vehicle, the information about which
should be included in the report. The LP number can be specified in full or with a mask containing the following symbols:
+ % to replace several symbols. For example, if you specify T4%, the report includes information on vehicles with LP
starting with T4.
« _ toreplace one symbol.

(@ Note.
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The Vehicle LP field is auto-filled. Each LP number entered in this field will be stored in the database
and will be automatically inserted into the field upon retyping.

- . -

Wehicle LP

After setup of all parameters, click OK. The report is displayed in a separate window.
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9 Monitoring unadded objects

If an object tries to connect but has not been added in the oblect settings in ATM Intellect Workstation (the Hardware tab in
Intellect), a dialog box opens, with a warning to the operator that there is an unadded object.

Warning - object not registered
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10 Appendix 1. Data update periods summary

On the page:

« Data loading from
database to the
interface objects

+ Data loading to the
database

+ Sending data from
ATM-Intellect Pro
to ATM-Intellect
Workstation

« Data transmission
scheme

« Features of
displaying
information on
short-term and
long-term alarms

« ATM-Intellect Pro
technical condition
data collection
periods

10.1 Data loading from database to the interface objects

The information on Control panel and Log panel is updated every time data is loaded from the database. The time of the last
download from the database is shown in the CUT field.

Periods of data updating are different for Control panel and Log panel:

1. Control panel.
a. Data are updated from the database once a minute (by timer).
b. Atreceiving of acommand from Data loader to forcibly update information, which can appear after a new load to
the database.
2. Log panel. Data are updated from the database once a minute (by timer).

To get the latest database information, click the button (Refresh data). This forces the data to load.

10.2 Data loading to the database

The date of last load of data to the database (see section Alarm list navigation) is refreshed when changes in the database
appear.

If there was no change in the database for 5 minutes, the CUT field is forcibly updated and then updates once a minute. This will
cause a gap from the current system time by 5 minutes. After coming of new information from any ATM-Intellect Pro, the CUT
becomes equal to the current system time of the computer.

Loading data to the database is performed by the Data loader for Monitoring module.

If files with technical information are received from ATM-Intellect Pro (e.g. camera enabled), these files are loaded to the database
with a period specified while configuring Data loader in the Loading period parameter (10 seconds by default). If files with
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information on alarms are received from ATM-Intellect Pro (e.g. vibration sensor triggered), this information is loaded to the
database immediately.

After each load to the database, a message is sent to the Control panel interface component to update the information.

If, after receiving files with technical condition, ATM-Intellect Workstation determines that object state has not changed, then
nothing is loaded to the database. This is why the timer is used to forcibly update interfaces.

In the Alarm date field in the interface objects, the time of alarm information load to the database after receiving it from the ATM-
Intellect Pro is displayed, not the time of alarm appearing at the site.

(@) Note.

To enable alarm registration with the time it emerged on site, create the TimeAlarmFromAgent key in the Windows
registry and set it to 1 (see Registry keys reference guide for more details on the key and the Working with Windows 0S
registry section of Intellect software. Administrator's Guide for more details on how to operate registry keys).

10.3 Sending data from ATM-Intellect Pro to ATM-Intellect Workstation

ATM-Intellect Pro sends to ATM-Intellect Workstation packages with its technical condition with a period set while setting up the
Partition of Control object at the ATM-Intellect Pro side using the Ping frequency parameter (see ATM-Intellect. Administrator's
Guide, section Configuring connection between ATM-Intellect Pro and ATM-Intellect Workstation). The default ping frequency is 2
minutes (120 seconds).

Information on long-term alarms comes to the ATM-Intellect Workstation from ATM-Intellect Pro together with the information on
technical condition once in the ping period.

Information about short-term alarms comes to the ATM-Intellect Workstation immediately after they have appeared at the ATM-
Intellect Pro.

10.4 Data transmission scheme

The picture gives a general scheme of data transferring from the ATM-Intellect Pro to the ATM-Intellect Workstation.

ATM-Intellect Pro
Irmmediately for Fing period for files of
short-term alarms technical condition

ATM-Intellect Workstation

Data loader for

Monitoring After each new load to Control
the daabase > panel

Zince a minute

Technical condition info:
every 10 sec (by default) o

_ Database
Infarmation on e

shaort-term alarms:
immediately

=
Once a minute Log panel
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10.5 Features of displaying information on short-term and long-term alarms

Information about long-term alarm can be not recorded into the Monitoring database and not displayed in its interfaces in the
following cases:

1.

If a long-term alarm had started and ended within two polls of ATM-Intellect Pro (within the Ping frequency interval, see
ATM-Intellect. Administrator's Guide).

If a long-term alarm had started and ended when the connection between ATM-Intellect Pro and ATM-Intellect Workstation
was lost.

When there is no connection with ATM-Intellect Workstation, the short-term alarms are stored in the “holding” data files on the
ATM-Intellect Pro. When connection with ATM-Intellect Workstation is restored, they are transferred to the ATM-Intellect
Workstation, stored in the Monitoring database and displayed in its interfaces.

10.6 ATM-Intellect Pro technical condition data collection periods

ATM-Intellect Pro technical condition data collection periods are given below:

1.

>w

Information on disk failures (the Disk failure alarm type) and its re storing is updated in the following cases:

a. atATM-Intellect Pro startup and then every 15 minutes.

b. atreceiving local message SLAVE|NO_DISC (No disk for archive storage) from Intellect core.

c. atreceiving local message DISC_EXIST (Disk for archive storage found) from Intellect core.

d. atreceiving local message DISC_UNMOUNT (Disk unmounted) from Intellect core.

e. atreceiving local message DISC_MOUNT (Disk mounted) from Intellect core.
Information on archive size (the Archive size too small alarm type) is updated at ATM-Intellect Pro startup and then every
15 minutes.
Information on the computer normal and abnormal restarts is displayed in the interface in 5 minutes.
Information on free disk space is updated every 1 hour.
ATM-Intellect Pro initiates the connection with ATM-Intellect Workstation and once in a ping period (2 minutes by default)
sends a package with technical data to the ATM-Intellect Workstation. If ATM-Intellect Workstation have not been receiving
any data from ATM-Intellect Pro within 6 minutes, the “No connection” error is displayed for such object.

() Note

The waiting timeout for receiving the packets with the technical state of ATM-Intellect Pro can be adjusted. To do
this:

a. Onthe ATM-Intellect Pro side, in the settings panel of the Surveillance Object, add a one-character postfix
to the identifier of this object (for example, if the Surveillance Object has an identifier equal to 123, then
the identifier with the postfix will look like 123X, where X is the specified postfix).

b. Onthe ATM-Intellect Pro side, it is recommended to adjust the ATM-Intellect Workstation polling period so
that it does not exceed the waiting timeout for receiving the packets with the ATM-Intellect Pro technical
condition (see Setting up a connection between ATM Intellect Pro and ATM Intellect Workstation).

c. Onthe ATM-Intellect Workstation side, delete the existing Surveillance Object with a 123 identifier.

d. Onthe ATM-Intellect Workstation side, create a new Surveillance Object with a 123X identifier.

e. Onthe ATM-Intellect Workstation side, for the PostfixForTimeOut registry key, set the value equal to the
previously specified postfix. For the TimeoutForPostfix registry key, set the timeout value in minutes (for
details, see Registry keys reference guide, for more information about working with the registry,
see Working with Windows OS registry).

The Video.run process status (hangup) is checked at startup of Videosrv.exe module and then every 15 minutes, and
besides that each time the Videosrv.exe module reconnects with the Intellect software, i.e. if the Intellect software was
shut down and started again.

Availability of running processes "Intellect.exe" and "Video.run" is checked every 10 seconds.
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https://doc.axxonsoft.com/confluence/display/Int411en/Registry+keys+reference+guide
https://doc.axxonsoft.com/confluence/display/Int411en/Working+with+Windows+OS+registry

	Operator's Guide. Introduction
	Purpose of ATM Intellect
	Purpose of the document

	Control panel
	Control panel interface
	Control panel purpose
	Changing default icons for alarm groups
	Current Update Time
	Selecting an object on the Control Panel
	Ignoring objects
	Processing alarms
	Accepting an alarm
	Accepting several similar alarms
	Additional information on alarms
	Types of alarms
	The number of alarms displayed

	Viewing video data on alarms
	Indication of video data presence
	Viewing video data
	Video data grouping setup
	Setting up video data list filter

	Event log
	Viewing comments
	User who accepted alarm
	Period of events viewing
	Event log export
	Configuring the event log columns position

	Reference information
	Viewing reference information
	Editing reference information
	Filling in reference information
	Column context menu in the Monitoring objects window

	Viewing live and archive video from objects
	Playing back live video and archive from a specific camera
	Viewing live video and archive from all cameras created at the ATM-Intellect Pro
	Viewing video from all cameras of the selected Surveillance Object
	Playing back live video and archive from selected cameras

	Running external applications from the Control Panel
	Executing ad hoc command on the ATM-Intellect Pro by the operator of ATM-Intellect Workstation

	Log panel
	Log panel interface
	Alarms color code
	Alarm list navigation
	Ignoring objeсts
	Status bar

	The number of alarms displayed on the Log panel
	Object status
	Alarm duration
	Information on the object
	Selecting an object on the Log Panel
	Exceeding the permissible number of failures
	Forcibly closing alarm
	Custom filter in the Log Panel
	Info on archives

	Owner Panel
	Owner Panel interface
	Objects displayed on the Owner Panel
	Viewing Event log for all objects
	Viewing details on alarms for all system objects

	Alarm message window
	Search in archive
	Search in archive purpose
	Video archive search request for captions
	Video archive search request for video fragments
	Frame query
	Video query
	Automated video clip loading
	Video clip request file
	Operating principle of automated video clip loading


	Characteristics of video data transfer during the transaction
	ATM Monitoring reports
	ATM Monitoring reports purpose
	Report on technical faults
	Report on alarm situations
	Video report
	Operator actions report
	Statistical report
	Statistical report by owner
	Vehicle LPs report

	Monitoring unadded objects
	Appendix 1. Data update periods summary
	Data loading from database to the interface objects
	Data loading to the database
	Sending data from ATM-Intellect Pro to ATM-Intellect Workstation
	Data transmission scheme
	Features of displaying information on short-term and long-term alarms
	ATM-Intellect Pro technical condition data collection periods


