O><><I4 NEXT

E X P E R I E N C E T H E N E X T°

User Guide



User Guide

Table of contents

1

1.1
1.2
1.3

2

2.1
2.2
2.3
2.4

3

3.1
3.2
3.2.1
3.2.2
3.2.3
3.2.4
3.2.5
3.2.6
3.2.7
3.2.8
3.2.9
3.2.10
3.3
3.4
3.5
3.6
3.6.1
3.6.2
3.6.3
3.6.3.1
3.6.3.2
3.6.3.2.1

User Guide. INtrodUCTION .....oouiiieriieierieieeteeete ettt b st sae e 28
GENEral INFOrMAtION ..oouiieieiirieteeeee ettt sttt et a e ebestesenasaens 28
PUrpPOSE Of the DOCUMENT....cviuiiiiiiieeeierieteestestet ettt ettt sttt a e b sa e beee 28
Purpose and functionality Of AXXON NEXL ......cceveirirenieininienieeeerie et 28
Software LIifeCyCle POLICY ....uicieceeeeeeeeeeees ettt ettt sne s 30
SOFtWAre LIfECYCLE PRASES ...cviceieieeeieteceeeeeeee ettt ettt b et s beereenaennans 30
Software TEChNICAl SUPPOIt....c.ccueceeieeceeeeee ettt a e s re et e b e besteeraesneneans 30
Standard Period for Release of Software Updates .........ccceveeuieeeeeeeienececeeeeeece e 30
Licensing Policy with Regard to Software Updates .......ccccceeveeeenenieienenienieeneneesesieseeeevenne 30
Description of the Software Package.......c.ecvevievierienienienieieiesieiesiesteeestetet e ssenens 31
Basic principles of building a security system based on the Axxon Next software package.... 31
Axxon Next features: reference iNformMation.........cceeverieirenieninneneeee s 31
MICromMOAULE @rChITECTUIE ..c..iiiieieiee ettt ettt s b e st benes 31
SUPPOIE FOr IP CAMEIAS...cuviuieiieeietieterietetett ettt et et eete st et e s esaesaebaste st esbessessesessessessessassesaesessesessessesansenes 32
Support for analog cameras in AXXON NEXT .....cvvueirieirieirieienieeieeteteseese e este et et e s e e e e sesessenessens 32
Video and AUio DeteCTioN TOOIS ...c.ueiiirieriieiete ettt b e sttt eae b 32
VIO @ICRIVE ..ttt s h ettt et e b bt b e s b et et et e st s b e sb e b et et eneenenes 33
INTEIACTIVE 3D MAP cutiiiiiriieiiieiiterte ettt ettt ste et s bt st e et e e bt e s st e s b e s beesbsessbeeaseenbeesssesssesnsaesssenssessseenseenseenns 33
USEI INTEITACE ...ttt ettt sttt b ettt e b et et et st e s e st e s et e s et e b entebenesbenseseneetenentesersesannes 33
FACE RECOGNITION. ..ttt ettt ettt sttt et s bt et b e e st e b e sae e b e s be e st et e e st esesaeenensesmnens 34
NUMDEIPLate RECOZNITION vttt ettt ettt sttt et sb e st et e s e e b bes 34
Receiving Events from EXtErNal SYStEMS.....cci ittt sttt ettt sttt aesenees 34
Functions of the Distributed Security SYStEM .....ccvceeeeiieiieeeeeeeeeee et 34
Network Topologies of the Axxon Next Software Package.........cccveveeerenienieenenienisenienieeenenns 35
Specifications of the Axxon Next Software Package........cecevereirenienirinenieieenenieeeeseseeenaens 35
Implementation Requirements for the Axxon Next Software Package ........ccccoevvevvreneneencnnene 36
Limitations of the Axxon Next SOftWare PaCKaZe ......cceeerueueririininieirieirieiesteeteie ettt aesenees 36
Operating SYStemM FEQUITEMENTS «..couiiiiiieietereete ettt ettt ettt e b e sbe st e ae s b s e e b e e s e aesaeenees 38
Disk storage sUbSYStEM reqUITEMENTS. ..c..couiiuirieieeeicet ettt ettt ettt et nes 39
GENETAL FEQUITEMIENTS .. etieieeteeiesteeeete st et e e et e e s e et et e s st e s e steeseessesseessesseessensasseessassesssansesseessensesseensesseenen 40
STOrAEE MEQUITEMENTS ..ttt ettt ettt s bt et sae et e b e e bt et e s bt e e e sbesme e besbeeseenbeeneensesneeneen 40
MINIMUM FEQUITEMIENTS c.etiitiiiterieeieerie et ete st et e st e s beesteesbeesabesbesbeesssesssessseeseesssesssesnsassssenssessseenseenseesns 40



3.6.3.2.2
3.6.3.2.3
3.6.3.24
3.6.3.2.5
3.6.4
3.6.4.1
3.6.41.1
3.6.4.1.2
3.6.4.2
3.6.4.3
3.6.4.4
3.6.4.5
3.6.4.6
3.6.5
3.6.6
3.6.7
3.7

3.8

3.9

4

4.1
41.1
412
4.1.3
4.1.4
4.1.4.1
4.2
421
422
4.2.3
424
4.2.5
4.2.6
427
4.2.8

User Guide

SIZE OF @ICRIVES ...ttt ettt b bbbt b ettt 40
Database Of the SYSTEM LOZ ....cevueuiriiuiriiiiiieirietre ettt ettt ettt sttt bt ebenees 41
Object trajeCctory database ...t sttt ettt b e e e aesaeenaan 41
SElf-AIAGNOSTICS SEIVICE .ttt b et b ettt stene 42
HardWare FEQUITEMENTS .....ccvivuirieierieieseeteste st ete st etestesteestesbesstessesssessessesssessesssessasseessensesssensessesssensasssons 42
General hardWare rEQUITEMENTS .......ccuirieieiereeiereet ettt ste st e ste st e be e et e b e steesaesaesssesbesseensensesseensensesnsen 42
MiNIMal RAM FEQUITEMENTS ..eovieuieieriieienieetertesieertestestestesseessessesssessesseessessesssessessssssessesssensesssensessesssensessens 42
Minimum and recommended requirements for graphics Cards .......coccoveereenirennennerreereesecsreeene 42
Hardware requirements for neural analytics OPeration........ccccceveeererieniereeeeiesesesieseeeee e seesesseenas 43
Hardware requirements for GPU based video deCoding .......ccceevirueirieirieinieinineneeseeseeeseeestevcsneieees 44
Hardware requirements for Licence plate recognition (RR).......ccceevereireerieeninieninienineeseeeseeseevesneveees 44
Hardware requirements for face deteCtion .......ccvcieieirerieieieeceeeseeeeeee et nas 44
Hardware requirements for Licence plate recognition (VT) .....cccveireireenieeninennieeseesieeseeeseevesneveees 45
TCP/IP Network Bandwidth REQUIFEMENTS ....cc.eeiiririerieriiiereetee sttt sssesae s eae b essensesaeenee 45
BIOS coONfiguration reqQUIrEMENTS ......coviuiriiieieieirieereet ettt sttt ettt ettt sttt be st ebenees 45
Running Axxon Next VMS in Virtual Machings ........cocoeverieiiininininesccetececetcteee ettt 45
Interface of the Axxon Next Software Package .......cceevveirerienieininieieenerieeeesieeesese e 46
Ports used by the Axxon Next Software Package ........coecurererieirinenieinenieseeesieneeesesveeeeenene 47
Requirements for Personnel Quantity and Qualifications........ccccecveveveneeeneeceeneseseeeeeeenen 47
Installing the Axxon Next Software Package .......ccoouevvevuevienienienienieieiesieteeeeeeeeeeeeene 49
INSTAlliNG @QUIPMENT.c..eiiiiiteee ettt et ettt s be et a ettt esbe s st et et ennen 49
TYPES Of DEVICES USEA ...vvivvevieeieiieiinieieieieeste st ste et etestes e saeste st e e e sasse st e sesseseesassessensassessessesessessensensessesessens 49
CONNECEING IP DEVICES ...ttt ettt sttt et b sttt et sb e bbb e et b b sbe e et s s e 49
Configuring IP DeViCeS iN WINAOWS ......c.eirueirieiirieiiieieieiesteieteiete ettt ettt ettt ssene 50
VidEO CAPLUIE CArAS PINS cuveeuiiiieieieriieienieetente et erte st ete e st et e saeetesbesstessesbesstessesssensessesnsensesssensessesssensesssens 50
WS-216 VidEO CAPLUIE CANd PINS.ccuirieierierieieetieiesieeteniesieesaesseestestesseessessesssessesssensessesssessessessessessensessesnes 50
Installation the Axxon Next Software Package ........ceeveirerenieinenienieenesieenenieeeeeesee e 51
INSTALLATION ettt ettt sttt ettt b e b ettt s b e bbbt ene st bes 51
Installing DetectorPack add-0NS.......ccuoir ittt sttt 62
REPAINNG INSTALLATION ittt bbbt 63
REMOVAL. ..ttt ettt st sttt et b bbbt et et besb e st b e b et e st erebes 65
UPAALE ittt ettt s e sttt st e e s b e e st et st e e st e s b e e st et e e Rt e Rt e be e R e e aeeat et e b e e s te b e eaeentesaeenaenbeearens 67
Silent iNSTAll (QUIET MOTE) ..eoveiceii ettt et et eae e et ebe e et eebseebeesaseeateebeesreeerseenneennes 68
UPAAting DIIVEIS PACK ...ueeuiiiiiiiiieieieert ettt ettt sttt ettt s b ettt bbbttt enenes 71
Automatic update of @ remMOote CHENT ....cciviiirieiceeereeeee ettt e st b e aeseesenas 72



5.1
5.2
5.3
5.4

6.1
6.1.1
6.1.2
6.1.3
6.1.4
6.1.5

6.2
6.2.1
6.2.2

6.3

6.4

6.5

6.6

6.7

7

7.1
7.1.1
7.1.2
7.1.3
7.1.4
7.1.5
7.2
7.2.1
7.2.1.1
7.2.1.2
7.2.1.2.1
7.2.1.2.2
7.2.1.2.3

User Guide

Licensing of the software product ..........cceoevievieiiinieneneeeeeeeeee s 74
AXXON NEXT lICENSE TYPES c.vvererireririeeitieiieierteste sttt etestesetessees e esbesssesssesssesseessesssesssesssesseessasssens 74
LiCeNSING METNOMAS ....ceiiiiiieeeee ettt ettt et et sbe bttt e anen T7
Product ACTIVAtion UTILITY .ooveecueeieeiireereiieeiestestest et sre s sresstessresaesnesraesbeesseesessnessnenas 7
LICENSE ACTIVATION ettt ettt bt et 79
Launching and Closing the Axxon Next Software Package .......cccceveveevuevienienienieneennns 80
) 821 £ (U] o B RURSTTP ST PSPU PSP 80
STAMTING @ SEIVET ..ttt ettt ettt b e bttt et a et et e b et e bt b e b e b e e et seenenae 80
Starting an AXXON NEXE CLENT....couiruirieiiieiee ettt ettt 80
Running multiple AXXON NeXT CLENTS.....coviviiiiiriiieieieeretctet ettt 84
AXXON NEXE IN AEMO MOTE.....iiiiiieieieitete ettt ettt sttt et s ae bt ene st bes 84
AUtOMAtiC STart Of the CLIENT....couiiiiiie ettt sttt sttt 85
SRUTAOWN .ttt st b e sh ettt s bt e bt e st et et e sbesbeeat et e b ebesbesbeemeentens 85
Shutting down an AXXON NEXt ClIENT..c..cuiiiiririieiier ettt e 85
SHUEEING AOWN @ SEIVET w.niiiieittiteetete ettt sttt sttt et et b b sb e et se e 86
AULOMATIC SEIVET FESTAIT ..ottt s 86
SWitChiNg USers QUICKLY «.ceeeruiruieieieeee ettt ettt et 86
CroSS-SYSEEM ClIENT ..ciitiiitieiiieiiiiertestere et sttt se st ettt e st e st e st e sbeesbessbasssesssesssesseesseensesnsenns 87
CONNECTING LDAP USEIS...uiiiiiiiiiieeiteeiteree ettt ettt ettt ee st st s e stesbesresaesmaesmeesneesneennesanenas 88
Connecting to Another Server QUICKIY........uoieiererinieeeeere e 88
Configuration of the Axxon Next Software Package .......cccocuevveveeveeievieienienienienieeeeenes 90
General information on system CoONfiguration ..........coecuveeerieririnenieineeeeseseeeeeeseee s 90
SYStEM CONfIGUIAtION: STAGES c.cuviveieieieieieicete ettt sttt ettt ettt 90
APPLYING and reSetting SETEINES. ..ccvcoiiiriree ettt sttt sttt 90
Display of parameters iNiNtEITACE ... .cv vttt ettt e st ae e esaeseenas 91
SYSTEM ODJECES 1.ttt sttt s et sttt esbe s ae e b e b e e st et e s te e st e nae s st et e s he e st e beeaaenbenaeenean 91
(0] 0=l T <T- o [OOSR RO TSRO TR OO R SRRPRTRR 92
Hardware CONFIGUIAtION ......couciririiiiieerieceee ettt ettt ettt ee 93
Configuring AXXON AOM@INS ...evveuerieieieieieieieteitetei ettt ettt ettt ettt sttt e bt e b et be st be st be e benensene 93
AXXON-AOMAIN ODJECT...cuiiiiiiiiriieteieretere ettt st et s e st e e s et e sbe s st e saesatesbesseensensesssensessesnsensennsens 94
AXXON DOMAIN OPEIATIONS ..vviuiieiieieriieienieetesie st etesteeteste st estesaeesessesssessessesssessesssensessesssensesseensessesssensesssens 95
Creating @ NEW AOMAIN ..c.iiiiiirieeetete ettt ettt ettt et s b e bbb e e st b e b b e e et ese s e 95
Adding a Server to an existing AXXON DOM@IN c..c.ceiruiriiriiniiriiieiient ettt sttt sa ettt s 95
Removing a Server from an AXXON DOMAIN ....c.cvrieirieririeuenieienieietstetsiesestesestesest bt sttt stese st e ssesessesennes 97



7.2.1.3
7.2.2
7.2.2.1
7.2.3
7.2.3.1
7.2.3.1.1
7.2.3.1.2
7.2.3.2
7.2.3.2.1
7.2.3.2.2
7.2.3.2.3
7.2.3.2.4
7.2.3.2.5
7.2.3.25.1
7.2.3.2.5.2
7.2.3.25.3
7.2.3.254
7.2.3.255
7.2.3.2.6
7.2.3.2.7
7.2.3.2.8
7.2.3.2.9
7.2.3.3
7.2.3.3.1
7.2.3.4
7.2.3.5
7.2.3.5.1
7.2.3.6
7.2.3.7
7.2.3.7.1
7.2.3.8
7.2.3.9
7.2.3.9.1
7.2.3.9.2
7.2.3.9.3

User Guide

Cases of AXXON DOMaiN CONFIGUIALION ...c.evveuirieiiieiieicet ettt et 97
Adding and reMOVING IP AEVICES ....c.ueiiuiriiriiieieecteite ettt sttt st sttt 99
BULK Creation Of IP AEVICES .....ccviiriieiieieieietre ettt ettt ettt ettt sttt a bt ebens 103
Configuring System ObJects fOr DEVICES .....cuveivieirieieieieieieeete ettt 104
THE SEIVEI ODJECTc.uiiuiiiieteieeteese ettt sttt et e st st e b e s ae et e be e st entesaeentesaesssensasssensessesnsenses 104
CONFIGUIING the WED SEIVET ....iuiiiiieeieee ettt ettt 105
CONFIGUIING AN RTSP SEIVEL ..ttt ettt sttt ettt et b et bt b ettt es 106
The Vide0 Camera ODJECT ..cuiviiiirieiereeieeetetere ettt sttt st et esae e b e be et etesaeesaesaesssensasssensessesnsenses 107
Restoring default Camera SEHHINGS .....oov ittt sttt 111
MaSS CONTIGUIATION ...ttt ettt ettt ettt ettt b et b ettt st e st e st st esestebentebens 111
Configuring an Adaptive VidE0O Stre@am.......ccvcirieirieirieirieeeieteiet ettt ettt 112
ConfigUriNg fISNEYE CAMEIAS ...cuvviieiiieteieeeee ettt ettt ettt 113
Connecting and configuring cameras over standard protoColS.......cocccuveerieereenieeninenieereeeeeeeseeenes 114
Notes on configuring video cameras connected Via ONVIF......cc.c.ccirrirecirninieeeeninereseeeseeeeseeesessesesese e eseseses 114
Configuring connection of video Cameras Via RTSP .....c.ccvereeirrinieieinirieiescesenteseseee et se e sesesenens 116
Connecting cameras Via the GB/T28181 ProtOCOL....uuuuueuciriririeueuiririeieieeririeter ettt ettt see e senens 117
Generic Drivers (GeNeral deViCe, SENEIIC) ..o eirerririeiterieteteietets ettt ettt se st b et sa bt e e s b seeneeseseneneas 127
Connecting and setting up devices With FFMPEEZ driVer.....c.ccciriririeiinirieieetinieereiceesieseeee e sesenens 128
Configuring connection of video cameras with dynamic IP addresses ........cccoeeveevireninenenenenercneenenns 134
Configuring Virtual VIdEO CAMEIAS ....cvvueieeeirieiirieeie ettt ettt ettt et 134
Privacy Mask SETLINES ....ccveieiiirteteteiete ettt sttt ettt ettt s a ettt et s b e b sbe e enees 135
Putting a text over the Camera WiNAOW..........cocoiiiiiinenenieieieeeese ettt 136
TRE TP SEIVET ODJECT..eiutieiieieeteeseete ettt sttt ettt e b e s e et e b e st e tesaeesaesaesssensasssensesseensenses 138
CONfIGUIING VIFTUALIP SEIVETS..c.cviiiiiieieieeeteietste ettt ettt sttt ettt et 139
The MIiCrOPNONE ODJECT ...uviiiiieiirieeteeeeertet ettt ettt e b et e et e tesaeesaesaesssensaessensessesnsensas 140
THE PTZ ODJECE e eutiiiiiierieeieteetete sttt st e s ettt e st e sae s st e besaeenb e besssentesaeensesaesssensasssensensesnsenses 141
Configure HTTP-CGI commands to control Wash&WIPer........ccoueerireineirieinieenieeieieneeeeeie e 142
The ChanNEl ODJECT ....viuieieieteee ettt et st a e sttt e tesaeestesaesssenbaesaensesseensensas 143
THE INPUL ODJECT .ottt sttt sttt st e b e sae et et e e st entesaeestesaesssensasseensenseensenses 143
CONFIGUIE VIFTUAL INPULS ..ttt ettt ettt et b et bbb es 144
THhE OULPUL ODJECT weeiuiiiieieteeeeee ettt sttt et st et s ae et et e e ssetesaeestesaesnsensaessensesseensenses 145
The SPEAKET ODJECE.cuviiieieieettetere ettt ettt ettt e st st et e sae e b e be e st etesaeestesaesssensaessensenseensenses 147
Creating and Configuring an ODJECT.......ccuveireirieirie ettt ettt 148
Configuring @ SPEAKEr ODJECT.....cuiiiiuiirieieteieie ettt ettt ettt et es 149
Checking AUIO NOTIfICAtION ...coteuiieieieteteie ettt ettt sttt 150



7.2.3.10
7.2.4
7.2.4.1
7.2.4.1.1
7.2.4.1.2
7.2.4.1.3
7.2.4.2
7.2.4.2.1
7.2.4.2.2
7.2.4.2.3
7.2.4.3
7.2.4.3.1
7.2.4.3.2
7.243.2.1
7.243.2.2
7.2.4.3.3
7.2.43.4
724341
7.24.3.4.2
724343
7.2.43.5
7.24.3.5.1
7.2.4.3.5.2
7.2.4.3.6
7.24.3.6.1
7.2.4.3.6.2
7.2.43.6.3
7.2.4.4
7.2.4.5
7.2.4.6
7.2.4.6.1
7.2.4.6.2
7.2.4.7
7.2.4.8
7.2.4.9
7.2.5

User Guide

The Embedded STOrage ODJECT......couiiuiiiiiiie ettt st 150
Particulars of Configuration Of DEVICES .......ccuvueirieiriiinieieieietrie ettt sttt 151
AGRG-10-16/8-WD-DS SENSOI-RELAY CArdS....ccvevuirieiiriieieniieienieneetesieetenre et sie st essesseessesbesssessesseensenaes 151
Connecting AGRG-10-16/8-WD-DS Sensor-Relay Cards........ccocverrirenenenienieineneneieeeeeeeesesveseeeenes 151
Electrical and technical specifications of AGRG-10-16/8-WD-DS d@VICES ......ccvrererrerrervereeerresresrerrereenees 153
Special features of configuring AGRG-10-16/8-WD-DS card in AXXON NeXt .....ccecevverererreninerenienenieneneenenes 154
AXIS TP DEVICES ..ttt ettt sttt ettt st ettt et b bbbttt besb et et et et eaeeb e besbenteneen 154
Serial NUMDBET CRECK ...ttt sttt et 154
BONJOUF FUNCLION 1.ttt ettt e sttt et e st e b e e e esaeseeseesessesessenseseesassansensansanees 154
VIO SErRAIMS ..ttt sttt et b et ettt e b e s b et et e b et ebesb e besbenteneen 155
CCTV KEYDOAITS ..ttt sttt ettt ettt sa e st e s besae e b e besseesbesstessassesnsensesssensesseessessesnsensens 155
General Information about CCTV KEYDOArds ........ccueveireriniinienieieieiee ettt e e ese e s ssensens 155
Axis T8310 specific configuration fEAtUIES .......ccveviriiiriierieere ettt 156
SETEING UP ON @ SEIVET ...ttt ettt sttt et st s et a et bt se s s e e s st s et sae e eneneenens 156
SELEING UP ON @ CLIENT. .ttt bbbttt b et sa bttt bebesean st et eneneneas 156
Hikvision DS-1100KI specific configuration fEatUres ........coeeererirerriennieineeeeseeseeesee s 156
UNIVIEW KB-1100 specific configuration fEatUres ..........ccceverirenirieninieninieenieceieeseeseee st seevesnevens 157
General description of the UNIVIEW KB-1100 PTZ CONTrol d@VICEe.....ccueuivieirieirieieietrieieieeeieteee ettt eenens 157
Configuring a remote control before adding it t0 AXXON NEXE...c.ccururueueriririeieriiririeeeieeresteteeeee et eseaenens 158
Configuring UNIVIEW KB-1100 iN AXXON NEXE ....veueriririereierinieteiesirtrieiesetstseeseseiesessesesesessssesesestessassesesssessesesessnsssesesenees 158
Hikvision DS-1200KI specific configuration fEatUres ........coeeevevirerrieninieineeeeseeseeeseeeseesenens 159
Configuring the Hikvision DS-1200KI control device before adding it to AXxon Next .........ccceevuvivvnniceniniccccnnen 159
Features of the Hikvision DS-1200KI control device operation in AXXON NEXL .....cccveerieirieerieinreiereeseeseereneesesenens 160
Dahua DH-NKB1000 specific configuration fEatures ........ccccevevireerinieninieeneeneeseseeseeesee e 160
Keyboard 0Perating MOGES......c.c.covirieuieririricicterietet ettt ettt b ettt b bbbt et et s e et eee 160
SPECITIC OS SEELINES .. eueuiieteteieirirtete ettt ettt ettt b sttt b bttt b st ssa b e sttt s b eseaentebeneneneas

Specific Axxon Next settings

CH VM-Desktop USB Multifunction CONtIOLIET.......ccveveieeeieerieteecteeee ettt ns 161
Configuring VIivotek PanoramiC PTZ ......ccuveivueirieirieiinieeieieteiete ettt sttt be st es 161
ViIdEO CAPTUIE CANUS .uveeiviiiriieieeieeteteete sttt st s et e st et et e sae et e s be e st e b e s saestesaesssensesaeensensasssensensesnsenses 161
WS-216 VIAEO CAPLUIE CANS .uvieuiiiieiiiieeieieetetesie ettt et e sae st et e sve e b e be e st etesaeessesaesssensasssensessesnsenses 161
YUAN PDB52 CarAS....cuveieuiiuienieiintenietetetei sttt ettt se et ettt st st b et ettt besb et et et et ssesbebesbeneneen 162
JOYSTICKS 1ottt ettt ettt sttt e st e et e st e et e s ae s st e beeae e s b e b e e st et e e a e e b e e he et e b e e st et e eaeeaenaeeanenbens 163
SONY TP DEVICES ..envieiieieeiieriesiteiesitet et et esae st etessesssebesseestessesstessesssessensesssensesssessessesssensesssensessesssensessensens 163
Setting up Tibbo relay/loop DOArds......c.cveiiiriniiiciece ettt 163
Configuring ODJECE LrACKING .vveteveieteiee ettt ettt 166



7.2.5.1
7.2.5.2
7.2.5.2.1
7.2.5.2.2
7.2.5.2.3
7.2.5.2.4
7.2.5.2.5
7.2.6
7.2.6.1
7.2.6.2
7.2.6.2.1
7.2.6.2.2
7.2.6.2.3
7.2.6.2.4
7.2.6.2.5
7.2.6.3
7.2.6.4
7.2.6.4.1
7.2.6.4.2
7.2.7
7.2.7.1
7.2.7.2
7.2.7.3
7.2.7.4
7.2.7.5
7.2.8
7.3
7.3.1
7.3.2
7.3.3
7.3.3.1
7.3.3.2
7.3.3.3
7.3.4
7.3.5

User Guide

CoNfigUIING TAZ & TrACK LIte ...eieuiiieeieieieieieie ettt ettt ettt 166
CoNfIGUIING TAZ & TrACK PrO....ciiiiieiiieieieieteietste ettt ettt ettt ettt b ettt 166
Camera requirements for Tag & TraCk Pro ......ccvceveirieerieieieicteiets ettt ettt 166
Configuring SMooth Motion fOr PTZ CAmMEIas......cccvueerieirirerieieieieieetsieeie ettt ettt 166
Linking panoramic cameras t0 @ PTZ CAMEIa . ..ccuccuiiriririerierieieeeieee ettt ettt ettt ssesaenees 167
Mapping PTZ positions to panoramic field of view (calibration) .........ccceeveveennennenneincrecreciens 167
Setting PTZ mode for Tag & TraCk Pro......cc vttt ettt ettt es 169
Receiving Events from EXtErNal SYStEMS ..ottt ettt 169
EVENT SOUICE ODJECT.c.uiiuiiiiriieieeieeteeetetestt et sttt ettt e stesae e b e sbe s st e b e s s e estesaesseensesseensensesssensensesnsenses 169
CONFIGUIING POS QOVICES...uiietiieiiieietsietet ettt ettt ettt ettt b et bbbt st e e es 170
CONNECEING POS AEVICES ...ttt ettt ettt ettt sttt et ettt b et et e e bt besb et et s 170
CONFIGUING LITIES VIBW ...ttt ettt 170
Configuring receipt beginniNg / @Nd ..ottt 172
CONFIGUITNG KEYWOTAS ...ttt ettt ettt ettt bttt et b et bbbt e e es 173
IMPOITING PAICELS ..ttt ettt ettt b ettt b ettt enebenes 174
RECEIVING INTELIECT EVENTS...c.viiiiiteeee ettt sttt 175
Configuring Receiving Events from CommaxComMPLEXSEIVEN ......c.ccuvveirieririeirieenieienieienteeeeie e eseeenes 176
Configuring CommaxComplexServer vVia EVENT SOUICE......ouviririreriretrietieerieeteeteeee et 176
Configuring CommaxComplexServer via Virtual IP SEIVET........covereireirietrieeteeteete et 177
Configuring VIdEO CAMEIA BIrOUPS c...veuveeeuieeeuirieuirieitteteieieteie sttt sbe ettt et et be e be e ebe e be e be e es 178
Procedure for configuring Video Camera SroUPS .......ccvueueririeririenirieirieirieesteesteiente ettt ssesessesens 179
Creating @ GrOUP ODJECT.....ciuiiiiiiet ettt sttt ettt sbe et 179
Adding video cameras created in the system to Group ObJECES ......coevvevieriiririnininerceeeeeeeeee 180
Creating a system of groups and SUDZIOUPS ......c.cevueuiriririeieieicteeteete ettt 181
Managing Group and Video Camera ODJECTS......ccucvuiiiirererieieiee ettt sttt 181
Autocopy data from local to CeNtraliZEd SEIVEIS .......ovviiiriirieieeeeeeereee ettt nees 183
CONFIGUIING ATCRIVES ...ttt ettt ettt ettt be bt seee 185
General information of configuring arChives........ccociveiriiernce e 185
General information of SOlidSTOre file SYStEM ......icviciiiiieirieeceee e 186
CrEatiNG ArCRIVES ..ottt st ettt b e bbbt et b e b bt et s 186
Creating @ l0Cal @rChIVE ...ttt ettt st 186
Creating @ NETWOTK @rChiVe .....ccoiiiiiieiei ettt ettt 188
Creating an archive based on existing archive VOlUMES........cccoeriiirinininicieieeccceee e 190
Binding @ camera t0 an @rChiVe......ccucci ittt sttt 191
Setting the default @rChiVE ..ottt ettt 193



7.3.6
7.3.7
7.3.8
7.3.9
7.3.9.1
7.3.9.2
7.3.10
7.3.10.1
7.3.10.2
7.3.11
7.3.12
7.3.13
7.3.14
7.3.15
7.4
7.4.1
7.4.2
743
7.43.1
7.4.4
745
746
7.4.6.1
7.4.6.2
7.46.3
7.4.7
7.4.7.1
7.47.2
7.47.3
748
7.48.1
7.48.2
7.4.9
7.49.1
7.49.2

User Guide

Configuring data rePlICAtION ......e.evviuerireieectee ettt ettt es 194
Configuring access restrictions to older fOOtagE ......ccuvueirirerirerireic e 195
How to preserve Video Footage continuity after replacing a video SOUrCe ........cevuvvevirevirieerieenieenienens 195
Protecting video footage from FIFO OVEIrWIItING.....cc.cevieuiririenirieirieirietrteesteeseeiet ettt 196
Setting up a macro for automatic copying of protected records........covevevereerieennennerneeeeeseenes 196
Setting UP reCOrd ProtECTION c..o.eiuii ittt sttt ettt et b e 197
Increasing capacity of an archive VOLUME ......c.ccivueiriiinieieiceeeere ettt 198
Increasing capacity of an archive volume as @ Partition ..........ccccvevreireeneenncnesereeseeeeeiens 198
Increasing capacity of an archive volume as @ file ..o 199
EITiNG @rCRIVES ...ttt ettt sttt et e b e b sbesnenees 199
Deleting and formatting archive VOLUMES ........civieiriiirieiceee ettt 199
DElEtING ArCRIVES . ...ttt b ettt et sttt et b e b b sn s 200
View information about the size of archives and Server disk SPaCe. .....ccocuevveeeireninenieieeceeeseseeeen 201
Saving the archive when replacing @ Vide0 SOUICE .....c.coervirieriirieiiirencnteeeetee et 202
Configuring deteCtion TOOLS.....c..oivuiriiirerieteeertee ettt 202
General Information on Configuring DetECION......cc.eevuruirireririeieetretre et 202
General information 0N Metadata .......cccieeeireiriee et 204
General information 0N NeUral ANALYTICS ..cveieiriirieieieeetrerert ettt se e sb e s ens 205
Requirements to data collection for neural NetWork training........cccveeevieerieeniennernerseereeseeenene 205
Detection tools implementation ON PrOCESSOIS.....cciviiiiririieriereeriereetereseeste e sresaesreesesreessessesseesseneas 206
Creating DeteCTioN TOOIS . .cuiiiirit ettt sttt sttt et b e e e s 207
VMD (VIdEO MOLION AETECTION) ..icueiiviieieieiiecti ettt ettt ettt et e et e e e eteeeaeeesseesesebeeesaeesesenseessenseas 209
Video reqUIremMENTS fOr VIMD ......civuirierieieeriesiesiesteteeeeesessestesse e eesessessessesseseesaesassessassensessesessessessensansenees 209
VMD features and SPECITICAtIONS .....c.ecveieiiieirerceeecee ettt ettt s e sessasb e bessanaenees 210
CONFIGUITNE VMD ...ttt ettt ettt et b et bbbt e et e bbb et e b e e b et et b e s es 210
Service Video DeteCtion TOOLS ......eeiviriiriiieieee ettt sttt sttt et st 212
Functions of Service Video DeteCtion TOOLS .....cccveerieuerieririiieninieireee ettt ettt sttt ssenens 212
Video Requirements for Service Video Detection TOOIS.......cccuecveirereririenieieieeeestesresseseesesressessesaenees 213
Set Parameters of Video DEtECHION ...cuvveieveirieirie ettt ettt 213
Service AUAIO DEtECION TOOIS. ..cc.iiuiruiieieieiteier ettt sttt sttt et sbe e 214
Functions of Service AUdio DeteCtion TOOLS .....cevueirieuerieiiniietrietree ettt ettt ebens 214
Set Parameters of AUAIO DELECTION ...c..o.eivueirieirie ettt ettt 215
SCENE ANALYEICS vvevieiteiieierie ettt ettt sttt e et e b e st e et e s te st esaesaeessesbeeseensesseessessesssensesssensesseensensesssensens 215
FUNCLIONS O SCENE ANAIYETICS ...viiviiiieieieeeieesetee ettt e st et e e sbe st et eseeseesassassasseneenees 215
Video requirements for scene analytics deteCtion......ccciviverierieeeeninireeeeeeee et 216



7.4.9.2.1
7.4.9.2.2
7.4.9.2.3
7.4.9.2.4
7.4.9.3
7.4.9.4
7.4.9.5
7.4.9.6
7.4.9.6.1
7.4.9.6.2
7.4.9.6.2.1
7.4.9.6.2.2
7.49.6.2.3
7.4.9.6.2.4
7.49.6.2.5
7.49.6.2.6
7.4.9.6.2.7
7.4.9.6.3
7.4.9.6.4
7.4.10
7.4.10.1
7.4.10.2
7.4.10.3
7.4.10.3.1
7.4.10.3.1.1
7.4.10.3.1.2
7.4.10.3.1.3
7.4.10.3.2
7.4.10.4
7.4.10.4.1
7.4.10.4.1.1
7.4.10.4.2
7.4.11
7.4.11.1
7.4.11.2
7.4.11.3

User Guide

Video requirements for object tracker-based scene analytics.......ccocvviverierieieinieneneseeeeesese e 216
Video requirements for object tracker (with neural filter)-based scene analytics.......cceceververererernenene 217
Video requirements for neural tracker-based scene analytiCs.......ccocuvivererieieienenineneieeeeeesese e 217
Video requirements for VMD-based SCENE aNalytiCS.....ccviririerieiriniinirerieieeeeee et eseeressessesaenees 218
Camera requirements for neural filter OPeration.........ccoceeeeererierieiieinecere e 219
Camera requirements for neural tracker OPEration ........ccceeeerereeierieinesiesieeeeeee e seens 219
Camera requirements for abandoned objects deteCtion .......cccoevveveeieinenieieneeeeeee e 219
Configuring Scene Analytics DeteCtion TOOS.......cuvveerieuiririerieieirietr ettt 220
General information 0N SCENE ANALYLICS ....ciiiririirieieieeeeeere ettt be st sb e e e s ens 220
Setting up Tracker-based Scene Analytics

Setting General Parameters

Settings SPecific t0 Cross LiNe DELECION ..c.ccuvurveveeririeieicerieieteiciteer ettt b ettt s e ne et sesenens 229
Settings specific to Abandoned Object deteCtiON .......c.c.cerririeeirirec et 231
Settings SPecific to LOItEriNG DETECTION ....c.vvvrirveuiiririeicie ettt et ne et 232
Settings SPeCifiC tO MULIPLE ODJECES ...cviviueiiirieiceceire ettt ettt 232
Settings Specific to StOP iN @rea dEECLION ......cvcuiiriririeiceree ettt 233
Settings Specific to Move from area to area deteCtioN .......co.cccieiriricecriniricccerec et 233
Setting up Neural Tracker-based SCENE ANALYLICS ..c.covruiriirieriiieiiie e 234
Setting up VMD-based SCENE ANALYLICS. ...cuiiruiririiieiiietretetetet ettt 236
FACE ATECTION TOO ..uiiuiiuiiiiiiiee ettt sttt st b e sbesa e 237
FUNCLions Of facial dEteCHION ...coueuiiiiieeee ettt 237
Camera requirements for facial deteCtiON ......cciviieieiiicicee e ne 237
Configure Facial RECOGNITION ..c.ouiiiiiirieieietee ettt ettt bttt 237
Setting up advanced facial deteCtion tOOLS. ....c.coueevieiririririeiece e 239
Configuring MASKS AELECTION ...euvviiiiiieecicirtc ettt bbbttt b bt ne et seneneas 239
Configuring appearance in area detection

Configuring loitering in @area det@CIION ......c.coivi ettt
Fine-tuning the facial recogNition 001 ........coirueiriiiriieee et 242
Configuring real-time facial reCOZNITION.....c.coueivieirieeee et 242
Setting the automatic response to an identification of a recognized face against the list .................... 243
Examples of macros used for working with face liIStS .......c.eeeeveiriecirininiccerecce e 244
Configuring FaceCube INTEEIatioN ....ccueueieeeirieirieie ettt ettt 247
Face Detection and Temperature Control with Mobotix M16 TR CamMeras.......cocecvevereevvenenvenienenneennes 248
Functional parameters of the Face Detection and Temperature CoONtrol ........ccceeeeeveviecveerenesenenienees 248
Camera requirements for face detection and temperature CONtrol........ccevvecveverenenerieneeceeeeseseseeenes 248
Temperature SCreening ProtOCOL ... cuueueiiiriririeieiete ettt ettt s ne et 248



7.4.11.4
7.4.11.5
7.4.12
7.4.12.1
74.12.1.1
7.4.12.1.2
7.4.12.1.3
7.4.12.1.4
7.4.12.1.5
7.4.12.1.6
7.4.12.2
7.4.12.2.1
7.4.12.2.2
7.4.12.2.2.1
7.4.12.2.3
7.4.12.3
7.4.12.3.1
7.4.12.3.2
7.4.12.3.3
7.4.12.4
7.4.12.4.1
7.4.13
7.4.13.1
7.4.13.2
7.4.13.3
7.4.14
7.4.14.1
7.4.14.2
7.4.14.3
7.4.15
7.4.15.1
7.4.15.2
7.4.15.3
7.4.16
7.4.16.1

User Guide

Pre-configuration of the MObOtiIX M16 TR CAMETA .....cevueuiriiuenirieirieirieerieestetestet ettt esensenens 249
Configuring Face Detection and Temperature CONLrol ........coueeveerireineinieerieenteeieeee e 252
Automatic Number Plate Recognition (LPR/ANPR) tOOLS ......cc.eevtrieirieirieirieietnetseeeseesiee e 254
License plate reCOZNITION (VT) oottt ettt ettt ettt ettt ettt st et saebessebens 254
License plate recognition (VT) features and specifications.........ccoecvevrieeneennennennereeseeeseenenens 254
Camera requirements for License plate recognition (VT) .....cceeveenreeneeneinieerteeteesteeeeie e 255
Configuring License plate reCoOgnition (VT) c.ccccveereereerireieieieieteetsieeste sttt et et es 256
Fine-tuning the VT number plate detection t0OL..........coeverieiieiiiirinicccccceeeee e 259
Activating a software license key for the ANPR .....c.couciriiiriierieneretre ettt 261
Activating the trial version of the ANPR via @ SOFtWare KeY ........ccvevereirieinieinineiseesesieeseeeseeeneenens 263
License plate reCOZNITION (IV) ..cv ittt sttt ettt sttt et s bt ebens 264
License plate recognition (IV) features and specifiCations.........ccvevererrieenieeninennereseereeeseeeiens 264
Camera requirements for License plate recognition (IV) ......coeeeeevreineineienieenieeeeeeeeee s 264
Examples of correct and iNCOIreCt VId@O IMAaZES .....c.ccvvrurieuierinirieiceirieiet ettt ettt et ee 264
Configuring License plate reCoOgnition (V) ....occveeeeereerieerieeteieteeesecsie ettt ettt 265
Licence plate reCogNition (RR) ....ccoueeirieeririeririeirieirtei ettt ettt ettt b ettt sttt saebensebens 268
License plate recognition (RR) features and specifiCations .........coeevevrieeneennenneninerrceseeeseeneenens 268
Camera requirements for License plate recognition (RR) .......cccoeerireineinieienieenieeeeteeesieee s 268
Configuring License plate recognition (RR) .....c.coecerueerirerirerinieinieteetsiecsie sttt et es 269
Configuring real-time vehicle license plate recogNition .......ccecceeerireineinieereeeee e 271
Setting the automatic response to an identification of a recognized LP against the list .........cccccc....... 271
NEUIAL COUNTOT 1.ttt sttt et b bbbt e b e bt s bt et e b et e bt sbeebebeneneen 271
Camera requirements for neural CoOUNtEr OPEration ........cceveriereeieeinineseeeee e ens 271
FUNCLIONS Of the NEUIAl COUNTEN ....cviiiiiiiecete ettt ettt bens 272
CoNfigUIING @ NEQUIALCOUNTET ...ttt ettt ettt ettt ettt ettt 272
Fire and SMOoKe DeteCtion TOOLS ....cuecuiiriiriiriiieictteest ettt sttt 274
Functions of Fire and SMoke deteCtioN .......cccveirieiriiinieiiieeererere ettt 274
Camera requirements for Fire and SMoKe DeteCtion ........cceverieeeieieininieieeeesesesse e eeresessesseseens 275
Configuring Smoke and Fire DeteCtion TOOLS.......cccvueeriririrerieicieetretrie ettt 275
Equipment deteCtion tOOL (PPE) ...icvicieireeieirierieeeteieee sttt restes et este e esassesse st e st eseeseesassassassensenees 277
Functions of the Equipment detection tOOL (PPE).......cccciviririerieieeniriesesieeeeeese e steseeeeesessessesaesaenees 277
Camera requirements for the equipment detection tOOl (PPE) ......ccecveirinieierinenenenierieeeeeese e 278
Configuring equipment detection tOO (PPE) .......cccvueiriririreririeieietretrieeste sttt et 278
Person-based Privacy MAaSKING ..ottt sttt st ettt sb e saesa e 280
Person-based privacy Mask fUNCLIONS......c.iviririiieieieeseseeee sttt st sbasbesaesaenees 280

- 10



7.4.16.2
7.4.16.3
7.4.17
7.4.17.1
7.4.17.2
7.4.17.3
7.4.17.3.1
7.4.17.3.2
7.4.17.3.3
7.4.17.3.4
7.4.17.3.5
7.4.17.3.6
7.4.17.3.7
7.4.18
7.4.18.1
7.4.18.2
7.4.18.3
7.4.18.4
7.4.18.4.1
7.4.18.4.2
7.4.19
7.4.19.1
7.4.19.2
7.4.20
7.4.20.1
7.4.20.2
7.4.20.3
7.4.20.4
7.4.21
7.4.22
7.4.23
7.4.24
7.5

7.5.1
7.5.2

User Guide

Camera requirements for Privacy MaskiNg .....c.coeveereirirerirceeee ettt 280
Person-based privacy mask CONfigUration .......ccocceveerieinirienineineretre ettt 280
POSE AETECTION TOOLS ...ttt ettt st ettt b e besa e 281
FUNCLIONS Of POSE DELECTION ...uiiiuiietiietetetetrte ettt ettt ettt sttt et s bt ebens 281
Camera requirements for POSE AETECTION .....civiviirieieiceeereree ettt ns 282
CONFIGUIE POSE DETECLION ...euvtiuietiieteieietet ettt ettt ettt ettt et b et bbb es 282
Setting up common parameters for pose detection tOOIS .......ccceevreireirieiereee e 282
Specific Settings fOr PEOPIE COUNTEN....c.iiviiirieirieieiei ettt sttt 284
Specific settings for the Man Down detection tOO ..........ccuverirerirenineinie e 285
Specific settings for the Sitting person detection tOOl .........cccevieerireiniinee e 286
Specific settings for handrail holding deteCtion .........coeevrerireninenince e 288
Specific settings for PEOPLE MASKING c..c.evvveirieirieiie ettt ettt 289
Specific settings for close-standing people deteCtion ... 290
RETAIL ANALYEICS ettt sttt ettt et e sae et e s bess s e b e s b e esaesbesstensesseensensasssensensesnsenses 292
FUNCIONS Of ret@il @NalYLiCS .oeuiiiieiiieieiceeeeesece ettt st et e e seesassassesenaenees 292
Camera requirements for QUEUE dEtECLION .....ccivvirieieieeeeeere ettt re st sb e s ns 292
Camera requirements for Visitor COUNTer OPEration ........ceeverereeeeieeniniesieeeesesessesseseeessessessessessenes 293
Configuring retail analytics deteCtion tOOLS ....c.coueevieeriririreieeee e 294
Configuring the queue detection tOOL.......c.civeirieirieeiec et 294
Configuring the ViSItOrS COUNTEN......iuiiiiiiieieiee ettt ettt 295
Water LEVEL DEEECTION ...c.uiuieuiriietiiertetetcte sttt ettt sttt be sttt be st sennent 298
Camera requirements for water [eVel deteCtion .........ccveeeririerieieieeeeseeee e ne 298
Configuring water [eVel deteCHION .....cc.cueirieieeere ettt 298
Embedded DeteCtion TOOIS ....c.coiiiieiiieeete ettt ettt st ettt b e sa e sn e 300
Embedded Temperature DEteCtioN TOO .. u.iiiiririiriiriieienieeterie ettt sttt s ae st sasesae s e esaesaes 301
ObtaINING METAAATA. ... e ottt sttt sttt et et be b se et ens 301
ANPR ettt sttt e bt e b e e et e s e et e e bt e e e bt e s e bt e s nb e e e ba e e e abeeesaeesbeeeas 302
AXXONSOFt tracking iN AXIS QEVICES c....euiiviirtiirieirteerte sttt sttt ettt ettt sttt ebe st ebens 302
CONFIGUITNG INPULS 1.ttt ettt sttt et e bbbt b et b e b et be et e e ee 305
Mass Configure DeteCtiON TOOLIS.....c.c.ivieuiririiririeirietrtc ettt ettt ettt sttt et a bt ebens 305
Checking the Triggering of @ DeteCtion TOOL ...c.coueivieiriririeeieeteeere ettt 306
AULOMATIC RULES ..ttt ettt ettt bt ettt e st b b be e eneen 307
CONFIGUINNE MACTOS ..ttt ettt sttt et ettt et b et et s s bt et ebesae b e st ebebeneenenee 308
General information about the MACIOS ......c.ceueiriiiriiie et 308
CrEATE MACTOS ..ttt st b e st b e st b e st b e bbbt aesre et be s 309

-11



7.5.3
7.5.3.1
7.5.3.2
7.5.4
7.54.1
7.5.4.2
7.5.4.3
7.54.4
7.54.5
7.5.4.6
7.54.7
7.5.4.8
7.5.4.9
7.5.4.10
7.54.11
7.5.4.12
7.5.4.13
7.54.14
7.54.14.1
7.5.4.14.1.1
7.5.4.14.1.2
7.5.4.14.1.3
7.5.4.15
7.5.4.15.1
7.5.4.15.1.1
7.5.4.15.1.2
7.5.4.15.1.3
7.5.4.15.1.4
7.5.4.16
7.54.17
7.5.4.18
7.5.4.19
7.5.4.20
7.5.4.21
7.5.4.22
7.5.4.23

User Guide

Configuring filters for eVent-drivEN MACIOS ......cocivieeriririreieeeete ettt ettt 312
Specific parameters for triggering a face recognition Macro......ecccveeveiveereenceee e 315
Triggering macros by statistical data .......ccceeviriiieiri et 316
Settings SPECIIC t0 ACHIONS . c..uiiieiieieiee ettt ettt 317
WATE FOF @VENT 1.ttt ettt b et bttt sttt b et et b ettt e ee 317
WA FOF LIMEOUL ..ttt sttt ettt sttt bt b ettt ee 319
Wait till previous action fiNISHES ..ot st st re b s ensennene 319
RECON £0 @rCRIVE ettt ettt et sttt et et b e b b snenees 321
THIZEET AN @LATMN ettt bttt et s b bttt b b besae et et e b sbe st enentent 324
SWITCR QUEPUL ..ttt ettt et e b e s e et et e e st et e sstesbesbesnsensesssensesseessessesnsensens 325
A /AISAIM @ CAIMEIA vttt ettt et cete e ee it e eeaveeeeseeeebeeeebeeeesseesasaeeesseseessseensssesnsseeesseesseeeans 325
SWItCh t0 @ PTZ CAMEIa PrESET..ciuiiieiirieieseetereetestese ettt ste st et esbe et e stesseesaesbesssesbasssessesseessessesssensens 325
SOW CAMEIA ittt ettt ettt s a ettt et s bbb e b et et e bt besb et et ens 326
OPENING LAYOUT ...ttt ettt ettt st ettt s a e bbb et et e bt besb et et ens 327
STAMTING EXPOIT ittt ettt et b e s bt et e et sa et b e b et e st e bt besb et et enis 327
STArt FEPLICATION .ottt ettt ettt e b s ae e b et e st e b e sseebesbeessenseessensesseensessesnsensens 329
Play @UAIO ON SEIVET ..cuiiiieiieieeieeterieeteteste et st s et esbe st e saesaeeaesbesssensessaensessesssensesseensensesssensensesssenses 330
E-Mail NOTIFICATION vttt ettt ettt sttt s bt ebens 331
THhE E-Mail ODJECE.cuiiiiiieieieeteese ettt sttt st e b e s et et ese et e saaestesaesssensasssensesseensenses 333
Creating the E-Mail ODJECT ...c.coiviriiiiiiiecctre ettt et nenenn 333
Configuring the E-mail Object

Checking E-Mail NOTIfICAtION .cceviieieiiieecctret ettt ettt
SMS NOTHICALION 1.ttt ettt ettt ettt b et e be et et e es 335
THE SMS ODJECT .ttt ettt st ettt et e s ae s st e besae e b e beessentesaeentesaesnsensasssensensesnsenses 336
Procedure of configuring SMS NOtIfiCatiONS ....c.ccuvirieuiiiririe ettt 336
Creating the SMS ODJECT ... ittt ettt b et b et s b e et eneseneas 337
CoNfIUNNG the SMS ODJECE....ciriieieiiieiee ettt b et b bt e et seseneas 337
Checking SMS NOLIfICATIONS ...eiirieieiiirireeie ettt ettt bbbt b ettt b et e et seseneas 338
Starting an external program 0N CLIENTS ....c.cceviriiieriiieeete ettt 338
Starting an external Program ON SEIVELS ........coevirieriiiririreretetete ettt sttt sae e ns 338
Start / stop SAESNOWS Of LAY OULS. .ecuevviiiieieieeseeeeeeese ettt sttt se st e s b e s e s ens 340
Enable/disable @ COMPONENT ......coiiiiiieeceeeee ettt sbe s e ae s esbe st e s s ebesaeenaenaas 340
Checking for archive Video reCOrdiNgS........couveirueirieinieirieeieeteert ettt ettt 341
Switching to FOrensic SEarch reSULES .......cueiiiiiriiiei et 342
Voice NOLIfication fromM CLIENT......c.ovuiuiiiiiiiec ettt se et bens 342
V0ice NOLIfICAtioN ON CLENT ...veuiieiiieiiee ettt ettt sttt et ebens 343

- 12



7.5.4.24
7.5.4.25
7.5.4.26
7.5.4.27
7.5.5

7.6

7.6.1
7.6.2
7.6.3
7.6.3.1
7.6.3.2
7.6.3.3
7.6.3.4
7.6.3.5
7.6.4

1.7

7.7.1
7.7.2
7.7.3
7.7.4
7.7.5
7.7.5.1
7.7.5.2
7.7.5.3
7.753.1
7.7.5.3.2
7.7.5.3.3
7.7.5.3.4
7.7.5.3.5
7.7.5.3.6
7.7.53.7
7.7.5.3.8
7.7.5.4
7.7.54.1
7.7.5.4.2

User Guide

EXECUTING @ MACIO. 0.ttt ettt sttt s eb bttt et e b e b s bbb e b et e st eb e be s e nneneen 344
ALQIM AISPATCI ettt ettt et sae et e b et et et et e st e st e besae et e b e enaebesaeentenas 344
EXECUTING @ WED QUETY c.cuiiiit ettt ettt sttt e b e sn e 344
TEXE tEMPLALES IN MACIOS ..cutiiieierieetereeteeet ettt sttt et st e b e s e e b e beessetesaeessesaesssensasssensessesnsenses 345
CYCLICAL MACIOS ettt sttt ettt et e s b e st e s b e s st e b e be e st e b e sstessesseensenbeessensesseensessesnsensens 348
CONfigUIING USEI PEIMISSIONS.....eeuiriiieiirierteieitetesteteestestete et st et sreste e st sseste st esesseseseesesseneenenee 350
Creating and CONFIGUING FOLES .....ooviviiriiieiciee ettt ettt es 351
ConNecting to an LDAP CAtalog.....c.eeuerueieieiniirienieieieteeee ettt ettt sttt 356
WOTKING WITN USEIS ...ttt ettt ettt s a ettt et sbe e e et s b sae st bennent 358
CrEatiNg LOCAL USEIS...cuiiiieieietee ettt ettt et et sttt bttt be b sb et et ens 358
LOCKING @ USEI @CCOUNT ..c.euitiiirtitetetet ettt ettt sttt s sb bbbttt s bbb e et e bt e b e b ebenenees 359
Creating LDAP CONNECTIONS .....otiiiriiieieteteitei sttt ettt ettt ettt st sttt et e be b bt e s 360
SYNCNTONIZE LDAP USEIS «.eovveruieniesieeienieetesieseestessesssessessesssessesssessesssessessesssensessssssessesssensesssensessesssessesssensens 361
DELETING USEIS ...ttt sttt st b bbbt e b e b s bt et et et e bt e b e b ebenenees 361
Configuring the USer SECUNLY POLICY .o.vvveirieirieirieeie ettt 362
CONFIGUINE LAYOULS ...ttt ettt sttt ettt sttt b et b bt et besse e s ee 363
Creating and deleting LAY OULS ......couivuiriiiiie ettt et s 363
RENAME LAYOULS ettt ettt st st e s bt e e s eab e e ssb e e sbaeeesbeeesneeensnesans 364
REOIAET LAYOULS c..eeuteiieiieiieiteie ettt ettt ete et e ste st et e st e st et e s e esaesaeesaesbesssensessaensessesssensesseensensesssensensesssenses 365
LAY OUL COPYINE ittt ettt ettt ettt ettt sb ettt et e b e bbb et et e st e bt e b s bt e b et eat e bt ebeebeseteneen 365
EITING LAYOULS ..ottt b ettt et s b et et e bbb b e b e saeneen 365
Switching to [ayout €diting MOAE ......coueiiiiiiee ettt s 366
Selecting @ [ayout FOr @ITING .cc.evevvierireiee ettt ettt 367
CONfIGUIING LAYOUL COILS ..ttt ettt ettt ettt 367
AddINg NEW CELIS £0 @ LaYOUL.....eiiiiieiee ettt sttt 367
RESIZING COILS .ttt ettt et s b et et e bt be e bbb saenees 370
MOVINE CELIS .ttt sttt s b bbbttt b e s bt et e et e bt e b e be b e nnenees 371
AdAING CAMEIAS T0 COIIS ..ueuimitititeteeee ettt ettt sb ettt et st b e b et en 371
Adding information Boards tO CELIS.......eiririiiriircree ettt 372
LINKING COLLS .ttt sttt b bttt et sb e bt e et e b b e b e sneneen 372
Merging videos from adjacent cameras (FrameMerge) .......ccceverireererieirieenieenieienteesesieseseeeseeessesessenens 373
CLEANNE CLLS ettt sttt st be bt et b e b s bt et ns 375
CONfIGUIING VIEWINZ LIS w.veuitiieiiiei ettt ettt ettt b ettt 375
Selecting default functions fOr VIEWING tiles ......o.ceveiririniieiecirete e 375
Select the default video stream for each camera within your [ayout........c.ccecvevevenenenieneeeeeesesene 376

-13



7.7.5.4.3
7.7.5.4.4
7.7.5.4.5
7.7.5.4.6

7.7.5.4.7
7.7.5.4.8
7.7.5.5
7.7.5.5.1
7.7.5.5.2
7.7.5.5.3
7.7.5.5.4
7.7.5.5.5
7.7.5.5.6
7.7.5.6
7.7.5.7
7.7.6
7.7.7
7.7.7.1
7.7.7.2
7.7.7.3
7.7.8
7.7.9
7.7.10
7.8

7.9
7.9.1
7.9.2
7.9.2.1
7.9.2.2
7.9.2.3
7.9.3
7.9.3.1
7.9.3.2
7.9.3.3

User Guide

Selecting the default video mode for @ Camera ..o 376
Moving input and outputicons in @ VIEWING tile ..c..cceiveririiiiiiiiirinieeeeteeeeeee e 376
Configuring default zoom levels (the Fit screen function)........ccoeeveeneineinieeneeceeeeee e 377
Configuring pan/tilt angle for video cameras with Immervision lenses in 1800 Panorama display

FOMMAL ..ttt ettt sttt ettt ne et 378
Configuring display of water [eVel deteCtion........cccoueevirerirerircieee e 379
Adding links to other cameras to the Camera WindOW ........cccceviririrenienienieinineneeeee e 380
Configuring iNformMation DOAIAS .......ccuvuevirieirieiriee ettt ettt 382
Configuring information board tEMPLAtES ......c.ceueivieiriririreee ettt 382
CoNfiGUIING EVENES BOAIAS ....veieiiieiiieieietetetetete ettt ettt ettt ettt ettt st es 382
Configuring @ HEAIth BOAIT .....coueuiriiiiireeieieirietie ettt ettt bttt 384
Configuring @ StatiSticsS BOAIT. .....coueirireeireeiieiriee ettt ettt 385
CoNfigure the WED BOard.......c.coueiriiiiirieieicieieeset ettt ettt ettt ettt 386
Configure the DIalog BOAId ........cccueueririeirieirieiriettei ettt ettt ettt ettt sttt 387
Configuring Alarms Panel 0N @ LaYOUL ......e.eieueirieirieiiecie ettt ettt 391
EXIting layout @diting MOAE ..c..oouiiiieiiie ettt sttt 391
SNAIE LAY OULS .eeuteiieitertieterte sttt ettt et e st a e st et e b e st e et e ste s st esbesssessebeeseebesseessesseensenseessensenseensensesnsensens 391
CoNfigUIiNg SPECIALIAYOULS ..ottt ettt ettt ettt 392
Creating SPECIAL LAYOULS ...cuiiiirie ettt sttt 392
Configuring Alerted Cameras LaYOULS .......e.eieueirieirieierieetee ettt ettt ee 393
Configuring Selected Cameras [aYOUL ......c.cciveirieirieirieeiec ettt ettt 395
Configuring user-defined Slide SHOWS........c.cciveirieirieeeee ettt 397
Setting the default LAYOUL......c. ittt ettt 397
SEUNG @ LAYOUL D .ttt ettt st sttt b e sbe et ns 398
CoNFigUIING VIAEO Wall....ueriieeieiiieieieietete ettt 398
Configuring the INtEractive Map......cocireeierieirerieieeeesete ettt 400
CreatiNg @ NEW MAP c.ceuerieieieieieei ettt ettt ettt ettt bbb et e st b e bt s b et et et e bt s bt e b e b et et e st ebeebesbe s entens 400
Adding system 0bjects t0 the MaP ..ottt 403
AdAING VIARO CAMETAS ..uiiiiiiteeetetet ettt ettt ettt ettt b e bt t et et s st e b be b et enean 403
AddING INPULS @NA OUEPULS ...ttt ettt ettt st b b bese e 404
Adding SWitches t0 @aNOTNEr MAP ..cviiiiiiriiiee ettt 405
Configuring CamMeras 0N the MaP ......coir ettt sttt b et 406
Configuring a camera in standard map VIEWIiNg MOde.......ccouverirerireineinieeieeeeeteiesee e 406
Configuring cameras in iMmMersion MOGE .......cceveirieeririririeieeeerte ettt ettt es 407
Configuring cameras With @ built-in GPS tracker ........coeivirerirerineniretre ettt 408

- 14



7.9.4
7.9.5
7.9.6
7.9.7
7.9.8
7.9.9
7.9.10
7.10
7.10.1
7.10.1.1
7.10.1.1.1
7.10.1.1.2
7.10.1.1.3
7.10.1.2
7.10.1.2.1
7.10.1.2.2
7.10.1.3
7.10.1.3.1
7.10.1.3.2
7.10.1.3.3
7.10.1.4
7.10.1.4.1
7.10.1.4.2
7.10.1.4.3
7.10.1.5
7.10.1.6
7.10.1.7
7.10.1.8
7.10.1.9
7.10.1.9.1
7.10.1.9.2
7.10.1.10
7.10.2
7.10.2.1
7.10.2.1.1

User Guide

Attaching @ Map 0 @ [YOUL .cviiiiciee ettt sttt s 409
Removing 0bjects from the Map ...ttt ettt sttt ebens 409
Setting keywords fOr 280 Map SEAICH ..c..c.civieirieiieee ettt 410
Changing map type and diSPlay......coco ettt 410
RENAMING The MAP .ttt ettt ettt et b e sbesa e 410
SOIING OF MAP LSS 1ottt ettt bbbt 411
DELETING @ MAP ceettttetetete ettt sttt st b bttt e b bbbttt et e b e b b e n e es 411
SYSLEM PrEfEIENCES ...ttt sttt b et b et et b b b ee 411
STV SETEINMES ettt ettt ettt bbbttt b e s bt et e e bt s a e bbb et st b b b e e et ns 411
Configuring Forensic Search MomentQUESt iN ArChiIVE ...c.c.cviruerieieiireine e 411
Turning on the video stream metadata reCoOrding......cccoeveverieiininininecee et 412
Configuring user permissions for Forensic Search in archive ..o 412
Video suitability for Forensic Search of recorded video (requirements) ........ccecveevererieriereeeseseneneenees 412
SEtiNG UP PrivaCy MASKING ..c.ceueeuietiierieteieteiertest ettt ettt et ettt st bttt be b sbe e et enis 413
MASKINEG FACES .ttt b ettt ettt et b et b ettt sb et st e e st e et ebetebens 413
Setting up privacy masking in Vide0 FOOTAZE ....co.evuiiiiriririeicictetees ettt 413
Analyzing video from external systems (Offline ANalytics) ....cceeverueririeirieinicirieetserereseeeeeeseeiene 416
IMPOrting VIAEO T0 AXXON NEXE.c..iutiiiiiiriirtiteietete ettt ettt ettt sttt st sb e s b sn e 417
Indexing video from eXterNal SOUICES . ....ccuvivirieiirieiricertetet ettt ettt sttt ebens 418
How to set a folder to import VIdEOS frOM......ccucveiiieieiniccceeeescee et b e nees 420
Configuring hardware video decoding for display on the Client.........cccoeevveieneeninennenneneceeeenes 420
Hardware-based decoding with Intel QUICK SYNC VIid@0....c.ccueiiiriniiniiriiicieineeeeceeeeeeeeeeeen 421
Hardware-based decoding with NVIDIA NVDEC ChiPS ....coveoieviiiiiininiiiceeteeeeeeneeetetee e 422
Parallel decoding with both Intel's Quick Sync Video and NVidia's NVDEC .......cccocevevievrnenenenennennenens 423
Configuring automatic response when Axxon Next VMS PC integrity check fails ........ccccccvveveecinnnnen 423
Configuring storage of the system log and metadata.........cccoueereeiineineinieee e 424
Configuring Alarm Management MOGE .......c.coueirieirieierieirieieieetee ettt ettt ettt es 426
CONFIGUITNG PTZ CONTIOL cutiiiiieiiieieisietet ettt ettt ettt ettt b e 426
CONFIGUIING SCREAULES ...ttt ettt ettt ettt ee 427
Creating SCREAULES. ...c..eiieeee ettt sttt ettt et sb et et as 427
Deleting @ SCREAULE.....ceiiii ettt sttt sb e 428
CONfIGUIING the SEIVEI POITS ..ottt ettt ettt ettt es 429
ClIONT SEEEINES. ettt ettt ettt ettt s b et ettt s b e bbb et et be b e s b e e et ens 429
CoNfigUriNg the USEr INTEITACE. ..ottt ettt 429
Selecting the INterface [ANGUAEZE ....ovevrveieieieieee ettt 429

-15



User Guide

7.10.2.1.2 Selecting the Calendar TYPe ..ottt sttt s 431
7.10.2.1.3 Configuring SlIdeSNOW PAramELers .....cccoeivieirieierieietrietrie ettt ettt sttt es 432
7.10.2.1.4  HidiNG TOOITIPS. c.eetiuiriiteteieteteite ettt ettt ettt ettt sb ettt et e bbb e st et et et e b sbe e e b ennene 432
7.10.2.1.5 CoNfigUING @NiMatioN....cceueuiriiuiririeirieirie ettt ettt sttt et bbbt es 433
7.10.2.1.6 Configuring Display of Vide0 StatiStiCS ......ccveirriririririeirieerieereeste ettt sttt 433
7.10.2.1.7 Configuring previews of @larm @VENTS ........ociviiriiirirererese ettt sttt 434
7.10.2.1.8 CoNnfiguring Map QULOZOOM ..c.ccueiruiirieirieirieierteiet ettt ettt ettt st be st sttt ee 435
7.10.2.1.9 Configuring the Client screen mode (full Screen or Window) .......c.couevevireeririeinieeneeneeseeeseeee s 435
7.10.2.1.10 Configuring the Appearance of the VIEWING Tile ..c..c.cciveireiiniiinieieee et 436
7.10.2.1.11 CoNfigure TimMe DiSPLay.....ceueerueueririeririeirieirieierteiert ettt sttt ettt ettt st sa et e bbbt ee 437
7.10.2.1.12 Configuring the display 0f the CamMEra ID ..ottt 438
7.10.2.1.13 Prune Video to WIindOW RESOIULION ....cuiiiiiiriiriiieieteitei ettt ettt 440
7.10.2.1.14 Configuring tiles 0N the [aYOUL......c.ei ittt 440
7.10.2.1.15 Configuring video display 0N the Map ......ceveiririiicee ettt 444
7.10.2.1.16 Configuring camera sorting on ObJeCt Panel .....c.coueuiieueirieiirieirieerieeteeteeeere ettt 445
7.10.2.2  Configuring hOW AXXON NEXE SEAITS ...cveuirieirieiirieierteieteiet sttt ettt ettt sttt sttt ee 446
7.10.2.2.1 Configuring Axxon Next instead of the standard Windows OS Shell........cccocecvevreiennenncnnennccneene 446
7.10.2.2.2 Configuring Cross-System Client and autolOZON ......ccceveirieirieirieiniietee et 447
7.10.2.2.3 Configuring automatic exiting and locking of the Client .........ccoeevieririnnennceeeeeee 450
7.10.2.2.4 IP address filtering CONfIUIatioN.........ccivieiriiir ettt sttt 451
7.10.2.2.5 Selecting Preferred SEIVEIS ...ttt ettt ettt sttt ee 451
7.10.2.3  CONFIGUIING EXPOIT .ttt sttt sttt sttt ettt ettt sa e e e bt b et sbe et neaes 452
7.10.2.3.1 Configuring @XPOrt OPLIONS ..cveveiruiirieirieirieertei ettt ettt ettt sttt b ettt ee 452
7.10.2.3.2  Configuring an EXPOIT AZENT .....eiruiirieirieerieertet ettt ettt ettt st s st be st bt sttt es 456
7.10.2.4  Configuring audio 0N the CLENT ....c.iiriice ettt sttt 457
7.10.2.5  CONFIGUNNG NOTKEYS ..ttt ettt sttt ettt sttt be st sttt es 458
7.10.2.5.1 Introduction to hot KeYS iN AXXON NEXT.....coiriieririirierieeieientertenestesiesseessesteessessesssessessesssensesssensessasssenses 458
7.10.2.5.2 ASSIZNING NOTKEYS...ciitiiiieiette ettt ettt b ettt et ettt et et sesb e b b ennene 458
7.10.2.5.3 Exporting and importing hot KEYS.......ccueuiiriririiieieieteeeeseete ettt ettt st 459
7.10.2.5.4 Notes regarding hot KEY @CIONS ..cc.eouiiiiiiiirii ettt sttt 460
7.10.2.5.5 JOYStICK CONFIGUIAtION....cuiriiiiiitiietetrte ettt ettt sttt sttt 462
7.10.2.6  Configuring video capturing on 0perator MONItON......ccciveirieirieerieetrete ettt 463
7.11 ConfigUriNg FAIlOVEr VMS ..ottt ettt ettt be et sbe sttt ee 466
7.11.1 General information about a faillover SYStEM........ccucviiiiriiee e 466
7.11.2 Ports used by the failoOVer SYSTEM .....ccuciiiiieiiecceee et sttt sb e b b e nees 468

- 16



7.11.3
7.11.4
7.11.5
7.11.6
7.11.6.1
7.11.6.2
7.11.6.3
7.11.6.4
7.11.6.5
7.11.6.6
7.11.7
7.11.8
7.11.9
7.11.10
7.11.11
7.11.12
7.11.13
7.12
7.12.1
7.12.2

8.1
8.1.1
8.1.1.1
8.1.1.2
8.1.1.3
8.1.1.4
8.1.1.5
8.1.1.6
8.1.2
8.1.3
8.1.3.1
8.1.3.2
8.1.3.3
8.1.3.4

User Guide

SUPEIVISOr WED INTEITACE ..euveiieiieeietieecteeeeeee ettt ettt sae st e e ae e esaesessassensensens 468
CrEATING @ CLUSTON ..ttt ettt sttt st b e bbb et e st e be b sbe e et enis 469
FaIlover Database .......ccciiieiniiiniiiiiiiitc e 472
Configure a Failover SYStEM CLUSLEN ....c.iiivueireirietiet ettt ettt 473
Setting Up basic CONFIGUIATION c....iiiuiirieieecc ettt et 473
Setting up a configuration with the Dackup SEIVET .........coveviriririnireeeeee s 477
Creating and configuring independent NOES .......cc.cevieerirerirenirerete ettt 481
141 CLUSEEr CONFIGUIATION .ttt sttt bbbt b et eaes 484
Suspending a Server WIithin @ ClUSTEN ..ottt s 486
DiSDANAING @ CLUSTEN .ttt ettt sttt e s b e sbesnenees 486
SEt UP ACCESS T0 @ SUPEIVISON c.evevieiuiiiriiiiieeieteeitest ettt sttt ettt b et be et ensnene 487
Configuration backup and restore for faillover VMS ..ottt 488
CLUSEET MONITOIINE .ttt ettt sttt ettt bt ettt s a et b et et e st e bt e besbe s et enis 489
Connecting to a Node and Configuring of an AXXON dOmMaiN.....c.ccceceeeireinieienieenieenieeteeeee e 491
Configuring automatic CONNECLIONS tO NOTES......c.eviiuiririiirieiecteet et 492
Upgrading Servers Within @ CLUSTEN ......cuiir ittt 492
Setting network interfaces for system Nodes 0pPeration ..........ccoeeveerereineieneenieeneeeeeeee s 494
Self-dIagNOSTICS SEIVICE ...uiiiieuieiirieietr ettt sttt b et et be s seee 494
What is the self-diagnOStiCs SEIVICE ....civiirieirieeteeee ettt sttt 494
Starting and stopping the self-diagnostiCs SEMVICE .....cvuiuiriiiriririeee e 495
Working with the Axxon Next Software Package .......cceoevvevienienienienienienienieieneeeeenes 496
Main Elements of the User INterface ......cocuiirerienieiniieireeeeeeeeseeee st 496
VIEWING THLE ettt ettt s b ettt et b et et e et e bt sb et et et et ebeeb e besbetenean 496
COLOr COAING Of FIAMIES vttt ettt ettt b ettt ettt b et bbb ee 498
VIeWINgG Tile CONTEXE MENU ....ouiiiiiiiiiiieeee ettt ettt sttt et b e b e 499
THME DISPLAY 1eevtenieriieierieetet ettt ettt e st st e b e sae e b e s b e estesae s st esbesseensanbeessentesseentesaesntenseesaensenseensenses 499
Display Of VIdEO SEAtISTICS .veieiririerieieieeeisiresteteteese et et e e stesbe st e sae e e e esessessessessenseseesassessansensenees 500
Video Surveillance Mode Selection Tabs ..ottt 501
Advanced archive Navigation PaAN@l........ocoeocieiiiiiiicee et 502
INFOrMAtioN DOAIAS .....vveiiiiicicc ettt 503
The Archive Navigation Panel ..ottt sttt 504
Show and Hide the Archive Navigation Panel.......c..ccooiiiiriiininiiineeee et 504
The Structure and Function of the Archive Navigation Panel........co.ccccveviverneineennenecneneeneeseenes 504
EVENTS FIlEOT ottt 506
THE TIMELINE ..viiiiiiiec ettt b s 507

- 17



8.1.3.5
8.1.3.6
8.14
8.1.5
8.1.6
8.1.7
8.1.8
8.1.9
8.1.10
8.1.11
8.1.12
8.2
8.2.1
8.2.2
8.2.2.1
8.2.2.2
8.2.2.2.1
8.2.2.2.2
8.2.2.2.3
8.2.2.3
8.2.2.3.1
8.2.2.3.2
8.2.2.3.3
8.2.2.4
8.2.2.5
8.2.2.6
8.2.2.6.1
8.2.2.6.2
8.2.2.7
8.2.2.8
8.2.3
8.2.3.1
8.2.3.2
8.2.3.3
8.2.3.4

User Guide

EVENTES LIST 1ottt sttt b bttt b e bbbttt et b e b b e ene s 510
The Playback Pan@Llu....cuccieiieieieeieeiesieeeest ettt et sttt et ettt saeesaesae s st e b aessensessnensensas 511
VIO WALl PANEL..ciniiiiieiiee ettt ettt bttt st b b bt en 512
MONIEOT PANEL ..ttt ettt ettt st et e bbb b snenees 512
THE LAYOULS PANEL.cciiuiiiieiiiieiteiesie ettt ettt ettt e s et et s st e saesaeebesae e b e beessentesaeentesaesnsensasssensensesnsenses 513
[NTEIACTIVE MAP weeieitiiieiieieeteie sttt ettt st et esae st et e st e es b et e eseesaesae et e sbesssenseasaensessesssensesseensensesssensensesnsenses 513
CameEra SEAICN PaN@Lu ...ttt ettt et 514
ALBIMS PANEL .ttt ettt et bbbt bbbt 515
ODJECES PANEL ittt ettt et s et sbe st e besae e b e be s st esbesstessesseensenbeessensesseensessesasensens 517
The PTZ CONTIOLPANEL ..ttt ettt ettt ne et 518
STONY DOAIM ..ttt s a ettt b ettt et b e b et ns 520
VIO SUNVEILLANCE. ...ttt ettt ettt et sbesbe et eeens 521
VidEO SUNVEIILANCE MOTES.......oouiiiiiieieieeeeee ettt ettt sttt st bea e en 521
Functions Available in All Video Surveillance MOdes .........coccveiiirininienienieteinenesetetetee e 521
SCAlING ThE VIEWING TIlE .ttt sttt sttt ettt 522
Digitally ZoOming VidO IMAZES.....ccueiiiriiriiieieieeeteitee sttt ettt st ettt e b s saesn e 523
Enlarging a video image using the digital ZoOmM SCaAle ....c..covevieiiiriniec e 523
Enlarging a video image through area Selection..........cocveeevieieininiincnecctet e 524
Enlarging a video image using the mouse sCroll Wheel ........cc.ccoiriririiininiinnccceeeeeeeees 526
VIO IMAZE PrOCESSING .cueuierirririirteteteieit ettt ettt ettt ettt et b bbb ettt b e sb et et et et ssesb e besbenteneen 526
Changing the CONTrast LEVEL .....co.eiuiviiiiiiiieieee ettt ettt et 526
Setting the SharpNeSs LEVEL ..ottt 527
USING DINTEITACING ..ttt ettt ettt ettt et s a ettt et b e b sbe e enees 528
ROTATE VIARO IMAEE... ittt ettt sb et ettt et b e b sb et enees 529
TrACKING ODJOCES ...ttt sttt sttt et b b bttt s b sa et enennent 531
OPEratOr COMMENTS...vvviiiiirieiereittit ettt ettt ettt bbbt b et s st staesnene 534
Adding comments in different surveillance MOdES ........ccovuevirevirininieiriceeeee et 534
AAAING @ COMMENT ...ttt ettt ettt et b et ettt b e sb et et et et sbesbebesbeeeneen 535
Viewing titles from POS terMINQALS c..c.eoveueeiriiirieircre ettt sttt 536
Partial decoding Of VIAEO...c.coueiriiuiriieiieteteet ettt sttt ettt st ettt sa bt bens 538
Real-time VIdEO SUINVEILLANCE ....oviiiieiieee ettt sttt sa s 538
SWItChiNg t0 LiVe VIdE0 MOGE....c..ooviiiiiiiiiieieeeete ettt sttt et 538
Video Surveillance Functions Available in Live Video MOde........ccocevevierieniciiiininincniceieeseseeeeenes 539
Arming and Disarming @ Vid@O CAmMEIa .......coevuerieieiiirenieteieiet ettt ettt ettt s sae e 539
CONrOlliNG @ PTZ CAMEIA ...ttt ettt sttt et sttt sb et et 540

- 18



8.2.3.4.1
8.23.4.1.1
8.2.3.4.1.2
8.2.3.4.2
8.23.4.2.1
8.2.3.4.2.2
8.2.3.4.3
8.2.3.4.4
8.2.3.4.5
8.2.3.4.6
8.2.3.4.7
8.2.3.4.8
8.2.3.5
8.2.3.5.1
8.2.3.5.2
8.2.3.5.3
8.2.3.6
8.2.3.7
8.2.3.8
8.2.3.9
8.2.3.10
8.2.3.11
8.2.3.12
8.2.3.13
8.2.3.14
8.2.4
8.24.1
8.2.4.2
8.2.4.3
8.2.4.4
8.2.4.5
8.2.4.6
8.2.4.6.1
8.2.4.6.2
8.2.4.6.3

User Guide

PrESEES ottt a e s ae s an s 541
Creating and @AITING PrESES .cuvuru ittt ettt ettt b ettt b et a bt e s b et e et sesenees 541
SELECHING @ PrESEL..ueveuiiiietctci ettt ettt ettt b et b et b sttt b b ettt b s et s e b e sttt be st et et neneneas 543
PTZ TOULS ittt b s bbb s b e s be e asesbs e saaeeaeeanes 544
Creating and €dItING PTZ LOUIS c...cucuiieireeieieriet ettt ettt bbbttt b et s bt e et eseneneas 544
LAUNCRING @ PTZ tOUN .ttt ettt sttt b ettt b et b bt st et s e et ne 545
Control using step buttons and Virtual JOYSTICK ....c..coueiriririririiiiee s 545
PALTOLING ettt sttt ettt ettt b e b bt 546
Controlling Focus, Iris and Optical ZOOM ......c.ceeriiiiiiiiiririeetetete ettt 547
Controlling a PTZ Video Camera in the OnScreen PTZ MOde ......ccccveerverinieniiininineieieeeeeieereseeseeeenes 547
CoNtrol USING POINT&ICHCK. ....cuviuiiiititetecte ettt sttt et 548
CONTrOL USING ATCAZOOIM ..euiiiiiiiiitieteetet ettt sttt ettt bbbttt s b et ettt bbbt et et e bt b sb et et ens 548
Functions for tracking of MOVING ODJECES ....cuvueirieiriiiieeeeee ettt 550
TAE & TTACK PO ittt ettt sttt et st b ettt et e b b b et e e et et sbesaesbetennent 550
TAE & TTACK LTttt sttt et b ettt b b s b sae et sbesbestenennent 551
Simultaneously using Tag & Track Pro and Tag & Track Lite ...c..ccueeeererenienienininencciceecceecse e 552
MANAZING OULPUES. c. ettt ettt ettt ettt b bbb et e b e b s b et et e e et e bt ebeebebenenees 552
Displaying the INPUL STATUS....co.eiuiieeiee ettt sttt 553
Selecting video stream quality in a viewing tile (GreenStream) ....c.coccveeveereeereeninereeeeeeseeseeens 554
AUTOZOOM ittt bbb bbbt e s s e s b e b e e b e e s ab e s e s b e ae e s aa e sab e e ae bt s 556
Autoreplace Offline Cameras 0N LAYOULS ....cceverieieieieieiisieieieeerestestessesaesseseesessessessessessesessessessessessenees 558
SNAPSNOT .ottt sttt e b e et b et et e s h e et e e he et e b e e st et e eaeeaesaeennenbens 558
Viewing selected camera's detection tOOl triggering VeNtS.......ccoceeeverenierieininencreeeiee e 558
Switching to other camera via a link in the Camera WindOW ........ccceveeerenieiiininienencnceeeeeeeeseeeeees 559
Removing a camera from @ LaYOUL ......c.e.evieeririeirieeric ettt sttt 560
Video surveillance in archive MOAE .......coeiiiiiieniiiii ettt 561
SWItChING t0 ArChIVE MOTE ...uiiiiiiecc ettt sttt sttt s 561
Video Surveillance Functions Available in Archive MOde ........ccooiririreicncnniiinencccee e 563
SELECTING AN ATCRIVE ...ttt sttt ettt b ettt be b sb et et ns 563
Viewing @ CombBINEd ArChIVE ....c..oouiiiiiie ettt 564
Synchronized playback Of @rChiVES. ..ottt b e s ns 565
Compressed playback of archives (TIMECOMPIESSOI) .....ccicirerierieeeisenesiereeeeesessessesseseesesessessessessenes 565
Switching to TIMeCOMPIreSSOr MOGE ......cueiiuiriiriiieiiieeeeteterte ettt ettt sttt et et sbe e e ens 566
Playback CONTIOL..ciuiiriiiiiiieieieeeeeeee ettt et st a e s b st e st e et e sbe s st ebesbaensebesssensessesnsenses 567
Switching back to the original recording of an ObJeCt .....c..ccvvrerirerireree e 568

-19



User Guide

8.2.4.7 Viewing recorded video with operator COMMENTS.......coevviviiiiiiiiirinecce e 569
8.2.4.8 VieWing EXTErNal ATCRIVES......coui ittt sttt st 571
8.2.4.9 Delete @ Part Of AN @rCNIVE......civiieeteeceee ettt be st st e st e e e e seesassasbassansenees 571
8.2.4.10  NaVigating in the ArCRIVE ....c.oi ittt sttt 572
8.2.4.10.1 Navigating USINg the TIMELiNe c..cc.eouiiiiiiiiei ettt ettt st 572
8.2.4.10.2 Navigation using the advanced PANEl .........cccoevuerieiiiiiiininc ettt 574
8.2.4.10.3 Navigating UsiNg the EVENTS LiST....ccuiiuiiiiiiiirieeee ettt ettt 575
8.2.4.10.4 Navigating Using the Playback Pane@l........coccoeruiiiiiiiiiiiiiriccie ettt 575
8.2.4.10.5 Navigation via the time iNdiCAtOr........coueiiiiirieee ettt st 576
8.2.4.10.6 Keyboard NAVIZATtION .....c.cociiiiirireeetete sttt ettt ettt sttt sb et 576
8.2.4.11  Displaying the causes of triggered situation analysis detection UNitS.......c..ccceeveveieniennennenenercneene 577
8.2.4.12  Viewing the results of @ Saved SEArCh QUETY .....c.ceviiiriiirieireere ettt 577
8.2.4.13  ManUal Archive REPLICAtION ..cc..ivuiiieieeieteteetete ettt ettt s ettt saesaeesaesbaessenbesssensessnensensas 579
8.2.4.14  Tag& Track Lite in ArChive MO .....cc.coueiiiiiriiieicieteteeesteete ettt sttt 580
8.2.5 Video surveillance in Alarm Management MOde.....c.coiiiririerieniiininieeeteteee ettt 581
8.2.5.1 Video surveillance functions available in Alarm Management Mode .........co.ecevvevirenneninienenieenieenienens 581
8.2.5.2 Switch to Alarm Management MOAE .......cueiiiririirieiiieeeet ettt sttt 581
8.2.5.3 INIEIATING AN ALBIIN (et t et e e b ettt et et sb ettt et b e b sbesaenees 582
8.2.5.3.1  ManUal INITIAtION c..civviiiiiiiiicic bbb 582
8.2.5.3.2  AULOMALIC INITIATION .euiiiiiiiiiiic e 583
8.2.5.4 WOrking With Alarms PAn@L .....ccueeueriirieiiiiieen ettt sttt ettt s ne et 584
8.2.5.4.1 Viewing Alarms in EVENT PrEVIEW .....cc.coueoiiiririinieieieteitet ettt sttt et be e sttt sb e s nene 584
8.2.5.4.2 Outlining Objects that Triggered DELECTION .....cc.civevieriiirireriectetee ettt 584
8.2.5.4.3 Selecting Events for Alarm Management.......cccoeereerireninieienieenieerteierteiet ettt ettt 584
8.2.5.5 Working with the Alarm Management WiNAOW .........ccceieerererierieinenerierietetee ettt seesseeene 585
8.2.5.5.1 Alarm Handling Tile INterface El@MENTS ...c.coeivieiririeieieereereeere ettt et 585
8.2.5.5.2  AlAIMm Playback .e..eeieiieieierieeierieetetestetest ettt ettt ettt a e st b e b et aesae e beshe e st et e esaentesaeentenas 585
8.2.5.5.3  ProCeSSING aN ALAIMN ..c.euiiiiiiiiieieet ettt ettt sttt sttt et h ettt sb ettt ent 586
8.2.5.6 Limitations when working with alarm events in case of multi-user processing .........cccceeveveecvrrurnennee 587
8.2.6 Video surveillance in Archive Search Mode..........ccveiniiiniiiiiniiinii s 588
8.2.6.1 Switching to Archive SEarch MOAE ...ttt s 588
8.2.6.2 Archive Search Mode INTEIface ..ottt 589
8.2.6.3 Video surveillance functions available in Archive Search mode .........ccveevieevineninennecnercereesene 591
8.2.6.4 Search in an archive of @ Single VIdE0 CAMEIa .....c.cvueuiviriririiectece ettt 592
8.2.6.4.1  SeleCting the SEAICH TYPE ..cue ittt ettt s 592

- 20



8.2.6.4.2
8.2.6.4.3
8.2.6.4.4
8.2.6.4.5
8.2.6.4.6
8.2.6.4.6.1
8.2.6.4.6.2
8.2.6.4.6.3
8.2.6.4.6.4
8.2.6.4.6.5
8.2.6.4.6.6
8.2.6.4.7
8.2.6.4.8
8.2.6.4.9
8.2.6.4.9.1
8.2.6.4.10
8.2.6.4.11
8.2.6.4.12
8.2.6.4.12.1
8.2.6.4.12.2
8.2.6.4.12.3
8.2.6.4.12.4
8.2.6.4.12.5
8.2.6.5
8.2.7
8.2.7.1
8.2.7.1.1
8.2.7.1.2
8.2.7.1.3
8.2.7.2
8.2.7.2.1
8.2.7.2.2
8.2.8

8.2.9
8.2.10

8.3

User Guide

Setting @ SEACH INTEIVAL.c..iiiiiiiiiei ettt sttt ettt 592
EVENTS SEAICR .ttt bbbttt et sa ettt et et b bt na s 593
Time search for video fragments (TIMESLICE) .....c.cvuriririririeirieereereere ettt 595
SEANCIING COMMENTS ...ttt ettt st ettt s b s bbbt et be b sb et et ens 596
Forensic Search for Fragments (MomentQuest)

Motion in Area

Loitering of an 0bject iN @ SPECITIC Ar@ ....couiuiueuiiririeiccrr ettt ettt 598
Simultaneous presence of a large number of objects in @ SPecific area.......c.ccvveeerrrecinnrecereccre e 598
MOtioN from ONE Area tO @NOTNEN......cucuiiiicic ettt bbbttt ee 599
Crossing of a virtual line by an 0bject's trajECONY ......ie ittt 600
Configure the SEArCh PAraMELELS ..ottt ettt s bt ne et seseneas 601
THELES SEATCH .ttt ettt et b b b ettt be bbbt ent 605
LPR SEAICI .ttt sttt bttt et b b b et 605
FACE SEANCR ...ttt b ettt sttt et b e b bt et 606
Tell "friend" from "fO" DY @ PICTUNE ...veuiieeiie ittt ettt s e e b e s ese s enessesesan 608
SAVING SEATCI QUETIES ..ttt ettt sttt st sttt et besb et et nis 608
Switching between SEArCh rESUILS .....cc.cviiiiiirec ettt 609
WOrKing With SEArCh rESULLS ....cc.eeuiiuiriiieiier ettt st 609
VIEWING SEAICH FESULLS ettt ettt ettt b ettt b b e et s et et ee 609
Viewing Search ReSUltS IN TIMECOMPIESSOL .....c.ccuvirieueuertrireeterterireesesestsee st sesesetsesteseseeesssebese e sessesesesseetesesenesene 611
Playback Of VIAEO fragments......c.coiv ettt ettt ettt ettt ettt ee 611
Enlargement of fOUNT MOMENES c..c.couiiiiiiiccrc ettt ettt s e 613
Exporting the video fragments and repeated SEArCh ........ccccvvirecirrnicctr e 614
Simultaneous search in an archive of several video Cameras........coeeeveereinieenieenineneeeseeeeeseeenes 614
Working With fiSheYe CAMEIAs ...cuvuiiriiirieirteere ettt sttt 615
Viewing modes for video from fiSheye Cameras........coevievieerireninieirictre ettt 615
Selecting viewing mode for videos from a fisheye camera ..o 615
360 degree Panorama and Regional view (VIrtual PTZ).......ccovevrenireineinieirieeieeieieeeeesie e 616
180 dEEIEE PANOIAMa .. ucuiiiieuieieierieetet ettt ettt ettt ettt b bt s b et ettt s b st et et et e st ebeebesbenneneen 618
Fisheye cameras 0n an interacCtive Map c..cceecuereeierienieienieeteniesiee e stesisesesreetestesssessesseessessesssesessesssenses 618
Viewing video and controlling a fisheye camera from the Map ......ccveceveivieenieinincrneceeeene 618
Fisheye cameras in iMmersSive MO ....ccuiviiieririiienieiereetese et st steeteste e estesaeessesbesssessesseessensas 619
Facial recognition @and SEAICH ..c..c.ciu ittt sttt 620
Vehicle number plate recognition and SEArCh ........c.cviviriiiiiiiininecc e 623
TEMPErATUIE SCIEENINEG ..cuveuiiiietieteetertet ettt ettt et b ettt ettt s a e bbb et e st e bt b e s b et e e et et sbesaestensennent 624
Working with information Doards.........co.cceieeririeneneeeeeeese et 625

-21



8.3.1
8.3.2
8.3.3
8.3.4
8.34.1
8.3.4.2
8.3.5
8.3.5.1
8.3.5.2
8.3.6
8.3.7
8.3.8
8.4
8.4.1
8.4.2
8.4.3
8.5
8.5.1
8.5.2
8.6
8.6.1
8.6.2
8.6.3
8.7
8.7.1
8.7.2
8.7.3
8.7.4
8.7.5
8.7.6
8.7.7
8.7.8
8.7.9
8.7.10
8.8

User Guide

ResSizing iNfOrmMation DOAIAS .......covuiuiriiiiricie ettt sttt 625
Hiding information DOArds ........o.cevueueriiinireiece ettt sttt ettt 626
Automatically switching to layouts with information boards.........cceeceveiveenineninenneereeecens 626
WOrking With EVENTS BOAIUS.....c.couiiuiriiiiiiiricnteteciet ettt sttt ettt s ne et 627
Options for displaying information on EVENts BOArds..........coueevieuerireinieinieinieenieeteieseeeesie e ees 627
Switching a camera linked to an Events Board to the archives ... 629
WOorking With HEAlth BOAIAS.......cc.eoveriiiiiiiriinticetetei ettt ettt sttt st 629
VIEWING SEIVET STATUS ..ttt ettt sttt ettt ettt sb et ettt sbe s bbb eeeneen 631
VIEWING CAMEIA STATUS ...cutiiitiiirteetetetee ettt ettt sttt et st ettt s bbb b seene s 632
Working With StatiStiCS BOAIAS .....cc.cvueieiiiriirieeietete ettt ettt ettt st 634
WOrking With Web BOArds .......ccceeeerieiiiiiirinecietete ettt ettt st 636
Working With Dialog BOArd.........coeverieiiiiirinicieeete ettt ettt st 637
Layouts ManagemMeENT ....cccceiiiiiiiiiiiiniiiiieiiictcct ettt s s s 639
Changing cameras Within @ layOUL........couciiiirinieieee ettt 640
Selection and SlIdESHOW Of LAYOULS ..c..cviieieiiicieieieteteesesteste ettt se st sa e sesbassessensens 640
WOorking With SPeCial laYOULS .....couerverieieiiir ettt ettt et 641
MONITOr MANAZEIMENT ...ttt ettt st b e bt e s e sseesreene e 643
Managing monitors 0N @ loCal CLENT ....couiivieviiieiciie ettt 643
Managing monitors on remote Clients within the AXXon domain.........ccceeeveiinencncnieneneeeeeee 645
AUAIO MONIEOTING .ttt b ettt st b et e b e b e sbe e st ent et e besbesaesneeneensens 646
GENEral INFOrMALION ..vvviiiiicicccc ettt ettt 646
Listening on the Client to sound from a camera MiCrophoNe.........ccvuecivieerieeniennernereereeeeeaene 647
Playing back sound from Client microphone on camera SPEaKErsS .......coecevveuerirvenirierinieririeerieeneeeneenens 648
Working with the INTeractive Map ....c..ceeeiecererereeeeeses ettt 649
Opening and ClOSING the MAP ..coii ittt et 650
GEO MAP SEAICK ittt ettt ettt ettt e et e st e et e ste s st e aesases b e besseesesseessessesnsensesssensesseensessesnsensens 651
Changing the MaP TilL ..c..eou ettt sttt sttt et b et 652
Scaling and fOCUSING Of MAP ...eviviririiirieeee ettt ettt 653
CuStOMIZING AN INTEIACTIVE MaAP . ..cuiiiiiiiiieiieee ettt ettt sttt et sb et 654
[MMEISIVE MOGE ...ttt sttt b et sa e a e b bens 655
SWItChING DEEWEEN MAPS ..ttt ettt sttt ettt et b et 656
Controlling devices from the MapP ...ttt ettt 658
DiSPlaying dEVICE STATUS ..c.eeuiriiriiieieieeert ettt ettt sttt et sb e besn e 659
Selecting Cameras for @ TEMPOIrary LAYOUL ....c.cocevueerieerirerieieieieteietsiesesie ettt es 660
Exporting Frames and Video RECOIAINGS........coieuieirierienieniniinteieiesiesie sttt 661

- 22



8.8.1
8.8.2
8.8.2.1
8.8.2.2
8.8.2.3
8.8.2.4
8.8.3
8.8.4
8.9
8.10
8.10.1
8.10.2
8.10.2.1
8.10.2.2
8.10.2.3
8.10.2.4
8.10.2.5
8.10.2.6
8.11
8.11.1
8.11.2
8.11.3
8.11.4
8.11.5
8.11.6
8.11.7
8.11.7.1
8.11.7.2
8.11.7.3
8.11.7.4
8.11.7.5
8.11.7.6
8.11.7.7
8.11.8
8.11.9

User Guide

Y0 4= d 0o ] o O PP P RSP PPROPPOTOPRON 661
EXPOrting Vide0 RECOIAINGS ..c.veviiiiiiiieiiete ettt sttt sttt b e saesa e 663
StANAArd VIAEO EXPOIT ..cuiiiiriiieiieeterieeterte sttt e sttt e s te st e sae s e et e s be e st essesseessassesssensesssensesseensessesssensens 663
[NSTANT VIAEO EXPOIutiiiiiiiiieieeieeiereet ettt ettt e sttt e st et e saesae e besbesssensesseessessesssensesseensensesssensensesnsenses 665
Simultaneous export of video from multiple CAMEras .......cccivevierieieinisireeeeeeee s 666
EXPOrting all @VENT VIAEOS ...ttt sttt sa e 667
Configuring export area and MASKS .......ccueeirueirieirieirieereie ettt sttt sttt be bt ee 668
VIEWING EXPOIT PIrOGIESS ..cevtvirirtertetetetett st teste st ettt s e s st et et et eae s bbb et et e st e bt ebesbe b etentenesbesbebensenteneen 670
MACIOS CONTIOL ..uiviiiiiiiiiiiicicc bbb 670
EVENT CONEIOL.cuiiiiiiiiiiiiiiicccc e 671
Controlin Live VIdEO MO ........c.civiiiiiiiiiiiiiciiciiciicc ettt 671
THE SYSTEIM LOG .ttt ettt b b sttt et b bt e e st e bbb e b et et et s b saestebennent 671
Setting EVENT SEAICH FIlLEIS ...cueeiiiieieee ettt ettt 671
EVENT SEAICH PrOCEAUIE.....iiiietecieeteeeeteete ettt et st s bt st e et e b e sbe s st ebesbeensenseessensessaensenss 672
Refreshing EVENnt SEarch RESULLS......c.eoviiririiririeirieerie ettt ettt ettt 673
Viewing EVENt SEArch RESULES......couiviiiiiiiiee ettt sttt 673
EXPOrting EVENt SEArCh RESULLS .....cueiiirieriieietctetee ettt sttt 674
Switching to archive video of SPECIfiC @VENTS.....c.civiiirireieeeet e 675
Working with Axxon Next Through the Web Client........cccoeviririineieneneneeeeeeeeeeeeenee 675
WED ClIENT OVEIVIEW ...ttt 675
Hardware and software requirements for the Web Client 0peration .........cceceveevevenevienerenieneseneneennns 676
STArtiNg the WeD CLIENT....c.ii ettt s 676
WED CHENE'S GUI ..ottt 678
Web CLIENt CONFIGUIAtION .e.viuiiiiiieeeieteete ettt sttt sttt sttt 679
Searching for video cameras in the Web ClIENt .......c.ceviviriririneine e 680
Working with [ayouts in WEeb CLENT ....c..oiiiiiiiceeeeccee ettt st 683
Summary of how to work with [ayouts in Web Client ........ccceverieririeineniceeecsceeee e 683
Selecting and searching for @ laYOUL.........e.cireirieirc et 683
Creating a new [ayout in WED CLENT ..c..ccuoiiiiirieeeeteet ettt 684
Editing and deleting layouts in Web CLIENT.....c..coueiiiiirinieei e 685
Selecting the default layout in Web CLIENT ......c.cvueirieiiieiiccee et 685
Copying [ayouts iN WED ClIENT...cc.eiuiiiieieieeee ettt sttt et 686
Sharing [ayouts iN WeD CLIENT ...c.iiviiiieee ettt 686
Real-time video surveillance via the web client.........cccoccoiiiiiiniiniiniis 687
Controlling PTZ cameras through the web client .........ccooiiiiiiiiiie e 688

-23



8.11.9.1
8.11.9.2
8.11.9.3
8.11.9.4
8.11.10
8.11.11
8.11.12
8.11.12.1
8.11.12.2
8.11.12.3
8.11.12.4
8.11.13
8.11.14
8.11.15
8.11.16
8.11.17
8.11.18
8.11.18.1
8.11.18.2
8.11.18.3
8.11.18.4
8.12

9

9.1

9.2

9.3

9.3.1
9.3.2
9.3.3
9.34
9.35

9.4

9.4.1
9.4.2
9.4.3

User Guide

Controlling a PTZ camera through the web client by using presets ..., 689
Changing the optical zoom of a PTZ camera in the web client ......ccoceveiveinniniiinccececeene 689
Changing the positioning speed of a PTZ camera in the web client ........cccoeveveenrennennennerecene 689
Changing the tilt of a PTZ camera in the Web Client ........coueeieeinenincieeee e 689
Viewing video archives through the web Client.......c.civiriiiiiiiinecc e 690
Archive position selection panel for the web client ..o 691
Archive search through the Web ClIeNT ........couciieiiiii e 692
Types of Archive search available via the Web ClIeNnt ......cccivereieieiniceeieeceeceeseeeee e 693
BUILAING @ HEAE MAP ...ttt sttt bbbttt st ettt et eb e b b sa s 693
Simultaneous search in multiple camera Video Footage via the web Client .........cccceeveeininincncnennne. 695
RePOrting the SEArCH FESULLS ....cveiiieieeee ettt 695
Alarm Monitoring via the Web ClIENT c....co.ii ittt 696
Listening to a camera's microphone via the web client .......cccccoiiiriiiiiiiiieece 697
Digital video zoom in the Web ClIENT.......ccoviiiiii e 698
EXPOIT iN WED ClIENT.cuuiiiieiieiieieeieeterteet ettt sttt ettt et sae e e e s b st e b e sseessesaesssesesseensensasssensensesssenses 698
Viewing Camera and Archive STatiSTiCS.....coiviveririiiiirereeee ettt 699
Working with bookmarks in the Web ClIeNt ..ot 700
EdIting @ DOOKMAIK.....coiiiieiiee ettt sttt et sa s 701
Deleting @ DOOKMATK ..ottt ettt sttt et b e s snesn e 702
UN-ProteCliNg @ VIA@O ...ccuiiuiiiiiiriiieteieteiest ettt ettt sttt ettt sb ettt et b e b b snenees 702
Deleting @ ProteCted VIAEO .....c.coueieieiiiiieiieetcte ettt sttt b e a s 702
Working with Axxon Next Through the Mobile Clients.......ccccoeeveviereninenineeeeeeeeeeee 702
DeSCription Of ULIlITIES...ccuieieiecieteceseeteseetee ettt see s 703
AXXON NEXE TIAY TOOL cuvivuiiriirieniieniierieeieste st et estesste st e s e e steestessbeeseesseessaessesssesssesssesssessasnsasnsenns 703
ACTIVATION UTIITY 1vviveiieiiieieriereescccete sttt st st sae e ste st et e s e e sbaesbeesbeensessnessnessnensasnsenns 703
AXXON SUPPOIT TOOL 1eruiiriiiriirieriiesieereeteste st eseesteestestesaesaeestessbeesaesseesssessesssesnsesssesssessasnsassenns 705
PUrpose of the SUPPOIrt.eXe ULIliTY ....cceeviiriririerieieteieestes ettt sttt sasbasbassenaenees 705
Launching and CloSiNg the ULIlItY ..c..coeeoeeerineneeie ettt 705
Description of the Support.exe Utility iINTErface .......ccvievivirerieieeseee et 706
THE PrOCESSES SEIVICE....ocuiiiiiiitiiitiietctrtct ettt be s 707
Collecting Data on the Configuration of Servers and Clients Using the SUPPOrt.....cccccoeverererenereneencne. 708
LOg ManagemeENnt ULILITY .o..eeeeieriereneneeeeteeteet ettt ettt ettt et 711
Starting and cloSING the UTIHITY «.co.ee ettt 711
CONfIGUIING @ LOG AICRIVE ..ttt ettt ettt ettt 711
CoNFfiGUIING LOGEING LEVELS ..ottt ettt ettt ettt ettt 712

- 24



9.4.4
9.4.5
9.5

9.6
9.6.1
9.6.2
9.6.3
9.6.4
9.6.5
9.6.6
9.6.7
9.7

9.8

9.9

10
10.1
10.2
10.2.1
10.2.1.1
10.2.1.2
10.2.1.3
10.2.1.4
10.2.1.5
10.2.1.6
10.2.1.7
10.2.2
10.2.2.1
10.2.3
10.2.3.1
10.2.3.2
10.2.3.3
10.2.3.4
10.2.3.5
10.2.3.6
10.2.3.7

User Guide

Set the size and Maximum NUMDEE OF LOZS .....c.vvveuiriiiiiiiieeeceet et 713
Configuring Client RAM USQZE LOZEINE ...c.vvveirueirieiirieieieieieieieiete ettt ettt ettt 714
Digital Signature Verification ULIlILY ......cocooueirereninineen et 715
Backup and RESTOrE ULIlITY ..ccverierierieiieiiiniesteneeiesteste st ese st eseesnessesteesseesaesaessnessnessasnsases 717
PUIPOSE Of BACKUPTOOLEXE..uicuiiiiiirieieiirieetisiesiesteeeiteteetestestesseae e ssessessassessesseseesessessessessenseseesessessessensenees 717
Starting and qUItEiNG BaCKUPTOOLEXE .....ciiuiiiriiiiicieierteetet ettt 717
Roll back the local configuration to a selected restore Point.........cccvevveerieenieenneninerreereeseereaens 718
Roll back the global configuration to a selected restore point .........coccveereereennennenreeseeseeseens 720
Backing Up @ CONFIGUIAtION ....cuiiieiiiiiieieete ettt sttt ettt ebens 721
ReStOrNG @ CONFIGUIALION ..civviiieiiiei ettt ettt sttt ettt ebens 724
Changing the SEIVEr NAME ...c..oiiiiiieieeie ettt sttt sttt ettt b e e s 726
POS-terminal log collection ULIlITY ....eeeeeereeriereeeeeeteet ettt 728
Console utility for working With archives ..........cocoeeeerernenencreeereee e 729
NEtWOrk SEEEINGS ULILILY ..evveeueeieieieeeeee ettt et 731
APPENAICES ..ttt ste e rte st et e st e ae st e saesse e te s st e s e e ssesbeestessesssanseessesseensansenn 733
APPENTIX 1. GLOSSANY .uveriiriirieriieniierieeitesitesteseesreessesteseesseessesssesssesssesssesseessesnsessesssessasssasssesns 733
Appendix 2. Known issues in the Axxon Next Software Package ........cccoevevereneneeenenennenennes 735
Possible Errors DUFNG INSEALlation ...c..ccoevieeiieiiiiiieees ettt 735
Error Starting NGP HOST SEIVICE ..ottt ettt sttt sn s 735
Errors Connecting to the POStgres Database .......ccccueieerierieieiiireneeeeeteteee et 735
Error inStalling DriVErs PACK ..c..coucoueiiiiiieeti ettt ettt sttt e s sn s 736
Error inStalling DEtECLOIPACK c..c..eveieiiiieet ettt sttt 736
Window OS 10 iNStallation @rTOr .......c.cciiiiniiiniiiiicincic et 736
An error occurred while installing on Windows with the language pack Norsk (bokmal) .......ccceeevunene 737
Error uninstalling Axxon Next on systems with Videoinspector installed ..........ccccoevevennnninincncnenn. 737
Possible Errors DUFNG STArt-Up .c.ccuciiirerii ettt sttt 737
The Client cannot be connected to the SErver..........ovicniicniiniii s 737
Possible Errors DUMNG OPEratioN......ccccceerieeerierieteiieieeiest ettt ettt ettt st ettt saesn e 737
All video cameras or archives stop working once the license maximum is reached .........cccceevevvennen. 738
No signal from video cameras and failure to connect to other Servers.........cocovevvenvenncceneeneenieens 738
Incorrect display of Client interface elemMENtS ..o 738
Server error on Windows SErver 2012.........ccuveivieiniiinieiniiiieieieeieretsne et sesesne s 738
Emergency shutdown of the Client on WiNAOWS 8.1.......c.couiueririeririeninieirieienieienieienteiee et eseesensenens 738
Error creating new archives even when license restriction on total size is observed.........cccccveiinies 739
The Axxon Next VMS operation along with Windows Defender software.......c.cccveveveennennennencneenene. 739

-25



10.2.3.8
10.2.3.9
10.2.3.10
10.2.3.11
10.3

10.4
10.4.1
10.4.2
10.4.3
10.4.4
10.4.5
10.5

10.6

10.7

10.8
10.8.1
10.8.2
10.8.3
10.8.4
10.8.4.1
10.8.4.1.1
10.8.4.1.2
10.8.4.2
10.8.4.3
10.8.4.4
10.8.4.4.1
10.8.4.4.2
10.8.4.4.3
10.8.4.4.4
10.8.4.5
10.8.4.6
10.8.5
10.8.6
10.8.7
10.8.7.1

User Guide

Upper panel display Problemi..... ettt sttt et s besbeesse b e sssesesaaensenaas 739
High CPU load during OpenGL software @mulation..........coeeeeerirenirieninieenieeneieeiee e 739
Performance of Axxon Next when working with NetLimiter 2.........ccvevvieeneeninennennerseeseeeseennenens 739
Exported videos' playback in Movies and TV appliCation.......ccceveevuerieiinieneenienenienieseeieneesesee e 739

Appendix 3. Assigning of the domain takes place when the Axxon Next server is installed ... 739

Appendix 4. Using Axxon Next with anti-virus Software.........cccocceevevineneneneneneneeneseeeenen 740
NOD B2ttt st b e st a e s h e bbbt b e s bt e b e s bt e a bt ae b be b nes 740
ESET SMQAIt SECUITY tuveeuteriirierieeeeiterieeitetesteetesiestesbesteessessesseesaesaeessessesssensesseessensesssensessesnsensesssensensesssenses 740
AVG ottt bbbt s a e bbb bbbt s a e b s ae b e bt aesbe b nnes 740
DIWED .t 740
MCAFEE SAAS ..ottt ettt ettt 741
Appendix 5. Using CH VM-Desktop USB multifunction controllers with Axxon Next .............. 741
Appendix 6. HOTKEYS iN AXXON NEXT....cccviviiiriiriiiieiiiesiesteseesieesteeseseessesseessesssessesssessasssasssesns 743
Appendix 7. Automated configuration backup and restore .......c..coeceeveveeneneneenenereeenes 746
Appendix 8. Configuring and operating the Axxon Next in Linux OS........cccccvvenereenenenennennes T47
LINUX OS SUPPOITEA VEISIONS ..c.vevieiieieeiieieniteteniestesiesteetesseeseestesaeessessesssensessesssessesssessessesssensesssensessesssenses 47
Axxon Next limitations in LINUX OS ..ottt 747
INSTALLING SUO ..ttt b bbbttt s a et e bbb e b et enees 748
Installing the AXXoNn Next in LINUX OS ..ottt sttt sa s 748
Installing the Axxon Next Server in LINUX OS ..ottt ettt sve s saenees 748
INStALliNG frOM FEPOSITONY .uiieiiieiiieietet ettt b ettt sttt et st se bt ebens 748
ManUaliNSTALlAtION ..c..cuciiiiiiiiicii e 749
Installing the Axxon Next ClIent in LINUX OS...c.couiiiiiiiiniieeieeeent ettt sttt 751
Configuration and L0 FOLAEIS ......eoviuiiriiieeire ettt 753
Axxon Next Server [aunCh USING DOCKET ......ecveviiiiiiiiieeretctete ettt 754
DOCKEr INSEAllAtioN ...cuoviiiiiiiiiiciicc e 754
Specifics of Docker installation 0N UDUNTU .....cciviiieieieieieseeceeee ettt ene 755
Creating the AXXON NeXt CONTAINET ....ccuiiiiiieierieetete ettt ettt sttt et s 757
Working with the AXXON NeXt CONTAINET .....coerviriiiiiieiiie ettt st 757
Updating the Axxon Next software in LINUX OS .......co.ccevieirireririeninieirieinieesteiestesensssese sttt seeessesessesens 758
Uninstalling the Axxon Next software in LINUX OS .....c.cocerirerirenineninieinieenteentesenesiese et essesessevens 758
Moving the Axxon Next configuration from Windows OS to LINUX OS ......cccceeveivvrrerevennnnerecinenienenenes 758
Starting and stopping the Axxon Next Server in LINUX OS .....cc.coeiirinenenenieireneseieieeeeeeeie e 759
Archive creation features in LINUX OS ...ttt ettt seesesessenenenes 759
Archive as a disk creation features in LINUX OS ......cc.ceeceiviriereeinninierccirnereeteneereseetseseseesesessesenenes 759

- 26



10.8.7.2
10.8.7.3
10.8.8
10.8.9
10.8.10
10.8.11
10.8.12
10.9
10.9.1
10.9.2
10.9.3
10.9.4

10.10

User Guide

Archive as a file creation features in LINUX OS......cccoveeiinniiriiinniniccieereeeeneeneeeesesneneesesessesenenes 761
Features of archives with ext and Xfs file SYStEMS......cccciviririerieieceeeee e 761
Axxon Next Server configuration ChANGE........occiveririiiriierieee ettt 762
Configuring the metadata storage in NAS 0N LINUX OS ...c..oeviririreninieinieinieeneeenteeteiesee e es 763
Configuring the Axxon Next Client logging parameters on LiINUX OS ....cc.ccovveeveerireninenieereneneneeneeenes 764
License activation for the LP recognition detection in LINUX OS........ccccvueereenrreninieninenenieesieeneeensenens 765
System data collection in LINUX OS........ccoiiniiniiiniiiniiiicieetnetne et s 765
Appendix 9. Using AXXon NeXt With NAT ....cocuiiiirieieteeeneeeetetetesr ettt ettt 766
Consolidating the Servers from different networks into AXxon domain.........cceceveevirennenenenenencneenenn 766
Connecting the Client to the Server behind NAT ..c..ccooiiiiiriree s 768
Connecting the web and mobile Clients to the Server behind NAT ....cc.ooiviiiiinniniceeeeeee 770
Audio transmission from the Client's microphone behind NAT to the Server's or camera's

[OUASPEAKE .. ettt ettt ettt ettt et s ae et e s b e sa s e b e s b e et e sbe s st e b e s st enbesbeensenbesaeensesaeentenbeeanenteee 771
Appendix 10. Creating system Variable.... ...ttt 772

- 27



User Guide

1 User Guide. Introduction
On page:

+ General Information
» Purpose of the Document
» Purpose and functionality of Axxon Next

1.1 General Information

No part of this document may be reproduced or transmitted in any form or by any means without the prior written permission of
AxxonSofft.

The Axxon Nexttrademark is the property of AxxonSoft. All other trademarks included in this document are the property of their
respective owners.

All information contained in this document is current as of the publication date. AxxonSoft reserves the right to change or update
this document without the prior notification of or to any third party.

1.2 Purpose of the Document

This document, titled User guide contains the information necessary for building, implementing, and operating a security system
based on Axxon Next.

The structure of this document enables the user to get acquainted with the software package and then, depending on the user's
level of training, choose sections of interest for more detailed study. The chapters in this guide, whether they are informative or
serve as a reference, have their own internal structure.

The chapters Introduction and Description of the Software Package are intended to generally acquaint the user with the
technical features and functionality of the Axxon Next software package, as well as with the key stages of building a security
system based on the software package.

Recommendations to the user/administrator for installing the software and configuring equipment are presented in detail in the
chapter Installing the Axxon Next Software Package. The chapter Licensing of the software product contains instructions on how
to register a license to use the Axxon Next software package..

Startup and shutdown of the software package are described in the chapter Launching and Closing the Axxon Next Software
Package.

The chapter Configuration of the Axxon Next Software Package presents step-by-step instructions on configuring user-specific
settings and activating the required functionality. This information is useful for system administrators as well as for operators
with permissions to manage system settings.

Recommendations on configuring the user interface, working in various video surveillance modes, and utilizing the functional
capabilities of the Axxon Next software package are presented in chapter Working with the Axxon Next Software Package.
Chapter Description of utilities contains a description of additional software utilities employed when working with the software
package.

The Appendices contains a glossary of the product's basic terms and definitions. It also lists all known issues that you may
encounter while using Axxon Next.

1.3 Purpose and functionality of Axxon Next

The Axxon Next software package is a next-generation open-platform video management software (VMS). Security systems based
on Axxon Next range from home security systems (for an apartment or house) to professional large-scale distributed security
systems for small and mid-size businesses (hotels, automotive service centers, shops, parking structures, etc.).

Video and audio surveillance of guarded locations, video analysis, and rapid response to suspicious situations without operator
involvement, and storage and export of obtained data are just a few of Axxon Next's many functions.

The Axxon Next software package enables the user to accomplish a wide spectrum of tasks, as it works both with digital
equipment and with analog video cameras (through video capture cards), and also makes it possible to create a hybrid security
system containing both kinds of equipment.
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The modern and constantly expanding feature set of Axxon Next allows implementing new video surveillance functionality that
increases the convenience and precision of protection at end-user sites.
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2 Software Lifecycle Policy
On page:

« Software Lifecycle Phases

» Software Technical Support

 Standard Period for Release of Software Updates
« Licensing Policy with Regard to Software Updates

2.1 Software Lifecycle Phases
The software source code repository is divided into 3 branches:

+ trunk - current changes;
« stabilization - preparation of a new release;
« release - the latest official release.

During the development process, all new software features are added to the trunk branch.
After reaching Feature Complete status, all changes from the trunk branch are moved to the stabilization branch.

From that time on, only software fixes that are critical for this version are added to the stabilization branch. These fixes are also
duplicated in the trunk branch.

After the version stabilization is completed, all changes are moved from the stabilization branch to the release branch, and a
new development phase begins.

2.2 Software Technical Support

After purchasing a license key, the Customer can receive full technical support throughout the key's validity period or until the
end of the software lifecycle if the license is unlimited in time.

2.3 Standard Period for Release of Software Updates

Release Standard period
Major release 1-1.5years
Minor release 3-5months

Bug and security fixes* 3 -5weeks
Major and minor releases are available on the company's official website. Releases with bug and security fixes can be requested
from technical support.

* Software bugs can only be fixed in the latest official release.

2.4 Licensing Policy with Regard to Software Updates

« New software versions are fully compatible with the license keys of previous versions.

« After the softwarehas been updated, all the features previously specified in the license key will be available in the new
version.

+ New software features that are subject to licensing will not be available until the license key is updated.
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3 Description of the Software Package

3.1 Basic principles of building a security system based on the Axxon Next software
package
Building a security system based on the Axxon Next software package includes the following recommended stages:

1. Selecting a configuration for the security system (with the help of professionals)

2. Building a separate local area network with restricted access

3. Calculating the sufficient bandwidth required for each segment of the local area network

4. Selecting and configuring the software and hardware platform on which the selected security system configuration will be
implemented (selecting and configuring personal computers to act as servers and clients in accordance with the
requirements, as referenced in the section titled Implementation Requirements for the Axxon Next Software Package,
Operating system requirements)

5. Selecting and connecting reliable equipment that is optimally suited for a specific security system (with the help of
professionals)

6. Training personnel to work with the Axxon Next software package in accordance with the requirements (see the section
titled Requirements for Personnel Quantity and Qualifications).

3.2 Axxon Next features: reference information
On page:

« Micromodule architecture

« Support for IP cameras

+ Support for analog cameras in Axxon Next
+ Video and Audio Detection Tools

+ Video archive

« Interactive 3D Map

« User Interface

» Face Recognition

« NumberPlate Recognition

+ Receiving Events from External Systems

The advanced features available in Axxon Next are continuously updated and extended.

Axxon Next offers virtually unlimited opportunities for system scaling, task-based customization, and reallocation of resources
(based on changes in the number or quality of video and audio monitoring tasks) at end-user sites.

Video surveillance systems based on Axxon Next can scale infinitely: there are no restrictions on the number of video servers,
workstations or video cameras.

Support for over 1500 models of IP cameras is included, as well as remote access from mobile devices and a web interface. The
Axxon Next software package supports touchscreens.

3.2.1 Micromodule architecture

The micromodule architecture of Axxon Next video management software allows implementing different video management
system functions as different operating system processes. Each function is the responsibility of a different micromodule; a
dispatcher module monitors the functioning of the micromodules. If a function encounters an error and a process is quit
unexpectedly, the dispatcher module automatically relaunches the corresponding micromodule. This does not affect the
performance of other processes or the functioning of the VMS overall.
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3.2.2 Support for IP cameras
Drivers Pack

IP camera support in Axxon Next is provided through the Driver's Pack Module specially developed by AxxonSoft and regularly
updated to support new IP devices.

Driver's Pack allows adding support for new IP devices without having to wait for the release of new versions of Axxon Next and
without reinstalling the entire system.

Multistreaming

Many of today's IP cameras can transmit two video streams with different video parameters and compressed in different codecs.
Axxon Next supports Multistreaming i.e. receiving two streams from a camera simultaneously: high-quality and low-quality,
which allows taking advantage of this feature of IP equipment to optimize the CPU load on the video server and the client
workstation. .

GreenStream
The GreenStream feature saves bandwidth and client CPU resources. It automatically chooses a video stream from a camera to
the server, and then to the client, depending on the resolution at which the video is currently displayed on the client.

Embedded video camera analytics

Axxon Next supports on-board detection embedded in video cameras. This means that when on-board detection tools are
triggered, Axxon Next is notified and can use these events to drive system reactions. On-board detection does not burden the
CPU of the video server and makes use of uncompressed video (completely bypassing the compressing/decompression process),
and therefore provide extra stability in difficult conditions such as poor visibility.

360 degree camera support

360 degree camera support allows dewarping video from a fisheye camera or camera with an ImmerVision panomorphic lens to
obtain several "normal" flat images with different frame aspect ratios for display on the client screen. One of the resulting virtual
cameras can be a virtual PTZ unit.

ONVIF

AxxonSoft is a member of ONVIF (the Open Network Video Interface Forum), which work toward the development and promotion
of international standards for network security and video surveillance system interfaces. ONVIF is supported in all versions of
Drivers Pack starting with version 3.1.3.

RTSP support

Many IP cameras support multimedia streaming via RTSP. Axxon Next supports receiving such streams without requiring
integration of the relevant camera via Drivers Pack.

3.2.3 Support for analog cameras in Axxon Next

Alongside IP cameras, Axxon Next allows you to use analog cameras in your video surveillance system. Analog cameras are more
affordable and are well-suited for many installations without high video resolution requirements. In addition, Axxon Next allows
creating hybrid systems that combine both analog and IP cameras.

3.2.4 Video and Audio Detection Tools

Axxon Next video management software incorporates a powerful system for analysis of video images. It includes the following
video detection tools:

1. motion detection;

2. background change detection;

3. detection for loss of video quality;

4. abandoned objects detection;

5. detection of crossing a line in a given direction;
6. motion start detection;

7. motion stop detection;

8. loitering detection;

9. object appearance detection;
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10. object disappearance detection
In addition to the video detection tools, Axxon Next has two audio detectors:

1. noise detection - is triggered by exceeding a certain threshold volume level;
2. silence detection - is triggered when the microphone signal disappears completely

Macros can be set to automatically run when a detection tool is triggered (on a per-detector basis). Multiple detection tools can
be combined into complex conditional rules.

3.2.5 Video archive
SolidStore

SolidStore is a new file system for reliable video storage developed by AxxonSoft especially for storing video archives. By
optimizing the reading/writing process we managed to achieve three important advantages:

« Enable high read/write speeds, approaching the physical access speed limit of the hard disk.
« Increase the service life of the hard disk.
+ Solve the problem of data fragmentation.

TimeCompressor

Time Compressor allows the user to set a time range for video footage and get a short video clip of all moving objects in the
scene. Objects and events captured at different times are displayed simultaneously in a condensed "video synopsis". Time
Compressor is especially convenient for viewing large archives that feature a relatively small number of active objects.

Forensic Search in Archive

The Axxon Next video management software (VMS) utilizes VMDA - a database developed by AxxonSoft for indexing and storing
descriptions of observed scenes. Along with video recording, this database allows archiving characteristics of all moving objects
in the scene, and then uses these characteristics to perform quick searches of the video recordings (MomentQuest2 technology).

3.2.6 Interactive 3D Map

Interactive 3D Map superimposes camera locations on a site map and displays camera views in the same window. Cameras in the
current layout are color-coded by current status. Operators can instantly pinpoint where a selected camera is located on the map
and identify the corresponding location of interest.

Immersion Mode

When enabled, this mode overlays a translucent video viewing tile on the map; fixed objects in the field of view (furniture, doors,
etc.) are combined with their depictions on the map. This allows easily seeing where a person or car is located and where it is

going.
OpenStreetMap

OpenStreetMap support is available in Axxon Next. The site map is downloaded from the Internet and the user selects the
necessary area and scale. Additional map data is downloaded in real time, if needed, when zooming in/out or scrolling.

Note

To work with OpenStreetMap maps in Axxon Next, you need to purchase an OpenStreetMap license.

Virtual PTZ cameras on the map

The Virtual PTZ Camera function becomes available when the map contains at least one fisheye camera. This function allows
viewing video from a fisheye camera directly on the map. Click anywhere in the fisheye video shown in a layout cell to dewarp the
source video, with digital zoom and click-to-focus.

3.2.7 User Interface

Editable camera layouts
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Axxon Next allows you to create custom camera layouts. Layouts can be configured in any way the user wants and the aspect
ratios of viewing tiles can be fine-tuned. Editable layouts efficiently fit different cameras with different aspect ratios on the same
screen, as well as support display of dewarped fisheye camera footage.

Autozoom

Autozoom helps to monitor moving objects by automatically adjusting the level of digital zoom. Autozoom shows close-in video
for parts of the frame that contain a moving object or objects and follows them as they move, just as a movie camera does when
taking a close-up shot.

3.2.8 Face Recognition

Axxon Nextincludes an algorithm for recognizing human faces in a video frame and subsequent search for them in a video
archive of several cameras. You can search by an uploaded photo or by an image of a person's face selected in a video archive
frame. The system will return the video fragments from the archive where the searched person is present as search results.

3.2.9 NumberPlate Recognition

Axxon Nextalso includes an algorithm for recognizing vehicle number plates. The recognized number plates are saved to a
database and matched with a video archive of several cameras. If a number plate contains similar characters, the system
generates several hypotheses during the recognition. This increases the probability of a successful search for a particular number
in a generated database.

3.2.10 Receiving Events from External Systems

Axxon Nextincludes a new feature set that is capable of receiving events from various external devices and systems — POS
terminals, access control units, external software, etc.

3.3 Functions of the Distributed Security System

You can create a distributed system within an Axxon Domain on Axxon Next.

Axxon Domain - a selected group of computers on which the server configuration of the Axxon Next software package is installed.
Linking the servers in a group makes it possible to set up interaction between them, thus organizing a distributed system.

Servers are interoperable only if they belong to the same Axxon domain. At the same time, each Server of the domain operates
independently and has its own DB.

f Server 1 \ f Server 1 \

Sewerii Sewer}_;

. Server 3 Server 2
Server 3

Axxon Domain 1 Axxon Domain 2
. /L

J/
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A distributed security system based on the Axxon Next software package offers the user the following functional capabilities:

HwnN

Viewing and manual processing of video and audio data from several servers on one client

Controlling video cameras connected to various servers from one client

Configuring all servers of the distributed system on one client

Execution of automatic responses when detection tools are triggered (audio notification, triggering of relays, SMS and e-
mail notification, etc.) within the distributed system.

Note

If a Server is not accessible by NetBiosName or some TCP and UDP ports are closed, it is possible to build a distributed
security system on a virtual private network (VPN). For example, with the help of OpenVPN. Detailed information on
OpenVPN and examples of virtual private network configuration are given in the official documentation.

Suppose, the Server relies on a defined port range (see Installation), and you want to set up a surveillance system based
on several networks. You do not have to use VPN in that case. Use port forwarding instead.

Axxon Domain configuration is described in detail in the section titled Configuring Axxon domains.

3.4 Network Topologies of the Axxon Next Software Package

Axxon Next supports both decentralized are star network topology.

The decentralized architecture better suits smaller systems.

The star architecture is more practical for creating large centrally monitored distributed systems where no local monitoring is
required on remote sites.

Attention!
If your system is based on star topology, please take into account the following:

1. In afailover (see General information about a failover system) and non-failover systems, the Client must have
access to all Servers (located centrally).
2. In afailover system, all Manager Servers must have access to each other (located centrally).

3.5 Specifications of the Axxon Next Software Package

Security systems based on the Axxon Next software package have the following primary characteristics.

Characteristics Value
Number of servers in the distributed system Unlimited
Number of clients which support simultaneous connection to the Unlimited
server

Number of servers which simultaneously transmit video images to a Unlimited
client

Number of video capture channels for "live video" processing on one Unlimited
Server

Number of detection tools per camera Unlimited
Number of simultaneously processed signals coming from Unlimited

microphones
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Characteristics

Number of audio output channels (to speakers, headphones, etc.)

Number of PTZ devices used

Number of event sources (POS devices)

Number of user roles and users

Number of objects simultaneously tracked by the Object tracker
Number of license plate recognition channels

Number of face recognition channels

Number of mobile clients or Web clients connections

Number of video walls

Number of maps

Analog video camera support

IP device support

CPU support

Number of archives in the system

Maximum archive size

Video compression algorithms

Audio compression algorithms

Available video image resolutions

Support for embedded video camera analytics

Support for touchscreens

User Guide

Value

depends on the sound card used for playback

Unlimited

Unlimited

Unlimited

up to 25

Is determined by the license; there is no upper limit
Is determined by the license; there is no upper limit
Unlimited

Unlimited

Unlimited

yes (through video capture cards)

IP cameras and IP video servers This list is continuously expanding: support for
new hardware is added through updates to Axxon Driver Pack

32-bit (x86), 64-bit (x64)

Unlimited

Unlimited

MJPEG, MPEG-2, MPEG-4, MXPEG, H.264, H.264+, H.265, H.265+, Hik264 (only for
x86)

PCM, ADPCM, g711, g726, aac, mp2

resolutions supported by video cameras

yes

yes

3.6 Implementation Requirements for the Axxon Next Software Package

3.6.1 Limitations of the Axxon Next Software Package

When working with Axxon Next, the user must keep in mind the limitations that the developer has imposed on the system in

order to ensure its operability.
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No.

10

11

12

13

14

15

16
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Limitation

To work with Axxon Next software the following requirements for OpenGL are to be fulfilled:

1. version 2.0 and higher;
2. Availability the ARB_vertex_program, GL_EXT_blend_func_separate,
GL_ARB_framebuffer_object extensions.

Extensions availability can be checked using the OpenGL Extension Viewer program (download).
This program also contains a large database of data on OpenGL support in video cards of various vendors.

Axxon Next Client cannot be started if the scale of all items on the screen (DPI) is over 100%. You may have issues with Axxon
Next VMS if the screen resolution is set at 1280*720 pixels or lower.

The Server and Client must be of the same version. If not, Axxon Next VMS may have issues.

For correct operation of Axxon Next VMS, the OS should use the UTF-8 locale.

Downgrade to a previous version of Axxon Next is not allowed.
In one LAN, two Servers with the same name are not allowed, even if they belong to different Axxon domains
Maximum video frame rate in the Client is 50 fps.

To install Axxon Next, you must log in to Windows as an administrator.

For proper installation of Axxon Next, there should be no spaces at the beginning of the name of the folder which contains the
installer

For correct and full-feature operation of Axxon Next software, the system must not limit network activity between all Servers
and Clients.

TCP and UDP access to these ports should be enabled. Otherwise, access to all ports should be allowed in the system
Time must be synchronized among all computers in the system (to be configured by the user).

If you have edge storage enabled in the system, synchronization between the server and the IP device is necessary (see The
Embedded Storage object).

Lack of synchronization may lead to bad DB entries of events detected on the edge device.
Before installing Axxon Next, make sure the video card drivers on the computer are fully up to date
NetBIOS name of a PC must match the following requirements:

« contains only Latin, numerical and "-" characters;

+ does not exceed 15 characters in length.

The face detection tool requires a CPU supporting SSE4.2, FMA3 or AVX2.0 instruction set.

The Client cannot be started on a remote desktop through the Remote Desktop Connection utility built into Windows
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No. Limitation
17 If a computer is linked to an Active Directory domain, one of the following conditions must be met to enable disk access:
1. Access control lists must contain only local or built-in groups and users.

2.

Create an AxxonFileBrowser user in the domain and add it to the Users group (see Installation

step 8).

This behavior is typical only of file systems that have access permissions (for example, NTFS).

3.6.2 Operating system requirements

0S version

Windows 7 SP1 (x86, x64)

Windows 8 (x86, x64)

Windows Server 2012 (x64)

Windows Server 2012 R2
(x64)

Supported
edition

Starter

(x86)

Home Basic

Home Premium

Professional

Enterprise

Ultimate

Core

Pro

Enterprise

Foundation

Essentials

Standard

Datacenter

Essentials

Note

Restrictions, posed by OS edition (2GB of main
memory, 1 physical processor, 1 monitor) - see
http://www.microsoft.com

Restrictions, posed by OS edition (1 physical
processor) - see http://www.microsoft.com

Restrictions, posed by OS edition (1 physical
processor) - see http://www.microsoft.com

OS edition, enabling to use all realized product
features.

0S edition, enabling to use all realized product
features.

0S edition, enabling to use all realized product
features.

OS edition, enabling to use all realized product
features.

OS edition, enabling to use all realized product
features.

0S edition, enabling to use all realized product
features.

Restrictions, posed by OS edition (1 physical
processor)

Restrictions, posed by OS edition (2 physical
processors)

OS edition, enabling to use all realized product
features.

0S edition, enabling to use all realized product
features.

Restrictions, posed by OS edition (2 physical
processors)

Stretch cards are supported in 32-bit version
only

Full Installation type is supported.Server Core
Installation type is not supported

Full Installation type is supported.Server Core
Installation type is not supported
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0S version

Windows Server 2016 (x64)

Windows 10 (x86, x64)

Supported
edition

Standard

Datacenter

Essentials

Standard

Datacenter

Pro

Enterprise

Education

Home Edition

Windows 10 IoT (x86, x64) Enterprise

Windows Server 2019 (x64) Essentials
Standard
Datacenter

Windows Server loT 2019
(x64)

Debian 9 (x64)
Debian 10 (x64)

Note

0S edition, enabling to use all realized product
features.

0S edition, enabling to use all realized product
features.

Restrictions, posed by OS edition (2 physical
processors)

OS edition, enabling to use all realized product
features.

OS edition, enabling to use all realized product
features.

0S edition, enabling to use all realized product
features.

OS edition, enabling to use all realized p