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1 List of terms used in the Access Manager Module Settings and Operation Guide

User - a person whose data are processing by the Access Manager module. The Access Manager module allows processing data of
visitors, vehicles and other types of users. Configuring and working of the module with different types of users are the same. In
case of configuring and working with specific functions it will be additionally specified.

Operator - a person who configures and operates with the Access Manager module.

APB (Antipassback) - a control over access order. Function allows protecting from repeated use of identifier to pass in one
direction.

Holiday - a non-working day. Specifying of holydays list in the system allows eliminating of defined days from time zones.

Access point - a point where access control is performed. An access point may be a door, a turnstile, a gate, or a boom barrier
equipped with a reader, an electromechanical lock, or other access control devices.

Access level - right of user to access through the access point (points) depending on the time schedule. Also defines rule of
arming and disarming access point. Access level can be general for all users from department and separate for one, several or all
users.

Control reader - a reader which is used for card input to system.

List of terms used in the Access Manager Module Settings and Operation Guide - 6
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2 Access Manager Module Settings and Operation Guide. Introduction

On the page:

» Purpose of the document
+ General information about
the Access Manager module

2.1 Purpose of the document

The Access Manager Module Settings and Operation Guide is a reference manual designed for Access Manager module
configuration technicians and operators. This module is part of the ACFA Intellect software system.

This Guide presents the following materials:

1.

general information about the Access Manager module;

2. Access Manager module settings;

3.

working with the Access Manager module.

2.2 Generalinformation about the Access Manager module

The Access Manager software module is a component of the ACFA Intellect software package and supports the following actions:

1.

NG AW

configure access mode of users and visitors to object with automated access control systems;
configure movement rules of users and visitors within object according to access levels;
configure operator rights to create, edit, delete and view departments;

configure operator rights to create, edit and delete access levels and users;

create and configure access levels as for each user and for all department;

create, configure and delete accounts of users and departments;

create, configure and delete time schedules and access levels;

print security passes for users.

Access Manager Module Settings and Operation Guide. Introduction - 7



Access Manager Module Settings and Operation Guide

3 Licensing policy for Access Manager

If you acquire 1 license for this module, it will allow you to use any number of Access Manager objects on any number of
computers (Servers/RAWs and Clients). The same license also opens Access Manager reports object under Web Report System
object so that you could use corresponding reports after Intellect Web Report System installation (for more information, see the

Intellect Web Report System. User Guide) . In addition, the license allows the use of all integrated control readers (see the Control
Readers Settings Guide).

Licensing policy for Access Manager - 8
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4 Configuration of the Access Manager module

4.1 Procedure of configuring the Access Manager module

The Access Manager module is configured on the settings panel of the Access manager object and on settings panels of the
Operators'' permissions in AM and Type of department sub-objects.

The Access Manager module is configured in the following order:

1. Procedure of configuring the Access Manager module

Rights for configuring and accessing objects in Access Manager

Configuring access cards

Configuring control readers in the Access Manager

Configuring the prohibition of new user parameter duplicates in Access Manager
Configuring the interaction with the FACE Intellect Face recognition server
Configuring fields displaying in user accounts

Nohswh

4.2 Configuring the position of the Access manager window on the screen

By default, the position of the Access manager window is not fixed on the screen and it can be changed. When setting up the
system, you can specify the position of the Access manager window on the screen and eliminate the possibility to change it.

() Note.
If you specify the fixed position of the Access manager window on the screen, the caption bar won't display which
increases the displaying area of the Access manager window content.
To configure the position of the Access manager window on the screen, do the following:

1. Go to the settings panel of the Access manager object created under the Display object on the Interfaces tab of the
System settings dialog box.
Architecture Hardware I Programming

Departments | Access levels | Time zones | Rights | P |
=[]0 departments
Department 1

Department 3
Department 2

Wizard 1 .Access Manager 1

B@ Dizplay || Disable

splay 1
3] [E] Access Manager 1 | Display 1

Pasition

1|:| Fix position
anitor 1 - 2
"
H it \!
- - ¥ - 4

[ Create users with APE
Mew departments are visible in root

2. Set the Fix position checkbox (1).

From the Monitor drop-down list select a system monitor on which the Access Manager window is to be displayed (2).

4. Set coordinates of the Access Manager window's upper left corner in the X: and Y: fields as percentage of width and
height of the screen correspondingly (3).

5. Set width and height of the Access Manager window in the W: and H: fields as percentage of width and height of the

screen correspondingly (4).

w

Configuration of the Access Manager module - 9
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6. Click the Apply button (5).

Specifying fixed position of the Access Manager window on the screen is completed.
4.3 Rights for configuring and accessing objects in Access Manager

4.3.1 Generalinformation about rights for objects configuring and accessing in Access
Manager

Specifying rights for objects configuring and accessing allows you to restrict actions available for operator of the Access Manager
module while departments configuring, users, access levels, time zones, areas, and partitions. Rights for objects configuring
definitely correspond to user rights in the ACFA Intellect software package.

Rights for objects configuring in the Access Manager include permission or forbidding to perform the following operations with
access levels, users and departments from the Access Manager window:

1. Create.
2. Edit.
3. Delete.

For departments, access levels and time zones, the permission to access these objects is additionally configured in the Access
Manager module interface.

The Access manager software module allows you to set common and individual rights for objects configuring. By default, all of
the above operations are prohibited in the Access Manager module.

Common rights for objects configuring have priority over individual rights. So if performing of some operation is forbidden by
common rights for objects configuring, than it will be forbidden for all operators, even if it will be permitted by some individual
rights.

Common rights for objects configuration are specified on the Rights tab of the Access Manager object settings panel, which is
created under the Display object on the Interfaces tab of the System settings dialog box.

m Interfaces Users Programming :’

Wizard 1 Aooess Manager 1 | Access levels | Time zones| Fiights |Access cards | Readers | 4| *
Object management rights
-3 Display 1 Display || Disable Departments
- | TRaET Create Delete E dit
e Users
Slilit:-lconosition Create Delete Edit
Monitorp Acoess levels
Create Delete E dit
# i Time zones
W H: Create Delete Edit
Areas
Create Delete E dit
Partitiohs
Create Delete Edit
[ Cheskal ][ Uncheckal |
Farbid to delete
Mon-empty departments []  Assigned Time zones 0
] Create wsers with AFB Agzigned Access level: ]
Mew departments are visible in root [T] Allowe user type change

Apply Undo

Individual rights for objects configuring are specified on the Rights tab of the Operators' permissions in AM object settings
panel, which is created on the basis of the Access Manager object.

Configuration of the Access Manager module - 10
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aces Programming

11 Operstors pemissions inAM - | | Time 2ones | Rights | Standard felds | Addtional fiskds| i2]]
5 Object management rights
- Display 1 Access Manager | | Dizable Cepartments
E| Access Manager 1 |Access Manager 1 = Create Delete Edit
=+, Qperators” permissions - Users
1= Ueenigils Create Delete Edit
[User permissions 1 v] & i
coess levels
Create Delete Edit
Time zones
Create Delete Edit
Areag
Create Delete Edit
Partitions
Create Delete Edit
[ Cheekal || Uncheckal |
Forbid to delete
Mon empty departments ] ssigned time zones ]
Assigned access levels ]

[ Mew departments are wizible in rook

Apply Undo

4.3.2 Configuring the correspondence of operator permissions in Access Manager and in

Intellect
Individual rights for objects configuring in the Access Manager definitely correspond to user rights in the ACFA Intellect software

package. So only one Operators' permissions in AM object can correspond to one User permissions object and vice versa.

() Note

If similar operator rights in the Access Manager should correspond to user rights in the ACFA Intellect software package,
use the Save function from context menu of interface object, see The Save function section of the Intellect software
package. Administrator's Guide.

To specify correspondence of operator rights in the Access Manager and in the ACFA Intellect software package, do the following:

1. Go to the settings panel of the Operators' permissions in AM object.

Configuration of the Access Manager module - 11
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2. From the User rights drop-down list select the User permissions object which is required to match to the Operators'
permissions in AM object (1).

Departments | Acoess levels | Time zones | Rights I Standard f * | *

11 Operators" permizzions in Ak -

=-[&] &l departments
Access Manager [lizable : Department 1
! Accezz Manager 1 - Bl Departrment 2
I zer rights
[ Ilzer permiszions 1 - ]1

[ Mew departments are visible in root

(@ Note

User permissions objects are created on the Programming tab of the System settings dialog window. Creating
and configuring of these objects is described in the Rights administration section of the Intellect software
package. Administrator's Guide. The current version of this document is available in the documentation
repository

3. Click the Apply button (2).

Specifying correspondence of operator rights in the Access manager and in the ACFA Intellect software package is completed.

4.3.3 Configuring the object management rights

Configure common or individual rights for managing objects as follows:

Configuration of the Access Manager module - 12
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1. Go to the the Rights tab of the Access Manager or Operators' permissions in AM object settings panel (1).

1 Access Manager 1 Time zones IFHEIhtS |.-’-'-.u:u:ess cards | Readers | Carneras I Otk * 0 F
Object management rights
Display || Dizable W =
ZIbispIay 1 Create Delate E dit
” |lzers
Enilit:::u;nsitinn Create Delete E dit
Mlaritor [ ] = Access levels
Create Delete E dit J
= it . ‘!
Time zones
Kk H: Create Delete E dit
Areas
Create Delete Edit
Partitions
L Create Delete Edit 3
3| Checkal || Uncheckal |4
Forbid to delete
I on-empty departments [ Assigned Time zones [
El R Azzigned Access levels ]
Mew departments are wvizible in root ("] Allows uzer type change
Apply Undo

2. Inthe Departments, Users, Access levels, Time zones, Areas and Partitions groups:
a. Setthe Create checkbox to allow the operators to create the corresponding objects in the Access Manager
interface window.
b. Setthe Delete checkbox to allow the operators to delete the corresponding objects in the Access Manager
interface window.
c. Setthe Edit checkbox to allow the operators to edit the corresponding objects in the Access Manager interface
window.
Click the Check all button (3) to check all the boxes in the Object management rights group (2).
Click the Uncheck all button (4) to uncheck all the boxes in the Object management rights group (2).
If it is required to allow operators to create users with antipassback enabled, set the Create users with APB checkbox (5).

(@ Note

The Create users with APB checkbox is available only on the Access Manager settings panel.

o krw

6. Click the Apply button (6) to save the changes.

The common or individual rights for managing objects are now configured.

4.3.4 Setting the prohibition of deleting non-empty departments, assigned ALs and TZs

Set the prohibition of deleting non-empty departments, assigned access levels (ALs) and time zones (TZs) as follows:

Configuration of the Access Manager module - 13
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1. Go tothe Rights tab (1) of the Access Manager or Operators' permissions in AM object settings panel.

1 Arccesz Manager 1
Drigplay || Dizable
i Dizplay 1

Pozition
[ ] Fix position

b onitor [‘I

S '

LTS H:

[ | Create uzers with APE
Mew departments are wvizible in root

HwnN

5. Click Apply to save settings (5).

Time zones IFHEIhtS |.-’-'-.u:u:ess cards | Feaders | Cameras I [ ] [

Object management rights

Departments

Create Delate E dit
sers

Create Delete E dit
Access levels

Create Delete E dit
Time zones

Create Delete E dit
Areas

Create Delete Edit
Partitions

Create Delete Edit

| Checkal || Uncheckal |

Farbid to delete
I on-empty departments 2|:| Azzigned Time zones
Azzigned Access levels 3|:|

[ &llows user type change

40

Setting the prohibition of deleting non-empty departments, assigned ALs and TZs is completed.

4.3.5 Configuring the permission to change user type

The permission to change the user type is configured as follows:
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1. Go to the the Rights tab (1) on the settings panel of the Access Manager object.

1 Arccesz Manager 1
Drigplay || Dizable
| Dizplay 1

Pozition
[ ] Fix position

b onitor [‘I

S '

LTS H:

[ | Create uzers with APE
Mew departments are wvizible in root

Time zones IFHEIhtS |.-’-'-.u:u:ess cards | Feaders | Cameras I Otk * [+

Object management rights
Departments
Create Delate E dit
sers
Create Delete E dit
Access levels
Create Delete E dit
Time zones
Create Delete E dit
Areas
Create Delete Edit
Partitions
Create Delete Edit
| Checkal || Uncheckal |
Forbid to delete
I on-empty departments [ Assigned Time zones [
Azzigned Access levels
2 [ &llows user type change

2. Setthe Allow user type change checkbox (2) to enable the ability to change the user type (see Changing a user type).
3. Click the Apply button (3) to save the settings.

The permission to change user type is now configured.

4.3.6 Rights for accessing the departments in the Access Manager

To specify common or individual rights for accessing the departments, do the following:

Configuration of the Access Manager module - 15



Access Manager Module Settings and Operation Guide

1. Go to the settings panel of the Access manager or Operators'' permissions in AM object, the Departments tab (1).

1DEF'-3"2FI'IEH'Z$ Access levels | Time zones | Rights I Accessce Y| *

1 Accesz Manager 1
: : E||:| All departments
Fﬁllspla_l,l || Disable ) EI Department 1
| Display 1 -[¥| Departmert 3 2
... [ Department 2
Pazition "
[ ] Fix position
Manitar [1 -
= i
LTS H:

|| Create uzers with AFE
Mew departments are wvizible in root 3

2. Set checkboxes for the departments which should be available in the Access Manager interface module (2).

3. By default, new departments located in the root of departments hierarchy and departments transferred to the root of
hierarchy regardless of their visibility before transferring are available in the Access Manager interface window - the New
departments are visible in root checkbox is set (3). If new departments and departments transferred to the root of
hierarchy should be invisible in the Access Manager window, deselect the checkbox.

A Attention!

If the New departments are visible in root checkbox is deselected, creation of new departments in the root of
departments hierarchy will be forbidden even if the Create checkbox is set.

4. To save changes click the Apply button (4).

() Note

New departments created via the Access Manager module on the basis of visible departments will be visible on default.

Specifying of common and individual rights for accessing the departments is completed.

4.3.7 Rights for accessing the access levels in Access Manager

To specify common or individual rights for accessing the access levels, do the following::
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1. Go to the Access levels tab (1) on the settings panel of the Access Manager or Operators' permissions in AM object.

| Departrents i.i‘-.l:cess levelz

Time zones | Rightz | Aooezsoe 't

1 Arccesz Manager 1

Digplay || Dizable
Dizplay 1

Pozition
[ Fix pozitian

b omitor [1 v]

s it

LTS H:

[ ] Create uzers with AFE
Mew departments are vizible in root

Mode [ Prohibition

v]2 Actions 4

& Access level 1

EI “Root access levels™

3

2. Inthe Mode drop-down list (2) select the required mode:

« Prohibition - restrict the access
« Permission - allow the access

3. Setthe checkboxes (3) next to the required values:
« "Everywhere' - access to the predefined access level "Everywhere".

+ "Nowhere" - access to the predefined access level "Nowhere".

« "Common" - access inherited from the department access level.
+ "Root access levels" - set the checkbox to select all access levels in Intellect or expand the list and set the
checkboxes only for the required access levels.

(@ Note

Use the Actions button (4) to select and deselect all items, minimize and expand all drop-down lists, and
search for access levels or folders.

4. Click Apply to save settings (5).

Specifying common and individual rights for accessing the access levels is completed.

4.3.8 Rights for accessing the time zones in Access Manager

To specify common and individual rights for accessing the time zones, do the following:
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1. Go to the Time zones tab (1) on the settings panel of the Access Manager or Operators'' permissions in AM object.

1 Hccess Manager 1 | Aoocess levels 1Time zones | Rights | Aooess cards | Readers | * | *

Display || Disable [th'bm“” ]2 ions 4

= — i Aways
| Dizplay 1 : i CFD “Never

Pozition EI “Root time zones™
[ ] Fixt pozition . L[ Time schedule 1
b anitar [1 ,] 3

e il

W H:

[ ] Create uzers with APE
Mew departments are vizible in root

2. Inthe Mode drop-down list (2) select the required mode:
+ Prohibition - restrict the access.
+ Permission - allow the access.
3. Setthe checkboxes (3) next to the required values:
« "Always" - access to the predefined time zone "Always".
+ "Never" - access to the predefined time zone "Never".
+ "Root time zones" - set the checkbox to select all time zones in Intellect or expand the list and set the checkboxes
only for the required time zones.

(@ Note

Use the Actions button (4) to select and deselect all items, minimize and expand all drop-down lists, and
search for time zones or folders.

4. Click Apply to save settings (5).

Specifying common and individual rights for accessing the time zones is completed.

4.4 Configuring access cards

Configuring access cards allows you to set the required number and format of user access cards (see Assigning an access card to a
user).

Access cards are configured as follows:

Configuration of the Access Manager module - 18



Access Manager Module Settings and Operation Guide

1. Go to the Access cards tab of the Access Manager object settings panel (1).

| Hights“-‘*‘-CCESS cards | Readers | Eamerasl Otherz | Standar| * | *

1 Accesz Manager 1
n | Disabl Cards limits
i R ikt Minimum [Unlim'rted - ]2
Dizplay 1
Maxtimum [ Unlimited - ]3
Pozition
[ ] Fix position Formatting
Manitor [ 1 - Commen format [ Defautt & ]4
N - [ Facility code -
W H: String
Length (min/max] 0 : 5
2hh :
. _J
" Card code R
String
Length (min/ma:x) 0 : 6
2550
A\ _J
[ | Create uzers with AFE
M ew departments are wizible in root

2. Inthe Cards limits group from the Minimum drop-down list (2), select the minimum number of access cards that should
be assigned to the user.
« from 1to 5 - if the specified number of access cards is not assigned to the user, then this user cannot be saved in
the Access Manager interface object.
+ Unlimited - an unlimited number of access cards can be assigned to the user.
+ Prohibited - the user cannot be assigned access cards. Buttons and functional menu for assigning access cards will
be inactive in the Access Manager interface object.
3. Inthe Cards limits group from the Maximum drop-down list (3), select the maximum number of access cards that should
be assigned to the user.
« from 1to 5 - if the user is assigned more than the specified number of access cards, then this user cannot be saved
in the Access Manager interface object.
+ Unlimited - an unlimited number of access cards can be assigned to the user.
+ Prohibited - the user cannot be assigned access cards. Buttons and functional menu for assigning access cards will
be inactive in the Access Manager interface object.

(@ Note

« If at least one Minimum or Maximum parameter has the Prohibited value, the buttons and the
functional menu for assigning access cards in the Access Manager interface object will be inactive.

« If the Prohibited value is set, and the user is assigned an access card without using the Access
Manager interface window (see Appendix 2. Configuring a visitor management system without the
Access Manager interface window), then this user cannot be saved in the Access Manager
interface object until the card is removed from them.

4. Inthe Formatting group from the Common format drop-down list (4) select the access cards format:
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A Attention!

If the following access cards restrictions are violated, the user cannot be saved in the Access Manager interface
object.

+ Default - allows setting an arbitrary value for the facility code and card code. Any letters, numbers and symbols are
allowed except: <| >.

+ Wiegand26 - allows entering a 1-byte facility code (from 0 to 255), and a 2-byte card code (from 0 to 65535).

+ Wiegand32 - allows entering a 2-byte facility code (from 0 to 65535), and a 2-byte card code (from 0 to 65535).

« Wiegand26 (code only) - the facility code cannot be set, only a 3-byte card code is set (from 0 to 16777215).

« Wiegand32 (code only) - the facility code cannot be set, only a 4-byte card code is set (from 0 to 4294967295).

« TouchMemory - the facility code cannot be set, only the 8-byte card code is set. The format is hexadecimal,
characters A, B, C, D, E, F are allowed. The code should be 8 characters or longer. If the entered card code is less
than 8 characters long, the the higher order digits are filled with zeros.

« Hikvision - the Hikvision ACS format. It always has a fixed H character in the facility code. The card code is specified
by a string with a maximum length of 32 characters.

+ Configurable - allows setting the parameters of the facility code (5) and card code (6).

+ Fixed character - the specified single character will always be hard-coded, which cannot be changed in
the Access Manager interface object.

+ String - allows entering a string of 0 to 255 characters.

+ Numeric - allows entering only numbers from 0 to 4294967295.

+ Hexadecimal - allows entering numbers in HEX format (numbers and symbols A, B, C, D, E, F) from 0 to 8
bytes long.

« Fixed number - similar to Fixed character, but instead of a character, a number between 0 and
4294967295 is used.

+ Regular template - allows defining an access card template with specified restrictions, lengths and value
ranges.

(@ Note

An example of some service characters for regular expressions:

+ Aisthe beginning of the regular expression. A line opening.

« $isthe end of the regular expression. A line closing.

+ .isanysingle character.
On the site https://regex101.com you can find a complete list of service characters for regular
expressions, as well as to check the accuracy of a regular expression.

Example 1:

For the facility code, it is necessary to limit the range of entered numbers from 1 to 3. The amount of
numbers should be not more than 4. Other characters and numbers are not allowed.

Template:

M1-314433

Example 2:

For a card code, it is necessary to limit the code length to 8 characters, at least 1 character for input. In this
case, it is allowed to enter uppercase Latin letters A, B, C, D, E, F.

Template:

"L(A-F), (0-9)1{1,8}%

5. Click the Apply button (7) to save the settings.

Configuring access cards is complete.
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4.5 Configuring control readers in the Access Manager

It is possible to specify the list of control readers used for assigning access cards or adding biometric parameters to users in the
Access Manager interface window while configuring the Access Manager program module.

(@ Note

Any reader from the ACS integration modules (see ACS integration modules), FSA/ACS (see ACFA Systems integration
modules) can act as a control reader, as well as the control readers themselves from the control reader integration
modules (see Control Readers Settings Guide).

To select control readers, do the following:

1. Go to the settings panel of the Access Manager object.
2. Gotothe Readerstab (1).

. Access cards ‘HEEdEFS | Cameras | Others | Standard fields I d I &
- ' . Z Confirm card entered by operatar

HID' Omnikey control reader 1

Pozitian

Fix position

tA amitar [1 v]
S :

W H:

Create uzers with 4PB
Mew departments are wisible in root

3. Set the Confirm card entered by operator checkbox (2) if it's required that operator confirms assigning of access cards to
user.

4. Set checkboxes for those readers which should be available in the Access Manager window while access cards
or biometric data input (3).

5. To save changes click the Apply button (4).

Configuring a control readers in the Access Manager is completed.

4.6 Selecting available cameras in the Access Manager

The Access Manager program module allows specifying cameras which will be available in the Access Manager window for
setting photos to users.

To select available cameras, do the following:
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1. Go to the settings panel of the Access Manager object.

T hcoessManager1 || | Readers®] Cemeres | Others | tandar s | acltonalieds [+

T Db Cameras | Use Compression Gateway
Do not use | Do not compress  Videogate 1

Cameral ise | Do Videogate 1

Carmnera2 |Do not use . Do not compress I_

N

Position

Fix position

b onitar [ 1 - ]
s s

W H:

Create users with APB
Mew departments are vizible in root

. Go to the Cameras tab (1).
In the Use column, from the drop-down list, select the camera stream (2).

(@ Note

Camera objects are created on the Hardware tab of the System settings dialog window. Creating and
configuring Camera is described in the Intellect software package. Installing and Configuring Security System
Components Guide document. Current version of this document is available in the documentation repository.

w N

4. Inthe Compression column, from the drop-down list, select the video stream compression level (3).
5. If video from camera is to be received using videogate, select the required Videogate object from the drop-down list in the
Gateway column (4).

(@ Note

The corresponding Videogate object should be configured for data transferring with this camera. Configuring
the Videogate object is described in the Intellect software package. Administrator's guide document. Current
version of this document is available in the documentation repository.

6. To save changes click the Apply button (5).

Selecting of available cameras is completed.

4.7 Configuring the prohibition of new user parameter duplicates in Access Manager

Configure the prohibition of duplicate parameters for new users as follows:
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1. Go to the settings panel of the Access Manager object and switch to the Others tab (1).
| Camesas [ 0thers | Standard fields | Addtional fields| e

1 Accesz Manager 1
Criteria of uzer parameters duplicates
Drigplay || Dizable "
| e Full N are [N-:.t used - | L
izpla c
L External ID 3|:| Yehicle license plate DEI
Fosition PIM code 4|:|
_IFit posiion |mteraction with Face Recognition Server
b nitar [1 -
> v Recognition Server [Face Recognition Server 1 "]
" H: FestAPl port 10000 =

[ | Create uzers with AFE
Mew departmerts are vizible in root Module version l 1.1.01

2. From the Full Name drop-down list (2) select a method for identifying duplicate user records:
a. Notused - it's accepted to add users with equal full name.
b. Surname, name - it's forbidden to add users with equal name and surname even if patronymic is differed.
c. Surname, name, patronymic - it's forbidden to create users with equal full name.
Set the External ID checkbox if you want to forbid creating users with the same external identifiers (3).
Set the PIN code checkbox if you want to forbid creating users with the same PIN codes (4).
Set the Vehicle license plate checkbox if you want to forbid creating users with the same vehicle plate numbers (5).
To save changes click the Apply button (6).

o rw

o

Configuring the prohibition of duplicate parameters for new users is completed.

4.8 Configuring the interaction with the FACE Intellect Face recognition server

Configuring the interaction with the FACE Intellect Face recognition server allows to check the quality of a recognized face before
assigning it to the user.

The interaction with the Face recognition server is configured as follows:
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1 Accesz Manager 1
Drigplay || Dizable
| Dizplay 1

Pozition
[ ] Fix position

b nitar [1

e i

W H:

[ | Create uzers with AFE
M ew departments are wizible in root

| Cameras T 0thers | Standard fields | Addtional fietds e
Criteria of uzer parameters duplicates
Full Hare [N-:ut uzed v]
External ID [ wehicle licenze plate ]
FIM code

|mteraction with Face Recognition Server

Recognition Server

FestdPl port

[Face Recognition Server 1 - ]2

(T

baodule version l 1.1.01

2. From the Recognition Server drop-down list (2), select the Face Recognition Server (for details, see Face-Intellect.
Administrator Guide), which will check the quality of photos that are being added.

3.
10000.

4. Click the Apply button (4) to save the settings.

(@ Note.

The interaction with the FACE Intellect Face recognition server is now configured.
4.9 Configuring fields displaying in user accounts

4.9.1 Configuring Main department type

In the RestAPI port field (3), specify the port used for connecting to the Face Recognition Server. The default value is

The Main department type defines fields of the user profile available in Access Manager for view and edit by default.

Fields visibility can also be restricted by Type of department and/or Operators' permissions in AM objects - see
Configuring a type of department in the Access Manager and Configuring availability of fields depending on operator

rights in the Access Manager.

() Note.

Fields visibility configured in the Main type of department is applied if Main type is selected for the department while

editing in the Access Manager (see Editing a department).
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Configure the Main department type as follows:

1. Go to the Access manager object settings panel. The object is created under the Display object on the Interfaces tab of
the System settings dialog box.

1 Access Manager 1 | Cameras | Others | Standard held="] &dditional figlds Al

Display ISkl Mame of field Category fn
. Surnarme Edit 0. Full name
I Dizplay 1
Mame Edit 0, Full name
Position ; r
IFliEi nesition Patronymic Edit 0. Full name 3
banitar [1 o Personnel number |Edit 1. Personal data
s External ID Edit 1. Personal data
e H- Position Edit 1. Personal data o
Date of hiring: Edit 1. Personal data
Date of firing Edit 1. Personal data
Ternporary AL act...| Edit 1. Perscnal data
Termnporary AL ex... |Edit 1. Personal data
Access cards Edit 1. Personal data
Commencement ... | Edit 1. Personal data
Card expiry date Edit 1. Perscnal data
Date of card issue |Edit 1. Personal data
|| Create users with APB Mumber of card ... |Edit 1. Personal data
MHew departrnents are wisible in root T i P, £

2 3 4

2. Go to the Standard fields or Additional fields tab (1).
3. Available fields are shown in the Name of field column (2).

(@ Note.

See Setting user parameters for details on the fields.

4. Setvisibility and editability of each field as necessary. For that:
a. Select one of the following values in the (3) column:

Value Description
Hidden The field is not displayed in the list while editing or viewing user
Readonly  The field is displayed in the list while editing or viewing user but is not editable

Edit The field is displayed in the list while editing or viewing user band is editable.
Note. The Card issued by and Access level assigned by fields are always not editable as so as these fields are automatically
filled with the name of the Operator assigning/changing card or access level.

b. Enter name of the group to display the field in the list of user's parameters in the Access Manager interface
window in the Category column (4). Category name is arbitrary. If it is not specified, the parameter is shown in
Other group.

() Note.
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Categories are sorted alphabetically. Use number prefixes in the name to set strict order of sorting.

5. Click Apply to save settings (5).

Configuring the Main department type is completed.

4.9.2 Configuring a type of department in the Access Manager

Type of department defines fields of users available to view and edit in the Access Manager interface window.

(@ Note

Visibility of fields is defined by operator rights - see the Configuring availability of fields depending on operator rights in
the Access Manager section.

To configure type of department, do the following:

1. Go to the settin

aces Programming

Standard fields | Addiional fields | Access cards

1] Type of department 1.1

=@ Display 1 Access Manager Dizahle Name of field | Category |.—

B2 Access Manager 1

|Access Manager 1 Surname  |Hidden

(=2 pes of departren MName Hidden
R € Type of department 11 /% || Patronymic Hidden =
e ] . :

f, ]|l Personnel number | Hidden

Template External ID Hidden

( Apnly |3 |l position Hidden

Date of hiring: Hidden
Date of firing Hidden

Temporary AL ac... | Hidden

Temporary AL ex... | Hidden
Access cards Hidden

Commencement... | Hidden

Card expiry date | Hidden
Date of card issue |Hidden

| Mumber of card I.. |Hidden

2. From the Icon drop-down list (1) select the icon for displaying of department in the Access Manager window.
3. Itis possible to select template types of departments while going from the Visitor Management System module to the
Access manager module and for convenience of settings of general fields availability. To perform it, do the following:
a. From the Template drop-down list (2) select the required template of department type (3). Templates of following
department types are available: Employees, Visitors, Vehicle.
b. Click the Apply button to apply the template (3). As a result values in correspondence with the selected template
will be displayed in the Standard fields and Additional fields tabs.

& Attention!

Settings of the Type of department object won't be saved while clicking the Apply button. This button
only changes values of fields to the specified values in the template. To save these settings click
the Apply button when all settings will be completed.

4. Ifit's required to set visibility and availability for required fields editing manually, do the following:
a. Inthe column (4) from the drop-down list select one of the following values:

Value Description

Hidden The field is not displayed in the list of user parameters while viewing and editing

Configuration of the Access Manager module - 26



Access Manager Module Settings and Operation Guide

Read only The field is displayed in the list of user parameters while viewing and editing but is not
available for editing

Edit The field is displayed in the list of user parameters while viewing and editing and is available
for editing.
Note. Itis not available to edit Card issued by and Access level assigned by fields because
these fields are filled in automatically by the operator data while changing/assigning access
level or access card.

() Note

See also the description of fields in the Setting user parameters section.

b. Inthe Category column enter the name of group in which the field will be displayed in the list of users parameters
in the Access Manager window while editing and viewing. Category name can be optional. If category is not
specified, the field will be displayed in the Other category of the list of parameters.

(@ Note

Categories in the list are sorted by alphabet. If it's required to strictly define the order of categories, use
numeral prefix as for categories used in templates.

5. Ifitis necessary for this type of department to have its own parameters of access cards, make the appropriate settings on
the Access cards tab (4) (for details, see Configuring access cards).
6. To save changes, click the Apply button (5).

Configuring of department type is completed.

4.9.3 Configuring availability of fields depending on operator rights in the Access Manager

The Access Manager program module allows restricting of visibility and availability for editing user fields depending on operator
rights in the Access Manager. Prohibition on performing operation with field in operator rights has priority over availability of field
for viewing and editing specified while configuring the type of department. For example, if some field is available for editing in
accordance to settings of department type, but its review is forbidden by rights of some operator, than this field won't be visible
to this operator. Conversely, if editing of field is allowed by operator rights in the Access manager but the field is available only for
reading, than the field will be available for reading for all operators.

(@ Note

User reregistration in the ACFA Intellect software is required to apply changes when rights of the current operator are
changed.

To configure availability of fields depending on operator rights, do the following:
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1. Go to the settings panel of the Operators'' permissions in AM object, which is created on the basis of the Access

Manager object.
1 Operators" permiszions in Ak | Time zones | Rights | Standard fiEIdS1Additi°M‘—1_b.'
- Sum—
Access Manager Dizable e o iekd B
| scoess Manager 1 il i
- MName Hidden
[ULIS:;r”s:rt:wiﬁinns 1 A e il o E
Personnel number Hidden
External ID Hidden
Position Hidden A
Date of hiring: Hidden
Date of firing Hidden
Ternporary AL activation date Hidden
Temporary AL expiry date Hidden
Access cards Hidden
Commencement of card Hidden
Card expiry date Hidden
Date of card issue Hidden
>,
[ Mew departments are visible in root 2

2. Select the required tab: Standard fields or Additional fields (1). By default, all user fields are hidden.

(@ Note

See also description of fields in the Setting user parameters section.

3. Inthe column (2) from the drop-down list select one of the following values:

Value Description

Hidden The field is not displayed in the list of user parameters while viewing and editing

Read only The field is displayed in the list of user parameters while viewing and editing but is not available for
editing

Edit ngt_field is displayed in the list of user parameters while viewing and editing and is available for
editing.

Note. It is not available to edit Card issued by and Access level assigned by fields because these
fields are filled in automatically by the operator data while changing/assigning access level or access
card.

4. To save changes click the Apply button (3).

Configuring of availability fields depending on operator rights is completed.
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5 Access Manager module interface

General view of the Access manager interface window is shown in the figure.

<> Access Manager1

-
o Departments

™ =
@ Time zonesl n Ac:wsslevelsl k\" Regions and areas

= Department 1 User card
a H
; Department 2

™
; Department 3 i |‘. e T

Donne Andrey John Wick

Accesslevel  Comment Start
Accesslevel 1 Own
Access level 2 Own 15%-Apr-20 12:00:00 AM  25-Apr-20 11:55:55 PM

Accesslevel 3 Own 26-Apr20 120000 AN 02 M=-20 115052 DI

Donne Andrey (2)
Department 1(1}
Basic | Additional
ME
4 0. Full name -
E= Sumame Donne
B]U Name Andrey 3
Access level *Mowhene™ Patronymic
Extemal ID 4 1. Personal data T
D 1 Additional infermation
MName Department 1 Address of registration
Type of department  Main Artipassback is forbidden No
Users 2 Birth place
Card expiry date Mot specified
Commencement of card Not specified
Diate of card issue Not specified -

(@ Note

If fix position of the window in the screen is specified, the name of the Access Manager window won't be displayed - see
the Configuring the position of the Access manager window on the screen section.

The Access Manager window contains three tabs:

Departments tab
Time zones tab
Access levels tab

4. Regions and areas tab

wn e

Description of each tab is follows.

5.1 Departments tab

Working with departments and users is performed on the Departments tab.
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Access level 3 Own

Donne Andrey (2 ) 9
Department 1(1)

ﬁi_c | Additional |
41

4 0. Full name
Sumame
Name
Patrormymic

1. Perzonal data i—
Additional information

Address of registration

Antipassback is forbidden Mo

Birth place

Card expiry date
Commencement of card
\ Date of card issue

| »

Donne
Andrey

m

10| -

Mot specified
Mot specified
Mat specified v,

Description of Departments tab elements is given in the table.

Ne Element

1 Departments tree

2 Department parameters
3 Search for department
4 Add department

5 List of department users
6 List of user access cards

Description

Hierarchy structure of created departments available for viewing relying on operator
rights and/or settings of the Access Manager object - see the Rights for accessing the
departments in the Access Manager section.

Parameters of department: ID, External ID, Name, Number of users, Type of department,
Access levels.

Setting and editing of department parameters is given in the Working with departments
in the Access Manager software module section.

Department search button - see the Department search section.

Button of adding a department -see the Adding a department section.

List of users from the selected department.

Displaying of the list of access cards assigned to user. See also the Assigning an access
card to a user section. This list can be hidden or is not available depending on the
Access card settings in operator rights and/or on the Access manager object (see the
Configuring fields displaying in user accounts section)
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7 User photo

8 List of user access levels
9 User full name

10 User parameters

5.2 Time zonestab

Access Manager Module Settings and Operation Guide

Displaying of photo assigned to user. See also the Assigning a photograph to a user
section.

List of access levels assigned to user. Temporary access levels are highlighted in color,
and the date and time of validity of the temporary access level will be displayed in the
Start and End columns next to them. The crossed out date and time of the

temporary access level validity indicate that this temporary access level is not valid at
the moment. See also the Assigning access levels to a user section. This list can be
hidden or is not available depending on the Access levels settings in operator rights
and/or on the Access Manager object (see the Configuring fields displaying in user
accounts section)

Displaying of user surname, name, patronymic and its ID (in brackets).

Displaying of user information. Description of fields is given in the Setting user
parameters section.

Working with time zones and holidays is performed on the Time zones tab.

o

©% Accesz Managerl

3

- ™
o Departments L) Time zones n Access levels Fegions and areas A 5
=== New folder T hedule 1 (ID 1) = @
i &) Time schedule 3 = = £
o g r
L 1 nterval  Sun Mon Tue Wed Thu Fi Sat Holiday
ief b Time schedule 2 ? 08:00-18:00 + e A F £ 5
N >

[ Holiday editor

Description of Time zones tab elements is given in the table.

Ne Element

1 List of time zones and folders

Description

Names of time zones and folders created in the system. The following ways
of displaying time zones list are available: List, Table, Large icons. The
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Time zone intervals

Holiday editor

Create a folder in root

Create a time zone in root

5.3 Access levels tab

Access Manager Module Settings and Operation Guide

Table view is used on default. See also the Selecting a view of displaying
objects list in the Access Manager section.

List of intervals incoming to the time zone.

Button opening a window of holiday editing - see the Editing holidays
section.

Button opening a window for creating a folder in the root - see
the Managing the list of time zones section.

Button opening a window for creating a time zone in the root - see
the Creation of a time zone in the Access Manager software module section.

Working with user access levels is performed on the Access levels tab.

o

2% Accesz Managerl

™
{3 Access level 4

=== <)

A

1

o) =
an Departments | £ &4 Time zones [ 1 ] Access levels ., Regions and areas 2 4
(g e Ao o =18
Access level 2
i Access level 3 Access point 1D Time schedule Am  Disaming  Load
§ e fukien HID Omnikey control reader 1 1 Time zone "Always” + + +

2

Description of Access levels tab elements is given in the table.

Ne Elements
1 List of access levels
2 Access level parameters

Description

List of access levels created in the system. The List view is used on default. See
also the Selecting a view of displaying objects list in the Access Manager section.

Description of selected access level: list of access points with identification
numbers and time zones, parameters of access point arming and disarming,
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5.4 Regions

Create a folder in root

Create a time zone in root

and areas tab

Access Manager Module Settings and Operation Guide

sending access cards to controller after presenting access card by user. The
Table view is used by default.

Button opening a window for creating a folder in the root - see the Managing the
list of time zones section.

Button opening a window for creating a time zone in the root - see the Creation
and deletion of a time zone in the Access Manager software module section.

The Regions and areas tab allows to perform Emergency Monitoring.

07 Access Manager1 EI\EI
-, ™ :
o Departments G Time zones n Access levels Regions and areas
rE'* Area ( H @ar card
B " (123) ABCD
B4 Area 2 .Y
i--fill Region 3 [ John Wick |
L Access level  Comment
1 3 “Mowhere™ Inherted
John Wick (1)
4| Department 1( 1)

Basic | Additional

= i‘L |
4 0. Full name -
Sumame John [H
MName Wick
Patrorymic
4 1. Perzonal data
ID 1.1. Total in the region: 1 |2 o, fidditional info _.7‘
; User Origir Where to Actual time Ny
\ V.
Description of Regions and areas tab elements is given in the table.
No. Element Description
1 Areas and regions tree Hierarchy structure of created areas and regions in the system - see
Creating, editing and deleting Area and Region objects
2 Information on the selected area or region ID of the area/region and the current number of people in it.
3 The list of users in the region The list of users who are currently located in the region.
4 User parameters See the Departments tab section.

Access Manager module interface - 33


https://doc.axxonsoft.com/confluence/display/acfaen/Creation+and+deletion+of+a+time+zone+in+the+Access+Manager+software+module

Access Manager Module Settings and Operation Guide

Passes log Displaying information on users' passages in real time.
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6 Working with the Access Manager software module

6.1 Starting and stopping the Access Manager module

The Access manager window is a standard interface window of the ACFA Intellect software window. Starting and closing of this
window is performed using the Display menu of the main control panel.

() Note

The Access Manager object is to be created on the basis of the corresponding display on the Interface tab to run
the Access Manager software module.

. Closeall

Display 1

To display the Access Manager interface window select the Display object on the basis of which the corresponding Access
manager object is created. To hide the Access Manager window select the Close all.

General view of the Access Manager window see in the Access Manager module interface section.

To close the Access Manager window use the button. So for repeat opening of this window double click the icon in the

=
Windows system tray. Pointing to this icon =4 | the name of the Access Manager object corresponding to the Access Manager
interface window will display.

() Note

The module icon is displayed in the Windows system tray depending of the value of the DebugLevel setting in the HKLM-
>Software->Wow6432Node->ITV->INTELLECT->Debug branch of the Windows Registry. If this parameter is set to 0, empty
or missing, the icon will not be displayed. If the parameter has a non-zero value, the icon will be displayed.

6.2 General operations with the Access Manager interface elements

6.2.1 Selecting a view of displaying objects list in the Access Manager

In the Access manager software module it's possible to configure the view of user lists, time zones and access levels. The
following displaying types are available:

1. List.

2. Table.

Full Name | Datecfcardissue | PINc. | Userlocked | Antipassback |
;. Smith John 01.01.00070 0:00:00 Mo Mo
:. Smith Jeremy 13.04 2016 13:25:11 Mo Mo
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3. Largeicons.

A <
a a

Smith John Smith Jeremy

() Note

The Large icons view is used on default for user list, times and zones and regions and areas list; Table and List views are
used for access levels. The latter can not be changed.

To select the view of displaying use functional menu opened by right mouse click in free space of objects list or any user.

- -
Cs

Wick John
= View 3 List
il Sorting b Table
+  New Large icons
Q Search 3

6.2.2 Selecting a way of sorting objects in the list

In the Access Manager software module it's possible to select the following ways of sorting user lists, time zones and access levels
if the List or Large icons view is selected:

1. Byname.
2. By number.

To select the way of sorting use functional menu opened by right mouse click in free space of objects list or any user.

-
[

Wick John
Bl View 3
|.ﬂ Sorting * By name
4+ MNew By number
Q Search J

To sort values in the list by some field if the Table view is selected, click the left mouse button on the title of column with field
name.

Full Mame Diate of card issue

|Userlocked | Antipassback Card
o iomith Jerermy? 13.04.2016 13:25:11 011.01.0001 0:00:00

a Smith John  01.01.0001 0:00:00 Mo Mo 01.01.0001 0:00:00

PIM code
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6.2.3 Change elements sizes of the Access Manager window interface

It's possible to change elements sizes of the Access Manager window interface using mouse. Pointing to border between
interface elements of the Access Manager window, the cursor will be as follows.

o

_> Access Manager 1 — | B ||

™ mM
@ Departments @ Time zones 0 Access levels “._,:: Regions and areas

------ :_ Department 2

ment 1 H H User card

Wick John

Access level  Comment

Basic | Additional

|zers

Access levels Access level 1
Edemal ID

D 1

Mame Department 1

Type of depatment  Main

Q4

Fi

It's possible to move the border between interface elements holding the left mouse button.

6.2.4 Keyboard shortcuts for working with interface elements

Use keyboard shortcuts described in the following table while working with lists of users, time zones and access levels.

To use the keyboard shortcut, the list of objects should be active. So before using the keyboard shortcut, left-click in the area of

the objects list.

Keyboard
shortcut

Ctrl+F
Ctrl+N

Ctrl+Del

Ctrl+Backspace

Ctrl+Shift+M

Description

Search for object

Create new object

Delete an object. To use this shortcut, select an object in the list

Show/hide the user control panel in the Departments tab (see Viewing a list of users)
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Ctrl+A Select all users in the department / in search results / in the region

Ctrl+left mouse  Select multiple objects one by one. To use this shortcut, press the Ctrl key and, without releasing it, select each required object by clicking
button the left mouse button

Shift+left Select a group of objects. To use this shortcut, press the SHIFT key and, without releasing it, select the first and last object of the group by
mouse button clicking the left mouse button. All objects in between will be selected automatically

Modal windows, with a few exceptions, are closed by pressing the Esc key.

(@ Note

For example, the Esc key cannot be used to close the user photo assignment window.

6.3 Working with time zones in the Access Manager software module

6.3.1 General information about time zones in the Access Manager software module

Working with time zones is performed on the Time zones tab of the Access Manager window.

o "

2% Access Manager1 EI@

™~ ™ '\
Time zones ) i
o Departments @ n Access levels ” Regions and areas

4,2 Time schedule 1 Time schedule 1 (ID 1) =" || R
Lt &3 Time schedule 2
Interval Mon Tue Wed Thu Fi  5Sa Sun  Holiday
09:00-13:00 + + + + + +
15:00-2000 +

[ Holiday editor ]

The Access Manager software module allows you to create, edit, copy, view, and delete time zones. At the same time, the ability
to create, edit and delete time zones may be prohibited when configuring the Access Manager software module - see Rights for
accessing the time zones in Access Manager.

Time zone is used as working schedule in the Access Manager software module. It's possible to set intervals of two types:

1. Week interval. Time interval is set for specified days of the week.
2. Intervals of shift schedule. Interval is repeated with specified period starting from the specified day.

A Attention!

Few types of hardware support shift schedules in spite of their supporting in the Access Manager software module. At
most, time zones with shift intervals will be ignored by ACS integration. Exception to this case applies if integration
supports operation in the "Access request” mode when hardware request the integration on access through the
specified access point.
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6.3.2 Creation of a time zone in the Access Manager software module
To create a time zone, do the following:

1. Go to the Time zones tab of the Access Manager window.

25 Access Managerl = B[S

n .
Departments @ Time zones ([} Access levels a,j Regions and areas

(o]
L]
== Group 1 G ”

. =£E) Time schedule 3 =)@

Time schedule 1 Interval Sun Mon Tue Wed Thu Fi Sat  Holiday
&y Time schedule 2

[ Holiday editor ]

2. There are two ways to create a new time zone:
a. Right-click in the free area of the list of time zones and select the Create root time zone item in the opened
function menu (1). In this case, the time zone will be created in the common list of time zones.

L5 Access Manager 1

~ B e wer | G
ime zones
an Departments n A

=5
‘&3 Time schedule 3 L
) Time schedule 1 Irter
5y Time schedule 2

-+ Create root timezone
[ Create root folder
Q Quick search
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b. Right-click on the folder and select the Create timezone item (2). In this case, the time zone will be created in the

specified folder.

*- Access Manager

1

]
o Departments

@ Time zones & Access e

E|:__— LD

Create timezone

(&) Time el 5

Create folder
Delete
Change folder

E

oL

1

3. Regardless of the way you select to create a time zone, the Edit time zone window will open.

[ &1 Edit time zone

MName ime schedule 4
Week intervals
i Intervals of shift schedule
Save ] [ Cancel

4. Enter the name of creating time zone in the Name field.

() Note

The name should be unique. If a time zone with this name has already been created in the system, then while
saving, a corresponding message will be displayed and the zone will not be saved. Also, the name should not

contain the following

5. Add week intervals to the time zone if it's required:

characters: <|>.
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a. Click right mouse button on the Week intervals line and select the Add item in the opened functional menu.

_*! Edit time zone

Time schedule 4

5

----- Intervals of 5 Add

b. New interval will be created in the Week intervals group. Panel of interval configuring will display at the bottom of
the Edit time zone window.

c. Enter or set using slider time of interval start in the Start field (1).

() Note

Name of the interval is a time period and specifying days in which interval operates within brackets. Apart
of week days separated by commas, the following values can be specified:

1. Empty interval.

2. Whole week.

3. Whole week and on holiday.
4. 0On workdays.

5. 0n workdays and on holiday.

6. On the weekend and on holiday.

7. 0n the weekend.
8. Only on holiday.

o

_“! Edit time zone

Mame Time schedule 4

5

-

= Week intervals

Imterval parameters

2

Start 2:00.00 A2 0 1
End 6:00:00 P2 (}
3 0 o O o O o g d
Sun Mon Tue Wed Thu Fi Sat] Holidays 4
l Save I [ Cancel

]

d. Enter orset usingslider time of interval end in the End field (2).
e. Set checkboxes corresponding to days in which interval should operate (3).
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f. Ifit's required to eliminate holidays from the interval, set the Holidays checkbox (4).

(@ Note
Working with holidays is described in the Edit holidays section.

() Note

To delete interval, click right mouse button on the interval and select the Delete item in the opened
functional menu.

| *! Edit time zone @

Mame Time schedule 4

.

= Week intervals

g. Repeat steps a-f for all required week intervals.
6. Add intervals of shift schedule to the time zone if it's required:
a. Click right mouse button on the Intervals of shift schedule line and select the Add item in the opened functional
menu.

|+ Edit time zone @

MName Time schedule 4

- Week intervals

Add

b. New interval will be created in the Intervals of shift schedule group. Panel of interval configuring will display at
the bottom of the Edit time zone window.

(@ Note

Name of the interval is a date of interval start, time interval and period of interval repetition in days.
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c. Enter or set using slider time of interval start in the Start field (1).

"+ Edit time zone

Mame Time schedule 4

-

&~ Week intervals
= Irtervals of shift schedule

Imterval parameters
Start 80000 AN 0 1
End 600:00 PhR {} 2

Statdate  Wednesday, Apil 2+ 3 Peiod | 7 |34

[ Save ][ Cancel ]

d. Enter orset usingslider time of interval end in the End field (2).
e. Enter the start day of shift schedule in the Start date field using keyboard or calendar opened by )~ button
clocking (3).
Statdste  Wednesday, Apri  Zjw| Peiod | 7

1 April, 2020 L
Sun Mon Tue Wed Thu Fri 5at E
2 3 3N 1 2 3 4 =

5 6 7 a8 9 10 1
12 13 14 15 16 17 18

% A 23 24 25
% X OB A™ W 1 2
3 9% 5 & F B B

] Today: 22-Apr-20

f. Inthe Period field using up-down buttons enter the number of days in which the interval of shift schedule will be

repeated (4).

(@ Note

To delete interval, click right mouse button on the interval and select the Delete item in the opened
functional menu.

Working with the Access Manager software module - 43



Access Manager Module Settings and Operation Guide

.-

Mame

@ Edit time zone

Time schedule 4

g. Repeat steps a-f for all required week intervals.

&=- Week intervals
- Intervals of shift schedule

¥ From Wednesday, April 27 d 7

7. Click the Save button.

@ Edit time zone

MName

Time schedule 4

= Week intervals

. - 08:00-18:00 (empty interval)
=k Intervals of shift schedule
2 From Wednesday, April 22, 2020 (08:00-18:00) period 7

Imterval parameters

Erad £:00:00 PA -2

-

Start 8.00:00 AN

-

-
-

Start date Wednesday,

Apil 2 - Period

Save

Cancel

As a result, the created time zone will be displayed in the time zone list.
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Huoliday editor

27 Access Managerl El-m-
n ™
; Departments @ Time zones n Access levels \I'f Regions and areas
-7 Group 1 Time schedule 4 (ID 4)
+ Time schedule 3
Time schedule 1 Interval Sun Mon Tue Wed Thu Fi  Sat Holiday || Date Interval  Period
e schiedtle. 2 nearisml G s Wednesday, April 22, 2020 7

6.3.3 Editing a time zone in the Access Manager software module

Editing of time zone involves adding and deleting intervals from time zone and changing configured intervals. To start editing of
time zone double click the required time zone in the list on the Time zones tab. As a result, the Edit time zone window will open.

Also this window can be opened by double click of left mouse button on interval in the list of selected time zone.

-

o

27 Access Managerl = |- B3]
~ ™ ~
o Departments @ Time zones [[]) Accesslevels | ' | Regions and areas
----- | ||
SR Bl Time schedule 1 (1D 1 }
4 Time schedule 2 i sl it E- @
Interval Mon Tue Wed Thu Fi  5at Sun Holiday
09:00:18:00 = + + + +
15:00-20.00 +
[ Holiday editor

The clicked interval will be selected in the opened window. Working with this window is the same as while creating time zone -

see Create time zone section.
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K"\ Edit time zone

MName Time schedule 1

= Week intervals
- 119:00-20:00 {ory on holiday)
‘... Intervals of shift schedule

Interval parameters

Start 9:00:00

Ak

End 18:00:00

W M W M M
Mon Tue Wed Thu Fd

Al

{}
{}
[ A [
Sat  Sun Holidays
[ Save ][ Cancel

]

6.3.4 Search for time zone

6.3.4.1 Going to search for time zone

Access Manager Module Settings and Operation Guide

In the Access Manager software module it's possible to search for time zone by name and ID. To search for time zone, do the

following:
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1. Go tothe Time zones tab in the Access Manager window (1).
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25 Access Manager 1

L= ]l &S]

- m o
o Departments @ Time zones n Accesslevels | ' Regions and areas
=5 Group | Time schedule 1 (1D 1 B ||
. =5 Time schedule 3 L |8
£ Interval Sun Mon Tue Wed Thu Fi  5Sat  Holiday

Time schedule Z : .
{ &) Time schedule 4 08:00-18:00

-+ Create root timezone

[ Create root folder
Q Quick search

[ Holiday editor

+

+

+ + + +

2. Click the right mouse button in free area of time zone list.
3. Inthe opened functional menu select the Quick search item. The Search for time zone window will open.

Going to search for time zone is completed. Working with the Search for time zone window is described in the Working with the

Search for time zone window section.

6.3.4.2 Working with the Search for time zone window

The Search for time zone window is opened while searching for time zone (see the Going to search for time zone) or while

configuring access level (see Creation of an access level section).

Working with the Search for time zone window is performed as follows:
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1. Ifit's required to filter time zones by name, enter the name or its part in the Name field (1). If name of time zone is not
specified, the filtering by this field won't be performed.

.

= Search for time zone @

Search parameters
Mame 1

D 2

Remove empty [ |3

fﬁ;me Mumber \

Time zone 1 1

\. /

2. Ifit'srequired to filter time zones by ID, enter identical number of required time zone in the ID field (2). If ID is not specified
the filtering by this field won't be performed.

3. Iftime zones without intervals are not required in search result, set the Remove empty checkbox (3).

Click the Enter button on the keyboard.

5. Time zones satisfying to search terms will be displayed in the table of search results (4). Search is case-insensitive. All
objects corresponding fields of which contain specified values will be found.

>

To sort search results click the left mouse button on title of corresponding column.

While double click on time zone, the Search for time zone window will be closed and corresponding time zone will be selected in
the list in the Time zones tab or will be added to configured access level.

Search for time zone is completed.

6.3.5 Editing holidays
To edit holidays, do the following:

1. Go to the Time zones tab of the Access manager window.
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2. Click the Holiday editor button.

2> Access Managerl 4

» Time zones £
a Departments n |
Mame MNumber
{&:Time zone 1 1

2

[ Holiday editor ]

3. The Edit holidays window containing list of holidays will be opened.
a2 Edit holidays .

-

Save ” Cancel
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4. To add holiday click the right mouse button in free area of holidays list and select the Add item in the opened functional

menu. The calendar will display.

! Edit holidays [ 22

(*r Mait 2019 }

Ma Br Cp Yr Ir C6 Be
i L 2 F A b
1] 6 7 & 910 11 12

13 14 15fiG]17 18 19
200 2232425 6
27 28 2930 31 1 2
3 456 T 8 59

5 [ Today: 16.05.2019 /
2 oK | Cancel |

[ Save ” Cancel

LY

5. Select holiday date in the calendar (1) and click the OK button (2). The holiday will be added to the list.

o= Edit helidays [5e)

16 man 2015r.

[ Save H Cancel

6. Repeat steps 4-5 for all required holidays.

() Note

To delete holiday click the right mouse button on it and select the Delete item in the opened functional menu.
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o Edit holidays

Iq Delete

[ Save “ Cancel ]

7. Click the Save button.

o= Edit helidays
16 man 2019+,

G o=

Editing of holidays is completed.

6.3.6 Managing the list of time zones

The list of time zones is managed in the Access Manager using the context menu, invoked by right-clicking in the free area of the
list of time zones.
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25 Access Managerl =B S

m =
Departments @ Time zones [[]) Accesslevels | ' ' Regions and areas
BB Time schedule 1 (D 1) = || )

Time schedule 3
Time schedule 1 Interval Sun Mon Tuse Wed Thu Fi  Sat  Holiday

-1 Time schedule 2 02001800 + + + + + o+

-+  Create root timeznne1
g Create root folder 2

Q CQuick search 3

[ Holiday editor ]

The context menu commands are described in the table.

N Command Description
1  Createroot Adds a new time zone to the list of time zones. When you select this command, the Edit time zone window opens, where you can
timezone specify a name for a new time zone and add week intervals/intervals of shift schedule to it. For details on creating a time zone, see

Creation of a time zone in the Access Manager software module.

2 Createroot Adds a folder for grouping time zones to the list of time zones. When you select this command, the Folder options window
folder opens, where you can specify a name for the new folder.

3 Quicksearch Launches the quick search window for time zones in the list. When you select this command, the Search for time zone window
opens, where you can search for time zones by various criteria. For details on searching time zones, see Search for time zone.

A separate time zone in the root of the list of time zones is managed using the context menu invoked by right-clicking on the time
zone.
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25 Access Managerl =B S

n .
Departments @ Time zones ([} Access levels a,j Regions and areas

]
s
=5 New folder Time schedule 1(ID 1) = || 2]
P Time schedule 3

al Sun Mon Tue Wed Thu Fi 5at Holiday

18300 + + + + + +

» Delete1
(| Create copy 2
2 Changefnlder3

[ Holiday editor ]

The context menu commands are described in the table.

N Command Description

1 Delete Deletes the time zone after confirmation from the user.

If deletion of assigned time zones is forbidden (see Setting the prohibition of deleting non-empty departments, assigned ALs and TZs),
then the time zone can only be deleted if it is not assigned to any access level. When you try to delete an assigned time zone, the
Invalid operation warning is displayed indicating access levels to which the time zone is assigned.

2 Create copy Copies the selected time zone. When you select this command, the Edit time zone window opens, where you can modify the copy, if
necessary. For details on editing a time zone, see Editing a time zone in the Access Manager software module.

3 Change Moves the time zone to the selected folder. When you select this command, the Search for folder window opens with a tree of
folder available folders. After you select the required folder, press the Enter key on the keyboard or the OK button in the folder selection
window.

An individual folder in the list of time zones is managed using the context menu invoked by right-clicking on the folder.
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25 Access Managerl =B S

™
Departments @ Time zones n Access levels H,: Regions and areas

i
[
Createtimezcune1 =¥ ” @

Createfulderz nterval Sun Mon Tue Wed Thu Fi 5at Holiday
Delete3
Changefolderd-

]
L)

[ Holiday editor ]

The context menu commands are described in the table.

N Command Description
1 Create Adds a new time zone to the folder. When you select this command, the Edit time zone window opens, where you can specify a name
timezone for a new time zone and add week intervals/intervals of shift schedule to it. For details on creating and editing a time zone, see

Creation of a time zone in the Access Manager software module.

2 Create folder Adds a subfolder. When you select this command, the Folder options window opens, where you can specify a name for the new folder.

3 Delete Deletes the folder after confirmation from the user.

If deletion of assigned time zones is forbidden (see Setting the prohibition of deleting non-empty departments, assigned ALs and TZs),
then the time zone can only be deleted if it is not assigned to any access level. When you try to delete an assigned time zone, the
Invalid operation warning is displayed indicating access levels to which the time zone is assigned.

4  Change Moves the folder to the selected folder. When you select this command, the Search for folder window opens with a tree of available
folder folders. After you select the required folder, press the Enter key on the keyboard or the OK button in the folder selection window.

A separate time zone located inside a folder is managed using the context menu invoked by right-clicking on the time zone.

Working with the Access Manager software module - 54



Access Manager Module Settings and Operation Guide

25 Access Managerl =B S

- m o
Time zones \? i
- Departments @ n Access levels v Regions and areas

EIE New folder

Time schedule 3 (ID 3) "—51-”@

LA P

) Time scheduie | X Delete] | Mon Tue Wed Thu Fi  Sat Holiday
. &} Time schedule |_|-,',| Create copy 2

& Changefolder 3
& Moveto root 4

[ Holiday editor ]

The context menu commands are described in the table.
N Command Description

1 Delete Deletes the time zone after confirmation from the user.

If deletion of assigned time zones is forbidden (see Setting the prohibition of deleting non-empty departments, assigned ALs and TZs),
then the time zone can only be deleted if it is not assigned to any access level. When you try to delete an assigned time zone, the
Invalid operation warning is displayed indicating access levels to which the time zone is assigned.

2 Create copy Copies the selected time zone. When you select this command, the Edit time zone window opens, where you can modify the copy, if
necessary. For details on editing a time zone, see Editing a time zone in the Access Manager software module.

3 Change Moves the folder to the selected folder. When you select this command, the Search for folder window opens with a tree of available
folder folders. After you select the required folder, press the Enter key on the keyboard or the OK button in the folder selection window.
4 Move to root Moves the time zone from the folder to the root of the time zone list.

6.4 Working with access levels in the Access Manager software module

6.4.1 General information about working with access levels in the Access Manager software
module

Working with access levels is performed on the Access levels tab of the Access Manager window.
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.

Z% Access Managerl E

- A
an Departments @'ﬁme zones | [fB Acoess levels ".,} Regions and areas

= Group 1 |
----- Access level 1 @ a'
""" Access level 2 Access point D Time schedule Amm Disarming Load
o Access level 3

The Access Manager software module allows creating, editing, copying, viewing and deleting access levels. At that, possibility of
creating, editing and deleting access levels can be forbidden while configuring the Access Manager software module - see the
Rights for accessing the access levels in Access Manager section.

6.4.2 Creating access levels

To create access level, do the following:

1. Goto the Access levels tab of the Access Manager window.
~ =%
; Depatments @ Time zones n Access levels "“\r-} Regions and areas

s Access level 1 |
Access level 2 (ID 2
{3 Accesslevel 2 A7) = &
LI5S New folder Access poirt D Time schedule
AEQS Door 1 AR Time zone "Aways"
< >

2. There are two ways to create a new access level:
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a. Right-click in the free area of the access level list and select Create root level item (1) in the functional menu. In
this case, the access level will be created in the root list of access levels.

- [ —
@ Depatments @'ﬁmemnes [} Accesslevels M

i Access level 1

s Access level 2

B Mew folder Access point
AEOS Door 1

+ Create root level 1
[ Create root folder
Q Cuick search

b. Right-click the folder and select Create access level item (1). In this case, the access level will be created in the
selected folder.

M =
; Departments @ Time zones [ Access levels “‘.;

i Access level 1
----- Access level 2
----- Access level 3

Access point

-+ Create access level 1
[ Createfolder

M Delete

& Changefolder
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3. Ifyou select any of the commands, the Edit access level window will open, enabling you with the following actions:
& Edit access level et

Mame | Access level 4 1 |

Save Cancel

a. Inthe Name field (1), enter name of the access level.

(@ Note

The name should be unique. If an access level with the same name has already been created in the
system, then the attempt to save will fail and a corresponding message will be displayed. Also, the name
should not contain the following characters: <|>.

b. Inthe free area of the list of access rules (2), add a rule that links the access point with the time zone:
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i. Right-click on a free area of the list of access rules and in the Add link of another type functional menu that
opens, select the required reader type from the list.

& Edit access level *

Mame | Access level 4

Z-  Addlink of anothertype  » AEOS Door

Face Recognition Server

Smart card reader

]
4

ii. Ifthereis only one access point of this type, or if there is only one available access point from several access
points of the same type, then it will be added automatically.
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iii. If there are several access points of this type, then the Search access point window will open, which will
display all available access points of this type.

E Search access point et
Search parameters

Type All types of access points ~ 1

frea v 2

Region ~|3

Name | |4

D | 5

AEQS Door 1(1.1.1)
- AEQS Door 2(1.1.2)
t.. AEDS Door 3(1.1.3)

Ok
iv. To search and select an access point, do the following:

() Note

The suitable access points are searched automatically as you specify the search parameters.

Select type of access point from the Type drop-down list if it's required (1).
Select the location of the access point from the Area drop-down list if it's required (2).
Select the location of the access point from the Region drop-down list if it's required (3).
Enter name of access point or its part in the Name field if it's required (4).
Enter ID of required access point in the ID field if it's required (5).
6. After completing the selection of access points, click the OK button (6).
v. To select an access point from the list of available access points, double-click on the required object.

A
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vi. To select all available access points of this type at once, right-click on the parent object to open the Select

all visible functional menu (1).
E Search access point

Search parameters

Type Al types of access points -
Area ~
Region e
MName |

X

Select all visible ]

- AEOS Door 2(1.12)
L. AEOS Door 3(1.1.3)

vii. You can deselect all selected access points by right-clicking on the parent object to open the Deselect all

visible functional menu (1).

fa) .
& Search access point

Search parameters
Type All types of access points “
Area w
Region w
Mame |
ID |

bt

-~ AEOS Door 2 (1.1.2)
i AEOS Deor 3 (1.1.3)

(@ Note

+ Select all visible and Deselect all visible commands can be applied only to those access
points that are currently displayed in the list of access points.
+ Selected access points are highlighted in bold in the list.
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4. You will go back to the Edit access level window. The panel for configuring the access level will be displayed at the
bottom.

& Edit access level X

Mame | Access level 4

=- A_EDS Doar
- AEOS Door 1(1.1.1) - Time zone "Always"
L AEDS Door 2(1.1.2) - Time zone "Always"

Link parameters

Access point | AEOS Doar 1 1 bt QZ
Time schedule | Time zone "Always" 3 9] 4
Am [] 5 Diisamming Dﬁ Do net load [ ] ?
8
Save Cancel

5. Access point specified in the search is selected in the Access point drop-down list (1). You can change it if necessary.

6. Ifitis necessary to search for access point, click the Q button and go to step 3bii. You can also open the search window
using the Add button (1), by right-clicking on the selected access point to open the context menu.

& Edit access level et
Mame | Access level 4
= A_EDS Door

& AECS Door 1(1.1.1) - Time zone
i AEDS Door 2(1.1.2) - Time zone )( Delete
-+ Add'AEOS Door' 1

g::j Add link of another type

i

7. From the Time schedule drop-down list (3), select time zone during which access through the selected access point will
be allowed to users with configured access level.

8. Ifitis necessary to search for time zone, click the Q button (4) (see Working with the Search for time zone window).

() Note

Time zones are created and configured on the Time zones tab of the Access Manager window - see the Working
with time zones in the Access Manager software module section. Also it's possible to use system time zones

"Always" and "Never".
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9. Setthe Arm checkbox to arm access point after presenting access card by user (5).

10.
11.

(7).

A Attention!

Set the Disarming checkbox to disarm access point after presenting access card by user (6).
If it's not required to send access cards to controller after presenting access card by user, set the Do not load checkbox

Functions of arming, disarming and sending access cards should be supported by hardware.

(@) Note.

Function of the Do not load checkbox can differ depending on the integration module in use. For example, in
PERCo-S-20 integration this checkbox enables commission mode.

12. Repeat steps 3-11 for all required links.
13. Click the Save button (8).

As aresult, the created access level will be displayed in the list.

= T, (i}
f L Access levels
g Depatments © %3 Time zones  [[H

Regions and areas

™%
e Access level 1

A Attention!

Access level 4 (ID 4) + ﬁ
i Access level 2
""" i3 Accesslevel 3 Access point 1D Time schedule Am Dizaming Do not load
= rj‘e AEQS Door 2 1.1.2 Time zone "Aways"
O pe===—fai=h AEQS Door 1 1. Time zone "Always"

When the user configuration is written to the controller/terminal, only those users will be written whose access
level contains at least one access point of the corresponding controller/terminal. For example, if a user has an
access point of terminal 1 specified in the access levels, but no access point of terminal 2 is specified, then this

user will be written only to terminal 1.

The creation of the access level is complete.

6.4.3 Editing an access level in the Access Manager software module

Editing of time zone involves adding, deleting and changing links. To start editing of access levels, double-click the required
access level in the list on the Access levels tab or on the name of access point in the table of access level parameters.

(O Note

The link to the corresponding access point will be selected in the opened Edit access level window as you click on the
name of the access point. The first link will be selected while clicking the access level.
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2> Access Manager 1

Foie )

n r™y
I; Departments C'-} Time zones ‘ [t ] Access levels ‘ k\" Regions and areas

a Access level 4

i ] Access level 4 (ID 4 ‘@

== Group 1 A

i Access level 1 Access point D Time schedule Am  Disaming  Load

ocessiol HID Omnikeey control reader 1 1 Time zone "Aways" + + +
Access level 3

As a result the Edit access levels window will be opened. Working with this window is the same as while creating access level -
see Create access level section.

o

—

ﬂ Edit access level E

Mame Access level 4

=l H_ID Omnileey control reader
2 HID Omnikey control reader 1(1) - Time zone "Always"

Link parameters

Access poirt. | HID Omnikey control reader 1 ~[Q]
Time schedule [Tlme zone "Always" v]
Am [ Disarming [ | Do not load [

[ Save ][ Cancel

]
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At the bottom of the Access levels tab there is a list of access points added to the selected access level. If the user time zone
related to the access point is not Always and not Never, it's possible to go to this time zone on the Time zones tab. Right-click
the required access point and select Go to time zone in the opened functional menu.

o

2> Access Managerl

= ™
aa Departments C'-) Time zones n Access levels

RN B =55

5
».I’I Regions and areas

i 3 Access level 4
EIE" Group 1

Access level 1 (1D 1)

| 8

e Access level 1| Access point

e Access level 3

i) Accesslevel 2 || puyoyrw————— R

D Time schedule A Disaming Load

Time schadils 1 + + —

{9 Go to time zone

As a result, the Time zones tab with the required zone will be opened.

6.4.5 Search for access level

6.4.5.1 Going to search for access level

In the Access Manager software module it's possible to search for access level by name, ID and access point. To go to search for

access level, do the following:
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25 Access Manager 1

(o]

o Departments @ Time zones

™
u Access levels

o,
g7

Regions and areas

: E Access level 4
EI--{'—___" Group 1

Access level 1(ID 1) L'i”n

ﬁ Access level 1[JJLRREERAT

Access level 2
i3 Access level 3

~+  Create root level
g Create root folder

Q Quick search
-

HID Omnikey control reader 1

] Time schedule A Disaming Load
1 Time schedule 1 + = +

2. Click the right mouse button in free area of access levels list.
3. Select the Quick search item in the opened functional menu. The Search access level window will be opened. For details
on woking with the functional menu, see Managing the list of access levels.

Going to search for access level is completed. Working with the Search for access level window is described in the Working with
the Search for access level window section.

6.4.5.2 Working with the Search access level window

The Search access level window can be opened while searching for access level (see the Going to search for access level section),
department configuring (see the Add department section), searching for department (see the Working with Search for
department window section) or while user configuring (see the Assigning access levels to a user section).

Working with the Search access level window is performed as follows:
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1. Enter name of the required access level in the Name field if it's required (1).

Search parameters

B serch o ve

e

1 Mame
2 D
3 | Folder |

-

4 Access point/Type

Any access levels

©OXI©]

5 Remove empty ﬁ
MName MNumber
Access level 1 1
Access level 2 2
Access level 3 3
Access level 4 4
&

2. Entertheidentification number of the required access level in the ID field if it's required (2).
3. Select the folder the level is located in from the Folder drop-down list if it's required (3).
Ifit's required set the list of access points which the required access levels should contain:

4.
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a. Clickthe @ button. The Search access point window will be opened.

E Search access point ﬁ

Search parameters

Type | Alltypes of access paints - | 1
frea I ,I 2
Region [ ,] 3
Name 4

D 5

¢ - BioSmart 4 1.1(1.1)
— - BioSmart-mini
- L BioSmart-mini 1.1.1(1.1.1)
— BioSmart reader 6
. - BioSmar reader 1.1.1(1.1.1)
— Gate Parking access point
‘... Gate Parking access point 1(1.1)
= FACE access poirt

‘.. FACE access point 1.1{1.1)

Select type of the required access point from the Type drop-down list if it's required (1).

Select the location of the access point from the Area drop-down list if it's required (2).

Select the location of the access point from the Region drop-down list if it's required (3).

Specify the name of access point or its part in the Name field if it's required (4).

Specify the identification number of the required access point in the ID field if it's required (5).

The search will be performed automatically, and the list of search results will be displayed below (6).
Double-click on the required access point in the list (6).

(@ Note

To clear the list of access points click the button.

S@ -0 20T

5. Ifit's required to remove access levels not associated to any access points from the search results, set the Remove empty
checkbox (5).

6. Results of access levels search will be displayed in the list (6). Search is case-insensitive. All objects corresponding fields of
which contain specified values will be found.

To sort search results click the left mouse button on title of corresponding column.

While double click on access level, the Search access level window will be closed and corresponding access level will be selected
in the list in the Access levels tab or will be added to department or user.

Search for access level is completed.
6.4.6 Managing the list of access levels

The list of access levels is managed using the context menu, invoked by clicking the right mouse button on the free space around
the list.
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(] ™ =
@i Deparments @Tlme zones | (£ Access levels --,; Regions and areas

Access level 1 A level 4 (ID 4) =2 &
Access level 2
Access level 3 Access point D Time schedule Disaming Do not load
EIE Naew iy et AEQS Door 2 112 Time zone "Always"
e Access lew
—— AEQS Door 1 111 Time zone "Always"
-+ Create root level
3 Createroot folder 2
Q Quick search 3
The commands of the context menu are described in the table.

# Command Description

1 Create root level Adds a new access level to the list of access levels. Clicking the menu item opens
the Edit access level window. For more information on creating access levels,
see Creating access levels.

2 Create root folder Adds a new folder for organizing access levels in the list. Clicking the menu item
opens the Folder settings window, which enables setting the name of the new
folder.

3 Quick search Opens the window for quick search of access levels in the list. Clicking the menu

item opens the Quick Search window, which enables searching for access levels
by different criteria. For more information on searching for access levels, see

Search for access level.

An individual access level in the root of the access level list is managed using the context menu, invoked by clicking the right

mouse button on the item.

¢} Access Manager 1

-~ m =
@ Departments @ Time zones [ Access levels {' Regions and areas

2 O X

= Access level 1 Access level 3 (ID 3) EF ﬁ-
Access level 2
= NCOESS| % Delete 1 Coess point D Time schedule Digarming Do not load
E-= Mew fold e " "
] = ace Recognition ... 1 Time zone "Always
‘) Moce Ld  Create copy 2
& Changefolder 3
The commands of the context menu are described in the table.
# Command Description
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1 Delete
2 Create copy
3 Change folder
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Removes an item from the access level list after confirmation from the user.

If deletion of assigned access levels is forbidden (see Setting the prohibition of
deleting non-empty departments, assigned ALs and TZs), the access level can only
be deleted if it is not assigned to any user. When you try to delete an assigned
access level, the Invalid operation warning is displayed indicating users to which
the access level is assigned.

Creates a copy of the selected access level with all its settings. Clicking the menu
item opens the Edit access level window, which enables editing the copy if
required. For more information on editing access levels, see Editing an access level
in the Access Manager software module.

Moves the access level list item to the selected folder. When you select a command,
the Folder search window with a tree of available folders opens. After you select
the required folder, press the Enter key on the keyboard or the OK button in the
folder selection window.

An individual folder in the access level list is managed using the context menu, invoked by clicking the right mouse button on the

folder.

o7 Access Manager 1

™
; Departmerts @ Time zones n Access levels

— O X

Regions and areas

------ O Access level 1

- Access level 2

=

i@ fccess level 3 Access point

Create access level 7]
Create folder 2
Delete 3

Change folder 4

D Time schedule Am Disarming Do nat load

The commands of the context menu are described in the table.

# Command

1 Create access level
2 Create folder

3 Delete

4 Change folder

Description

Adds a new access level to the folder. When you select a command, the Edit
access level window opens. For more information on creating access levels,
see Creating access levels.

Adds a subfolder. When you select a command, the Folder settings window
opens, which enables setting the name of the new folder.

Removes the folder and all its contents from the access level list after
confirmation from the user.

If deletion of assigned access levels is forbidden (see Setting the prohibition of
deleting non-empty departments, assigned ALs and TZs), the access level can
only be deleted if it is not assigned to any user. When you try to delete an
assigned access level, the Invalid operation warning is displayed indicating
users to which the access level is assigned.

Moves the folder to the another folder. When you select a command, the Folder
search window with a tree of available folders opens. After you select the
required folder, press the Enter key on the keyboard or the OK button in the
folder selection window.

An individual access level within a folder is managed using the context menu, invoked by clicking the right mouse button on the

access level.
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©2 Access Manager 1 - | *
-~ ™ —
@ Departments @ Time zones n Access levels \, Redions and areas
= i eEms et ] Access level 4 (1D 4) =4
i Access level 2
i Accesslevel 3 Access point ID Time schedule Am Disamming Do not load
Sg=5 Naew ke 05 Doaor 2 T2 Time zone "Always"
)( Delete 1 EOS Door 1 111 Time zone "Always"

e Create copy 2
# Changefolder 3
& Moveto root 4

The commands of the context menu are described in the table.
# Command Description

1 Delete Removes an access level from the access level list after confirmation from the user.

If deletion of assigned access levels is forbidden (see Setting the prohibition of
deleting non-empty departments, assigned ALs and TZs), the access level can only
be deleted if it is not assigned to any user. When you try to delete an assigned
access level, the Invalid operation warning is displayed indicating users to which
the access level is assigned.

2 Create copy Creates a copy of the selected access level with all its settings. Clicking the menu
item opens the Edit access level window, which enables editing the copy if
required. For more information on editing access levels, see Editing an access level
in the Access Manager software module.

3 Change folder Moves the access level list item to the selected folder. When you select a command,
the Folder search window with a tree of available folders opens. After you select
the required folder, press the Enter key on the keyboard or the OK button in the
folder selection window.

4 Move to root Moves the selected access level from the folder back to the root of the access level
list.

6.5 Working with departments in the Access Manager software module

6.5.1 General information about working with departments

Departments are organized in hierarchy structure in the ACFA Intellect software package. Tree of departments is displayed in the
Departments tab of the Access Manager window.

@ Access Manager 1

@ Time zones

Department 1
.-.";" MNew department 1
- Department 2
- Department 3
o Department 4

Departments

M
n Access levels
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It's possible to create departments on the basis of some existed department and in the root of hierarchy. Functions of editing,
deleting and viewing departments are available. Possibility of creating, editing and viewing departments can be limited while
configuring the Access Manager software module - see the Rights for accessing the departments in the Access Manager section.

6.5.2 Adding and deleting a department
To add department, do the following:

1. Go to the Departments tab of the Access Manager window.

-~
an Departments

o7 Access Managerl

H
HE

@ Time zones

ﬁ Access levels

------ ; Departmernt 2

-~

=

1 -+ Create root department

I Patric

2

Access levels
Bdemal ID
D

Mame

|sers

Access level 1

1
Department 1

Type of depatment Main

Fa

2. To create department in the root of hierarchy click the right mouse button in free area of departments hierarchy and

select the Create root department item in the opened functional menu (1) or click the button (2).

To create department on the basis of existed department click the right mouse button on the required department and
select the Create subsidiary departmentitem (1).

o5 Access Manager 1

™ M
o Departments @ Time zones n Access levels

"
Lt

Reqiar

g DEpartment 1

HE—-—

- g Department 2

B v o

X
>
>
+

Delete departrent
Replace
Replace to root

Create subsidiary department 1
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3. The Edit department properties window will open.

w Edit department properties et
MName | Mew department rl
Extemal ID | 2
Type of department Main w 3'
Basic access level Access level 2 . |
List of additional access levels Q
Mame MNumber
2
Edit |
=
L")
Save Cancel

4. Enter the department name in the Name field (1).

®

Note

The name should be unique. If an access level with this name has already been created in the system, then while
saving, a corresponding message will be displayed and the department will not be saved. Also, the name should
not contain the following characters: <|>.

5. Inthe External ID field enter external identical number of department (2). This field is required if, due to the peculiarities
of the ACS integration module, the list of departments and users in the database of the ACFA Intellect software package is
used together with users database in external software.

6. From the Type of department drop-down list select the required type (3). Types of departments are created while
configuring the Access Manager software module - see the Configuring a type of department in the Access Manager
section. Type of department specifies the list of visible and available for editing fields of user entering to this department.
The Main type of department is the only default type of department in the Access Manager module (see Configuring Main
department type).

7. From the Basic access level drop-down list select department access level which be inherited on default by all users
entering to this department (4).

®

Note

Use can not to inherit the department access level - see the Configuring the department access level
inheritance section.

Note

Access levels are created and configured on the Access levels tab of the Access Manager window (see the
Working with access levels in the Access manager software module section). Also it's possible to use system
access levels Always and Never.

8. Ifit's required, specify the list of additional access levels the following way:

a.

Ensure that user access level is selected from the Basic access level drop-down list (i.e. not Always and not

Never).
Click the Edit button in the List of additional access levels table (5).
The Search access level window will be opened. To search for access level - see the Search for access level section.
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(@ Note

To delete the additional access level click it the right mouse button and select the Delete item in the
opened functional menu.

w Edit department properties =
MName | Mew department |
Extemal ID | |
Type of department Main b

Basic access level Access level 2 e

List of additional access levels Q
Mame Mumber

m
Delete 1

Save Cancel

9. Click the Save button (5) or the Enter key on the keyboard.
Department will be added to the tree.
To delete department click it the right mouse button and select the Delete department item in the opened functional menu.

©3 Access Manager 1

C ™
- Departments @ Time zones n Access levels ."r\} Regio

; Department 1
=2 Eepartment 2
" %  Delete department 1
& Replace
& Replaceto root
~+  Create subsidiary department
() Note

If deletion of non-empty departments is prohibited, the department can only be deleted if there are no users in it (see
Setting the prohibition of deleting non-empty departments, assigned ALs and TZs). When you try to delete a non-empty
department, the Invalid operation warning is shown.
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.  Department 1

Removing non-empty departments is prehibited.

6.5.3 Editing a department
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Editing a department involves changing of department parameters. To start editing a department double click the left mouse
button on the name of department in a tree. The Edit department properties window will open. Working with this window is the

same as while described in the Adding and deleting a department section.

t Edit department properties ] x|

MName I Department 1
Extemal ID |
Type of depari Main

Basic access level I.-’-‘-.-:n::ess Level 2

List of additional access levels

1O 1ef L

MName | Mumber |

Save | Cancel |

6.5.4 Department search in the Access Manager software module

6.5.4.1 Going to department search

In the Access Manager software module it's possible to search for departments by name, ID, external ID and access level.

To go to department search, do the following:
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1. Go tothe Departments tab of the Access Manager window (1).
_1oix]

o Departmerts IC'-) Time zones

= o Department 1
o New department 1
! ; Departmert 2

" Department 3
- = Department 4

a Access levels

User card |

Access level |Commer|1 |

Basic | Addtional |

[&] |

Access level "Mewver"

Bxdemal 1D

D B

MName MNew department 1
Type of departmerd Main

Users 1]
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2. Click the gl button (2). The Search for department window will open.

* sSearch for department }

x|

— Search parameters

Mame I

D |

Btemal ID |

Access levels I.-'-‘an*_.r access level

Found departments: 5.

MName

| MNumber |

Department 1
Department 2
Department 3
Department 4
MNew departmert 1

N ke Lo R

Going to department search is completed. Working with the Search for department is described in the Working with Search for

department window section.

6.5.4.2 Working with Search for department window

Working with Search for department window is performed while searching for department (see the Going to department search
section), replacing user from one department to another (see the Transferring a user to a different department section), and
while creating departments hierarchy (see the Creating departments hierarchy section).

Working with the Search for department window is performed as follows:

Working with the Access Manager software module - 77


https://doc.axxonsoft.com/confluence/display/acfaen/Transferring+a+user+to+a+different+department

Access Manager Module Settings and Operation Guide

1. Enterthe complete or partial name of a department in the Name field if it's required (1).

x|

— Search parameters

MName | | 1
D | 2
Exemal ID | 3
Access levels Any access level j Ql
) | Found depaitments: 5. | [+
MName | MNumber |
Department 1 1
Department 2 2
Department 3 3
Department 4 4
MNew departmert 1 h

2. Enterthe department ID in the ID field if it's required (2).
Enter the external ID of an object in the External ID field if it's required (3).
4. From the Access level drop-down list select name of access level which is to be assigned to required department (4). If it's

w

required click the gl button and search for access level (see the Working with the Search access level window
section).

5. Click the Enter key.

6. Number of found departments will be displayed (5) and the list of departments satisfying to the specified search
parameters (6). Search is case-insensitive. All objects corresponding fields of which contain specified values will be found.

To sort search results click the left mouse button on title of corresponding column.

While double click on department name, the Search for department window will be closed and the department will be selected
in the departments tree or in the form from which the Search for department window was opened.

Department search is completed.

6.5.5 Creating departments hierarchy
The departments hierarchy is created using the following operations:

1. Changing of parent department. Click the right mouse button on department name in the list of departments and select
the Replace item in the opened functional menu. As a result the Search for department window will open to select the
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new parent department - see the Working with Search for department window section.

l Iﬂ Access Manager 1

(o]
m
@ Departments @ Time zones | (77 Access levels
El,,'. Iglqepartmenﬂ |
HID- Ament 2 Delete department
“am oRAMM I Replace I
i um Depatment 3 -
hi Replace to root
“ om Department 4

Create subsidiary department

2. Replacing subsidiary department to the root of hierarchy. Click the right mouse button on department name in the list
and select the Replace to root item in the opened functional menu. As a result the department will be places to the root
of departments hierarchy.

| @ Access Manager 1

-~ ™

@ Deparments @ Time zones 0 Access levels
=l o Department 1 |

——

'! Department 2 Eelete department

o Department 3 gplace

; Department 4 I Replace to root I

Create subsidiary department

3. Change the department location by dragging it with the left mouse button holding the Ctrl key.

() Note

Department replaces in hierarchy with its subsidiary departments.

6.6 Working with users in the Access Manager software module

6.6.1 Viewing a list of users

To view users select one of departments in the tree. A list of users included to this department will be displayed in the middle part
of the Access Manager window.
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> Access Manager 1

@ Time zones

-
o Departments

a Access levels

e
v’ Regions and areas

" Department 1
; Mew department
Department 2

i o Department 3

-~
£

-
£

John Wiclk

User card
(1234) 5678

Accesslevel  Comment

Accesslevel 1 Own
Accesslevel 2 Own
Accesslevel 3 Own

Start

19-Apr-20 12:00:00 AM  25-Apr-20 11:59:59 PM

Donne Andrey (2 )
Department 1{1)
Basic | Additional
)2l | B
4 0. Full name i |
@ Sumame Donne i
= = - MName Andrey =
Access level Mowhene Patronymic I
BExdemal 1D 4 1P | data
ID 1 Additional information
— DeFanmem . Address of registration
[l ol Eepsey !f‘a"-' Antipassback is forbidden Mo
Users 2 Birth place
Card expiry date Mot specified
Commencement of card Mot specified
Nate of rar igens Mt enerified >
() Note

In case of large number of users in the department (more than 2000), displaying of users list can take for some time.
Time of displaying a users list depends on computer capacity on which the Access Manager window is displaying.

Properties of the selected user are displayed in the right part of the Access Manager window. On default the first user from the

list will be selected while viewing the department.

Press the key combination Ctrl+Shift+M, and the user control panel will be displayed at the bottom of the window:

+ Search (1) - User search in the Access Manager software module.
+ Delete (2) - Deleting a user in the Access Manager software module.
+ New (3) - Creating users in the Access Manager.

rame L'epanmmert | 4 1. Personal data
Type of department Main ‘ ,E'.ngd'rtiu:.nal ird ‘
I
Uzers 2 Artipassbac Yes o
B |
(@ Note

To hide this panel, press the key combination Ctrl+Shift+M again.

6.6.2 Creating usersin the Access Manager

To add a new user, do the following:
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In addition to the method described below, you can also create new users by clicking the New button on the user
control panel (see Viewing a list of users).

1. Open a list of users (see Viewing a list of users).
2. Click the right mouse button in free area of user list or any previously created user.

22 Access Manager 1

-
ey Departments

™y

@ Time zones

ﬁ Access levels

G Regions and areas

BN [EOR =

i+ o, Department 1 User card
I
; Departmert 2 H H
o Wick: John
Access level  Comment
View r
2] Sorting »
CL__New D
Q Search 3

Basic | Additional

Access levels Access level 1
Exemal ID
D 1
Name Departmert 1
Type of department  Main
Users 2

() Note

Rights for users creating can be limited while configuring the Access Manager module. The message about
missing of corresponding rights will display. See also the Configuring the object management rights section.

3. Select the New item in the opened functional menu. The Full name of new user window will open.

¥ Full name of new user x|

Sumame |
Hanel
Falmmrrricl

oK |

4. Enter surname, name and patronymic of creating user and click OK button.

() Note

+ Surname, name and patronymic should not contain the following characters: <| >.

« If criterion of records duplicate is in use and there is user with such name in the system, the error message
with ID of existed user and department to which the user belongs will display. See also the Configuring
the prohibition of new user parameter duplicates in Access Manager section.
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x

'\'-I This user (ID 1, department Department Caseworkers with ID 3)
' glready exists in card file

5. The Editing. <User name> (creation) window will display.

Further process of user creation is given in the Editing a user section.

6.6.3 Editinga user

6.6.3.1 Going to user editing

Going to user editing is performed while user creating (see the Creating users in the Access Manager section) or as follows:

1. Open list of users (see the Viewing a list of users section).
2. Double click the left mouse button on the required user. The Editing. <User name> (ID) window will open.

~ Editing. Smith Jack (3 | o |[-E] ]

User card Access level Comment

(123) 45678 Accezs level 1 Inherted

L .
x/+/ @ OBEBES »
o2 5| B

4 0. lFI..i| name

({Fingerprint Authertication 1.0.0.0) Suprema RealScan 1 ]

»

P R ]

Sumame [ Smith
MName [ ] Jack {Edit Fingerprints 1.0.0.0) Suprema RealSean 1 ]
Patrorymic [ ]
4 1. Personal data 1 |

Additional information ] E
Address of registration ] ]
Mipassbad{ is forbidden L] No Hilvision extention [ ] Mot yet corfigured
Birth place L] Suprema 2 Card Auth Mode ] Defaut
Card expiry date [] Mot specified = Suprema 2 Faces []0
Commencement of card [ ] 12122019 11:30:35 Suprema 2 Finger Auth Mode [] Defautt
Date of card issue [ 12122019 11:30:35 Suprema 2 Id Auth Mode [] Defautt
Date of firing [ Mot specified Suprema 2 Operator Level ] Mone
Date of hiring: [ 12122019 11:30:35 Suprema(2) Fingerprints 1o
E-mail address L] Suprema(2) Security Lewel [] Default
Extemal 1D |:| Unicard default floar |:| 0
Mumber of card loss o
Office phone | i

Face detected. Quality: 61.27% [ Save ][ Cancel

It is possible to do the following operations in this window:
a. Setting user parameters.
b. Assigning access card to user.
c. Assigning access levels to user.
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Assigning photo to user.

Adding biometric parameters (fingerprints).
Opening a folder with user documents.

g. Adding extension buttons.

-0 o

All actions are described as follows.

(@ Note

Rights for user editing can be limited while configuring the Access Manager module. The message about missing of
corresponding rights will display after double click on the user name. See also the Configuring the object management
rights section.

Going to user editing is completed.

6.6.3.2 Setting user parameters

User parameters are specified in the Editing. <User name> (ID) window.

. Editing. Smith Jack (3)

|ser card
(123) 45678

Access level Commert

Access level 1 Inherted

(Fingerprint Authentication 1.0.0.0) Suprema Real5can 1

(Edit Fingerprints 1.0.0.0) Suprema BioMini 1

Sumame [ Smith
Mame ] Jack {Edit Fingerprints 1.0.0.0) Suprema RealScan 1
Patromymic 1]
4 1. Personal data =

Additional information 1] = i Misc é \
Address of registration ] Arrg,rmfu [
Antipassback is forbidden ] No Hikwision estertion [ ] Mot yet configured
Birth place ] Suprema 2 Card Auth Mode [ ] Defautt
Card expiry date (1 Mot specified T Suprema 2 Faces L ]o
Commencement of card [] 12122019 11:30:35 Suprema 2 Finger Auth Mode [ ] Default
Date of card issue [ 12122019 11:30:35 Suprema 2 Id Auth Mode [] Default
Date of firing (1 Mot specified Suprema 2 Operator Level [ ] Mone
Date of hirng: [ 12122019 11:30:35 Suprema(2) Fingemprints [
E-mail address ] Suprema(2) Security Level [ ] Defautt
Extemal ID ] Unicard defautt floor [
Mumber of card loss []o

\ Cffice phone ] -

Face detected. Quality: 61,27%

| save | Cancel%

X

The button panel (1) allows performing the following actions:

. - delete the selected user card (see Deleting of access card).

. - add a user card manually (see Manual input of access card number).
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. @ - add a user card using the control reader (see Input of card number using a control reader).

The button panel (2) allows performing the following actions:

- set full access (see Assigning Own access level to a user).

- prohibit the access (see Assigning Own access level to a user).

- enable the department access level inheritance (see Configuring the department access level inheritance).

- disable the department access level inheritance (see Configuring the department access level inheritance).

- delete Own access level (see Assigning Own access level to a user).

¥ x| e[ [e][]

*| - edit access level (see Assigning Own access level to a user).

The button panel (3) allows performing the following actions:
. i - delete the photo assigned to the user (see Deleting a photograph).
. ! - assign the user a photo from the file (see Assigning photograph from afile).
S
« = -assign the user a photo from the camera (see Assigning a photograph from a video camera).

- crop the photo assigned to the user (see Cropping a photograph).

¥][=

- this button is used only in the Russian version of ACFA Intellect, and is inactive in the English version.
The button panel (4) allows you to add biometric parameters to users (see Adding biometric parameters).

In the fields (5) and (6), a rectangle is displayed next to each field. When the field is changed, the "*" sign is displayed in the
rectangle until the user editing window is opened again.

Sumame [* ] Wick
Mame [*] John
Patrorymic [ ]

(@ Note

Fields available for editing including list of access levels and list of access cards are specified while configuring
the Access Manager software module - see the Configuring fields displaying in user accounts section. Some fields can be
hidden or not available for editing depending on settings.

The following Standard fields are displayed in the field (5):

Parameter name Parameter setting method Default category in Value range Comme
templates

Surname Enter the value in the field 0. Full name Any characters except: <| > -

Name Enter the value in the field 0. Fullname Any characters except: < | > -

Patronymic Enter the value in the field 0. Full name Any characters except: < | > -

Additional information Enter the value in the field 1. Personal data Any characters except: <| > Enter a
Wheny

Access level assigned by Automatically 1. Personal data Operator name Name ¢
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Address of registration

Antipassback is forbidden

Birth place

Card expiry date

Card issued by

Commencement of card

Date of card issue

Date of firing

Date of hiring

E-mail address

External ID

Number of card loss

Office phone

Passport number

Personnel number

PIN code

Position

Telephone

User locked

Driving license

Vehicle LP

Vehicle model

Select the value from the list

Enter the value in the field

Enter the value in the field manually or using
the calendar

Automatically

Enter the value in the field manually or using
the calendar

Enter the value in the field manually or using
the calendar

Enter the value in the field manually or using
the calendar

Enter the value in the field manually or using
the calendar

Enter the value in the field

Enter the value in the field

Enter the value in the field

Enter the value in the field

Enter the value in the field

Enter the value in the field

Enter the value in the field

Enter the value in the field

Enter the value in the field

Select the value from the list

Enter the value in the field

Enter the value in the field

Enter the value in the field

—

[y

=

—

—

=

—

=

=

=

=

—

—

=

=

—

—

—

. Personal data

. Personal data

Personal data

. Personal data

. Personal data

Personal data

. Personal data

Personal data

. Personal data

Personal data

Personal data

. Personal data

. Personal data

Personal data

Personal data

. Personal data

. Personal data

. Personal data

Vehicle

Vehicle

Vehicle

Access Manager Module Settings and Operation Guide

Yes

No

Any characters except: <|>

Date in Weekday, DD mmm YYYY HH:MM:SS
format

Operator name

Date in Weekday, DD mmm YYYY HH:MM:SS
format

Date in Weekday, DD mmm YYYY HH:MM:SS
format

Date in Weekday, DD mmm YYYY HH:MM:SS
format

Date in Weekday, DD mmm YYYY HH:MM:SS
format

Any characters except: <|>

Any characters except: <|>

Numbers

Any characters except: <|>

Any characters except: < | >

Any characters except: <|>

Numbers

Any characters except: <| >

Any characters except: <|>

Yes

No

Any characters except: <| >

Any characters except: <|>

Any characters except: <| >
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Document Enter the value in the field
Origin Enter the value in the field
Purpose of visit Enter the value in the field
To which department Enter the value in the field
Towhom Enter the value in the field

The following Additional fields are displayed in the field (6):

Paramete
r name

Apollo
SDKv.3
extension

Galaxy
Dual

Galaxy
Dual
Access

Galaxy
Dual
Focus

Galaxy
Duress

Galaxy
Group
Choice

Galaxy
Keypad

Galaxy
Menu
Choice

Galaxy
Menu
Level

Galaxy
Menu
Option

Parameter setting method

Configurating

Select the value from the list

Select the value from the list

Select the value from the list

Select the value from the list

Select the value from the list

Enter the value in the field

Select the value from the list

Select the value from the list

Select the value from the list

Default category in
templates

Misc

4. Visitor data

4. Visitor data

4., Visitor data

4. Visitor data

4. Visitor data

Value range

Unconfigured

Configured

Yes

No

Yes

No

Yes

No

Yes

No

Yes

No

NONE
10-51

Yes

No

1.0
2.1
2.3
24
2.5
3.6

NONE
11-71

W
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Any characters except: <| >

Any characters except: <|>

Any characters except: < | >

Any characters except: <|>

Any characters except: <| >

Comment

(see ApolloSDK v.3 Integration Module Settings
Guide).

(see Honeywell Galaxy Dimension Integration
Module Settings Guide).
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Galaxy Pin Select the value from the list Yes
Change
No
Galaxy Enter the value in the field Numbers
Tag Link
Galaxy Enter the value in the field Numbers
Temp
Code
Galaxy Enter the value in the field Numbers
Template
Galaxy Enter the value in the field Numbers
Timer
Schedule
Group Enter the value in the field Numbers -
number
Hikvision Configurating Unconfigured (see Hikvision Integration Module Configuration
extension ) and Operation Guide).
Configured
Levelin Enter the value in the field Numbers -
first card
mode
Ravelin Select the value from the list Card only (see Gate Integration Module Setup and User
Access Guide).
type Master card
Card and pin
Slave card
Ravelin Select the value from the list Yes
guest card
No
Soyal Select the value from the list Card only (see Soyal Integration Module Settings Guide).
Access
type Card or PIN
Card and PIN

Access denied

Soyal Can Select the value from the list Yes
passin

and out No

SoyalCard  Select the value from the list 0-10
Level

Soyal Select the value from the list Yes
Patrol

card No

Soyal PWD  Select the value from the list Yes
change

available No
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Suprema2  Select the value from the list Default (see Suprema 2 Settings Guide).
Card Auth
Mode Only Card

Card And

Fingerprint

Card And Pin

Fingerprint Or
Pin After Card

Card And
Fingerprint and
Pin
Cannot Use
Suprema2  Automatically Numbers
Faces
Suprema2  Select the value from the list Default
Finger . .
Auth Mode Only Fingerprint
Fingerprint And
Pin
Cannot Use
Suprema?2  Select the value from the list Default
Id Auth - .
Mode Fingerprint After
Id
Pin After Id
Fingerprint Or
Pin After Id
Fingerprint And
Pin After Il
Cannot Use
Suprema?2  Select the value from the list None
Operator .
Level Admin
System settings
User information
Suprema Select the value from the list Yes
Bypass
Card No
Suprema( Automatically Numbers
2)
Fingerprin
ts
Suprema( Select the value from the list Default
2) Security
Level Lower
Low
Normal
Hight
Higher
Unicard Enter the value in the field Any characters (see Unicard Integration Module Settings Guide).
code except: <|>
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Unicard Enter the value in the field Numbers
default
floor
Unicard Enter the value in the field Numbers
disabled
VertX- Select the value from the list Card or "Card (see HID Integration Module Settings Guide).
Edge Acce and PIN"
ss mode
Card only
PIN only
Card only and
PIN only
VertX- Enter the value in the field Any characters
Edge Esco except: <|>
rt
VertX- Select the value from the list Yes
Edge Exe
mpt PIN No
VertX- Select the value from the list Yes
Edge Exte
nded No
access
VertX- Select the value from the list Yes
Edge PIN
command No
s
Group Enter the value in the field Numbers (see ZK Teco Integration Module Settings Guide).
number
Levelin Enter the value in the field Numbers
first card
mode

6.6.3.2.1 Bulk editing of users
Bulk editing of users is performed as follows:

1. Go to viewing the list of users (see Viewing a list of users).
2. Select several users to be edited and right-click on the name of any of the selected users.

(@ Note

You can select several users by using the mouse or keyboard shortcuts (see Keyboard shortcuts for working with
interface elements)
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3. In the functional menu that opens, select the Bulk changes item.

") Regions and areas | (O, Search in department

Q Izer card

Print access card

-

ol Department 2
i 2 Department 3

Delete

Change department Access level  Comment

Bulk changes

i

=] T

ia Appointacharge
B

] View ’
2] Sorting »
+  New

Q Search »

Q]

Access level “Nowhere™
Exemal ID

n} 1

Mame Department 1
Type of department  Main

Uzers 2
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4. Asaresult, the Bulk editing window will open, and the number of users being edited will be displayed in brackets.
~ Bulk editing (2). =5 Eh ==

Access level  Comment :2._1 Delete access cards
[
L

3 | Set access levels

1

ERIE] N\
+ | a4 Misc
] El Hilcvision extention [] Mot yet configured
[ Hikevision. User message [
Antipassback is forbidden [] Mo
Birth place [
Card expiry date [ ] Mot specified 3
Commencement of card [] Mot specified
Date of card issue [] Mot specified
Diate of fiing [] Mot specified
Diate of hirng: [] Mot specified
E-mail address [
Exdemal ID ]
Mumber of card loss 1o
Cffice phone [
Passport number ]
Personnel number [
K PIN code ]
fidTalal =1 %

4[ Save || Cancel

5. Setthe standard and additional fields (1), which will be the same for all selected users (see Setting user parameters).
6. Setthe Delete access cards checkbox (2) if it is necessary to delete all existing access cards from the selected users.

& Attention!
The deletion of access cards for all selected users cannot be undone.

7. Setthe Set access levels checkbox (3) if it is necessary to allow assigning access levels that are the same for all selected
users. The procedure of assigning access levels to several users is the same as for one user (see Assigning access levels to a
user).

8. Click the Save button (4) to apply the changes.

& Attention!

If the selected users have an access card in a format that differs from the access card format specified in the
Access Manager object settings (see Configuring access cards), then a list of all users with such cards will be
displayed, indicating the cause of the conflict. Changes will not be saved until all conflicts are resolved. If the
Delete access cards checkbox is set, then the changes can be saved.
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P

; Eulk changes conflict 5

Mumber Full Mame Acces... Required Cthers

Y2 [DomneAndrey | | || |
=

X John Wick

User code (123)5678:
Foom code: Fixed value mismatch.
Card number: The amount of bytes is less than accepted (2/8).

Bulk editing of users is complete.

6.6.3.3 Assigning an access card to a user

6.6.3.3.1 General information about assigning access cards to a user

List of user access cards is displayed in the User card table of the Editing. <Full name> (ID) window.
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P

. Editing. Smith Jack (3)

=

ﬁ;er card \

(123) 45678

Access level Commert

Access level 1 Inherted

@mm

Additional information
Address of registration
Antipassback is forbidden
Birth place

Card expiry date
Commencement of card
Date of card issue

Date of fiing

Date of hirng:

E-mail address

Bxdemal 1D

Mumber of card logs
Cffice phone

Face detected. Quality: 61,27%

J
OBEBEIEE

%3]

mith [

S

L0000

If_:‘?q I (Fingerprint Authentication 1.0.0.0) Suprema Real5can 1

k i
BDREIES

e i e ]

(Edit Fingerprints 1.0.0.0) Suprema RealScan 1 l

[

Hilovision extention [] Mot yet corfigured
Suprema 2 Card Auth Mode [ ] Default
Suprema 2 Faces []o
Suprema 2 Finger Auth Mode [] Default
Suprema 2 |d Auth Mode [ ] Default
Suprema 2 Operator Level [] Mone
Suprema(2) Fingerprints []o
Supremal(2) Securty Level [] Default
Unicard default floor []o

[ Save “ Cancel

The object code is specified in brackets, then the card code follows. The access cards format is set in the Access Manager
object settings (see Configuring access cards).

Several access cards can be assigned to one user.

& Attention!

Assigning multiple access cards to a user should be supported by hardware and by the corresponding integration
module. If used hardware/integration module supports only one card, and multiple cards are assigned to a used, then

all cards excepting the first card will be ignored by system.

Support for multiple user access cards has been tested in the following integration modules: Noder, ApolloSDK v.3, SDK
Orion v.2, PERC0-S-20, PERC0-S-20 v.2, AccessNet (ABC), Forteza, ParsecNet 3. For information on others integration

modules, please contact the AxxonSoft technical support.

Input of card number and code while assigning access cards to a user can be performed in one of the following ways:

1. Manually.

2. Using the control reader.

(@ Note

List of control readers used for user access cards input is specified while system configuring - see the Configuring
control readers in the Access Manager section.
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6.6.3.3.2 Manual input of access card number
To input access card number manually, do the following:

1. Goto editing a user (see the Going to user editing section).
2. Click the right mouse button in card selection area.
3. Select the Add item in the opened functional menu.

. Editing. Smith Jack (3)

User card Access level Comment

Access level 1 Inherted
(+ add )

. From reader

X|+|@ aaaa]x[&
4. The window of input object code and card code will open.
x

11 Roomcode 378

2 Card number 1645
3[ ok | canca |

Enter the object code (facility-code, room code) in the Room code field (1).
Enter the card code in the Card number field (2).

Click the OK button (3).

The card will be added to the list.

¥ Editing. Smith Jerem
User card

(123) 355649
(978) 1649

© Now;

Input of access card number manually is completed.

(@ Note

You also can input access card number manually using the corresponding buttons (see Setting user parameters).

6.6.3.3.3 Input of card number using a control reader
To input access card number using a control reader, do the following:

1. Goto editing a user (see the Going to user editing section).
2. Click the right mouse button in card selection area.

Working with the Access Manager software module - 94



Access Manager Module Settings and Operation Guide

3. Select the From reader item in the opened functional menu.

. Editing. Smith Jack (3)

User card Access level Comment

Access level 1 Inherted

+ Add

From reader

X |+ & OOEREIE
4. The Access card reading window will open.

Access card reading 1 EI

1 BTy -0 [(Gate Parking access point 1)k

2| Start reading |I

Start reading or select another control reader

5. From the Reader type drop-down list select a control reader which will be used for input of access card number (1).

() Note

List of accessible control readers is specified while system configuring (see the Configuring control readers in the
Access Manager section).

6. Click the Start reading button (2). The Access card reading window will be as follows:

Access card reading EI

Reader type IGate Parking access point 'Ij

| Cancel reading |

Present card to the selected control reader...

() Note

To cancel access card reading click the Cancel reading button.

7. Present access card to the selected reader.
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8. If confirmation of card input by operator is configured, the Confirmation of card insert window will display. To assign
presented card to a user click OK, otherwise click Cancel.

Confirmation of card insert

1 (0) 7 card is presented.

y' OK - add card to user, Cancel - continue to wait for the next card.

.

=

ok ||

Cancel

9. Then the Access card reading window will be closed and number of presented access card will be added to the list.

|ser card
(123) 958649

{1 35145?2 I

() Note

If this card is already given to the current or another user, the corresponding window will display.

(]

Action declined

This card has already given to the user

Action declined

This card has already given to user Jeck' with number '4’

.

==

Input of access card using a control reader is completed.

() Note

You can also input access card number using a control reader using the corresponding buttons (see Setting user

parameters).

6.6.3.3.4 Deleting of access card

To remove a card number from the list, right-click on the card number in the list and select the Delete item in the opened

functional menu.

o

. Editing. Smith Jack (3)

User card Access level Comment
(123) 45678 evel 1 Inherted

CEZNEN

E3Eal

ajlé] 2 &) x|&
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(@ Note

You can also remove a card number from the list using the corresponding buttons (see Setting user parameters).

6.6.3.4 Assigning access levels to a user

6.6.3.4.1 General information about assigning access level to a user

List of access levels is displayed in the table of the Editing. <User full name> (ID) window.

P

. Editing. Smith Jack (3)

|ser card ﬁcess level Commert \
(123) 45673 Access level 1 Inherted

/

| "
XA GEEERE -

ol | : | IQ I {Fingerprint Authertication 1.0.0.0) Suprema RealScan 1 ]
a Sﬂh::n:em a— - I (Edit Fingerprints 1.0.0.0) Suprema BioMini 1 ‘
Bene ] Jack Ll 5 [ (Edit Fingerprints 1.0.0.0) Suprema RealScan 1 ‘
Patrarmymic 1] l -
4 1. Personal data A .-} |
Additional information 1] (=
Address of registration 1] l 1]
Antipassback is forbidden ] No | Hikwision estertion [ ] Mot yet configured
Bitth place ] ! Suprema 2 Card Auth Mode [ Defaut
Card expiry date (1 Mot specified i Suprema 2 Faces L 1o
Commencement of card [] 12122019 11:30:35 Suprema 2 Finger Auth Mode [ ] Default
Date of card issue [ 12122019 11:30:35 Suprema 2 Id Auth Mode [] Default
Date of firing (1 Mot specified Suprema 2 Operator Level [ ] Mone
Diate of hirng: [] 12122019 11:30:35 Suprema(?) Fingerprints C]o
E-mail address ] Suprema(2) Security Level (] Defautt
Extemal ID 1] Unicard defautt floor L 1o
Mumber of card loss []o
Cffice phone L] i
Face detected. Quality: 61,27% [ Save “ Cancel

In the Comment column it's specified whether access level is inherited from Department (Inherited) or assigned to a user
separately (Own). Configuring rules of department access level inheritance is described in the Configuring the department access
level inheritance section. Adding of Own access levels to a user is described in the Assigning Own access level to a user section.

Several access levels can be assigned to a single user.

A Attention!

The assignment of several access levels to a single user should be supported by hardware and by an appropriate
integration module. If several access levels are assigned to a user, but the ACS equipment or the integration module
supports only one access level, then all levels except the first one in the list will be ignored by the system.
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The support for several user access levels has been tested in the following integration modules: ApolloSDK v.3, Elsys,
ParsecNet, HID, Suprema, Salto, Perco S20 v.2, BioSmart2, Noder. For information on other integration modules, please

contact the AxxonSoft technical support.

6.6.3.4.2 Assigning Own access level to a user
Assigning Own access level is performed as follows:

1. Goto editing a user (see the Going to user editing section).

2. Click the right mouse button in the access levels list.
. Editing. Smith Jack (3) o [(@ [
User card Accesslevel  Comment I

(123) 45678 iAocess level 1 Inherited |

& Edit 1

Set full access 2

Set access restriction 3

Do not inherit departrment AL4

L y
x/+/@ & [T A X »

3. Inthe functional menu that opens:
« To assign the Own access level to a user, select the Edit item (1). The Search access level window opens. In this

window, select one or several access levels (see Working with the Search access level window).

o) - o N - o}

A Attention!
If Always or Never Own access levels are inherited to a user, then the selected Own access levels will be
ignored.

« To assign the Always access level to a user, select the Set full access item (2).
« To assign the Never access level to a user, select the Set access restriction item (3).

() Note.
If Always or Never access level is assigned to a user, then all other access levels will be deleted.

« If you disable the access level inheritance from a department by selecting the Do not inherit department AL item
(4), the user will also be assigned the Own access level (for details, see Configuring the department access level

inheritance)
4. Toremove the Own access level, right-click on the appropriate access level and select Delete.

w Editing. Smith Jack (3)

| X

|ser card a Access level Comment

(123) 45678 a “MNowhere” Inherted
MCE.‘E-" | e |

¥ Delete 1
& PReplace 2
Set dates

(@ Note

If the user has only one Own access level, then when it is deleted, the access level inheritance from a department
will be enabled.
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5. Toreplace one access level (Own) with another, right-click on the corresponding access level and select Replace (2). The

Search access level window opens. In this window, select one or several access levels (see Working with the Search
access level window).

Assigning Own access level to a user is completed.

(@ Note

You can perform all the actions described above using the corresponding buttons (see Setting user parameters).

6.6.3.4.3 Configuring the department access level inheritance

By default, the user inherits the department access level. If it's required not to inherit the department access level, do the
following:

1. Goto editing a user (see the Going to user editing section).
2. Right-click the access levels list.

~ Editing. Smith Jack (3 [E=R{ECR =

User card Access level Comment
(123) 45678 iPocess level 1 Inherited |
M- Edit

i Setfull access

a Set access restriction

1 Do not inherit departrent AL

E ) | "
x|+ 8 [a] T XTE »
3. Select the Do not inherit department AL item in the opened functional menu. If the user does not have any other access

levels assigned except the inherited, the Search access level window will be opened. In that window, select one or several

access levels (see Working with the Search access level window). As a result, the inherited access level will be removed
from the list.

4. Torestore the inheritance of department access levels, select the Inherit department AL item in the functional menu.

~ Editing. Smith Jack (3) =3 EoR ==

Lger card Access level Comment
(123) 45678 Access level 2 Own
- Edit

E Set full access
E Set access restriction

f Inherit departrent AL .
E3EA1) (a[aATATXTE)

Configuring of department access level inheritance is completed.

X
(8
]
‘¥

(@ Note

You can perform all the actions described above using the corresponding buttons (see Setting user parameters).

6.6.3.4.4 Assigning temporary access level to a user

A Attention!
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A user can be assigned a temporary access level only if the Temporary Access Levels object (service module) is created
in the hardware tree.

To assign temporary access level to a user, do the following:

1. Goto editing a user (see the Going to user editing section).
2. Right-click the required access level (Own) which should be made temporary (see Assigning Own access level to a user).

() Note

You can also select several access levels (Own): for example, by selecting them with the mouse or by
using keyboard shortcuts (see Keyboard shortcuts for working with interface elements).

- Editing. Smith Jack (3) O X
User card B Access level  Comment
(123) 45673 a “MNowhere” Inherited

n ¥ Delete

= & FReplace

X Set dates

X s
X+ 8 — X B~z »

3. Inthe opened functional menu, select the Set dates item. The Temporary level dates settings window opens. In that
window, select the beginning and end of the temporary access level and click OK.

a Termporary level dates settings

Diate and time of begin
0:00:00

Diate and time of end

&4 23:59:59

s
Ld

L Jexabpe 2019

k

1 Jexabpe 2019

Mu Br Cp Yr I C6 Bc
75 26 27 28 79 30 1
22 s E B
9 10 11(12]13 14 15

M Br Cp Yr Mr C6 Be

13 14 15

16 17 18 19 20 2 22 || 16 17 18 19 20 21 22
23 24 25 26 27 28 29

2324252 2728298324
3031 1 2 3 4 53081 2 3 4 5

] Today: 12.12.2019 ] Today: 12.12.2019

[—Ta—

4. Asaresult, this access level will become temporary. In the Start and End columns next to it the date and time of the
temporary access level will be displayed.

. Editing. Smith Jack (3)

User card Access level Comment Start End
(123) 45678 Access level 1 Own
Access level 2 Cwn 20.01.2020 0:00:00 27.071.2020 23:59:59

x|+ @

OOBEIEYES

[ = [-5-]es]

L p
»
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If the date and time of validity of the temporary access level has already expired or has not yet started, then the date and
time of validity of the temporary access level will be crossed out.

Access level  Comment Start End

Access level T Own
Access level 2 Own 19-Apr-20 12:00:00 AM  25-Apr-20 11:59:55 PM
Access level 3 Own 26-Apr200 12-00-00 AN DMae20 11-55:55 PM

(@ Note

You can delete temporary access levels in the same way as Own access levels (see Assigning Own access level to a user).

Assigning temporary access level to a user is completed.

6.6.3.5 Assigning a photograph to a user in the Access Manager software module

6.6.3.5.1 General information about assigning a photograph to a user
Assigning a photograph to a user is performed in the Editing. <User full name> (ID) window in one of the following ways:

1. From afile.
2. From avideo camera.

() Note

List of video cameras used for assigning photograph to users is specified while system configuring (see the Selecting
available cameras in the Access Manager section).

Assigned photographs are stored in the <ACFA-Intellect installation directory>/Bmp/Person folder. Name of file with the user's
photograph is the same as the user ID. Content of the Bmp/Person folder is synchronized on all servers of distributed system.

It is possible to check the quality of an image before saving the assigned photo. To do this, it is necessary to configure the
interaction with the FACE Intellect Face recognition server (see Configuring the interaction with the FACE Intellect Face
recognition server.

As a result, after a user’s photo is added, a message about face detection and its quality will be displayed in the lower left corner
of the user parameters editing window, if this face meets the requirements specified on the Face recognition server object
settings panel.

(=10 =2 I RIIRI L™ (REN

E-mail address ]
Face detected. Quality: 84,3% 5

If the face does not meet the requirements specified on the Face recognition server object settings panel, the Face data absent
message will be displayed. In this case, it is recommended to repeat the process of adding a user’s photo by selecting another
photo or selecting a new image from the camera.

LI A Iy . '

E-mail address ]

Face data ahsent

It is also possible to automatically synchronize the users of the Access Manager module with the FACE Intellect reference face
database (see Appendix 6. Face synchronization module).

(@ Note

If the quality of the face photo does not meet the requirements specified on the Face recognition server object settings
panel, then this user will not be synchronized.
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6.6.3.5.2 Assigning a photograph from a file
To assign photograph from a file, do the following:

1. Goto editing a user (see the Going to user editing section).

. Editing. Smith Jack (3) =N =B

User card Access level  Comment

(123) 45678 Access level 1 Inherited
B Assign picture 3 @ Select file )
iE;  Extentions b [ #  From camera

x]+]a aJa]a[s]x[& EQHZﬁ

2. Click the button (1). As a result, the standard Windows dialog window will be opened. In this window, select a file
with a photo, which will be assigned to the user.

(O Note

You can also assign a photo to the user by right-clicking on the user's photo area and selecting Assign picture ->
Select file in the opened functional menu.

Assigning photograph from a file is completed.

6.6.3.5.3 Assigning a photograph from a video camera

To assign a photograph from a video camera, do the following:

() Note

List of video camera used for assigning photographs is specified while system configuring (see the Selecting available
cameras in the Access Manager section).

1. Go to editing a user (see the Going to user editing section).

_. Editing. Smith Jack (3) [ (O]
User card Access level Comment
(123) 45678 Access level 1 Inherited
B Assign picture ’ | B Selectfile
itk Extentions 3 @. From camera ]

x[+]a 8Ja] 2| x[& EEQZ»

2. Click the button (1). As a result, the Select camera window will open.

(@ Note

You can also open the Select camera window by right-clicking on the user's photo area and selecting Assign
picture -> From camera in the opened functional menu.
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3. From the Camera drop-down list select the camera from which photograph will be captured (1).

x

2 | Level of compression IND *_I
3 QK I Cancel |

4. Ifit's required to change the level of video signal compression used for assigning a photograph, select from the Level of
compression drop-down list the required level of video signal compression (2). Compression level is increasing from 0
(without compression) to 5 (maximum compression).

(O Note

Configuring of compression is required while using analog cameras. It's not recommended to use compression
for IP-cameras.

5. Click OK button (3). The Photo from camera window will open.

Photo from camera

1 Capture parameters 5
Rotate and./or inverse: Capturs
2 Do not change oK
3 Show camera number, time of frame and securnty r

state

6. Video from the selected video camera is displayed in the window (1).

7. Ifit's required selected the way of frame processing from the Rotate and/or inverse drop-down list (2). the following
ways of frame processing are available:

Do not change (on default).

Rotate 90.

Rotate 180.

Rotate 270.

Inverse horizontally.

Rotate 90 and inverse horizontally.

Inverse vertically.

Rotate 90 and inverse vertically.

8. The frameis saving without information about camera number, time of frame receiving, without information about
camera arming or disarming (it is defined by color of the frame around camera). If it's required to add this information to

the captured frame with the user image, set the Show camera number, time of frame and security state checkbox (3).

PP -0 Q0 T o
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(@ Note

It's recommended to configure rotation and add information to the frame before the image capturing. Changing
of these settings after capturing won't lead to their disappearing from the captured frame.

9. Wait for appropriate frame with the user image and click the Capture button (4).
10. The received frame will display in the (5) window.

11. Click the OK button (6). The received frame will be assigned as the user photograph.

Assigning a photograph to user from a video camera is completed.

6.6.3.5.4 Cropping a photograph

It's possible to crop the assigned photograph in the Access Manager software module.
To crop a photograph, do the following:

1. Goto editing a user (see the Going to user editing section).

. Editing. Smith Jack (3)

oo

User card Access level Comment

(123) 45678 iAccesslevel 1 Inherted |

B Assign picture »
¥ Delete photo

I Crop photo

ik EBxtentions 3
| P
x]+]@) 8] 8]0 5] % »

=
2. Clickthe button (1). As a result, the Framing window will open

() Note

You can also open the Framing window by right-clicking on the user’s photo area and selecting Crop photo from
the opened functional menu.

3. Select the area which should remain in the photo. To do this, left-click the required point and stretch the rectangle
marking the selected area. The selected area can be moved by holding down the left mouse button on the rectangle.

Working with the Access Manager software module - 104



Access Manager Module Settings and Operation Guide

o

oy Framing. W135 <-> H160 (089) | o || @ [[s23]

P

() Note

In the upper part of the Framing window displays the width "W" and height "H" in pixels, and the aspect ratio of
the selected area in parentheses.

4. To select the preset size of the resulting photo or the aspect ratio of the rectangle, right-click, either on the selected area,
or in the area not marked by the rectangle, and in the opened function menu select Format (1) —» <required size or

aspect ratio> (4).

o Framing. W128 <-> H170 075) [ o || & |E3]

Custom
@ cop 2 3xd

M Clear 3 3xd (240:320)
3nd (480:640)
3wl (720:060)

5. To delete the selected area, left-click on the area not marked by the rectangle and make the selection again. Or right-click

on the selected area and select Clear (3) in the opened function menu.
6. To confirm cropping of the photo, right-click on the selected area and select Crop (2) in the opened functional menu.
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Cropping a photograph is completed.

6.6.3.5.5 Deleting a photograph
To delete a photograph, do the following:

1. Goto editing a user (see the Going to user editing section).

.. Editing. Smith Jack (3)

User card Access level Comment
{(123) 45678 iAccesslevel 1 Inherted |

Assign picture

Delete photo )

Crop photo

Extentions 3

X+ & ODEBE »
2. Click the button (1).

(@ Note

You can also delete a photo of the user by right-clicking on the user's photo area and selecting Delete photo in
the opened functional menu.

e

Deleting a photograph is completed.

6.6.3.6 Adding biometric parameters
Adding biometric parameters (faces, fingerprints, etc.) is performed using control readers or biometric ACS terminals.
To add a user's biometric parameters, do the following:

1. Right-click on the user's photo and hover over the Extensions item (1).
2. Select a biometric reader from the list (2).
3. If an extension button is added, then instead of the first 2 steps, you can click this button (3).

= Editing. Smith Jack (3) O *
User card ﬂ Accesslevel  Commert
(123) 45673 a “Nowhere” Inherited
Access level 2 Own
~
n
X
x B Assign picture 3
= W} Extentions M| " (Biosmart Palm Vein) Biosmart Palm Scanner 1.1
= I (Biosmart Palm Vein) Biosmart UniPass 1 2
x [+ . x| m o = _\y fﬁ (Virdi Fingerprints) Virdi Server 1
* - -
o2l | | 1l (Biosmart Palm Vein) Biosmart Palm Scanner 11 3 . 2
+ 0. Full name LA NI=EREN
==& | ch
Sumame [ Smith E‘_"-;l-| - |
Name [ Jack 20— £
[ O Allow muttiply access ] Ne =
P S Anvinfn 1

As aresult, a dialog box for adding user biometric parameters opens. This dialog box differs depending on the equipment
used. Operation in this dialog box is described in the documentation for the corresponding ACS integration module (see ACS
integration modules), as well as in the documentation for the corresponding control reader integration module (see Control
Readers Settings Guide).
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(@) Note.

In order for a reader or controller to be available for selection in the Extensions list, it is necessary to select it when
configuring the Access Manager module - see Configuring control readers in the Access Manager.

By default, extension buttons are hidden. To add (or remove) extension buttons:

1. Right-click on the user's photo and hover over the Extensions item (1).
2. Holding down the Shift key, click on the extension from the list (2).

As a result, the button with the selected biometric reader (3) will be added to the area under the user's photo.

To remove the extension button, follow the same steps.

6.6.3.7 Transferring a user to a different department in the Access Manager software module
To transfer a user to a different department, do the following:

1. Go to viewing users list (see the Viewing a list of users section).
2. Click the right mouse button on the name of required user.

() Note

You can also select several users: for example, by selecting them with the mouse or by using keyboard shortcuts
(see Keyboard shortcuts for working with object lists).

3. Select the Change department item in the opened functional menu.

22 Access Manager1 EI@
(o]

A =
o Departments @ Time zones n Access levels ".,:' Regions and areas Q Search in department

e .; Department 1 H H Uzer card . J
...... e Departrnerd 2 9 - {-I 23} 4«55?8 -
¥ Delete
\ Show location L
A Sk Accesslevel  Comment
G i s st ') Access level 1 Inherited
:.I Appoint a charge
E View 3
2l Sorting F Smith Jack (3}
+ oy Departmert 1(1)
Q, search ’ Basic | Addtional
021 |E
4 0. Full name - |
3 Sumame Smith |,_-:|
Access levels Access level 1 Mame Jack E
Bxtemal 1D [ Patrorymic
D 1 4 1. Personal data
Name Department 1 Additional inf
Type of department Main Address of re
Uzers 2 Antipassbact No
Birth place ]

4. Asaresult the Search for department window will open. After searching select the department to which user is to be
transferred (see the Working with Search for department window section).
5. Asaresult the user will be transferred to the selected department.

Transferring a user to a different department is completed.
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6.6.3.8 Changing a user type

A Attention!

You can change the user type only if it is allowed (see Configuring the permission to change user type).

Change user type as follows:

1. Go toviewing the list of users (see Viewing a list of users).
2. Right-click on the name of the required user.

(@ Note

You can also select several users: for example, by selecting them with the mouse or by using keyboard shortcuts
(see Keyboard shortcuts for working with object lists).

3. Inthe function menu that opens, select the Change type item and in the drop-down list select the required department
type for the user (see Configuring a type of department in the Access Manager).

27 Access Manager 1 EI
™~ [ =
o Departments @ Time zones n Access levels a'f Regions and areas Q Search in departmert
- ment 1 H H 1] rd
I - ser ca
o ; Depatment 2
¥ Delete
& Change type P | 7 Typeof department1.1
% Show location = Typeof department 1.2
Print access card
& Change department
a Appoint a charge
WView » Smith Jack (3 )
tment 1( 1
2l Sorting 3 o £t
+  New k Basic | Additional
Q Search » =) 4 ;
: 5
. Sumame Smith ‘ 2 |
Access levels Access level 1 MName Jack E
Bxdemal 1D Patrorymic
0 1 4 1. Personal data
Mame Department 1 Additional inf
Type of department Main Address of re
Users 1 Artipassbact No
Birth place =

4. As a result, the user type will be changed.

Changing a user type is now completed.
6.6.4 User search in the Access Manager software module

6.6.4.1 General information about user search
Searching for users is performed in one of the following ways in the Access Manager software module:

1. Bysurname.
2. By number.
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By card.

By card (control reader).
By access level.

General search.

oA W

6.6.4.2 Going to user search

Go to the user search using one of the following ways.

() Note
In addition to the method described below, you can also use the Search button on the user control panel (see Viewing a
list of users).
The first way:

1. Right-click the Departments tab.
2. Select the required search parameter in the opened Search functional menu - see General information about user search.

27 Access Manager1 E\
-~ = [ i =
f Depa reas
By surname
- By number H User card
i gm Deparment 2 x
‘. o Department 3 By card -
By card (control reader) -
By access level User[PERSON] 2
Access level  Comment
General search
S - J "Mewer" Inherted

User[PERSON] 1 (1)
[Department 1 (1]

Patromymic
| Sumame User[PERSOM] 1
| a 1. Personal data

m

i-ljilﬂclllr:lti‘;:lsns?nI a"jl No i

Access level "Never" ! Birth place

Extemal ID Card expiry d Not specified

D 1 Commencem Mot specified
MName Department 1 Date of card 23.05.2018 16:53
Type of depattmert  Main Date of fiing Mot specified
Uzers 2 Date of hirng Nt specified

E-mail addre:

e TN —

The second way:
1. Go to viewing users list (see Viewing a list of users).
2. Right-click the free area in the users list or right-click the user.
() Note

Also going to user search is performed by Ctrl+F keys combination - see Keyboard shortcuts for working with
interface elements. While going to user search using the key combination, the Search in department tab will
open where the search condition by the department will be specified.
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3. Select the Search item in the opened functional menu. In the opened functional menu select the required way of search -
see General information about user search.

I0 Access Managerl

-~
@ Departments @ Time zones

™
n Access levels ».\" Regions and areas

\

Department 1
Department 2
------ e Department 3

Access level "Never"
Bemal ID

D 1

Mame Department 1
Type of department  Main

Users 2

@

[
P

Delete

Show location

Print access card
Change department
WView

Serting

New

Search

User card 1“

Access level  Corfment

"Mever" Inhdfited
User[PERJON] 1 (1)
[Departmdrt 1(1)]

Basic | Additional
=

| 4 0. Rl name

»

By surname
By number =s[PERSON] 1|2
By card =

By card (control reader)
By access level

General search specified

ot specified

Date of card 23.05.2018 16:53
Date of fiing Mot specified
Date of hiring Mot specified
E-mail addre:

As a result, the new tab will be opened for search (1). The name of the tab depends on the selected way of search. The tab
contains the following interface elements:

1. List of search rules (2).
2. List of found users (3).
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3. Parameters of the selected user (4).
{7 Access Managerl 1 E\@
(=) ral ™ = ' By
|‘ Departments | § J"._f Time zones @ Access levels G Regions and areas“h General search )
f A {- 1\ fl:l-sercard
Search limit | 100 -
)P F
Add rul
‘ e ‘ ‘ Q ‘ Access level Comment “
-é;;ic_i-iaditional |
A l |
2 3 4
A AN\, I\ A

In case the search is performed by number, surname, card or access level, the corresponding rule will be specified in the

4.
list of rules. It's possible to add search rules to the list if it's required (see the Adding a search rule section).
In case the search is performed by card using a control reader, a window will open, offering to select the control reader

and start the search:
ra .

o-! Access card reading

g |

Reader type | BioSmart 4 1.1

[ Start reading I

Start reading or select another control reader

|
In the opened window, click Start reading and present the card to the selected reader device.

6.6.4.3 Adding asearchrule

While searching for objects in the Access Manager module the following logic operators are available:

1. Logic AND.
2. Logic OR.

Search rules will be combined on the following way:

(Rulell OR Rulel2 OR ... OR Rule 1N) AND
(Rule21 OR Rule22 OR ...Rule 2M) AND

(Rule K1 OR Rule K2 OR ... OR Rule KL)

Where N, M, K, L -some integer number.
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Search rules combined by OR operator are displaying in one string. Search rules combined by AND operator are displaying one

over the other.

o

2> Access Managerl

_; Departments C") Time zones ﬁ Acress levels ».;} Regions and arsas Q General search
Name Check case [ Mame Check case [

[Currtains v] Invert [ [Cnrrtains v] nvet [C]| | or

Sumame Check caze [
[Currtains v] Invert [ =1

Patronymic Check caze [
[Currtains v] Invert [ =1

Search limit | 100 -

L Add rule ‘ ‘ £ ‘

To add the search rule, do the following:

1. Go to the user search (see the Going to user search section).

23 Access Manager1
I ™ —
_- Departments @ Time zones E Access levels ".,_I Regions and areas Q General search I
MName Check case [
[Currtains v] Invert [T ar
Search limt | 100 - 2
‘ Add rule ‘ ‘ Q ‘
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2. Click the Add rule button (1) to add AND rule or the or button (2) to add OR rule. The Select condition for search window
will open.

.

Select condition for search @

i} Additional K]
- Commanly used
[+ Standard 3

a. The Additional group (1) contains the criteria for filtering by additional user parameters.

b. The Commonly used group (2) group contains the frequently used criteria for filtering by user parameters, and the
Time in the region criterion, which is used for searching the users by the time they were present or absent in the
selected region.

c. The Standard group (3) contains the criteria for filtering by the standard user parameters.

(@ Note

For the details on the user parameters description, see Setting user parameters.

3. Double click on the name of parameter by which search is to be performed.
4. The search rule by selected field will be added. Configuring of search rules differs due to type of rule. The following types
of search rules are available:
a. Textfield

Sumame Check case [
IEquaIs j Invert [
| Smith

i. From the drop-down list (3) select the comparison method of a field value with specified search line.

Comparison method Description

Equals Search for all users for which a value of the selected field is fully coincides with
the specified search line.

Contains Search for all users for which a value of the selected field contains the specified
search line.
Starts with Search for all users for which a value of the selected field starts with the

specified search line
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Ends with Search for all users for which a value of the selected field ends with the specified
search line

. Set the Check case checkbox if it's required to consider symbols case while searching (4).
i. Setthe Invert checkbox if it's required to apply the negation of the specified search rule (5). It means that

all users NOT satisfying to the specified search rule will be found if the checkbox is set.
Enter the search line in the field (6).

b. Access level.

Iﬁa:u:ess Level 2 I |

Access level 1 nvet T

i. Setthe Invert checkbox if it's required to apply the negation of the specified search rule (1).

. Select value for search from the drop-down list (2). To search the required access levels it's possible to click

the lgl button. Working with windows of objects search is described in corresponding sections of this
document.

¢. Temporary AL.

Temporary AL 15-Feb-20 120000 4 3

1| Active inthisinterval = | 20-Feb-20120000A ~ 4

2| “Any access level” - | |§J

iii.
iv.

Select the search criteria from the drop-down list (1):
1. Activation date - the start date of the temporary access level.
2. Active on this day - the date between the start and end of the temporary access level.
3. Active in this interval - the selected interval between the start and end of the temporary access

level. If the interval includes a day when the temporary access level is not valid, then the search will
have no results.

. Select the search criteria from the drop-down list (2). You can also click on the EI button to search for the

required temporary access level. Working with object search windows is described in the corresponding
sections of this document.

Use the calendar to set the search date (3).
If Active in this interval is selected, set the end of the interval for the search (4).

d. Usercard

|lzer code 1 I Room code W

2| Room code
3 |Card number

If it's not required to consider the room code, delete the Room code checkbox (1). As a result the Room
code field won't be available for editing.

If it's required to use a room code while searching, enter the value in the Room code field (2).

Enter the required card number in the Card number field (3).

e. Department

2

Department 11 invet [

Depatment Empolyees Q“

Set the Invert checkbox if it's required to apply the negation of the specified search rule (1).

To search for required department click the lgl button (2). Working with windows of objects search is
described in corresponding sections of this document.

() Note.
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Search for department is performed only if going to user search was performed by means of Ctrl+F

keys.

f. Time values

Date of card issue

1

IMﬂ',r*IEi'. 2018 TI 2

In range -

Way 20, 2016

=l|3

i. Select the comparison method of the specified value for search with a field value:

Comparison method

Equals

Not equals

Higher

Lower

Inrange

Out of range

Description

Search for all users for which a value of the selected field is fully coincides with
the specified date.

Search for all users for which a value of the selected field is not coincide with
the specified date

Search for all users for which a value of the selected field more than specified
date

Search for all users for which a value of the selected field less than specified
date

Search for all users for which a value of the selected field is in the specified
range of dates

Search for all users for which a value of the selected field is out of the specified
range of dates

ii. Setthe date for search using the calendar (2). The selected value set the start of search interval in case of
using last two comparison ways from the table.
iii. Specify the end of search interval (3) in case of using last two comparison ways from the table.

g. Additional fields

Ravelin Access type

Invert

2| value I

|

i. Setthe Invert checkbox if it's required to apply the negation of the specified search rule (1).
ii. Select the search value from the Value drop-down list (2).

Adding a search rule is completed.

6.6.4.4 Start of user search

Q
When all required search rules are specified (see the Adding a search rule section), click the E button to start search (1).

Found users will be displayed in the list.
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@rccessmanagers ol x

-~ (]
an Departments @ Time zones n Access levels : Regions and areas Q Search by sumame
Sumame Check case T H H User card |
IEquaIs ﬂ Invert [ ar : ’
| - .

Search Smith John Matthew  Smith Samanth
earch limit I‘HilD vl 2 L e \ﬁola : a
Smith John Matthew (1)

Add rule | (o} | 1 [Sales Department (1]
Basic | Additional |

Found users:2

s
John
Patromymic Matthew
Sumame Smith
B 1. Perzonal data
Addttional information
Antipassback Yes
Birth place
Card expiry date Mot specified
Commencement of call 02.07.2018 15:10:29
Do of ool s 07 07 3010 161070

Number of users in the search result list can be limited. To change the limit, select the required number of users displayed from
the Search limit drop-down list (2).

Search imit {100 ~| 2

Add rule

Found users:

Do not limit

The list of found users can be changed dynamically.

Example. Search by surname was performed and several users were found. If a surname of one of found users will be changed
than this user will be deleted from the search results. Conversely: if a new user will be added with a surname satisfying to the
search rule, than this user will be added to the search results automatically. And the message about dynamic data changing will
display in the line of search results .

Search results were changed while asynchronous
elements update

Parameters of the user selected from the list are displayed in the right part of the Access Manager window.

To close a tab after search completion click the right mouse button on the tab name and select the Close tab (1) item in the
opened functional menu.

2% Access Managerl El@

w Department @ Ti Al Ao lewvel B i d = General search

@ Departments ime zonss | (7 Accesslevels | Regions and areas

Name Check case [] H Close tab 4 User card
[Contains v] Imvert [7] Rename 2 -
X 4 | gl 3
o (s "
b Joh Access level Comment
Search imt 100 - erne Jemn
[ | | = |

The search tab name can be changed. To rename it, do the following:

1. Right-click the tab name and select Rename (2) from the menu.
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2. Inthe opened dialog box, in the Name field, enter the new name for the search tab.

3. To apply the changes, click OK.
{3 Access Manager 1 EI@

-~ i —~
@i Departments @ Time zones | [T Accesslevels | | | Regions and areas Q General search ‘
Name Check case [ H User card
Contains v] Invet [T ~
John “7 Rename @
o Name General search 2| Accesslevel  Comment
Search limit | 100 S
[ Add rule l I Q ‘ =

() Note.

The search tab with all conditions set is saved at Access Manager restart for the logged in Intellect user.

6.6.5 Deleting a user in the Access Manager software module

Deleting a user is performed as follows:

1. Go toviewing users list (see the Viewing a list of users section).
2. Click the right mouse button on a user which is to be deleted.

() Note

You can also select several users: for example, by selecting them with the mouse or by using keyboard shortcuts
(see Keyboard shortcuts for working with object lists).

3. Inthe opened functional menu, select Delete or use the keyboard shortcut Ctrl+Del and Ctrl+Backspace (see Keyboard
shortcuts for working with object lists).

<7 Access Managerl EI
°  Deparment 2 o i
aip Hcpanments |® Time zones | n Access levels | G Regions and areas|
- Department 1 (o] User card
a1
e ; Department 2 H
b A
Delete
% Show location Accesslevel  Comment
Print access card Access level 1 Inherited
& Change department
:) Set responsiblity
View 3
z x
Al Sotting ' Smith James (2)
4+ New Department 1(1)
Q,  search 4 ”
Basic | Addttional
oY SRYE
UU 4 0. Full name - |
Access levels Access level 1 Sumame Smith |E
Exdemal ID Name James
D 1 Patronymic
Name Department 1 4 1. Personal data
Type of department ~ Main Additional informatio
Users 2 Antipassback Yes
Birth place o
L Cond ccemime deba hlek cmmilind
() Note

Rights for deleting a user can be limited while configuring the Access Manager module. The message about
missing the corresponding rights will be displayed. See also the Configuring the object management
rights section.
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4. The confirmation message will display. To confirm deleting of the selected user click the OK button. To cancel deleting
click the Cancel button.

Systern warning @

-

:I Do you really want to delete the selected object?

OK ] ’ Cancel

Deleting a user is completed.

6.6.6 Printing a user access card in the Access Manager software module

& Attention!
To ensure the correct printing of the user access cards, set the Windows screen scale to the default value (see Change
the size of text in Windows 10).
You can print user access cards in the Access Manager software module.
To print a user access card, do the following:

1. Go toviewing users list (see the Viewing a list of users section).
2. Right-click on the name of required user.

() Note

You can also select several users: for example, by selecting them with the mouse or by using keyboard shortcuts
(see Keyboard shortcuts for working with object lists).
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<> Access Manager 1 E'@
o fa) =
@ Depatments @ Time zones | [[}) Accesslevels | +, Regions and areas‘
. ment 1 ) | User card
i Department 1
i 2 Department 2
o .
X Delete
% Show location
C D e ) Access level  Comment
@ Change department Access level 1 Inherted
i':i Set responsiblity
B View
2] Seorting
Smith James (2 )
Y New Departmert 1{1)
Q Search
Basic | Additional
e =
. . | 4 0. Full name N
Access levels Access level 1 Sumame Smith |E ||
Edemal ID Name James =
D 1 Patronymic
Mame Department 1 4 1. Personal data
Type of depatment  Main Additional informatio
Uzers 2 Antipassback Yes
Birth place 5
L sk . Bl o il ol -

4. The Access cards Print manager window will open.

W

<2 Access cards Print manager — O >

Prirter HF Laserlet Pro MFP M225-M226 PCL & 1‘-'
Default print settings

Front template | Frort_Template axt |
Back template | Rear_Template axt |
Rotate by: 0 ~ B

Full Name Status

Miller Sarah Pending

Prirt Al

&

7 & Print this one B

5. From the Printer drop-down list (1), select the printer that will be used for printing. Click the (2) button if it is necessary to

change the print settings for the selected printer.

6. Click the (3) button to select the front template of the access card. For duplex printing, click the (4) button to select the

back template.
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(@) Note.

Templates are created using the Template Editor utility - see the Template Editor Utility Operation Guide. Note:
To create a template file that can be uploaded to Access Manager, you should manually run the EditorWpf.exe
utility from the Modules folder in the Intellect installation directory.

() Note.
If the template has a bar code which is not shown in the preview, make sure that the suitable code format is
selected - see Barcode object properties.

7. Select rotation angle in the (5) drop-down list to rotate template on the printed list by 0, 90, 180 or 270 degrees.

() Note.
Rotation angle can also be set via RotateAngle registry key (see Registry keys reference guide for more details on
the key and Working with Windows OS registry for details on how to operate the registry.

8. The list (6) displays all users for whom the access cards will be printed, as well as information on the status of printing. To
preview the access card template, double-click on the required user. This will open the Print Preview window.
9. To print access cards for all users, click Print All (7). The Access Manager module will automatically create print queue
and send access cards to the selected printer.
10. To print an access card for only one user, select the required user from the list (6) and click the Print this one button (8).
The Access Manager module will automatically create a print queue and send the card to the selected printer.

() Note

If a template was sent for printing, the Access Manager module will generate the "Print access card" event. A user
full name, its ID, name of computer from which access card was printed and person initiated printing (operator
working with the Access Manager module) will be specified in event parameters.

Printing a user access card is completed.

6.6.7 Assigning a user responsible for the region
It is possible to assign a user responsible for the region in the Access Manager software module.
To assign a responsible user, do the following:

1. Go to the list of users (see Viewing a list of users).
2. Right-click on the name of the required user and select the Set responsibility item in the functional menu that opens.

() Note

You can also select several users: for example, by selecting them with the mouse or by using keyboard shortcuts
(see Keyboard shortcuts for working with object lists).
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1> Access Manager 1

-
an Departments

@ Time zones

oo sl

2 =
n Access Ievelsl 1.“3 Regions and areas

= =

Department 1

- Uzer card
i o Department 2

anttteetivg,
¥ Delete
% Show location Accesslevel  Comment
Print access card Bocess level 1 L inhicitad

# Change department
@ Set responsiblity )

View »

z .

il Sording K Smith James (2)
4+ New Department 1(1)
Q Search » -

Basic | Additional

=

Q]

0. Full name -
Access levels Access level 1 Sumame Smith |E |
Eemal ID Name James ik
1D 1 Patromymic
Name Department 1 4 1. Personal data
Type of departtment ~ Main Additional inform;
Users 2 Antipassback  Yes

Birth place 1

3. Inthe Region searching window that opens, select the appropriate region.

ﬂ Region searching [—55]
Search parameters
MName 1
ID 2
3
Access poirt/Type Ary access levels
Q4
|- Area 1 -\
(" iz
= frea 2
‘- Region 2

\. /

4. If necessary, specify the name of the required region in the Name field (1).
5. If necessary, enter the identifier of the required region in the ID field (2).
6. If necessary, specify a list of access points that should be included in the required region, as follows:
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a. Click the @ button (4). The Search access point window opens.

.% Search access point ﬁ

Search parameters

Type lﬂ.ll types of access points - |

h—l-

Mame

ID 5

‘- BioSmart 4 1.1{1.1)
|- BioSmart-mini

‘... BioSmart-mini 1.1.1 (1.1.1)
=)~ BioSmart reader

‘... BioSmart reader 1.1.1(1.1.1) 6

[=)- Gate Parking access point
L Gate Parking access point 1(1.1)
=) FACE access point
.. FACE access point 1.1(1.1)

If necessary, select the access point type from the Type drop-down list (1).

If necessary, specify the access point name or its part in the Name field (4).

If necessary, specify the access point identifier in the ID field (5).

As aresult, a list of search results satisfying the specified parameters will be displayed (6).

Double-click the necessary access point.

(@ Note
To clear the list of access points, click the button (3).

-0 20N T

Region search results will be displayed in the list (5). The search is case insensitive.
7. Double-click the necessary region. As a result, you will be taken to editing the region properties (see Creating and editing

regions).

() Note

The user that is currently being assigned responsible is highlighted in bold.
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;. Edit region properties @

MName Region 1
Responsibles
Full Mame ]
Wick John 1
Smith James 2
Comment

Cancel

8. Click Save to confirm the assignment of the selected user responsible for the region.

The user who is responsible for the region will have the Responsibility tab (1). On this tab, a list of regions for which the
corresponding user is responsible will be displayed (2).

> Access Manager 1 bl -E ]
- [ =
@ Departments @ Time zones n Accesslevels | | ' Regions and areas
" Department 1 User card
I
i 2 Department 2 H ™

: {123) 4567
- o

Smith Jahn Wick John

Access level  Comment

"Never" Inherted
Smith John (2)
Department 1(1)
1
Basic | Additioral @wonsibilﬁa
Region ID -\
Region 1 11
Access level "Mever"
Bdemal ID
D 1 2
Mame Department 1
Type of depatmert Main
Users 4
[Q Search ”)( Delete ”+ New y.

Assigning a user responsible for the region is now complete.
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6.7 Performing Emergency Monitoring

6.7.1 General information about Emergency Monitoring

Emergency monitoring is performed on the Regions and areas tab of the Access Manager window.

©5 Arcess Manager 1 EI@
-~ [ = .
‘ - Departments @ Time zones n Access levels ) Regions and areas
o Mew area [ User card
m_ - [127)12345
Workj
iloth - [205) 34567

Sith John Patri
T Access level  Comment

[T I e ]

" Lt
Smith John Patric [1]

Basic | Additional

)41 |
4 0. Full name -

Patrongmic  Patric
Surname Srnith
4 1. Personal data
Access level
Antipazzbacl Mo
Card expiry ¢ Mot specified
Card izzued |
Date of card 27.04.2017 1408
Date of firing Mot specified

Date of hirine Mot specified
1D 1.2, Tatal in region: 1 Cobensl 10

MHarne Jaohn ‘_'

|-

Perzon Wwhence ‘where

4| 1 | b

The Emergency monitoring includes the following features:

1. Switch over from access-related events in the Event viewer window to the user profile in the Access manager window (see
Viewing user profile from an access event in the Access Manager window).

2. Find out the region where user is currently located (see Finding out the region where the user currently is).

3. Find out user list in the specified region (see Viewing the list of users in the region).

4. Switch over to the specified region on the Intellect software Map (see Viewing region on the Map).

At switching between interfaces (e.g. from the Map to the Access Manager, or from the Event Viewer to the Access Manager, or
backwards), an interface object created on the basis of the same Display object as the source interface is selected for transition.

Configuration of the Map, Event Viewer, Display, Area, Region objects is described in the Intellect software. Administrator's
Guide. Operation of these interface objects is described in the Intellect software. Operator's Guide. The most recent versions of
these documents are available in the AxxonSoft documentation repository.

Creating, editing and deletion of the Area and Region objects in Access Manager is also possible - see Creating, editing and
deleting Area and Region objects.

6.7.2 Card number displaying in the Event viewer window for access events

Facility code and card number of the user related to the access event is displayed in the Card column of the Event viewer
window.

(@ Note.
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This column can be disabled according to the Event Viewer object settings - see Administrator's Guide, the Event
viewer parameters section. The most relevant version of this document is available in the AxxonSoft documentation

repository.
Event viewer 1 Shouw filkers
w et .|
Filter 2
Source Event Fegion Add. info [rate and time
Reader [#2000]1.1.1 Enter 28.04.2017 15:25:42

e Dsnenrissg

6.7.3 Viewing user profile by an access event in the Event viewer

Switching to the user profile in the Access Manager from Event viewer is possible for Entrance (ACCESS_IN) and Exit
(ACCESS_OQUT1) events.

To view user profile in the Access Manager right-click on the corresponding event in the Event viewer window and select the
Show in AC department menu item.

Ewvent viewer 1 [C] Shows fiters
Source Ewent Fegion Add. info Card

Werb4 V2000 NC /RIT1 Contraller disconn...
2FIN Action executed

Smith John Patric

Show in AC department

The Departments tab opens in the Access Manager window. A department to which the user belongs to is selected in the
departments hierarchy, and the user himself is selected in the list.
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5 Access Manager 1 =5 EoR
-~ fa) =
P Departments (:") Time zones | n Acocess levels \\j Regions and areas
""" ;. Full Mame Murnber Drate of card izsue User card
= Smith John Patric 1 27.04.2017 14:06:44 [127) 12345
(205) 34567

Acocess level  Comment

"Mewver" Inherited

Smith John Patric (1)

Basic | Additional

4l | E
4 0. Full name -
Marne Jaohn ¥

Patronymic  Patric
Surnarne Srnith
4 1. Personal data
Access level =
Antipazzbacl Mo
Card expiry ¢ Mot specified

Card izzued |
Q + Diate of card 27.04.2017 14:0¢
Access level "Mever" Date of flr.n?g Mot spec!f!ed
Drate of hirine Mot specified
External ID
1D 1 Extemal D
Murmber of ¢ 0
Mame Auwon ST
Tupe of departmer Main _IC_FE phone
Origin
Users 1
Faszport nur
Perzonnel nu
< [ - PIN_gode o
() Note.

It is also possible to find out the user current location - see Finding out the region where the user currently is.

6.7.4 Finding out the region where the user currently is
To find out the user current location, do the following:

1. Find the user on the Departments tab manually or perform the user search (see User search in the Access Manager
software module).
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2. Right-click on the user and select the Show location menu item.

> Acces Manger1 =
o ~ =
@ Depattments C'-) Time zones D Accesslevels | '\ ' Regions and areas
- Department 1 A User card
-
E ; Department 2 L H
Delete
Show locaticn )
Access level  Comment
Print access card
Access level 1 Inherited
& Change department
:3 Set responsiblity
B View 3
£l Sorting »
Smith John Patric (2 )
+ New Department 1(1)
Q Search 3
Basic | Addtional
2l | =)
B]LH 4 0. Full name -
Access levels Access level 1 Sumame Smith |E |
Extemal ID Name John =
D 1 Patronymic Patric
Name Department 1 4 1. Personal data
Type of depatment  Main Additional inform
Users 2 Artipassback  Yes
Birth place L

3. The Regions and areas tab opens. The region where the user is currently located is selected in the regions and areas
hierarchy while the user himself is selected in the list of persons located in this region.

3 Access Manager 1 EI
-~ [} -~ :
- Departments @ Time zones n Access levels | Regions and areas

Hew area H Iser card
Outside (127] 12345

‘Worki
orking area - [208] 34567

Smith John Patric

Acocess level  Comment
..... e

Smith John Patric [1]

Basic | Additional

=
4 0. Full name -
MHarne Jaohn N

Patrongmic  Patric =
Surname Snith

4 1. Personal data
Access level
Antipazzbacl Mo
Card expiy ¢ Mot specified
Card izzued |
Date of card 27.04.2017 1408
Date of firing Mot specified
Date of hiring Mot specified

1D 1.2, Total in region: 1 Cubmnesl 0
Perzon Wwhence Where Actual time
iSmith John Patric Outside Wwhorking area 28.04.2017 15:25:42
Smith John Patric ‘whorking area Outzide 28.04. 2017 15:25:47

If the user location is undefined, the corresponding message is displayed.
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E

=

Regions and areas @

IOI Ilser Forerman Susan location is undefined at the moment

Defining the user current location is completed.

6.7.5 Viewing the list of users in the region
Switch to viewing users in the region in one of the following ways:

1. From the ACFA-Intellect Map, if the region is added to the Map. For that, right-click on the region and select the Show in
the Access Manager menu item.

Working area(1.1]

'.-) a
p Working area[1.1]

&

Contral objects
Disarm
Classify alarm

Show in AC department

2. Select the region manually in the Regions and areas tab of the Access Manager window.

As a result, the list of users in the selected region is displayed. The information panel in the lower part of the regions and areas

hierarchy displays the identifier of the selected region or ares and the number of users, that are currently located in this region or
ares.
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<2 Access Manager 1

= ;
= Regions and areas

~ . M
l - Departments | @ Time: zonesl n ACCESS Ievels|

[E=| e =)

Bé Mew area H

Outside

:
Smith J oh Patric

10 1.1, Total in region: 1

User card

‘ Access level  Comment

Basic | Additional
=

Persan whence
Smith John Patric Outside
Sraith John Patric Working area
Smith John Patric Outside

wihere Actual time
wiorking area 2804207 15:25:42

Outside 28.04.2007 15:25:47
‘working area 2804207 15:38:57

In the lower part off the Regions and areas tab there is a log of passes of all users registered in the system. The list of users in the
region is displayed on real-time basis, while the passes of users between regions are displayed in the log.

() Note.

This data on passes is given for information only, it is not recorded in a separate database.

To view the passed user in the current region on the Regions and areas tab, right-click on the required event and select the
Show location item in the menu opened. To view the passed user in his or her department on the Departments tab, select the

Show in department item in the above menu

Whence
Outside

Person

Smith John Patric
Srnith Joht Patric
Smith John Patric

area

Outside

Show location

Showe in department

Where Actual time
Wwiorking area 280420171

0 ]
Wwiorking area 28.04. 20017 15:38:657

On the Regions and areas tab the same actions with a user as in the Departments tab are available (see Working with users in

the Access Manager software module).

To view the user profile on the Departments tab, select the Show in department item in the user functional menu.
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<5 Access Manager 1 o[-
- | @ . | & | @ Regions and areas
aa Departments Time zones n Access levels| gl
S5 * Mew SR H User card
= [127) 12345
rafute (205) 34567
Change department
Accesslevel  Comment
Print access card D Eram
Smith John Patric (1)
Show in department Basic | Additional
A=
4 0. Full name -
Marne John b
Fatronymic  Patric =
Surnarme Smith
4 1. Personal data [
Access level
Antipazzbacl Mo
Card expine ¢ Mot zpecified
Card izzued |
Date of card 27.04.2017 14:0E
Date of fiing Mot specified
- - Diate af hirine Mot specified
1D 1.1, Total in region; 1 (e e i
Person whence wihere Actual time:
Smith John Patric Outgide Wwiorking area 28.04. 2017 152542
Smith John Patric wiorking area Outgide 28.04. 207 15.2h47
Srith John Patric Outzide Warking area 28.04. 2007 15:38:57

6.7.6 Viewing region on the Map

To view a region on the Map, right click on the corresponding object in the hierarchy and select the Show on map item in the
menu opened.

2 Access Manager 1 [=nEcH
- )
- Departments @ Time zones
B"é Hew alea H User card
puside e (127112345
—— (205) 34567

( showonmap ) h Johin Patric

B .
% Fegions and areas

o)
n Access levels

Access level  Comment

..... PR )

Smith John Patric [1]

Basic | Additional

4|8

4 0. Full name
MHame John
Fatrongmic  Patric
Surname Srith

4 1. Personal data
Access level
Antipazzbac! Mo
Card expiry ¢ Mot zpecified
Card iszued |
Drate of card 27.04.2017 14:0€
[rate of firing Mot specified

[rate of hiring Mot specified
10 1.1, Tatal in region: 1 [ Lir

»

m

Perzon Whence Where Actual time

Smith John Patric Outzide ‘working area 28.04. 2017 15:25:42
Smith John Patric working area Outzide 28.04. 2017 15:25:47
Smith John Patric Outzide ‘working area 28.04. 2017 15:38:57

As a result, the region is selected in the Map window and the region icon blinks twice.
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YWworking area[1.1]

6.

6.7.7 Creating, editing and deleting Area and Region objects

() Note.

Creating, editing and deleting areas and regions can be done without using the Access Manager with the tools of the
base Intellect software. See Intellect software. Administrator's Guide. The most recent version of this document is
available in the AxxonSoft documentation repository

6.7.7.1 Creating areas

An Area object is created in the following order:

1. Go tothe Regions and areas (1) tab.

_> Access Manager1 p

™ (i &) )
@& Depatments @ Time zones n Accesslevels | ' Fegions and areas
BT Avea 1
P -l Region 1
Elﬁ Area 2

‘..l Region 2

-+ 2 Create an area
Q Search faor region

2. Right-click in the regions hierarchy area free from objects.
3. Inthe menu opened select the Create an area (2) item.
4. The Edit area properties dialog box opens.

; Edit area properties @
Name 1

2

[ Save ][ Cancel

5. Inthe Name field enter the name of the area.
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(@ Note
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The name should be unique. If an area with this name has already been created in the system, then while saving,
a corresponding message will be displayed and the area will not be saved. Also, the name should not contain the

following characters: <| >.

6. Click Save (2).

The area is created.

6.7.7.2 Creating and editing regions

To create or edit the region, do the following:

1. Go tothe Regions and areas tab.

2% Access Manager1

4

(o]
o Departments @ Time zones

M
n Access levels

1
' PRegions and areas

[l

=

E'* Areal %¢  Delete

L+ 2 Create a region

B2 Show on map

&l

2. Right-click on the area under which the region is to be created.
3. Inthe menu that opens, select the Create a region item.

(O Note

To edit an existing region, double left-click the corresponding region.

4. The Edit region properties dialog box opens.

.:. Edit region properties

Smith John Patric

\

MName Region 1 1
Responsibles
£Euil Name D N\
Wick John

Comment
4
3
Fesponsibles
Full Name n]
L 1
X oD 2
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5. Inthe Name field (1), enter the region name.

() Note

The name should be unique. If a region with this name has already been created in the system, then while saving,
a corresponding message will be displayed and the region will not be saved. Also, the name should not contain
the following characters: <| >.

6. Inthe Responsibles area (2), a list of users who are assigned responsible for this region is displayed (see Assigning a user
responsible for the region).
7. Toremove a user from the list of responsible users, right-click on the user and click the Delete button.

() Note

You can select multiple users.

8. If necessary, in the Comment field (3), enter the region description.
9. Click Save (4).

The region is created or edited.

6.7.7.3 Editing areas and regions
To edit area or region, double-left-click on it.

The Edit area properties/Edit region properties dialog box opens. Working with this dialog box is described in the Creating
areas or Creating and editing regions section correspondingly.

6.7.7.4 Deleting areas and regions

To delete an area or region, right-click on it and select the Delete menu item.

o

2> Access Manager1

; Departments @ Time zones ﬁ Access levels .:: Regions and areas
- Area 1

i i Region 1
Elﬁ Area 2

Delete

B2 Show onmap

M

The System warning dialog box opens. Click OK to delete the Area or Region, or Cancel to abort the operation.

o =

Systern warning @

I Are you sure you want to delete the area/region?

Ok ] [ Cancel

When you delete an area, all the child regions in it are deleted.

Deleting area or region is completed.
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7 Appendix 1. Description of the Access Manager interfaces

7.1 The Access Manager object settings panel

The figure shows the Access Manager interface object settings panel.

Departments |Access levvels | Time zones | Rights I Accessoe Uk

1 Access Manager 1

) _ -] &N departrients
Display | Disable - Department 1
!rDispIay 1 -[¥|Department 3
= Department 2
Pasition

Fix pozition

Monitor 1 - 2

® i
W H: 3

I:‘ Create users with APB 4
Mew departments are vizgible in root 5

Apply Undo

Ne Parameter name Parameter Description Data type Default Value range
setting value
method

The Position group

1 Fix position Settings Is used if it's required to specify Boolean type No Yes - position of the Access
checkbox checkbox coordinates of the Access Manager Manager window is fixed.

window and forbid its moving N iti fthe A
o - position of the Access

Manager window can be

changed.
2 Monitor drop- Selecting Sets the number of monitor on which List of Monitor1 ~ Depends on the number of
down list the valuein the Access Manager window will be accessible connected computer monitors
the list displayed computer
monitors
3 X: Setting the Sets X coordinate of the upper left % of screen 0 From 0 to M*100, where Mis a
value in the corner of the Access Manager width number of computer monitors
field window
Y: Setting the Sets Y coordinate of the upper left % of screen 0 From 0 to M*100, where Mis a
valuein the corner of the Access Manager height number of computer monitors
field window
w: Setting the Sets the Access Manager window % of screen 0 From 0 to M*100, where Mis a
value in the width width number of computer monitors
field
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Sets the Access Manager window
height

Sets the default setting for the user
antipassback parameter

Sets availability of new created
departments in the Access Manager
hierarchy root

Buttons switch the active tab

Departments |Access levels | Time zones | Rights I Accessoe ]k

(= | &l departments

- Department 1
Department 3
Department 2

H: Setting the
value in the
field

Out of groups

4 Create users with Checkbox
APB checkbox

5 New departments Checkbox
are visible in root

checkbox

6 Tab navigation Click the
buttons button
Departments tab
1 Access Managear 1
Digplay || Dizable
E[Display 1
Position L
["] Fix position
e ;
W H:

[ Create users with APE
MNew departments are vigible in root

1
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% of screen
height

Boolean type

Boolean type

Apply Unda

Ne Parameter Parameter
name setting method
1 Departmen  Settings
ts tree checkbox

Access levels tab

Description Data
type

Sets available departments in Boolean

the Access Manager window type

Default value

Set of
boolean
variables

No

Yes

From 0 to M*100, where Mis a
number of computer monitors

Yes - by default, the users are
created with
enabled antipassback

No - by default, the users are
created with
disabled antipassback

Yes - new departments are
available in the Access Manager
hierarchy root

No - new departments are not
available in the Access Manager
hierarchy root

Value range

Department will be available in the Access
Manager window if checkbox is set close to it
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1 Access Manager 1
Dizplay || Dizable
| Dizplay 1

Fuosition

|| Fiet pingition

| Departments| Ancess levels | Time zones | Rightz | Accessce

Mode: | Prohibition -1 Actions 3

“Root access levels®
V18 Accesslevel 1
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s
A

i
H:

2

[ Create users with APE
Mew departments are visible in root

Apphy Undo

Ne  Param Paramete Description Dat  Default Value range
eter r setting a value
name method typ
e
1 Mode Selecting Sets the access restriction mode for - Prohibiti Prohibition - restrict the access
drop- the value access levels in the Access Manager on L.
down in the list interface object Permission - allow the access
list
2 Access Checkbox Specifies the access levels, the access Bo A set of If the checkbox is set for the access level, the selected access
levels to which should be configured ole boolean restriction mode will be applied to it in the Access Manager
tree an variables interface object
typ
e
3 Action Selecting Opens a list of actions for managing - - Minimize - minimizes all access levels in the tree
s the value the access levels tree .
button in the list Expand - expands all access levels in the tree
Select all - sets the checkboxes for all access levels
Remove all - removes checkboxes for all access levels
Search - opens the Access level or folder search window for
access level or folder searching by the name or identifier
Time zones tab
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1 Access Manager 1
Dizplay || Digable
l Digplay 1

Fozition
[ Fix position

® it

A H:

|| Create uzers with APE

Mew departments are wvizible in root

| Access |evels| Time zames | Rights I Access cards I Readers |4 | *

Mode | Prohibition ~1

Actions 3

T LD Aways
[TKE) “Never

=V *Roct time zones™
&) Time schedule 1

2

Apply Undo

Ne Param
eter
name

1 Mode
drop-
down
list

2 Time
zones t
ree

3 Actions
button

Right tab

Paramete
r setting
method

Selecting
the value
in the list

Checkbox

Selecting
the value
in the list

Description

Sets the access restriction mode for
time zones in the Access Manager
interface object

Specifies the time zones, the access
to which should be configured

Opens a list of actions for managing
the time zones tree

Dat
a

typ
e

Boo
lea

typ

Default
value

Prohibiti
on

A set of
boolean
variables

Access Manager Module Settings and Operation Guide

Value range

Prohibition - restrict the access

Permission - allow the access

If the checkbox is set for the time zone, the selected access
restriction mode will be applied to it in the Access Manager
interface object

Minimize - minimizes all time zones in the tree
Expand - expands all time zones in the tree

Select all - sets the checkboxes for all time zones
Remove all - removes checkboxes for all time zones

Search - opens the Time zone or folder search window
for time zone or folder searching by the name or identifier
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| Time zones| Rights |Access cards | Readers | Cameras | Dithlata]

1 Access Manager 1
(O hiect management rights
Diizplay || Dizable f_Dlnm_
Z.bispla_l,l 1 Create Delete Edit
: - Ugers
PDSI.hon o Create Delete Edit
[ Fix prosition
el Access levelz
Create Delete Edit
& : Time zones
L8 H: Create Delete Edit
Areas
Create Delste Edit
Partitiots
\_ Create Delete Edit
2| Checkal ][ Uncheckal |3
Forbid to delete
Mon-empty departments 4 [ Assigned Time zones 6 ]
] Create users with APE Assigned Access levels 5 1
Mew departments are visible in root TD Allow user type change

\

Apply Undo

Ne Parameter Parameter  Description
name setting
method

Object management rights group

1 Create
checkbox

Delete
checkbox

Edit checkbox

2 Check all
button

3 Uncheck
all button

Forbid to delete group

4 Non-empty
departments
checkbox

5 Assigned
Access Levels
checkbox

Checkbox Sets possibility to create the
corresponding object in the
Access Manager window

Checkbox Sets possibility to delete the
corresponding object in the
Access Manager window

Checkbox Sets possibility to edit the
corresponding object in the
Access Manager window

Settings Forbids to delete

checkbox departments if there are
users in them

Settings Forbids to delete access

checkbox levels if they are assigned to

user(s)

Data type

Boolean type

Boolean type

Boolean type

Boolean type

Boolean type

Access Manager Module Settings and Operation Guide

Default
value

Yes

Yes

Yes

No

No

Value range

Yes - creating the corresponding object from
the Access Manager window is allowed.

No - creating the corresponding object from the
Access Manager window is forbidden.

Yes - deleting the corresponding object from
the Access Manager window is allowed.

No - deleting the corresponding object from the
Access Manager window is forbidden.

Yes - editing the corresponding object from the
Access Manager window is allowed.

No - editing the corresponding object from the
Access Manager window is forbidden.

Yes - non-empty departments cannot be
deleted.

No - non-empty departments can be deleted.

Yes - assigned access levels cannot be deleted.

No - assigned access levels can be deleted.
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6 Assigned Time Settings Forbids to delete time zones Booleantype  No Yes - assigned time zones cannot be deleted.
Zones checkbox checkbox if they are assigned to access . X
levels No - assigned time zones can be deleted.
Out of groups
7 Allow user type  Settings Enables the ability to change Booleantype  No Yes - the user type change is allowed.
change checkbox the user type .
checkbox No - the user type change is not allowed.
Access cards tab
1 Access Manager 1 | Flights| Ancess cards | Readers I Cameraz | Others | Standarg * | *
— [ Disab Cards limits
i ik Minimum [Unimted -1
| Display 1
L Maximum [Unlim'rted v]2
Poszition
[ Fix position Fomatting
Manitar Commen format [Default ']3
e ¥ { Facility code R
45 H: String
Length (min/max) 0 : 4
255 :
\ _J
(' Card code R
String
Length (min/max) 0 : 5
255 :
\ =
[ Create users with 4P
Mew departments are vigible in root

Apply Undo

Default
value

Data type Value range

Ne  Parameter Paramet  Description
name er
setting
method
1 Minimum Selecting ~ Sets the minimum number of access
drop-down list thevalue  cards that should be assigned to the
inthelist  user
2 Maximum Selecting  Sets the maximum number of access
drop-down list thevalue  cards that should be assigned to the
inthelist  user

List of values

List of values

Unlimite
d

Unlimite
d

from 1 to 5 - if the specified
number of access cards is not
assigned to the user, then this
user cannot be saved in

the Access Manager interface
object.

Unlimited - an unlimited
number of access cards can
be assigned to the user.
Prohibited - the user cannot
be assigned access cards.
Buttons and functional menu
for assigning access cards will
be inactive in the Access
Manager interface object.

from1to 5 - if the useris
assigned more than the
specified number of access
cards, then this user cannot
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3

Common
format drop-
down list

Selecting
the value
in the list

Sets the access cards format

Access Manager Module Settings and Operation Guide

List of values Default o

be saved in the Access
Manager interface object.
Unlimited - an unlimited
number of access cards can
be assigned to the user.
Prohibited - the user cannot
be assigned access cards.
Buttons and functional menu
for assigning access cards will
be inactive in the Access
Manager interface object.

Default - allows setting an
arbitrary value for the facility
code and card code. Any
letters, numbers and symbols
are allowed except: <| >.
Wiegand26 - allows entering
a 1-byte facility code (from 0
to 255), and a 2-byte card
code (from 0 to 65535).
Wiegand32 - allows entering
a 2-byte facility code (from 0
to 65535), and a 2-byte card
code (from 0to 65535).
Wiegand26 (code only) -

the facility code cannot be
set, only a 3-byte card code is
set (from 0 to 16777215).
Wiegand32 (code only) -

the facility code cannot be
set, only a 4-byte card code is
set (from 0 to 4294967295).
TouchMemory - the facility
code cannot be set, only the
8-byte card code is set. The
format is hexadecimal,
charactersA,B,C,D, E, Fare
allowed. The code should be
8 characters or longer. If the
entered card code is less than
8 characters long, the the
higher order digits are filled
with zeros.

Hikvision - the Hikvision ACS
format. It always has a fixed H
character in the facility code.
The card code is specified by
a string with a maximum
length of 32 characters.
Configurable - allows setting
the parameters of the facility
code (4) and card code (5).

« Fixed character - the
specified single
character will always
be hard-coded, which
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cannot be changed in

the Access

Manager interface

object.

String - allows

entering a string of 0

to 255 characters.

Numeric - allows

entering only numbers

from 0 to 4294967295.

+ Hexadecimal - allows
entering numbers in
HEX format (numbers
and symbols A, B, C, D,
E, F) from 0 to 8 bytes
long.

+ Fixed number -
similar to Fixed
character, but instead
of a character, a
number between 0
and 4294967295 is
used.

« Regular template -
allows defining an
access card template
with specified
restrictions, lengths
and value ranges.

Readers tab

| Arccess cards| Readers | Cameras | Others I Standard fields | lzlz‘
1 Confirm card entered by operator

N

: — || F580 control reader1 I7

Pasition
Fix position

e Y
W H:

Create users with APB
Mew departments are vigible in root

Undo

Ne Parameter name Parameter Description Data type Default Value range
setting value
method
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1 Confirm card Settings Sets requirement to
entered by checkbox confirm card code entering
operator checkbox by operator

2 List of readers Settings Sets list of control readers

checkbox used for entering user
access cards
Cameras tab

_ Access Manager 1

Readers| Cameras | Others | Standard fields | Additional fieids [+ ] |

Cameras

Use | Compression | Gateway

Display 1

Cameral

Do not use | Do not compress i‘u"ideogate 1]

Position
Fix position

" i
W H:

Create users with APB
Mew departments are vizible in root

Camera 2

Do not use Do not compress

Access Manager Module Settings and Operation Guide

Boolean type

List of created
reader objects in
the system

Ne Parameter Parameter

name setting
method

1 Cameras Automaticall
column y

2 Use Settings
checkbox checkbox

3 Compressi Selecting the
on drop- valuein the
down list list

Description

Displays list of Camera objects created
on the Hardware tab of the System
settings dialog window

Sets possibility to use camera for
assigning photo to user in the Access
Manager window

Sets the compression level of the selected
video stream

Data type

List of created
Camera objects in
the system

Boolean type

No

Set of
boolean
variables

Default
value

Names of
Camera
objects

No

Do not
compress

Yes - operator confirmation is
required to assign access card to
user.

No -operator confirmation is not
required to assign access card to
user.

The reader will be available to
enter user access card if checkbox
is set close to it

Value range

Depends on number of
accessible Camera objects
in the system

Yes - camera can be used
for assigning photo.

No - camera can't be used
for assigning photo

Do not compress -
compression of the camera
video stream is disabled

Level 1 - the lowest level of
video stream compression

Level 5 - the highest level of
video stream compression
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4 Gateway Selecting the Sets the Gateway object used for List of created Names of Depends on number of
drop-down value in the receiving video signal from camera Gateway objects in Gateway accessible Gateway objects
list list the system objects in the system

Others tab
; Aocess Manager 1 | Camerss| Others | Standard fislds | Addtional fields| o
Criteria of uger parameters duplicates

Digplay || Dizable

D = Full Mame [Not used V]1

| Lhizplal

|~ ERc Esternal 1D 2|:| Yehicle license plate 4|:|

Fosition FIM code 3|:|

[Fix pasition Interaction with Face Recognition Server

Moritor

n Recognition Server [Face Recognition Server 1 & ]5

\-\-" H RestaPl port 10000 2 6

[ Create users with APE
News departments are visible in root Mudule version ] 1.1.01
Apply Undo

Ne Parameter Parameter Description Data type Default Value range
name setting value

method

1 Full name Selecting Sets the way of defining of users List of Not used Not used - adding users with the same
drop-down list the valuein record duplicates by name, surname,  available full name is allowed.

the list patronymic combination Surname, name - adding users with
s the same name and surname and
different patronymic is forbidden.
Surname, name, patronymic -
creating users with the same full name
is forbidden.

2 External ID Settings Indicates whether the users records Boolean No Yes - creating users with the same

checkbox checkbox should be checked for external ID type external ID is forbidden.
duplicates . .
No - creating users with the same
external ID is allowed.

3 PIN code Settings
checkbox checkbox

4 Vehicle Settings Indicates whether the users records Boolean No Yes - creating users with the same
license plate checkbox should be checked for vehicle license type license plate number is forbidden.
checkbox plate number duplicates . .

No - creating users with the same
license plate number is allowed.

5 Recognition Selecting Displays a list of Face Recognition List of Face - Depends on number of accessible Face
Server drop- the valuein Server objects created on the Recognition Recognition Server objects in the
down list the list Hardware tab of the System Server system

Settings dialog box objects
created in
the system
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6 RestAPI port Setting the Specifies the communication port to Number 0 -
field value in the connect to the Face Recognition
field Server through the REST API. By
default, it is necessary to set the
10000 value.
Standard fields tab
1 ecess Manager 1 | Cameras | Dthers| Standard fislds |Additi0na| fields| 0
Bl [ Disable Mame of field | Category =
'rDisplay‘I Surname Edit 0. Full name
: Name Edit 0. Full name
Posit
|:|Dlili:-lc0|:osition Patronymic Edit 0. Full name A
Mioritor Personnel number |Edit 1. Personal data
w0 External ID Edit 1. Personal data
W: H: Position Edit 1. Personal data
Date of hiring: Edit 1. Personal data
Date of firing Edit 1. Personal data
Temporary AL act...| Edit 1. Personal data
Temporary AL ex.. | Edit 1. Personal data
Access cards Edit 1. Personal data
Commencement ... | Edit 1. Personal data
Card expiry date Edit 1. Personal data
Date of card issue |Edit 1. Personal data
[T Create ussrs with APB Number of card l... |Edit 1. Personal data
Mew departments are wisible in root R Tt o =

1 2 5

HApphy Undo

Ne  Paramete Paramet Description D Default Value range
rname er at  value
setting a
method ty
p
e
1 Name of Automati Displays a list of standard user fields - Names of -
field [ standard
column user
fields
2 Drop- Selecting Specifies the permissions to edit, specify, or - Depends Edit - the field is displayed in the list of user
down list the value hide the standard fields from the Access on parameters while viewing and editing and is
in the list Manager interface object the stand available for editing
ard field

Hidden - the field is not displayed in the list of user
parameters while viewing and editing

Read only - the field is displayed in the list of user
parameters while viewing and editing but is not
available for editing

Mandatory - this field is displayed and is required
when creating a new user

3 Category Setting Specifies the name of the category to which - Depends Any value
column the value the standard field belongs on
in the the stand
field ard field

Additional fields tab
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[ Cameras | Others | Standard fieids | Addtional fieds | (]

[] Disable Mame of field | Category
- Apollo SDK v.2 ex... |

Edit

Digplay 1 -
Position
Fix pogition

ES A8
i H:

Create users with APB
Mew departments are wisible in root

Undo

Ne  Paramete  Paramet Description D Default Value range
rname er setting at  value
method a
ty
p
e
1 Name of Automati Displays a list of additional user fields - Names -
field c of additio
column nal user
fields
2 Drop- Selecting Specifies the permissions to edit, specify, or - Depends Edit - the field is displayed in the list of user
down list the value hide the additional fields from the Access on parameters while viewing and editing and is
in the list Manager interface object the additi available for editing
onal field

Hidden - the field is not displayed in the list of user
parameters while viewing and editing

Read only - the field is displayed in the list of user
parameters while viewing and editing but is not
available for editing

Mandatory - this field is displayed and is required
when creating a new user

3 Category Setting Specifies the name of the category to which - Depends Any value
column the value the additional field belongs on
in the the additi
field onal field

7.2 The Operators' permissions in AM object settings panel

The figure shows the Operators'' permissions in AM interface object settings panel.

Appendix 1. Description of the Access Manager interfaces - 145



11 Operators" permissions in Ak

Access Manager Module Settings and Operation Guide

Departments |Access lewels | Time zones I Rights | Standard fl * | * |

Access Manager Dizable

| Aocess Manager 1

Usger rights

[ User permissions 1 - ]1

=[] &Il departments
Department 1

Departrent 2

[ Mews departments are vizible in root 2

Apply Undo

The following table shows the elements in the Operators'' permissions in AM settings panel.

Ne Parameter name

User rights group

1 User rights drop-down

Without group

2 New departments are visible in

root checkbox

3 Tab navigation buttons

Parameter setting
method

list Selecting the value in
the list

Click the button

Setting the checkbox

Description

Sets user rights in the ACFA-Intellect software package, corresponding to the configured
Operators'' permissions in AM object

Sets availability of new created departments in the Access Manager hierarchy root

Buttons switch the active tab

The Departments, Access levels, Time zones, Rights, Standard fields and Additional fields tabs are similar to the tabs on the
settings panel of the Access Manager object (see The Access Manager object settings panel).

7.3 The Type of department object settings panel

The figure shows the Type of department interface object settings panel.
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11 Type of department 1.1 Standard fields | Additional fields I Access cards| )
Access Manager Disable bapelobheld | Category =
IAc:c:ess Manager 1 Surname Hidden

Mame Hidden

Patronymic Hidden
onffm <4 [P

Personnel number |Hidden

f: |
Template External ID Hidden

m

( Apply 13 || Position Hidden
Date of hiring: Hidden
Date of firing Hidden

Temporary AL ac... |Hidden
Temporary AL ex.. |Hidden
Access cards Hidden
Commencement... | Hidden
Card expiry date  |Hidden
Date of card issue |Hidden

Mumber of card I... |Hidden

The following table shows the elements in the Type of department settings panel.

Ne Parameter Parameter setting Description Data type Default value Value range
name method

1 Icon drop-down Selecting the value Sets icon used for displaying Name of accessible Icon 0 Icon 0 - Icon 29
list from the list department in the tree in the icons

Access Manager window

2 Template drop- Selecting the value Sets fields available for Name of accessible - Employees
down list from the list viewing and editing typical templates .
for some users category Vehicle
Visitors

3 Apply button Clicking the button Applying the selected - - -
template
4 Group of tabs - Access to the Standard - - -

fields, Additional fields for
setting the visibility of user
fields, as well as access to the
Access cards to configure the
parameters of access cards of
this type of department
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8 Appendix 2. Configuring a visitor management system without the Access
Manager interface window

8.1 General information on ACFA Intellect objects related to the visitor management
system

Some of the ACFA Intellect software objects can be used to set up the visitor management system without the Visitor Management
System window, namely:

1. User and Department objects created on the Users tab of the System settings dialog box.
2. Access level and Time zone (which corresponds both to time zone and shift work in the VMS) objects created on the
Programming tab of the System settings dialog box.

(@ Note.

Settings panel of the Time zone object is described in the Intellect software. Administrator's Guide for this object is
used in the Intellect software not only for setting up the visitor management system but also for other purposes.

Most of the settings in the settings panels of these objects duplicate the respective settings of the Visitor Management System
objects. Thus, the setting of the listed objects is designed to operate in the absence of the Visitor Management System module in
the system (if the module is not purchased). However, as practice shows, the Visitor Management System module provides a
much more user-friendly interface to perform similar tasks and also has an enhanced functionality, so it is recommended to use
the Visitor Management System module.

8.2 Settings panel of the Department object

The picture shows the settings panel of the Department object.

Hl

Aooess Level 2
Access Level 1

ert 1

The table gives the description of the Department object settings.

# Parameter name Method for setting the parameter Parameter description Default value Value range
value
1 Identification Automatically Shows the identification - Depends on number of
number field number of the Department objects in the

Department object in the system
system

2 Name field Enter the value in the field Sets the name of the Department Aline representing a sequence
Department object in the of any symbols
system (letters, digits, service
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# Parameter name

3 Disable checkbox

The Access control group

4 Access level
dropdown list

5 List of access levels

The "Rubezh" subsystem group

6 Region dropdown
list
7 Access level

dropdown list

Method for setting the parameter
value

Is setin a checkbox

Is selected in the list

Is selected in the list. To add a new
row in the table click left mouse
button in any empty space of the
table and press "down" arrow on
the keyboard.

Is selected in the list

Is selected in the list

8.3 Settings panel of the User object

The pictures show the settings panel of the User object.

Access Manager Module Settings and Operation Guide

Parameter description

Sets the status (enabled/ False
disabled) of the

Department object in the

system

Sets the department's -
access level

Sets the department's -
access level list

Sets the Region object for -
the Rubeg-07 ACS
(discontinued)

Sets the access level for -
the Rubeg-07 ACS
(discontinued)

Default value

Value range

characters except <|>
symbols), not case-sensitive.

Number of symbols - from 1 to
60.

True - the Department object
is enabled and in use

False - the Department object
is disabled and not in use

The list of Access level objects
created in ACFA Intellect (on
the Programming tab or via
the VMS) and also Full access
and Access forbidden levels.

The list of Access level objects
created in ACFA Intellect (on
the Programming tab or via
the VMS)

The list of Region objects in
the ACFA Intellect software

The list of Access level objects
created in ACFA Intellect (on
the Programming tab or via
the VMS) and also Full access
and Access forbidden levels.
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! Hhai Additional infe:
Department 3E| Dizahle i
| Department 1 j :
5
Marne 6
Fatronymic =
L] b
8
[l Usei locked Additional cands
[ Antipasshack 110 Object code 1 ﬁ Card 1 7
Obiject code =+ 1 1
FIN 12
Permanent card i 13
Temporary card —" 14
vaidil 15

Access control | Access Levels I

Apphy

Settings panel of the User object The Access control tab.

i el Additional info:
Department || Disable . "
| Department 1 j
M ame ¥
Patronymic i s
4 3

Access fype; [L'arc-u|:-—]1 8

( AL Datel Timel Date2 Time2
Access Level 1

dccess control - Access Levels

Apphy

Settings panel of the User object The Access levels tab.

The table gives the description of the User object settings.
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Parameter name

Identification

number field

Surname field

Disable Checkbox

Department
dropdown list

Additional info field

Name field

Patronymic field

User photo area

User locked
checkbox

Antipassback
checkbox

Object code field

PIN field

Method for setting the
parameter value

Automatically

Enter the value in the field

Is setin a checkbox

Is selected in the list

Enter the value in the field

Enter the value in the field

Enter the value in the field

Is setin a checkbox

Is setin a checkbox

Enter the value in the field

Enter the value in the field

Parameter description

Shows the identification number
of the User object in the system

Sets the surname of the User
object in the system

Sets the status (enabled/
disabled) of the User object in
the system

Sets the parent Department
object for this User object

Additional user information

Sets the name of the User object
in the system

Sets the patronymic of the User
object in the system

Displays a user's photo

The Access control tab

Is set if the user is to be locked.

Is set if the user is not allowed to
go twice through the reader in
the same direction.

Facility code of the user's access
card

PIN-code of the user's access
card

Access Manager Module Settings and Operation Guide

Default value

User

False

Name of the parent
Department object

False

False

Value range

Depends on number of User
objects in the system

Aline representing a sequence of
any symbols

(letters, digits, service

characters except <| > symbols),
not case-sensitive.

Number of symbols - from 1 to 60.

Do not use rs as username when
registering Operator accounts as
this name is used by default in
Intellect Web Report System.

True - the User object is enabled
and in use

False - the User object is disabled
and notin use

Depends on number of
Department objects in the system

Aline representing a sequence of
any symbols

Aline representing a sequence of
any symbols

(letters, digits, service

characters except <| > symbols),
not case-sensitive.

Number of symbols - from 0 to 255.

Aline representing a sequence of
any symbols

(letters, digits, service

characters except <| > symbols),
not case-sensitive.

Number of symbols - from 0 to 255.

True - the user is locked.

False - the user is active.

True - anti-passback enabled.

False - anti-passback disabled.

Depends on the type of cards in
use.

Depends on the ACS in use
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# Parameter name

1 Permanent card
3 field

1  Temporary card
4 field

1 Valid till field

5

Additional cards table

Method for setting the

parameter value

Enter the value in the field

Enter the value in the field

Enter the value in the field

Parameter description

User's access card number

User's temporary access card
number

Day inclusive, until which the
user's access card is valid (which
isindicated in the Permanent
card field). The card will expire
on the next day at 00:00 from the
specified date

Access Manager Module Settings and Operation Guide

Default value

Value range

Depends on the type of cards in
use.

Depends on the type of cardsin
use.

Date in DD.MM.YYYY format

Note. In the Visitor Management System, the additional cards are specified separated by spaces after the parameters of the main card.

The functionality of assigning users additional cards is to be supported by the hardware.

1  Object code field

1  Card code field

The Access levels tab.

1 Access type
8  dropdown list

=

A.L. dropdown list

2 Datel and Timel
0 fields

2 Date2 and Time2
1 fields

Enter the value in the field

Enter the value in the field

Is selected in the list

Is selected in the list

Enter the value in the field

Enter the value in the field

Facility code of the user's
additional access card

Number of the user's additional
access card

Sets the way of choosing access
level for user

Can be used if the List value is
selected in the Access type list.
Sets the user's access level list

Allow to set the beginning date
of the temporary access level.

Allow to set the ending date of
the temporary access level.

8.4 Settings panel of the Access level object

The picture shows the settings panel of the Access levelobject.

Depends on the type of cards in
use.

Depends on the type of cardsin
use.

Group - the employee is assigned
the access level of the department

Access forbidden - the employee is
not allowed to access, even if the
department assigned a different
access level, allowing access

Full access - the employee has a
full access, even if the department
assigned a restricted access level

List - the employee is assigned a
list of access levels having priority
over the department access level.

The list of Access level objects
created in ACFA Intellect (on the
Programming tab or via the VMS)

Date in DD-MM-YY and time in
HH:MM:SS format.

Date in DD-MM-YY and time in
HH:MM:SS format.
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I‘I Iﬁccess Level 1 —dwailable readers

1 2 3 Disatle

Access point | Time Zone I Arm | Disarml Transmit cards I
|ﬂ o O O

4 5 6 7 8

The table gives the description of the Access level object settings.

#

Parameter name

Identification
number field

Name field

Disable checkbox

Access point
dropdown list

Time zone
dropdown list

Arm checkbox

Method for setting the

parameter value

Automatically

Enter the value in the
field

Is setin a checkbox

Is selected in the list

Is selected in the list

Is setin a checkbox

Parameter description

Shows the identification number of
the Access level object in the
system

Sets the name of the User object in
the system

Sets the status (enabled/disabled) of
the Access level object in the
system

Card reader through which the
employees are performing access

Time zone, during which the access
will be allowed through the
corresponding access point

Enables arming of access point after
presenting access card by user.

Note. This function should be
supported by hardware.

Default value

Access level

False

False

Value range

Depends on number of Access
level objects in the system

Aline representing a
sequence of any symbols
(letters, digits, service
characters except<| >
symbols), not case-sensitive.

Number of symbols - from 1
to 60.

True - the Access level object
is enabled and in use

False - the Access level object
is disabled and not in use

Depends on the readers
created in the system

Always
Never

The list of Time zone objects
created in the system

True - access point is armed
after presenting access card
by user

False - access point is not
armed after presenting access
card by user
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Parameter name

Disarm checkbox

Transmit cards
checkbox

Method for setting the
parameter value

Is setin a checkbox

Is setin a checkbox

Access Manager Module Settings and Operation Guide

Parameter description

Enables disarming of access point False
after presenting access card by user.

Note. This function should be
supported by hardware.

Enables sending access cards to False
controller after presenting access
card by user.

Note. This function should be
supported by hardware.

Function of this checkbox can differ
depending on the integration module
in use. For example, in PERCo-S-20
integration this checkbox enables
commission mode.

Default value

Value range

True -access point is
disarmed after presenting
access card by user

False - access point is not
disarmed after presenting
access card by user

True - access cards are sent
to controller after presenting
access card by user.

False - access cards are not
sent to controller after
presenting access card by
user.
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9 Appendix 3. Settings for proper operation of the Access Manager modulein a
distributed architecture

The Access Manager module loads the components required for its proper operation directly from the SQL Server database of the
Intellect Server. This causes some problems for module operation in distributed architectures, based on a variety of combinations
between the Intellect Server, the Remote Admin Workstation, and the Client (see Configuration of distributed architecture).

In particular, attempting to run the Access Manager module remotely from a computer with a Client installation leads to inability
of the Access Manager to display the objects, which are loaded from the Intellect Server DB, e.g. the lists of users and departments.
In order to circumvent this issue, the distributed architecture administrator is recommended to do the following:

1. Onthe computer with a Client installation:
a. Install the SQL Server database server. Thus, the SQL Server on a computer with a Client installation will be able to
connect to the SQL Server on the computer with an Intellect Server installation.
b. Ensure SQL Server authentication through the base sa account.
c. Ensure uninterrupted connection of the SQL Server on the computer with a Client installation to the SQL Server on
the computer with the Intellect Server installation.

2. On the computer with an Intellect Server installation and the Access Manager module:
a. Configure SQL Server to allow remote connections.
b. Ensure SQL Server authentication through the base sa account.
c. Configure the Intellect Server connection to its database using the idb.exe utility. For this, you must perform the
following actions:
i. Run the utility from the Intellect Server installation directory.

e - 1-xesvanova) I - it

Select data source: Description:
r b |
|Basic data ﬂ £ | Data Link Properties léj
1
[V Use - "
Pravider | Connection | Ad ed | Al
Connection string: Move database || Configure I Vang
| Provider=SQLOLEDE. 1;Password="*%;Persist Security Info=True;User ID=sa; I Spedify the following to connect to SQL Server data:
1. Select or enter a server name:
| Select dbi-file: 7 ITV-PC\SQLEXPRES52008 ~ | Befresh |
| | C:Program Files (x88)WHTennesTintellect. dbi | 2 Errt_er infarmation to lag on to the server:
() Use Windows NT Integrated security 3
Select action @) Use a specific user name and password:

| Create backup co User name: | sa

Password: |ese

|| Blank password | [ iAllow saving password:; | 4
| (@ Select the database on the server:
intellect - ]

Protocol () Mtach a database file as a database name:

Additional tools

Update database

[

Test Connection

6
[ ok || caneel || hHep |

8

ii. Inthe utility interface, click the Configure button (1). The database connection window will open.
iii. Inthe Select or enter a server name field, type the name or IP address of the SQL server used to for
database management (2).

Appendix 3. Settings for proper operation of the Access Manager module in a distributed architecture - 155



https://doc.axxonsoft.com/confluence/display/Int410en/Configuration+of+distributed+architecture

vi.
vii.

viii.
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A Note
Please note that you must specify the explicit name or IP address of the machine on which the
database is installed. The format (local)\ SQLEXPRESS would be incorrect.

In the Enter the information to log on to the server settings section, check Use a specific user name and
password. In the User name field enter sa. In the Password field, enter the password for the sa user. (3)

A Note

Note that accounts other than sa are not allowed.
Set the Allow saving password checkbox (4).

A Note

This step is also mandatory.

Set the Select the database on the server selector and choose intellect from the drop-down list (5).
Click OK to save the connection settings (6). The parameters will be displayed in the Connection
string field in idb.exe (7).

Click OK in idb.exe to save the changes.

Setting up the proper operation of the Access Manager module in a distributed architecture is complete.
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10 Appendix 4. Creating additional fields for the User object

You can create additional fields for the User object which are used in the Access Manager Module (see Working with users in the
Access Manager software module).

Additional fields are created using the text editor that allows you to view and edit the ASCII text encoding.

To create additional fields for the User object, do the following:

1. Inthe Intellect installation directory, for example C:\Program Files (x86)\Intellect) create a .dbi text document, for
example intellect.person_extra_fields.dbi.
2. Open the created .dbi file in the text editor.

A Attention!

Before you enter any data, make sure that the UTF-8 text encoding is selected. Otherwise, when adding
additional fields to the database, the text will be recognized incorrectly.

w

In the first line of the text document, enter [OBJ_PERSON].

4. Insubsequent lines, specify the additional fields parameters, namely:
a. Enterthe field name that will be saved in the database, the field data type, and the field size separated by a

comma.

b. Specify the field description after a double slash "//": enter the field name that will be displayed in the Access
Manager interface window, and set the field behavior pattern. In general, the description of the field is as follows:
"Type {TC% valuel | valueN}", where:

Name
Type
{

T

C

%

valuel,
valueN

UTS%0

}

Description

The field name displayed in the Access Manager interface window.

Beginning of the field behavior pattern

The field will be editable, the entered value will be saved.

The field will be a drop-down list.

The predefined field value names are listed after the % sign. Note. If you specify %EMPTY, there will be no predefined values.

The predefined field value names

Separation of the predefined field values

The field will be editable with a unique value. If the user tries to enter a value which is already specified by other User, the
warning will be displayed saying that the user with ID = "" already specified this value

End of the field behavior pattern

An example of the .dbi file with additional fields for the User object is shown in the figure below:

[=lirtellect person_extra_fields.dbi E4

L B3

[OBJ_PERSON]
user type, CHRR, 30 // User type {TC¥Employee|Visitor}

gender, CHAR, 30 // Gender {C%Male|Female|NA}
- unique, CHAR, 30 // Unique {UT5%0}
Ln:1 Col:13 Sel:0]0 Windows (CRLF)  UTF-8 NS

5. After you create the additional fields, save the changes.

A Attention!
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After you save the .dbi file, it is necessary to update the main database. To do this, use the idb.exe utility (see The
idb.exe utility for converting databases, selecting database templates and making backup copies of databases).

As a result, the created fields will be available on the settings panel of the Access Manager object on the Additional fields tab
(see Configuring Main department type).

Depending on the visibility and accessibility for editing the fields, as well as the specified category, the corresponding additional
fields will be displayed in the Access Manager interface window.

= Editing, User[PERSON] 5 (5) (o [@][=]
User card Access level  Commert
"Mever" Inherted
A=
4 0. Full name - Galagy Temp. Code 0 -
MName b Galag Template 0
Patrorymic Galagr Timer Schedule 0
Sumame User[PERSON] 5 =
4 1. Personal data = Group numb
Additional information I Hilcvision exdi - =
Artipassback Mo Lewvel in first SRS
Birth place Ravelin Acc MA
Card expiry date Mot specified i Ravelin gues =
Commencement of card Mot specified Soyal Acces| 1
Date of card issue 28112018 12:46:10 Soyal Can ps
Diate of firng Mot specified Soyal Card L i
Diate of hirng: Mot specified Soyal Patrol
E-mail address Soyal PWD
Edemal 1D Suprema 2 (
MNumber of card loss 0 Suprema 2 A
Office phone Suprema 2 Finger Auth Mo Default
Passport number - Suprema 2 |d Auth Mode  Default -
Save ][ Cancel

Creating additional fields for the User object is complete.
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11 Appendix 5. Creating a single photograph database

The ACFA Intellect Software System supports storing user photographs on several computers.

The ACFA Intellect Software System's advanced settings utility tweaki.exe is used to create a single photograph database. There
are two ways to launch the tweaki.exe utility:

1. From the Windows Start menu: Start ->All Programs ->Intellect ->Utilities ->Advanced settings.
2. From the Tools folder of the ACFA Intellect Software System's installation directory: <Intellect installation

directory>\Tools\tweaki.exe .

To configure the creation of a single photograph database, do the following:

1. Select the Access Manager mode in the Intellect Advanced Setup window (1).

minislleciS fdvmced Schy

1|

e [ Windows
B[ Intellect

Disinbuted conmiguration
i [» Compressing MS Access DB
" [> MSDE {MS SQL) configuration

----- [» Video subsystem

----- [» Testing video capture cards

..... )] Telemetry

----- [» POS-ntellect

----- [ Version

Access control :’EEfEfIGI'TT

(£

e

OK

2. Inthe System identifier column, enter the names of the Servers/RAWSs that will store the photographs assigned by a user
using the Access Manager module (2).

() Note:

The specified Servers/RAWs must be connected to the Intellect Server to which photos from Access Manager are
added. Detailed information about configuring server connections is given in Intellect Software System:
Administrator's Guide. However, the Access Manager module does not have to be installed on the specified
computers. Do not add Clients to the list.

Note:

Only photographs that have been newly added using the Access Manager module will be placed on the specified
computers. Photographs added to the system before the configuration of the creation of a single photograph
database will not be distributed to these computers.

Note:

Photographs will be stored on both the computers specified using the tweaki.exe utility as well as the computer
from which photographs are added. Added photographs are stored in: <Intellect installation
directory>\Bmp\Person.

3. Click the OK button (2).

Appendix 5. Creating a single photograph database - 159


https://doc.axxonsoft.com/confluence/pages/viewpage.action?pageId=84354171

Access Manager Module Settings and Operation Guide

This completes the process of configuring the creation of a single photograph database.
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12 Appendix 6. Face synchronization module

12.1 General information about the Face synchronization module and its licensing

The Face synchronization module is designed to automatically synchronize the users of the Access Manager module who have
photos with the FACE Intellect reference face database (see Face Intellect, Working with the reference face database).

The Face synchronization module allows you to do the following:

1. Automatically create a face in the reference face database when you assign a photograph to the user in the Access
Manager module.

2. Automatically change the face image in the reference face database when you change a user's photo in the Access
Manager module.

3. Automatically delete a face from the reference face database when you delete a user's photo in the Access Manager
module.

4. Automatically delete a user in the Access Manager module when you delete a face from the reference face database.

& Attention!
In case you create users in the Face-Intellect database using the Face recognition and search interface object (see
Adding images to the reference face database), the correct synchronization of faces is not guaranteed.
Protection

The Face synchronization module is provided free of charge upon purchase of the Access Manager/Visitor Management System
module.

12.2 Activation of the Face synchronization module

To activate the Face synchronization module, create the Face synchronization module object based on the Computer object on
the Hardware tab of the System settings dialog window.

Hardware Programming

E|E| LOCALHOST
... ]™ Face Recognition Server1

'O Face synchronization module 1

[+-J# Video capture device

12.3 Configuring the Face synchronization module

On the page:

» Selecting the Face
Recognition
Servers for
synchronization

+ Selecting the Face
Recognition
Servers in the
Access Manager
module
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12.3.1 Selecting the Face Recognition Servers for synchronization
The selection of Face Recognition Servers with which faces will be automatically synchronized is carried on the Face

synchronization module object settings panel.

1 Face synchrorization module 1 Sunic with: [".-’-'-.II recognition servers” 7 ] 1
Comnpriter || Dizable
LOCALHOST

Madule version I 1.001

[ 1 -

In the Synch with drop-down list (1), select the required Face Recognition Server. If you select the value All recognition servers
will be synchronized with all Face Recognition Servers in the distributed system.

(@ Note

In the Module version field is displayed the current version of the Face synchronization module.

12.3.2 Selecting the Face Recognition Servers in the Access Manager module

To receive events about the impossibility of adding a photo to the Face Recognition Server due to its poor quality, you must
specify the corresponding Face Recognition Servers as control readers on the Access Manager module settings panel (see

Configuring control readers in the Access Manager).
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13 Appendix 7. Additional features of Access Manager module

13.1 Event generation when a photo is assigned to a user

It is possible to generate an event with the captured frame image when a photo is assigned to a user from a camera (see Assigning
a photograph from a video camera).

& Attention!

The account_manager.run.config file should be configured on the same computer on which you are planning to work
with the Access Manager module.
After you make changes to the account_manager.run.config file, it is necessary to restart ACFA-Intellect.

1. Go to the <Intellect installation directory>\Modules\ path.
Open the account_manager.run.config file for editing.
3. Add the following lines to the applicationSettings group:

N

<setting name="NotifyInitialPhoto" serializeAs="String">
<value>True</value>
</setting>

[=] account_manager.run.config £

8 capplicatinnﬁettingsﬂ
g <RunModule.account manager run.Properties.Settings>
10 = <getting name="CommonBackground" serializebs="String">
11 <value>206, 206, 255</value>
12 = </=zetting>
153 = <getting name="ControlsBackground" serializeAz="5tring">
4 <value>244, 247, 252</value>
15 b </setting>
1 =] <getting name="Form=Background" =serializefpzs="5tring">
17 <wvalues=215, 228, 242</value>
18 = <fz3etting>
159 El <zsetting name="SettingsBackground" serializels="String">
20 valuesxAliceBlue</valus>
21 - </ =zetting>
22 B <getting name="ScanifyAPTEnabled" serializefz="String">
23 <valuerFalse</value>
24 = </setting>
25 = <getting name="AntoCropFrame" serializebs="String">
26 <wvalue />
27 B <fsetting>
28 Bl <setting name="NotifyInitialPhoto" serializebs="S5tring">
29 value>Troe</valus>
30 = </setting>
31: = {IRanHDdule.accnant_manager_run.ﬁrnperties.gettings}
32 = <fapplicationSectings:>
33 -< fconfiguration>

4. Save the changes to the account_manager.run.config file.

As a result, when a photo is assigned to a user from a camera, an event will be generated:
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PERSON|id|NOTIFY_PHOTO|core_global<0>,base64<>

where id is the identifier of the user to whom the photo is assigned, and base64 is the jpeg image in Base64 format.
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