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1 List of Terms used in the ApolloSDK v.2 Integration Module Settings Guide

Server - a computer configured as an /Intellect Software System Server.
Access control system (ACS) - a system of hardware and software designed to monitor and control access.

Controller - an electronic device designed to monitor and control access points.

Access point - a place where access is controlled.

AIM Interface Module - an interface module for connecting readers or keypads to an AAN controller.

AlO alarm panel - a microprocessor-based alarm panel that monitors the state of alarm inputs and manages relay outputs.
Alarm input - an input to switch alarm sensors (magnetic-contact, impact-contact) or the output circuits of IR sensors and alarm
panels.

Readers - electronic devices designed for entering a memorized code using a keypad or reading encoded data from system keys
(identifiers).

Access card - a physical access key accepted by a reader.

Access time - the time allotted to pass through an access point. When the allotted time has passed the access point locks
automatically.

Impulse - a signal used to close a relay.

Time schedule - a set of any number of time intervals during a day (24 hours) defined for several days (1 to 366), and the time
intervals during specific dates. Time schedule defines a schedule of access to the secured object.

List of Terms used in the ApolloSDK v.2 Integration Module Settings Guide - 4
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2 ApolloSDKv.2 Integration Module Settings Guide. Introduction

On the page:

+ Purpose of the document
+ General information about the ApolloSDK v.
2 integration module

2.1 Purpose of the document

This ApolloSDK v.2 Module Settings Guideis a reference manual designed for ApolloSDK v.2 Module configuration technicians
and operators. This module functions as part of the ACFA Intellect Software System.

This Guide presents the following materials:

1. Generalinformation about the ApolloSDK v.2integration module;
2. Configuration of the ApolloSDK v.2integration module;
3. Working with the ApolloSDK v.2 integration module.

2.2 Generalinformation about the ApolloSDK v.2 integration module

The ApolloSDK v.2integration module is part of the ACFA Intellect Software System. It is designed to configure and
control ApolloSDK v.2 hardware.

The ApolloSDK v.2 integration module allows working with ApolloSDK v.2 system built using AAN central controllers and without
them.

The following hardware is integrated with the ACFA Intellect Software System:

1. AANcentral controllers (an ACS component);
2. AlMinterface modules (an ACS component);
3. AlOalarm panels (an SFAcomponent).

Note.

It is possible to work with A/O alarm panels only using the AAN central controller.

AAN central controllers are connected via COM-port or Ethernet-connection.

Connection via COM-port can be established in case of using one interface module without AAN central controller. Ethernet-
connection with converter is used in case of several A/Minterface modules.

Note.

Detailed information about the ApolloSDK v.2 system can be found in the official documentation (manufacturer AAM
Systems).

Attention!

The ApolloSDK v.2 integration module requires ApolloSDK v.2 system software installed on the Server. ACFA Intellect
version 6.9 and higher supports Apollo SDK v.4.1.1 with the ability to work via RDP.

Before configuring the ApolloSDK v.2 integration module, the following actions must be performed:

1. Install the required hardware on the site.

ApolloSDK v.2 Integration Module Settings Guide. Introduction - 5
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. Install the ApolloSDK v.2 software on the Server (is located in the <Directory of the /ntellect software

installation>\Modules\ApolloSDK).
. Copy the license.bin file (<Directory of the /ntellect software installation>\Modules\ApolloSDK\ApolloSDK v.2.1

(01.15.2015) Installer\License) to directory of the ApolloSDK software installation.

ApolloSDK v.2 Integration Module Settings Guide. Introduction - 6
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3 Supported hardware and licensing of the Apollo SDK v.2 integration module

Manufacturer AAM Systems

Office address: Kraznokazarmennaya str., 13-402
Moscow

Post address: Kraznokazarmennaya str., 14
Moscow, 111250

Tel: +7 (495) 924-2227

Fax: +7 (495) 362-7262

E-mail: aam@aamsystems.ru
www.aamsystems.ru

Integration type SDK

Equipment connection = RS-232,IP

Supported equipment

Equipmen Function Features
t

AAN-100 Network controller Central processor - MC68311 CPU 32 bit
Memory -to 8 MB
Real time clock - yes
PC connection interfaces: RS232 - 1 or Ethernet - 1
Interfaces for connection with interface modules, security and relay panels: RS485 - 4 or Ethernet - 4

AAN-32S Network controller Central processor - MC68311 CPU 32 bit
Memory -to 2 MB
Real time clock - yes
PC connection interfaces: RS232 - 1
Interfaces for connection with interface modules, security and relay panels: RS485 - 1 or Ethernet - 1

AAN-32N Network controller Central processor - MC68311 CPU 32 bit
Memory - to 2 MB
Real time clock - yes
PC connection interfaces: Ethernet - 1
Interfaces for connection with interface modules, security and relay panels: RS485 - 1 or Ethernet - 1

AIM-2SL Access controller Central processor - M68HC11 CPU
Memory:
Work storage RAM: 128 KB
EEPROM: 512 kb

Real time clock - yes
Connection interfaces: Wiegand readers - 2
Interfaces for connection with interface modules, security and relay panels: RS485 - 1 or Ethernet - 1

AIM-4SL Access controller Central processor - M68HC11 CPU
Memory:
Work storage RAM: 128 kB
EEPROM: 512 kb
Real time clock - yes
Connection interfaces: Wiegand readers - 4
Interfaces for connection with interface modules, security and relay panels: RS485 - 1 or Ethernet - 1

AlO-168 Security panel Security loops - 16
Relay outputs - 8
Interfaces of connection to central controller: RS485 - 1 or Ethernet - 1

Supported hardware and licensing of the Apollo SDK v.2 integration module - 7
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Equipmen Function Features
t
ASA-72 Status panel 72 three-color LEDs

Display of alarms, malfunctions, duress, no alarms

Local confirmation of incoming signals

Local reset/check of LEDs

Sound alert for alarms or malfunctions

Support for 72 zones (security panel inputs, reader inputs, etc.)
Interface for connecting to the RS-485 controller

LED to indicate the connection to the controller

4 LEDs to indicate the connection to the controller for each AlO-8/16/168 alarm panel
Tamper sensor

Power failure sensor

Two general purpose alarm inputs

Protection

There are four positions in the price-list for one module:

Integration with Apollo (one server)
Integration with Apollo (one reader)
Integration with Apollo AlO-168

Integration with Apollo (one ASA-72)

Integration with Apollo (one server) - is an electronic guardant key protected Apollo SDK v.2 from the manufacturer site and
storing serial keys of all devices. There is at least one key for system.

If hardware is connected to several servers with Intellect core then additional purchase of electronic protect keys is required for
each second and next servers (Integration with Apollo (one reader)). Own configuration for each electronic key - in accordance
with settings in the object tree of the /Intellect software.

It is required to present all serial numbers of hardware at the time of module order.

Protection doesn't depend on number of connected senior panels (AAN-100 and\or AAN-32). Protection depends only from
number of connected terminals (readers, sensor/relay, ASA-72). It requires with specifics of module sublicensing in company-
manufacturer of module.

Apollo SDK v.2 software module works with AIM-*SL controllers directly. Also there is possibility to work with several AIM-*SL
controllers using network controller ENI-110.
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4.1 Configuration procedure for the ApolloSDK v.2 integration module

The ApolloSDK v.2 integration module with AAN controller is configured as follows:

1.

PN AWDN

9.
10.
11.

Configure the connection of AAN controller.
Configure an AAN controller.

Configure connection port of AIM and AlO interface modules.
Configure AIM and AIO modules.

Configure readers of AIM module.

Configure executive devices of AIO module.
Configuring visitor groups and group lists.
Configuring APB Area.

Configuring internal variables in ApolloSDK v.2.
Configure supporting of access card formats.
Configuring antipassback.

The ApolloSDK v.2 integration module without AAN controller is configured as follows:

1.
2.
3.
4.

Configure connection of AIM SC controller.
Configure AIM SC controller.

Configure AIM SC reader.

Configure supporting of access card formats.

It's required to send configuration to hardware if system configuration was changed.

4.2 Activation of the ApolloSDK v.2 integration module

To activate the ApolloSDK v.2 integration module create the Apollo SDK v.2 object on the basis of the Computer object (1).

Hardware Interfaces Programming

=L LOCALHOST [0-VOROBYOVA] Module version: I‘I 0320
i @ Apollo SDKv.21 [1] 1 1 Apollo SDE v.2 1
- (22 | Cards mode in %#S: | Card + facility j

S LlRae Add parity bits to card code
LOCALHOST 2 Dymenes
Region v Licenze limitation
Senior line Minor line
Controllers:I_ Eontrollers:I_
Feaders|
Alarm panels:I_
Status panels:I_

Cancel

License limitation for number of devices is specified on the settings panel of the Apollo SDK v.2 object (2).

4.3 Configure system with AAN central controller

4.3.1 Configure connection of AAN controller

Connection of the AAN controller is configured on the settings panel of the Driver of senior line object created on the basis of the
Apollo SDK v.2 object.

Configuration of the ApolloSDK v.2 integration module - 9
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Hardware

= LOCALHOST [O-VOROBYOVA]
-8 Apollo SDK v.21 [1]

ey

To connect the AAN controller, do the following:

1. Select the interface of controller connection - COM-port or Ethernet (1).

Type of diver: | B5-232 +|1

Diriver zettings

Port: | 2 d

B audrate: | 57600 -

2. Select the port number and its baudrate if controller is connected via COM-port (2).
3. Enter IP-address and connection port if controller is connected via Ethernet (3).

Type of driver. | Ethernet -

Ciriver zettings

IP: 127 .0 . 0 . 1
Port: 3001 =

4. Click the Apply button.

AAN controller is now connected.

4.3.2 Configure AAN controller

The AAN controller is configured on the settings panel of the Apollo AAN object created on the basis of the Driver of senior line
object.

The AAN controller is configured as follows:

Configuration of the ApolloSDK v.2 integration module - 10
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1. From the Type of controller drop-down list select the type of AAN controller (AAN-32 or AAN-100) depending on the type

of hardware bein

= LOCALHOST
-8 Apollo SDKv.21

=-8g D

of senior linel

used (1).

111

Crivver of

Apollo A4N 1

seniar ling Disable

| Drivver of zenior line 1

Reqion

Contral

‘Wwiite hardware configuration

‘wiite ports configuration

‘wirite WMS configuration

Fequest time

13

[
[
[
[
[

Spnchronize time

14

Apply

Undo

second access cards which, if exceeded, will result in access not being granted (3).

b.

Settings
Type of controller: ASN-100 - 1
Time of confimation by operatar: |10 = 2
Time of escort card presentation: | 10 = 3
DB settings
FINcode: | From 1 to 4 digits -4
Uze B additional access levels 5
Usze 32 additional access levels [
Usze access with escort D?
M aximum cards number 10000 = 8
Zonal AFB
Use 9
Feset TZ [ - ]1 0
Timed AFE
Usze [T 1 1
Store an [Header - ]1 2

In the Time of confirmation by operator field enter the time period in seconds for operator to make a decision to grant
In the Time of escort card presentation field enter the time period in seconds between the presentation of the first and
From the PIN drop-down list select the length of PIN-code being used. Select the Do not use value if it's not required to

Set the corresponding checkboxes if it's required to use additional 6 (5) or 32 (6) access levels.

The maximum number of users that can be stored in controller memory decreases if the additional access levels

Set the Use access with escort checkbox (7) if it is necessary to confirm the access to the zone with the escort card.
In the Maximum number of cards field enter the maximum number of access cards that will be stored in the controller's

The maximum number of access cards that can be stored in the controller's memory depends on the number of

memory cards installed on it.

2.
or deny access (2).
3.
4.
use PIN-code (4).
5.
Attention!
are used.
6.
1.
memory (8).
Note.
8.

Configure the antipassback:
a.

If it is necessary to activate the zone antipassback control, set the Use checkbox (9) in the Zonal APB group (for

details, see Configuring antipassback).

If necessary, from the Reset TZ drop-down list (10), select the time zone over which the double-pass control flags
will be reset for all users.

If it is necessary to activate the temporary antipassback control, set the Use checkbox (11) in the Timed APB group
(for details, see Configuring antipassback).

From the Store on drop-down list (12), select the location for storing the double-access control flags: Reader or
APB zone.

Configuration of the ApolloSDK v.2 integration module - 11
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Note

Itis possible to activate only either zone or temporary antipassback control. Simultaneous operation of
these antipassback control modes is not allowed.

9. Click the Request time button (13) to request the AAN controller time.
10. Click the Synchronize time button (14) to synchronize the AAN controller time with the computer time.
11. Click the Apply button (15).

The AAN controller is now configured.

4.3.3 Configure connection ports of AIM and AlO interface modules
AIM and A/O modules are connected to the AAN controller via 4 ports (RS-485 or Ethernet).

Port is configured on the settings panel of the Apollo AAN Port object created on the basis of the Apollo AAN object.

Architecture 2 Programming

- LOCALHOST [O-VOROBYOVA —— - -
= [ : 111 Apolo A4N Port 1 _ W=
<4 Apollo SDKv.21[1] Settings
. Driver of senior line1 [1.1] Apollo A4K Dizable Mode: | Duplex j
pollo AAN1 [1.1.1] |Apollo A1 Transmission delay, ms: 0
Apollo AAN Port1 [1.1.1.1] ;
Region Delay before reception, ms: 0

Max. time between bytes, 10 ms: 4
Fesponse time, 10 ms: 11

Period of polling, 25 ms: 2

1 30 A

Period of polling while loss of connection, | gog
5 ms:

To configure port of the AAN controller, do the following:

Attention!

It is not recommended to change default port parameters.

Configuration of the ApolloSDK v.2 integration module - 12
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Apollo AAN Disable | Mode Duples
Apollo A4 1 I Transmizsion delay, mz 0

Region

HA11 | Apollo A4N Port 1 Humber.

Settings

4

[relay before reception, ms: | 0

w N

8.

I Max. time between bytes, 10 ms: | 4

I Responze time, 10 ms: |11

Fernod of poling, 25 ms: 2

L RIS RLE R R R

Fenod of paling while lazs of connechan, | onp
28 g

=l hen B Lk =

Apply Cancel

From the Mode: drop-down list select mode of data exchange: duplex or half duplex (1). Duplex mode receives and sends
data simultaneously. Receiving and sending data in half duplex mode are performed in interval.

Specify delay of data exchange via port in milliseconds (2).

Specify delay before data reception via port in milliseconds (3).

Specify maximum time of waiting for next byte in milliseconds (4).

Note.

Names of this and next parameter contain multiplicity of value which is to be specified. So, if it's required to
specify value of the Max. time between bytes, 10ms equal to 4, then maximum time of waiting for the next byte
will be 40 ms.

Specify maximum time of response from devices connected via this port (5) considering the specified multiplicity. If
device does not response during the specified time, connection with it will be lost.

Specify period of polling connected devices with established connection with them in miliseconds, considering the
specified multiplicity (6).

Specify period of polling connected devices without connection with them in milliseconds, considering the specified
multiplicity (7).

Click the Apply button.

Port of the AAN controller is now configured.

4.3.4 Configure AAN, AlO or AIM Service input

The AAN Service input is configured on the settings panel of the Apollo AAN Service input object created under the Apollo AAN
object on the Hardware tab of the System Settings dialog box.

Configuration of the ApolloSDK v.2 integration module - 13



ApolloSDK v.2 Integration Module Settings Guide

Architecture Interfaces Programming

&I LOCALHOST

£5% Apollo SDK v.2 1

&g Driver of senior line 1 AT J—

=i Apollo AAN 1

Bﬁ Zone groups |ADD"U AAN T -
-fq Apollo Zone group 1 ’7

-1¥ ?‘fﬂables Region -
“--I¥ Apallo Intemal Variable 1

IH.H IApoI\o AN Service Input 1 bRy Tamper j'
Set of icons: j

2 fl Apollo AIM Reader 1

[B) Apalla AIM Service Input 1
Apollo AIO 1 Intemnal variable mechanism
o ::: ﬁg Isr;ﬁg fnput 1 Intemal variable IDﬂ nat use j

2 [7] Apollc AAN Service Input 1] IV term I =
i Video capture device 1

Operation with term, if input

not configured Mo operation ~
aimed No operation -
failure Mo operation ~
alarrn Mo operation >~

Apply Cancel

The A/O Service input is configured on the settings panel of the Apollo AlO Service input object created under the Apollo AlO
object on the Hardware tab of the System Settings dialog box.

Architecture Hardware Interfaces Programming

=I5 LoCALHOST
':-‘ I1 'EEER IADD”ﬂ 410 Service Input 1 Type of input: | Connection status "

£ Apollo SDK v.2 1
=g Driver of senior line 1 fpella A0 I~ Disable
&3 Apollo AAN 1
82 7one groups [ &palla 210 1 -
Apollo Zone group 1 ’7
~IW ?agrlablas oo j
IV Apollo Internal Variable 1
- @ Apollo AAN Port 1
54 Apollo AIM 1
; : Apallo AIM Reader 1
(@ Apallo ATM Service Tnput 1
Apallo AIO 1

Set of icons: j

Internal wariable mecharism |

Internal variable Do not uge 'I
I term 'I

Operation with term, if input

A it 1
@qullu AIO Service Input ll
Apollo AAN Service Input 1
-3 Video capture device 1

not configured IND operation [~

amed IND operation -
failure: IND operation >
alarmn IND operation [~

The AIM Service input is configured on the settings panel of the Apollo AIM Service input object created under the Apollo AIM
object on the Hardware tab of the System Settings dialog box.

Programming

Architecture G Interfaces

-5 LOCALHOST r . n
L_-.‘. I.‘ 7711 [Bpollo Al Servics Input 1 Tupe of input: | Connection status i
£5% Apollo SDK v.2 1 )
i Set of icons: &

&g Driver of senior line 1 pella AW ™ Disable

Apollo AAN 1

99 Zone groups [l2pollo Al 1 v
Bg Apollo Zone group 1 X =

- IW Variables Esiey J
“.IW Apollo Internal Variable 1

Intemal variable mechanism |
Qi oo 3

(@) Apollo AAN Service Tnput 1 IV term | =l
- Video capture device 1

Operation with term, if input

not configured W
armed Mo operation hd
alarm m

Apply

Please refer to Associating AAN, AlO or AIM Service Input with terms for details on configuration process for these inputs.
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4.3.5 Configure the AIM interface module

The AIMinterface module is configured on the settings panel of the Apollo AIM object created on the basis of the Apollo AAN
Port object.

Programming
- LOCALHOST [O-VOROBYOVA —_— :
=8 [ ] 1111 Apollo &M 1 et Al 25
-8 Apollo SDEv.21 [1] e
: ress:
-3 Driver of senior line1 [1.1] Apalla AN Part Disable
pollo AAN1[11.1] |Apollo 44N Port 1 Bounded readers
Apollo AAN Port1 [11.1.1] Readers 1 and 2]
i Apollo AIM1[11111] Fiegion Readers 3 and 4[|

SDKID:I 0

Cancel

To configure the AIMinterface module, do the following:

11177 | Apolo &M 1 [vee: a2l -1
Address: [U ~12

Apollo A& Port Dizable
| &pollo &4N Part 1

Bounded readers

Readers1and2[ | |3
Fegion Feaders 3and 4[|

sokio:[ 0 |4

Cancel

1. Select the type of the AIM module from the corresponding list (1).
2. From the Address: drop-down list select address of module in internal network (2).
3. Set the corresponding checkboxes if bounded readers are in use (3).

Bounded readers are used from both sides of door. Single readers are used from one side of door, access from another
side is performed by button.

Note.

The SDKID (4) field is filled in automatically while object creating and it contains different values for objects of
the same type. It's not recommended to create objects by template (see The Save function) for correct working
of module because of equal SDK ID values.
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4. Click the Apply button.

The AIMinterface module is now configured.

4.3.6 Configure AIM readers

ApolloSDK v.2 Integration Module Settings Guide

AIMreader is configured on the settings panel of the Apollo AIM reader object created on the basis of the Apollo AIM object.

Architecture Hardware Interfaces

Programming

=& LOCALHOST
&4 Apollo SDKv21
£33 Driver of senior line 1
5.4t Apollo AAN1

! &3 Apollo APB Areal
@ Apollo AAN Port 1
= Apollo AIM1

(@) Apollo AIM Service Input1
. Apollo AIM Reader 1

To configure AIMmodule, do the following:

11111 Apollo AlM Reader 1 [
Mumber] 1
Apallo A1k | Disable spk o[ 0
Apalla Al 1 Modes by time zone
Region

1Y Settings

Advanced settings
Forbid duress entrance
Access request if access is allowed by hardware
Access request if access is forbidden by hardware
Load configuration to reader
Make decizion on access locally
Wiarning before alarm
Entrance by bwo cards
Sound notification while doar unblocking
Dizable second door in binding mode
Dizable only bounded reader while blocking
Use cards buffering while paszage

OEEEEEEEEEE

Limit of PIM code fitting: | Do noty

Delay of imed APE, min: | Do oty -

Mode of additional relaw: | Connection with alarm

I awimurn number of visitors: | 3

II

Apply

Modes

Iritial: | Only card i
Independent: | Oply card -

Invert parity setting | Use initial mode
Time
Time of door closing, & 3
Time of doar halding, 2 10

Alternative time of door cloging, s: &

Alternative time of door holding, s: |20

B asic settings
Allaw impulze reset ||
D ot uze full tirme of doar clazsing
Do hiot use exit button [ |
lse &% as sensor of door opening [ |
Do ot weait for access cycle | |

Llse "zaft" &PE [

Fegions
Entrance to: [ - ]
Exit from: [ - ]

ta Intellect -

Access request mode:
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bodes
111110 Apollo AM Reader 1 Tiumber 1~ Iritial:| Dy card -9
Apalla Al Disable sokiD:[ 0 Independent: | Oply card -6
.ﬂpn:nl'l.:. AIM 1 [Mn FARTTI— ]3 _ Inwert parity setting || Use initial mods 7
: ime
Region | [ I Settings ] Time of door closing, 5 |3 -
Advanced zettings Time of door holding, & | 10 =
Forbid duress entrance || S ] =
Access request if access is allowed by hardware | Alternative time of door clasing, s B i
Access request if access iz forbidden by hardware || Alt . f door haldi e .
Load configuration ta reader Sl =
b ake decizion on access locally ; B azic zettings
YW arhing before alarm [l &llow impulze reset [
~ Enfrance by two cards | Do nat uze full time of daar closing
S ound notification while door unblocking | Do not use exit button ||
Dizable zecond door in binding mode |;| Uit hNas en ol operiglr |
Dizable only bounded reader while blocking || o bvisitf e[
Use cards buffering while passage || o ekl ELllr acfesffncigg 0l
ze ''z0l

Lirit af PIN cade fiting: =
Delay of timed APE, mir: Entrance tu:u:[ - ]2

tode of additional relaw: [Ennnectiun with alarm v] Exit fru:um:[ - ]3

M awimurn numnber of visitars: [3 v] Access request mode: [t.:, Irtellect - ]4

1. From the Number drop-down list select the reader address (1).

2. From the Entrance to drop-down list select the Region object corresponding to the area on the side of exit through this
reader (2).

3. From the Exit from drop-down list select the Region object corresponding to the area on the side of entrance through
this reader (3).

4. From the Access request mode drop-down list select responsible part for decision of access: the Intellect Server
(automatic decision based on user access level and its card) or operator (4).

Note.

For processing request by operator it's required to create the Event Managerinterface object and configure it for
the Operator request (Access granted) event. For detailed information about this object and its functionality see
the Event Manager Module Settings and Operation Guide.

5. Configure operation modes of reader:
a. From the Initial drop-down list select the mode of reader operation while connection establishing (5).

Operation mode Description

Closed Access is closed for all

Card only Access granted by access card

PIN or card Access granted by access card or PIN code
Card and PIN Access granted by access card and PIN code
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Operation mode

Description

Opened Access is opened for all

Facility code

Access is granted by facility code

ApolloSDK v.2 Integration Module Settings Guide

b. From the Independent drop-down list select the mode of reader operation while losing of connection (6).

c. Setthe Use initial mode checkbox if it's required to switch to initial mode after writing of configuration (7).

d. Click the Modes by time zones button and configure changing of reader operation mode depending on time zone
(8). Two operation modes are selected for each time zone: at the start of time zone and after end of time zone.

Note.

The SDK ID (9) field is filled in automatically while object creating and it contains different values for objects of
the same type. It's not recommended to create objects by template (see The Save function) for correct working
of module because of equal SDK ID values.

6. Specify other parameters of reader.

Parameter
Time of door closing, s

Time of door holding, s

Alternative time of door closing, s

Alternative time of door holding, s

Allow impulse reset
Do not use full time of door closing
Do not use exit button

Use AUX as sensor of door opening

Do not wait for access cycle

Use "soft" APB

Forbid duress entrance

Access request if access is allowed by
hardware

Access request if access is forbidden by
hardware

Load configuration to reader

Parameter setting method
Enter the value in the field

Enter the value in the field

Enter the value in the field

Enter the value in the field

Set the checkbox
Set the checkbox
Set the checkbox

Set the checkbox

Set the checkbox

Set the checkbox

Set the checkbox

Set the checkbox

Set the checkbox

Set the checkbox

Description
Time of opening in seconds

Time period in seconds during which door is to be closed.
Otherwise, the Door holding message will be triggered

Alternative time of opening in seconds. It is in use by
special command (from card, using macro or script)

Alternative time period in seconds during which door is
to be closed. Otherwise, the Door holding message will
be triggered. It is in use by special command (from card,
using macro or script)

Yes - impulse reset enabled
Yes - lock after door closing
Yes - disable exit button

Yes - use additional AUXsensor of A/IM module as sensor
for door opening

Yes - passage is performed after making an access
decision No - passage is performed after triggering a
sensor of door opening

Yes - antipassback is available, but the corresponding
mistake will be specified in message

Yes - door is locked while entering "duress" PIN-code No -
door is opened and alarm message is triggered while
entering "duress" PIN-code

Yes - send access request to operator if AIM or AAN allow
access

Yes - send access request to operator if A/IMor AAN forbid
access

Yes - duplicate users and their access levels to the
memory of AIM module while writing of configuration to
the AAN controller
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Parameter

Make decision on access locally

Warning before alarm

Entrance by two cards

Sound notification while door unblocking

Disable second door in binding mode

Disable only bounded reader while blocking

Use cards buffering while passage

Limit of PIN code fitting

Delay of timed APB, min

Mode of additional relay

IV Settings
7. Click the Apply (9) button.

The AIMreader is now configured.

Parameter setting method

Set the checkbox

Set the checkbox

Set the checkbox

Set the checkbox
Set the checkbox

Set the checkbox

Set the checkbox

Select the value from the list

Select the value from the list

Select the value from the list

Click the button

4.3.6.1 Configure input of AIM reader

ApolloSDK v.2 Integration Module Settings Guide

Description

Yes - the AIMmodule makes an access decision without
the AAN central controller

Yes - trigger warning before alarm

Yes - passage through the reader is performed by two
cards

Yes - sound signal of reader while unblocking the door
Yes - block the reader working for exit from secured areas

Yes - only bounded reader are blocked while locking
signal No - all readers are blocked

Yes - write access cards to the AIMwhile passage

Lock is blocked while exceeding of invalid PIN-code
entrances

Time interval in minutes during which antipassback is
forbidden

Connection with alarms- additional relay is triggered
while alarm Manual control- additional relay is activated
manually

See Associating AIM reader commands with terms.

It's possible to create and configure inputs of AIMreaders. The inputs track the defined states of reader and trigger messages on
which different reactions can be configured using scripts, macros and internal variables.

Input of A/Mreader us configured on the settings panel of the Apollo AIM Input object created on the basis of the Apollo AIM

Reader object.

&I LocALHOST

&-£5§ Apollo SDK v.2 1

&g Driver of senior line 1
&3 Apollo AAN 1

@ Apollo AAN Port 1

Apollo ATM Reader 1

B JApolio AIM Input 1]
& J Video capture device 1

Virtual inputs are configured as follows:

Programming

IT.'I.‘I.‘I 1. |Apalla Al Input 1

Apalla AIM Reader I Dizable
[ pollo A1l Reader 1 -

Fiegion j

Type of input: | Tamper 'I
Set of icons: j

Internal variable

I\ term

Intemal variable mechanizm |

IDo nat use j
| =

not configured
armed
failuire

alarm

Operation with ke, if

I No operation = l
I Mo operation 57 I
I No operation - I

Cancel
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Region | j

ApolloSDK v.2 Integration Module Settings Guide

Type of input: I T amper

Set of icons:|

Intemal variable

I term

L L]
A =

Intermal vanable mechanism 3

IDo niat uze

El

not canfigured
armed
failure

alarm

Operation with term, iF

=

IND operation

=

IND operation

IND operation

=l
El

IND operation

El

Apply

1.
2.
3.

Virtual input of AIMreader is now configured.

4.3.6.2 Configure relay of AIM reader

Select an object corresponding to the event from the Type of input drop-down list (1).

Select the set of icons for virtual input on the Map from the Set of icons drop-down list (2).

If necessary, associate the input with a term of internal variable (3, see Associating AIM input with terms).
4. Click the Apply button.

Relay of AIMreader is configured on the settings panel if the Apollo AIM Relay object created on the basis of the Apollo AIM

Reader object.

Architecture Hardware

Interfaces

Programming

=~ LOCALHOST [O-VOROBYOVA]
=-§5 Apollo SDK w2 1[1]

Apolle AAN1 [11.1]
£ ® Apollo AAN Port1[111.1]

Apollo AIM1[11111]

e G

= [l Apollo AIM Reader1 [11.1.1.1.1]

M Apollo AIM Relay1 [1.1111.1.1]

11111, Apollo AlM Relay 1 Mumber:

Apollo &M Fead (Bt Duration of impulse: | 30 =
polo eader izahble

Apollo A1 Reader 1 Measurement unit of duration: | 0.1 & j
Region l—

Cancel

Relays are configured as follows:
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I MHurmber; [ 1 - ]

-

1.1.1.1.1.° Apollo Alk Relay 1

.

I Duration of impulze; | 30 =

ha

Apallo Al Reader Dizable
| ipollo &M Rreader 1

I easurement unit of duration; |E|_1 z j 3

Region

Cancel

1. From the Number drop-down list select the relay address (1).

2. Specify duration of relay impulse:
From the Measurement unit of duration drop-down list select the measurement unit of relay impulse (3).
In the Duration of impulse field set the value in selected units defining the impulse duration (2).

3. Click the Apply button.

Relay of AIMreader is now configured.

4.3.7 Configure the AlO interface module

The AlOinterface module is configured on the settings panel of the Apollo AlO object created on the basis of the Apollo AAN Port
object.

Architecture

Hardware Programming

O] LOCALHOST [0-VOROBYOVA; : =
. EEI&A i sDL 2101 ] 11111 Apallo A0 1 Address:
*Z e Dot e SOKID: [0

9'!; Driver of senior linel [1.1] Apollo AAN Part Diizable

Apollo AAM Part 1

Fiegion

== Apollo AAN Port1 [11.11]

JApollo AD1 [11114]

Cancel

To configure the A/Ointerface module, do the following:
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—

Address: (3 -

2| sokioo

11110 Apollo A0

Apollo &AM Port [izable
| pallo 4N Fort 1

R egion

Cancel

1. From the Address drop-down list select address of module in internal network (1).

Note.

The SDKID (2) field is filled in automatically while object creating and it contains different values for objects of
the same type. It's not recommended to create objects by template (see The Save function) for correct working
of module because of equal SDK ID values.

2. Click the Apply button.

The AlOinterface module is now configured.

4.3.7.1 Configure AlO inputs

The A/Oinput is configured on the settings panel of the Apollo AlO Input object which is created on the basis of the Apollo AlO
object.
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Hardware

eI LocalHosT
&£ Apollo SDK v.2 1
EI]!; Driver of senior line 1
53 Apollo AAN 1
- Vis. group lists
Visitor groups
W Variables
& Apollo AAN Port 1

¥ Apollo APB Area 2

Interfaces

The A/Oinput is configured as follows:

Programming

ApolloSDK v.2 Integration Module Settings Guide

{11111 [J4pollo £10 Input 1

Apply

2 tazk by time 2one 3
Apallo A0 " Disablz J
| &palio 410 1 SE
aollo i .
E Configured ird
Region | j Tamper is hormally opened r
Sensar iz normally opened il
Request to digarm while entrance I
Delay for entrance 0 =
Dielay for exit 0 =
Internal vanable mechanism
Internal variable IDo nok use j
I term I j
QOperation with term, if input
not configured I Mo operation j
armed I Mo operation j
failure I Mo operation j
alarm I Mo operation j

Cancel

{11111, |Apallo A0 Input 1

Apaollo A0 " Dizable
| pollo 410 1 -
Region j

Murnber: |1 - I"l

b azk. by time zone

=18

Configured

T amper iz normally opened
Sengor iz normally opened
Request to dizarm while entrance

Delay for entrance

Drelay for exit

Settings

V12

1]
1]

117 [

|nternal wariable

I term

|nternal wariable mechanizm

L=

IDD nob Lize

niok configured
armed
failure

alarm

Operation with terrm, if input—

L L«

IN::: operation

=

IN::: operation

IN::: operation

=
4

IN::: operation

=l

1. Select the input address from the Number drop-down list (1).
2. Set the Configured checkbox if the input is in working state (2).
3. Set the Tamper is normally opened checkbox if it's required to receive alarm events while breaking or opening the
sensor housing (3).
4, Setthe Sensor is normally opened checkbox if it's required that input is to be in normal state (not alarm) while opened
contacts (4).
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5. To require disarming of input set the corresponding checkbox (5).
In the Delay for entrance field enter the value in seconds defining time for input disarming (6).
7. Inthe Delay for exit field enter the value in seconds defining time period during which the object can exit after the input
arming (7).
8. From the Mask by time zone drop-down list select the time zone during which events won't be generated for the input
(8).
9. If necessary, assign the input with a term of an internal variable (9, see Associating AlO input with a term).
10. Click the Apply button.

o

The A/Oinput is now configured.

4.3.7.2 Configure the AlO relay
The AlOrelay is configured on the settings panel of the Apollo AlO Relay object created on the basis of the Apollo AlO object.

Users Programming

Architecture Hardware Interfaces

& LOCALHOST [0-VOROBYOVA] e [—
= g_@ plablim e 11111, Apolla AlD Fielsy 1 it
3 Ap . Mode: |Disabled j

Apollo 410 || Disable
| &palla £10 1 -k

| ]

= !; Driver of senior line1 [1.1]
Apollo AAN1 [1.11]

Moskbytinezone| <]
Diuration of impulze: |g|
teasurement unit: | 0.1 = j

Settings of bindings with loops Bind with "binding" input
Bind with failure at any input

Bind with tamper housing input

Bind with power failure input

Bind if connection iz logt

Permit for impulze reset by "Disable’ command

Apollo AIO1[11111]

i Apollo AIO Relay 1 [111.1.1.1]

Type of conne...

The AlOrelay is configured as follows:
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Murnber:
11111 Apolo A0 Relay 1 [Fumber T ~TJ1
Mode: | Disabled -
Apolla A0 | Dizable J 2
Maszk by time 2one: [ '] 3
Apollo A0 1 -
Dluration of impulse: | 10 El 4
R egion | b -
Meazurement unit: | 0.1 5 j 5
Settings of bindings with loops [Eind vith “Binding input || G
AIQ Input Type of connection |Bind with failure at any input || | 7
Apolle AIO Input1 Mot connected IEmd. wﬂh_tamper hu:uu_slng !nput —18
JEind with power Failurs input || (4]
] Bind if connection is lost|_| 141
I Permit for impulze reset by "Dizable’ command [ 11

Apphy

1.

From the Number: drop-down list select the number of relay (1).
From the Mode: drop-down list select the mode of relay working (2).

N

Mode of relay working Description
Disabled Relay opened
Enabled Relay closed

Connected with inputs locally ~ State of relay depends on state of loops and inputs

3. From the Mask by time zone: drop-down list select the time zone during which events won't be generated for the relay
(3).
4. Specify duration of relay impulse:
a. From the Measurement unit: drop-down list select the measurement unit of relay impulse (5).
b. Inthe Duration of impulse field set the value in selected units defining the impulse duration (4).

Set the Bind with "binding" input checkbox if it's required that relay reacts to the Binding state of input (6).

Set the Bind with failure at any input checkbox if it's required that relay reacts to failure of any input (7).

Set the Bind with tamper housing input checkbox if it's required that relay reacts to state of security panel state (8).

Set the Bind with power failure input checkbox if it's required that relay reacts to state of security panel power (9).

Set the Bind if connection is lost checkbox if it's required that relay reacts to loss of connection (10).

10. Ifit's required to enable possibility of impulse reset while changing the operation mode to Disabled, set the Permit for
impulse reset by "Disable" command checkbox (11).

11. Configure interaction of relay and inputs (12). In the Type of connection column select state of input at which relay will

© ® N w

be closed.
State Description
Not connected Relay is always opened at any state of input
Alarm and tamper Relay is triggered in one of the following ways: a. Alarm message from input was

received. b. Message from tamper was received.
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State Description

Alarm/masked and tamper Relay is triggered in one of the following ways: a. Alarm message from input was
received. b. Alarm message from disarmed input was received. c. Message from
tamper was received.

Alarm/masked, tamper and failure Relay is triggered in one of the following ways: a. Alarm message from input was
received. b. Alarm message from disarmed input was received. c. Message from
tamper was received. d. Message about failure was received.

12. Click the Apply button.

The AlOrelay is now configured.

4.3.8 Configuring visitor groups and group lists

The ApolloSDK v.2 module allows configuring visitor groups and visitor group lists. These mechanisms are intended to deny
access through Apollo readers for visitors without escort.

Configuration of visitor groups and visitor group lists is performed on the settings panel of corresponding objects created based
on the Apollo AAN object on the Hardware tab of the System settings dialog box (see Configuring visitor groups and
Configuring visitor group lists).

The enrollment of visitors to the group and assigning escorts for group lists is carried out using the Access Managermodule (see
Additional user settings for the Apollo SDK v.2 system).

4.3.8.1 Configuring visitor groups
Visitor groups are configured as follows:

1. Create the Apollo Visitor group object on the basis of Apollo AAN. Go to the created object settings panel.

Programming
8-Id LOCALHOST = e E
&£ Apollo SDK v.2 1 |1 A1 IApoIIU Vigitar group 1 2 I :I
&g Driver of senior line 1 Apallo 4N I Disabie

Apollo AAN 1
-3 Vis. group lists |Apollo AAM 1 -
- 4 Visitor groups " l—

. . Fiegion T

& § polo visitor group 1 [ | e

-IW Variables
Apollo AAM Port 1
Apollo APB Area 1

2. Inthe Number drop-down list select the visitor group number in the controller (2).
3. Click Apply (3).

Configuring visitor groups is completed.
4.3.8.2 Configuring visitor group lists

Configuring visitor group lists is performed on the Apollo Vis. group list object settings panel. This object is created on the basis
of Apollo AAN on the Hardware tab of the System settings dialog box.
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Architecture Hardware Interfaces Programming

EI."‘EF:II g(::;:isgDK v.21 |1 AL Apallo Vis. group list 1 Mumber: I‘I 'l
&y Driver of senior line 1 Apollo 45N I~ Disable  Groups of wisitars
Net: | =]
| &pllo 8N 1 -
Redi l—v MNe2: I j
g5 4 Visitor groups eqiof " =
E:!----I\" Variables he3: : j
Med: -
hes: | |
Met: | =1
he7. | =]
Meg: I j
Meg: | =1
Mt | |
Cancel

Visitor group lists are configured as follows:

1. Go to the Apollo Vis. group list object settings panel.

{1110 Japalla vis. group list 1 1 Mumber [T <]
Apalla AAMN Sl Dis-hie 2 Groups of wisitars
| palio A8 1 = Net: | |
: Ne2: | -
R egion | -
N | =]
hed: | =
N5 | =]
Net: | <]
N7 | 2|
N I j
Ne: | ]
NeT | |

2. Inthe Number drop-down list select the visitor group list number in the controller (1).

3. Inthe drop-down lists in the Groups of visitors No.1-10 group select Apollo Visitor group objects corresponding to
groups that are to be included in this group list (2).

4. Click Apply (3).

Configuring visitor groups is completed.

4.3.9 Configuring APB Area

The APB Areas allow controlling the number of users in the area and denying access when maximal visitors number is
reached. The APB Areas can also be used for antipassback (see Configuring antipassback).
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Important!

At least two APB Areas corresponding to entrance and exit areas of the AIM controller are to be configured in the system
(see also Configure AIM readers). If just one APB area is configured, the system will lock it when it is filled and it will be
impossible to reset the counter. See also Example of APB Areas configuration.

The APB Area is configured on the Apollo APB Area object settings panel, that is created on the basis of the Apollo AAN object on
the Hardware tab of the System settings dialog box.

Programming

5[ LOCALHOST

= £ Apolo SDK v.2 1 [0 Jepolo APE Area Nurber. [1 =]
&g Driver of senior line 1 Apollo AAN I Diseble Connection with Intellect region: IInside
pollo AAN 1

Initial mode: | Clozed
224, Vis, group lists |AD°"° AN 1 : I
-3 Visitor groups ﬂ Mode when zone is closed: IFmbid ACCESE

Fiegion |

Internal variable: IDo niot Lse

% term: |

I walue, if there are minimum persons in zone; INo operation

I walue, if there are maximum persons in zone: IND operation

Ll LefLefLeflefped Led Lo

Fieader to get inta zone when it has 'closed" status I

Mazimum number of persons in zone: 5

Maxirum number of persons for [V iggering: 0

Minimum number of persons for IV tiggering; 0 3

Require two cands [
Let into restiicted zone, if commands are allowed [
Change status while accessing, if commands are allowed [

APB area is configured as follows:

1. Gotothe Apollo APB Area object settings panel.

[13.90 " [spollo APE Area | Humber [~ ~] 1
Apolla AN P Disatie Connection with Intellzct region: IInside j 2
|.~’-‘«|30II0 SAN 1 = Initial mode: II:IcmecI j 3
Region | j Mode when zone iz closed: IF.;.rbi.j AcCens j 4
Internal variable: IDD not uge j
I term: I j
[V walue, if there are minimum persohs in zons: IND operation j
[ walue, if there are maximum persons in 2one: IND operation j
Fieader ko get into zone when it has "closed" status I j 5

M awimum number of persans in zone; 3

finimurn number of persons for [V tiggering: 0

I axirmurn nurmber of persons for Y tiggenng: 0

Fequire two cards [ F
Let inta restricted zone, if commands are allowed [ 8
Change status while accessing, if commands are allowed [~ g

2. Inthe Number drop-down list select the APB area number in the controller (1).
3. Inthe Connection with Intellect region drop-down list select the Region object corresponding to this APB Area (2). This
Region object is to be set as entrance or exit region of an Apollo AIM reader (see also Configure AIM readers).
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4. In the Initial mode drop-down list select the initial state of the APB area that will be set when writing configuration to
controller: Closedor Opened (3).

5. Inthe Mode when zone is closed drop-down list select access rule for closed APB area, i.e. when maximum number of

usersinitis exceeded (4).

In the Reader to get into zone when it has "closed" status drop-down list select corresponding AIM reader (5).

Specify maximum number of people in the area (6).

If two cards are required to enter the zone set the corresponding checkbox (7).

If users are to be allowed to enter the closed zone if commands are enabled, set the corresponding checkbox (8).

10. If zone status is to be changed at access if commands are enabled, set the corresponding checkbox (9).

11. Click Apply (10).

12. To save the changes to the controller, write configuration to hardware.

O e~

Important!

User counter in zone is reset when configuration is written.

4.3.9.1 Example of APB Areas configuration

At least 2 APB areas are to be configured in the system corresponding to entrance and exit regions of a reader. The first APB zone
is intended to control people count, and limits are set in it for number of users in region. The second APB area does not
necessarily have limitations on user number but entrance to this zone reduces number of users in the first zone according to
readers configuration.

Create 2 regions in ACFA Intellect: Inside and Outside. These regions are set as entrance or exit areas for readers 1 and 2:
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 Modes
|1.1.1.1.1.' tpollo &M Reader 1 Numberl'l .,I Initial:lgmy card j
fpolla AlM ™| Disable sokID [0 Independent: | Opy card =]
Tallit '
|A|:'°”':' AlM 1 Modes by time zorme I Ueslite weds o
Fledi j  Time
(Efeli I Settings | Time of door closing, s 3 E
~Advanced settings : Time of door halding, s 10 E
Forbid duress entrance [ - ) -
Access request if access is allowed by hardware [~ || Altemative time of door closing, s 6 3

&ccess request if access is forbidden by hardware [ Altemnative time of door holding, 3 20 3
Load configuration to reader v i -
M ake decizion on access locally [ | -Basic zettings
wiarhing before alam [ Allow impulse reset [
Entrance by two cards [~ Do not use full time of door clozing v
Sound notification while door unblocking [ Do hot use exit buttan [
Dizable second door in binding mode [~ ISt et e s oilatdaoonerinall |
Dizable only bounded reader while blocking [ : ARG
Use cards buffering while passage [ Do not wait for access cyele [

Usze “soft" &PE [~
Limit of PIM code fitting: IDo nat | "I s

- Regions
Delay of tempaorary AFE, min: IDc. ot VI Entrance ta; I |hizide: j
Mode of additional relay: |Eonnecti-:-n with alarmj Exxit fram: | Outside j
b awimnurn rumber of visitors: I3 j Access request mode; Itu Intellect 'l

 Modes
{1.1.1.1.1.; JApolla AIM Readsr 2 Mumber]2 =] Intial: | Oy card |
Apollo A1k " Disable SDE, ID:I 1 |"dEDE”d3”t3|Dnly card j
|":"‘|3°"D Al 1 Modes by time zone I Loz yiteleee 3
: ~ Time
Region | j [ Settings | Time of door cloging, s 3 E
— Advanced settings ) Time of door holding, = 10 E
Forbid duress entrance [ o ; -
Access equest if access is allowed by hardware [~ || Altemative time of door closing, s: E E

Aocess request if access iz forbidden by hardware [ Altsrnative time of door holding, & 20 E
Load configuration ta reader [v i -
Make decision on access locally [ | — Basic zethings
‘Warring befare alam [ Allow impulse reset [
Entrance by bwo cards [ Do ot wse full time of doar closing
Sound notification while door unblocking [~ Do hat yze exit button [
Dizable second door in binding made [ Llise ALIX id iz
Dizable only bounded reader while blocking [ b 2 sens-.:r L e
Use cards buffering while passage [ Do not wait for access eyels [

Use "soft" AFE [~
Lirnit of PIM code fitting: ID:. not L 'I

|- Regions
Drelay of temparam APB, min: IDD not L "I Entrance tu:ll:lutgide j
Mode of additional relay: IEnnnection with alarmj Exxit from:llnside j

b axirmurm number of wisitars: |3 j e It':' Intellect .,l

Apphy Cancel

The APB Zone 1 is associated with the Inside region and has limited user count of 5. The APB Zone 2 is associated with the
Outside region and has no limitations on user count.
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1111 [Apolo APB Area 1 Number [T =]
Apollo & | Connection with Intellect region: Ilnside
| pollo £ 1 = Iniial mode: | Closed

Fiegion | j tode when zone iz clozed: IFDrbid [

Internal wariable: IDo not Lize

I bermin: I

I% walue, if there are minimum pergong in zone:; INo aperation

I walue, if there are mawximum persong in zone; IND operation

Leflefled Lefleflefleffle]

Reader ko get into zane when it has "closed" status I

I Magimum number of persars in zone; 3 E |

Fimirnurn number of persons for 14 tiggening: 0 ﬁ

b axirnumn number of persons for 1Y tiggerng: 0 E

Require two cards [
Let inta restricted zome, if commands are allowed [
Change statuz while accessing, if commands are allowed [

[1.1.1.2  |Apollo APE frea 2 Mumber: [2 =]
Apollo AsM FITEE Connection with Intellect region: IDulside
|Apnlln AN T - Initial mode: IEIosed

Region | j Mode when zone iz clozed: IFI:urbid JE—

Internal wariable: IDD nat uze

[V term: I

1% walue, If there are minimum persons in zone: IN.: operatian

| walue, if there are maximurn persons in zane: INn operation

Leflef el Leflelle] Le Lo

Fieader to get into zone when it has "closed" status I

Farimum number of persans in zane; U E
Minimum number of persons for IV iggering: 0 5
b aximum number of persons for % triggering: O E

Require bwo cards [
Let into restricted zone, if commands are allowed [
Change status while accessing, if commands are allowed [

Cancel

When 5 persons has entered the APB Area 1 through Reader 1, the area is locked and it is impossible ti enter in it. But if 1 person
leaves APB Area 1 through Reader 2 (i.e. enters APB Area 2), then APB Area 1 unlocks as so as the number of persons in it becomes
4,

So, not more than 5 persons in zone is maintained.

Note.

There can be more than 2 readers for entrance and exit APB area.
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4.3.10 Configure zone group

Zone groups allow you to combine zones (AlO and/or AIM inputs and/or status inputs), mask and unmask the entire
group.

Zone group configuration is performed on the Apollo Zone group object settings panel. The object is created under Apollo AAN
object on the Hardware tab of the System Settings dialog box.

Hardware Programming

&-{EJ LOCALHOST . =
&-£% Apollo SDK v.2 1 |‘I L Apollo Zone group 1 MNumber: IU l
E,J!a Driver of senior line 1 Bpolla AAN T Initial mazking level: IDo hit use 'I
’ ‘ADD"D BAN 1 = I asimumn masking level: 20 w7
. 1 AAN 1
= 1
~TW Variables gy J =iz Apollo AsM Fort 1
I Apollo Internal Variable 1 Dm Apollo Ak 1
5. & Apollo AAN Port 1 D Apolo AlM Reader 1
Apallo AIM 1 : OO 2polio AIM Input 1
‘B Apollo AIM Reader 1 EID IEI Apollo A0 1
-[@) Apollo AIM Service Input 1 OO Apola AlD Input 1
Apollo AIO 1

-@ Apollo AIO Input 1

-[@) Apollo AIO Service Input 1
----- (@) Apollo AAN Service Input 1

o Video capture device 1

Zone group configuration is performed as follows:

1. Go tothe Apollo Zone group object settings panel.

|1 a1 IApoIIo Zone group 1 Mumber: IU 'l 1
Apolla A4N JSDisable Initial masking level: IDD nat uze vl 2
|Ap0|l0 AN = P aximum masking level: |2D 'l 3

: 44N 1
-
Reaion | J - Apallo &4H Port 1
1IN Apallo Al 1
=0 apolio AlM Reader 1

OO fpollo s Input 1 4

= OO ApoloAl0 1
OO Apollo A10 Input 1

2. Select zone group ID in the controller from the Number drop-down list (1).

From the Initial masking level drop-down list (2), select the initial masking level. If the masking level is not zero,
then the group is considered to be masked, if zero — the group is unmasked.

From the Maximum masking level drop-down list (3), select the maximum masking level.

Set checkboxes next to objects to be included in the group (4).

Click Apply.

To save the changes to the controller, write configuration to hardware.

w

No o s

Zone group configuration is completed.
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4.3.11 Configuringinternal variablesin ApolloSDK v.2

4.3.11.1 General description of the internal variables mechanism

The internal variables in ApolloSDK v.2 allow configuring complex internal associations and reactions in the Apollo equipment.
Internal variables can include up to 24 terms - logical elements the value of which affects the execution of a command specified
by an internal variable (one variable can contain up to 6 commands). The terms are changed by corresponding devices. In
particular, you can configure the connection of terms with the states of the following devices: the AIM reader, the AlO input, the
APB area. The association of an object with a term of the internal variable is configured in the settings panel of the corresponding
object.

Note.
In addition to automatic execution of internal variable functions, it is possible to manually launch them from the Map -

see Control the Apollo internal variable.

Configuration of actions performed when corresponding combination of terms is achieved is carried out on the Apollo Internal
Variable object settings panel which is created on the basis of the Apollo AAN object on the Hardware tab of the System
settings dialog box.

Programming

- LOCALHOST

;i Mumber: I‘I VI
EI& Apollo SDK v.2 1 |1 ARR Apollo Internal Y ariable 1
=% 3 i o|1|’ SEAI:ONF :Iline 1 fpollo 44N = Disatle Command an I%: | Do not clear 'l
’ paio ~ Temn handling type. Execute when modified:
&2, Vis. aroup lists |AD0"0 AN A

any term, result -

e oy . waemaenl,
&IV Variables Region |

LA Apollo Internal Variable 1] logical OR of all terms, result -

e — logical OF of all terms
B ;8 Apo::o AAN Port 1 - Terms with initial TRUE value—————————
..... ¥ apollo APB Area 1 logical AMD of all terms, result -
..... &3 apollo APE Area 2 Cariarisr 4 siel 700 8 » logical AMD of all terms

T a0 117 12" 137 14" 15 18
170 181 187 201 211 221 23 24 || ¢ 3nulem resut-

modified term wvalue

r— Configuration of IY functions

M=l IAID output control j ISettings are not valid _I
Mz2: IHeader relay contral j ISettings are not valid _I
M3 IAPB Area contral j ISettings are not valid _I
Ned: [Create IV calllog =l f _|
he5: IUnIock.-"seIec:t reader mode j ISettings are not valid _I
e IEaII of other [V functions j ISettings are not valid _I

Apply Cancel

Important!

Since this mechanism is hardware-based, after setting up the relevant objects, send the configuration to Apollo
hardware - see Write configuration to hardware.

The configuration of Apollo internal variables is done in the following order:

1. Configuring internal variables objects in ApolloSDK v.2
2. Associating objects with terms

4.3.11.2 Configuringinternal variables objects in ApolloSDK v.2

4.3.11.2.1 Creating and configuring terms

Apollo Term objects are created on the basis of the corresponding Apollo Internal Variable object on the Hardware tab of the
System settings dialog box.
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Hardware Interfaces Programming

e-I& LocalHosT
5 Apallo SDK v.2 1
&g Driver of senior line 1

¥ apollo APB Area 2

-2 Vis, group lists

B 4 Visitor groups

=--I¥ Variables
=--IW Apollo Internal Variable 1
T |

i@ Apollo AAN Port 1

----- 3 Apollo APE Area 1

11111 [Apalla Temn 1 Number [T =]

&pollo Internal Yariable [ Dizable

| Apollo Internal ' ariable 1 re

Region j

To setup a term, select it's number in the corresponding drop-down list.

After all required terms are created, write configuration to hardware.

4.3.11.2.2 General settings of internal variable

The general parameters of the internal variable are set in the following order:

1. Go to the Apollo Internal Variable object settings panel.

1111 |Apalio Intemal Yariable 1

Apollo A4k [~ Disable
| £pollo 44N 1 -
Region | j

Murnber: |1 "I 1
Command on [4: IDD not clear "I 2

— Termn handling type. Egecute when modified:

= any berm, result -
logical OF of all terms

logical OR of all terms, result -
logical OR of all terms

— Terms with initial TRUE walue
CiC 20 3C 4068 61 710 8
[ 8l 10" 11 120 137 14 181C 18
T 170 18 18C 20" 1T 220 2310 24

logical AMD of all terms, result -
logical AMD of all terms

any term, result -
modified term value

 Configuration of IV functions

MET: IMD output control =] ISettings are nat valid _I
Hz2: IFleader relay cantral j ISettingS are not valid _I
23 I,r.\F'B Area contral j ISettingx are not valid _I
Med: | Create 1V call log =lF _|
Me5: |Unlock/select readsr mode | [Seftings are not valid _I
M2E: ICaII af ather IV functions j ISE“i”QS are not valid _I

Hwn

Click Apply (3).

In the Number drop-down list select the internal variable number in the controller (1).
In the Command on IV drop-down list select command for internal variable: Clear or Do not clear (2).

5. To save the changes to the controller, write configuration to hardware.

The general parameters of the internal variable are set.
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4.3.11.2.3 Settinginitial values of terms

The values of all the 24 terms in the internal variable must be initialized no matter how many terms will be used in this internal
variable. By default, when you create an Apollo Internal Variable object, the value of all terms is set to FALSE. Initial values can
subsequently be changed in accordance with the rules set for the corresponding Apollo equipment.

The initial values of the terms are set as follows:

1. Go to the Apollo Internal Variable object settings panel.
[1703 [apolla Intemal variable 1 Humber: [1 =

R Cornmand an [4: IDD hot clear 'I

Apollo A8M
|¢.‘ allo A 1 = — Tem handling type. Execute when modified:
: < any term, result -
Fegion | j logical OR of all terms

logical OR of all terme, result -
logical OF of all kerms

~ Termns with initial TRUE valus—]
logical AMD of all terms, result -
S e IS o S i - logical AND of all terms
[~ sl 10 11 120 13 14 151 16
termn, It -
oo o o m || ®

r Configuration of Y funchions

M21: I,r.\lD output contral j ISettingx are hot valid _I
Pz2: IF!eader relay contral j ISettingx are not walid _I
M2 I.&F‘E Area contral j ISetlings are not walid _I
Med: | Create 1Y call log [~ . |
e IUnIncka’select reader mode j ISetling$ are nat valid _I
Me6: ICaII of ather IV funchions j ISEtliﬂg$ are hot valid _I

Apply Cancel

2. Check the boxes next to the numbers of those terms that should be set to TRUE (1) when writing the internal variable to

the controller.
3. Click Apply (2).
4. To save the changes to the controller, write configuration to hardware.

Setting initial values of terms is completed.

4.3.11.2.4 Configuring logical condition for terms processing

Configuration of the logical condition for terms processing is carried out in the following order:
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1. Go to the Apollo Internal Variable object settings panel.

1110 |Apalia Internal Yariable 1

Apallo AsMN [ Disable
| &polo 44H 1 -
Region | j

Mumber: I‘I vl
Cornmand an [4: IDD hot clear 'I

— Termn handling type. E secute when modified: —17

< any term, result -
logical OR of all terms

logical OR of all terme, result -
logical OF of all kerms

- Termng with initial TRUE value

F i 20 3 a4 5 6 71 &8 r logical AMD of all terms, result -
T a0 11200130 140 1517 18
[CArl 18l 18l 20l 217 221 23 24 C modified tarm value

logical AMD of all terms

any term, result -

r Configuration of Y funchions

M21: I,r.\lD output contral j ISettingx are hot valid _I
Pz2: IF!eader relay contral j ISettingx are not walid _I
M2 I.&F‘E Area contral j ISetlings are not walid _I
Med: | Create 1Y call log [~ . |
e IUnIncka’select reader mode j ISetling$ are nat valid _I
Me6: ICaII of ather IV funchions j ISEtliﬂg$ are hot valid _I

Apply Cancel

2. Setthe Term handling type. Execute when modified switch to one of the positions described in the table below (1).

Switch position

any term, result - logical OR of all terms

logical OR of all terms, result - logical OR
of all terms

logical AND of all terms, result - logical
AND of all terms

any term, result - modified term value

3. Click Apply (2).

Description

Actions specified in the internal variable will be executed when any term is changed, provided that the
logical OR of all terms is TRUE.
Actions specified in the internal variable are performed if at least one term is TRUE.

Actions specified in the internal variable are performed if all terms are TRUE.

The actions specified in the internal variable will be performed when any term is changed.

4. To save the changes to the controller, write configuration to hardware.

Configuring logical condition for terms processing is completed.

4.3.11.2.5 Configuring internal variable functions (actions)

The functions of the internal variable determine the actions to be taken when the corresponding logical condition is fulfilled. Up
to 6 IV functions can be set, while an IV function can start other IV function.

The IV functions are configured as follows:
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1. Go to the Apollo Internal Variable object settings panel.

[1197 [apollo Intemal Variable 1 Number:[1 ]

Apallo A&N R Cornmand an [4: IDD hot clear 'I

— Termn handling type. E secute when modified:

| &polo 44H 1 -
< any term, result -

j logical OR of all terms

Fiegion |

logical OR of all terme, result -
logical OF of all kerms

- Termng with initial TRUE value
logical AMD of all terms, result -
ariafiar 4T s el 7178 L logizal AMND aof all kerms
T sl 10 11 127 13C 14 16 18
term, It -
oo o o m || ®

r Configuration of IY funchions 1

M21: I,r.\lD output contral j ISettingx are hot valid _I 2
Pz2: IF!eader relay contral j ISettingx are not walid _I
M3 I.L\F'E Area contral j |Settings are not wvalid _I
Med: | Create 1Y call log [~ . |
e IUnIncka’select reader mode j ISetling$ are nat valid _I
Me: [ Call of othier IV functions | [Settings are nat valid ]

2. Select the required function in the corresponding drop-down list (1, see table).
3. Click... and configure the function parameters (2, see table).

Function Description Parameters
AIO output control Switch relay on AIO security panel Security panel
Panel relay
Reader relay control Switch relay of a reader connected to an AIM controller AIM controller
Reader
Relay
APB Area control Change APB area state APB Area
Create IV call log Logging a message about fulfillment of conditions of the -

internal variable

Unlock/select reader mode Setting operation mode of a reader connected to an AIM AIM controller
controller
Reader type
Mode
Call of other IV functions Performing functions of another internal variable, Variable

regardless of the meaning of its terms

Shift of masking level of zone group Increment masking level by 1 for each IV's term, if the term  Zone group
is TRUE

Check zone activity in zone group The term is set to FALSE (0) if there are active zones in the Zone group
group

Check masking level of zone group The termis set to 1, if masking level =0. The term issetto0  Zone group

if masking level !=0
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Switch masking level of zone group Change masking level from 0 to 1 or from 1to 0, i.e. trigger Zone group
mode.

4. Click Apply (3).
5. Tosave the changes to the controller, Write configuration to hardware.

Configuring IV functions is completed.

4.3.11.3 Associating objects with terms

4.3.11.3.1 Associating AlO input with a term
Associating AlO input with a term is performed as follows:

1. Go to the Apollo AlO Input object settings panel.

MHumber; I‘I vl

task by time zone j
Settings

{11111 [Apolo A0 Input 1
Apolla A10 ™ Dizable

| pollo 210 1 - R

Region j Tamper iz normally opered
Senzor iz nomally opened
Request to dizarm while entrance

Delay for entrance 0

Lt EE] T 1R

Delay for exit ]

Internal wariable mechanism

Internal variable IDD not use j 1
[ term I j 2
Operation with term, if input 3
ok configured INo operation j
armed INU operation j
Failure: [ Na operation |
alarm IND operation j

Cancel

2. Inthe Internal variable drop-down list select the required Apollo Internal Variable object (1).
3. Inthe IV Term drop-down list select the Apollo Term object corresponding to a term to be controlled by the state of this

Apollo AlIO Input object (2).
4. From the drop-down lists in the Operation with term, if input group select which values the term should have if the AIO

input is not configured, armed, in a fault state or in an alarm (3). The following operations are available:

Operation Description

No operation  The value of the corresponding term does not change
Clear term The term is set to FALSE

Set term The term is set to TRUE

Send impulse  The value of the term changes to the opposite for a short preset period

5. Click Apply (4).
6. To save the changes to the controller, write configuration to hardware.

Associating AlO input with a term is completed.
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Configuring the association of APB areas with terms of internal variables is not mandatory.

Configure the association of APB areas with terms of internal variables is carried out as follows:

1. Go to the Apollo APB Area object settings panel.

{1111 JApollo APE Area 1

Mumber: |1 "I

Apcllo A I” Disatil Connection with Intellect region: IInmde j
|,.f_-.,|:..3||.3 anh 1 = |mitial mode; IElDSEd j
Mode when zone is closed: IFDrbid access j

Reaion j

Internal variable: IDo not uze

I kerm: I

I walue, if there are mininum persans in 2one; IN.:. operatian

I% walue, if there are masimum perzons in 2one: IND operation

Fieader to get into zone when it has "'cloged" status I

Maximum number of persons in zone: 3 3
5
=16

birirnurn number of persans for 1Y iggenng: 0
M aximurn number of persons for Y tiggening: 0

Require two cards [
Let inta restricted zone, if commands are allowed [
Change status while acoessing, if commands are allowed [

2. Inthe Internal variable drop-down list select the Apollo Internal Variable object corresponding to the required internal

variable (1).
In the IV term drop-down list select the required Apollo Term object (2).

w

4. Inthe IV value if there are minimum persons in zone drop-down list select an operation to be performed on term when

the condition is fulfilled (3, see the table).

5. Inthe IV value if there are maximum persons in zone drop-down list select an operation to be performed on term when

the condition is fulfilled (4, see the table).

Operation Description

No operation  The value of the corresponding term does not change

Clear term The termis set to FALSE
Set term The term is set to TRUE
Send impulse  The value of the term changes to the opposite for a short preset period

© N o

Click Apply (7).
9. To save the changes to the controller, write configuration to hardware.

Configure the association of APB areas with terms of internal variables is completed.

4.3.11.3.3 Associating AIM reader commands with terms

Set the required value in the Minimum number of persons for IV triggering field (5).
Set the required value in the Maximum number of persons for IV triggering field (6).

Associating AIM reader commands with terms allows changing term value on corresponding command from reader.
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Important!

The commands are executed in Card and PIN reader mode only. In other modes commands are not executed (see 1 on
the picture below).

Most of the reader commands are only supported for AP-500 reader. The usual reader with a keyboard support PIN+10
and PIN+20 commands (2 and 3 commands, correspondingly).

To enter a command using AP-500 reader, present a card, then press Cmd, enter a command number and press <Enter>. The
even command sets corresponding term to TRUE, the odd command sets it to FALSE.

Correspondingly, when PIN+10 is entered, the term assotiated with 2 and 3 commands will be set to TRUE, when PIN+20 is
entered, it will be set to FALSE.

Note.

PIN+10 and PIN+20 means that 10 or 20 is added to the PIN number, correspondingly. For example, if a user has PIN-
code 8080, then PIN+10 = 8090. The user will have to enter 8090 to set corresponding term to TRUE.

Assigning AIM reader commands with terms is performed as follows:

1. Go to the Apollo AIM Reader object settings panel.

 Modez

|1 A441; |A|:u:u||c. Al Reader 1 Numberm Initial:lca;d and PIM j'l
Apollo &k ™ Disable ShK ID:I 0 Independent:lgnb card j
- s initi Cd
|"""‘|JC'|ID Al 1 Modes by time zone | Use izl mede O

; =  Time
Reqion | J [V Settings |2 Time of door closing, = 3 E
~Advanced settings Time of door holding, = 10 =]
Farbid duress entrance [ o ; -

Access request if access is allowed by hardware [ Alterniative time of door clasing, s: B 3

Access request if access is forbidden by hardware [
Load configuration to reader W)
Make decision on access locally [ | - Basic settings
‘Warking before alarm [ Allow impulse reset [
~ Entrahce by two cards r Do not use full time of doar chosing [
Sound notification while door unblacking i it s el e |
Disable second door in binding mods [ ‘

) 2 : Ize AU as sensor of door opening [
Dizable anly bounded reader while blocking D o o

Ize cards buffering while passage [ Ll A= I B e s

Use "soft" APE [~
Lirit of PIM code fitting: IDo nat 1 VI

Alternative time of door holding, = 20 E

~ Regions
Delay of termporary APE . min: IDo nat L 'I Entrance to:l j
Mode of additional relaw: IEDnnectiDn with alarmj E it from:l j
Maximum number of visitors: I3 j Acocess request mode: Itlj Intellect 'I
Apply Cancel

2. Click Configure IV (2).
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3. The Connection with variables configuration dialog box opens.

6.
7.
8.

Connection with variables configuration

1 Internal variable 2 Iterm
by command 2 3 Apollo Internal Variable 1 j
by command 4 5 I.ﬁ.pnlln Internal Variable 1 j I j
by command & 7 I.ﬁ.pnlln Internal Variable 1 j I j
by command & 9 I.ﬁ.pnlln Internal Variable 1 j I j
by command 10 11 I.ﬁ.pullu Internal Variable 1 jl j
by command 12 13 I.ﬁ.pnlln Internal Variable 1 jl j
by command 14 15 |apollo Internal Varizble 1 =1 [+

3 (4 I Cancel |

In the drop-down list in the Internal variable column, select the Apollo Internal Variable object corresponding to the
variable whose term the command from the reader should change (1).

In the Internal variable drop-down list select the Apollo Internal Variable object corresponding to the required internal
variable (2).

Click OK (3).

Click Apply (3).

To save the changes to the controller, write configuration to hardware.

Assigning AIM reader commands with terms is completed.

4.3.11.3.4 Associating AIM input with terms

Associating AIM input with terms allows changing internal variable's term value at certain events.

Associating AIM input with terms is performed on the Apollo AIM Input object settings panel. The object is created under Apollo
AIM Reader.

Associating AIM input with a term is performed as follows:

1. Go to the Apollo AIM Input object settings panel.

2.
3.

11011, [Apolo 1M Input 1 Type of input | T amper |
Setof icons:| j
Apollo &M Reader | Disable
| 2pollo 1M Reade: 1 -
Region j

Internal variable mechanism

Internal variable IDo hiat Lige j 1
[ berm I j 2
O peration with term, if .;
not configured IND operation j N
armed I Mo operation j
failure I Mo operation j
alarm I Mo operation j

Apply Cancel

In the Internal variable drop-down list select the required Apollo Internal Variable object (1).
In the IV Term drop-down list select the Apollo Term object corresponding to a term to be controlled by the state of this
Apollo AIM Input object (2).
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4. From the drop-down lists in the Operation with term, if input group select which values the term should have if the AIM
input is not configured, armed, in a fault state or in an alarm (3). The following operations are available:

Operation Description

No operation  The value of the corresponding term does not change
Clear term The term is set to FALSE

Setterm The termis set to TRUE

Send impulse  The value of the term changes to the opposite for a short preset period
5. Click Apply (4).
6. To save the changes to the controller, write configuration to hardware.

Associating AIM input with a term is completed.

4.3.11.3.5 Associating AAN, AIO or AIM Service Input with terms
Associating AAN, AlO or AIM Service Input with terms allows changing internal variable's term value at certain events.

The configuration steps below are shown for Apollo AAN Service Input. Associating A/O or AIM service inputs with terms is
performed in the same way (with one exception, see the bottom of the section).

1. Go to Apollo AAN Service Input object settings panel.

[1:13.1 [apollo 44N Service Input 1 Tope of npul | Tamper E 1
Set of icons:| ﬂ 2
Apollo AN ™| Disable
| &pollo sam 1 -
Reaion | ﬂ

Internal vanable mechanizm -

Intemal wariable IDD nok use j 3
[ term I j 4
Operation with term, if input 5
not configured IND operation j
armed IND operation j
failure IND operation j
alarm IND operation j

Apply Cancel

2. Select an object corresponding to the event from the Type of input drop-down list (1, see table below).

Object Description

Host connection Initiates an internal variable if the AAN controller's status of communication with the computer changes
Power failure Initiates an internal variable on power failure

Tamper Initiates an internal variable on housing intrusion

3. Select the set of icons for input on the Map from the Set of icons drop-down list (2).

4. Inthe Internal variable drop-down list select the required Apollo Internal Variable object (3).

5. Inthe IV Term drop-down list select the Apollo Term object corresponding to a term to be controlled by the state of
this Apollo AAN Service Input object (4).
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6. From the drop-down lists in the Operation with term, if input group select which values the term should have if the AIM
input is not configured, armed, in a fault state or in an alarm (5). The following operations are available:

Operation Description

No operation  The value of the corresponding term does not change
Clear term The term is set to FALSE

Setterm The termis set to TRUE

Send impulse  The value of the term changes to the opposite for a short preset period
7. Click Apply (4).
8. To save the changes to the controller, write configuration to hardware.
Associating Apollo AAN Service Input with term is completed.

Associating A/O (Apollo AlIO Service Input object) or A/M (Apollo AIM Service Input object) service inputs with terms is
performed in the same way with one exception: in the Type of input drop-down list, the following values are available:

Object Description
Connection status Initiates an internal variable if the AAN controller's status of communication with the AlO or AIM panel changes
Tamper Initiates an internal variable on housing intrusion
Power failure Initiates an internal variable on power failure
[1193 Japolo AM Service Input 1 B Connection status El
Set of icons: Conhechon status
Apollo Al " Dizable T amper :
Pawer failure
| &polio 414 1 v
Region | j

4.3.12 Configuring antipassback
To configure the antipassback, do the following:

1. Create the required regions in Intellect (see Subdivision of the guarded location into areas and regions).

2. Onthe settings panel of the ApolloAAN object, enable the zonal or temporary antipassback control (see Configure AAN
controller).

3. Specify the created regions for the AIM readers in the Entrance to and Exit from fields (see Configure AIM readers).

4. Create an Apollo APB Area object for each AIM reader. Specify the created regions in the Connection with Intellect
region field of the APB Area settings panel (see Configuring APB Area).

Note

It is recommended to leave the remaining settings of the Apollo APB Area object to default.

5. Write the current configuration to the AAN controller (see Write configuration to hardware).
6. Inthe Access Managermodule, set the Antipassback parameter value to Yes for the required employee (see Setting user
parameters).

Configuring antipassback is complete.
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4.4 Configure system without AAN central controller
Configure the system without central controller in the following order:

1. Create the Driver of minor line object and specify parameters of the A/M SC modules connection (see Configure
connection of AIM SC controller).

2. Create the Apollo AIM SC object on the basis of this object and configure the A/IM module (see Configure AIM SC
controller).

3. Create the Apollo AIM SC Reader objects and objects of virtual inputs and relay (see Configure AIM SC reader).

4.4.1 Configure connection of AIM SC controller

The AIM SC controller connection is configured on the settings panel of the Driver of minor line object. This object is created on
the basis of the Apollo SDK v.2 object.

To connect the AIM SC controller, do the following:

1. From the Type of driver drop-down list (1), select the controller connection interface: RS-232 or Ethernet.

Architecturs Hardware Programming

= Elén; e fia Drriver af minar line 1 Type of diiver: | RS-232 1

i e —— Diriver settings

i 0 4 Driver of minor linel Apolla SDK v 2 || Disable

-1 =
| 4pollo 50K v.2 1 - Pl -2
Baudrate:| 57600« |3

——

2. Ifthe controller is connected via a COM port:

a. From the Port drop-down list (2) select the number of the port to which the controller is connected.
b. From the Baudrate drop-down list (3) select the baud rate.
c. Click the Apply button (4).
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3. If the controller is connected via Ethernet:

1.1 | Diiver of minar line 1 Tupe of diiver.

Diiver settings

Apollo SDK .2 | | Dizable
| ipolla SDK v.2 1 = Poo1zz.0 .0 .1 1
it Fart: I
Region | j R 50 .t_ﬂi 2

a. IntheIP field (1) specify the controller's IP address.
b. Inthe Port field (2) specify the controller port number.
c. Click the Apply button (3).

The AIM SC controller connection is complete.

4.4.2 Configure AIM SC controller

The AIM SC controller is configured on the settings panel of the Apollo AIM SC object. This object is created on the basis of
the Driver of minor line object.

To configure the AIM SC controller, do the following:
1. From the Address drop-down list (1) select the address of the A/IM SC controller.

Hardware Programming

- Computer WORK-PC po— Bounded readers
t ress:
-E# Apollo SDKv.21 (e £poleaMSC ] 1 Readers Tand2[ |2
L Readers 3and 4[| 3

=8 ;J D

Diriver of minor line || Disable

& ] Apolio AIM ‘Dli\t’el R - atching of regiors
| Region - Number Region
it
2
3
4
DE settings

Use B additional access levels 5
LIse 32 additional access levels| |
Uze zonal AP 7

Masimum number of cards:| 2500

Control

[ Write hardware configuration ]

[ wirtite WS configuration ]

2. Setthe appropriate checkboxes (2) and (3) if the dual readers are used.
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Note

Dual readers are used on different sides of the same door. If the readers are single, then they are used on one
side of the door, and you can pass from the other side of the door using a button.

3. Inthe Type of PIN field (4) select the length of the used PIN code. Select the Do not use value if it's not required to use
PIN-code.
4. Setthe corresponding checkboxes if it's required to use additional 6 (5) or 32 (6) access levels.
Attention!

The maximum number of users that can be stored in controller memory decreases if the additional access levels
are used.

5. Configure the antipassback control. To do this, set the Use zonal APB check box (7). To configure global antipassback
control regardless of the number of A/IM SC controllers, the following is also required:
a. Createregionsin Intellect.
b. Assign regions to readers.
c. Associate each region in /ntellect with a region number in the A/M SC controller (8).

6. Inthe Maximum number of cards field (9) enter the maximum number of access cards that will be stored in the
controller's memory.

Note

The maximum number of access cards that can be stored in the controller's memory depends on the number of
memory cards installed on it.

7. Click the Apply button (10).

The AIM SC controller is now configured.

4.4.3 Configure AIM SC reader

The AIM SCreader is configured on the settings panel of the Apollo AIM SC Reader object. This object is created on the basis of
the Apollo AIM SC object.

To configure the AIM SCreader, do the following:

1. From the Number drop-down list (1) select the reader's address.

Hardware

E1-IE Computer WORK-PC
-8 Apollo SDKv.21 f113:3° 1] Agollo AIM SC Reade 1 Number 1~ 1 e o
-5 Driver of minor line 1 Apollo &M 5C Disable Activate [7]2
B - | Apolln 1M 5T 1 irdspendent
y = Use initial mode [
Reagion ’— 1| Time4

Time of door closing, 1 |5
Time of door holding, s |10

Alternative time of doar closing, s |12

([T Ve T

Alternative time of door holding, s: | 20

Advanced settings 5 Basic zettings 6

2. Setthe Activate checkbox (2) to activate the A/IM SCreader.

Make decision on access locally ||

‘Warning before alarm [ |

Entrance by twa cards ||

Sound notification while door unblocking |
Disable second door in binding mode |
Dizable only bounded reader while blocking |
Use "soft" &PB [ |

Use cards buffering while passage ||

Mode of additional relay: | Disabled A

3. Inthe Modes group (3), configure the reader operation modes:
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a. From the Initial drop-down list select the mode of reader operation while connection establishing.

Operation mode Description

Closed Access is closed for all

Card only Access granted by access card

PIN or card Access granted by access card or PIN code
Card and PIN Access granted by access card and PIN code
Opened Access is opened for all

Facility code Access is granted by facility code

b. From the Independent drop-down list select the mode of reader operation while losing the connection.
c. Setthe Use initial mode checkbox if it's required to switch to initial mode after writing of configuration.

4. Inthe Time group (4) set the time parameters of the reader:

Parameter

Time of door closing, s

Time of door holding, s

Alternative time of door closing, s

Alternative time of door holding, s

5. Inthe Advanced settings group (5) set the additional reader parameters:

Parameter

Make decision on access locally

Warning before alarm

Entrance by two cards

Sound notification while door unblocking

Disable second door in binding mode

Disable only bounded reader while blocking

Use "soft" APB

Use cards buffering while passage

Mode of additional relay

6. In the Basic settings group (6) set the basic parameters of the reader:

Parameter setting method

Enter the value in the field

Enter the value in the field

Enter the value in the field

Enter the value in the field

Parameter setting method

Set the checkbox

Set the checkbox

Set the checkbox

Set the checkbox

Set the checkbox

Set the checkbox

Set the checkbox

Set the checkbox

Select the value from the list

Description
Time of opening in seconds

Time period in seconds during which door is to be
closed. Otherwise, the Door holding message will be
triggered

Alternative time of opening in seconds. Itis in use by
special command (from card, using macro or script)

Alternative time period in seconds during which door is
to be closed. Otherwise, the Door holding message will
be triggered. It is in use by special command (from card,
using macro or script)

Description

Yes - the AIM module makes an access decision
without the AAN central controller

Yes - trigger warning before alarm

Yes - passage through the reader is performed by two
cards

Yes - sound signal of reader while unblocking the door

Yes - block the reader working for exit from secured
areas

Yes - only bounded reader are blocked while locking
signal

No - all readers are blocked

Yes - antipassback is available, but the corresponding
mistake will be specified in message

Yes - write access cards to the A/IMwhile passage

Disabled - mode of additional relay is disabled

Enabled - mode of additional relay is enabled
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Parameter Parameter setting method Description

Allow impulse reset Set the checkbox Yes - impulse reset enabled

Do not use full time of door closing Set the checkbox Yes - lock after door closing

Do not use exit button Set the checkbox Yes - disable exit button

Use AUX as sensor of door opening Set the checkbox Yes - use additional AUX sensor of A/IM module as

sensor for door opening

Do not wait for access cycle Set the checkbox Yes - passage is performed after making an access
decision

No - passage is performed after triggering a sensor of
door opening

7. Inthe Regions group (7):
a. From the Entrance to drop-down list select the Region object corresponding to the area on the side of exit
through this reader.
b. From the Exit from drop-down list select the Region object corresponding to the area on the side of entrance
through this reader.
Note

In order to be able to select partitions, it is necessary to bind these partitions in the Matching of regions
group on the settings panel of the Apollo AIM SC object (see Configure AIM SC controller).

8. Click the Apply (8) button.
The AIM SCreader is now configured.

4.4.3.1 Configure input of AIM SC reader

It's possible to create and configure inputs of AIMreaders. The inputs track the defined states of reader and trigger messages on
which different reactions can be configured using scripts and macros.

Input of A/IM SCreader is configured on the settings panel of the Apollo AIM SC Input object created on the basis of the Apollo
AIM SC Reader object.

To configure the AIM SCreader input, do the following:

1. From the Type of input drop-down list (1), select the object corresponding to the required event.

Hardware

. e [EEEEY '
= E o A:D”D ki 11100 Apolo AIM SC Input 1 kol domnes ;
g ; Set of icons: | -
- Driver of minor line 1 Apallo AlM ST Readsr Disablz i = 3
=~ Apollo AIM 5C1 Apollo Al 5C Reader 1 ask by time zone

Masked permanently || 4

—_—

N ]

2. From the Set of icons drop-down list (2) select the corresponding icon that will be displayed on the Map.
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3. From the Mask by time zone drop-down list (3), select the time zone within which no events will be generated for the
input.
4. Set the Masked permanently checkbox (4) to never generate the events for the input.
Note

During the masking period, the input cannot be in an alarm state.

5. Click the Apply button (5).
The AIM SCreader input is now configured.

4.4.3.2 Configure relay of AIM SC reader

Relay of AIM SCreader is configured on the settings panel of the Apollo AIM SC Relay object created on the basis of the Apollo
AIM SC Reader object.

To configure the AIM SCreader relay, do the following:

1. From the Number drop-down list (1) select the relay's address.

Hardware

B G ter WORK-PC : =
. gaﬁsr:«p:\isnmn 1111 | Apolio AIM 5C Relay 1 Number: 1 =1
9 minar i Duration of impulse: | 30 =2

- Driver of minor line 1 Apollo MM 5C Reader T
|Apo||o AIM SC Reader 1 M easurement unit of duration: 3

=

Fegion =

2. Inthe Duration of impulse field (2), set the relay impulse duration in the unit of measurement selected in the
Measurement unit of duration drop-down list (3).
3. Click the Apply button (4).

The AIM SCreader relay is now configured.

4.5 Write configuration to hardware

For system with central controller configuration is writing to the AAN controller, for system without central controller - to the AIM
module.

To write configuration to hardware select the Apollo AAN or Apollo AIM SC object depending on schema of security system.
To write configuration to hardware click the Write hardware configuration button.

Control

e

[ Write hardware configuration

[ YWrite ports configuration ]

[ Write WhAS configuration ]

To write configuration of connection ports (only for the system with central controller) for the A/IMand A/O modules click the
Write ports configuration button.
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To write users, their cards and access levels to hardware click the Write VMS configuration button. To write these data to
hardware automatically set the Dynamics checkbox on the settings panel of the Apollo SDK v.2 object and click the Apply
button.

1 Apollo SDK v.2 1 tdodule wersion; ]'I 0120
_ Cards mode in Yh5: [Eald + facility V]
Eomputer L Dlsable_ Add parity bits ta card code
| Computer 'WORK-FC
Reqion . | 1:' Licenze limitation
Senior line inor line
Cantrallers:[ Contrallers:[
Fieaders: | Readers|
Alarmn paneds [
Status panel&:;_'

Cancel

4.6 Configure supporting of access card formats
In the ACFA Intellect software package it is possible to congifure supportings of formats of required access cards.

For this, open the FormatsCard.xml file located in the <Directory of the Intellect software installation>\Modules and specify
corresponding parameters of format for access card is to be added:

« BitsOnCard - number of bits on card;

« BitsForEven - number of bits for even check;

« BitsForOdd - number of bits for odd check;

« NumBitsInFC - number of bits in facility code;

+ IndexFCBegin - index of faciliy code's begin;

« NumBitsInCardNumber - number of bits in card number;
+ IndexCardNumberBegin - index of card number's begin.

Example of configuring the Wiegand26 and Wiegand38 card formats supporting is follows:
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<?xml version="1.8" encoding="UTF-8"7>
<FormatsCard>
<Formats>
<Format>
<W_BitsOnCard>26</W BitsOnCard:>
<W_BitsForEven»@</W _BitsForEven>
<W_BitsFor0dd>8</W_BitsForOdd:>
<W_NumBitsInFC»8</W NumBitsInFC>»
<W_IndexFCBegin>@</W_IndexFCBegin>
<W_NumBitsInCardNumber>26</W_NumBitsInCardNumber:>
<W_IndexCardNumberBegin>8</W IndexCardNumberBegin>
</Format>
<Format>
<W BitsOnCard»>38</W BitsOnCard>
<W BitsForEven>19</W BitsForEven>
<W_BitsFor0dd>19</W_BitsForOdd:>
<W_NumBitsInFC>8</W NumBitsInFC>»
<W_IndexFCBegin>@</W IndexFCBegin>
<W_NumBitsInCardNumber>36</W_NumBitsInCardNumber:
<W_IndexCardNumberBegin>1</W_ IndexCardMumberBegin:
</Format>
</Formats>
</FormatsCard>

Note.
Wiegand 26 and Wiegand 38 card formats are supported on default.

Attention!

Maximum number of card formats are to be added is 6. If more than 6 card formats have been added, the first six
formats will be supported and other formats will be ignored.
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5 Working with the ApolloSDK v.2 integration module

5.1 General information about working with the ApolloSDK v.2 integration module

The following interface objects are used to work with the ApolloSDK v.2 integration module:

1.
2.
3.
4.

Map;

Event Log;

Visitor Management System;
Photo Identification.

Information about configuring these interface objects is presented in the following /ntellect Software System documents:
Administrator's Guide, Visitor Management System Module Settings and Operation Guide, and Photo ID User Guide .

How to work with interface objects is described in detail in Intellect Software System: Operator's Guide.

5.2 Additional user settings in Apollo SDK v.2

The Apollo SDK v.2 integration module provides the ability to specify individual additional user settings in the Access Manager
window (for more information about this module, see the Access Manager Module Settings and Operation Guide).

Additional user parameters are configured as follows:

1.

Go to user editing (see Going to user editing).

i
Uzer card Access level | Comment
"MNewer" Inhented
Unconfigured -
Access level assigned by
Additional information
Artipassback No
Birth place
Card expiry date Mot specified
Card issued by |
Commencement of card M7, 06 okt 2017 13:21:55
Date of card issue MM, 06 okt 2017 13:21:59
Date of fiing Mot specified
Date of hiing: M, 06 okt 2017 13:21:59
E-mail address
Edemal 1D
Number of card loss 1]
Office phone
Passport number
Personnel number ol
Save Cancel
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2. Click the 3 button in the Apollo SDK v.2 extension field. The Additional user options for Apollo SDK v.2 dialog box
opens.

#£ Additional user options for Apollo SDK v.2 x|
Ell% Apollo SDKv.2 1 — Options

E|'"_§,. iuer D1;|SE:..:.,J|'; ITE 1 Operator request before ‘Denied”
i Apollo 1 Operator request before ‘Grant’

|se long times

CRCRCHC]

Allow one pass
Visitor escort type:

Le

ICDmmDn Lser

Visitor exscort group or list

| =

2'7 Customize 9 Applhy | Cancel |

w

Select the AAN controller in the tree (1). Set the Customize checkbox (2).

4. If operator request should be send before user access denial, set the (3) checkbox. If operator request should be send
before user access granting, set the (4) checkbox.

5. If prolonged time interval for lock opening for this user is required, set the Use long times checkbox (5).

6. If useris allowed to pass first, set the Allow one pass checkbox (6). Set the visitor escort type (7):

Escort type Comment

Commonuser  Auser who can access through the Apollo readers in accordance with assigned access levels.

Visitor A visitor who can access through the Apollo readers in accordance with assigned access levels without escort.
Escorter A user who have to escort a group of visitors assigned to a corresponding group of visitors.
Escorted Avisitor who can access through the Apollo readers in accordance with assigned access levels but must access together with an

escorter. Events about the passage of visitors with escort come to the system after the passage of their escort.

7. Inthe Visitor escort group or list drop-down list, select the group of visitors to which the user belongs, or the list of
groups of visitors for which he is an escort (8, see also Configuring visitor groups and group lists).
8. Click Apply (9).

Setting up advanced user options in Apollo SDK v.2is complete.

5.3 Control the AAN controller

Control the AAN controller is carried out in the Map interface window using the corresponding object's menu.
Apolle AAN 1[1.1.1]

Process alarms
Rezet

Version request
Description of the Apollo AAN object's menu commands is given in the table.
Command Function
Process alarms Processes alarm states

Reset Reset of controller
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Command Function

Version request Request for version of controller

5.4 Control the AIM SC controller

Control the AIM SC controller is carried out in the Map interface window using the corresponding object's menu.
Apollo AIM SC 1[1.1.1]

Process alarms
Reset

Version request
Description of the Apollo AIM SC object's menu commands is given in the table.
Command Function
Process alarms Processes alarm states
Reset Reset of controller

Version request ~ Request for version of controller

5.5 Control the AIM interface module's readers

The ApolloSDK v.2 integration module's readers are managed in the interactive Map window using the Reader object's menu.
Apolle AIM Reader 1[1.1.1.1.1.1]

Show last events

Access granted
Access denied
Process alarms
Set mode

Description of the Reader object's menu commands is given in the table.

Command Function

Show lastevents ~ Standard Intellect command. Shows last 10 events (default) from the reader

Access granted Grants access

Access denied Denies access

Process alarms Processes alarm states

Set mode Selects the working mode of reader

5.6 Control relay of the AIM security panel

Control relay of the A/IMsecurity panel is carried out in the Map interface window using the corresponding object's menu.
Apollo AIM Relay 1[1.1.1.1.1.1.1]

Show last events

Set mode
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To select the working mode of relay select the Set mode command in the Apollo AIM Relay object.

Change mode ST

Mew mode: IDisabIEd j
Apply Cancel |

The following modes are available:
Disabled = Relayis disabled
Enabled Relay is enabled

Impulse Short-term mode change to the opposite of the current one

5.7 Control the Apollo internal variable

Itis possible to run functions of an internal variable and set term values from the Map.

Note.

See Configuring internal variables in ApolloSDK v.2 for more details on internal variables.

Functions of the internal variable are launched from the Map in the following way:

1. Inthe Apollo Internal Variable object menu select Execute.
Apolle Intemnal Variable 1[1.1.1.1]

Execute

2. The Internal variable execution dialog box opens.

Internal variable execution i il

Command on IV: 1 Terms 9-16

¥ Do not execute list of functions Teermm is absent: IHE WCTIONb30BATE 'I
Term is absent: IHe WCTONb30BaTE 'I

s Execute list of functions if IV value is modified by this
command Term is absent: IHE MCIONb30BaTE 'I
Term is absent: IHe WCTONb30BaTE 'I

" Execute list of functions, use FALSE as IV parameter
Term is absent: IHe WCTIONb30BETE 'I
" Execute list of functions, use TRUE as IV parameter Term is absent: He wcnonbsosaTt 'I
Term is absent: He uonb3osartt 'I
" Execute list of functions, use PULSE as IV parameter Tt 2l e IHE DT — -I

Y
Terms 1-8 —4& Terms 17-24

*| Apollo Term 1 IHe WCTONb30BaTE 'I Term is absent: IHe WCTIONb30BaTE 'I
|| Termiis absent; IHe MOTONB30SaTE 'I Term is absent: IHe MOONB30EaTE 'I
Term is absent: IHe WCMONE30EaTE 'I Term is absent: IHe WCMONE30EaTE 'I
Term is absent: IHe WMOIONb30BaTE VI Term is absent: IHe MOIONb30BaTE 'I
Term is absent: IHe WCMoNb30BaTE 'I Term is absent: IHe WCMONb30BaTE 'I
Term is absent: IHe MOIONb30BaTE VI Term is absent: IHe WMOIONb30BaTE 'I
Term is absent: IHe WCTONb30BaTE 'I Term is absent: IHe WCTONb30BaTE 'I
Term is absent: IHe WCTONb30BaTE 'I Term is absent: IHe WCTONb30BaTE 'I

3 | Execute I Cancel |

3. Set the switch to the position corresponding to the action to be performed (1). If you only want to set the term values
without performing the IV functions, set the switch to the Do not execute list of functions position.
4. From the drop-down lists corresponding to the terms, select the values are to be set to the terms of the internal variable

(2).
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Note.

Only drop-down lists corresponding to terms created in the ACFA Intellect hardware tree are enabled (see
Creating and configuring terms).

If terms of an internal variable (addresses or count) were changed after ACFA Intellect was started, these changes
will not be displayed in this dialog box even if configuration was send to the controller. Restart ACFA Intellect to
use changed terms.

5. Click Execute (3).

5.8 Control the Apollo AlO Input
Control the input of the A/O panel in the Map interface window using the corresponding object's menu.

Apolle AID Input 1[1.1.1.1.1.1]

Show last events

LInmask
Mask

The commands are given in the table:
Command Function
Show last events ~ Standard Intellect command. Shows last 10 events (default) from the input
Unmask Cancel masking

Mask Apply masking to input (so that events from the input do not show in Event Viewer

If the input is unmasked, it's state is shown on Map as follows:
Green  Notactive
Red Active

If the input is masked, it's state is shown on Map as follows:
Gray  Not active

Blue  Active

5.9 Controlthe zone group

The ApolloSDK v.2integration module's zone groups are managed in the interactive Map window using the Apollo Zone group
object's menu.

Apollo Zone group 1[1.1.1.1]

Show last events

IUnmask zone group
Set mask level
Mask zone group

The commands are given in the table:
Command Function

Show last events Standard /ntellect command. Shows last 10 events

Working with the ApolloSDK v.2 integration module - 56



ApolloSDK v.2 Integration Module Settings Guide

Command Function

Unmask zone group Cancel masking

Set mask level Allows operator to set masking level manually

Mask zone group Applying mask to the zone group (so that events from the group are not shown in Event Viewer)

5.10 Control the APB Area

The APB Area control of the ApolloSDK v.2integration module is performed in the Map interactive window using the Apollo APB
Area obiject's functional menu.

Apollo APB Area 1[1.1.1.1]

Show last events

Close access
Open for access
Set occupancy

The description of the Apollo AIM reader object's functional menu items is given in the table:
Menu item Performed action
Close access Decline the access
Open foraccess  Grantthe access

Set occupancy Set the maximum number of users in the APB Area

APB Area cccupation @
Occupation: | 0
Apply Cancel |
Note

The APB Area occupation value can not exceed the maximum number of persons in the zone, specified during the APB
Area configuration (see Configuring APB Area). If you try to set a greater value, the error message will be displayed in the
event log. In addition, the correct operation of this functionality is guaranteed only on controllers with the firmware
version [3 and higher.

Working with the ApolloSDK v.2 integration module - 57



	List of Terms used in the ApolloSDK v.2 Integration Module Settings Guide
	ApolloSDK v.2 Integration Module Settings Guide. Introduction
	Purpose of the document
	General information about the ApolloSDK v.2 integration module

	Supported hardware and licensing of the Apollo SDK v.2 integration module
	Configuration of the ApolloSDK v.2 integration module
	Configuration procedure for the ApolloSDK v.2 integration module
	Activation of the ApolloSDK v.2 integration module
	Configure system with AAN central controller
	Configure connection of AAN controller
	Configure AAN controller
	Configure connection ports of AIM and AIO interface modules
	Configure AAN, AIO or AIM Service input
	Configure the AIM interface module
	Configure AIM readers
	Configure the AIO interface module
	Configuring visitor groups and group lists
	Configuring APB Area
	Configure zone group
	Configuring internal variables in ApolloSDK v.2
	Configuring antipassback

	Configure system without AAN central controller
	Configure connection of AIM SC controller
	Configure AIM SC controller
	Configure AIM SC reader

	Write configuration to hardware
	Configure supporting of access card formats

	Working with the ApolloSDK v.2 integration module
	General information about working with the ApolloSDK v.2 integration module
	Additional user settings in Apollo SDK v.2
	Control the AAN controller
	Control the AIM SC controller
	Control the AIM interface module's readers
	Control relay of the AIM security panel
	Control the Apollo internal variable
	Control the Apollo AIO Input
	Control the zone group
	Control the APB Area


