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1 List of Terms Used in HID Integration Module Settings Guide

Access: the act of entering and exiting rooms, buildings, zones, and areas by people, vehicles, and other objects.
Server. a computer that has the Server installation version of the /ntellect software package installed.
HID Server. a set of HID hardware configurations.

PIN: an additional user ID number that is entered with the keypad.

HID controllers: electronic devices for managing and controlling access points, fire detectors, and intrusion sensors.

Access Control System (ACS): a hardware and software suite for access control.

Fire and Security Alarm (FSA): a hardware and software suite for fast fire detection and for the fast detection of unauthorized

access to secure facilities.
Readers: electronic devices for entering human-memorable PINs with the keypad or for reading PINs from the system's security

tokens.

Access point. a point where access control is performed.An access point may be a door, a turnstile, a gate, or a boom barrier
equipped with a reader, an electromechanical lock, or other access control device.

EEPROM:an electrically erasable programmable read-only memory device (a type of non-volatile memory device).

List of Terms Used in HID Integration Module Settings Guide - 5
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2 Introduction into HID Integration Module Settings Guide

On the page:

« DocumentPurpose
+ General Information on the «HID» Integration
Module

2.1 DocumentPurpose

The Setup and User Guide for the HID Integration Moduleis a reference guide for administrators and operators of the H/ID
module. This module is part of access control systems/fire and security alarm systems implemented based on the ACFA Intellect
software package.

This Guide contains:

1. general information on the H/Dintegration module;
2. guidance on how to configure the HIDintegration module;
3. guidance on how to work with the H/Dintegration module;

2.2 General Information on the «HID» Integration Module
The HIDintegration module is part of FSA/ACS systems based on ACFA Intellect. The module is used for:

1. configuring H/D hardware (manufactured by HID Global);
2. enablinginteraction between H/Dhardware and ACFA Intellect (monitoring and management).

Note:

Detailed information on the HID system can be found in the vendor documentation.

The following HID controllers and interface modules are integrated into ACFA Intellect:

1. V1000 network controllers;

V2000 network door controllers;

E400 network single-door controllers;
V100 interface modules;

V200 interface modules;

6. V300 interface modules;

N

Before configuring the H/Dintegration module:

1. Install the required hardware at the secure facility.
2. Connect the H/D hardware to the Server.

Introduction into HID Integration Module Settings Guide - 6
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3 Supported hardware and licensing of the HID integration module

Manufacturer

Integration type

Equipment connection

Supported equipment

Equipment

V1000

V2000

V100

V200

V300

EH400

OMNIKEY® 5321 CL SAM

Protection

Per 1 door (i.e. per 2 readers) and 1V200/V300 interface module.

HID Global

611 Center Ridge Drive

Austin, TX 78753

USA

Ten: (949) 732-2000, (800) 237-7769
www.hidglobal.ru

SDK

Ethernet

Function

Network controller

Network door controller

Interface module

Interface module

Interface module

Network controller

Reader (integrated separately)

Features

Up to 32 interfaces for doors/readers, controllers or interfaces of
output control using two independent networks RS-485

2 imbedded inputs and outputs for local control of inputs and
additional management of outputs

Storing complete access control and configuration database for up
to 32 reader interfaces (up to 64 doors) and 250000 cardholders
Interaction with maximum 32 combination of devices board

Two readers connection through the Wiegand or Clock-and-Data
interface to control one or two doors

Storing complete access control and configuration database for 2
reader interfaces (up to 2 doors) and 250000 cardholders

Interface for two Wiegand or Clock-and-Data readers; inputs for two
door contact; 2 REX switches; AC fail; battery fail and tamper.

Connecting to controller through the RS-485 interface
2 doors and 1 reader or 1 door and 2 readers

Connecting to controller through the RS-485 interface
Up to 16 control points for each device

Connecting to controller through the RS-485 interface
Up to 12 control relays for each device

Possibility to interact with one or two Hi-O iCLASS readers

Supports HID iCLASS and MIFARE formats, as well as ISO
14443A/B and ISO 15693 with a transfer speed of up to 848
kbps in the fastest ISO 14443 A/B mode

Supported hardware and licensing of the HID integration module - 7
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4 Configuring the HID Integration Module

4.1 Steps to Configure the HID Integration Module

To configure the HIDintegration module:

=

Configure the H/D hardware's connection to the Server.
In ACFA Intellect, activate the HIDintegration module.
Create the H/IDintegration module's object tree.

Set the HIDintegration module's parameters.
Configure the HID integration module's controllers.
Configure the V2000 controller devices.

Configure the V1000 controller devices.

Configure the E400 controller devices.

Configure the users.

Assign tasks to the controllers.

COUPNOON AWM

[y

4.2 Setting the main parameters of the VertX controllers by web-interface

4.2.1 Entering the controller web-interface
To enter the controller web-interface, do the following:

1. Specify the controller's IP address in the browser address line. Click the Enter button on the keyboard.
2. Inthe opened window specify user name and password to connect to controller.
3. Click the OK button.

Configuring the HID Integration Module - 8
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4. The controller web-interface with main hardware parameeters will be dispalyed. Click the Advanced Setup link to display
all available settings of controller.

m Advanced Setup System Status Supplemental Configuration

Enter basic setup information.

Connection Selection

@ Metwork The “ert¥ controller communicates with the Central Station/Host using (1) only a network
Modern (Ethernet) connection, (2) only a modem connection, or (3) network (Ethernet) as the primary
. connection and a modem as the backup connection.
Metwork with

Modem Backup

Basic Network Setup

VertX DHCP Allows for DHCP (Dynamic Host Configuration Protocol) or maintaing a Static IP address
Addressing 5 Static {(which is a permanently assigned address) for the Vert¥ controller's network parameters.
For Static, the VertX Addressing information should be provided by the local network
administrator.

IP Address: | 0 1 152 A number that identifies the “ert) controller on a
’ ’ ’ netwark. This address will be used to access the Vartx
controller. Example: 192.168.1.129

Subnet Mask:  og5 755 255 i} A number used to determine which IP addresses are
’ ’ ’ cantained within the local netwark.

Default Gateway: 1 0 1 1 The Default Gateway forwards trafiic to a destination
outside of the subnet of the Vert¥ controller. This
address provides a communication link between the
Wert controller and external netwaorks.

Primary DNS Server. 1 0 11 1 Prirmary Server that translates domain names into IP
’ : ’ addresses.
Secondary DNS Server: Alternate Server that translates domain names into IP
’ ’ ’ addresses.
Basic Central Station/Host Communications Setup
CS/Host @ P Address: 10 i} 11 199 A number that identifies the Central Station/Host on a
Addressing ’ ’ ’ network. This address will be used by the WertX

controller to access the Central Station/Host. Example:
192.168.1.130

g =

4.2.2 Configuring network parameters of the VertX controller

Network parameters of the VertX controller are configured in the Advanced Network Setup/Basic Network Setup group. It's
possible tospecify the following network parameters of the controller:

Configuring the HID Integration Module - 9
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Allows for DHCP (Dynamic Host Configuration Protocol) or maintains a Static IP address
fwhich is a permanently assigned address) for the Wert controller's network parameters.

For Static, the VertX Addressing information should be provided by the local network

VertX DHCP
Addressing 5 Static
administrator.
1 P Address: 1 0 11 . 182

2 Subnet Mask: ?E5  2?EE ?REE . D

J Default Gateway: 19 11 ik

4 Primary DNS Server. g 1 B

5 Secondary DMNS Server:
6 Metwork Broadeast: g 285 2EG | 2EE

7 Domain Name: 4Dy com

IP address.

Subnet mask.

Default gateway.
Primary DNS Server.
Secondary DNS Server.
Network broadcast.
Domain name.

Nouohr~whE

A number that identifies the “erts controller on a
network. This address will be used to access the Wert
cantroller. Example: 192.168.1.129

A number used to determine which IP addresses are
contained within the local network.

The Default Gateway forwards traffic to a destination
outside of the subnet of the Wert¥ controller. This
address provides a communication link between the
Yertx controller and external networks.

Primary Server that translates domain names into 1P
addresses,

Alternate Server that translates domain names into [P
addresses.

The IP address used to broadcast messages to multiple
local network devices.

A name that identifies a netwark. The domain name will
be used to access a Verts controller. Example:
HIDY ertx. com

4.2.3 Configuring IP-address to connect to the Intellect Server

To connect the VertX controller to the /ntellect software package specify the address of the Server controlling and managing

hardware in the Web-server.

IP-address of the Intellect Server is specified in the IP Address fields located in the CS/Host Addressing group.

Configuring the HID Integration Module - 10



Advanced Central Station/fHost Communications Setup

CS/Host @ P Address: 10 . D L1199
Addressing
- OR -
Host Mame:
Here | Am Interval (sec): o
TCPAP Connection Part: 47
TCRAP Listen Port: apep
Encrypt Hast Cammunication: Yas
@ Mo
Encryption Key Seed Walue:  22445R8800

HID Integration Module Settings Guide

A number that identifies the Central Station/Host on a
network. This address will be used by the Wert®
controller to access the Central Station/Host. Example:

192.168.1.130

An identifier used by the “ertx
Central Station/Host on a netwn
CSHost HIDY et corm

The time interval in which a cor
Arn message to a Central Stati
20 to 86400 seconds.

The port in which the Central 5
incorming %ert¥ controller conne
1025 to B5535.

The port in which the YertX con
incoming Central Station/Host
is 1025 to B5535.

Enable encrypted comunicatior
Host controllers.

Seed from which the shared Yert¥/Host encryption key
is derived. %alid entry is between 0 and 200 nurmeric

values.

4.2.4 Configuring the interval of message sending Here | Am

It is required to specify the interval of message sending Here | Am for online working with the VertX controllers in the ACFA
Intellect software package. If the interval of message sending Here | Am is not specified, the controller will work correctly, but it
will display as offline controller in the ACFA-Intellect software.

The interval of message sending Here | Am is specified in the Here | Am Interval (sec): field located in the Advanced Central
Station/Host Communication Setup group.

Configuring the HID Integration Module - 11
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Advanced Central StationfHost Communications Setup

CS/Host @ IP Address: 10
Addressing
—-0OR -
Host Mame:
Here | Am Interval (sec):  oq
TCRP Cannection Part: 4p70
TCPAP Listen Port: 4050
Encrypt Host Communication: Yag
@ Mo

Encryption Key Seed Walue:

A number that identifies the Central Station/Host on a
network. This address will be used by the Wertx
controller to access the Central Station/Host. Example:
192.168.1.130

An identifier used by the Yert controller to access a
Central Station/Host on a network. Example:
CSHost. HIDYert com

The time interval in which a controller sends a Here |
Am message to a Central Station/Host. Valid entry is
20 to 86400 seconds.

The port in which the Central Station/Host listens for an
incoming Werty controller connection. “alid entry is
1025 to B5535.

The port in which the Vertd contraller listens for an
incoming Central Station/Host connection. Walid entry
is 1025 to BS535.

Enable encrypted comunication between the Yertx and
Host controllers.

Seed fram which the shared Wert¥/Host encryption key
is derived. Walid entry is between 0 and 200 numeric
values,

4.2.5 Enabling and disabling of protocols in use

It is recommended to set to Yes position all switches given in the followinf figure.

Host Mame: w1000

FTP Enabled: @ Yes
Ho

Telnet Enabled: @ Yes
Ho

SSL Enabled: @ Yes
No

Yitual Port Enabled @ Yes
(169.254 242 121} No

Attention!

A identifier used to access a Werts controller on a
network by name.

Enables or disables the “ert¥ controller FTP capability.
Mote that the Central Station/Host may need this
enabled.

Enables or disables the Yert¥ controller Telnet
capahility. Mate that the Central Station/Host may need
this enabled.

Enables or disables the Wert controller SSL capahility.
Mote that the Central Station/Host may need this
enabled.

Alternate 1P address for the Werty controller. WWhen the
“irtual Port is enabled it provides a pathway to always
contact the controller.

The controller will not operate if all switched are set into No position.

4.3 Configuring the HID Hardware's Connection to the Server

To connect the HID hardware to the Server, it's required that IP address of the Server and the HID hardware's IP address will be in

the same subnet.

Configuring the HID Integration Module - 12
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Note:

The default IP address is the same for all HID devices. This IP address can be found in the vendor documentation.

4.4 Activating the HID Integration Module in ACFA Intellect

To activate the HIDintegration module in ACFA Intellect, create a VertX [ Edge ACS object. To create this object, go to the
Settings dialog box, click the Hardware tab, and select a parent Computer object.

Architecture Hardware Interfaces Programming

- LOCALHOST

: ] il 4070
B3| Vert / Edge ACS 1 1l Vet / Edge AC5 1 Listening port
g :
B [ Disable Statuz check interval. sec 120
LOCALHOST - Contraller connect timeout, sec 180 | :
a0 =

Controller get configuration
timeaut, sec

: - Get configuration from...
Get cument configuration ’ £ EQNNOIM0n TToN

‘winte configuration to...

Wwiite configuration to controllers Wiite access settings o,

Wiribe current time tao...

Wiite access settings to controllers s -
Reset communication with. .

Cantraller i

Wite current time

’ Festart tazk in controllers...

Cancel

4.5 Creatingthe HID Integration Module's Object Tree

To create the HIDintegration module's object tree, you have two options:

1. Automatic - all controllers, interface modules, readers, and actuators are created automatically.
2. Semiautomatic - controllers are created manually, but interface modules, readers, and actuators are created
automatically.

4.5.1 Creatingthe Object Tree Automatically
To create the HIDintegration module's object tree automatically:

1. Gotothe VertX [ Edge ACS object's setup panel.

|1 [ert / Edge ACS 1

Computer [™ Disable
| Computer LOCALHOST v

et current configuration

2. Click Get current configuration.

The object tree is then created automatically.

Configuring the HID Integration Module - 13
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Note:

During the object tree creation process, you will see messages in the Event log interface window.

&-Fd verty | Edge ACS 1[1]

EEEH E400 EdgeReader Inkerface 1 [1.1]
-] Yert¥ w1000 Metwork Contraller 1[1.1]
5% Y100
EI Doorjreader interface (V1000 1 [1.1.1]

D AUz relay (10001 [1.1.1.1]

- Door (v100) 1 [1.1.1.1]

8 Door strike relay (w1007 1 [1.1.1.1.1]
|l reader tv1009 1 [1.1.1.1]

----- [ Elevator Reader (10003 1 [1.1.1]

8- w200

EI Input monitor interface (W200) 1 [1.1.1]

Elﬂl- Input paints

: ﬂl— Input point {v200) 1 [1.1.1.1]

‘O Relay (¥200) 1 [1.1.1.1]

B Keypad bypes

“ i Keypad bype (v1000) 1 [1.1.1]

S5 Oukput groups

-5 Output group (v1000) 1 [1.1.1]

- w300

EI Cukbput monitor interfacedy300) 1 [1.1.1]

----- [ Input point (3007 1 [1.1.1.1]
&-[B+ Relays

O+ Relay (¥3000 1 [1.1.1.1]
----- [+ Relay (vio00) 1 [1.1.1]
EI---E_{] Timers

------ P Timer (¥10003 1 [1.1.1]

Attention!

When the object tree is created automatically, an object is created for each connected device. Do not manually add
objects to the tree.

4.5.2 Creating the Object Tree Semiautomatically

When the HIDintegration module's object tree is created semiautomatically, controllers are created manually, but interface
modules, readers, and actuators are created automatically.

To create the object tree semiautomatically:

1. Create the required number of controller objects (VertX V1000 Network Controller, VertX V2000 NC / RI, and E400
EdgeReader Interface objects), one for each connected device: go to the Settings dialog box, click the Hardware tab,
and select the parent VertX / Edge ACS object.

2. For each created object, go to its setup panel and enter the MAC address of the corresponding connected device
(controller).

MALC |

Configuring the HID Integration Module - 14



3. Go to the VertX [ Edge ACS object's setup panel.

| [ert< / Edge ACS 1

 Computer I Disable
Computer LOCALHOST

Get current configuration
4. Click Get configuration from...
The controller selection window opens.

Ml Select controllers ) 2 x|

HID Integration Module Settings Guide

Listening part 4070 E

Statuz check interval, sec 120

Controller connect timeout, sec 180

Cantroller get canfiguration 300

timeout, sec

Get configuration from...

Controllers

d Apply b

E400 EdaeReader Inkerface 1
Werk W1000 Network Controller 1 I_
Verky V2000 NC J/ RI 1 I_

Cancel |

5. Select the checkboxes of the controllers whose configuration (interface modules, readers, and actuators) you want to get

(1).

Note:

This window shows the created controller objects.

6. Click Apply (2).

The object tree is then created.

Note:

During the object tree creation process, you will see messages in the Event log interface window.

Configuring the HID Integration Module - 15
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- frd Werty | Edge ACS 1 [1]

EEEH E400 EdgeReader Interface 1 [1.1]
B-f= Werty ¥1000 Metwork Controller 1 [1.1]
5] ¥100
EI Doorjreader interface (W1000 1 [1.1.1]

D AUz relay (10001 [1.1.1.1]

- Door (v100) 1 [1.1.1.1]

8 Door strike relay (01007 1[1.1.1.1.1]
|l reader (w1001 1[1.1.1.1]

----- [ Elevator Reader (410003 1 [1.1.1]

5= ¥200

EI Input monitor interface (2000 1 [1.1.1]

Elﬂl- Input points

- O Input paint (v200) 1 [1.1.1.1]

‘O Relay (w2000 1 [1.1.1.1]

B-u Keypad types

i Keypad bype (10003 1[1.1.1]

S5 Oukput groups

i Oukput group (V10007 1 [1.1.1]

5-{=| ¥300

EI Cuibput monitor interfaced300) 1 [1.1.1]

i Input point (w3000 1 [1.1.1.1]
=3+ Relays
O+ Relay (v3000 1 [1.1.1.1]
----- O+ Relay (v1000) 1 [1.1.1]
&P Timers

------ P Timer (¥10003 1 [1.1.1]

Attention!

When the object tree is created semiautomatically, an object is created for each connected device. Do not manually add
objects to the created tree.

4.6 Setting the HID Integration Module's Parameters
To set the HID integration module's parameters:

1. GototheVertX /Edge ACS object's setup panel.
2. inthe Listening port field, enter a port number. This is the port to which H/D controllers connect (1).

Note:

The default port number for HID controllers is 4070. If you need to change the port number, enter a new port
number and save the configuration (see Managing the HID configuration).
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'I. Wertx / Edge ACS 1 Liztering part 4070 |= 1

ampie T [ Statuz check interval, sec 120 = 2

i LOCALHOST Controller connect timeout, zec 180 = 3
Controller get configuration 300 - 4
timeout, sec

y . Get configuration from...
Get curent configuration [ d

wirite configuration ta. ..

YWrite current hime o,

Write configuration to controllers [ YWiite access settings to...
Wirite acceszs settings to controllers [

Fiezet communication with...

Contraller -

YWrite curment time

| o] L

[ Restart tazk in contrallers. .

3. Inthe Status check interval, sec field, enter a time period (in seconds). This is the time period between two consecutive
status checks of the connected devices (2).

4. Inthe Controller connect timeout, sec field, enter a time period (in seconds). When this time period elapses, the system
stops waiting for the controller's response and assumes that the controller is disconnected (3).

5. Inthe Controller get configuration timeout, sec field, enter a time period (in seconds). If the connection to a controller
is lost, the system tries to get the controller's configuration and stops when the time period elapses (4).

Note:

When getting the configuration of multiple controllers, the entered time is added together.

6. Click Apply to save the changes (5).

The HIDintegration module's parameters are now set.

4.7 Configuring the HID Integration Module's Controllers

To configure a FSA/ACSHID controller, go to the setup panel of the relevant object (VertX V1000 Network Controller, VertX
V2000 NC / RI, or E400 EdgeReader Interface).V1000, V2000, and E400 controllers are configured the same way, following the
same steps. To configure a controller:

=

Configuring the HID hardware's connection to the Server.
Activating the HID integration module in ACFA Intellect.
Creating the HID integration module's object tree.
Setting the HID integration module's parameters.
Configuring the HID integration module's controllers.
Configuring V2000 controller devices.

Configuring V1000 controller devices.

Configuring E400 controller devices.

Assign tasks to the controllers.

LNk WD
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4.7.1 Configuring Communication Settings of a HID Integration Module's Controller

To configure a controller's connection, go to the setup panel of the relevant object and find the CommTask settings parameter
group.

CommT ask zettings
1 | connection part 4070 = isten port 4080 E 2
¥ Connect on startup IV Mairtain host connection | 4
Recannect interval, 15 B Timeaut, B
SEC = it 5, 6
I" Use encruptio b eszage response time, LA

To configure the communication settings:

1. Inthe Connection port field, enter the required port number. To find the required port number, go to the VertX [ Edge

ACS object's setup panel and find the Listening port field (1).

In the Listen port field, enter a port number. This is the port for receiving messages from the HI/D Server (2).

3. If you want to establish the connection immediately after the controller starts up, select the Connect on startup

checkbox (3).

If you want to maintain the connection to the H/D Server, select the Maintain host connection checkbox (4).

5. Inthe Reconnect interval, sec field, enter the time interval (in seconds) for reconnection to the controller if the
connection is lost (5)

6. Inthe Timeout, min field, enter a time period (in minutes). When this time period elapses, the system stops waiting for
the controller's response and assumes that the controller is disabled (6).

7. If you want to use encryption, select the Use encryption checkbox (7).

8. Inthe Message response time, sec field, enter a time period (in seconds). When this time period elapses and no response
is received from the H/D Server, the system disconnects (8).

9. Click Apply to save the changes.

N

>

The communication settings are now configured.

4.7.2 Configuring the Event Logger of a HID Integration Module's Controller

When an event occurs (for example, a relay changes its state or an invalid access card is read), a message is created and sent to
the event log.

To configure a controller's event log, go to the setup panel of the corresponding object and find the Event Logger Task settings
parameter group.

Ewent log path I Adew/aazram Il

-
M ax. number of meszages in 5000 E I
send o host atker nurmber ]
E ar min. 5

0
Sending delay, o

[eletell
e | Download by time of day I 5

Upper limit 200 -
Im A0 ; ch3 50 3
D elimiter I; vI 9 fu:u[r)rifj Iﬂ 10
ending metho IN::: messages sent ;'I | Hast [Ps I 12
Host part 4070 E_isten port 4055 3: | 14

kinutes af iInactrity —|5econds befare retm =
before disconnect 2 3 if connect failz &0 | 16

||~/ Do not dizconnect in case of inachivity | 17

To configure the event log:

=

£ x 0o =] o P

— -k 3

h
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In the Event log path drop-down list, select the event log's name path and filename (1).

In the Max. number of messages in field, enter the maximum number of messages in the event log (2).

In the Sent to host after number occur fields, enter a number and a time period. When the entered number of messages
are accumulated or the entered time period elapses, the messages are sent to the H/D server (3).

Note:

The event log assigns a numeric ID (between 0 and 255) to each message. For each message, the greater its ID,
the higher its priority.

In the Sending delay, sec field, enter a time period (in seconds). After creating a message, the system first waits for this
time period to elapse and then sends the message to the event log (4).

To set the time when messages are downloaded to the H/D Server, click the Download by time of day button (5).

The Download by time of day window opens.

Attention!

Since there are no default time-of-day boot records, it is necessary to add at least one record before writing the
configuration to the controller (see Managing the HID configuration). Otherwise, if no entries are added, and the
configuration is written to the controller, then such a controller will start to cyclically reconnect to the HID
Server.

Ix.

Il Download by time of day

Time of day

a. Click Add (1), then go to the Time of day (3) column and enter the time when messages are downloaded to the H/D
Server (in HH:MM:SS format).
b. Enter as many times of day as needed.

Note:

You may enter a maximum of 4 times of day when messages are downloaded to the HID Server.

Note:

To delete a time of day, select the relevant row in the table and click Delete (2).

c. Click Apply to save the changes. This brings you back to the controller's setup panel (4).
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Note:
To come back to the controller's setup panel without saving the changes, click Cancel (5).

6. Inthe Upper alarm limit field, enter the upper alarm limit for the communication channels (6).

In each of the three Lower alarm limit fields (ch1, ch2, and ch3), enter the lower alarm limit for each of the

communication channels (7).

10.
11.
12.

13.
14.
15.

16.

If you want to use encryption, select the Use encryption checkbox (8).

In the Delimiter drop-down list, select the delimiter symbol to be used in messages (9).

In the Dateformat drop-down list, select the date format to be used in messages (10).

In the Sending method drop-down list, select the method for sending messages (11).

To set the IP addresses of the servers for sending messages (hosts), click the Host IPs button (12).

The Host IP addresses window opens.

Il Host IP addresses

Ix.

Apply )

ﬁost IP address

Cancel ]

Add

Coe)

a. Click Add (1), go to the Host IP address column, and enter the IP address of a server (3).
b. Add as many servers as needed.

Note:

You may add a maximum of 9 servers.

Note:
To delete a server, select the relevant row in the table and click Delete (2).

c. Click Apply to save the changes. This also brings you back to the controller's setup panel (4).

Note:
To come back to the controller's setup panel without saving changes, click Cancel (5).

In the Host port field, enter the H/D Server's port (13).
In the Listen port field, enter a port number. This is the port for receiving messages from the H/D Server (14).

In the Minutes of inactivity before disconnect, enter a time period (in minutes).When this time period elapses and no

events occur, the connection is broken (15).
In the Seconds before retry if connect fails, enter a time period (in seconds). After the connection is lost, the system first

waits for this time period to elapse and then tries to reestablish the connection (16).
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17. If you do not want to break the connection when no events occur, select the Do not disconnect in case of inactivity
checkbox(17).
18. Click Apply to save the changes.

The event log is now configured.

4.7.3 Configuring the dynamic user saving
Dynamic user saving is configured on the settings panel of the corresponding object.
|| Dynarmic uzer saving

To enable the dynamic user saving, set the Dynamic user saving checkbox. As a result, when the Access Manager module data is
changed, it will be automatically saved in the corresponding controller.

4.7.4 Configuring the controller MAC address

Attention!

The MAC address of the controller is automatically specified when getting the current H/D configuration. Manual
specifying of the MAC address is required only to get the configuration from the selected controller (see Managing the
HID configuration).

The controller MAC address is configured on the settings panel of the corresponding object.
kAT
In the MAC field, enter the MAC address of the corresponding controller.

Controller MAC address configuration is complete.

4.7.5 Configuring Messages of a HID Integration Module's Controller

To configure a controller's messages, go to the setup panel of the relevant object.

||7 Usze Herelfm  Interval, sec 20 E 1
II_ Use Heartbeat Interval, sec 20 =] 2

Heartbeat =
Mmessane . 3 3

To configure the messages:

1. If you wantto record, in the Event log, messages about the fact that the connection to the controller is established
successfully and that the controller is available, select the Use HerelAm checkbox, go to the Interval, sec field and enter
the time interval (in seconds) between two consecutive messages (1).

2. If you want to send the same messages to the H/D Server, select the Use Heartbeat checkbox, go to the Interval, sec field
and enter the time interval (in seconds) between two consecutive messages(2).

Note:

We recommend using HerelAm messages (to enable, select the Use HerelAm checkbox).

3. Inthe Heartbeat message field, enter the vendor-defined value(3).

The messages are now configured.

4.7.6 Configuring a V2000 controller's door behavior

To configure a V2000 controller's door behavior, go to the setup panel of the relevant VertX V2000 NC / Rl object.
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Note:

For V1000 controllers, skip this section.

In the Door behavior drop-down list, select the door behavior type.

Door behavior Description

Cardin-Freeout ~ Must show the card on entry; free exit

Cardin-Cardout = Must show the card both on entry and on exit

HID Integration Module Settings Guide

4.7.7 Viewingthe Connection Parameters of a HID Integration Module's Controller

To view a controller's connection parameters, go to the setup panel of the controller's object and click Network configuration.

M etwork, configuration |

The Network configuration window opens.

MNetwork configuration |
Bact protacal IN'Z'I'IE j
DHCP Clienk I Ishinfudhcpe -i ethid -n -5 fetcfudhope, scripk
Media bype I.ﬁ.utn j IP address | 192 . 166 . 0O ., 40
IP alias addressl 169 . 254 . 242 . 121 Subnet mask I P05, F55 . 955 ., 0
Gateway | 192 . 165 . 0 . 10
Eroadcast I 10, 255 | 255 |, 2GG&
| (4 I Cancel

This window shows the connection parameters.

4.7.8 Configuring EEPROM Limits

To configure a controller's EEPROM limits, go to the setup panel of the controller's object and click EEPROM Address

assighments.

EEFROM Addreszs assignments |

The EEPROM Address Assignmentswindow opens.
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HRUL 25 B e 193

\LRL EE LRLL WE

o (= B e [ 5

o H s [

Gamper switch debounce btime, msec | 96

@ttery Failure debounce bime, msec | 96

L=|
g 9—

To configure the EEPROM limits:

o0 wN

10.

If you want to configure the EEPROM, select the EEPROM programmed checkbox (1).

If the reset switch is enabled, select the Reset switch enabled checkbox (2).

If the AC failure input is enabled, select the AC failure input enabled checkbox (3).

If the tamper switch is enabled, select the Tamper switch enabled checkbox (4).

If the battery failure input is enabled, select the Battery failure input enabled checkbox (5).
To set the limits for each of the above switches/inputs, go to the relevant parameter group.

Parameter  Description

HRUL High Range Upper Limit
HRLL High Range Lower Limit
LRUL Low Range Upper Limit
LRLL Low Range Lower Limit

In the AC failure input debounce time, msec field, enter the time period (in milliseconds) to be used for fixing

(debouncing) the bouncing AC failure input signal (6).
In the Tamper switch debounce time, msec field, enter the time period (in milliseconds) to be used for fixing

(debouncing) the bouncing tamper switch signal (7).

In the Battery failure debounce time, msec field, enter the time period (in milliseconds) to be used for fixing
(debouncing) the bouncing battery failure input signal (8).

Click OK to save the changes. This also brings you back to the setup panel (9).

Note:

To come back to the setup panel without saving the changes, click Cancel (10).

The EEPROM limits are now configured.

4.7.9 Configuring the priority for class codes of messages

To configure the priority for class codes of messages, go to the settings panel of the controller object and click Message priority.

Mezzage prionity |

The Priority for class codes of messages window opens.
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x

I Friority For class codes of messages '
C %de for class

# ode class name
1 Bit bucket
Z
3

Coee )

The priority for class codes of messages is configured in the following way:

1. To add a new message class code, click Add (6).

Note:

By default, three basic class codes are available.

Note:

To delete a message class code, select the relevant row in the table and click Delete (7).

In the Code class name column, enter the message code class name (1).

In the Code for class column, enter the message class code (2).

In the Priority column, enter the message class priority (3).

Add as many message class codes as needed.

Click Apply to save the changes. This also brings you back to the setup panel (4).

ok wn

Note:

To come back to the setup panel without saving the changes, click Cancel (5).

The priority for class codes of messages is configured.

4.7.10 Configuring Message-Class Matches

To configure a controller's message-class matches, go to the setup panel of the controller's object and click Event messages
class codes.

Ewvent mezzages clazz codes |

The Message class codes window opens.
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" Ix

Il Message class codes 2

# fcrode far class ‘
CommTask - Start task Event {10}

CommTask - Invalid host called contraller | Alarm (20)
3l - Configuration file changed Bit bucket (5} 3
Identification - Start task Event (100

Identification - Deny access - Card/PIN ., §| Alarm (20)

Identification - Deny access - Unknown . 4| Alarm (200

Identification - Deny access - Card/PIN .. §| Alarm (20)

Identification - Card number found Bit bucket (5}

Identification - Host loakup Bit bucket (5}

Identification - Card updated Bit bucket (5}

Identification - Database changeowver Bit bucket (5)

Access - Stark bask Event (100

ACcess - Grant access Alarm (20}

ACcess - Grant access - extended Alarm (20}

Access - Deny access - Mo door access Alarm (20}

Access - Deny access - Door schedule Alarm (20}

Access - Deny access - Unknown reader || &larm (20)

Access - Deny access - CardiPIM deleted || Alarm (20)

Access - Deny access - Wrong PIN Alarm (200

Access - Timed antipassback violation Bit bucket (S}

Access - Real antipassback violation Bit: bucket (53

Access - Area violation Bit bucket (5}

Access - Real antipasshack violation exit EIE bucket (5)

To configure the message-class matches:

1. Inthe Code for class column, set the message class for each message(1).
2. Click Apply to save the changes. This also brings you back to the setup panel (2).

Note:

To come back to the setup panel without saving the changes, click Cancel (3).
The message-class matches are now configured.

4.7.11 Setting /O Linker Rules

To configure a controller's I/O Linker rules, go to the setup panel of the controller's object and click 1/O Linker rules.

[/0 Linker rules |

The 1/0 Linker Rules windows opens.
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Ix.

Il 1/0 Linker Rules

Apply

Cancel
Add Rule
Startup Rule

Delete

el

To display user events created via I/0O Linker rules in the operarol protocol (see Setting Regular Rules and Setting Startup
Rules sections), add the following event to the .ddi file:

INTERF_EV_MSG_[event code]_[value],

where value - is a value resulting from calculation of the rule's right-hand side.

4.7.11.1 Setting Regular Rules

To set aregular rule:
1. Inthel/O Linker Rules window, click Add Rule (1).

Note:

To delete arule, select the relevant row in the table and click Delete(7).
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Ix.

Apply

Cancel )
([ sddRue }

Startup Rule |
Co=o )

2. Tosettherule's left-hand side, go to the LHS column and click J (2).
The 1/0 Linker -Output windows opens.

1/0 Linker - Dutpuk

a. Inthe Object type drop-down list, select the type of the rule's left-hand side object(1).

b. Inthe Output drop-down list, select the left-hand side object(2).

c. Click OK (3).

3. Settherule's "sign" (the equality or strict inequality of the rule's sides) (3).

4. To set the rule's right-hand side, go to the RHS column and click —I (4).
The 1/0 Linker Rule -Input windows opens.
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x
E Add object ] C Add operator ) Gdd parameter nama C Add filker )

| 1 Fi 3 4

a. Add the right-hand side object: click Add object (1).
The Add input window opens.

x

Chijeck bype | Event

4 * Ik I Cancel |

i. Inthe Object type drop-down list, select the type of the rule's right-hand side object(1).

ii. Inthe Task drop-down list, select the task of the rule's right-hand side object(2).
iii. Inthe Event code drop-down list, select the code for the event of the rule's right-hand side object(3).
iv. Click OK (4).

b. Add the rule's right-hand side operator: click Add operator (2).
The Add operator window opens.

Add operator . x|

R, -

2 g (]9 b Cancel |

i. Inthe drop-down list, select the operator of the rule's right-hand side object(1).
ii. Click OK (2).

c. Add a parameter: click Add parameter name ( 3).
The Add parameter name window opens.

Add parameter name R 1 x|

‘.ﬁ.ccess group number - D
2 P e |

i. Inthe drop-down list, select the parameter (1).
ii. Click OK (2).

d. Add the rule's right-hand side event filter: click Add filter (4).
The Add event filter window opens.
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Add event filter x|

Parameter narme | Sccess group number +}1
o
Galue | 1 5 2

3C o P cnel |

i. Inthe Parameter name drop-down list, select the required parameter (1).
ii. Inthe Value, enter the parameter name (2).
iii. Click OK (3).

After you do the above actions, you see the rule's right-hand side formula in the text box.
x

Add object | Add operator | Add parameter name | | Add filker I

{1,1+accessgroup[accessgroup=1]]

J

K | Cancel |

e. Click OK.
5. Click Apply to save the changes. This also brings you back to the controller's setup panel (5).

Note:

To come back to the controller's setup panel without saving the changes, click Cancel (6).
The regular rule is now set.

4.7.11.2 Setting Startup Rules

To set a startup rule:

1. Inthel/O Linker Rules window, click Startup Rule (1).

Note:

To delete a rule, select the relevant row in the table and click Delete(6).
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Il 1/0 Linker Rules |

#
Startup directive 1

Cancel

Add Rule

1- Startup Rule |)
C oo D

i

2. Tosettherule's left-hand side, go to the LHS column and click J (2).
The 1/0 Linker Startup Directive -Output windows opens.

I/0 Linker Startup Directive - Outpuk ) il

Objeck bypef] Cutput group

Outpuk

3

Cx ) o |

a. Inthe Object type drop-down list, select the type of the rule's left-hand side object(1).
b. Inthe Output drop-down list, select the left-hand side object(2).

c. Click OK (3).

3. Tosettherule's right-hand side, go to the RHS column and click —I (4).
The 1/0 Linker Startup Directive -Input windows opens.

1/0 Linker Startup Directive - Input

( TRUE } ! FalLsSE p ! Mumeric value b

1 2 J

4

4. Select the value for the rule's left-hand side object: click TRUE, FALSE, or Numeric value (1-3).

5. Click OK (4).
6. Click Apply to save the changes. This also brings you back to the controller's setup panel (5).
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Note:

To come back to the controller's setup panel without saving the changes, click Cancel (6).

The startup rule is now set.

4.7.12 Configuring Connections with a HID Integration Module's Controller

To configure the host PCs' connections to a controller, go to the controller's setup panel and click Host PCs.

Hozt PCs |

The Host PCs window opens.

Il Host PCs

JTime between DinMx host ping countyConnection via LANWANC onnecting user narM scripk file naM Address or host nam%mmunication channey*

To configure a connection:

1. To add a connection, click Add (1).

Note:

To delete a connection, select the relevant row in the table and click Delete(2).

2. Inthe Time between pings column, enter the time interval between two consecutive pings (3).
3. Inthe Max host ping count column, enter the maximum number of pings for the host PC (4).

Note:

The maximum allowed ping count is 99.

»

If this is a LAN/WAN connection, go to the Connection via LAN/WAN column and select the checkbox (5).
5. If thisis a PPP connection, go to the Connecting user name column and enter the user name(6).

Note
If this is a LAN/WAN connection, enter * in this field (set by default).

6. Inthe PPP script file name column, enter the PPP script file name (7).
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Note:
If this is a LAN/WAN connection, enter * in this field (set by default).

In the IP Address or host name column, enter the host PC's IP address (8).

In the Communication channel column, enter the communication channel associated with this IP address (9).
If needed, in the Shared seed column, enter the value to be used both by the host PC and the controller (10).
10. Click Apply to save the changes. This also brings you back to the controller's setup panel (11).

© o N

Note:

To come back to the controller's setup panel without saving the changes, click Cancel (12).

The connection is now configured.

4.7.13 Configuring automatic generation of HID events

It is possible to automatically generate events when the states of the alarm inputs change. Thus, if it is necessary to generate
corresponding events, this allows you to avoid creating many rules (see Setting I/O Linker Rules).

Automatic generation of events is configured on the settings panel of the corresponding controller object in the Event log
settings group. To do this, set the checkboxes next to those service inputs, when changing the states of which the corresponding
events will be generated.

View of the Event log settings group on the settings panel of the VertXvV1000 object:

Ewvent log settings

o | Power Failure switch | Controller tarmper

o | Batteny defect zwitch | Inputs events

View of the Event log settings group on the settings panel of the VertX V2000 H3 / Rl and EdgeReader E400 object:

Event log settings

o | Power failure switch | Controller tarmper
| Battery defect awitch | Dioar events
Note

Description of alarm inputs:

+ Power failure switch, Controller tamper, Battery defect switch - service inputs of the controller.
+ Inputs events - REX (exit button) and Door contact (door sensor) inputs.
« Door events - Input 1 and Input 2.

4.8 Configuring V2000 Controller Devices

4.8.1 Configuring V2000 Controller Doors

To configure a V2000 controller's doors, use the setup panel of the relevant Door (V2000) object: go to the Settings dialog box,
click the Hardware tab, select the relevant parent VertX V2000 NC/RI object, and browse its object subtree.
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Hardware
&~ Computer LOCALHOST [L-KASYANOVA] ~RE® &/D Limits
&-J7{ Vert /Edge ACS 1 [1] J111 |Dowr (¥2000)1.1.1 ¥ REX Enabled
E""? ‘;\r?—mm PR Ve VZODONC /Rl I Disable HROL 255 =] HRLL 197 =]
- Timers
£ Timer (V2000) 1.1.1 [1.1.1] [vervanoo e 7RI 1T v LRUL 1% =] LRLL 0 =
Read: 2000 1,11 (111
! K::D:; (t\;'pes ) [ ! REx debounce time, msec 96 3
i Keypad type (v2000) 1.1.1 [1.1.1] Puasition ILeft vl ~ Doar switch A7D Limits
X ¥ Door gwitch enabled
Door priority level 25 E HRLL 196 3 HALL O H
Morm.grant access time, BOO0 3 n n
2000) 1.1.1[1.1.1] mesy _ LRUL 285 = LALL 197 &
=11 Ext. grant access time, msec 20000 3
FEEI' Door (V2000) 1.1.1[1.1.1] Door switch debounce time, msec 96 E
" Use extended access mode
Min open time, msec 25 =
Doar held time, meec amoo0 =
REX open time, mzec EOO0 =]

REXUD & REX unlocks door
' REX permits door to be unlocked manualy

Apply Cancel

To configure the doors:

1.

w N

10.

11.

12.
13.

Go to the Door (V2000) object's setup panel.
~REXA/D Limits

[111 |Daorfv2000)1.1.1 1 I FEXE g

Ve V20OONC /Rl [ Disabl 2 HRUL 255 =4 HRLL 137 =

| ert V2000 HC / Rl 1.1 N LRUL 136 =] Rl 0 =

3 [HEX debounce time, msec 36 z

7 |Position fLett =] ~Door switch A/D Linits
8 b e = = 4 v Door switch enabled

oor prionty |ewvel 3_, . HAUL 1% = T j

orm. grant acces:s ime, BOOO z
o |E;C LRUL 255 =] LRLL 197 =&

10 [Ext. grant access time, mzec 20000 3
8 [ Door switch debounce time, msec 36 3: -I

11|” Use extended access mode I

12 |Min cpen time, maec 25 =l
13 |Door keld time, mses oo =
14|rex open time, msec B000 =

REXLID @ REX unlocks door
15

™ RE pemmitz door to be unlocked manually

16
Apphy Cancel

If the REX switch is enabled, select the REX Enabled checkbox (1).

Configure the REX switch limits (see Section Configuring EEPROM) (2).

In the REX debounce time, msec field, enter the time period (in milliseconds) to be used for fixing (debouncing) the
bouncing REX switch signal(3).

If the door switch is enabled, select the Door switch enabled checkbox(4).

Configure the door switch limits (see Section Configuring EEPROM) (5).

In the Door switch debounce time, msec field, enter the time period (in milliseconds) to be used for fixing (debouncing)
the bouncing door switch signal (6).

In the Position field, select the position of the door (7).

In the Door priority level field, use the up and down buttons to set the door priority level (8).

In the Norm. grant access time, msec field, enter a time period (in milliseconds). This is the time period during which the
door allows access, in normal access mode (9).

In the Ext. grant access time, msec field, enter a time period (in milliseconds). This is the time period during which the
door allows access, in extended access mode (10).

To use the door in extended access mode, select the Use extended access mode checkbox (11).

In the Min open time, msec field, enter the minimum time period allocated for opening the door (12).
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14. In the Door held time, msec field, enter a time period (in milliseconds). This the time during which the door's lock is kept
open after entry (13).

15. Inthe REX open time, msec field, enter the time period (in milliseconds) allocated for opening the door with the REX
switch (14).

16. Select the required radio button from the REXUD option radio button group: REX unlocks door - only the REX switch can
unlock the door; REX permits door to be unlocked manually - allows the door to be unlocked manually as well (15).

17. Click Apply to save the changes (16).

18. Configure the door strike relay:

a. Under the Door (V2000) object, find the Door strike relay object. Go to the setup panel of the Door strike relay
object.

{1111 [|Door strike relay (¥2000) 1.1.1

Droor [+2000) | Disatle
| Door [v2000) 1.1.1 -

Minimum open time, msec G000 E 1

2
Apphy Cancel

b. Inthe Minimum open time, msec field, enter a time period (in milliseconds). This is the minimum time period
during which the door strike relay is open (1).
c. Click Apply to save the changes (2).

The doors are now configured.

4.8.2 Configuring V2000 Controller Elevator Readers

To configure a V2000 controller's elevator readers, use the setup panel of the relevant Elevator Reader (V2000) object. To find
this object, go to the Settings dialog box, click the Hardware tab, select the relevant VertX V2000 NC/RI object, and browse its
object subtree.
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Hardware Frogramming

{5l Computer LOCALHOST [L-KASYANOVA]
5 Verty /Edge ACS 1[1]
&= Vert¥ V2000 NC /RI 1.1[1.1]

|1.1 A Elevator Reader [+2000)1.1.1 Time the relay iz on, sec 30

Werks Y2000 NC / Rl I~ Disatil=
|\u"erb<\u"2DDU MC /R T

Type of | Rietay cutput via R5-485
Elevator contral state INnrmaI shate

% Timer (v2000) 1.1.1[1.1.1]
Reader (v2000) 1.1.1[1.1.1]

kbl Lo L] B

) Pall delay, mzec 10 =
- Keypad types
- 1 Keypad type (V2000) 1.1.1[1.1.1] Reader | 7| Groupcount 0 =] Elevator groups |
Card zettings... |

Door (¥2000) 1.1.1 [1.1.
8 Door strike relay (v2000) 1.1.1.1[1.1.1.1]

Apply

To configure the elevator readers:

1. Goto the Elevator Reader (V2000) object's setup panel.

111 |Elevator Readsr [v2000] 1.1.1 | Time: the relay is on, sec an =11
Wertd V2000 MC 4 Rl " Dizable Type of Relay output via A5-485 j 2
[i/ertx V2000 NC /Rl 1.1 v Elevstor sontiol state |1y o1rus) state | 3

Poll delay, meec 10 E 4
Reader j 7 Group count O E Elewator groups | 5

| Card seftings... I 53

Apphy

In the Time the relay is on, sec field, enter a time period (in seconds). This is the time during which the relay is on (1).

In the Type of output drop-down list, select the elevator reader's type of output: relay output via RS-485 or via RS-232 (2).
In the Elevator control state drop-down list, select the elevator control state(3).

In the Poll delay, msec field, enter a time period (in milliseconds). This is the time period between two consecutive polls
of the elevator reader (4).

In the Group count field, enter the number of elevator groups (5).

7. Assign relays to elevator groups:

oD

o
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a. Click Elevator groups (6).
The Elevator control group relays window opens.

M Elevator control group relays ) ﬂ

- : .
Relay Elevator group | Apply

Door strike relay (Y2000 1 (Mot used in elewvator)

Au relay (Y2000 1 (Mot used in elevator) ( cancel )

b. Foreach of the relay, go to the Elevator group column and select its elevator group (1).
c. Click Apply to save the changes (2).

Note:

To come back to the setup panel without saving the changes, click Cancel (3).

8. Assign users to elevator groups:
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a. Click Card settings (7).
The Card settings window opens.

M Elevator control group relays ' ﬂ
- : .
Relay Elesvator aroup L Apply

Door strike relay (Y2000 1 (Mot used in elewvator)

Au relay (Y2000 1 (Mot used in elevator) ( cancel )

b. Foreach of the system's users, go to the In-schedule group column and select the user’s in-schedule group (1).

Note:

For more detailed information on schedules, refer to the HID system's vendor documentation.

c. Foreach of the system's users, go to the Out-schedule group column and select the user’s out-schedule group (2).
d. Click Apply to save the changes (3).

Note:

To come back to the setup panel without saving the changes, click Cancel (4).

9. Inthe Reader drop-down list, select the reader used in the elevator(8).
10. Click Apply to save the changes (9).

The elevator readers are now configured.

4.8.3 Configuring V2000 Controller Auxiliary Relays

To configure a V2000 controller's auxiliary relays, use the setup panel of the relevant Aux relay (V2000) object. To find this
object,go to the Settings dialog box, click the Hardware tab, select the relevant VertX V2000 NC/RI object, and browse its object
subtree.
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Architecture Hardware Interfaces Programming

&-I5] Computer LOCALHOST [L-KASYANOVA]
8- Verty / Edge ACS 1[1]

111 e relap [¥2000)1.1.1

&3 Vert V2000 NC /RI 1.1 [1.1) Vel V2OOONC /Rl | Disale
- [P% Timers
LT Timer (V2000) 1.1.1[1.1.1] |Verb< W2000MC 4RI -

- ] Reader (v2000) 1.1.1[1.1.1]
511 Keypad types
H Keypad type (V2000) 1.1.1[1.1.1] Addres |1 -

Output groups
Pt Minimur time, mzec 25 3

oor . L . L
----- 8 Door strike relay (v2000) 1.1.1.1 [1.1.1.1]

Cancel

To configure an auxiliary relay:

1. Go to the setup panel of the Aux relay (V2000) object.

111 fAuxrelay (v2000)1.1.1
Vel V20DONC /Rl [ Disable

|"-"EH><"-.-"EEIEIEINE.-"F|I'I.1 b
Addrezs |1 j 1
Minimum time, mzec 25 E 9

Apply

2. Inthe Address drop-down list, select the relay's address (1).

Attention!
The relay's address is set automatically when the object tree is created. Changing the address may lead to losing
the connection to the relay.

3. Inthe Minimum time, msec field, enter a time period (in milliseconds). This is the minimum time during which the relay is
on (2). The allowed value range is 25 milliseconds to27 minutes.
4. Click Apply to save the changes (3).
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The auxiliary relay is now configured.

4.8.4 Configuring V2000 Controller Timers

To configure a V2000 controller's timers, use the setup panel of the relevant Timer (V2000) object. To find this object,go to the
Settings dialog box, click the Hardware tab, select the relevant VertX V2000 NC/RI object, and browse its object subtree.

Architecture 2 3 Interfaces Programming

-0 Computer LOCALHOST [LKASYANOVA]
&Y Vertx /Edge ACS 1 [1]
-7 VertX V2000 NC /RI 1.1 [1.1]
P Timers

Timer (v2000) 1.1.1[1.1. 1}. |Verb< W2000 HC ARITA v
Reader (v2000) 1.1.1[1.1.1]
Keypad types
| Keypad type (v2000) 1.1.1 [1.1.1] MNumber 1 3
li‘DUt groups Interval.  qp 3
3 Output group (V2000) 1.1.1 [1.1.1] B =
Elevator Reader (v2000) 1.1.1[1.1.1] Tirner type: IDe\a}l Interruptible Timer ‘l
----- O+ Aux relay (v2000) 1.1.1[1.1.1]
&-[F] Door (v2000) 1.1.1[1.1.1]

9 Door strike relay (v2000) 1.1.1.1[1.1.1.1]

[ta1 Timer b/2000)1.1.1
Werb{W200ONC /Rl [~ Disable

To configure a timer:

1. Go to the setup panel of the Timer (V2000) object.

(110 |Timer (v2000)1.1.1

Werl VY2000 HC /R " Dizable
|"Jert><U2EIEIEI MC /R -
Murnber 1 3 1
Interyal, 11 |

zec 3 2
Tirner type | Delap Interuptible Timer j 3

2. Inthe Number drop-down list, select the timer's unique ID (1).
3. Inthe Interval, sec field, enter the timer's expiration interval (in seconds)(2).
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4. Inthe Timer drop-down list, select the timer's type (3).

Timer type Description
Delay During the entered interval, the timer's value is TRUE.When the interval expires, the timer changes its value to FALSE.

Trigger When the entered interval expires, the timer takes the value TRUE.This value is a short-term one.When one rule-processing cycle is
over, the timer changes its value to FALSE.

Interruptible  If the next rule determines that this is the same timer and is applied during countdown, the timer's interval resets and is
timer setagain.The new interval may be shorter or longer than the initial one.To disable the timer, enter 0 as the timer's initial interval.

Uninterrupti During its countdown, the timer ignores any action.
ble timer

5. Click Apply to save the changes (4).

The timer is now configured.

4.8.5 Configuring V2000 Controller Output Groups

To configure a V2000 controller's output groups, use the setup panel of the relevant Output group (V2000) object. To find this
object, go to the Settings dialog box, click the Hardware tab, select the relevant VertX V2000 NC/RI object, and browse its
object subtree.

Programming

=-[LJ Computer LOCALHOST [L-KASYANCVA]
E'E{ Vert / Edge ACS 1[1] |1 11 Output group (20001 1.1.1
57 VertX V2000 NC /RI 1.1[1.1]

&%) Timers Wertd V2000 NC /Rl [ Disatl=
i P Timer (v2000) 1.1.1[1.1.1] |Ver¢< V2000 M/ RITA i

B Reader (v2000) 1.1.1[1.1.1]

Keypad types

u_Keypad type (V2000) 1.1.1 [1.1.1]
tput groups

N Output group (V2000) 11,1 [1. 1.1
evator Keader .1 . L
O Aux relay (v2000) 1.1.1[1.1.1]
&[] Door (v2000) 1.1.1 [1.1.1]

Output group setup

To configure an output group:
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1. Go to the Output group (V2000) object's setup panel.

I'I.'I.'I Cutput group [W2000]1.1.1

Wert Y2000 NC / Rl ™| Disable
J"-.r"erHUEEIEIEI MC /R |

Output group zetup 1

Apply

2. Click Output group setup (1).
The Output group contents window opens.

Il Dutput group contents

x|
Output device ﬁunction code Wtate Apply )
Dioorfreader interface (Y1003 1 \0oor 1 Strike Relay

Cancel

{ Add

Come )

3. To add a new controller function, click Add (1).

Note:

To delete a controller function, select the relevant row in the table and click Delete(2).
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The Add source controller/interface window opens.

Add source controllerfinterface 1 El
24 (9]4 l Cancel |

In the drop-down list, select the required object that corresponds to the V2000 controller (1).
Click OK (2).

In the Function code column, select the controller function (3).

In the State column, select the function state (4).

No ok

Note:

For more detailed information on function states, refer to the HID system's vendor documentation.

8. Add as many functions as needed.
9. Click Apply to save the changes (5).

Note:

To come back to the setup panel without saving changes, click Cancel (6).

The output groups are now configured.

4.8.6 Configuring the V2000 Controller Keypad Types

To configure a V2000 controller's keypad types, use the setup panel of the relevant Keypad type (V2000) object. To find this
object,go to the Settings dialog box, click the Hardware tab, select the relevant VertX V2000 NC/RI object, and browse its object
subtree.

Hardware Frogramming

&I Computer LOCALHOST [L-KASYANOVA]

E'E‘ Vertx / Edge ACS 1 [1] |1.1.1 Keypad type W2000] 1.1.1 i1 E 2 2 3 3 3 E
E'""? ‘éirﬁ V2000 NC /R L.1[1.1] Vel V2D0ONC /Rl [ Dischle

-0 Timers - - -

£FC Timer (V2000) 111 [L1.1] [vervanoo e sRI1LT - 44 = 55 = 586 =

-l Reader (v2000) 1.1.1[1.1.1]

| B~ Keypad types = = =
7 ] 9
Keypad type (V2000) 1.1.1[1.1.1] 7 5 8 3 El 3

-3 Outputgroups
L. 5% Output group (V2000) 1.1.1[1.1.1] Ox0a 10 E 0o 3 08 11 E
--[] Elevator Reader (v2000) 1.1.1[1.1.1]
O+ Auxrelay (v2000) 1.1.1[1.1.1]
&[] Door (v2000) 1.1.1[1.1.1]
8 Door strike relay (v2000) 1.1.1.1 [1.1.1.1]

To configure a keypad type:

Configuring the HID Integration Module - 42



1.

2.
3.
4.
5.

HID Integration Module Settings Guide

Go to the Keypad type (V2000) object's setup panel.

{111 |Keppad ype [v2000) 1.1.1 11 = 22 & 33 =
Vel V2OOONC /Rl T Diseble
| erb< w2000 N /RITT v 44 = 55 = 66 =

2
Apply Cancel

In each of the fields 0, 1, ..., 9, enter the value that the controller receives when the field's keypad key is pressed(1).
In the OXOA field, enter the value that the controller receives when the keypad's *key is pressed(1).

In the OxO0B field, enter the value that the controller receives when the keypad's #key is pressed(1).

Click Apply to save the changes (2).

The keypad type is now configured.

Example. Configuring of the Keypad type object is described on basis of the HID ProxPro 5355 AGK11 code-typeset reader.

Output data format for this reader is following: P XXXXX...... XXXXX P, where P - parity bit, X - data. Parity bits are needed to
increase the reliability of data transferring from reader to controller. The number presented in binary form corresponds to each
pressed key:

0=0000

1=0001

2=0010

3=0011

4=0100

5=0101

6=0110

7=0111

8=1000

9=1001

*=1010

#=1011

For example, PIN-code consists of 4 digits and equals to 3476. In binary form the data transferring will be presented as follows:
0011010001110110

As it was said before, in every data transferring there are even parity bits.

For the HID ProxPro 5355AGK11 reader the data transferring will be as follows: E XXXXX...... XXXXX O, where E - even parity bit
with 0 value; O - odd parity bit with 1 value. Transferring of 6 bits corresponds to each pressed key, where the first and the last
bits are the parity bits. 4 bits between them are data bits.
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Let’s consider the full output format of the H/ID ProxPro 5355AGK11 reader for 3476 PIN-code.

The first entered number is 3. Its binary presentation is 0011. The even parity bit (0) will be added in the beginning and the odd
parity bit (1) will be added in the end. So the value will be 000111.

Entering all digits of PIN-code the reader will give the following data:
000111 (3) 001001 (4) 001111 (7) 001101 (6)

On the basis of these rules fill in the value matrix on settings panel of the Keypad type object in the ACFA Intellect software. All
values should be entered in decimal form. So converting binary values into decimal (considering parity bits), the following values
should be entered:

0=1
1=2

2=4

3=7

4=41

5=42

6 =44

=47

8=49

9=50

*=52

#=55

The settings of the Keypad type object are presented in the figure:

{100 [Keynad type (v2000) 1.1.1 12 = 24 = 37 F
Vet V2ODONC /Rl [ Disable
|verte v2000 NE /RI 1.1 = 4 a1 = 542 = B 44 =

LT | B3 = 550 =
x04 52 =] 01 = moe s =

Cancel
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Presence of parity bits is not necessary. Parity bits combinations are also available. In the considered example the HID
ProxPro 5355AGK11 has parity bits it this order exactly. But the manufacturer can use other combinations:

E XXXXX...... XXXXX O Even parity bit in the beginning (0), odd parity bit in the end (1)

E XXXXX...... XXXXX E Even parity bits in the beginning and in the end (0)

O XXXXX...... XXXXX E Odd parity bit in the beginning (1), even parity bit in the end (0)

O XXXXX...... XXXXX O 0Odd parity bits in the beginning and in the end (1)

Enter the corresponding values in decimal form depending on the combination which is in use by manufacturer.

Ask the manufacturer about the type of combination which is in use if it is not specified in the manual for reader.

4.8.7 Configuring V2000 Controller Readers

To configure V2000 controller's readers, use the setup panel of the relevant Reader (V2000) object. To find this object, go to
the Settings dialog box, click the Hardware tab, select the relevant VertX V2000 NC/RI object, and browse its object subtree.

Hardware

- Computer LOCALHOST [L-KASYANOVA]
8- { Vertk /Edge ACS 1[1]
E-f= Vert) V2000 NC /RI 1.1[1.1]

ypad types
u Keypad type (v2000) 1.1.1[1.1.1]
53 Output groups

To configure the readers:

J11 {Feader [¥2000)1.1.1
Vet W20OONC /Rl [ Disable

|Ver¢<\u"2000 MC /Rl i
Pasition I Left =z l

Reader type IWiegand type 'l
Access IEard access, PIN ignored 'l
made

" Reader I'm alive enabled
[ Report I'm alive message to controllsr

Message time IDisabIed - I
I'm alive 255 =
message

Cancel

~ PIM zettings
™ FReader accepts PIN commands
Fin size 3 E Attempts 3 E
Endof PIN code [10 | v| Clearcade [11 =]
Keypad type I j
Mawimum time far entering PIM, sec 0 E
Time when no PIN iz accepted after =
attemots limit reached. sec &0 3
Suppress FIMN
(Card and FIN) fhways =l
—Antipazshack settings
APB type | Off =l
Timed APE time, =
ZBC D 3
APEB action: & None
” Log the violation
" Log the action, deny access
" Log the action, allow access, do not allow exiing
the area
Enter j
Exit |

Configuring the HID Integration Module - 45



1.

o0k wN

© o N

10.
11.
12.
13.
14.
15.
16.

17.

18.
19.
20.
21.
22.
23.

HID Integration Module Settings Guide

Go to the Reader (V2000) object's setup panel.

PIM sethings

I'I-'I-'I |F|eader [¥2000)1.1.1 [~ Feader accepts FIN commands | 8
Vet V2DOONC /Rl | Diseble Pnsze 8 ]| 9 [Atempts 3 |10
[verbe 2000 NE / Fil 1.1 - T[End ot PN code [10__ v]|Flearcode 11 =[] 12
|Kew:ad type I 'I 13
—— Lo ﬂ 1 I aximumn time far entering PIN, sec 0 E 14
Time whe.n na FIF s accepted aiter &0 E 15
Reader bype |'wisgand tpe 3 2 .g.&emnlslgﬂllgqrpar'hpd EC -
UppIess 2l -
AT‘I;::CIS: Card access, PIN ignored j 3 [Card ahd PIN] I vacys J 16
—Antipazsback settings
™ Reader I'm alive enabled | 4 APB type |fo ﬂ 17
i Timed AP time, =
[ Repart I'm alive meszage to contaller I [ - i} E 18
Message time |Disabled || 6| [FPE =ction: = None
i el 255 E 7 = Log the \-'I0|.atIDn 19
message r Log the action, deny access
= Log the action, allow access. do nat allow exiling

Enter b 20
[ Esi -1 21
22

Apphy Cancel

Select the position of the reader in the Position field (1).

Select the type of reader used in the Reader type field (2).

Set the access mode by selecting it from the corresponding drop-down list (3).

Check the Reader I'm alive enabled box to enable the reader (4).

Select the Report I'm alive message to the controller to send a notification to the controller about the connected reader
(5).

Select the time to send the message after connecting the reader in the Message time field (6).

Select the message code in the I'm alive message field (7).

Check the Reader accepts PIN commands box to enable the use of PIN-codes on the reader (8).

Select the length of the PIN in the PIN length field (9).

Select the number of attempts to enter the PIN in the Attempts field (10).

Specify the digital code associated with the end of the PIN entry in the End of PIN code field (11).

Specify the digital code associated with the clearing command of the entered PIN in the Clear code field (12).
Select the keypad type from the drop-down list (13).

Set the maximum time for entering the PIN in seconds in the Maximum time for entering PIN, sec field (14).

Set the pause in seconds, during which the reader will not accept attempts to enter the code, if the limit of dialing
attempts is exceeded (15).

Select the mode for suppressing the PIN-schedule in the Card and PIN access mode in the Suppress PIN (Card and PIN)
field (16).

Select the type of antipassback control in the APB type field (17).

Set the time period for timed antipassback control in seconds (18).

Select the action to take when the antipassback is registered by setting the corresponding switch (19).

Select the region which the user enters in the Enter field (20).

Select the region from which the user enters in the Exit field (21).

Click the Apply button to save the changes (22).

Configuring the V2000 controller reader is completed.

4.9 Configuring V1000 Controller Devices

4.9.1 Configuring a V100 Interface Module

To configure the V100 interface module, do the following:
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1. Go tothe Door/reader interface (V100) object's setup panel, which is created on the basis of the VertX V1000 Network
Controller object.

Hardware

B LOCALHOST - Tamper switch A/0 Limits

f E‘ VertX / Edge ACS1 11,71 Doorfreader interface (W100] 1 Ve saflich snekEa)

7 VertX V2000 NC / RI1.1 Wert 41000 Network Disable HRUL (255 |5 HRLL 193 |< 1
£] VertX V1000 Network Controller 1.1 Vertx 41000 Network Contioller 1.1 LRUL 255 | LALL 133 |5
| Tamper switch debounce time, ms 3 o 2
Address [0 -|8 AL failure &/D Lirits

[y 5=l herian [Card e - 9 AL failure input enabled

["|EEPROM programmed |1 o HRUL 255 |5 HALL 193 [ 3

LRUL 285 | & LRLL 193

AC failure input debounce time, ms | 38 - 4

Feset zwitch 470 Limits Battery failure 470 Limits
Reset switch enabled Battery failure input enabled
HRUL (255 |5 HRLL 193 = HRUL (295 |5 HRLL 193 | 5
LRUL (255 |5 LALL 193 | LRUL 255 |5 LRLL 193 |5
11 Battery failure debounce time, ms *® 5 |6

Ewvent log zettings

Power failure switch Controller tamper
B attery defect switch Door events 7

Apply Undo

2. If the tamper switch is enabled, set the Tamper switch enabled checkbox (1) and configure the tamper switch A/D limits
(see Configuring EEPROM Limits).

3. Inthe Tamper switch debounce time, msec field, enter the time period (in milliseconds) to be used for fixing
(debouncing) the bouncing tamper switch signal (2).

4. Ifthe AC failure input is enabled, set the AC failure input enabled checkbox (3) and configure the AC failure A/D limits
(see Configuring EEPROM Limits).

5. Inthe AC failure input debounce time, msec field, enter the time period (in milliseconds) to be used for fixing
(debouncing) the bouncing AC failure input signal (4).

6. If the battery failure input is enabled, set the Battery failure input enabled checkbox (5) and configure the battery failure
A/D limits (see Configuring EEPROM Limits).

7. Inthe Battery failure debounce time, msec field, enter the time period (in milliseconds) to be used for fixing
(debouncing) the bouncing battery failure input signal (6).

8. Set the checkboxes next to those service inputs, when changing the states of which the corresponding events will be
generated (7) (see Configuring automatic generation of HID events).

9. Inthe Address drop-down list, select the interface module's address (8).

Attention!
The device's address is set automatically when the object tree is created. Changing the address may lead to

losing the connection to the device.

10. Inthe Door behavior drop-down list, select the interface's door behavior type (9) (see Configuring a V2000 controller's
door behavior).

11. If you want to configure EEPROM, set the EEPROM programmed checkbox (10).

12. If reset switch is enabled, set the Reset switch enabled checkbox (11) and configure the limits for resetting the switch
(see Configuring EEPROM Limits) .

13. Click Apply to save the changes (12).

The V100 interface module is now configured.
4.9.2 Configuring a V100 Interface Module's Doors

To configure a V100 interface module's doors, do the same actions as for a V2000 controller's doors (see Section Configuring
V2000 Controller Doors).
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4.9.3 Configuring a V100 Interface Module's Auxiliary Relays

To configure a V100 interface module's auxiliary relays, do the same actions as for a V2000 controller's auxiliary relays (see
Section Configuring V2000 Controller Auxiliary Relays).

4.9.4 Configuring the Input monitor interface (V200)
To configure the input monitor interface (V200), do the following:

1. Go to the Input monitor interface (V200) object's setup panel, which is created on the basis of the VertX V1000 Network
Controller object.

B LOCALHOST = = T amper switch 4/D Limits
E‘E‘ VertX/ Edge ACS 1 111 Input manitor interface [W200) T amper switch enabled
F VertX V2000 NC / RT1.1 Vert V1000 Netwark Disable HRUL [2%5 =] HRLL |193
= VertX V1000 Network Controller 1.1
5 00
Output menitor interface(V300) 1.1.1

Al | (4l
=

"Wt V1000 Metwork Contraller 1.1 LRUL 295 |5 LRLL 193

N

Tamper switch debounce time, ms s
[addiess 1 -|8 AL fallure A/D Limits

AL failure input enabled
HRUL 285 = HALL 193

Door/reader interface (V100) 111 =
FH E400 EdgeReader Interface1.1 LRUL 295 |& LRLL 193

Al |4

AL failure input debounce time, mg | 36 = 4

Fieset switch &/0 Limits EBattery failure 7D Limits
Reset ewitch enabled B attery failure input enabled
HRUL 255 = HRLL 193 HRUL (255 | = HRLL 193

Al | |4

Al | |4
(4)]

LRUL 255 = LRLL 193 LRUL 255 = LRLL 193

9 Battery fallure debounce time, ms 96 $ 6
Event log settings

Power failure switch Contraller tamper
Battery defect switch Inputs events 7

Apply Undo

2. If the tamper switch is enabled, set the Tamper switch enabled checkbox (1) and configure the tamper switch A/D limits
(see Configuring EEPROM Limits).

3. Inthe Tamper switch debounce time, msec field, enter the time period (in milliseconds) to be used for fixing
(debouncing) the bouncing tamper switch signal (2).

4. Ifthe AC failure input is enabled, set the AC failure input enabled checkbox (3) and configure the AC failure A/D limits
(see Configuring EEPROM Limits).

5. Inthe AC failure input debounce time, msec field, enter the time period (in milliseconds) to be used for fixing
(debouncing) the bouncing AC failure input signal (4).

6. If the battery failure input is enabled, set the Battery failure input enabled checkbox (5) and configure the battery failure
A/D limits (see Configuring EEPROM Limits).

7. Inthe Battery failure debounce time, msec field, enter the time period (in milliseconds) to be used for fixing
(debouncing) the bouncing battery failure input signal (6).

8. Setthe checkboxes next to those service inputs, when changing the states of which the corresponding events will be
generated (7) (see Configuring automatic generation of HID events).

9. Inthe Address drop-down list, select the interface module's address (8).

Attention!

The device's address is set automatically when the object tree is created. Changing the address may lead to
losing the connection to the device.

10. If reset switch is enabled, set the Reset switch enabled checkbox (9) and configure the limits for resetting the switch
(see Configuring EEPROM Limits).
11. Click Apply to save the changes (10).

The input monitor interface (V200) is now configured.
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4.9.5 Configuring the Output monitor interface(V300)
To configure the output monitor interface (V300), do the following:

1. Go to the Output monitor interface (V300) object's setup panel, which is created on the basis of
the VertX V1000 Network Controller object.

Hardware

=] @ LOCALHOST = TamEer switch 270 L@
EIE‘ VertX / Edge ACS1 14k Output rmanitor interfacev300) Tamper switch enabled
£ £ VertX V1000 Network Controller 1.1 Wertd V1000 Netwark Disable HRUL 255 | wRLL 193 |2 1
=] V200 | \ertd 1000 Netwark Contraller 1.1 LRUL 255 | LpLL 193 |2
i .[#] Input menitor interface (V200) 1.1.1
V100 Tamper switch debounce lime, ms |36 o 2
Door/reader interface (V100) 111 IAddress i} v]IB AL failure 24D Limits
B2 Y300 AL Failure input enabled
Output monitor interface(v300) 1.1.1 HRUL 295 =] HeLL 193 =
#-J Video capture device = =
- A Web Report System 1 LRUL (255 |BHi LRLL (193 |
AC failure input debaunce time, ms | 96 % 4
Feset switch A/D Limits Battery failure A/0 Limits
Reset switch enabled B attery failre input enabled
HRUL 255 |5 HRLL 192 5 g | HRUL 255 |5 HALL 193 |5 5
LRUL (295 5 LRLL 193 = LRUL 295 % LALL 193 =
Reset switch debounce tme, ms %= Battery failure debounce time. ms % £ 6
1 0 Ewent log settings
Power failure switch Controller tamper
Battery defect switch Inputs events 7
Apply Undo

2. If the tamper switch is enabled, set the Tamper switch enabled checkbox (1) and configure the tamper switch A/D limits
(see Configuring EEPROM Limits).

3. Inthe Tamper switch debounce time, msec field, enter the time period (in milliseconds) to be used for fixing
(debouncing) the bouncing tamper switch signal (2).

4. Ifthe AC failure input is enabled, set the AC failure input enabled checkbox (3) and configure the AC failure A/D limits
(see Configuring EEPROM Limits).

5. Inthe AC failure input debounce time, msec field, enter the time period (in milliseconds) to be used for fixing
(debouncing) the bouncing AC failure input signal (4).

6. If the battery failure input is enabled, set the Battery failure input enabled checkbox (5) and configure the battery failure
A/D limits (see Configuring EEPROM Limits).

7. Inthe Battery failure debounce time, msec field, enter the time period (in milliseconds) to be used for fixing
(debouncing) the bouncing battery failure input signal (6).

8. Set the checkboxes next to those service inputs, when changing the states of which the corresponding events will be
generated (7) (see Configuring automatic generation of HID events).

9. Inthe Address drop-down list, select the interface module's address (8).

Attention!

The device's address is set automatically when the object tree is created. Changing the address may lead to
losing the connection to the device.

10. If reset switch is enabled, set the Reset switch enabled checkbox (9) and configure the limits for resetting the switch
(see Configuring EEPROM Limits).

11. Enter the time period in milliseconds, which is required for resetting the switch debounce time of alarm inputs, in the
corresponding field (10).

12. Click Apply to save the changes (11).

The output monitor interface (V300) is now configured.
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4.9.6 Configuring a V200/V300 Interface Module's Input Points

To configure a V200 input monitor interface's input point, use the setup panel of the relevant Input point (V200) object.To find
this object,go to the Settings dialog box, click the Hardware tab, select the relevant Input monitor interface (V200) object and
browse its object subtree.

Hardware Interfaces
&~ Computer LOCALHOST [L-KASYANCVA]
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&7 V300
EI Output monitor interface(v300) 1.1.1[1.1.1]
Ell} Relays
L Relay (¥300) L.1.1.1[1.1.1.1]
Qe Input point (v300) 1.1.1.1[1.1.1.1]
=] ﬁ\ Qutput groups
"5 Output group (¥1000) 1.1.1[1.1.1]
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Addres I 1 b
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To configure a V300 interface module's input point, use the setup panel of the relevant Input point (V300) object. To find this
object, go to the Settings dialog box, click the Hardware tab, select the relevant Output monitor interface (V300) object and

browse its object subtree.
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To configure the input points:
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. Go to the setup panel of the Input point object.

Input &40 Limits
[1110 [Input point (v200) 1.1.1.1 1[5 Erting
Input monitor interface T Disable HRUL 255 E HRLL 129 E
|InputmonitorinterfaceNEDD]1.1.‘I i 2 LRLL 128 3 LRLL O E
3 |Debounce time, mzec 96 El
Address |1 j
4

Cancel

. Ifthe input point is enabled, select the Enabled checkbox (1).
. Configure the input A/D limits (2) (see Section Configuring EEPROM Limits).

In the Debounce time, msec field, enter the time period (in milliseconds) to be used for fixing (debouncing) the bouncing
input point signal (3).

In the Address field, the input point's address is preset (4). Changing the address may lead to losing connection to the
input point.

Click Apply to save the changes (5).

The input points are now configured.

4.9.7 Configuring a V200/V300 Interface Module Relays

To configure a V200 interface module's relays, use the setup panel of the relevant Relay (V200) object. To find this object, go to
the Settings dialog box, click the Hardware tab, select the relevant Input monitor interface (V200) object, and browse its
object subtree.

Hardware Programming
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To configure a V300 input monitor interface's relays, use the setup panel of the relevant Relay (V300) object.To find this
object,go to the Settings dialog box, click the Hardware tab, select the relevant Output monitor interface (V300) object, and
browse its object subtree.
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Architecture Hardware Interfaces Programming
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To configure a relay:

1. Go to the setup panel of the Relay object.

1100 |Relay (v300)1.1.1.1

Cutput monitor I Disable

| Qutput monitar interface30011.1.1 0%

Addrezs |1 j
=

Timer valug, msec 20

Apply
2. Inthe Address field, the relay's address is preset (1). Changing the address may lead to losing the connection to the relay.
3. Inthe Timer value, msec field, enter the timer's time interval (in milliseconds)(2).
4. Click Apply to save the changes (3).

The relay is now configured.

4.9.8 Configuring a V1000 Controller's Input Points

To configure a V1000 controller's input points, do the same actions as for a V200/V300 interface module's input points (see
Section Configuring a V200/V300 Interface Module's Input Points).
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4,9.9 Configuring a V1000 Controller's Relays

To configure a V1000 controller's relays, do the same actions as for a V200/V300 interface's relays (see Section Configuring a
V200/V300 Interface Module Relays).

4.9.10 Configuring a V1000 Controller's Elevator Readers

To configure a V1000 controller's elevator readers, do the same actions as for a V2000 controller's elevator readers (see Section
Configuring V2000 Controller Elevator Readers).

4,9.11 Configuring a V1000 Controller's Timers

To configure a V1000 controller's timers, do the same actions as for a V2000 controller's timers (see Section Configuring V2000
Controller Timers).

4.9.12 Configuring a V1000 Controller's Output Groups

To configure a V1000 controller's output groups, do the same actions as for a V2000 controller's output groups (see Section
Configuring V2000 Controller Output Groups).

4.9.13 Configuring a V1000 Controller's Keypad Types

To configure a V1000 controller's keypad type, do the same actions as for a V2000 controller's keypad type (see Section
Configuring the V2000 Controller Keypad Types).

4,10 Configuring E400 Controller Devices

To configure an E400 controller's device, do the same actions as for a V2000 controller's device (see Section Configuring V2000
Controller Devices). To find the object that represents a device, select the relevant E400 EdgeReader Interface and browse its
object subtree.

4.11 Managing the HID configuration

The HID configuration is managed on the settings panel of the VertX [ Edge ACS object as follows:
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1. To get the configuration from all the connected controllers, click the Get current configuration button (1).

1 ek / Edge ALS 1 Listenirg part 4070 |5
: Statuz check interval -
Computer || Disable ittt sl 120 >
! LOCALHOST Controller connect timeout, zec 180 =
Controller get configuration 300 -
timeout, sec
y . Get configuration from...
Get curent configuration 1 [ £.20NIouEHen TaT ]5
[ Wirite configuration to... ]6
Write configuration to controllers 2 [ YWiite access settings to... ]?
[ YWirite current time to... ]3
it ti b troll = ;
fite access zettings to controllers 3 [ e ]
: ; Contraller "]
YWrite curment time 4
[ Resztart tazk in controllers. . ]

After clicking this button, the Attention! dialog box will open with a warning about deleting the current H/D object tree.
Click Yes to confirm the request to get the configuration.

Warning! | E8

F l«_\ Current contreller configuration and names will be lost. Continue?

e

As a result, the object tree with all connected controllers and H/D devices will be automatically created.

Configuring the HID Integration Module - 54



HID Integration Module Settings Guide
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Attention!

Once you get the current configuration, it is no longer necessary to create the objects corresponding to the
connected controllers and H/D devices.

2. To write the configuration to all the controllers, click the Write configuration to controllers button (2).
3. To write the Access managerdata to all the controllers, click the Write access settings to controllers button (3).

Attention!

It is highly recommended to regularly write the complete Access managerdata to all the controllers to avoid
controller errors in case of vendor constraints violations.

Note
The following constraints are placed:

It is possible to dynamically create only 10000 users if in the database there is less than 10000 users. Otherwise, it
is possible to create only 100 users.

To change the access type (card+pin, only card, only pin, card or pin) it is needed to update the database.

It is impossible to delete user. As deletion emulation specify January, 1, 1990 as card validity end date. In such
case the “Card date expired” message will display.

It is impossible to change the card number.
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Itis impossible to delete user and then create the new user with other card number. In such case the user id will
be identical and record of other card number with the same user id is impossible.

4. To synchronize the Server's time with the time of all the controllers, click the Write current time button (4).
5. To get the configuration from selected controllers, click the Get configuration from... button (5).

Attention!

To get the configuration from the selected controllers, it is necessary to first create the controller objects
corresponding to the connected equipment (VertX V1000, VertX V2000 NC / RI, EdgeReader E400), based on
the VertX | Edge ACS object on the Hardware tab of the Settings dialog box. Then, on the settings panel of the
created objects, enter the MAC address of the controllers (see Configuring the controller MAC address).

After you click the Get configuration from... button, the Select controllers window will open. In this window, set the

checkboxes of the selected controllers (1), and click the Apply button (2).

|

Controllers

{ Aeoly I )

E400 EdgeReader Interface 1

‘et w1000 Metwork Contraller 1

Werky W2000 NC JRI 1

a1

Cancel |

After you click the Apply button, the Attention! dialog box will open with a warning about deleting the current object tree

o

All current controllers objects will be deleted. Continue?

I Yes

|

Mo

et the configuration.

As a result, the object tree corresponding to the selected HID controllers configuration will be created.
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Attention!

Once you get the configuration of the selected controllers, it is no longer necessary to create the objects
corresponding to the H/D devices.

6. To write the configuration to the selected controllers, click Write configuration to... (6), select the checkboxes of the
required controllers (1), and click the Apply button (2).

7. To write the Access managerdata to the selected controllers, click Write access settings to... (7), select the checkboxes
of the required controllers (1), and click the Apply button (2).

8. To synchronize the Server's time with the time of selected controllers, click the Write current time to... button (8), select
the checkboxes of the required controllers (1) and click the Apply button (2).

Managing the HID configuration is complete.

4.12 Resetting Communication with Controllers

To reset communication with controllers, go to the VertX / Edge ACS object's setup panel.

Rezet communication with... |

To reset communication with selected controllers, click the Reset communication with...button, select the checkboxes of the
required controllers (1) and click the Apply button (2).

Il Select controllers 2 x|
Coritrollers | < Apply I ,
E400 EdgeReader Interface 1

Cancel |
Yerts Y1000 Metwork Conkraller 1

ety Y2000 MC [ RI 1

7

4.13 Assigning Tasks to the Controllers
To assign tasks to the controllers, go to the VertX / Edge ACS object's setup panel.

Cantraller I j

Restart task in contrallers... 2

To assign tasks to the controllers, select the required task from the drop-down list (1) and click the Restart task in
controllers...button (2).
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5 Working with the HID integration module

5.1 General Information on Working with the HID Integration Module

To work with the HIDintegration module, use the following GUI objects:

1. Map;
2. Event log;
3. Access Control Service.

The information on how to configure these GUI objects can be found in the Intellect Software Package: Administrator's Guide and
the Visitor Management System Module Settings and Operation Guide.

The detailed information on how to work with the GUI objects can be found in Intellect Software Package: Operator's Guide.

5.2 Managing V1000 controllers

To manage a V1000 controller, go to the Map window and use the menu of the relevant VertX V1000 Network Controller object.

" VertX V1000 Network Controller 1[1.1]

Disable battery Fail action
Suppress battery fail messages
Disable tamper ackion
SUppress tamper messages
Suppress battery Fail msgs off
Enable tamper ackion
Suppress AC Fail messages aff
Enable AC Fail action

Ilpdate input skatuses

Enable battery Fail action
Disable AC Fail action

Suppress kamper messages off
Suppress AC Fail messages

Description of the VertX V1000 Network Controller menu items is given in the table.

Menu item Executed function
Disable battery fail action Disables the battery failure sensor

Suppress battery fail messages ~ Disables logging battery failure messages

Disable tamper action Disables the temper switch

Suppress tamper messages Disables logging tamper switch messages
Suppress battery fail msgs off Enables logging battery failure messages
Enable tamper action Enables the temper switch

Suppress AC fail messages off Enables logging AC failure messages
Enable AC fail action Enables the AC failure sensor
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Menu item Executed function

Update input statuses Updates input statuses

Enable battery fail action Enables the battery failure sensor
Disable AC fail action Disables the AC failure sensor

Suppress tamper messages off ~ Enables logging tamper switch messages

Suppress AC fail messages Disables logging AC failure messages

5.3 Managing V2000 controllers
To manage a V2000 controller, go to the Map window and use the menu of the relevant VertX V2000 NC / Rl object.
Yert< Y2000 NC / BRI 1[1.1]

Disable hardware alarms
Enable hardware alarms
Ilpdate input statuses

Description of the VertX V2000 NC / Rl menu items is given in the table.

Menu item Executed function
Disable hardware alarms ~ Disables the use of hardware alarms
Enable hardware alarms Enables the use of hardware alarms

Update input statuses Updates input statuses

5.4 Managing E400 controllers
To manage an E400 controller, go to the Map window and use the menu of the relevant E400 EdgeReader Interface object.
E400 EdgeReader Interface 1[1.1]

Corraller disoormeched
08-11-11 1740925

Disable hardware alarms
Enable hardware alarms
IJpdate input skatuses

Description of the E400 EdgeReader Interface menu items is given in the table.

Menu item Executed function
Disable hardware alarms ~ Disables the use of hardware alarms
Enable hardware alarms Enables the use of hardware alarms

Update input statuses Updates input statuses
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5.5 Managing V100 interface modules

To manage a V100 interface module, go to the Map window and use the menu of the relevant Door/reader interface (V100)
object.

Doorfreader interface [¥100] 1[1.1.1]

Disable hardware alarms
Enable hardware alarms
Ilpdate input statuses

Description of the Door/reader interface (V100) menu items is given in the table.

Menu item Executed function
Disable hardware alarms  Disables the use of hardware alarms
Enable hardware alarms Enables the use of hardware alarms

Update input statuses Updates input statuses

5.6 Managing V200 interface modules

To manage a V200 interface module, go to the Map window and use the menu of the relevant Input monitor interface(V200)
object.

Input monitor interface [W200] 1[1.1.1]

Supress battery alarm
IUpdate input statuses
Supress AC Fail alarm

Supress tamper alarm

Description of the Input monitor interface (V200) menu items is given in the table

Menu item Executed function

Update input statuses Updates input statuses

Suppress battery alarm  Disables logging battery failure alarm messages
Suppress AC fail alarm Disables logging AC failure alarm messages

Suppress tamper alarm  Disables logging tamper switch alarm messages

5.7 Managing V300 interface modules

To manage a V300 interface module, go to the Map window and use the menu of the relevant Output monitor interface (V300)
object.

Dutput monitor interface¥300] 1[1.1.1]

IJpdate input skatuses

Description of the Output monitor interface (V300) menu items is given in the table.
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Menu item Executed function

Update input statuses ~ Updates input statuses

5.8 Managing HID module Relays

To manage a relay of the HID integration module, go to the Map window and use the menu of the relevent relay object.

The set of menu items is the same for all the relay types of the HID integration module.

Aux relay [E400) 1[1.1.1]

Tirmed an

Disable

Turn on

Turn off
Temporary disable
Enable

Description of the Relay menu items is given in the table.

Menu item Executed function

Timed on Temporarily enables the relay
Disable Disable the relay

Turnon Turns the relay on

Turn off Turns the relay off

Temporary disable =~ Temporarily disables the relay

Enable Enables the relay

5.9 Managing a V1000 controller's input point

To manage a V1000 controller's input point, go to the Map window and use the menu of the relevant Input point (V1000) object.

Input point (¥1000] 1[1.1.1]

SUppress messages

Disable inpuk poink ackion
Turn suppress messages off
Enable input point action

Description of the Input point (V1000) menu items is given in the table.

Menu item Executed function
Suppress messages Disables logging messages

Disable input point action ~ Disables the input point's action

Working with the HID integration module - 61



HID Integration Module Settings Guide

Menu item Executed function
Suppress messages off Enables logging messages

Enable input point action Enables the input point's action

5.10 Managing HID module Doors

To manage a door of the HID integration module, go to the Map window and use the menu of the relevent Door object.

The set of menu items is the same for all the door types of the HID integration module

Door [V2000) 1[1.1.1]

Use extended access mode
Enable Forced alarm
Disablefdear Forced alarm

Inik Deny Access state maching
Ukse normal access mode
Disablejdear held alarm

Enable held alarm

Inik GrantAccess state maching

Description of the Door (V2000) menu items is given in he table.

Menu item Executed function

Use extended access mode Switches the door to extended access mode
Enable forced alarm Initializes the door forced alarm
Disable/clear forced alarm Resets the door forced alarm

Init Deny Access state machine ~ The door is usually locked

Use normal access mode Switches the door to normal access mode
Disable/clear held alarm Initializes the door held alarm
Enable held alarm Resets the door held alarm

Init GrantAccess state machine  The door is usually unlocked
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