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1 Introduction to MorphoAccess SIGMA Lite Integration Module Configuration and
Operation Guide

On the page:

» The purpose of this Guide

+ General information on the
MorphoAccess SIGMA Lite
module

1.1 The purpose of this Guide

The MorphoAccess SIGMA Lite Integration Module Configuration and Operation Guide is a reference guide for MorphoAccess SIGMA
Lite module configuration specialists. This module is a part of the access control system (ACS) which is based on the ACFA
Intellect software.

This Guide contains information about the following topics:

1. general information on the MorphoAccess SIGMA Lite module;
2. configuring the MorphoAccess SIGMA Lite module;
3. operating the MorphoAccess SIGMA Lite module.

1.2 General information on the MorphoAccess SIGMA Lite module

The MorphoAccess SIGMA Lite module is a part of the access control system (ACS) which is based on the ACFA Intellect software. It
is designed for the following functions:

1. configuration of the MorphoAccess SIGMA Lite reader (manufactured by IDEMIA);
2. interoperability between the MorphoAccess SIGMA Lite controller and the ACFA Intellect software for monitoring and
management.

© nNote

For detailed information on the MorphoAccess SIGMA Lite ACS, you can refer to the the manufacturer's guides.

Before you start configuring the MorphoAccess SIGMA Lite module, do the following:

1. install the MorphoAccess SIGMA Lite controller onsite (refer to the official MorphoAccess SIGMA Lite manual);
2. connect the MorphoAccess SIGMA Lite to the Intellect Server (refer to the official MorphoAccess SIGMA Lite manual).
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2 Hardware compatibility and licensing of the MorphoAccess SIGMA Lite module

Manufacturer IDEMIA
2 Place Samuel de Champlain 92400Courbevoie France
+33(0)1 73602020
info@idemia.com

Integration Type SDK

Hardware connections Ethernet

Hardware compatibility

Equipment Purpose Features

All MorphoAccess SIGMA Lite series terminals Biometric terminal Verification speed: 1:10,000 user IDs per second
Up to 30,000 templates are supported
Up to 250,000 users are supported
Up to 1,000,000 events are supported
Supported proximity card formats: Prox, iClass or MIFARE / DESFire / NFC

Communication protocol: Ethernet

Software Licensing
Per terminal.
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3 Configuring the MorphoAccess SIGMA Lite integration module

3.1 Configuring the MorphoAccess SIGMA Lite connection

Configuring the MorphoAccess SIGMA Lite controller connection is as follows:

1. Go to the MorphoAccess SIGMA Lite object settings panel, which is created on the basis of the Computer object on the
Hardware tab of the System Settings dialog box.

Architecture Hardware Interfaces Programming
=B LOCALHO - . 5
5 Server options Synchronization
3 MorphnAccss SIGMA Lite 1 1 Morphotcoess SIGMA Lite 1 1 . ; ; ; ; = —
B [ Disable - i) ime synchronization
LOCALHOST - 2 Pot 11010 Wiite access data
GPID “wérike CFG
et Read CFG
Enable Tamper ] General Purpose Input
GPl O _NQ Act\or; e User Contral Configurations
Erage Security Data [
Erase Biometric Data [ E No Action > Check expity date =
Dizable Biometric [ Min. Duration [ms.] 0 .::*J| Enable timed anti passhack |
Flay M| ] Trigger On -S-\gnal Fa\ling“é‘t‘:l“ge - Anti Passback Timeout(s] 1 E.-:
Alamn Interval (#10ms) |0 =i —
— General Furpose_;lulput = Mumber of registerad users
. GPO Ofmsec) O [ .
Mode GFIO - — egions
Timeout open door =) BPO 1 (msec] 0 }%Jij .
ACS dynamic Default State Low -
odule version: 1.0.0.0v

2. IntheIP field (1) specify the IP address to connect to the MorphoAccess SIGMA Lite controller.
3. Inthe Port field (2) specify the port to connect to the MorphoAccess SIGMA Lite controller.
4. Click the Apply button (3) to apply the changes.

Configuring the MorphoAccess SIGMA Lite controller connection is complete.

3.2 Managing the MorphoAccess SIGMA Lite configuration

The MorphoAccess SIGMA Lite controller configuration is managed as follows:
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1. Go to the MorphoAccess SIGMA Lite object settings panel.

oA wWN

7.

1 Marphatcoess SIGMA Lite 1 Server optiohs Synchronization
IF: oo .0 .0 Ti hronizati
Cmater ] Disable [ ime zynchronization ] '1
LOCALHOST Foet: 11070 [ “Wiite access data ] s
GRID | wiite CFG |3
Fampek [ Fiead CFG | 4
Enable Tamper ] General Purpoze Input
i GPR 0 Mo Action = Ilzer Contral Configurations
Eraze Security Data ]
e ] Pl 1 Mo Action - Check expiy date M
Dizable Biometric ] Min. Duration (ms. ] 0 - Enable timed anti paszback &
Flay k| ] Trigger On Signal Falling Ed.ge - Anti Pazshack Timeout(z] q =
Alarm Interval [#10mz] 0O E
General Purpose Dutput Murnber of reqizterad uzers
GPO 0 (mzec) =1 |
tode GPIO - il
. n Default State  Low - e [ ,]
Timeout opeh door i GPO 1 msec) i | < [ ]
xik -
ACS dynarmic 5 D efault State Lo -

Module verzion: 1.0.0.0%

Cancel

Click the Time synchronization button (1) to synchronize the controller and the Server time.

Click the Write access data button (2) to write the Access Manager module data to the MorphoAccess SIGMA Lite controller.
Click the Write CFG button (3) to write the current configuration to the MorphoAccess SIGMA Lite controller.

Click the Read CFG button (4) to read the current configuration from the MorphoAccess SIGMA Lite controller.

Set the ACS dynamic checkbox (5) to enable the dynamic parameter forwarding. When the ACFA Intellect configuration is
changed via the Access Manager module, the changes are automatically transferred to the MorphoAccess SIGMA

Lite controller. If it is not necessary to automatically transfer the changes, then unset this checkbox.

Click Apply (6) to apply the changes.

The management of the MorphoAccess SIGMA Lite controller configuration is complete.

3.3 User control configuration of the MorphoAccess SIGMA Lite

The user control configuration is set up as follows:
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1. Go to the MorphoAccess SIGMA Lite object settings panel.

1 Morphoscoess SIGMA Lite 1 Server aptions Synchranization
IF: o, o .0 .0 Ti hronizati
ol I lbiable [ ime gynchronization ]
iI:EI PALHOET: = Pori: 11010 [ Wirite access data ]
PRI [ wiite CFG ]
JekE [ Read CFG ]
Enable Tamper ] General Purpoze [nput
. GEl O Mo Action £ Uzer Control Configurations
Eraze Securty Data [
Eraze Biometric Data [F GPIT Mo Action A Check expiy date [ 1
Dizable Biometric ] Min Duration[ms.] 0 = Enable timed anti passback 2
Flay bkl ] Trigger On Signal Falling Edge - Anti Pagzzback Timeout(z) 1 = 3
&larm Intereal [#10msz) |0 =
General Purpase Output MHumber of regiztered uzers 4
GPO 0(msec] = T
M ode GRIO - Egions
_ = - Default State Lo - Esliar [ v]
Timeout open door - GPO 1 [mssc] U - s [ ]
ik -
ACS dynamic Default State Lo -

todule verzion; 1.0.0.0w

2. Setthe Check expiry date checkbox (1) if it is necessary to check the user account expiration date during the
authentication.

3. Set the Enable timed anti passback checkbox (2) if it is necessary to enable the antipassback. The access will be allowed
after the time specified in the Anti Passback Timeout(s) field (3) runs out.

4. Inthe Anti Passback Timeout(s) field (3), specify the time in seconds. If the antipassback is enabled, the access will be
allowed after the specified time runs out.

5. Click Apply (5) to apply the changes.

© note

The Number of registered users field (4) displays the number of current registered users.

Setting up the user control configuration of the MorphoAccess SIGMA Lite controller is complete.

3.4 Selecting the MorphoAccess SIGMA Lite operation mode

The MorphoAccess SIGMA Lite controller mode is selected as follows:
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1. Go to the MorphoAccess SIGMA Lite object settings panel.

1 Morphoficoess SIGMA Lite 1 Server ophionz Synchronization
1P oo .0 .0 Ti hronizati
Cartpule []Disable [ ime synchronization ]
i|_|:|_ CALHOST > Pot: 11010 [ Wiite access data ]
GPIO [ wiite CFG ]
TATReE [ Fiead CFG ]
Enable Tamper ] General Purpoze Input
; G0 Mo Achion T Ilzer Contral Configurations
Eraze Security Data [
ErestBinndret il [ GPI1 Mo Action - Check expiny date [
Dizable Biometric [ Min. Duration [ms. ] 0 - Enable timed anti passback [
Flaw b4 [ Trigger On Signal Falling Edge - Anti Pazsback Timeout(z] e
Alarm [nterval [ @10 mz) o :
Gieneral Purpose Dutput Murnber of registered uzers
GPO 0 [meec) U al |
1 Mode GPIO v e
21 - = Default State  Low - Br L [ ,]
Timeout opet door - GPO 1 [meec] 0 + o [ ]
ik -
ACS dynarmic Defaulk State Lo -
Module wversion: 1.0.0.0x

2. Inthe Mode drop-down list (1), select the operation mode:

« GPIO is a general purpose input/output (for details about setting up this operation mode, see Configuring the
MorphoAccess SIGMA Lite controller in GPIO mode).

« SDAC is a single door access control (for details about setting up this operation mode, see Configuring
the MorphoAccess SIGMA Lite controller in SDAC mode).

3. Inthe Timeout open door field (2), enter the time in seconds within which the door will be opened after user
authentication.

4. Click Apply (3) to apply the changes.

Selecting the MorphoAccess SIGMA Lite controller mode is complete.

3.4.1 Configuring the MorphoAccess SIGMA Lite controller in GPIO mode
The MorphoAccess SIGMA Lite controller operation in the GPIO mode (general purpose input/output) is configured as follows:

1. From the GPI 0 drop-down list (1), select the actions required for the zero general purpose input in case of an event
specified in the Trigger On field (4):
a. No Action - no action is required.
b. Delete Template(s) - erase all biometric templates.
c. Reboot Device - reboot the controller.
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d. Alarm - activate a sound alarm that lasts 5 seconds.

1 Maophaticoess SIGMA Lite 1 Server optiohs Synchronization
% IP: o, o .0 1] Ti hranizati
i Db [ ime synchronization ]
LOCALHOST Port: 11010 [ Write accezs data ]
== [ wiite CFG |
el [ Read CFG ]
Enable Tamper ] General Purpoze Input
) GPl 0O Mo Action = 1 Idgzer Contral Configurations
Eraze Securty Data [F
S el e D ] GFI1 Mo Action - 2 Check. expiry date [F
Dizable Biometric (]| Min Duration [ms. ] 0 %1 3 |Enable timed anti passhack [F1
Flay tbdl [ Trigger On Signal Falling Edge - 4 At Pazzback Timeout(z] 4 -
Alarm Interval [ «10 mz) 0 =
General Purpose Output ‘ Mumber of registered users
GPO O (msec) O H 5 S
bad GRIO -
e - - Default State  Low > Ol I ,]
Tirmeout open door X GPO 1 [msec] i n ? " [ ]
wik -
[V]ACS dynamic Default State  Low ~ 8
b odule version: 1.0.0.0

2. From the GPI 1 drop-down list (2), select the actions required for the first general purpose input in case of an event
specified in the Trigger On field (4):
a. NoAction - no action is required.
b. Delete Template(s) - erase all biometric templates.
c. Reboot Device - reboot the controller.
d. Alarm - activate a sound alarm that lasts 5 seconds.
3. Inthe Min. Duration (ms.) field (3), enter the time in milliseconds, after which the actions specified in the GP10 (1) and
GPI 1 (2) fields will be activated if the relay state does not change after the corresponding signal is given.
4. From the Trigger On drop-down list (4), select the event which triggers the actions specified in the GP10 (1) and GPI 1 (2)
fields:
a. Signal Falling Edge - the relay state switch from on to off.
b. Signal Rising Edge - the relay state switch from off to on.
5. Inthe GPO 0 (msec) field (5), enter the time in milliseconds for the general purpose output, after which the output will be
switched to the default state.
6. From the Default State drop-down list (6), select the zero output default state:
a. Low - the output relay is off. When access is allowed, the relay status will be switched to High (the "on" state).
b. High - the output relay is on. When access is allowed, the relay status will be switched to Low (the"off" state).
7. Inthe GPO 1 (msec) field (7), enter the time in milliseconds for the first general purpose output, after which the output
will be switched to the default state.
8. From the Default State drop-down list (8), select the first output default state:
a. Low - the output relay is off. When access is allowed, the relay status will be switched to High (the"on" state).
b. High - the output relay is on. When access is allowed, the relay status will be switched to Low (the"off" state).
9. Click Apply (9) to apply the changes.

Configuring the MorphoAccess SIGMA Lite controller in the GPIO mode is complete.

3.4.2 Configuring the MorphoAccess SIGMA Lite controller in SDAC mode

The MorphoAccess SIGMA Lite controller operation in the SDAC mode (single door access control) is configured as follows:
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In the Door Unlock Duration field (1) enter the time in seconds during which the door will be unlocked.

1 Morphodcoeszs SIGMA Lite 1 Server oplions Synchronization
IP; o. o .0 .0 Ti hranizati
T [ Disable [ ime synchronization ]
| LOCALHOST Port. 11010 [ Wiite acoess data ]
DAL [ wiite CFG ]
Tamper 1 Dioor Unlock Duration 2 = [ Foad CFG ]
Enable T amper ] 2 Door Held Open Duration 1 =
: Uzer Control Configurations
Eraze Security Data 13 Request to Exit Mode  pjone =
Erase Biometric Data & A o e T Check expiy date ]
Disable Biometric ] B Egiess Timeout : | Enable timed anti passhack [l
Flay b [l = | Anti Pazsback Timeout(=] q =
e [ . | BEnable Time Overide Mode ]
?Time overnde Mode Timeout | 1 = HhTEET s b e
bode ShAC - Reqgions
5 . Entranc [ v]
Timeout open door .
Exit | -|

ACS dynamic

Module verzion: 1.0.0.0%

In the Door Held Open Duration field (2) enter the time in seconds, during which the door should be closed. Otherwise,
the Hold Door event will be generated.
From the Request to Exit Mode drop-down list (3) select the exit mode:

a. None - not specified.

b. Push Button - exit by the button pushing.

c. <Reserved> - reserved mode.
From the Type Door drop-down list (4) select the door open mode:

a. Manual Door Open - the door is opened manually.

b. Electric Door Open - the door is opened automatically.
In the Egress Timeout field (5) enter the time in seconds, during which the door will remain opened if the Push
Button exit mode and Manual Door Open door open mode are selected.

o Note.

The value in the Egress Timeout field should be within the range from 1 to 300 seconds.

Set the Enable Time Override Mode checkbox (6), if it is necessary to enable the time override mode. This mode allows to
open the door to a previously authorized user without any authentication within the time specified in the Time override
Mode Timeout field (7).

In the Time override Mode Timeout field (7) enter the time in seconds, during which a previously authorized can open
the door without any authentication.

Click Apply (8) to apply the changes.

Configuring the MorphoAccess SIGMA Lite controller in the SDAC mode is complete.

3.5 Configuring the MorphoAccess SIGMA Lite regions

The MorphoAccess SIGMA Lite controller regions are configured as follows:
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1. Go to the MorphoAccess SIGMA Lite object settings panel.

1 Morphodcoess SIGMA Lite 1 Server oplions Synchronizatior
1P oo .0 .0 Ti hronizati
Carnputer || Disable [ ime synchronization ]
LOCALHOST Pot: 11010 [ Wiite access data ]
GRID [ wiite CFG ]
Trpe: [ Read CFG ]
Enable Tamper ] General Purpose [nput
; GPRl 0 Mo Actiuﬁ o Ilzer Control Configurations
Eraze Security Data [
Eraze Biometric Data 7 GFI No Action . Check expiry date ]
Dizable Biometric [ Min. Duration [ms. ] 0 . - Enable timed anti passback [
Play b4l [ Trigger On .Signal Fe:llling Edge - Anti Pazsback Timeout(z] ': J
&larmn Interval [ 10 ms) 0 H '
: Gieneral Purpose Dutput : Murnber of registered uzers
GPO 0 [meec) U = | p—
b ode GPIO - : eqions
. = Default State Lo - e [ = ]1
Timeout open door il GPO 1 [msec) 0 . s & [ ] 2
: wik -
ACS dynarmic Defaulk State Lo -

kodule verzion: 1.0.0. 0

2. From the Entrance drop-down list (1) select the entrance region.
3. From the Exit drop-down list (2) select the exit region.
4. Click Apply (3) to apply the changes.

Configuring the MorphoAccess SIGMA Lite controller regions is complete.

3.6 Configuring the MorphoAccess SIGMA Lite tampering protection

The MorphoAccess SIGMA Lite controller tampering (unauthorized access) protection is configured as follows:
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1. Go to the MorphoAccess SIGMA Lite object settings panel.

8.

1 Morphodiccess SIGMA Lite 1 Server options Synchronization
Computer [ | Disable IF: o . 0.0 .4 [ Time zynchronization ]
I:l:l CALHOST 2 Pot; 11010 [ Wirite access data ]
GPID [ \wiite CFG ]
LR [ Fiead CFG ]

General Purpose [nput
E= R Ko Actian = Uzer Contral Configuration:s

1 Enable Tamper

]

2 Erase Security Data [
3 S e ] EPI1 Mo Action - Check expiry date [F

[Tl

1]

Ak

4 Disable Biometiic bir. Duration [mz. ] 0 Enable timed anti passhack [
5 Play b

6 Alarm [ntereal [ %10 ms] 0

4

Trigger On Signal Falling Edge Anti Pazsback Timeoutz] =

General Purpoze Output

Murnber of registered users

GPO 0 [meec) = e
b ade GPIO - e
. " Default State  Low hd e [ ,]
Timeout open daor = GPO 1 [msec] 0 x e [ ]
Hit -
[V]ACS dynarnic Default State Low -

b odule version: 1.0.0.0v

Set the Enable Tamper checkbox (1), if it is necessary to enable the tampering (unauthorized access) protection. If it is
enabled, then the alarm will be triggered and the parameters set below will be activated in case of physical intervention in
the controller housing (tampering).

Set the Erase Security Data checkbox (2), if it is necessary to delete all user access keys stored in all proximity cards and
reset the controller to default values in case of tampering.

Set the Erase Biometric Data checkbox (3), if it is necessary to delete all user fingerprints and reset the controller to
default values in case of tampering.

Set the Disable Biometric checkbox (4), if it is necessary to disable the biometric user authentication in case

of tampering.

Set the Play MMI checkbox (5), if it is necessary to activate the audible alarm in case of tampering.

In the Alarm Interval (x10 ms) field (6) enter the time interval in milliseconds for sending the alarm event about the
unauthorized access.

Click Apply (7) to apply the changes.

Configuring the MorphoAccess SIGMA Lite controller tampering (unauthorized access) protection is complete.
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4 MorphoAccess SIGMA Lite integration module operation

4.1 General information on MorphoAccess SIGMA Lite module operation
The following interface objects are used for MorphoAccess SIGMA Lite integration module operation:

1. Map;
2. EventlLog.
3. Access Manager.

For detailed description of configuring these interface objects, please refer to the Intellect PSIM Administrator's Guide.

For detailed description of using these interface objects, please refer to the Intellect PSIM Operator's Guide.

4.2 Managing the MorphoAccess SIGMA Lite controller

The MorphoAccess SIGMA Lite controller is managed in the Map interactive window using the MorphoAccess SIGMA Lite object
functional menu:

~ MorphoAccess SIGMA Lite 1
Show last events

Mormal mode
Open door long
Edit alarm
Open door

The MorphoAccess SIGMA Lite object functional menu commands description is given in the table.

Menu command Function performed
Normal mode Standby mode

Open door long The door is opened for some time
Edit alarm The alarm is accepted

Open door The door is opened

The MorphoAccess SIGMA Lite object can have the following states:

Connected
o Disconnected
2 Tampered
Hold door

Open door

4.3 Adding the MorphoAccess SIGMA Lite fingerprints

To add MorphoAccess SIGMA Lite fingerprints in the Access Manager module, do the following:
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1. Go to adding biometric data in the Access Manager window (see Adding biometric parameters).
2. Select the (MorpholLite) MorphoAccess SIGMA Lite extension that corresponds to the MorphoAccess SIGMA Lite terminal.
3. The Operations on biometrics dialog box will open. To add a new fingerprint, click the Add fingerprints button.

L Operations on biometrics

Total templates: 0

/" iy
\ Add fingerprints
;,'
b

Delete ell.ll ﬁl'l-gEI'DI'iI'ItS

| Ready || Cancel

© nNote

To delete all fingerprint templates, click the Delete all fingerprints button. This button is active if there are any
previously added fingerprint templates.

4. The Reading biometric data dialog box will open.
L Reading biometric data @

.

Put finger on reader

e First template. Waiting for data

i o (s h a

/.

Ready Cancel

5. Place your finger on the controller three times and wait for the fingerprint scan to complete. The quality of the first
fingerprint will be displayed in the area (1). Click Accept (2) to continue scanning two more fingers.
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P )

L Reading biometric data @

Put finger on reader

Ity First template. Best fingerprint quality 727, 1

=

Mo reha

/.

Ready [ Cancel ]

6. Inthe same way, scan two more different fingers. To complete the fingerprint template creation, click the Ready button.
1_ Reading biometric data @

Biometric data was successfully read

First template. Successfully. Quality 72%.

Second template. Successfully. Quality 55%.

Mo reha

; Third template. Successfully. Guality 597%.

&

Ready Cancel

Creating the MorphoAccess SIGMA Lite fingerprint template is complete.
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