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1 List of terms

Population is a set of faces in the database where the search is performed.

Reference image is a "deny list" image all faces detected in the video are compared to.

Captured face is a face detected in the video.

Recognized face is a face similar enough to one of the reference images.

Vector is a mathematical representation of face that is created while its recognition in video frame.

Face search is a process of searching faces in the archive by the photo of the face. Use the Face recognition and
search interface object to control face search.

Face recognition is a process of comparing captured faces with reference images in the online mode in order to find
hit. If hit is found, the result is immediately displayed in the Face recognition and search interface object.

Face verification is a process of comparing captured face in the video with reference image by command. For this
mode to operate the Event Manager (part of ACFA PSIM) module is to be installed.

(@ Note

General scenario of use: when the user brings the access card to the reader, the reference image
corresponding to this access card is displayed on the operator monitor and the process of comparing this
reference image with captured face starts.

List of terms-6
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2 Administrator's Guide. Introduction

On this page:

» Purpose and structure
of the Guide

» Purpose of Face PSIM

+ Recommendations for
using Face PSIM

2.1 Purpose and structure of the Guide

The Administrator’s Guide is a reference and information handbook designed for system administrators,
installation and configuration technicians and users with administrator rights to products based on Face PSIM.

2.2 Purpose of Face PSIM

Face PSIM is designed for automated identification of people by comparing a captured face displayed in a
surveillance video frame with reference images for which the face recognition database contains information.

Face PSIM provides the following functional capabilities:

1. Captures human faces in a video frame.

2. Registers facial biometric parameters.

3. Compares a captured face displayed in a video frame with reference images stored in the "<Face PSIM
installation directory\Bmp\person>” folder based on biometric parameters.

Maintains a reference face database used for face recognition.

Creates a photo- and video archive.

Searches for faces in the database using a photo.

Identifies gender and age of recognized faces.

Counts unique visitors by recognized faces (including reports creation in Web Report System PSIM).

® NGk

2.3 Recommendations for using Face PSIM

Face PSIM is installed as an extension to Axxon PSIM.
The following is recommended for correct application of Face PSIM:

1. Follow the instructions carefully.

2. Use the software only for its intended purpose.

3. Do not use third party software on computers with installed Face PSIM unless that software is a component
of Face PSIM.

Administrator's Guide. Introduction- 7
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3 Structure of the Face PSIM software package

The base version of Axxon PSIM serves as the software platform for installing Face PSIM. The following external face
recognition modules are integrated into Face PSIM software package: Cognitec (vendor — Cognitec), Tevian (vendor
— Recognition Technologies), VisionLabs, STC, and Videointellect 1.1 (vendor — Raduga Technologies).

Recognition modules, supported by Face PSIM, operate on the following platforms:

Module x32 X64

Cognitec | ‘
VisionLabs | |
Tevian | ‘
STC l I

Videolntellect 1.1 l \

Also the software package includes:

Object x32 X64

Face Recognition Server \ |

Face recognition and search | l

& Attention!
Face recognition can only be performed on the x64 platform. For the face recognition modules to work, it
is necessary to set the Run x64 modules checkbox in the settings of the Computer object (see Configuring
of using 64-bits modules).

Face recognition modules operate through the interaction of the following Face PSIM objects:

« Face detection system object;
« Face recognition server system object;
« Face recognition and search system object.

Recommended scheme for the Face PSIM-based video surveillance system looks like this:

Structure of the Face PSIM software package- 8
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On this scheme Face detection is in use for face detection and vector generation on remote clients. Face
recognition server is in use for online face recognition as well as face search in archive on the main client. The
benefit of such division is that the more resource consuming process - vector generation - is performed on remote
clients (their number can be increased). It allows creating a large system with common database of reference
images and enlarging it at any moment.

All processes can be combined on the same computer for small systems (i.e. creation of Face detection and Face
recognition server).

Moreover, there is a scheme when face detection is possible on remote clients only, and vector generation is
performed on the main client (see item 7 of Configuring the captured faces recognition parameters section).

It is also possible to create a corresponding Face recognition server object for each Face detection on one
computer, which is selected as an external capture for the Face detection (see Configuring Face Detection module).
In this case, the detection and generation of face vectors using the Face detection objects will be performed in
separate processes for each camera.

& Attention!

Only one Face recognition server object can be created on one computer, which performs online
recognition and face search in the archive. All other created Face recognition server objects can only be
used to parallelize the detection calculations and the face vectors generation using the Face detection

objects.

Structure of the Face PSIM software package- 9
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4 Software and hardware requirements

4.1 Host computer requirements

Face PSIM has the same requirements as Axxon PSIM (base) (see Requirements for base PCs).

Recognition module Requirements

Tevian and Videolntellect 1.1 .

CPU: supports AVX and SSE4.2 instruction set;

GPU: face recognition on discrete GPU requires NVIDIA GeForce
GTX 10-series or higher;

RAM: 4 GB;

HDD: 1.5 GB free disk space.

On an Intel Core i5-7260U@2.2GHz processor with computations in
one thread, the modules provide the following performance:

STC

Cognitec

Face selection - 50 ms (ALG1), 75 ms (ALG2) for a 1280x720 image;
Demographic classification - 18 ms;

Attribute classification - 18 ms;

Emotion classification - 18 ms, only smiles - 1 ms;

Calculation of the biometric template - 35 ms (ALG1), 150 ms
(ALG2) per face;

Template matching speed - 2 million comparisons per second.

« CPU: Intel Core x64 or Intel Xeon x64 with AVX2 instruction set
support;

+ GPU: CUDA 9.2- or CUDA 10.1-compatible NVIDIA GPU if
support for GPU computing is required,;

« RAM: 8 GB;

« HDD: 10 GB free disk space.

o CPU: Intel® Core™i5-760 or AMD FX™-8100;
o GPU: NVIDIA® GeForce® GTX 560 2 GB;

« RAM: 8 GB;

« HDD: 500 GB.

4.2 Operating system requirements

The Face PSIM software operates with the same versions of operating systems as the Axxon PSIM software package.

& Attention!

To ensure correct and stable operation of Face PSIM software package it’s necessary to turn on a swap file
in the operating system (size at system option).

& Attention!

Software and hardware requirements- 10


https://docs.axxonsoft.com/confluence/display/PSIM100en/Requirements+for+base+PCs

Face PSIM 1.0.1 (english) - Administrator's Guide

Face capture and face recognition using the Tevian, VisionLabs, and Videolntellect 1.1 modules are not
supported in operating systems released before Windows 7, and in 32-bit operating systems.

4.3 Database server requirements

The internal video Server database is maintained in the MS SQL format.
Unlike the bas Axxon PSIM software package the Face PSIM module supports a limited number of versions of this
database server. The list of MS SQL Server versions, supported by Face PSIM, is given in the table below.

MS SQL Server version Supported edition

MS SQL Server 2014 or newer All

see http://www.microsoft.com

The list of database servers supported by the core Axxon PSIM package is available here: Internal video Server
database.

4.4 Antivirus requirements

When face photographs are stored to the database, antivirus scans files so the performance of Face PSIM reduces.

To increase the performance it is recommended to add the FirServer.run process to the exception list or not to use
the antivirus.

4.5 Requirements forimages uploaded to the reference face database

To ensure the proper face recognition, the images uploaded to the reference face database (see Selecting a way to
upload an image to the reference face database) should meet the following requirements:

1. There must be a full face image and the resolution is to be HD (1280x720 pixels) or Full HD (1920x1080

pixels).

The image is to be sharp, not blurred, steady illuminated and not exposed.

The distance between eyes is not to be less than 60 pixels.

4. Apersonintheimage is to occupy the greater part of the frame - so as the person's head and shoulders are
to be visible (it is not recommended to use waist height images).

w N

(@ Note

For VisionLabs recognition module the size of the photo added to the database is configured in the
CascadeDetector::SizeHint settings section of the config.xml file located in the <Axxon PSIM installation
directory>\Modules\FaceRecognition\VisionLabs\data.

If Face PSIM is configured properly and all requirements are met, including the video camera mounting and setup

requirements for the face recognition modules (see Configuring the program modules), the face recognition
accuracy rate can be more than 90%.

& Attention!

If the above requirements are not met, high accuracy of face recognition is not guaranteed.

Software and hardware requirements- 11


http://www.microsoft.com/
https://docs.axxonsoft.com/confluence/display/PSIM100en/Internal+video+Server+database
https://docs.axxonsoft.com/confluence/display/FacePSIM100en/Selecting+a+way+to+upload+an+image+to+the+reference+face+database

Face PSIM 1.0.1 (english) - Administrator's Guide

5 Face PSIM software package installation

5.1 General description of the Face PSIM distribution kit

Face PSIM is supplied as a software installation package (distribution kit). The current version of the distribution kit
can be downloaded from the official AxxonSoft website.

The distribution kit contains all the necessary software components for installing Face PSIM on a base computer.

The distribution kit allows you to install, restore, and remove Face PSIM.

A Attention!

«+ Priortoinstalling, restoring or removing Face PSIM, the Axxon PSIM operation should be shut down.
« Administrator rights are required for installing, restoring or removing Face PSIM.

5.2 Installation

Face PSIM is installed as an extension to Axxon PSIM.

& Attention!

Face PSIM should be installed both on the Server/Remote Administrator's workstation and on the
Client (for details, see Axxon PSIM software package. Administrator's Guide).

To install Face PSIM, do the following:

1. Inthe root directory of the distribution package, run the setup.exe executable file.

() Note

If the Microsoft Visual C++ 2013 Redistributable Packages (x64) is not installed, this package will be
installed in silent mode.

Setup.exe

Pleaze wait while prerequizites will be inztalled

Face PSIM software package installation- 12
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2. To continue the installation process, click the Next button.
1.%] Installation of Face PSIM . 1.0.0.34 — >

Waelcome to the Face PSIM v.1.0.0.24 Setup
Wizard.

‘You are welcomed by the Face PSIM v. 1.0.0. 34 Setup
wizard. It enables to set installation parameters. Itis
recommended to quit all other applications befare you
continue installation. Click Mext to go on or Cancel to exit
the Setup wizard. Thank you for using software products by
AxxonSoft company.

3. Carefully read the conditions of the license agreement, confirm that you agree with them by setting the
accept the terms of the License agreement radio button and click the Next button.

jﬂ Installation of Face PSIM v, 1.0.0.34 = >

License Agreement.

-~ " o
Please read the License agreement carefully, F:AC E ] PS I M

End-User License Agreement (EULA)

This End-User License Agreement (referred to as the "EULA"™) is alegally
binding azreement between vou, the Licensee, an individual customer, or
entity, and the AxxonSoft which apply to the Software and includes terms of
the access to and use of the Software. By installing. copying, or otherwise
using the Software you hereby agree, without limitation or alteration. to all the
terms and conditions contained herein. If vou do not agree to the terms and
connditions outlined in this EULA | vou must not download, install, or use
Software.

Nefinitions
(@)1 accept the terms of the License agreement.

{1 do not accept the terms of the License agreement.

Print Back Cancel

Face PSIM software package installation- 13
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If you want to print the license agreement, click the Print button.

4. Awindow will appear in which you need to select the MS SQL Server databases and set the connection

parameters.

ﬁ Installation of Face PSIM v, 1.0.0.34

Select Database Server

Select database Server and authentication method.

Select database Server from the drop-down list.

FACE [:j PSIM

= ot

| (local) \SQLEXPRESS 2014

S |

identity chedk.

O Windows user account

(®) Use the following username and password:

Choose user identification procedure based on the present user account or SQL Server

Username |sa

PESSWDrd || SRR EEEBRRRREEED

Back

Cancel

5. Select the MS SQL Server database using the database Server drop-down list.

(@ Note

To use the SQL server installed on this (local) computer, select (local)\SQLEXPRESS (set as default).

6. Set the authentication parameters that will be used by Face PSIM when connecting to the SQL server.

Authentication methods implemented in the dialog window:

Authentication Windows credentials
methods
Use cases The SQL server from Face PSIM

distribution package (or from a
third-party distribution package)
and Face PSIM are installed on
the same computer.

SQL server authentication using the
following username and password
(Recommended)

The SQL server from Face PSIM distribution
package and Face PSIM are installed on the
same computer. Connection to the SQL
server with the specified username (login)
and password can be made from any
remote computer that is in the same TCP/IP
network domain as the computer on which
the SQL server is being installed.
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Authentication
methods

& Attention!

Windows credentials

The SQL server and Face PSIM
are installed on different
computers that are connected
via TCP/IP network and located
in the same network domain. In
Windows OS on the computer
with installed MS SQL server, an
account should be created for
the user currently authorized in
Windows OS on the computer on
which Face PSIM is being
installed.

The full-featured SQL server
(installed optionally) and Face
PSIM are installed on different
computers that are connected
via TCP/IP network and located
in the same network domain. An
account should be created on
the remote SQL server for the
user currently authorized in
Windows OS on the computer on
which Face PSIM is being
installed.
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SQL server authentication using the
following username and password
(Recommended)

The SQL server from Face PSIM distribution
package and Face PSIM are installed on
different computers that are connected via
TCP/IP network and located in the same
network domain. The username (login) and
password should match the username
(login) and password used to access the
SQL Server.

The full-featured SQL server (installed
optionally) and Face PSIM are installed on
the same or different computers that are
connected via TCP/IP network and located
in the same network domain. The
username (login) and password should
match the username (login) and password
used to access the SQL Server.

If Face PSIM is installed by the computer Administrator and Windows credentials are used for the
SQL server authentication, access to the database by any other user will not be possible without
additional configuration of the idb.exe utility and knowledge of the Administrator login and
password. It is strongly not recommended to use this method of the SQL server authentication.

7. Click the Next button to continue the installation process.
8. Awindow will appear in which you should specify the name of the database to be created or select an
existing database. By default, Face PSIM uses the Fir database as the face database. If you want to use a

different database, select it in the list of existing databases (on the right) and click the i‘ button next to

the Face database field.
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ﬁ Installation of Face PSIM . 1.0.0.34

Salect or Set Names for Databases.

pod

FACE(JPSIM

or select the existing ones from the list,

Face database

Setup wizard will create new databases or connect to existing ones. Set names for databases

S

detectorpack

Cancel

9. Click the Next button.

10. Specify the folder in which images and vectors of the captured and reference faces will be stored and click

the Next button.

ﬁ Installation of Face PSIM v, 1.0.0.34

faces

Specify the path to the images and vectors of

>

FACE(JPSIM

Spedify the folder in which images and vectors of captured faces will be stored.

Select...

Back

Cancel
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11. To start the installation process, click the OK button.
ﬂ Installation of Face PSIM . 1.0.0.34 —

Ready to Install
Setup wizard is now ready to begin installation of Face PSIM FAC E O pS | M

v, 1.0.0.34 on your computer,

Setup wizard is ready to install Face PSIM v, 1.0.0.34 on your PC. Click Install to start. If
you want to review or change any installation parameters, dick Back. Click Cancel to exit
the Setup wizard.

Back Cance

12. Asaresult, the necessary components of Face PSIM will be copied to the computer hard disk.
ﬂ Installation of Face PSIM +.1.0.0.34 — ot

Installing Face PSIM v.1.0.0.34 FACE O PSIM

Please wait till Setup wizard installs Face PSIM v, 1.0.0.34. Installation period
depends on the operating system configuration and software that is already
installed.

Status: Updating component registration

Cancel

13. After Face PSIM components have been successfully copied, a message about the completion of the
installation process will be displayed. Then click the Finish button.
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ﬂ Installation of Face PSIM . 1.0.0.34 — oo

Installation Complete

Face PSIM v, 1.0.0.34 installation finished successfully. FAC E O pS | M

Installation of Face PSIM v, 1.0.0.34 to vour PC is finished, If you were installing Face
PSIM v.1.0.0.34 from CD, please, remove the installation media. Click Finish to exit.

(@ Note

The TCP 10000 port will become open for all incoming connections in Windows firewall during Face PSIM
installation. This port is important for the proper operation of Face PSIM.

Face PSIM installation is successfully completed.
5.3 Repairing
The repair mode is used if Face PSIM software components need to be re-installed.

To repair Face PSIM, do the following:

1. Inthe root directory of the distribution kit, run the setup.exe file.
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2. Select the Repair operation type and click the Next button.
ﬁ Installation of Face PSIM v, 1.0.0.34 —

Select Action FACE O PSIM

Choose operation to execute with Face PSIM v, 1.0.0. 34 and dick Mext,

(® Repair

() Remove

Yes, I want to remove face database

Deleting the database of captured persons

3. Asaresult, the installed components will be checked and the necessary components of Face PSIM will be
copied to hard drive of your computer.

ﬂ Installation of Face PSIM v, 1.0.0.34 — =

Repairing Face PSIM v.1.0.0.34 FACE O PSIM

Please wait while the Setup Wizard repairs Face PSIM v, 1.0.0.34.

Status: Validating install

Cancel
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4. After all software components are successfully copied to your hard drive, the message about the completion
of the repairing process will be displayed. Click the Finish button.

ﬁ Installation of Face PSIM . 1.0.0.34 —

Repair Complete FACE O PSIM

Face PSIM v. 1.0.0. 34 software was successfully repaired on your PC and is ready for use.
Click Finish to exit.

Repairing of Face PSIM is successfully completed.

5.4 Removal

To remove Face PSIM, do the following:

1. Inthe root directory of the distribution kit, run the setup.exe file.
2. Select the Remove operation type and click the Next button.

(@ Note

« Toremove the reference face database of Face PSIM, set the Yes, | want to remove face
database checkbox.

« Toremove the database of captured faces of Face PSIM, set the Deleting the database of
captured persons checkbox.
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ﬁ Installation of Face PSIM . 1.0.0.34 —

Select Action FACE O PSIM

Choose operation to execute with Face PSIM v, 1.0.0. 34 and dick Mext,

) Repair

(®) Remove

Yes, I want to remove face database

Deleting the database of captured persons

As a result, the process of removing the installed components of Face PSIM from the hard drive of the
computer will begin.

ﬁ Installation of Face PSIM v, 1.0.0.34 —

Removing Face PSIM v.1.0.0.34 FACE O PSIM

Please wait while the Setup Wizard removes Face PSIM v, 1.0.0.34.

Status:

Cancel
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3. After all software components are successfully removed, the message about the completion of the removing
process will be displayed. Click the Finish button.

ﬁ Installation of Face PSIM . 1.0.0.34 —

Removal Complete FAC E O P S | M

Face PSIM v. 1.0.0, 34 is successfully removed from your PC. If you want to repair Face
PSIM v.1.0.0.34, you can install it again from the installation media. Click Finish to exit.

Removing of Face PSIM is successfully completed.

5.5 Remote installation and deinstallation of Face PSIM

You can remotely install and deinstall Face PSIM using the wmic.exe command line utility. This utility is a part of
Windows OS. To run the utility, enter "wmic" without quotation marks in Windows command line.

Detailed information about this utility can be found on Microsoft technical documentation page https://
docs.microsoft.com/en-us/. At the moment of creating this section, the description of the utility is available at
https://docs.microsoft.com/en-us/windows/win32/wmisdk/wmic.

() Note

The wmic.exe utility does not work correctly with VMware virtual machines. It is not guaranteed to work
with other virtual machines.

To run wmic on a remote computer, you should disable UAC (for instructions on how to do this, see OS settings for
correct operation of Remote Admin Workstation or Server).

The installation and deinstallation methods described in this section apply to domain and extra-domain
computers.

It is necessary to copy Face PSIM distribution kit to the computer local disks where the installation will be
performed in advance.

To do this, you can use the following command line script:
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xcopy %Path_to_folder_with_distribution_kit% %Network_folder_on_the_target_PC% /e

where:

« 9%Path_to_folder_with_distribution_kit% is the path to the folder with the distribution kit on the local
computer;

« %Network_folder_on_the_target_PC% is the path to the folder on the computer where you want to install
the software. You should have the write access to it;

« The /e attribute copies all subdirectories and their contents, including empty directories.

() Note

The UNC path is in the format \\<server IP address>\<Shared folder on this server>\.... The ellipses here
represent the path from the shared folder to the folder with the distribution kit. If you are installing on the
computers in the domain, specify the address of the server that contains the distribution kit folder
available to all computers.

Detailed information about the xcopy utility can be found on Microsoft technical documentation page. At the
moment of creating this section, the description of the utility is available at https://docs.microsoft.com/en-us/
previous-versions/windows/it-pro/windows-xp/bb491035(v=technet.10).

Note that the installation method described in this section allows you to install only the core product without any
add-ons.

5.5.1 Remote installation of Face PSIM

In order to install Face PSIM on a remote computer, run the following command with the wmic.exe utility:

/NODE:"Computer_name" JUSER:"User_name" /PASSWORD:"Password" product call
install true, "%installer parameters%", "%Path_to_folder_with_distribution_kit%
\Product.msi"

Here:

+ /NODE — the name of the target computer on which Face PSIM is being installed;

(@ Note

The NODE list can be a text file that specifies the names of the target computers in column.

J/USER and /PASSWORD — login and password of the user who has the rights to install the software on the
remote computer.

"%Path_to_folder_with_distribution_kit%\Product.msi" — path to the Product.msi installer file you need to
run. It is the local path to the folder to which you copied the distribution kit.

%installer parameters% — installer options. The following parameters can be applied to Product.msi:

a. The parameters that can be applied to any msi file (for reference, run the msiexec.exe /? command in
the command line from <WINDOWS>\system32\ directory).

b. The parameters described in the setup.exe help article in the /CMD="[commands]" section (for
reference, run the setup.exe /? command in the command line from the installer folder. These
commands are also described in Installing Axxon PSIM™ software in a silent mode).

c. The parameters that are set in setup.exe during installation:

o CMD_INSTALLTYPE — Client, Server, Admin;
« REMOVEALL (0, 1) — removal with/without saving the configuration;
+ NOOSCHECK=1 — disable the OS compatibility check.
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(@ Note

The operation of these parameters is not guaranteed if there is a branch in the registry:
+ For x86 system: HKEY_LOCAL_MACHINE\SOFTWARE\AxxonSoft\PSIM\InstallPropertyInfo;
» Forx64 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\AxxonSoft\PSIM\InstallPropertyInfo.

The branch has the parameters of the previous installation.

() Example

Example of an installer parameter string:

REBOOT=ReallySuppress LANGUAGE="en" TRANSFORMS="%Path_to_folder_with_distribution_kit%
\languages\Setup\en\en.mst" CMD_INSTALLTYPE="Server".

In the example above:

REBOOT=ReallySuppress cancels computer reset at the end of installation.

LANGUAGE="en" selects the product language. The default product language is English.
TRANSFORMS="%Path_to_folder_with_distribution_kit%\languages\Setup\en\en.mst" specifies the path
to the installer language mst-patch (specifies the installer language).

CMD_INSTALLTYPE="Server" specifies Axxon PSIM installation type - Server. It can also take the Admin
value (if Remote Administrator’s workplace installation type is required) and Client (if Remote Client
installation type is required).

5.5.2 Remote deinstallation of Face PSIM

In order to deinstall Face PSIM, run the following command in the wmic.exe utility:

/NODE:"Computer_name" /USER:"User_name" /PASSWORD:"Password" product where
name="Product_name" call uninstall

where Product_name is the name under which Face PSIM is installed. In the English version, it is usually "Face PSIM
v.Build_number". The name can be found in the registry in HKEY_LOCAL_ MACHINE\Software\Microsoft
\Windows\CurrentVersion\Uninstall section.
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6 Configuring Face PSIM software and its components

6.1 Face PSIM configuration and setup procedure

Face PSIM is configured on the basis of Axxon PSIM. It is considered that the necessary system objects for the video
subsystem operation are already configured (see Axxon PSIM Software Package. Operator's Guide. The most
current version of this document can be found in the AxxonSoft documentation repository).

The second stage in configuring Face PSIM is the creation and configuration of the system objects necessary for
processing the received video image in order to recognize the faces captured in the video camera FOV, as well as
the creation of databases for storing the received information.

If you use the face recognition software modules, then it is necessary to create and configure the following objects
in order to configure Face PSIM:

1. Face recognition server module (one object).

2. Face detection module (on each video camera where face recognition is required).

3. Facerecognition module and necessary channels (see Activation of the recognition modules in Face PSIM).
4. Face recognition and search interface object (one object).

6.2 Configuring the program modules

6.2.1 Activation of the recognition modules in Face PSIM

(@ Note

Face recognition modules can operate in multi-threading mode. By default, all available processor cores
are used. The number of processor cores actually used in the operation of the face recognition module is
set using the CpuCoreCount registry key (see Registry keys reference guide).

To enable the face recognition, it is necessary to activate one of the software modules:

1. Cognitec recognition module.

2. VisionLabs recognition module. On the basis of the created object, it is also necessary to create an object
representing the number of reference faces in the database.

3. Tevian recognition module. On the basis of the created object, it is also necessary to create an object
representing the number of reference faces in the database.

4. STC recognition module.

5. Face recognition Videolntellect 1.1.

To activate the software module, it is necessary to create an object on the basis of the Face recognition server
object with the same name as the required module.

Configuring Face PSIM software and its components- 25


https://docs.axxonsoft.com/confluence/display/PSIM100en/Operator%27s+Guide
https://docs.axxonsoft.com/confluence/display/ASdoc/AxxonSoft+documentation+repository
https://docs.axxonsoft.com/confluence/display/PSIM100en/Registry+keys+reference+guide

Face PSIM 1.0.1 (english) - Administrator's Guide

Architecture Hardware Interfaces sers Programming

E Face recognition server 1[1 _ - - _

ideo capture device 1[1] Create object Archive search channel

5] Ch = Captured faces processing channel
ange parameter...

2T e Cognitec recognition module

Expand tree '] Face characteristics recognition channel
Face database replication

Collapse tree i e
Face recognition Videointellect 1.1

Delete object % KARS interface

Recognition channel

Create folder... »
STC recegnition module

Save = Tevian recognition module
Find... 4 \VisionLabs recognition module

; : Visitor counting channel
Load configuration... 9

Save configuration.., = Face recognition server

The following objects can also be created on the basis of the Face recognition server object:

1. The Archive search channel module which is used for searching the captured face in the face database and
viewing the video archive of the captured face.

2. The Face characteristics recognition channel module which is used for the face characteristics recognition for
a specified channel.

A Attention!

The Face characteristics recognition channel module can only operate with
the Tevian or Videolintellect 1.1 face recognition module.

(@ Note

If the Face characteristics recognition channel is not activated, then the face characteristics of all
newly captured faces will be marked as Undefined in the Face recognition and search interface
window. However, if this module is activated later, then as Face PSIM operates and accumulates
data, the undefined face characteristics of already captured persons will be changed to averaged
values.

This module provides the recognition of the following face characteristics:
.+ age;

(@ Note

If the age of the same person is determined with poor accuracy, then it is necessary to set
the 1 or 5 value for the Tevian.TrackBestFramesCount key (for details, see Registry keys
reference guide, for information about working with the registry, see Working with Windows
OS registry).

« gender;

« emotion;
« glasses;
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« facial hair;

« haircolor;

« type of bald head;
« headwear;

« artificial face;

« face concealment.

() Note

If masked faces are not recognized, then it is necessary to set the 0 value for the
Tevian.GlobalTrackingDetectionFilter registry key (for details, see Registry keys reference
guide, for information about working with the registry, see Working with Windows OS
registry).

The Visitor counting channel module which is used for counting visitors and repeated passes.

The Face database replication module which is used for the Server face database replication in a distributed
configuration (see Face database replication).

The Recognition channel and Tevian/Cognitec/VisionLabs/STC/Videolntellect 1.1 recognition modules which
are used for real-time face recognition for the specified channel.

The Captured faces processing channels module is used for capturing faces and determining their
temperature in real time for the selected video channel. To use this channel, it is necessary to configure

the Face detection to work with a thermal camera (see Configuring the Face Detection module combined
work with thermal camera or external system).

Attention!

After the Visitor counting channel, Archive search channel, Recognition channel, Face characteristics
recognition channel and Captured faces processing channels modules are activated, it is necessary to select
the required Face detection object on the settings panel of the corresponding object (see Configuring the
captured faces recognition parameters).
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Face recognition zerver 1 w

ent o recognition

Undo

6.2.2 Face detection

Face Detection software module functionality
The Face Detection software module is designed to perform the following functions:

1. Detect captured faces in video frames.
2. Send photo of a captured face to the face recognition server.

Requirements to video parameters when using face detection tool
When a face detection tool is used, the following requirements must be met:

1. Minimum linear dimensions of a face that must be detected are 24 pixels.
2. Maximum speed of a face that must be detected shouldn't be greater than a half of linear dimensions in
pixels per frame (i.e. face overlapping between two adjacent frames must not be less than half-width and

half-height of a face).
3. Adetection tool needs 8 frames to confirm face detection. Otherwise, a face detection message won’t be

sent.
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Configuring Face Detection module

The Face Detection object is created on the basis of the Camera object in the Hardware tab of the System
settings dialog box.

Architecture Hardware & Programming

Face Detection 1.1
capture device C ] &
mea 2

External capture

Face recognition server 1 ~

& Maximum performance

arch area border %

_ Top: m Max. width: m

Right: Bottom: Min. height: m Max. height: m

Apply Undo

(@ Note

The video image resolution received by the Face Detection from the camera can be changed using the
ResizeWidth registry key (for details, see Registry keys reference guide).

Face Detection module basic settings

Configure the basic settings of the Face Detection module as follows:
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1. Go to the Basic settings tab on the settin

Face Detection 1.1

Camera [ Disable

Carmera 1 w

External capture

Face recognition server 1 ~

[Ed Maximum performance

s panel of the Face Detection object.

Search area border %

Left: _ Min, width: m Max. width: m
Right: m Min. height: ] Max. height: [ 600 |

Scaling and se

10

.-E']:l|:l "',' un do

2. There are several variations of the face detection operation depending on the setting of the external capture
and Face recognition server (1):

a. External capture is NOT selected and the detection is NOT added to any of the Face recognition
server channels. In this case, faces are captured by Axxon PSIM face capturing, and vectors aren't
generated. This option isn't used in Face PSIM.

b. External capture is NOT selected but the detection is added to any of the Face recognition server
channels. In this case, the photos of captured faces are captured and saved by Axxon PSIM face
capturing, the vectors are generated and saved to the database. This option does not allow face
recognition (the search and visitor counting are available).

c. External captureis selected but the detection is NOT added to any of the Face recognition server
channels. In this case, the photos of faces captured by the face recognition modules (see Structure of
the Face PSIM software package) are captured and saved, and the vectors are generated, but the
vectors are not saved to the database. This option is only suitable for use in scripts.

d. External capture is selected and the detection is added to any of the Face recognition server
channels. In this case, the photos of faces captured by the face recognition modules (see Structure of
the Face PSIM software package) are captured and saved, and the vectors are generated and saved to
the database.

The external capture is recommended for use. From the External capture drop-down list, select the Face
recognition server with the help of which the face capturing with the subsequent generation of a vector (if
the Create FIR in detection unit checkbox is set on the settings panel of the corresponding Face recognition
server object—see Configuring the Face recognition server object) and saving of photos will be performed.

(@ Note
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Proper configuring of the Face recognition server selected as external capture is performed with
the help of the Cfgedit.exe utility (for the detailed information about this utility, see Cfgedit.exe

utility for configuring the Cognitec face recognizer).

3. The Maximum performance mode is enabled by default (2). This mode allows improving the quality of face
capture and recognition by using all available processor cores and increasing the RAM consumption. When
this mode is disabled, the memory consumption will decrease, but faces can be missed at capturing.

4. Set the face search area border on the video image by specifying the required values in percent in the
corresponding fields (3), or by clicking the button (4) and using the interactive interface. After you click the
button, the window with the corresponding video camera image will open. To set the face search area
border, click the Stop video button at the required time, select the required area using the left mouse

button, and then click the OK button. The specified face search area border values will be automatically

entered in the Left, Right, Top and Bottom fields of the Search area border % group.
O >

b ]
Se
0
"
_i_'.
»

n
("

e
e

I
-

A Attention!
Setting the face search area border is available only if the Tevian or Videolntellect 1.1 face

recognition modules are used.

5. Set the Scaling and selection slider (5) to the position corresponding to the required scale of the captured
face in the frame for recording and highlighting the face with a dynamic frame. The current scale value is
displayed in the field above the slider and ranges from 1 (only the captured face is recorded) to 5 (the whole

frame is recorded).
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6. Inthe Processing speed, fps field (6), specify how many FPS from the video stream are processed by the
Face detection program module. This parameter is necessary for reducing the load on the Server.

7. Ifitis necessary to convert the color video image to black and white image to generate the vectors by the
black-and-white frames, then clear the Process color video checkbox (7).

& Attention!

Generation of vectors by black-and-white frames is supported by Tevian and Videolntellect 1.1 face
recognition modules only. It reduces the CPU load, insignificantly affecting the face capture and
recognition quality.

8. By default, the Face detection tool processes a video with the resolution set for the Camera parent object.
To process a video with 320x240 pixels resolution, set the Process low resolution video checkbox (8).

() Note

Enabling this option reduces the load of the Server’s processor, but the probability of face capture
also reduces.

& Attention!

The Process low resolution video setting is not relevant in case, when a high resolution is set for
the Camera parent object. Also, this settings isn't used if the Tevian or Videolntellect 1.1 module is
applied for face capture.

9. Set the minimum and maximum width and height of the face on the video image in pixels in the
corresponding fields of the Face size, pixels group (9).

(@ Note

If the specified minimum dimensions differ significantly from the actual ones, then the faces will
not be captured.

For example, if the video contains large faces (15-30%), then if you set the minimum size to 5%, and
the maximum size to 80%, then the faces will not be detected. However, if you specify a minimum
size of 12% and a maximum size of 80%, the faces will be captured.

Thus, if the detection tool is configured to capture small faces, then it cannot detect large ones, and
vice versa.

() Note

If all face sizes are set to 0, the Face Detection tool uses similar parameters set on the Face
recognition server object settings panel (see Configuring the captured face size for recognition).

(@ Note

When using Visionlabs face recognition module, the minimum and maximum values for all face
detection tools should be the same, as the values are set for the entire software module.

10. To save the changes, click the Apply button (10).

Face Detection module advanced settings

Configure the advanced settings of the Face Detection module as follows:
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1. Go to the Additional settings tab (1) on the settings panel of the Face Detection object.

2 W Fixelize area

Grainsize: %500

4

.|'-'||:| |:||',' un do

2. Setthe Pixelize area checkbox to pixelate the part of video image in which the face was recognized (2).
3. Set the Grain size cursor in position corresponding to the pixelation grain size in pixels (3).
4. To save the changes, click the Apply button (4).

Configuring the Face Detection module combined work with thermal camera or external system

Configure the Face Detection module operation with a thermal camera or an external system as follows:
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1. Go to the External source tab (1) on the settin

Carmera [l Disable

Camera 1 w

s panel of the Face Detection object.

Combined work:

Mo

Thzrmival canivera

External source 1

Undo

2. From the Combined work drop-down list (2), select the combined operation mode:

« No—combined operation mode is not used;

« Combine with thermal camera temperature—receiving the temperature and coordinates of a
captured face frame from the thermal camera. A photo of a captured face will be obtained from the
capturing camera. If this mode is selected, the following setting become available.

3. Thermal camera reply timeout (3)—sets the timeout in seconds for receiving data from the thermal
camera;

(@ Note

The FIND_PERSON event will be generated only when the temperature is received from the thermal
camera or after the time specified in the Thermal camera reply timeout parameter.

+ Get photo from thermal camera—receiving the temperature and photos of a captured face from the
thermal camera;
+ Get photo and metadata from external system—receiving the temperature and photos of a
captured face from a thermal camera or Axxon One.
5. Click the Apply button (4) to save the changes.

6.2.3 Face database replication

The face database replication is used in a distributed configuration with several Servers, so that when new faces are
added from the face database of the selected Server (the replication source), the same faces are automatically
added to the face database of other Servers in the distributed configuration. Also, when the face database
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replication is activated, the changes on the selected Server (the replication source) of such data as photo, name,
last name or comment are also synchronized with other Servers.

(@ Note

« When you delete a replicated face from the Server's face database, this face will be deleted only
from this Server.

« When you delete a face from the Server's face database (replication source), this face will also be
deleted from all Servers that replicate this face database.

& Attention!

To ensure the proper operation of the face database replication, the following conditions should be met:
1. All Servers should use the same face recognition modules, and their SDK should be the same
version.
2. All Servers should have the same value for the Minimum quality for adding face to
DB (0-100) parameter (see Configuring the captured faces recognition parameters).

Otherwise, some photographs of faces from the main Server will not be added to other Servers, and there
will be an increased load on the network and computing resources. Photos of faces that cannot be added
to other Servers can be saved on the main Server in a folder. To do this, it is necessary to change the value
of the LogBadlmages parameter to True (see XML-file parameters reference guide).

Face database replication is configured as follows:
1. Activate the Face database replication module (see Activation of the recognition modules in Face PSIM).
Architecture Hardware CES Users Programming
= =
B Folder

=[] Face recognition server 1 [1]
g k| Tevian recognition module 1 [1]

2% Face database replication 1[1]

i Recognition channels

ideo capture device 1[1]
B ¢ Camera 1[1]
# Face Detection 1.1 [1.1]
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2. Goto the settin

Face databaze replication 1

[ Dizable

Face recognition

Face recognition server 1
1 replication

Face DE!2 Face u:a..3

Mame

Face recoghition server 2

Replication interyal: 3 |

6

Apply Undo

s panel of the Face database replication object.

Mumber of elements
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s

3. Inthe Sources for replication list (1), set the checkboxes for the Face recognition servers, the following data
from which will be replicated to the current Face recognition server:
a. Face DB (2)—for replication of the reference face database;
b. Face captures (3)—for replication of the captured faces database.
4. Inthe Replication interval, s field (4), specify in seconds how often the reference face database and/or

captured faces database will be replicated (default is 10 sec).

5. Inthe Number of elements field (5), set the maximum number of reference face database and/or captured
faces database records that can be replicated at a time (default is 1000).

6. Click the Apply button (6) to save the settings.

The face database replication is configured.

6.2.4 Tevian and Videolntellect 1.1

Tevian and Videolntellect 1.1 modules functionality

« Face tracking;
» Face capture and recognition;
« Face biometric vectors creation and their comparison;

Tevian and Videolntellect 1.1 software modules are designed to implement the following functions:
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+ Recognition of the various face characteristics when working together with the Face characteristics
recognition channel module. For details see Configuring the additional face characteristics.

Tevian and Videolntellect 1.1 modules licensing

Tevian and Videolntellect 1.1 software modules are licensed according to the following scheme:

Module in use Face recognition module Licensing scheme
Face characteristics recognition By the number of channels
channel

Tevian, Videolntellect 1.1

Visitor counting channel By the number of channels
Archive search channel By the number of channels
Recognition channel Tevian By the number of faces in the database
Videolntellect 1.1 License for 1000000 faces in the
database

Thus, the psim.sec key file is purchased for each camera in use and a certain number of faces stored in the
database. Additional key files are not required.

Video camera mounting and setup requirements for Tevian and Videolntellect 1.1 modules

The camera technical specifications which are necessary for the correct operation of the Tevian and Videolntellect
1.1 recognition modules are listed in the table below:

Camera + Color camera with resolution: 2 million pixels (1080p), minimum: 720p;
specifications + CCD/CMOS: 1/1.8 or higher;
+ H.264 and RTSP support;
+ The maximum encoding speed should be at least 4 Mbps;
+ Guaranteed image quality in low light conditions;
« The frame rate should not be less than 12 FPS, and not less than 6 FPS for face
recognition at turnstiles
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The sharpness of the captured faces on the received photos should not be less
than 64 grayscale. Deficient or exceeding illumination is not allowed,;

There should be no back light and sharp gradients of light and shade;

The faces should be evenly illuminated with a diffused light of at least 200 lux.
Directional side lighting is not allowed;

The photos of the captured faces received from video cameras should be clear.
Image blurring caused by motion is not allowed;

The maximum deviation of the face in the camera FOV from the face-forward
position should not exceed 15 degrees;

The distance between pupils on the received photos of the captured face should
not be less than 32 pixels;

There should be minimum mutual overshadowing of the captured faces

The required distance between the camera and the face can be set using a lens
with the required focal length

Specifics of Tevian and Videolntellect 1.1 modules

(@ Note

Tevian and Videolntellect 1.1 modules have many settings that are set in the Windows registry (see Registry

keys reference guide).

SDK Tevian 20221215_r2 is installed by default.

To select the Tevian SDK to be used, do the following:
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Hardware

P1] =
ognition module 1[1] ac ition [ Disable

ian 10000 faces 1[1] Face recognition server 1 w

20221215 12 1

2

Apply Unda

2. From the Version drop-down list (1), select the required Tevian SDK version.

() Note

» When you change the SDK version, the re-generation of biometric vectors will automatically
start (for details, see Switching between the face recognition modules or SDK versions).

« In Face PSIM, when you select the SDK version, all possible versions will be displayed, even if
they are not installed. To ensure the correct operation, it is necessary to select one of the
installed SDK versions.

3. Click the Apply button (2).

You can see the current version of Tevian SDK in the Version/Vector size (bytes) field in the Statistics tab of
the Face recognition and search interface module (see Displaying the statistics).

6.2.5 Cognitec

Cognitec module functionality

The Cognitec software module is designed to implement the following functions:

1. Face tracking.
2. Face capture and recognition.
3. Construction of biometric vectors of faces and their comparison.

Cognitec module licensing

Cognitec software module is licensed according to the following scheme:
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Module in use Licensing scheme

Visitor counting channel By the number of channels

Archive search channel By the number of channels

Recognition channel By the number of faces in the database

Thus, the psim.sec key file is purchased for each camera in use and a certain number of faces stored in the
database. Additional key files are not required.

To use the Cognitec software module in multi-threading mode, the number of faces in the database is determined
as follows:

« If the number of face detectors used is greater than or equal to the value of the CpuCoreCount registry key,
then the license is purchased for the number of faces in the database, which is defined as: the required
number of reference faces + the value of the CpuCoreCount key;

« If the number of face detectors used is less than the value of the CpuCoreCount registry key, then the
license is purchased for the number of faces in the database, which is defined as: the required number
of reference faces + the number of face detectors used.

() Note

For example:
+ If CpuCoreCount = 4, and the configuration includes 4 or more face detectors, then a license for
104 reference faces should be purchased for a database with 100 reference faces;
+ If CpuCoreCount = 4, and the configuration includes 1 face detector, then a license for 101
reference faces should be purchased for a database with 100 reference faces.

In both cases, the actual number of reference faces that can be contained in the database will be 100.

@ SeeRegistry keys reference guide, for details about working with the registry, see Working with Windows
OS registry.

It is also necessary to purchase a software key that is tied to the computer's operating system. To obtain a software
key, do the following:
1. With administrator rights, in the command line run the hwkey.bat file, which is located in the <Face PSIM
installation directory>\Modules64\Firserver\FaceRecognition\Cognitec8\bin folder.
A Attention!
The hwkey.bat file should be run on the PC that will run the face recognition module.
2. Asaresult, the Cognitec8lic.txt file will be generated. Send it to AxxonSoft technical support. Technical
support specialists will provide you with the activationkey.cfg file. Rename it to Cognitec8License.cfg and
move to the <Face PSIM installation directory>\Modules64\Firserver\FaceRecognition\Cognitec8\bin folder.

3. With administrator rights, run the CognitecLicenseUtil.exe file, which is located in the <Face PSIM
installation directory>\Modules64\Firserver\FaceRecognition.

A Attention!
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If you change the operating system on the PC that runs the face recognition module, you will need a new
activation key.

Changing the hardware configuration or the name of the PC that runs the recognition module does not
affect the activation key.

Video camera mounting and setup requirements for Cognitec module

The camera technical specifications which are necessary for the correct operation of the Cognitec recognition
module are listed in the table below:

Camera + Color camera with resolution: 2 million pixels (1080p), minimum: 720p;
specifications + CCD/CMOS: 1/1.8 or higher;
+ H.264 and RTSP support;
+ The maximum encoding speed should be at least 4 Mbps;
+ Guaranteed image quality in low light conditions;
« The frame rate should not be less than 12 FPS, and not less than 6 FPS for face
recognition at turnstiles

Video image « The sharpness of the captured faces on the received photos should not be less

than 64 grayscale. Deficient or exceeding illumination is not allowed,;

+ There should be no back light and sharp gradients of light and shade;

+ The faces should be evenly illuminated with a diffused light of at least 200 lux.
Directional side lighting is not allowed;

« The photos of the captured faces received from video cameras should be clear.
Image blurring caused by motion is not allowed;

+ The maximum deviation of the face in the camera FOV from the face-forward
position should not exceed 15 degrees;

« The distance between pupils on the received photos of the captured face should
not be less than 96 pixels;

+ There should be minimum mutual overshadowing of the captured faces

Camera + The required distance between the camera and the face can be set using a lens
positioning with the required focal length
6.2.6 STC

STC module functionality
The STC software module is designed to implement the following functions:

1. Face tracking.
2. Face capture and recognition.
3. Construction of biometric vectors of faces and their comparison.
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On this page:

General information
about the STC
recognition module
licensing

Installing the SDK of the
STC recognition module
Activation of the STC
recognition module
security key

Updating the STC
recognition module
security key
Transferring the STC
recognition module
security key to another

computer

General information about the STC recognition module licensing
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STC recognition module is licensed according to the following scheme:

Module in use

Visitor counting channel

Archive search channel

Recognition channel

Licensing scheme

By the number of channels

By the number of channels

By the number of faces in the database

Thus, the psim.sec key file is purchased for each camera in use and a certain number of faces stored in the
database. Additional key files are not required.

You also need to install the SDK STC and purchase an additional license — the HASP SL software security key
(program file). This key is assigned to the computer hardware. For install or update the HASP SL software security

key use .v2c file.

The operation of the STC recognition module depends on the following software related to its license protection:

« Sentinel LDK (Sentinel Runtime) - the security key driver. It is required to ensure the performance of the STC

recognition module.

+ Sentinel RUS (Remote Update System) - the license update manager.
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Installing the SDK of the STC recognition module

Before activating the security key, you need to install the SDK STC. To do this, download the SDK STC 4.6.1 installer
from the AxxonSoft website and extract the SDK_data folder from it to C:\Program Files (x86)\.

Then make sure the Sentinel Admin Control Center web portal opens. For this, open the http://localhost:1947/
_int_/devices.html page in your browser. If the site is not available, check that the Sentinel LDK License Manager
service is present in the list of Windows services and has the Running status.

Activation of the STC recognition module security key

To activate the STC recognition module security key, do the following:

1. Goto http://activation.speechpro.com:8080/ems/customerLogin.html.
2. Inthe dialog box that opens, enter the received security key in the Product/License Key field (1) and click
Login (2).

Sentinel EMS

ENTITLEMENT MANAGEMENT SYSTEM 7.8

Product/License Key Login

Product/License Key 1
3. Inthe opened form for entering personal data, enter personal data (required fields are marked with an

asterisk). To save the data, click the Save button (1). To go to the next step without entering personal data,
click the Register Later button (2).

Register to activate the Product key. Already registered?

Customer Information

* First Name Mididle Mame:
* Last Name * E-mall:
Locale English |E|
Telephone Fax
CRMID Rerin
Description

Billing Dwetails

Streat
City ZIPIPastal Code
State: Country

¥ Shipping detalls are same as biling details
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4. Inthe form that opens, click the Offline Activation button.

Product/License Key : 634ceTéi-c123-T715-33e3-c43174bBASS

Download and install the Latest RTE Installer by clicking here EXE

Product/License 634w Tl-c123-TT15-33e3-c4INT 6bEA55

Hay

Custormer Alex E-mil

Hama

Channel r E-minl:

Partnor

Agtivations 1 Ramaaning 1
Aclmations

Prevsous (1] Enabied brus

Activalions

Enferg ermant Santinel LDK

Products Lock Typs
i FaceSIK HL or 5l [Admimbiode or Userbode]

5. Inthe window that opens, click the Download RUS, a tool to generate C2V link to download the
RUS_COOEA utility. If the RUS_COOEA utility is already installed, then skip this step.

Generate License w

Order Details
Product/License 634ceTbl-c123-TT5-33e3-c43M76bBASS
Kewy:
Customer Alex Email
Activations 1 Remaining 1

Ref 1D 1
Entitlement
Commaents
Products:
Product Lock Type
FaceSODK HL or SL [AdminMode or UserModel
Download . a tool to generate C2V >
Upload C2V
Upload C2v: I 1
Comments:

m
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Open the RUS_COOEA.exe utility file.
#RUS =S EER X

Collect Status Information | Apply License File Transfer License |

Collect information from this computer to enable:
2- 71 Update of existing protection key
1 i@ Installation of new protection key

3 | Callect Information

In the window that opens, set the Collect information from this computer to enable radio button to the
Installation of new protection key position (1).
Click the Collect Information button (3).
In the window that opens, specify the name of the file with the .c2v extension, which will be created, and
click the Save button.

() Note

It is recommended to specify the computer name on which the file was generated.

In the program window, the message about the snapshot generation is displayed.

Return to the browser page (step 5) and upload the created .c2v file by clicking the - button (1).
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11. Thenclick the Generate button (2

Order Details

Product/License 634ce76l-c123-T7153-33e3-c 43T 6bBASS
Key:

Customer Alex

Activations 1
Ref 1D 1 Rel ID 2

Entitlarment
Comments

Products
Product Lock Type

FaceSDK HL or SL [AdminMode or UserMode]

Download , a tool to generale C2V

Upload G2V

- |1

Upload C2V:

Comments:

Cap

12. The.v2cfile will be generated automatically and a message about it will appear (1). To save this file to your
computer, click the Download V2C File button (2).

Generate License

Y2C generaled successiully

Order Details
Product Key - — A

Customer fErma E-mall-

Actiralons: 1 Remaming Actvanions:

Heatio 1 RefiD 2
Entitliermant Comments;
Progucts:

Product Lock Type

Download SUS, a toel to generale C2V ¢

Activation Details

Key D Key Tipe Ackvation Dale Commeants

T7300T258381348572 SL-AdminWode 2013-06-1T7 IL':}'-r-l:Ed'-.'_f!_'I-IE- 2
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13. Run the RUS_COOEA utility, and go to the Apply License File tab (4).

P RUS ] e[ |

4

Collect Status Information | Apply License File Transfer License |

|Ipdate File =

Apply Update 6

14. Select the created .v2cfile by clickingthe " button (5). Then click the Apply Update button (6).
To see the available security keys, go to http://activation.speechpro.com:8080/ems/customerLogin.html.

@feNet Sentinel Admin Control Center

Sentinel Keys Available on MATROSOV

# Location Vendor Key|D HKey Type Configuration Version Sessions Actions
Products 1 MORDOR COOEA 265656249 Sentinel HL Net 50 Sjii) HASP 426 1 ™ Browse [HelFeatures
Features

Sessions

Update/Attach

Access Log
Configuration
Diagnostics

(@ Note

After activating the security key, restart the computer.
The security key activation is now complete.

Updating the STC recognition module security key

To take a snapshot, do the following:
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1. Runthe RUS_COOEA utility.
¥ RUS =R 5

Collect Status Information | Apply License File Transfer License |

Collect information from this computer to enable:
2- ) Update of existing protection key
1 @ Installation of new protection key

3 Collect Information

2. Inthe window that opens, set the Collect information from this computer to enable radio button to the
Update of existing protection key position (2).

3. Click the Collect Information button (3) to take a snapshot of the already installed HASP key. If several
license keys are installed on the local computer, then it is necessary to select the key which snapshot is to be

generated.
4. Runthe RUS_COOEA utility, then go to the Apply License File tab (4).
“* RUS = o | B | e

4

| Collect Status Information | Apply License File | Transfer License |

5
Update File
Apply Update 6
5. Inthe Update File field, select a previously prepared .v2c file by clicking onthe “** ' button (5).

6. Click the Apply Update button (6).

A Attention!

It is not recommended to take a snapshot of the key more than once, because in this case, the license will
not be applied and it will be necessary to format the key.

The security key update is now complete.

Transferring the STC recognition module security key to another computer

To transfer a license to another local computer, do the following:
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1. Onthe computer to which you want to transfer the license, run the RUS_COOEA utility, and open the
Transfer License tab (1).

To transfer (rehost] & icerse from ore computer Lo SAGEHER, 700 T 5 program on be
computers. On sach mlﬂ:,!eb:thTﬂuEerfd:u‘ldpﬂhmﬂtwmmﬂzp

Collect information aboul the recpent compuber
Sten 1: On the compuber ta which you want to ransfer the license (the Tredipient computes ],

T R R - L
Save recipient information ko C:fUsersfuchinkina Desktop ngerprintid e | 2

Generate the lcense rangfer fle

Step 2: On the computer that ourrently containg the kerae (e “source computer ™), select
uiamse o transfer, ne.ld Mmtmmm file and generate & licerse t'auﬁuﬂe

Key Type Kty]D Products

Read the redpent infarmation fle from E

Gererate the bosnss transfer Szt —

Ell'-'l‘tll.lﬁl'll'imﬂll

2. Clickthe - button (2), and in the window that opens, specify the path where it is necessary to save the
file with the system snapshot.

3. To confirm the action, click the Collect and Save Information button (3).
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4. Transfer the saved file to a computer on which a valid license is installed, and run the RUS_COOEA utility on
this computer. e —
¥ hus = R
| Colect Stabus Informaion | Apply License Fie | Transfer Loense |
|Ta transfer (rehost) a icense from ome computer to another, you run the RUS program on both
|mrr|pum On each computes, sslect the Transfer License tsb snd perform the appropriste step,

Colhect information abaout the recpent compber

Step 1: On the compuiter to which you want 1o iransfer the icense (the “redpient computer ),
callect and save infarmation about Se compuler,

Save redpient information to

[coliect and Save Information |

Generate the license ransfer file

Step 2: On the compuber that ourrently containg the hoense (e “source computer”), select
the license to iransfies, read the redosent information file and generate a icerse ransfier fiie,

Key Type Ky ID Praducts
SL-Adminhlode  ZI0GB2ZIIETLTAIESE ASE generic, Voco Professional Perpe...

Read the reopient nformation file from E:;M:mh&mmid E 1

Generate the icense transfer file o C:Lisers fuchinkina Deskiop fif.hZh

5. Go to the Transfer License tab.
6. Clickthe ™ ' button (1) to select the file with the system snapshot obtained in step 3.

7. To select the directory where the file with the license will be placed, clickthe ™ button (2). In the
window that opens, specify the path to save the file.
8. Click the Generate License Transfer File button (3) to generate a license file.
9. Copy the file created in the previous step to the computer to which the license is transferred.
10. Runthe RUS_COOEA utility, then go to the Apply License File tab.

# RUS ===

| Collect Status Information | Apply License File | Transfer License |

Update File Di\Workil.hzh [— 1
3 |
Apply Update 2‘1

11. Toupload thefile, clickthe ' button (1).
12. Toinstall the security key, click the Apply Update button (2).
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(@ Note

Before changing the hardware characteristics of the computer (hard disk, CPU, etc.), it is necessary to
transfer the file with the license to another computer according to these instructions, and then return it
back after the changes are applied.

Transfer of the security key to another computer is now complete.

Video camera mounting and setup requirements for STC recognition module

The camera technical specifications which are necessary for the correct operation of the STC recognition module are
listed in the table below:

Camera + Color camera with resolution: 2 million pixels (1080p), minimum: 720p, maximum
specifications 4K.

+ CCD/CMOS: 1/1.8 or higher.

+ H.264 and RTSP support.

+ The maximum encoding speed should be at least 4 Mbps.

+ Guaranteed image quality in low light conditions.

« The frame rate should not be less than 12 FPS, and not less than 6 FPS for face

recognition at turnstiles

Video image « The sharpness of the captured faces on the received photos should not be less

than 64 grayscale. Deficient or exceeding illumination is not allowed.

+ There should be no back light and sharp gradients of light and shade.

+ The faces should be evenly illuminated with a diffused light of at least 200 lux.
Directional side lighting is not allowed.

« The photos of the captured faces received from video cameras should be clear.
Image blurring caused by motion is not allowed.

+ The maximum deviation of the face in the camera FOV from the face-forward
position should not exceed 70 degrees.

« The distance between pupils on the received photos of the captured face should
not be less than 50 pixels.

+ There should be minimum mutual overshadowing of the captured faces.

+ The face width should be at least 1/16 of the image width, or the face height
should be at least 1/16 of the image height

Camera + The required distance between the camera and the face can be set using a lens
positioning with the required focal length

Configuring the STC recognition module
The STC recognition module is configured as follows:

1. Activate the STC recognition module (see Activation of the recognition modules in Face PSIM).
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eco o e hiiticr [ Disable
ognition channels o Dfault ~
5 Face recognition server 1 ~
o capture device 1[1]

Undo

3. From the Select profile drop-down list (1), select the face recognition profile:

« Dataset cleaner - "heavy" profile, highest quality, but very slow.

« Default - base profile. If you specify a profile other than Default, then the parameters of the basic
profile are partially replaced by the parameters from the selected profile.

« Kamaz - very fast profile, but low quality.

« Nist - contains a limited set of available algorithms.

« Onepass - profile that is commonly used for remote authentication tasks. It is a simple (cascading)
face detector. The recognition algorithm is fast, but has a low recognition accuracy.

« Profile wiki — not a profile, but a set of basic blocks for various algorithms.

« Progressive - compromise profile, usually showing higher quality than others, but a little slower.

« Safe city - profile for a safe city. Works with faces from 120 pixels. The recognition algorithm is not
the fastest, but more accurate.

« Stadium ix - profile for stadiums. Works with faces from 180 pixels. The recognition algorithm is not
the fastest, but more accurate.

« Stadium xeon - profile for stadiums. In version 4.2, it is similar to the Stadium ix profile.

« Transport safety - profile for transport safety. Works with faces from 100 pixels. The recognition
algorithm is faster, but has lower accuracy.

 Turnstile - profile for turnstiles. Works with faces from 300 pixels. The recognition algorithm is not
the fastest, but more accurate.

4. Click the Apply button (2).

Configuring the STC recognition module is complete.

Configuring the frames skip of the STC recognition module
If it is necessary to skip the video frames, do the following:

1. Gotothe C:\Program Files (x86)\SDK_data\profiles\ folder.
2. Open the default.xml configuration file for editing.
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Set the false value to the MultiTracker_exhaustiveTracking key. The default value is true.
[&] default xml E3 ‘

70 «MultiTracker distThreshold>0.2</MultiTracker di=stThresholds>

71 GHultiTracker exhaustiveTracking>false</MultiTracker exhaustiveTracking> )
72 <I-I'.1_'I.tiT:racker_rr.axhge>25<fH'JltiTIacke1’_rr.axAge>

# <MultiTracker minDetection»2</MultiTracker minDetection>

Set a larger value to the MultiTracker_detectionFrequency key (within the fps range). The default value is
2

[=] defautt xaml E3 ‘
64
65
66

Save changes to the default.xml configuration file.

Restart Axxon PSIM.

<MultiTracker cumConfidenceThreshold>0.30</MultiTracker cumConfidenceThreshold>

<MultiTracker detectionFrequency>»5</MultiTracker detectionFrequency>

<MultiTracker adantiveRoi>false</MultiTracker adantiveRoiX»

The frames skip of the STC recognition module is configured.

6.2.7 VisionLabs

VisionLabs recognition module functionality

The VisionLabs recognition module supports the following functionality:

1.

Face tracking.

2. Face capture and recognition.
3.
4. Recognition of the various face characteristics. For details see Configuring the additional face

Face biometric vectors generation and their comparison.

characteristics.

VisionLabs module licensing

On this page:

+ Generalinformation
about VisionLabs
recognition module
licensing

+ Installing the SDK of the
VisionLabs recognition
module

« Activation of the
VisionLabs recognition
module security key

General information about VisionLabs recognition module licensing

VisionLabs recognition module is licensed according to the following scheme:

Configuring Face PSIM software and its components- 53



Face PSIM 1.0.1 (english) - Administrator's Guide

Module in use Licensing scheme

Visitor counting channel By the number of channels

Archive search channel By the number of channels

Recognition channel By the number of faces in the database

To use the VisionLabs recognition module in multi-threading mode, the number of faces in the database is
determined as follows:

« If the number of face detectors used is greater than or equal to the value of the CpuCoreCount registry key,
then the license is purchased for the number of faces in the database, which is defined as: the required
number of reference faces + the value of the CpuCoreCount key;

« If the number of face detectors used is less than the value of the CpuCoreCount registry key, then the
license is purchased for the number of faces in the database, which is defined as: the required number
of reference faces + the number of face detectors used.

() Note

For example:
+ If CpuCoreCount = 4, and the configuration includes 4 or more face detectors, then a license for
104 reference faces should be purchased for a database with 100 reference faces;
+ If CpuCoreCount = 4, and the configuration includes 1 face detector, then a license for 101
reference faces should be purchased for a database with 100 reference faces.

In both cases, the actual number of reference faces that can be contained in the database will be 100.

@ SeeRegistry keys reference guide, for details about working with the registry, see Working with Windows
OS registry.

Thus, the psim.sec key file is purchased for each camera in use and a certain number of faces stored in the
database.

You also need to install the SDK VisionLabs and purchase an additional license from VisionLabs, which is presented
in the form of a software key.

Installing the SDK of the VisionLabs recognition module

Before activating the security key, you need to install the SDK VisionLabs. To do this, download the SDK
VisionLabs 5.4.1 installer from the AxxonSoft website and extract the data folder from it to <Face PSIM installation
directory>\Modules64\Firserver\FaceRecognition\VisionLabs.

() Note
Face PSIM uses SDK VisionLabs 5.4.1.

Activation of the VisionLabs recognition module security key

To activate the VisionLabs recognition module security key, purchase a software key from VisionLabs. The software
key will contain activation data: EID and ProductID (Product key). Enter these data in the license.conf file located at
<Face PSIM installation directory>\Modules64\Firserver\FaceRecognition\VisionLabs\data.
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Video camera mounting and setup requirements for VisionLabs recognition module

The camera technical specifications which are necessary for the correct operation of the VisionLabs recognition
module are listed in the table below:

Camera
specifications

Video image

Camera
positioning

Color camera with resolution: 2 million pixels (1080p), minimum: 720p.
CCD/CMOS: 1/1.8 or higher.

H.264 and RTSP support.

The maximum encoding speed should be at least 4 Mbps.

Guaranteed image quality in low light conditions.

The frame rate should not be less than 12 FPS, and not less than 6 FPS for face
recognition at turnstiles

The sharpness of the captured faces on the received photos should not be less
than 64 grayscale. Deficient or exceeding illumination is not allowed.

There should be no back light and sharp gradients of light and shade.

The faces should be evenly illuminated with a diffused light of at least 200 lux.
Directional side lighting is not allowed.

The photos of the captured faces received from video cameras should be clear.
Image blurring caused by motion is not allowed.

The maximum deviation of the face in the camera FOV from the face-forward
position should not exceed 15 degrees.

The distance between pupils on the received photos of the captured face should
not be less than 50 pixels.

There should be minimum mutual overshadowing of the captured faces

The required distance between the camera and the face can be set using a lens
with the required focal length

6.2.8 ISD Integration Server

General description of ISD paid access system integration

There are security systems that require the confirmation from both the access system and Face PSIM to let the
person pass through the access point. However, when approaching the turnstile, people usually look at the turnstile
itself, and not at the video camera. To solve this problem, the ISD Integration Server was developed, which makes
it possible to capture the face even before the person approaches the turnstile and uses a pass card. In this case,
the video cameras are placed before the turnstile where they capture all the faces and store them in the memory
buffer for some time. As a result, there is no need to capture the face directly in front of the turnstile.

Configuring the ISD paid access system integration module

() Note

Prior to configuring the ISD paid access system integration module, it is necessary to configure Face
PSIM and its components (see Configuring Face PSIM software and its components).

To configure the ISD paid access system integration module, do the following:
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1. Gotothe ISD integration server object settings panel, which is created on the Hardware tab of the System
Settings dialog box on the basis of the Computer object.

Architecture Hardware Interfaces Programming

15D integration server 1

Computer [ Disable

) capture device 1 (1]

Connection settings

|Pinterface: 1 Port: - 2

Face recognition server: Face recognition server 1 ~ 3

Basic settings

Undo

2. Specify the IP-interface (1) and Port (2) of this Face recognition server integration point to which the paid
access system components will be connected.

3. From the Face recognition server drop-down list (3), select the operating Face recognition server.

4. Click the Apply button (4).

The ISD paid access system integration module is configured.

Events of the ISD paid access system integration module

The following events can occur in the ISD paid access system integration module:

Event name Event description Event example
integration caps Displays the functionality of the [192.168.10.9:8845] integration caps:
integration point admin_caps(), event_caps(), capture_caps(),

ident_caps(), camera(1, "Camera 1")

cameras Displays the video cameras list of the [192.168.10.9:8845] cameras: camera(l,
integration point "Camera 1")

integration status Displays the status of the integration [192.168.10.9:8845] integration status: No
point errors (0)
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Event example

There are 2 types of events that can occur during the face capture and face recognition: capture and ident.
The capture event indicates that the face is captured. The ident event indicates that the captured face was
verified with the database. There should always be a pair of these events for each face. If the face is in the
database, then the ident event has the ident_match tag, which contains the information about the recognized
face. If the face is not in the database, then there is no ident_match tag. The decision to open the turnstile
should be made on the basis of the ident event. This decision should not be made on the basis of the capture

event

capture The face is captured. This event
occurs in any case when the face is
captured

ident The captured face did not match the

face in the database. In this case,
there is always a pair of the
events: capture and ident

[192.168.10.9:8845] capture:
capture_id=(105EDA86-7B48-
E811-8AET7-54E6FC817BD7), camera_id=(1),
capture_time=(2018-04-25 14:26:46.731),
confidence=(0), face_rect=(0.4,0.1,0.3,0.4)

[192.168.10.9:8845] ident:
ident_id=(F8F8C393-7B48-
E811-8AET-54E6FC817BD7), ident_time=
(2018-04-25 14:27:12.290), no matches,
capture: capture_id=(F8F8C393-7B48-
E811-8AET7-54E6FC817BD7), camera_id=(1),
capture_time=(2018-04-25 14:27:11.983),
confidence=(0.647499979), face_rect=(0,0,1,1)
where:

ident_id—the identified face id.
ident_time—the face capture time.

no matches—indicates that the face is not
recognized.

capture_id—the captured face id.
camera_id—the id of the camera that
captured the face.

capture_time—the timestamp of the captured
face verification with the database
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The captured face matched the face
in the database. In this case, there
is always a pair of the

events: capture and ident
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Event example

[192.168.10.9:8845] ident:
ident_id=(DC998399-7C48-
E811-8AET-54E6FC817BDT), ident_time=
(2018-04-25 14:34:36.245), person_id1=(),
similarity1=(65.8300018), lists1=(5), capture:
capture_id=(DC998399-7C48-
E811-8AET7-54E6FC817BD7), camera_id=(1),
capture_time=(2018-04-25 14:34:33.352),
confidence=(0), face_rect=(0,0,1,1)

where:

ident_id—the identified face id.
ident_time—the face capture time.
person_idl—the id of the face in the database.
This id will be empty because the faces from
the Face PSIM database are not related to the
clients from the ISD database.
similarityl—the similarity percent of the
captured face and the face from the database.
lists1—the id of the department to which the
faceis added.

capture_id—the captured face id.
camera_id—the id of the camera that
captured the face.

capture_time—the timestamp of the captured
face verification with the database

6.3 Configuring the Face recognition server object

6.3.1 Face recognition server module functionality

The Face recognition server software module is designed to perform the following functions:

1. Record a frame displaying a captured face.

o wN

Register biometric parameters of a captured face.
Recognize captured faces.

Maintain a reference face database used for face recognition.

Provide analytical data (including special reports generation in the WEB Report System PSIM).
Count number of passes.

6.3.2 Setting up the faces storage

General information on stored face types and related data

The face recognition server stores three types of face images:

+ Reference faces are face images compared with images of faces fixed on a video image.
Reference faces database is filled manually in the Face recognition and search interface object (see Adding
images to the reference face database).
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+ Captured faces are face images recorded on a video image.
Photos of captured faces can be viewed in the Face recognition and search interface object (see
Configuring the Face recognition and search interface object).

+ Recognized faces are captured faces who have shown a sufficient degree of similarity to the reference faces.
Photos of recognized faces can be viewed in the Face recognition and search interface object (see
Configuring the Face recognition and search interface object).

In addition, during the recognition process, the following data is created and stored:

+ Vector is the mathematical representation of the face, created when it is recognized in the frame of the
video image.

+ Metadata is the data that enables linking the reference, captured and recognized faces to each other, for
example, their identifiers.

& Attention!

With an increase in the number of faces in the database, the statistical error increases: the more faces in
the database, the more often similar faces will be recognized. Accordingly, the degree of similarity when
comparing the reference face with the captured face will decrease.

This statistical error is relevant if:

1. The Requirements forimages uploaded to the reference face database and requirements for
installing and configuring video cameras for the corresponding software module are met (see
Configuring the program modules).

2. The database contains over a million faces.

An example of the results of calculating the error:
1. Tevian module, mugshot dataset (good quality photo), 12 million faces in database, and false
matching probability is 0.003%. With these initial data, the researchers obtained an identification
error of 0.76%.
2. VisionLabs module, the initial data are the same. The identification error is 0.81%.

The size of the face database can be adjusted by Configuring the face images, vectors and metadata
storage depth.

Storage modes for face images, vectors and metadata

The images of captured and recognized faces and vectors are stored in a folder, the path to which is specified in the
FaceDB registry key. This data storage mode corresponds to the UseFaceDB =2 mode and is set forcibly when Face
PSIM starts (see Registry keys reference guide, for details about working with the registry, see Working with
Windows OS registry).

() Note

It is not recommended that the folder for storing face images and vectors be located on the same disk
where the Axxon PSIM video archive is stored.

UseFaceDB =2 mode provides maximum search speed and storage depth. The general algorithm of Face PSIM
operation in this mode is as follows:

« atstartup, the Server reads all data from the folder into RAM. Then the received images and vectors are
written to the RAM and to the folder, and the metadata is written to the database. This ensures the fastest
possible search process;

« all searches are carried out in RAM. However, this entails a high consumption of RAM and a longer start of the
Server;
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« metadata is stored in the Fir database in the Hits table. Since the images and vectors are stored in a folder
on disk, the database will fill up much more slowly. This ensures maximum storage depth.

The reference faces are stored in the <Axxon PSIM installation directory>\Bmp\<Person> folder.

(@ Note

The reference face images from the <Axxon PSIM installation directory>\Bmp\<Person> folder can be used
for automatic face verification using a script (see Examples of frequently used scripts). Also, with the help
of the Event Manager module, which is a part of the ACFA PSIM, the operator controlling the Event Manager
interface window can decide whether the face looking at the camera is to be verified or not. In this case,
the operator compares this face with the reference face from the <Person> folder, which is displayed in
the Event Manager interface window (for details about Event Manager, see Event Manager Module
Settings and Operation Guide).

Configuring the face images, vectors and metadata storage depth

Configuring the storage depth of images, vectors and metadata of captured faces enables the automatic archive
cleanup. The archive is cleared when one of the conditions that came earlier occurs (see below).

Archive cleanup by remaining free space on the disk

To clear the archive by the remaining free space on the disk, set the size of the required remaining free space on the
disk in megabytes in the FaceDBFreeMB registry key. Once the specified value is reached, the old images, vectors
and metadata of captured faces will be deleted (see Registry keys reference guide, for details about working with
the registry, see Working with Windows OS registry). By default, the size of the remaining free disk space is 1000
megabytes.

() Note

Once the specified size is reached, the FaceDB folders will be cleared and the corresponding metadata will
be removed from the database. The cleanup is performed on a loop in portions equivalent to 1000
megabytes.

Archive cleanup by retention time

To clear the archive by the retention time, do the following:
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Minimum quality for fa

Minimum quality fo
(0-100):

ize if any of the conditions met:

Apply Undo

2. Inthe Keep archive of recognized faces for (days) field, enter the time period (in days) within which the
recognized face images, vectors and metadata should be stored in the database (1). If 0 is specified, then the
archive will be cleared every 3 minutes.

(@ Note

Once the specified retention time has expired, the FaceDB folders will be cleared and the
corresponding metadata will be removed from the database. The cleanup is performed on a loop
every day at 00:00.

3. Click the Apply button to save the changes (2).
Storing only the recognized faces

By default, metadata, images and vectors are saved for all captured faces. In order for all data to be saved only for
recognized faces, do the following:
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[ store recognized faces only 2

Number of requests in request history:
[ Best angle only

Additional contact time:
Automatic adding of unrecoanized faces to database

[ Add to department:

(W store no more than: - Hours Since time of creation

General settings Advanc

3

_-'-'-J;lp "']' Ql’uj [s]

2. Set the Store recognized faces only checkbox (2).
3. Click the Apply button (3) to save the settings.

Only the recognized faces are now saved.
Configuring the number of the requests stored in the request history

If you actively use the search, but you don't need the old results or only want the latest results, you can configure
the automatic deletion of the requests from the request history. For this, do the following:
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1. Go to the Advanced settings tab (1) on the settings panel of the Face recognition server object.

Face recoghil e

Computer mCO 3 2 e L A (sl

[ store recognized faces only Mumber of requests in request history:

Additional contact time:

Automatic adding of unrecognized faces to databas

I Acd to department: . =

W “reate user in

Sl e
[l store no more than: - Hours ~ WM Since time of creation At

Undo

2. Inthe Number of requests in request history field (2), specify the number of requests that will be stored in
the request history. Other requests will be deleted. If you leave the field blank, the requests won’t be

deleted.
3. Click the Apply button (3) to save the changes.

Automatic adding of unrecognized faces to database

In order for the unrecognized faces to be created in the face database as new users with a unique identifier, do the
following:
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Face recognition server 1

Compuiter [ Disahle

- Stare recognized faces only Mumber of requests in request histary:

g ]

Additional contact time:
Automatic adding of unrecognized faces to database

2 Add to department: Department 1 v &

A create user in Axxon PSIM database

N sre 0 s e Brnce tmeotoeaton

Undo

2. Setthe Add to department checkbox (2) and in the drop-down list (3) select the department to which new
users will be saved.

(@ Note

You can select the department from the existing ones or set a new one. If no department is
selected, then a new department will be created automatically.

w

Set the Create user in Axxon PSIM database checkbox (4), if it is necessary to create a new Axxon PSIM user.
4, Setthe Store no more than checkbox (5), if it is necessary to limit the time a user is stored in the face
database, and set the required parameters:

a. Inthe drop-down list (6), select the storage time unit and enter the required value in the field (7);
b. Inthe drop-down list (8), select the start time of user storage.

(@ Note

« After the specified time expires, the automatically created faces will be completely
deleted and could not be restored.

+ The time limit of a user storage also applies to the Axxon PSIM user if the Create user
in Axxon PSIM database checkbox is set.

5. Click the Apply button (9) to save the settings.

The configuration of automatic adding of unrecognized faces to database is now complete.
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Configuring face saving based on quality level

By default, the frames of the captured face are saved based on the quality level: each subsequent face image is
compared with the previous image. If the quality level is equal to or higher than the previous one, then the new
frame is saved. If not, the frame is not saved.

To configure face saving based on the quality level, do the following:

1. Go to the settings panel of the Face recognition server object on the Advanced settings tab (1).

Face recognition server 1

Computer W Dizable

[l Store recognized faces only MNumber of requests in request history:

Additional contact time:

Automatic adding of unrecognized faces to database

I 4dd o Gepartment: I

B reate user in in PEIH database

[l store no more than: - Hours ~ M Since time of creation ~

Advanced sethingz 1

Undo

2. Setthe Best angle only checkbox (2) to save the best frame. If the checkbox is clear, all frames of the
captured faces regardless of the quality will be saved.
3. Click the Apply button (3) to save the settings.

6.3.3 Configuring the captured faces recognition parameters

To set the parameters for the captured faces recognition, do the following:
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Architecture Hardware Interfaces

[l Disable

Lo er

Minimum qus
Minimum quality for adding face
{0-100%:

the conditions met

Undo

. Set the Select the best frame for recognition checkbox (2) to select the best frame from all images of one
person which came from the Face detection tool to the Face recognition server and create FIR only for it.

. Inthe Similarity level field (3), enter the similarity level of the captured face and the reference image, above
which the face is considered recognized. The Similarity level parameter is specified in percent.

. Inthe Search for similar faces field (4), enter the maximum number of similar reference images, which
identifiers and similarity level will be stored in database for one frame of a captured face.

(@ Note

It is recommended to specify the 1 value for this field for more precise search of the recognized
faces (see Filtering the recognized and unrecognized faces).

. In the Minimum quality for face recognition (0-100) field (5), enter the minimum quality of the captured
face in percent, at which the recognition should be performed. The default is 60%.

A Attention!

« If Tevian recognition module is used, it is recommended to set the Minimum quality for
face recognition (0-100) value to 60% when updating from Face PSIM 7.0 to Face PSIM of
later version.

« If face concealment recognition is enabled, then in order to correctly detect the presence of
a face mask, it may be necessary to set the Minimum quality for face recognition (0-100)
value below the default value (see Configuring the permissions and additional settings).

. In the Minimum quality for adding face to DB (0-100) field (6), enter in percent the minimum quality of
face to be added to the database.

. Set the Create FIR in detection unit checkbox (7), so that the face detection tool generates and attaches
biometric parameters to the face image. If the checkbox is clear, the detection tool will only capture faces,
and the Face recognition server will generate and attach the biometric parameters.

. Set the Select the best frame in detection unit checkbox (8), so that only the best frame is sent to the Face
recognition server. If the checkbox is clear, all frames will be sent to the Face recognition server.

. Inthe Skip repeated recognitions, s field (9), set the time period in seconds during which a captured face
won't be recognized repeatedly. The default value is 2. See also the IgnoreSamePeople registry key.
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(@ Note

Registry keys reference guide, for details about working with the registry, see Working with
Windows OS registry.

10. Setthe Use GPU checkbox (10) to select the discrete graphics card when using the Tevian and
Videolntellect 1.1 face recognition modules. If the checkbox is clear, the the recognition will be performed
on the CPU.

& Attention!

If the Use GPU checkbox is set for the first time, then at the same moment the caching process will
start in a new window to optimize the recognition on the current GPU. Do not interrupt this
process. If for some reason the caching process was interrupted, it is necessary to delete the folder
with the name "GPU-[video card UUID]" at <Face PSIM installation directory>\
Modules64\Firserver\FaceRecognition\Tevian_ [SDK version]\. Afterwards, when the Use GPU
checkbox is set, the recognition using the GPU will be performed immediately without the caching
process.

If you replace the video card, the caching process will restart automatically.

11. Inthe Collected no less than ... frames with person field (12), enter the minimum number of frames to be
collected for the face to be recognized.

12. Inthe Person in field of view no less than ... seconds field (13), enter the time in seconds upon reaching
which the recognition will start.

®

®

Note

The Person left the camera field of view condition is always enabled (11).

Note

The face recognition starts if at least one of the three conditions (11-13) is met.

13. Click the Apply button (14) to save the changes.

Setting parameters for the captured faces recognition is complete.

6.3.4 Configuring the captured face size for recognition

To configure the face size for recognition, do the following:
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Pragramming

Face recognition server 1

[ W Disable

er

Minimum quality

Minimum quality for adc
(0-100):

Set the minimum width of the captured face in pixels in the Min. width field (2).
Set the minimum height of the captured face in pixels in the Min. height field (3).
Set the maximum width of the captured face in pixels in the Max. width field (4).
Set the maximum height of the captured face in pixels in the Max. height field (5).
6. Click the Apply button (6) to save the changes.

aorwDn

Configuring the captured face size for recognition is completed.

6.3.5 Configuring the events generation

® FIRSERVER events

On this page:

+ Configuring the access
event generation

+ Configuring the face
mask detection or face
mask absence event
generation

+ Configuring the mask
state change event
generation

Configuring the access event generation

Using the access event generation, Face PSIM allows obtaining real-time information on the number of passes of
each person in the field of view of a given video camera.
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& Attention!

To use this function, you need to set the value of the registry key UseFaceDB =2 (see Registry keys
reference guide).

If the Access event generation checkbox is set, the Pass event (RECOGNITION_PASS) is generated when the face is
recognized.

() Note

These parameters can be used in scripts in the JScript programming language (for more information on
creating scripts, see The Script object. Programming using the JScript language).

The following example shows the recording of a frame with a captured face image transmitted using the
imageBase64 parameter to a file on the disk:

if (Event.SourceType == "FIRSERVER" && Event.Action == "RECOGNITION_PASS" &&
Event.SourceId=="1")
{

SaveToFile("c:\\Faces\\"+Event.GetParam("firstId")+".jpg",Event.GetParam("imageBa
se64") ,true);
1

To enable the access event generation, do the following:
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1. Go to the settings panel of the Face recognition server object. Go to the Analytics tab (1).

Face recognition server 1 Face recognition

Computer . Disable kK.eep archive of

[ : t the best frame for recognition

Detectors
; ACTLECr i Liveness detection sensitivity
[ Mask detection event generation
_- Mask absence event generation

[ Mazk presence filter

[l Indicate similar faces

Alarm temperature

Threshold: e

3

.l"“]:lpl']' un dao

2. Setthe Access event generation checkbox (2).
3. Click the Apply button (3) to save the settings.

Configuring the face mask detection or face mask absence event generation

To enable the face mask detection or face mask absence event generation, do the following:
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1. Go to the settings panel of the Face recognition server object. Go to the Analytics tab (1).

Face recognition server 1 Face recognition

Computer . Disable kK.eep archive of

[ : t the best frame for recognition

Detectors
el ACTLECr i Liveness detection sensitivity
[ Mask detection event generation
. Mask absence event generation

[ Mazk presence filter

[l Indicate similar faces

Alarm temperature

Threshold: e

4

.l"“]:lpl']' un dao

2. Setthe Mask detection event generation checkbox (2) to enable the event generation in case the mask is
detected on the face.

3. Set the Mask absence event generation checkbox (3) to enable the event generation in case the mask is
absent on the face.

4. Click the Apply button (4) to save the settings.

If it is necessary to generate the events of mask detection or absence depending on the face characteristics
recognition channel (see Activation of the recognition modules in Face PSIM), do the following:
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Architecture
==
& E) Face recogniti 113
9 recognition chann

™

| Recognition chann

apture device 1 [1]

Server settings 2
Server settings M3

Undo

2. Setthe Generate event by server checkbox (1) for the events to be received from the Face recognition
server object, otherwise the events will be received from the Face characteristics recognition channel
object.

3. From the Generate mask detection event drop-down list (2), select the event generation condition:

+ Server settings—this event generation setting set on the Face recognition server object settings
panel is taken into account (used by default).

+ Yes—the face mask detection event generation is enabled.

+ No—the face mask detection event generation is disabled.

4. From the Generate mask absence event drop-down list (3), select the event generation condition:

+ Server settings—this event generation setting set on the Face recognition server object settings
panel is taken into account (used by default).
+ Yes—the face mask absence event generation is enabled.
+ No—the face mask absence event generation is disabled.
5. Click the Apply button (4) to save the settings.

() Note

The parameters for enabling/disabling the event generation set on the settings panel of the Face
characteristics recognition channel object are of higher priority than the ones set on the settings panel
of the Face recognition server object. For example, if the Mask detection event generation checkbox is
set on the settings panel of the Face recognition server object, and No is selected for the Generate mask
detection event parameter on the settings panel of the Face characteristics recognition channel object,
then the mask detection event will not be generated, but only for this particular face characteristics
recognition channel.

Configuring the mask state change event generation

Face PSIM receives the information about face mask state changes in real time and generates the corresponding
events:

1. MASK_DETECTED (Mask is present).
2. MASK_NOT_DETECTED (Mask is not found).
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3. MASK_NOT_RIGHT_PLACE (Mask is worn incorrectly).
Mask state change events are generated for faces that have been recognized since the server was started.
To enable the face mask state change event generation, do the following:

1. Go to the settings panel of the Face recognition server object. Go to the Analytics tab (1).

Face recognition server 1

Computer (W Dizable

Liveness detection sensitivity

[l Indicate similar faces

Alarm temperature

Undo

2. Set the Mask presence filter checkbox (2).
3. Click the Apply button (3) to save the settings.

6.3.6 Configuring the grouping of similar faces

By default, when viewing the analytical data, the similar faces are sorted at the moment of data generation. This
increases the system load and can lead to an error if there are many unique faces within the specified time period.

To work with analytical data, it is recommended to enable the grouping of similar faces.

(@ Note

« If the grouping of similar faces is enabled, then during the face recognition server operation, each
new captured face will be compared with a previously captured face that has the maximum level of
similarity, but no less than the level specified in the settings (see Configuring the captured faces
recognition parameters). If the detected face is not similar to any previous face, then this face will
become a parent for all subsequent faces similar to it. If the parent face is excluded from the
selection, for example, when cleaning the archive on a loop or narrowing the data request period,
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the place of the common parent will be taken by the face which first referred to the common parent
in an accessible time period.

+ If the grouping of similar faces is enabled in the Face recognition and search interface object, the
Similarity field on the Analytics tab will be hidden (see Viewing the analytics).

To configure the grouping of similar faces, do the following:

1. Go to the settings panel of the Face recognition server object on the Analytics tab (1).

Caomputer [W Disable

Liveness detection sensitivity m

(W Mask presence filter

2 M Indicate similar faces

Alarm temperature

Threshaold: o

Undo

2. Set the Indicate similar faces checkbox (2).
3. Click the Apply button (3) to save the changes.

The grouping of similar faces is now configured.

6.3.7 Configuring the Face recognition server operation with thermal camera

® FIRSERVER events

To configure the Face recognition server operation with a thermal camera or an external system, do the following:

1. Create and configure an embedded detector in Axxon PSIM for the thermal camera, from which it is

necessary to receive the temperature and photo of a captured face (see Embedded detectors).

Configure the Face detection module operation with a thermal camera (see Configuring the Face Detection
module combined work with thermal camera or external system).
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Detectors

Liveness detection sensitivity

4. Inthe Threshold field (2), enter the temperature in degrees Celsius. When this value is exceeded, the
Temperature rise (TEMPERATURE_ALARM) event will be generated.

5. Click the Apply button (3).

Configuring the Face recognition server operation with the thermal camera is now complete.

(@ Note

When the debug mode is enabled (see Enabling and configuring the debug mode of Axxon PSIM), a log file
firserver.thermal_imager.log will be created in the <Axxon PSIM installation directory=>\. All information
received from the thermal camera is logged into this file.

Also, you can enable saving JSON and images received from the thermal camera during face recognition to
the folder using the SaveThermalJson registry key (for details, see Registry keys reference guide).

6.3.8 Configuring the artificial face detection

To configure the detection of artificial faces, do the following:
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Face recognition zerver 1
Compute . [lizabl

Detectors

S e Liveness detection sensitivity m 2
[B Mask detection event generation

i Mask vent generation

(W Mask presence filter

Undo

2. Inthe Liveness detection sensitivity field (2), specify the sensitivity of artificial faces recognition as a
percentage (see Configuring the permissions and additional settings).
3. Click the Apply button (3) to save the settings.

The artificial faces detection is now configured.
6.3.9 Configuring the contact time with persons

The contact time with persons is used when searching for faces in the video archive (see Starting the face search
process). Itis configured as follows:
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Face recognition server 1

Carnputer (W Disable Fre ed faces for (daps)

[Fd Select the best frame for recognition

- Stare recognized faces only Mumber of requests in request histary:

Additional contact time:
2 -
Automatic adding of unrecognized faces to database

[= add to department: Department 1 b

[® create user in Axxon PSIM database

(Wl store no more than: - Hours ~ M Since time of creation Do

ydwancer Ettit'lg:5:1

Undo

2. Inthe Additional contact time field (2), specify the time in seconds, within which it is necessary to search
for persons.
3. Click the Apply button (3) to save the changes.

Configuring the contact time with persons is now complete.
6.4 Configuring the Face recognition and search interface object

6.4.1 Face recognition and search software module functionality
The Face recognition and search software module is designed to perform the following functions:

1. Search in video archive by an image captured from a video camera.

Search in video archive by an image loaded from a file.

Monitoring the captured faces in a real-time mode.

Tracking a person's movement on the map by the face search results (see Viewing face search results).
Exporting the search results to the report file in PDF format.

Working with the face databases.

Counting the number of visitors.

Displaying the additional face characteristics if their recognition is supported by the face recognition
module that you use (see Configuring the additional face characteristics).

PN WwDN

6.4.2 Configuration procedure for the Face recognition and search interface object

To configure the Face recognition and search interface object, do the following:
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Set parameters for the Face recognition and search interface object.

Select the Face recognition server objects that will interoperate with the Face recognition and search
interface object.

If necessary, configure the color highlighting of recognized faces.

Configure the permissions and additional settings.

If necessary, configure the parameters to track a person's movement on the map by the face search results.
Configure the additional face characteristics.

If necessary, configure the images transfer to the external system.

If necessary, set a separator for file names when adding faces to the database.

The Face recognition and search interface object is configured on the Interfaces tab of the System
settings dialog box.

Interfaces Programming

Wizard Face recognition and search ™

able

‘

Available face reco

Minimum similarity for identification: m %

olar highlighting | P

6.4.3 Setting up the parameters for the Face recognition and search interface

object

The parameters for the Face recognition and search interface object are set up as follows:
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1. Go to the Recognizers tab of the Face recognition and search object settings panel.

Face recognition and search
Dizplay . ] e

Available face recognizers:

Undo

2. Set coordinates for the top-left corner of the Face recognition and search window: the X (the horizontal
indent from the left border of the computer screen) and Y (the vertical indent from the upper border of the
computer screen) fields (1). The coordinates are expressed as a percentage of the horizontal and vertical
screen sizes, respectively.

3. Setdimensions for the Face recognition and search window: the W (window width) and H (window height)
fields (2). The dimensions are expressed as a percentage of the horizontal and vertical screen sizes,
respectively.

(@ Note

It is recommended to use the visual method of setting up the coordinates and sizes of the Face

recognition and search window. Click the (3) button and, using the mouse, set the required
size and position of the test window and then click the OK. button Coordinates of the test window
are automatically calculated and copied to the X, Y, W and H fields.
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Specify dimensions n

dow and puzh O

Cancel

4. Setthe Allow moving checkbox (4) to make it possible to move the Face recognition and search window.
5. From the Monitor drop-down list (5), select the physical monitor for the Face recognition and

search window to be displayed on.
6. Click the Apply button to save the changes (6).

The parameters for the Face recognition and search interface object are now set up.

6.4.4 Selecting Face recognition server objects that will interoperate with the Face
recognition and search interface object

The Face recognition server objects that will interoperate with the Face recognition and search interface object,
are selected as follows:
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1. Go tothe Recognizers tab (1) of the Face recognition and search object settin

Dizplay . [izable i T

[ Ao moving

s panel.

Available face recognizers:

4

6

.-G'J,:I P "',' Qﬂ do

2. Select the required Face recognition server objects from the Available face recognizers list (2), the data
from which will be displayed in the Face recognition and search interface object.

3. Move the selected face recognizers to the Selected face recognizers list by clicking the button (or
the button for moving all face recognizers from the list (3).

(@ Note

The [ = ] and [ =t ] buttons are used for handling the back actions, i.e. for moving the
selected or all the Face recognition server objects from the Selected face recognizers list to
the Available face recognizers list.

4. As aresult, the selected Face recognition server objects will display in the Selected face recognizers list
(4).

5. In the Minimum similarity for identification...% field (5), specify the level of minimum similarity of the
captured face and the reference image for the selected face recognizers.

6. Click the Apply button (6) to save the changes.

Selection of the Face recognition server objects that will interoperate with the Face recognition and
search object is now complete.
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6.4.5 Configuring the color highlighting of recognized faces

Setting color highlighting of faces that belong to selected departments
The color highlighting of faces that belong to selected departments is configured as follows:

+ Adding a department for highlighting
+ Color assignment for the added department
« Editing and deleting added departments
Adding a department for highlighting
Add a department for highlighting as follows:
1. Go to the Color highlighting tab (1) of the Face recognition and search object settings panel.

[ Allow moving

Divide into departments with color marking:

Department

Alarm window title bar color:

[l Redefine title

.-G']:l ] "',' un do

2. Right-click an empty field in the Department column and select the Add item from the function menu.

Divide into departments with color marking:

Department

3. Inthe Add window that opens, from the drop-down list (1), select the required department, the faces from
which should be highlighted, and click the OK button (2).
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Add x

Department 1

7] ok | cncol K

(@ Note

To cancel adding a department, click the Cancel button (3).

As aresult, the selected department will be added.

Divide into departments with color marking;

Department

Department 1

4. Click the Apply button (2) to save the changes.
A department for highlighting is now added.

Color assignment for the added department

The color is assigned for the added department as follows:
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s panel.

Red zone:

Yellow zone:

2. Right-click the corresponding department and select the Color item (1) from the function menu.
In the Color window that opens, select the required color, which will highlight the faces belonging to the
specified department, and click the OK button.

3.

Color

Basic colors:

EEEE ]
EEEETT

m colors:

777F EEEEN
77 EEEEEN
77 EEEEET
77 TEEEEE
77 EEEEER
77 EEEERN

LI
CIL ]

Define Custom Colors >3
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X
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Hue: M Fed:
Sat: EI Green:
ColodSolid | . T

.P;:-:Id to Cﬁstun'; Cullurs
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(@ Note

You can also open the Color window by double-clicking the fill color of the Color column (2).

4. Click the Apply button (3) to save the changes.

Thr color assignment for the added department is now complete.

Editing and deleting added departments
The added departments can be edited and deleted as follows:

1. Go to the Color highlighting tab of the Face recognition and search object settings panel.

Dizplay [ Cizable it

_n Allaw maoving

Divide into departments with color marking:

Department

Undo

2. Right-click the corresponding department and select the Edit item (1) from the function menu.
3. Inthe Edit window that opens, from the drop-down list (1), select the required department, the faces from
which should be highlighted, and click the OK button (2).

Add >

Departrment 1

7] o« N coce K

() Note
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To cancel editing a department, click the Cancel button (3).

4. To delete one added department, right-click the corresponding department and select the Delete item (2)

from the function menu.
5. To delete all departments, right-click any field in the Department column and select the Delete all item (3)

from the function menu.
6. Click the Apply button (4) to save the changes.

Editing and deleting of added departments is now complete.
Configuring the color highlighting by face similarity

A Attention!

This setting applies only to those faces that do not belong to departments for which color highlighting is
configured (see Setting color highlighting of faces that belong to selected departments).

The color highlighting by face similarity is configured as follows:
1. Go to the Color highlighting tab (1) of the Face recognition and search object settings panel.

Diizplay . [izable 5

u Al I'|'||:|'-.-'ir'|g

Divide into departments with color marking:

Department

iindow title bar color:
B Redefine tite

Recognizers | Color highlighting | Piem tap geftings | Adwvanc

4

.|'-'||:| p r',' un do

2. Inthe Red zone ...% field (2), enter the value of the similarity level as a percentage. When this value is
exceeded, the faces will be highlighted in red.

3. Inthe Yellow zone ...% field (3), enter the similarity level value as a percentage from the interval between
the Similarity level parameter value (see Configuring the captured faces recognition parameters for the
Face recognition server object) and the Red zone parameter value. When this value is exceeded, the faces

will be highlighted in yellow.
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4. Click the Apply button to save the changes (4).

The color highlighting by face similarity is now configured.

Alarm window title setting

Set the title of the alarm window as follows:
1. Go to the Color highlighting tab (1) of the Face recognition and search object settings panel.

Face recognition and search

Dizplay [ Dizable

Dizplay 4 (o

Divide into departments with color marking:

Department Red zone:

Yellow zone:

Department 1

Alarm window title bar color:
3 B redefine title

Recognizers [IColor highlighting

5

_ﬂp P |"J' Qn |:||:|

2. Set the title color of the alarm window by clicking the colored square (2).
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In the Color window that opens, select the required color, which will highlight the alarm window title, and

Color
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Add to Custom Colors |

4, Setthe Redefine title checkbox (3) if it is necessary to specify an arbitrary title for the alarm window.

(@ Note

The default title is "Attention!"

5.
6. Click the Apply button (5) to save the changes.

The alarm window title is now set.

If the Redefine title checkbox is set, then enter the alarm window title in the field (4).

6.4.6 Configuring the permissions and additional settings

Permissions and additional settings are configured as follows:
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1. Go to the Permissions tab (1) of the Face recognition and search object settin

- Face recognition and search

[ Disable

s panel.

ur: | 6

? [ columns auto width

Additional settings

Calor highlighting [} Permizsions | Map seftings | Adwanced zetlings

Undo

2. Set the Allow face database editing checkbox (2) to make the Face DB tab available in the Face
recognition and search interface window and to enable adding reference faces to the reference face
database.

A Attention!

The Face recognition server uses the port 10000 for communication with the Face recognition and
search interface object. If this port is occupied by a third-party program, errors may occur when
editing the database from the client side. Make sure that the specified port is free and is not used by
any third-party applications.
If you can not disable the third-party application, you can change the port through which the
communication is performed (the port 10001 below is selected as an example). To do this, you
should perform the following actions:
1. For the Face recognition server: go
to HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\AxxonSoft\PSIM\FRS branch of the Windows
registry and set the RestPort = 10001 string parameter.
2. For the Face recognition and search interface object: open the C:\Program Files (x86)\Axxon
PSIM\Modules\face_client.run.config file and make the following changes:
<setting name="Port" serializeAs="String">

<value>10001</value>
</setting>
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Set the Allow creating departments checkbox (3) to allow creating the departments in Axxon PSIM with the
specified name in cases when a reference face is added to the reference face database and a non-existent
department is specified.

From the Create users in Axxon PSIM drop-down list (4), select the option for creating users in Axxon PSIM:

a. Allow selection—when the face is added to the reference face database, the Create user in Axxon
PSIM database checkbox is available for the operator (see Adding images to the reference face
database).

b. Create—the Create user in Axxon PSIM database checkbox is absent in the operator's interface,
and Axxon PSIM users are created automatically when the face is added to the reference face
database.

c. Do not create—the Create user in Axxon PSIM database checkbox is absent in the operator's
interface, and Axxon PSIM users are not created when the face is added to the reference face
database.

From the Monitors to control drop-down list (5), select the required Monitor object for the video archive
playback.

In the Urlfield (6), enter the permanent part of the link for the web page. After the image has been loaded to
the face database, the name of the image file will be added to the web page address, and it will be possible
to open the web page upon the face search request (see Web page opening upon a face search request).

Set the Columns auto width checkbox (7) if it is necessary to automatically change the column size in

the Face recognition and search interface window proportionally to the size of the interface window.

To save the changes, click the Apply button (8).

Configuring permissions and additional settings is complete.

6.4.7 Configuring the additional face characteristics

Configuring the additional face characteristics consists in selecting those face characteristics that should be
available in the Face recognition and search interface window (see Working with the Face recognition and search
interface object). As a result, in the analytics viewing mode, and in the monitoring of captured and recognized faces
mode, the columns of the corresponding face characteristics will be displayed. Filtering by selected face
characteristics will also become available.

a

Attention!

The face recognition module should support the recognition of additional face characteristics. Currently,
the Tevian/Videolntellect 1.1 (when working together with the Face characteristics recognition
channel module) and VisionLabs modules support the recognition of additional facial characteristics.

Additional face characteristics are configured as follows:
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1. Go to the Permissions tab (1) of the Face recognition and search object settings panel.

Undo
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2. Click the Additional settings button (2). As a result, the Advanced settings window opens.

Advanced settings

Advanced face characterstic corfiguration

Age

Temperature
Gender

[ ] Emation

[ ] Glasses

] Facial hair

[] Hair colour

[] Type of bald head
[ ] Headwear

[] Artificial face

[ ] Face concezlment

| >

3. Setthe checkboxes for the face characteristics, which should be available in the Face recognition and
search interface window. All face characteristics and their possible values are shown in the table below:

Face Value
characterist

ic

Age age of face

Temperature face temperature in degrees
Celsius from the thermal camera
or external system

Gender undefined
male
female

Emotion undefined

Feature availability depending on the face
recognition module used

Tevian/Videolntellect VisionLabs
1.1

Receiving the temperature from the thermal camera
or external system does not depend on the face
recognition module used
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Face
characterist
ic

Glasses

Facial hair

Hair color

Value

rage

fear

happiness

without emotion

sadness

astonishment

undefined

tinted glasses

without glasses

glasses

undefined

beard

bristle

imperial beard and mustache

imperial beard

mustache

absent

undefined
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Feature availability depending on the face
recognition module used

Tevian/Videolntellect VisionLabs
1.1
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Face
characterist
ic

Type of bald
head

Headwear

Value

brunet

blonde

chestnut hair

ginger

gray

undefined

bald

with receding hairline

without bald head

undefined

cap

bandana

beret

beanie

trapper hat

fur hood

glasses on head

hat
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Feature availability depending on the face
recognition module used

Tevian/Videolntellect VisionLabs
1.1
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Face Value Feature availability depending on the face
characterist recognition module used
ic
Tevian/Videolntellect VisionLabs
1.1

helmet

hood

kepi

headscarf

without headwear

peaky cap

Artificialface  unknown

no
yes
Face unknown -
concealment
face not covered +
mask is on +

tinted glasses -

face partially covered +
balaclava -
other mask -
mask is not on the right place +

4. Click the OK button.
5. To save the changes, click the Apply button (3).
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Configuring the additional face characteristics is complete.

6.4.8 Configuring the images transfer to an external system
To configure the transfer of images to an external system, do the following:

1. Go to the folder at <Axxon PSIM Installation Directory>\Modules\.

2. Open the face_client.run.config configuration file for editing.

3. Setthe value for the RemoteUrl setting in the value string corresponding to the HTTP POST request sending
address, for example, http://localhost:8888/Pushimage.

[=] face_client run corfig E3

<FaceClient.Properties.Settings>

<setting name="ProblemImages" =erializels="String">
<value>none</value>

- </setting>

<setting name="Timeont" serializefs="String">
<value>60000</value>

- </setting>

1 = <setting name="Port" serializels="String">

18 <value>10000</value>

19 = </setting>

20 = <setting name="RemoteUrl" serializefs="String">

21 zsvalue>http://localhost:BE88/PushInage</valus>

P = </setting>

23 = </FaceClient.Properties.S5ettings>

24 - </applicationSettings> 4

25 -</configuration>

= % <applicationSettings> -

[
O VAT S PR
{1}

LLE

m

4. Savethe changes in the edited face_client.run.config file.
5. Restart Face PSIM to apply the settings.

() Note

By default, the HTTP POST request sending address is specified as none, which means that the images
transfer to an external system in the Face recognition and search interface object is disabled (see
Transferring images to an external system).

6.4.9 Map settings

To configure a map, do the following:
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[l Dizable

B Allow

Controlmep: fe0:

3 [E show name in tradk [ show start time ﬁ
4 (Bl show department [ show end time ?

5 [® show similarity [ Display repeated events from same camera 8

Title position: At arrow beginning i g
Font:Microsoft Sans Serif 10

Undo

2. From the Control map drop-down list, select the necessary Map object (2).
3. Setthe checkboxes to display additional information on the map near the arrows that show the track of a
person, in the case of face recognition:

a. Setthe Show name in track checkbox to display the name of a person (3).

b. Set the Show department checkbox to display the department to which a person belongs (4).

c. Setthe Show similarity checkbox to display the percentage of similarity between the recognized
face and the reference face (5).

d. Setthe Show start time checkbox to display the start time of a person’s movement in the FOV of one
camera (6).

e. Setthe Show end time checkbox to display the end time of a person’s movement in the FOV of one
camera (7).

f. Setthe Display repeated events from same camera checkbox to disable filtering for events where
the same person appears several times in a row in the FOV of the same camera (8). By default,
filtering is enabled.

4. From the Title position drop-down list (9), select where the information specified in step 3 will be displayed:
At arrow beginning, At arrow end, or At arrow middle.
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5. To edit the font, click the Font button (10). A standard Windows font settings window will open.

Font e
Font: Font style: Size:

| o]
@M;.algun Gothic g A o
@Microsoft Jhengt 10

@Microsoft Jhengl 1;

@Microsoft YaHei Bold ltalic 14

@Microsoft YaHei + 16 V¥

Efects Sample

[] Strikeout

] Undedine

Colour:

| I Black v|  Serpt:

6. Click the Apply button to save the changes.
After you save the settings, the Show on map item will be enabled in the Face recognition and

search interface window (see Displaying the camera that captured the face on the map and Viewing face
search results).

6.4.10 Advanced settings

The advanced settings are configured as follows:
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1. Go to the Advanced settings tab (1) of the Face recognition and search object settings panel.

(W Dizable

B Allow moving

File names separators:

(W simple mode 3

Undo

2. Inthe File names separators field (2) enter the characters that will be used as a separator when adding
faces to the database. Any separator from the specified values of the field can be used: Cyrillic letters, Latin
letters, numbers, alphabetic characters, additional symbols, white space.

() Note

By default, the following separators are used: underscore, period and a white space "_

3. Set the Simple mode checkbox (3) to enable the simple mode of captured and recognized faces monitoring
(see Enabling the Simple mode of captured and recognized faces monitoring).
4. Click the Apply button (4) to save the changes.

The advanced settings are configured.

6.5 Working with CPU cores used for generating vectors when adding
reference faces to the database

It is possible to limit CPU cores used to generate the vectors. It is also possible to set the order of binding streams to
these CPU cores (for details, see Registry keys reference guide, for information about working with the registry,
see Working with Windows OS registry).

To limit the number of CPU cores used to generate the vectors, in the CpuCoreCountAddPerson registry key
specify the number of fixed CPU cores (other than those specified in the CpuCoreCount key).
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To determine the order of binding streams to these CPU cores, specify one of the following values in the
Face.HardwareCPU registry key:

Value Result
novalue or0 Streams are bound to CPU cores randomly
1 Streams are bound to CPU cores successively depending on their

total number

2 Streams are bound to the first cores of each CPU

6.6 Switching between the face recognition modules or SDK versions

When you change the used face recognition module, for example, replace the Cognitec module with
the Tevian module or vice versa, the biometric vectors are automatically regenerated. This is necessary because
biometric vectors received by one face recognition module cannot be used by another.

The biometric vectors are also automatically regenerated when you switch the Tevian SDK version or the face
recognition and search algorithm of Tevian and Videolntellect 1.1 face recognition modules.

() Note

To switch between the used face recognition modules, use the Tevian.ldentificationAlgorithm registry
key (see Registry keys reference guide).

The regeneration of biometric vectors is performed in the background without disturbing the face recognition
system operation. Firstly, the faces which are already entered in the database are regenerated. The current process
of biometric vectors regeneration is displayed in the Face recognition and search interface module, on the
Statistics tab, in the Faces in RAM field (see Displaying the statistics). If the Server is restarted, the process of
regenerating the remaining faces will continue automatically.

(@ Note

By default, the biometric vectors are regenerated on one CPU thread. Using the Update.CpuCoreCount
registry key, you can set an arbitrary number of threads on which biometric vectors will be regenerated
(see Registry keys reference guide).

You can also regenerate the biometric vectors manually. To do this, do the following:

1. Left-click the Wl icon (Face recognition server) in the Windows taskbar (system tray, for details about
the Debug window of the Face recognition server, see Appendix 2. Debug window).
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2. Inthe opened window, select (1) Tools — Recreate firs (2).

F Face Recognition Server - 1, avg capture fps: 25.8

File

[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
12022-10-21
[2022-10-21
[2022-10-21
[2022-10-21

[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
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[2022-10-21
12022-10-21
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[2022-10-21
[2022-10-21
[2022-10-21

Edit Clearall

°50-30 458] CLIENTS:

Tools 1

Recreate firs 2 11ISETUPserver<>.mark_similar<0>.gen_firs.
11|SETUP_RECOGNIZE_SOURCES|firserver_t
R11]SETUP_FIRSERVER_COMPLETE|_TRANSPOR
RVER_1|PING|_TRANSPORT_ID<>
- B VER. 1|PING|_TRANSPORT_ID<>
. SLAVEISERVER 1|PING|_TRANSPORT_ID<>
- SLAVE[SERVER 1|PING]_TRANSPORT_ID<>
- FIRSERVER) 1|SETUP|server<>.mark_similar<0>.gen_firs_in
- FIRSERVER] 1|SEND_FIRSERVER_CHANNEL [face_capture<>.
- FIRSERVER| 1|SETUP_RECOGNIZE_SOURCES|firserver_chan
- FIRSERVER| 1|SETUP_FIRSERVER_COMPLETE|_TRANSPOR
- FIRSERVER| 1|CREATE_CAM_FACECAPTURE]use_low_resolul
6.319] CORE: FIRSERVER|1|SETUP|server<> mark_similar<0>.gen_firs,
-16.520] CORE: FIRSERVER] 1]SEND_CAM_FACECAPTUREjcamera_name<Ca
- FIRSERVER| 1|SEND_FIRSERVER_CHANNEL[face_caplure<1
- FIRSERVER] 1|SETUP_RECOGNIZE_SOURCES|fireerver_chan
- FIRSERVER1|SETUP_FIRSERVER COMPLETE|_TRANSPOR

2022
nsole

Script database

50.347] CLIENTS:
00.363] CLIENTS:

0.410] CLIENTS:
20 .442] CLIENTS:

FIRSERVER]1|PING|module<face_cl
FIRSERVER] 1IPINGImodule<face_cl
FIRSERVER]1|PING|module<face_cl
FIRSERVER]|1|PING|module<face_cl
FIRSERVER]1|PING|module<face_ci
: FIRSERVER] 1|PING|module<face_client run
- FIRSERVER] 1|PING|module<face_c!
- FIRSERVER] 1|PING|module<face_c

- FIRSERVER|1|PING|module<face_client run>,_TRANSPOR
- SLAVE|SERVER 8ac11015-a537-43a4-b3b4-e67958deb03f|
- SLAVE|SERVER.cb4bcbc2-8624-4136-9c1c-659caa8362df|
- SLAVE|SERVER ed8e74aa-185f-44b4-99f-a20b15ad8edd|D|
- SLAVE|SERVER 63b474bd-dc85-4a8b-a374-b6673b266df]|
- SLAVE|SERVER.6f981b0d-1c2d 4c8c-8851-136d023991c1|
- SLAVE|SERVER dea79753-cf87-424 1-acBc-5f9a7d21082|C]
- FIRSERVER|1|START_PROTOCOL|module<face_client run:
- FIRSERVER|1|START_DEPARTMENT_SUBSCRIBE|moduleq
. - FIRSERVER|1|PING|module<face_client run>,_TRANSPOR
-50.598] CLIENTS: FIRSERVER| 1|PING|module<face_client run>_TRANSPOR

3. Wait for completion of biometric vectors regeneration.

A Attention!
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10-21
10-21
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10-21
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16:49:11.675] FaceDetector 1.1, FPS: decompress 24.4.
FPS: decompress 23.3.
16-49-30.317] Firserver 1. recognition FPS- 0.795035
16:49-32 897] FaceDetector 1.1, FPS: decompress 23 8,
1. FPS: decompress 23.9.
1. FPS: decompress 23.9.
1. FPS: decompress 23 5,
1. FPS: decompress 23.7.
1. FPS: decompress 24.1.
1
1
1
1
1.

processed 22.5 of 22.5.
processed 24.9 of 23.8.

processed 232 of 24 2
processed 22.9 of 22.2.
processed 219 0f 239
processed 24 6 of 24 6_
processed 22.6 of 22.9.
processed 21.9 of 23.5.
processed 22 3 0f 23 6.
processed 213 0f 229
processed 21.1 of 21.9.
processed 225 0f 23 8.

16:49-53 803] FaceDetector 1
16:50-04 441] FaceDetector 1

. FPS: decompress 23 6.

. FPS: decompress 23 0.

. FPS: decompress 23.0.

. . FPS: decompress 23 8.

19 144] FaceDetector 1 FPS: decompress 22 9, processed 205 of 188
'9.738] FaceDetector 1.1. FPS: decompress 23.6. processed 27.1 of 27.1.

8.926] Capture channel: 1.1, 3840 x 2160 -> 3840 x 2160. color: true. fp:

15 51:49 566] FaceDetector 1.1. FPS: decompress 21 4. processed 258 0of 235

0. rEqulrEd version:
14:56:21.039] [FIRSERVERI[1] All firs already have version "Tevian 2.15.0 - 0". No update nd
15:00:00.835] [FIRSERVERI[1] Engine version: “Tevian 2.15.0 - 0". required version:
n2150-0" No update nd
d version: .

. required version: *

6 960] [FIRSERVERI[1] Engine version: Tevian 2 15.0 - 0", required version- "
15:37:26.960] [FIRSERVERI[1] All firs already have version “Tevian 2.15.0 - 0". No u
15:38:00.913] [FIRSERVER][1] Engine version: ‘Tevian 2.15.0 - 0", required versio

15-38:00 913] [FIRSERVER][1] All firs already have version Tevian 2.15.0 - 0" No updale nd
15:41-18.882] [FIRSERVER][1] Engine version: "Tevian 2.15.0 - 0", required version:
15:41:18.882] [FIRSERVER][1] All firs already have version "Tevian 2.15.0 - 0". No update nd
15-46-47 726] [FIRSERVERI][1] Engine version: ‘Tevian 2 15.0 - 0". required version: *
15-46-47 726] [FIRSERVERI[1] All firs already have version ‘Tevian 2.15.0 - 0". No update

Errors may occur during the biometric vectors regeneration process.

For example, an error may occur due to the fact that the new face recognition module SDK or the
algorithm of the Tevian ALG2 face recognition module cannot recognize a face on a poor quality image
and recreate a vector due to its better and more demanding recognition capabilities. Therefore, such
image can be skipped.

[FIRSERVER][1] ERROR:
AA3F-1C1BOD34FODF,

skipping ...

Problem with regenerating fir for id 79656915-5BC1-E811-

If Axxon PSIM malfunctions after the vectors regeneration, do the following:

1.
2.
3.

Shut down Axxon PSIM.
Run the FaceRecognitionTool.exe utility stored at: <Axxon PSIM installation folder>\Modules.
Specify required settings—in the Path field, specify the path to the folder to which the data will be

uploaded (for example, C:\Backup).

N

5.

. Upload the data.

(@ Note

For more information on the FaceRecognitionTool.exe utility, see Face Recognition Tool
utility for extracting captured and reference faces from the database.

Studio):

Execute the following script in the database manager (for example, SQL Server Management
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USE [Fir]

GO

DECLARE Q@return_value 1int

EXEC @return_value = [dbo].[spReset]
SELECT 'Return Value' = @return_value
GO

6. Start Axxon PSIM and upload images from the folder specified in the Path field to the reference face
database (see Selecting a way to upload an image to the reference face database).

6.7 Restoring the history of passes if the Fir database is lost
(@ Note

The history of passes is restored using indexes stored in the INDEX folder, which is located in the FaceDB
folder (see Storage modes for face images, vectors and metadata). If there are no indexes, the history of
passes cannot be restored.

To restore the history of passes if the Fir database is lost, do the following:

1. Left-click the . icon (Face Recognition Server) in the Windows taskbar (system tray) (for more
information about the Face Recognition Server debug window, see Appendix 2. Debug window).
2. Inthe window that opens, select (1) Tools -> Script database (2).

F Face Recognition Server - 1, avg capture fps: 25.8 - o x
File Edit Clearall Tools 4
[2022-10-21 13- g 11ISETUPserver<>mark_similar<0>.gen_firs_in_diall[2022-10-21 1.675] FaceDetector 1.1, FPS: decompress 24 4, processed 225 of 225.
[2022-10-21 = iy Eoicok RI1|SETUP_RECOGNIZE_SOURCES|firserver_chani [2022-10-21 2 396] FacEDelEclnr 1.1, FPS: decompress 23 3, processed 24 9 of 23 8
[2022-10-21 13: ShaNcomnle R11ISETUP_FIRSERVER_COMPLETE|_TRANSPORT{M[2022-10-21 16:49: i ition FPS: 0.795035
[2022-10-21 13: Script database RVER_1|PING|_TRANSPORT_ID<> [2022-10-21 16:49-32 897] FaceDetector 1 1. FPS: decompress 23 B. processed 23 2 of 24 2.
[2022-10-21 EMVER 1|PING|_TRANSPORT_ID<> [2022-10-21 16 3.363] FaceDetector 1.1, - decompress 23 9, processed 229 0f 222

——
[2022-10-21 13:43:03.223] CORE: SLAVEISERVER 1|PING_TRANSPORT ID<> [2022-10-21 3.803] FaceDetector 1.1. FPS: decompress 23.9. processed 21.9 of 23.9.
[2022-10-21 13:48:03.223] CORE: SLAVE[SERVER.1]PING]_TRANSPORT_ID<> [2022-10-21 16:50:04.441] FaceDetector 1.1. FPS: decompress 23.5. processed 24.6 of 24.6.
[2022-10-21 13:51:02 240] CORE: FIRSERVER|1|SETUP|server<> mark_similar<0>.gen_firs_in [2022-10-21 16:50:15.005] FaceDetector 1.1, FPS: decompress 23 7. processed 22.6 of 22.9.
[2022-10-21 13: ] - FIRSERVER| 1|SEND_FIRSERVER_CHANNEL [face_capture<> (Sll[2022-10-21 16:50-25.396] FaceDetector 1.1, FPS: decompress 24.1. processed 21.9 of 23 5.

[2022-10-21 13! 3 - FIRSERVER|1|SETUP_RECOGNIZE_SOURCES|firserver_chani [2022-10-21 16: 5.972] FaceDetector 1.1. : decompress 23.6. processed 22.3 of 23.6.
[2022-10-21 13:51-02 676] CORE:- FIRSERVER]|1|SETUP_FIRSERVER_COMPLETE|_TRANSPOR’ [2022-10-21 16:50-46 864] FaceDetector 1.1. - decompress 23 0. processed 213 0f 22 9.
[2022-10-21 13:51:08 785] CORE:- FIRSERVER| 1|CREATE_CAM_FACECAPTURE]use_low_resolul [2022-10-21 16:50:57 738] FaceDetector 1.1, - decompress 23 0. processed 21.10f 219
[2022-10-21 13: . = FIRSERVER]| 1|SETUP|server<>.mark_similar<0>.gen_firs_i [2022-10-21 16: 8.223] FaceDetector 1.1. : decompress 23.8. processed 22.5 of 23.8.
[2022-10-21 13- - FIRSERVER| 1|SEND_CAM_FACECAPTURE]camera_r name<Cai [2022-10-21 16:51:19.144] FaceDetector 1.1. : decompress 22.9. processed 20.5 of 18.8.
[2022-10-21 13 51: 16 520] CORE: FIRSERVER|1|SEND_FIRSERVER_CHANNEL |face_capture<1 [2022-10-21 16:51-29 738] FaceDetecior 1.1, - decompress 23 6. processed 271 of 27.1.
[2022-10-21 13:51:16 520] CORE:- FIRSERVER|1|SETUP_RECOGNIZE_SOURCES|firserver_chan [2022-10-21 16:51:38 926] Capture channel: 1.1, 3840 x 2160 -> 3840 x 2160. color: true. fps: 0.
[2022-10-21 13:51:17.300] CORE: FIRSERVER]|1|SETUP_FIRSERVER_COMPLETE|_TRANSPOR [2022-10-21 16:51:49.566] FaceDetector 1.1. FPS: decompress 21.4. processed 25.8 of 23.5.
[2022-10-21 13:51: i

[2022-10-21 16:49:50.347] CLIENTS: ._cli ] [2022-10-21 1 i ion: ‘Tevian 2.15.0 - 0'. requi i ~
[2022-10-21 16-50-00.363] CLIENTS: [2022-10-21 i

[2022-10-21 16:50:10.410] CLIENTS: [2022-10-21

[2022-10-21 16: . : [2022-10-21

[2022-10-21 16 . - FIRSERVER| 1]PING|module<face_client run>._ [2022-10-21

[2022-10-21 = - FIRSERVER]|1|PING|module<face_client run>_TRANSPOR [2022-10-21

[2022-10-21 :50.472] CLIENTS: FIRSERVER| 1IPING|module<face_client run [2022-10-21 15:00: 5] [FIRSERVERI[1] Engine version: ‘Tevian 2.15.0 - 0", required version:
[2022-10-21 16:51:00.490] CLIENTS: FIRSERVER]1|PING|module<face_ci [2022-10-21 .835] [FIRSERVER][1] All firs already have version ‘Tevian 2.15.0 - 0". No u
[2022-10-21 16-51-10.551] CLIENTS: FIRSERVER|1|PING|module<face_i [2022-10-21 15-14-44 382] [FIRSERVERI[1] Engine version: “Tevian 2.15.0 - 0", required versi
[2022-10-21 16:51-20.566] CLIENTS: FIRSERVER]|1|PING|module<face_client = [2022-10-21 15: 382] [FIRSERVER][1] All firs already have version "Tevian 2.15.0 - 0". No update ne
[2022-10-21 16:51:30.566] CLIENTS: FIRSERVER|1|PING|module<face_ci | [2022-10-21 15:15:02.334] [FIRSERVER][1] Engine version: "Tevian 2.15.0 - 0". required version: .
[2022-10-21 16 z - SLAVE|SERVER 8ac11015-2537-43a4-b3b4-e67958deb0 31l [2022-10-21 15:15-02.364] [FIRSERVERI][1] Al firs already have version ‘Tevian 2.15.0 - 0". No update nq
[2022-10-21 16 z - SLAVE|SERVER ebdbebe2-8624-4136-9¢1c-659caa8362df| ll[2022-10-21 15-22-51.661] [FIRSERVERI][1] Engine version: *Tevian 2.15.0 - 0. required versio
[2022-10-21 16: - SLAVEISERVER.cd8c74aa-85F 44b4-99ff a20b15ad8cdd Dl [2022-10-21 15:22:51.661] [FIRSERVERI[1] All firs already have version *Tevian 2.15.0 - 0". No updale nd
[2022-10-21 - SLAVE|SERVER.63b4 74bd-dc85-4a8b-a374-b66 7302664l [2022-10-21 15:37:26.960] [FIRSERVERI][1] Engine version: ‘Tevian 2.15.0 - 0", required version:
[2022-10-21 16- z - SLAVE|SERVER 6f981b0d-1c2d-4e8c-8851-136d02399 1 1|l [2022-10-21 15-37-26 960] [FIRSERVER][1] Al firs already have version ‘Tevian 2.15.0 - 0". No uj
[2022-10-21 E £ - SLAVE|SERVER dea79753-cf87-424 1-ac8c-5f9a7df2 1082|C| [2022-10-21 15 0 913] [FIRSERVER][1] Engine version: “Tevian 2. 150 - 0", required versi
[2022-10-21 16 z - FIRSERVER|1|START_PROTOCOL|module<face_client.run>Jll[2022-10-21 15:38:00.913] [FIRSERVER][1] All firs already have version *Tevian 2.15.0 - 0". No update nq
[2022-10-21 16:51:37.097] CLIENTS: FIRSERVER|1|START_DEPARTMENT_SUBSCRIBE|moduleJll[2022-10-21 15:41-18.882] [FIRSERVER][1] Engine version: ‘Tevian 2.15.0 - 0. required version- ™.
[2022-10-21 16-51-40.598] CLIENTS: FIRSERVER| 1|PING|module<face_client run>,_TRANSPORWNI2022-10-21 15:41-18.882] [FIRSERVERI[1] All firs already have version ‘Tevian 2.15.0 - 0". No update nd
[2022-10-21 16:51:50.598] CLIENTS: FIRSERVER| 1IPINGImodule<face_client.run>._TRANSPORJI2022-10-21 15:46:47.726] [FIRSERVERI[1] Engine version: ‘Tevian 2.15.0 - 0". required versiol

[2022-10-21 15:46:47.726] [FIRSERVER][1] All firs already have version ‘Tevian 2.15.0 - 0". No update neil§

< > < 3

As aresult, a SCRIPT folder will be created in the FaceDB folder with the file: [computer name] fir_database
[date time].csv.
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- ¥ ¥ ThisPC » [(C:)Local Disk » ProgramData » AxxonSoft » FaceDB » SCRIPT

Mame

# Quick access
B Desktop +

() Note

Ess

|_1 [SERVER] fir_database_protocols [2846] [2022-10-21 16-54-47].cav

While the csv file is being generated, the Face PSIM operation will be suspended for a very short

period of time.

3. Go to the <Axxon PSIM installation directory>\Modules folder and run the FaceRecognitionTool.exe utility
(see Face Recognition Tool utility for extracting captured and reference faces from the database).

Face recogniton tool s e
- Get all servers

From: [2021-10-2123:59:59 [@~ | Mode:

To:  [2022-10-21235950 (@~ | Protocols v

= W™ - ProgramDiata '\ focxon Soft \Face DB

Run
Load

Restore from C5Y 1

4. Click the Restore from CSV button (1) and select the previously created CSV file. As a result, the process of
restoring the history of passes will begin. The restoring time depends on the number of entries in the CSV

file.
5. Restart Face PSIM to apply the changes.

Restoring the history of passes if the Fir database is lost is completed.
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6.8 Configuring Face PSIM to receive events from body temperature
detection tools
The procedure for configuring Face PSIM is described using the body temperature detection tools as an example.

Do the following:

1. Onthe Hardware tab of the System settings dialog box, on the basis of the Computer object, create

the Video capture device object.
2. Onthe basis of the Video capture device object, create the Camera object, and then, on its basis,

the Embedded detection object.

Architecturs Hardware Interfa

= Video capture device 1 [1]
= Camera 1[1]
= Embedded detection 1 [1]

(@ Note

The Embedded detection object is a body temperature detector.

3. Go to the settings tab of the Embedded detection object (for details, see Configuring the Face Detection
module combined work with thermal camera or external system).
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Embedded detection 1

Carmera W Dizable

Undo

a. Setthe Show events on screen checkbox (1).
b. To save the changes, click the Apply button (2).
4. On the basis of the Computer object, create the Face recognition server object.

Architecturs Hardware

ec capture device 1[1] .

¢ Carnera 1 [1]

Embedded detection 1 [1]

5. On the basis of the Face recognition server object, create the Tevian recognition module object (for
details, see Tevian and Videolntellect 1.1).

Architecture Hardware sers Programming

e recognition
T
5

deo C.E.F.IItI.JrE device 'I. [1]-

i Camera 1[1]
Embedded detection 1 [1]
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6. On the basis of the Tevian recognition module object, create the Tevian 1000 faces object.

Architecture Hardware

B
= [ Face recognition server 1 [1]

= E Tevian recognition module 1 [1]
[ Tevian 1000 faces 1 [1]
Video capture device 1 [1]
¢ Carmnera 1 [1]
. Embedded detection 1 [1]

7. Onthe basis of the Face recognition server object, create the Recognition channels object (1) or
the Captured faces processing channels object (2), if this particular object will be used. If you work with
the Captured faces processing channels object, skip steps 8-10 and go to step 11.

Architecture Hardware

= =
=[] Face recognition server 1[1]
[+ B aptured faces processing channels 2
-+ rchive search channels D
Visitor counting channels 4

B J Face characteristics recognition channels 3

kI Recognition channels 1
= [ Tevian recognition module 1[1]
E} Tevian 1000 faces 1 [1]
Video capture device 1 [1]
¢ Camera 1[1]
“ Embedded detection 1 [1]

() Note

The Captured faces processing channels provides information about the temperature of captured
faces. It does not require additional channels.

8. Onthe basis of the Face recognition server object, create the Face characteristics recognition
channels object (3).

9. Onthe basis of the Face recognition server object, create the Visitor counting channels object (4).
10. On the basis of the Face recognition server object, create the Archive search channels object (5).
11. Go to the settings tab of the Face recognition server object (for details, see Configuring the Face

recognition server object).
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Face recagnition server 1

Compiter [ Dizable

Similarity level:
Search for similar faces:
Minimum quality for face
Minimum quality for adding face to DB
{0-100):
Recognize if any of the conditions met
Person left the camera field of vi
Collected no less than L frames with person

Person in field of view for no less than seconds

Undo
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ﬂ Create FIR. in detection unit
[ select the best frame in detection unit

Skip repeated recognitions, s:
[ Use GPU

= ize, pixels
Min. width:
Min. height:
Max, width:
Max. height:

a. Ifitis necessary to capture low quality images, then enter the 10 value in the Minimum quality for
face recognition (0-100) (1) and Minimum quality for adding face to DB (0-100) (2) fields. Also,
enter the 10 value in the Min. width (3) and Min. height (4) fields of the Face size, pixels group.

b. To save the changes, click the Apply button (5

)-

12. On the basis of the Camera object, create the Face Detection object.

Architecture Hardware

=1 Face recognition server 1[1]
ideo capture device 1 [1]
« Carnera 1[1]
£ Face Detection 1.1 [1.1]
Embedded detection 1 [1]
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13. Go to the settings tab of the Face Detection object (for details, see Face detection).

Face Detection 1.1

Camera W Disable

Camera 1 w

External capture Video processing settings
Face recognition server 1
[E Maximum performance solution viden
Face size, pixels

Left: _ Top: Min. width: 3 m Max. width: m
600

Right: 100 Bottom: Min. height: 4 & mMax. height:

5

.-E'Fl FII',' un do

a. Make changes on the Basic settings tab (1):
i. From the External capture drop-down list (2) select the previously created Face recognition
server.
ii. Enterthe 10 value in the Min. width (3) and Min. height (4) fields of the Face size,
pixels group.
iii. Tosave the changes, click the Apply button (5).
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b. Go to the External source tab (1).

Face Detection 1.1

W Disable

LI
Carnera 1 w

Combined work:

Get photo from thermal camera w
Thitnal cainera raphy tieout, |:I

3

Apply Undo

i. From the Combined work drop-down list, select Get photo from thermal camera (2).
ii. To save the changes, click the Apply button (3).
14. Go to the settings tab of the Recognition channels object or the Captured faces processing
channels object, depending on which object was created at step 7. If you work with the Captured faces
processing channels object, skip step 15 and go to step 16.
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Face recogrition W Cisable ;
ss R n - Face Detection 1.1 [Camera 1] W
Face recognition zerver 1 e

ent on recogrition

Undo

a. From the Face detection drop-down list (1) select the previously created Face Detection object.
b. To save the changes, click the Apply button (2).
15. Repeat step 14 for the following objects: Face characteristics recognition channels, Visitor counting
channels, Archive search channels.
16. On the Interfaces tab, create the Face recognition and search object on the basis of the Display object.

Architecturs Hardware

17. Go to the settings tab of the Face recognition and search object (for details, see Configuring the Face
recognition and search interface object).
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Face recagnition and search

W Dis

Dizplap 1 -

Available face recognizers: lected face recognizers:

4

5

_,ﬁ;l ] I",' un do

18. From the Available face recognizers list (1) select the required Face recognition server objects, the data
from which will be displayed in the Face recognition and search interface object.

19. Move the selected objects from the Available face recognizers list to the Selected face recognizers list
using the > button (2) (or the >> button (3) to move all objects from the list).

20. Asaresult, the selected Face recognition server objects will be displayed in the Selected face
recognizers list (4).

21. To save the changes, click the Apply button (5).

Configuring Face PSIM to receive events from body temperature detection tools is now complete.
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7 Appendixes

7.1 Appendix 1. Interfaces

7.1.1 Settings panel for a Face Detection object
The following figure shows the settings panel for the Face Detection object.

The Basic settings tab.

Face Detection 1.1

Camera [N Dizable

External capture Video processing settings

Face recognition server 1 ~

ﬂ Maximum performance

Left:

Right:

Scaling and sel

Undo

The following table provides descriptions of the parameters for configuring.

Ne Parameter Method Parameter Symbols Defaul Value range
for description used tvalue
enterin
g the
parame
ter
value

Settings group
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Ne

1

Parameter

Number *
field

Name * field

Disable check

box

Camera drop
-down list

Method
for
enterin
g the
parame
ter
value

Automa
tic

Enter
the
value
into the
field

Set the
checkb
ox

Select
the
value
from
the list

External capture group

External
capture drop
-down list

Select
the
value
from
the list

Parameter
description

Identification number
of the Face Detection
object in the system

Name of the Face
Detection object in the
system

Sets the status (on or
off) of the Face
Detection object in the
system

Assigns the parent
Camera objectto a
particular Face
Detection object

Selects the Face
recognition server
object
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Symbols
used

Sequence of
numbers

Latin,
Cyrillicand
service
characters

Boolean
type

Name of the
Camera
objects
registered in
the system

Name of the
Face
recognition
server
objects
registered in
the system

Defaul
tvalue

Face
Detect
ion

No

Name
of
parent
camera

No

Value range

Depends on the number
of Face Detection
objects in the system

Aline containing a
sequence of any
symbols (letters, digits,
service characters),
regardless of the
register

Number of symbols -
from 1 to 60.

Yes - the Face
Detection object is
disconnected and is not
in use

No - the Face Detection
object is connected and
isin use.

Depends on the number
of Camera objects in the
system

Depends on the number
of Face recognition
server objects in the
system
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Parameter

Maximum
performance
checkbox

Method
for
enterin
g the
parame
ter
value

Set the
checkb
ox

Search area border % group

4

5

Left, Right,
Top and Bott
om fields

X button

Enter
the
value
into the
field

Click
the
button

Scaling and selection group

Parameter
description

Enables maximum
performance mode

Sets the face search
area border on the
video image by
specifying the required
values in percent of the
corresponding frame
sides

Note. Setting the face
search area border is
available only if Tevian
or Videolntellect 1.1
face recognition
module is used.

Sets the face search
area border on the
video image using the
interactive interface
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Symbols
used

Boolean
type

The
percentage
of the left,
right, top
and bottom
sides of the
frame

Defaul
tvalue

Yes

Left=

Right =
100

Top=0

Botto
m =100

Value range

Yes - the maximum
quality of face capture
and recognition is
provided by using all
available processor
cores and increasing the
consumed RAM.

No - normal resources
consumption, faces can
be missed while
capturing.

0to 100
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Method
for
enterin
g the
parame
ter
value

Ne Parameter

Move

slider

bar to

positio
n

6 Scaling and
selection
slider

Video processing settings group

7 Processing Enter
speed, fps the
field value

into the
field

8 Process color Setthe
video checkb  checkb
oX ox

9 Process low Set the
resolution checkb
video checkb  ox
oX

Face size, pixels group

Parameter
description

Sets the scale of the
captured face in the
frame for recording
and highlighting the
face with a dynamic
frame

Enters the number of
frames per second
processed by the Face
Detection module.
This parameter is used
to decrease the server
load

Designed to enable/
disable the conversion
of color video to black
and white for
generating vectors
from black and white
frames

Activates the option to
have the Face
Detection module
process video images
in the 320x240 pixel
resolution.
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Symbols
used

Frames/sec

Boolean
type

Boolean
type

Defaul
tvalue

Value range

1.5 1to5

1 -only the captured
faceis recorded

5 -the whole frameis
recorded

- From 1 to the frequency
of frames allocated for
processing the video
signal of each specific
video camera

Yes Yes - vectors will be
generated based on
color frames

No - color video will be
converted to black and
white to generate
vectors from black and
white frames

No Yes - video image is
processed in the
320x240 pixel resolution
No - video image is
processed in the
resolution set by the
parent Camera object
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Ne Parameter

10 Min.width,
Min.height,
Max.width
and
Max.height
fields

Method
for
enterin
g the
parame
ter
value

Enter
the
value
into the
field

The Advanced settings tab.

Parameter
description

Sets the minimum and
maximum width and
height of the face on
the video image in
pixels
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Symbols
used

Natural
number
series with
zero
included

Defaul
tvalue

Min.wi
dth =8
0

Min.he
ight =8
0

Max.w
idth=
600

Max.h
eight =
600

Value range

From 0 and more
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Face Detection 1.1

[l Disable

T
Camera 1 g

The following table provides descriptions of the parameters for configuring.

Ne Parame
ter

Advanced settings

Undo

Method
for
entering
the
paramet
er value

Parameter description

Face capture area pixelization group

1 Pixelize
areach
eckbox

2 Grain
size slid
er

Set the Enables the pixelation

checkbox  function for the area of
video image in which the
face was recognized

Move Sets the grain size of face

slider bar  capture area pixelation

to

position

Face PSIM 1.0.1 (english) - Administrator's Guide

Symbols
used

Boolean type

Sequence of
numbers

Defa  Valuerange

ult

value

No Yes - face capture area is
pixelated.
No - face capture area is
not pixelated.

5 From 5to 15
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The External source tab.

- Face Detection 1.1

Combined work:
_ 1

Threstival caniera rephs &

Euternal zource

Undo

The following table provides descriptions of the parameters for configuring.

Appendixes- 118



Face PSIM 1.0.1 (english) - Administrator's Guide

Ne Para Method Parameter description Symbols De
mete for used fau
r enterin It
g the val
parame ue
ter
value
1 Comb  Select Sets the combined List No
ined the operation mode with a
work  value thermal camera or an
drop-  from external system
down  thelist
list
2 Ther Enter Sets the timeout for Timein 10
mal the receiving data from the seconds
came value thermal camera
::ply |ﬁn(;clc()jthe Notg. This sett/"ng is
timeo available only if the
. Combine with thermal
ut fiel
d camera temperature mode

is selected
* The element's name is not displayed in the settings panel.
7.1.2 Face recognition server settings panel

The following figure shows the settings panel of the Face recognition server.

The General settings tab:

Value range

No - combined operation
mode is not used.

Combine with thermal
camera temperature -
receiving the temperature and
coordinates of a captured face
frame from the thermal
camera. A photograph of a
captured face will be obtained
from the capturing camera.

Get photo from thermal
camera - receiving the
temperature and photos of a
captured face from the
thermal camera.

Get photo and

metadata from external
system - receiving the
temperature and photos of a
captured face from a thermal
camera or Axxon One.

>=(0
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Face recognition server 1

[ Disable

Computer

Similarity level:

4

Minimum guality for face recognition (0-100): ms

B 6

Search for similar faces:

Minimum guality for adding face to DB

(0-100):

Recognize if any of the conditions met
Person left the camera field of view ] 14

Collected no less than

Person in field of view for no less than H seconds ] 3

General zettings

Unda

Description of settings is given in the following table.
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ct the best frame for recognition 2

[ Create FIR in detection unit ?
[ select the best frame in detection unit §

B ©

Skip repeated recognitions, s
W usecru10

Face size, pixels

Min. width:
Min. height:

PR frames with person 12

Max. height:

Ne Parameter Method for Parameter Symbols Default Value range
entering the description used value
parameter
value
The Face recognition server group
1 Keep archive Enter the Sets the storage days 30 From 1to 9999
of recognized  valueintothe  period forthe
faces (days) field Recognized Faces

Archive
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Parameter

Select the

best frame for

recognition

Similarity
level

Search for
similar faces

Minimum
quality for
face
recognition
(0-100)

Method for
entering the
parameter
value

Set the
checkbox

Enter the
value into the
field

Enter the
value into the
field

Enter the
value into the
field
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Parameter Symbols
description used

Enables/disables Boolean Yes
function of type

selection the best

frame for

recognition on the

Face recognition

server

The Settings group

Sets the similarity % 50
level of a captured

face and a reference

image above which

the faceis

considered

recognized

Sets the maximum units 5
number of

matching reference

images the

identifiers and

similarity level for

which will be stored

in the database for

one frame with a

captured face

Sets minimum % 60
quality for face

recognition in

percent

Default
value

Value range

Set — the Face
recognition server
selects the best
image for one face
from the received
images and
performs
recognition using it

Clear — the Face
recognition server
doesn't select the
best frame for one
face from the
received images

From 0 to 100

From 1to 20

From 0 to 100
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Ne Parameter Method for
entering the
parameter
value

6 Minimum Enter the

quality for value into the
adding faceto field
DB (0-100)

7 Create FIR in Set the

detection unit  checkbox

8 Select the Set the

best framein checkbox
detection unit

9 Skip repeated  Enterthe

recognitions, value into the
s field
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Parameter Symbols

Sets minimum % 80
quality for face to

be added to the

database in percent

Enables/disables Boolean Yes
function of type
generation

biometric face
parametersin the

Face detection at

which the

corresponding Face
recognition server is
selected as external
capture

Enables/disables Boolean Yes
function of type

selection the best

frame for

recognition on the

Face detection site

Sets time period in seconds 2
seconds during

which repeated

recognition will be

ignored by the

system

Default
description used value

Value range

From 0 to 100

Set — avectoris
created in the Face
detectionand itis
sent to the Face
recognition server

Clear — avectoris
created on the Face
recognition server

Set — the Face
detection selects
the best frame for
one captured face
among the
received images
and sends it to the
Face recognition
server

Clear — the Face
detection sends all
frames for one
captured face to
the Face
recognition server

>2
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Ne

10

11

12

13

Parameter

Use GPU

Person left
the camera
field of view

Collected no
less than...
frames with
person

Person in field
of view no less

than...
seconds

Method for
entering the
parameter
value

Set the
checkbox

Parameter

description

Activates the

recognitionon a
discrete graphics
card when the

Tevian face

recognition module
is used
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Symbols

used value
Boolean No
type

The Recognize if any of the conditions met group

Enter the
value into the
field

Enter the
value into the
field

The Face size, pixels group

14

15

Min. width

Min. height

Enter the
value into the
field

Enter the
value into the
field

Displays the conditi
on under which the
face recognition
starts

Sets the number of
frames with a
person, upon
reaching which the
face

recognition starts

Sets the time in the
camera field of

view, upon reaching

which the face
recognition starts

Sets minimum
width of a captured
face for face

recognition in pixels

Sets minimum

height of a captured

face for face

recognition in pixels

Sequence 25

of numbers
seconds 5
Natural 80
number

Natural 80
number

Default

Value range

Set — the
recognition will be
performed on a
discrete GPU

Clear —the
recognition will be
performed on a
CPU

>=]

>=]

>=0

>=(
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Ne Parameter Method for Parameter Symbols Default Value range
entering the description used value
parameter
value

16  Max. width Enter the Sets maximum Natural 600 >=0
valueintothe  width of acaptured  number
field face for face

recognition in pixels

17  Max. height Enter the Sets maximum Natural 600 >=0
valueintothe  height of a captured number
field face for face

recognition in pixels

The Analytics tab:

Face recognition server 1

i . Dbl mized fa for [days]:

Detectors
Liveness detection sensitivity
etection eve
[ Mask absenc
[ Mask presence filter
B Bl Indicate similar faces

Alarm temperature

B hreshold: or

Analytics

Undo

Description of settings is given in the following table.
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Ne Parameter Method Parameter description Sym De Valuerange
for bols fau
enterin use It
g the d val
parame ue
ter
value
1 Access Set the Enables/disables Bool No  Set—theevent
event checkb  the Pass event generation whenthe  ean generation is enabled
generation  ox face is recognized type

Clear — the event
generation is disabled

2 Mask Set the Enables/disables the event Bool No Set—theevent
detection checkb generation in case the mask is ean generation is enabled
event . ox detected on the face type Clear — the event
generation

generation is disabled

3 Mask Set the Enables/disables the event Bool No  Set—theevent
absenceev  checkb generation in case the mask is ean generation is enabled
e:zeration (0% absent on the face type Clear — the event
g generation is disabled

4 Mask Set the Enables/disables the event Bool No Set—theevent
presence checkb generation in case the mask stateis  ean generation is enabled
filter ox changed type Clear — the event

generation is disabled

No group

5 Indicate Set the Enables/disables the grouping of Bool No  Set— thegrouping of
similar checkb  similar faces ean similar faces is enabled
faces ox type Clear — the grouping of

similar faces is disabled
The Alarm temperature group
6 Threshold Enter Sets the temperature in degrees °C 37 <=0
the Celsius. When this value is exceeded,
value the TEMPERATURE_ALARM event is
intothe  generated.
field

The Detectors group
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Ne Parameter Method Parameter description Sym De Valuerange
for bols fau
enterin use It
g the d val
parame ue
ter
value
7 Liveness Enter Sets the sensitivity of artificial faces ~ % 50  0-100
detection the recognition in percent
sensitivity value
into the
field

The Advanced settings tab:

Face recognition server 1 Face recogniti
M Disable

K.eep archive of recognized faces for [days]:

Computer

v | ct the best frame for recagnition

1 M store recognized faces only Mumber of requests in reguest history:

2 [ Best angle only

Additional contact time:
Automatic adding of unrecognized faces to database

[ add to department: Department 1 5

6 I Create user in Axxon PSIM database

General settings Advanced settings

_-'-'cpp |",' un do

Description of settings is given in the following table.
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Ne Parameter

1 Store
recognized
faces only

2 Best angle
only

3 Additional
contact
time

Method
for
enterin
g the
parame
ter
value

Set the
checkb
ox

Set the
checkb
ox

Enter
the
value
into the
field
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Parameter description Symbols De
used fau
it
val
ue

Boolean No
type

Enables/disables saving
information only for recognized
faces

Boolean No
type

Enables selective saving of face
images based on quality level:
each subsequent face image is
compared with the previous
image. If the quality level is equal
to or higher than the previous
one, then the image is saved. If
not, the image is not saved

Sets the time in seconds, within seconds 5
which it is necessary to search for

contacts if the Search for

contacts checkbox is set (see

Starting the face search process)

The Automatic adding of unrecognized faces to database group

4 Add to

departmen

t

Set the
checkb
ox

Boolean No
type

Enables automatic adding of
unrecognized faces to database

Value range

Set — saving
information only for
recognized faces is
enabled

Clear — saving
information only for
recognized faces is
disabled

Set — only high quality
face images are saved

Clear — all face images
are saved

>=(

Set — automatic
adding of
unrecognized faces to
database is enabled

Clear — automatic
adding of
unrecognized faces to
database is disabled
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Ne Parameter Method Parameter description Symbols De Valuerange
for used fau
enterin it
g the val
parame ue
ter
value
5 Department  Select Sets the Department object to Names - Depends on the
selection the which new users will be of the number of the
value automatically saved Departm Department objects
from ent created in the system
the list objects
created
in the
system
6 Createuser Setthe Enables automatic creation of a Boolean No  Set— automatic
in Axxon checkb new Axxon PSIM user when an type creation of a
PSIM 0X unrecognized face is added to new Axxon PSIM user is
database faces database enabled

Clear — automatic
creation of a
new Axxon PSIM user is

disabled
7 Store no Set the Enables the limitation of timethe  Boolean No  Set— the limitation of
more than checkb automatically created user is type time the automatically
ox stored in the face database created user is stored
in the face database is
enabled

Clear — the limitation
of time the
automatically created
user is stored in the
face database is

disabled
8 Store no Enter Sets the maximum time the Sequenc 0 0-2147483648
more than the automatically created user is eof
value stored in the face database numbers
into the
field
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Ne Parameter Method
for
enterin
g the
parame
ter
value

9 Time unit Select
selection the
value
from
the list

10 Starttimeof Select
user storage the
selection value

from
the list

7.1.3 Settings panel for the Face recognition and search window

Parameter description

Sets the time unit for storing the
automatically created user in
the face database

Sets the start time for storing the
automatically created user in
the face database
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Symbols
used

List of
available
time
units

List of
available
paramet
ers

De
fau
It
val
ue

Ho
urs

Sin
ce
tim

of
cre
ati
on

Value range

Hours

Days

Since time of creation

Since time of last
recognition

The Face recognition and search object settings panel includes the following interface elements.
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-'
Dishie M Disable i H>5

[ Allow moving ﬁ

Available face recognizers: lected face recognizers:

Face recognition server 1

Unda

The description of the Face recognition and search interface object settings is given in the table.

Ne Parameter Method Parameter description Rep De Valuerange
for rese fa
setting ntat ult
the ion val
parame ue
ter
value

The Position group

1 X Enter Sets a coordinate in the horizontal X- % of - From 0 to M*100, where
the axis for the upper left corner of the the M—number of installed
value Face recognition and search com video surveillance
intothe  window on the screen pute monitors
field r

scre
en
widt
h
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Ne

6

Parameter

Allow
moving

Method
for
setting
the
parame
ter
value

Enter
the
value
into the
field

Enter
the
value
into the
field

Enter
the
value
into the
field

Click
the
button

Set the
checkb
ox

Parameter description

Sets a coordinate in the vertical Y-
axis for the upper left corner of the
Face recognition and search
window on the screen

Sets the width of the Face
recognition and search window

Sets the height of the Face
recognition and search window

Displays the text window for visual
setting of the coordinates and sizes
of the Face recognition and
search window

Enables moving the Face
recognition and search window

Face PSIM 1.0.1 (english) - Administrator's Guide

Rep De
rese fa
ntat ult
ion val
ue

%of -
the

com
pute

scre
en
heig
ht

%of -
the

com
pute

scre
en
widt

%of -
the

com
pute

scre
en
heig
ht

Bool Cle
ean ar

type

Value range

From 0 to M*100, where
M—number of installed
video surveillance
monitors

From 0 to M*100, where
M—the number of
installed video
surveillance monitors

From 0 to M*100, where
M—number of installed
video surveillance
monitors

Set—moving is enabled

Clear—moving is
disabled
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Ne Parameter Method Parameter description Rep De Valuerange
for rese fa
setting ntat ult
the ion val
parame ue
ter
value
7 Monitor Select Sets the physical monitor for Seq 1 From1to 16
the displaying the Face recognitionand uenc
value search window eof
from num
the list bers

The Recognizers tab.

Diizplay [ Disable T

W 20w moving

Available face recognizers: lected face recognizers:

Face recognition server 1

3

-E'Fl Fll',' uruj [w]
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Ne Parameter Method for Parameter Represent  Default Value
setting the description ation value range
parameter
value

1 Available face Automatic Displays the list of - - -

recognizers the available Face
recognition server
objects

2 The >, <,>>,<< Click the button  Select the Face - - -

buttons recognition server

objects for operation
with the Face
recognition and
search object

3 Selected face Automatic Displays list of Face - - -
recognizers recognition server
objects selected for
operation with the
Face recognition
and search object

4 Minimum Enter the value Sets the value of % 80 From 0 to
similarity for into the field minimum similarity 100
identification of the captured face

image and the
reference face image

The Color highlighting tab.

Appendixes- 133



Face recognition and search

W Dizable

Drizplay

Divide into departments with color marking:

Department

Department 1
Department 2

Alarm window title bar color:
W Redefine tite &

Calor highlighting | Permizzi

Undo

Ne Parameter Method for
setting the
parameter
value

1 Divide into Select a

departments Department
with color object and set
marking a color from

the Windows
palette
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W H: m onitor:

W Moving

Parameter
description

Sets the highlight
color of the
recognized faces that
belong to the
selected departments

Red zone:

Yellow zone:

Representatio Default Value range

n value

Names of the - -
Department

objects

registered in the

system and

color from the

Windows

palette
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Parameter

Red zone

Yellow zone

Alarm
window title
bar color

Redefine
title

Method for
setting the
parameter
value

Enter the
value into the
field

Enter the
value into the
field

Select a color
from the
Windows
palette

Set the
checkbox

Parameter
description

Sets the lower value
of the red zone. If the
face recognition
match percentage is
equal to or higher
than the specified
value, then the

information under the

recognized face will
be highlighted in red

Sets the lower value
of the yellow zone. If
the face recognition
match percentage is
equal to or higher
than the specified
value, but does not

exceed the lower limit

of the red zone, then

the information under

the recognized face
will be highlighted in
yellow

Sets the color of the
alarm window

Enables specifying an
arbitrary title name

Face PSIM 1.0.1 (english) - Administrator's Guide

Representatio Default Valuerange
n value

% 80 From 0 to 100
% 50 From 0 to 100

The colors from Red -
the Windows
palette

Set—
specifying an
arbitrary title
name is
enabled

Boolean type Clear

Clear—
specifying an
arbitrary title
name is
disabled
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Ne Parameter Method for Parameter Representatio Default Value range
setting the description n value
parameter
value
6 Text field for Enter the Sets the specified String - -
specifyingan  valueintothe  arbitrary title of the
arbitrary title  field alarm window

The Permissions tab.

Dizplay [l Disable g T

ow tace databas

tinn

Manitors to control

Axxon PSIM:

Undo
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Parameter

Allow face
database
editing

Allow
creating
department
s

Method for
setting the
parameter
value

Set the
checkbox

Set the
checkbox

Parameter
description

Enables the
possibility to edit
the reference face
database

Enables/disables
the automatic
department
creation in Axxon
PSIM with the

specified name for

cases when a
reference face is
added to the
reference face
database, and a
non-existent
departmentis
specified
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Representat
ion

Boolean type

Boolean type

Default
value

Set

Set

Value range

Set—face
database editing
is enabled.

Clear—face
database editing
is disabled

Set—the
automatic
department
creation is
enabled.

Clear—the
automatic
department
creation is
disabled
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Parameter

Create
usersin
Axxon PSIM

Method for
setting the
parameter
value

Select the
value from
the list

Parameter
description

Sets the options for
creating users

in Axxon PSIM when
the face is added to
the reference face
database

Face PSIM 1.0.1 (english) - Administrator's Guide

Representat
ion

Options for
creating
users

in Axxon PSIM

Default
value

Allow
selection

Value range

Allow selection—
when the face is
added to the
reference face
database,

the Create a user
in the Axxon
PSIM

database checkb
ox is available for
the operator

(see Adding
images to the
reference face
database).

Create—the
Create a user in
the Axxon PSIM
database checkb
ox is absent in the
operator's
interface,

and Axxon

PSIM users are
created
automatically
when the face is
added to the
reference face
database.

Do not create—
the Create a user
in the Axxon
PSIM

database checkb
ox is absent in the
operator's
interface,

and Axxon

PSIM users are
not created when
the face is added
to the reference
face database
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Ne Parameter

4 Monitors to
control

5 Url

6 Columns
auto width

7 Additional
settings

The Map settings tab.

Method for
setting the
parameter
value

Select the
value from
the list

Enter the
value into the
field

Set the
checkbox

Click the
button

Parameter
description

Sets the Monitor
interface object for
video archive
control

Sets the permanent
part of the link for
the called web-page
by the result of the
face search

Disables the
automatic columns
resizing in the Face
recognition and
search window in
proportion to the
interface window
size

Displays the Advanc
ed settings window
for selecting the
advanced face
characteristics that
should be
recognized
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Representat

Names of -
the Monitor
objects
registered in

the system

Booleantype  Set

Default
ion value

Value range

Depends on the
number of the
Monitor objects
in the system

Set—the
automatic
columns resizing
is enabled.

Clear—the
automatic
columns resizing
is disabled
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Face recogniion and search

Dizplay [l Dizable

v G+ E e OO

Allow roving

Contolmap: 1

[Ed show name in track [ show start time
[B show department [ show end time

[ show similarity [ Display repeated events from same camera

Title position: At arrow beginning e 3
Font:Microsoft Sans Serif 4

Recognizers | Colar highlighting | Pe

Undo

Ne Parameter Method for Parameter Representat Default Value range
setting the description ion value
parameter
value
1 Controlmap  Select the Sets the Map Names of the - Depends on the
value from interface object to Map objects number of the
the list display on it the registered in Map objects in the
cameras that the system system
captured a face, as
well as a movement
track of a person
and additional
information about
the track
2 Additional information to display in the title near the arrows on the map when tracking the movement of

a person if their face was recognized
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Ne

Parameter Method for
setting the
parameter
value

Show name Set the

in track checkbox

Show Set the

department checkbox

Show Set the

similarity checkbox

Parameter
description

Adds/deletes the
name of a person

Adds/deletes the
department to
which the person
belongs

Adds/deletes the
percentage of

similarity between
the recognized face
and the reference

face

Face PSIM 1.0.1 (english) - Administrator's Guide

Representat Default
ion value
Boolean Clear
type

Boolean Clear
type

Boolean Clear
type

Value range

Set—the name of a
person is
displayed in the
title

Clear—the name of
a personisn't
displayed in the
title

Set—the
department to
which the person
belongs is
displayed in the
title

Clear—the
department to
which the person
belongsisn't
displayed in the
title

Set—the
percentage of
similarity between
the recognized
face and the
reference face is
displayed in the
title

Clear—the
percentage of
similarity between
the recognized
face and the
reference faceisn't
displayed in the
title
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Ne

Parameter Method for
setting the
parameter
value

Show start Set the

time checkbox

Show end Set the

time checkbox

Face PSIM 1.0.1 (english) - Administrator's Guide

Parameter Representat Default
description ion value
Adds/deletes the Boolean Clear
time of a person's type

appearance in the

FOV of a camera

Adds/deletes the Boolean Clear
time of a person's type

disappearancein

the FOV of a camera

Value range

Set—the time of
person's
appearance in the
FOV of a camera is
displayed in the
title

Clear—the start
time of a person’s
movement in the
FOV of a camera
isn't displayed in
the title

Set—the time of
person's
disappearancein
the FOV of a
camerais
displayed in the
title

Clear—the time of
person's
disappearancein
the FOV of a
cameraisn't
displayed in the
title
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Ne Parameter

Display
repeated
events from
same
camera

3 Title
position

4 Font

Method for
setting the
parameter
value

Set the
checkbox

Select the
value from
the list

Click the
button

The Advanced settings tab.

Parameter
description

Disables filtering for
events where the
same person
appears several
timesinarowinthe
FOV of the same
camera

Determines the
position of the title
near the arrow

Displays the Font
window in which
the font parameters
of the title are
configured
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Representat
ion

Boolean
type

Options for
title position

Default
value

Clear

Value range

Set—filtering for
events where the
same person
appears several
timesinarowin
the FOV of the
same camera is
disabled

Clear—filtering for
events where the
same person
appears several
timesinarowin
the FOV of the
same camera is
enabled

At arrow
beginning—the
title is displayed at
arrow beginning

At arrow end—the
title is displayed at
arrow end

At arrow middle—
the title is
displayed at arrow
middle
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Pozition

Face recognition and zearch

[ Dizable

Dizplay

[ &llow moving

File names separators:

R, 1

W simple mode 2

Caolor highlighting | P

4

.IE'J:I l:l|',' un do

Ne Parameter Method for Parameter
setting the description
parameter
value

1 Filenames Enterthevalue Setsthe

separators into the field characters that
will be used as a
separator when
adding faces to the
database

Face PSIM 1.0.1 (english) - Administrator's Guide

W W H: m bd anitor:

Representation

Cyrillic letters,
Latin letters,
numbers, symbols,
additional
characters, white
space

Default value  Value
range

(underscore,

period and a

white space)
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Ne Parameter Method for

setting the
parameter
value
2 Simple Set the
mode checkbox

Parameter
description

Enables/disables
the simple mode
of captured and
recognized faces
monitoring

7.2 Appendix 2. Debug window

The Debug window allows you to monitor the events and reactions coming from the Face recognition
server object registered in the system. Events and reactions with object properties are displayed in the Face
Recognition Server debug window, where they can be copied to the Windows clipboard for later use in programs.

7.2.1 Debug window launch

& Important!

Face PSIM 1.0.1 (english) - Administrator's Guide

Representation

Boolean type

Default value Value

Clear

range

Set—the
simple

mode is
enabled

Clear—
the
simple
mode is
disabled

The debug window can be launched only if the Debug mode is enabled (see Enabling the Debug window).

The debug window is launched from the notification area on the Windows taskbar. To launch the debug window,

double left-click the E icon.

& O T d)) ENG

The Face Recognition Server debug window will be displayed.
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F Face Recognition Server - 1 = m] x

File Edit Clearall Tools

17-27-30 740] CORE: FIRSERVER]| 1|SETUP|server<>.mark_similar<0> gen_firs_in_d
17:27-31.178] CORE: FIRSERVER| 1|SEND_CAM_FACECAPTURE|camera_name<Ca
17:27:31.178] CORE: FIRSERVER| 1|SEND_CAM_FACECAPTURE|camera_name<Ca
17:27-31.178] CORE: FIRSERVER| 1|SEND_DEPARTMENT]owner_id<> schedule_id{
17:27-31.178] CORE: FIRSERVER| 1|SEND_DEPARTMENT]owner_id<>.schedule_i
17:27:31.178] CORE: FIRSERVER| 1|SEND_FIRSERVER_CAPTURE_CHANNEL [face.
17:27-31.178] CORE: FIRSERVER]| 1|SEND_FIRSERVER_CHANNEL [face_capture<1
17:27-31.178] CORE: FIRSERVER| 1|SEND_FIRSERVER_CHANNEL_AGE_GENDER]
17:27-31.178] CORE: FIRSERVER| 1|SETUP_RECOGNIZE_SOURCESffirserver_chan
17:27-31.912] CORE: FIRSERVER]| 1|SETUP_FIRSERVER_COMPLETE|_TRANSPOR
17:27-32.131] CORE: TEVIAN_LICENSE_1000|1|SETUP|parent_id<1>_TRANSPORT

[2022-10-21 17: 1.787] [REST WEBSERVICE] starting successful at "http:/flocalhost: 10000/
[2022-10-21 17:27-34 711] Capture channel: 1.1, 3840 x 2160 -> 3840 x 2160. color: true. fps: (J

[2022-10-21 17: 1.896] [FIRSERVER][1] Engine version: "Tevian 2.15.0 - 0", required versioi

17:27:32.443] CLIENTS: SLAVE|SERVER 9c34baf4-8e22-447c-9413-07c0aee25827]
[2022-10-21 17:27-31.912] [FIRSERVER][1] All firs already have version "Tevian 2.15.0 - 0". No

17:27:32.490] CLIENTS: SLAVE|SERVER f1ffa69f-28ff-4d37-abbd-82aa3e46fb9a|CO

17:27-32.490] CLIENTS: SLAVE|SERVER. 1ef626f1-28ba-42 17-aefi-iddefle463e1|CO
[2022-10-21 17:27:32.693] CLIENTS: FIRSERVER| 1|START_PROTOCOL|module<face_client.run
[2022-10-21 17:27-32.803] CLIENTS: FIRSERVER| 1|START_DEPARTMENT_SUBSCRIBE|moduleq

7.2.2 Debug window interface

The Face Recognition Server debug window contains the interface components described in the table below.

F Face Recognition Server - 1

ala Edit Cledrall Tools
17:27:30.740] CORE: FIRSERVER]| 1|SETUP|server<> mark_similar<0>.gen_firs_in_d [2022-10-21 17:27-31.787] [REST WEBSERVICE] starting successful at "hitp/flocalhost: 10000/
17:27:31.178] CORE: FIRSERVER| 1|SEND_CAM_FACECAPTURE|camera_name<Cal [2022-10-21 17:27-:34.711] Capture channel: 1.1. 3840 x 2160 -> 3840 x 2160. color: true. fps:
17:27-31.178] CORE: FIRSERVER]| 1]SEND_CAM_FACECAPTURE|camera_name<Ca:
17:27-31.178] CORE: FIRSERVER]| 1|SEND_DEPARTMENT|owner_id<> schedule
17:27:31.178] CORE: FIRSERVER| 1|SEND_DEPARTMENT|owner_id<>.schedule
17-:27-31.178] CORE: FIRSERVER]| 1|SEND_FIRSERVER_CAPTURE_CHANNEL [face
17:27-31.178] CORE: FIRSERVER]| 1|SEND_FIRSERVER_CHANNEL |[face_capture<1
17:27:31.178] CORE: FIRSERVER| 1|SEND_FIRSERVER_CHANNEL_AGE_GENDER]|
17:27-31.178] CORE: FIRSERVER]| 1|SETUP_RECOGNIZE_SOURCES]|firserver_chani
17:27-31.912] CORE: FIRSERVER| 1|SETUP_FIRSERVER_COMPLETE|_TRANSPOR’
17:27:32.131] CORE: TEVIAN_LICENSE_1000|1|SETUP|parent_id<1>._TRANSPORT.

5

17:27:32.443] CLIENTS: SLAVE|SERVER 9c34baf4-8e22-447c-9413-07c0aee25827] [2022-10-21 17:27-31.896] [FIRSERVER][1] Engine version: ‘Tevian 2.15.0 - 0". required versio
17:27-32.490] CLIENTS: SLAVE|SERVER f1{fa69f-28ff-4d37-abbd-82aa3e46fb9a|COl [2022-10-21 17-:27-31.912] [FIRSERVER][1] All firs already have version "Tevian 2.15.0 - 0. No
17:27:32.490] CLIENTS: SLAVE|SERVER.1ef626f1-28ba-4217-aeff-fddefle463e1|CO

17:27-32.693] CLIENTS: FIRSERVER|1|START_PROTOCOL|module<face_client.run:

17:27-32.803] CLIENTS: FIRSERVER| 1|START_DEPARTMENT_SUBSCRIBE|moduleq

Number Name Description
1 The File menu Access to the Exit option
2 The Edit menu Access to the operations with text
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Number Name Description

The Clear all button Clearing all areas

The Tools menu Access to the Recreate firs button for regenerating
the face vectors (see Switching between the face

recognition modules or SDK versions).

Access to the Script database button for
generating a CSV file, which is necessary to restore
the history of passes if the Fir database is lost (see
Restoring the history of passes if the Fir database is
lost).

The core events field Core events are displayed in this field

The video stream and resolution field  Video streams and video resolutions are displayed

in this field

The client requests field Client requests are displayed in this field

The terminal window When you click the Recreate firs button from

the Tools menu, the faces regeneration process is
displayed in this field

7.2.3 Log file of the Face Recognition Server debug window

The firserver.log log file of the Face Recognition Server debug window is located at the following path: <Face PSIM
installation directory>\Modules64\. This log file stores all events from the Face recognition server object.

An example of the firserver.log file contents:

limervrlog 3 |

[CPU=0002] [FID=00009860] :
[CPU=0002] [PID=00009960] :

[NORMAL] :
[NORMAL] :

[TID=000044
[TID=000044

[21-10-22
[21-10-22

FaceDetector
FaceDetector

track:
track:

, quality:
. quality:

low (current =

ok (current = 0.60,

To enable logging of each face capture event, it is necessary to change the value of the
FaceTracker.LogTrackerQuality key to 1 (for details, see the Registry keys reference guide, for more information

about working with the registry, see Working with Windows OS registry). As a result, the events of each face capture
will be recorded in the log file firserver.log.

An example of a face capture event:

[CPU=0000] [PID=00009960] : [NORMAL] : [TID=000044 [21-10-22 8] FaceDetector track: 0, quality: low (current = 6, threshold = 0.60), total: 70, filtered(ok):
[CPU=0000] [PID=00009960] : [NORMAL] : [TID=000044 [21-10-22 9] FaceDetector track: quality: ok (current = 0.60, threshold = 0.60), filtered (ok;

[CPU=0000] [PID=000095960] : [NORMAL] : [TID=000044 [21-10-22 9] FaceDetector track: quality: low (current , threshold = 0.60), . filtered(ok):
[CPU=0001] [PID=00009960] : [NORMAL] : [TID=000044 [21-10-22 FaceDetector track: quality: low (current = 6, threshold = 0.60), , filtered(ok):
[CPU=0001] [PID=00009960] : [NORMAL] : [TID=000044 [21-10-22 FaceDetector track: quality: ok (current = 0.60, threshold = 0.60), , filtered(ok):

[CPU=0001] [PID=000095960] : [NORMAL] : [TID=000044 [21-10-22 FaceDetector track: 3, quality: low (current = 0.07, threshold = 0.60),

[CPU=0001] [PID=00009960] : [NORMAL] : [TID=000044 [21-10-22 FaceDetector track: quality: low (current = 6, threshold = 0.60), . filtered(o
[CPU=0001] [PID=00009960] : [NORMAL] : [TID=000044 [21-10-22 FaceDetector track: 1, quality: ok (current = 0.60, threshold = 0.60), filtered (ok;
[CPU=0001] [PID=00009560] : [NORMAL] : [TID=000044 [21-10-22 FaceDetector track: 3, quality: low (current = 0.07, threshold = 0.60), ., filtered(o

6, threshold = 0.60),

threshold = 0.60),

[GPU=0001] [PID=00009960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22 17:37:15 FaceDetector track: quality: ok (current = 0.60, threshold = 0.60), total: 62, filtered(ok): 3.
[CPU=0001] [PID=00009960] : [NORMAL] : [TID=000044 [21-10-22 17:37:15 FaceDetector , track: 3, quality: low (current = 0.07, threshold = 0.60), total: €3, filtered(ok): 3.
[CPU=0000] [PID=00009960] : [NORMAL] : [TID=0000%4 [21-10-22 FaceDetector track: quality: low (current = 0.26, threshold = 0.60), total: 64, filtered(ok): 3.
[GPU=0000] [PID=00009960] : [NORMAL] : [TID=000044 [21-10-22 FaceDetector track: quality: ok (current = 0.60, threshold = 0.60), total: 65, filtered(ok):

[CPU=0000] [PID=000095960] : [NORMAL] : [TID=000044 [21-10-22 FaceDetector track: 3, quality: low (curzrent = 0.07, threshold = 0.60), total: €6, filtered(ok):

[CPU=0002] [PID=00009960] : [NORMAL] : [TID=000044 [21-10-22 FaceDetector track: 0, quality: low (current = 6, threshold = 0.60), total: &7, filtered(ok): 4.
[GPU=0002] [PID=00009960] : [NORMAL] : [TID=000044 [21-10-22 2] FaceDetector track: quality: ok (current = 0.60, threshold = 0.60), total: 68, filtered(ok): 5.
[CPU=0002] [PID=000095960] : [NORMAL] : [TID=000044 [21-10-22 FaceDetector track: 3, quality: low (current = 0.07, threshold = 0.60), total: €9, filtered(ok): 5.

., filtered(ok):

. filtered(o
filtered (ok):

[CPU=0002] [PID=000095960] : [NORMAL] : [TID=000044 [21-10-22 FaceDetector track: quality: low (current = 0.07, threshold = 0.60), ., filtered(ok): 9.
[CPU=0002] [PID=00009960] : [NORMAL] : [TID=000044 FaceDetector track: quality: low (current 6, threshold = 0.60), , filtered(ok): 9.
[CPU=0002] [PID=00009960] : [NORMAL] : [TID=000044 [21-10-22 FaceDetector track: quality: ok (current = , threshold = 0.60), filtered(ok): 10.
[CPU=0002] [PID=000095960] : [NORMAL] : [TID=000044 [21-10-22 FaceDetector track: 3, quality: low (current 7, threshold = 0.60), , filtered(ok): 10
[CPU=0002] [P1D=00009960] : [NORMAL] : [TID=000044 [21-10-22 FaceDetector track: 0, quality: low (current = , threshold = 0.60), . filtered(ok): 10
[CPU=0002] [PID=00009960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22 FaceDetector track: 1, quality: ok (current = 0.67, threshold = 0.60), total: 86, filtered(ok): 11.
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FaceDetector 1.1, track: 27, quality: ok(current = 0.73, threshold = 0.23), total:
645, filtered(ok): 455.

The event parameters are described in the table below:

Parameter Description
track Current track number
quality Captured face quality: ok for good quality, low for bad quality

(current < threshold)

current Captured face quality determined by the math calculation

threshold Minimum face quality set in the Face recognition server object
settings panel

total Number of all captured faces

filtered(ok) Number of all good quality faces that passed the filter (current >=
threshold)

() Note

The total and filtered(ok) numbers are calculated anew each time after applying the settings in Face PSIM.

7.3 Appendix 3. Commands, requests and events of Face PSIM objects

7.3.1 FIRSERVER

The FIRSERVER object corresponds to the Face recognition server system object.

FIRSERVER commands

Commands can be used in Axxon PSIM scripts (see Examples of frequently used scripts and Guide for creating scripts
(programming)) or sent directly to the core using the /IDK (see Axxon PSIM Integration Developer Kit (IIDK)).

The description of the FIRSERVER object commands:

Command Description

GET_IMAGE Getting the image by its ID
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Command

SET_SOURCES

VERIFY_START

ADD_PERSON_FROM_FILE

PHOTO_ADDED

START_CAM_FACECAPTURE

STOP_CAM_FACECAPTURE

CHECK_QUALITY_START

The list of the commands parameters:

Parameter

requestld<>

id<>

sources<>

biggestFace<1>

person_id<>
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Description

Rearranging the Recognition channel objects in the Axxon PSIM
objects tree. The existing Recognition channel objects will be
deleted, the new ones will be created and configured for the face
detection objects whose IDs are specified in the sources<>
parameter.

Note. If the sources<> parameter contains non-existing IDs of face
detection objects, the Recognition channel objects will be created
with the default settings (as configured in Axxon PSIM)

User verification. It compares the face captured in the frame with
the user photo, which is stored on the disk at the path: <Axxon PSIM
installation directory>\Bmp\<Person>

Adding of a reference face from a file to the reference face database

Updating a photo for an existing face in the reference face database

Starting the face detection

Stopping the face detection

Checking the quality of the saved user photo. Compares the quality
of the user photo to the specified minimum quality of the face on
the Face Recognition Server. Determines the quality of the photo or
its absence

Parameter description

The request ID (is required to uniquely associate the request with the
response on the client side)

The image ID

The list of existing Face detection objects IDs

If there are several faces in the added photo, then the reference face
with the biggest size in the frame will be added to the database

The face identifier in the reference face database
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Parameter Parameter description

image<> Theimage in the "base64" format

delay<> The command execution delay in seconds

cam_id<> The camera ID

p_id<> The name of the photo file in the <Axxon PSIM installation

directory>\Bmp\<Person> folder without permission

wait<> Timeout in seconds

filename<> The full name of the photo file. Files with the JPG, BMP, GIF, PNG
extensions are allowed

name<> First name of the added user

surname<> Last name of the added user

department<> The department to which the user will be added
comment<> Commentary

cam_facecapture<> Face detection

p_id<> The ID of the user whose photo quality is checked

The command example for getting the image by its ID:

DoReact (FIRSERVER|1|GET_IMAGE|id<052B723D-5C29~
E811-88D3-005056C00008>,requestId<76C5B293-FD2F-4F25-B1D7-7B62442D2E89>) ;

In response to this request, a message will be received, where the "image" parameter will contain an image in
the "base64" format (for the details on the event generated by the request, see FIRSERVER events).

The command example for rearranging the Recognition channel objects in the Axxon PSIM objects tree:

DoReact (FIRSERVER|1|SET_SOURCES |sources<2.1,3.1>);

The command example for updating a user's photo by his identifier:

Appendixes- 150



Face PSIM 1.0.1 (english) - Administrator's Guide

DoReactStr ("FIRSERVER",1,"PHOTO_ADDED","person_id<1>,biggestFace<l>,image<base64>,del
ay<1>");

The command example for the user verification:

DoReactStr ("FIRSERVER","1","VERIFY_START","cam_id<1>,p_id<15>,wait<10>");

The command example for adding a face from a file to the reference face database:

DoReactStr ("FIRSERVER","1","ADD_PERSON_FROM_FILE","filename<c:\
\iso_small.jpg>,name<Jane>,surname<Kramer>,department<Department 1>,comment<>");

The command example for stopping the face detection:

FIRSERVER|1|STOP_CAM_FACECAPTURE|cam_facecapture<3.1>

The command example for starting the face detection:

FIRSERVER|1|START_CAM_FACECAPTURE |cam_facecapture<3.1>

The command example for checking the quality of a saved user photo:

DoReactStr ("FIRSERVER","1","CHECK_QUALITY_START","p_id<1>");

FIRSERVER requests

The requests are used to send commands and receive the data from the FIRSERVER object using the HTTP requests
(for details, see Face PSIM. REST API).

FIRSERVER events

Events received from the FIRSERVER object can be used in Axxon PSIM scripts to run the procedures when the
corresponding event occurs (see Guide for creating scripts (programming)).
The description of the events from the FIRSERVER object:

Event Description

PERSON_NOT_FOUND The face was captured but not recognized (cannot be found in
the Face PSIM database)

FIND_PERSON The face is recognized

ADD_PERSON_FROM_FILE_OK The reference face file is added to the Face PSIM database
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Event

ADD_PERSON_FROM_FILE_ERROR

IDENTIFY_ACCEPT

IDENTIFY_DECLINE

RECOGNITION_PASS

TEMPERATURE_ALARM

FACE_TEMPERATURE_SYNC_PROBLEM

MASK_DETECTED

MASK_NOT_DETECTED

MASK_NOT_IN_PLACE

DATABASE_ERROR

REGENERATE_START

REGENERATE_STOP

REGENERATE_CANCEL
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Description

There is an error when adding the reference face file to the Face
PSIM database

The verification is accepted

The verification is declined

The face is recognized and the Access event generation
checkbox is set (see Configuring the events generation)

Temperature rise (when the temperature threshold specified
for the thermal camera is exceeded, see Configuring the Face
recognition server operation with thermal camera)

The Server time and thermal camera time differ by more than
10 minutes

The mask is found on the face (see Configuring the events
generation)

There is no mask on the face (see Configuring the events
generation)

The mask is placed incorrectly

Database error (lost connection with the Fir database)

Biometric vectors re-generation in progress

Biometric vectors re-generation complete

Biometric vectors re-generation cancelled

The parameters of the events of the FIRSERVER object:

Parameters Description

requestld<> The ID of the request

fraction<>

The millisecond when the face was captured
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Parameters

owner<>

protocol_id<>

date<>

face_id<>

imageBase64<
>

guid_pk<>

confidence<>

capture_fracti
on<>

capture_date<
>

sim<>

surname<>

comment<>

capture_time<
>

cam_name<>

patronymic<>

filename<>

department<>
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Description

The server name. It is used for the PERSON_NOT_FOUND event

The captured face ID (the link to the image)

The date of the recognition completion

The unique ID of the face in Axxon PSIM

The face vector image in the "base64" format

The event ID (is generated randomly for every event)

The quality percentage of the added face image, it has the double type and the 0.0-1.0 range
of values

The millisecond when the face was added to the Face PSIM database

The date of the image capture

The similarity percentage

The last name of the person who looks similar to the recognized face

The comment on adding the user (the face)

The time of the image capture

The name of the camera that captured the face

The middle name of the person

The full name of the image file

The department the user (the face) is added to
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Parameters

name<>

obj_id<>

error<>

gender<>

age<>

param0<>

total_passes<
>

firstld<>

camera_id<>

camera_name
<>

person_id<>

person_guid<>

eye_closeness

<>

temperature<
>
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Description
The name of the added user (face)
The face ID. The value is empty if there was no face match
The explanation of why the error occurred
The gender of the recognized or unrecognized face (unknown, male, female)
The age of the recognized or unrecognized face
The following can be specified:
+ similarity percentage during the verification;
+ temperature in the TEMPERATURE_ALARM event;

+ "Timeout"—if the IDENTIFY_DECLINE event occurred due to the expiration of the
temperature timeout from the thermal camera

The general number of passes of the currently recognized face

The unique identifier of the captured face

The identifier of the camera that captured a face

The name of the camera that captured a face

The user ID in the Axxon PSIM objects tree, if the recognized face was created with the Create
user in Axxon PSIM database mark. It is used for the FIND_PERSON event

The recognized face ID that is assigned to the user when a face is added to the reference face
database. It is used for the FIND_PERSON event

The result of the closed eyes recognition by the detector when using the Tevian recognition
module:

« unknown—not recognized (if a recognition module other than Tevian is used);
+ eye_closed—eyes are closed;
+ eye_not_closed—eyes are not closed

Face temperature in degrees Celsius from the thermal camera
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Parameters Description

temperature_  Temperature threshold from the thermal camera; when this value is exceeded, the

alarm<> TEMPERATURE_ALARM event is generated

info<> Contains the following information separated by a semicolon (;): the names and identifiers of

the cameras, that has ever captured the faces, and the number of passes

emotion<> Emotion

glasses<> Glasses

headwear<> Headwear

evasion<> Concealment of the face
facialHair<> Facial hair

frame_type<>  Used for internal development

hairColor<> Hair color

hairType<> Type of bald head

liveness<> Fake face

timeout<> The waiting time in seconds for the temperature from the thermal camera if the

IDENTIFY_DECLINE event occurred due to a timeout

nolmage<> The user doesn't have a saved photo:
1—thereis no photo;

0—thereis a photo

quality<> The quality of the saved user photo in the Access Manager as a percentage. If quality<0>, the
user doesn't have a photo in the Access Manager

Examples of frequently used scripts

On the page:
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» General information
about scripts

« Script for faces
verification

« Script foradding a
reference face to the
database from afile

« Script for checking the
quality of a saved user
photo

General information about scripts

Custom scripts are used for partial automation of processes while configuring Face PSIM. In the Guide for creating
scripts (programming) document there is the description of programming objects and methods which are in use for
scripts creation in Axxon PSIM.

Script for faces verification

The verification mode compares the face captured in the frame with the user photo stored on the disk at <Axxon
PSIM installation folder>\Bmp\<Person>. It also determines the face parameters: emotions, temperature, face
concealment (mask), gender, facial hair.

To perform face verification, do the following:

1. Create the script:

if(Event.SourceType == "MACRO" && Event.Action == "RUN" && Event.SourcelID ==
lllll)
{
DoReactStr ("FIRSERVER","1","VERIFY_START","cam_id<1>,p_id<15>,wait<10>");
}
Parameters:

« 1—theidentifier of the Face recognition server object;

« VERIFY_START—user verification command;

« cam_id<l>—camera identifier. If you use the VisionLabs face recognition module, instead of the
camera identifier, specify the identifier of the Face detection object;

+ p_id<15>—the name of the file with a photo in the <Axxon PSIM installation
folder>\Bmp\<Person> folder without resolution (for example, 15 for the 15.bmp file);

+ wait<10>—the waiting time in seconds for the face to appear.

2. Run the first macro. If the user from the photo does not appear in front of the camera in 10 seconds, the
Verification declined event will be displayed. In case the user appears, the Successful verification event
will be displayed immediately showing the similarity percentage of the captured face with the user photo
stored on the disk.

Example of an event when a photo doesn't match the face being verified:

Event : FIRSERVER|1|IDENTIFY_DECLINE|temperature_alarm<>,fraction<371>,int_obj_
id<1>,owner<PC>,noImage<0>,date<10-02-22>,from_script<l>,
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guid_pk<{51A469CC-438A-EC11-94E5-D8BBC1166DF4}>,timeout<l>,core_global<l>,p_id<1>
,quality<83.864>,wait<10>,cam_id<2>,time<10:34:01>,param@<Timeout>

Example of an event when a user doesn't have a photo:

Event : FIRSERVER|1|IDENTIFY_DECLINE|temperature_alarm<>,fraction<367>,int_obj_
id<1>,owner<PC>,noImage<l>,date<10-02-22>,from_script<l>,
guid_pk<{B314D117-458A-EC11-94E5-D8BBC1166DF4}>,timeout<1l>,core_global<l>,p_id<4>
,quality<0>,wait<l0>,cam_id<2>,time<10:43:14>,paramO<Timeout>

The face verification is completed.

A Attention!

File with photo must have the .bmp extension. But the file format can be one from the list: JPG, BMP, or
PNG.

Script for adding a reference face to the database from a file

A reference face can be added to the database from a file with photo using the ADD_PERSON_FROM_FILE reaction
of the FIRSERVER object.

() Note

When you add a reference face to the Face PSIM database, a new user is automatically created and
assigned a photo from the specified file.

Parameters:

« filename—full name of the file with the photo. Files with the JPG, BMP, GIF, PNG extension are acceptable;
+ name—the name of the added user;

« surname—the surname of the added user;

« department—the department to which the user will be added;

« comment—any text commentary.

Example of the script usage:

if(Event.SourceType == "MACRO" && Event.Action == "RUN" && Event.SourceID == "1")

{
DoReactStr ("FIRSERVER","1" ,"ADD_PERSON_FROM_FILE","f1ilename<c:\
\iso_small.jpg>,name<Jane>,surname<Kramer>,department<Department 1>,comment<>");

}

If the face was successfully added to the reference face database, the ADD_PERSON_FROM_FILE_OK event will be
displayed in the Debug window. If there are any errors when adding the reference face, the
ADD_PERSON_FROM_FILE_ERROR event will be displayed (see FIRSERVER events).
Script for checking the quality of a saved user photo
You can check the quality of a saved user photo using the CHECK_QUALITY_START command:

1. Create the script:
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if(Event.SourceType == "MACRO" && Event.Action == "RUN" && Event.SourceID ==
lllll)
{
DoReactStr ("FIRSERVER","1" ,"CHECK_QUALITY_START","p_id<1>");
}
Parameters:

« 1—theidentifier of the Face recognition server object;
« CHECK_QUALITY_START—the command for checking the quality of a saved user photo;
« p_id<l>—the identifier of the user whose photo should be checked.

. Run the first macro.

If the quality of the photo is higher than the minimum quality of the face on the face recognition server, the
following event is generated:

Event : FIRSERVER|1|QUALITY_OK|fraction<413>,int_obj_id<1>,owner<PC>,date<08-02-2
2>,guid_pk<{11DB55C9-F188-EC11-94E4-D8BBC1166DF4}>,
core_global<l>,p_1id<3>,time<18:14:24>,param0<92.4644>

If the quality of the photo is lower than the minimum quality of the face on the face recognition server, the
following event is generated:

Event : FIRSERVER|1|QUALITY_BAD|fraction<281>,int_obj_id<1>,owner<PC>,date<08-0
2-22>,guid_pk<{0742EBEO-F288-EC11-94E4-D8BBC1166DF4}>,
core_global<l>,p_1id<3>,time<18:22:12>,param0@<92.4644>

If there is no photo, the following event is generated:

Event : FIRSERVER|1|QUALITY_BAD|fraction<517>,int_obj_1id<1>,owner<PC>,date<24-0
2-22>,guid_pk<{1C9609E4-7795-EC11-A50D-74D435D0OE19B}>,
core_global<l>,p_id<3>,time<17:44:34>,param0<0>

. If the photo quality is successfully checked, the user can also be verified (see the script for user verification
above). If a photo of a low quality is detected, the user will be marked to find them in the Access Manager
and replace the photo.

() Note

If the photo quality is higher than the quality of the face, set on the Face recognition server object,
it doesn’t guarantee that the verification will be performed correctly 100% of the time. The
verification result depends on the position and settings of the camera, on the lighting of the face,
the camera angle and other derivatives. It is recommended to set the Similarity level on the Face
recognition server settings panel to no higher than 50% and adjust it on a trial basis to get the
required result.
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7.4 Appendix 4. Description of the utilities for working with Face PSIM
software

7.4.1 Cfgedit.exe utility for configuring the Cognitec face recognizer

General information about the Cfgedit.exe utility

The Cfgedit.exe utility is designed for configuring the Cognitec face recognizer.

Starting and closing the utility
To start the Cfgedit.exe utility, do one of the following:

1. Start the utility from the Start menu. Click Start -> Axxon PSIM -> Cognitec face recognition setting.
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2. Start the config.bat executive file which is located in the Face PSIM software installation directory in the
Modules\FaceRecognition\Cognitec8\bin catalogue.
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The FaceVACS-SDK Configuration Editor window will open.

FaceVACS-SDK Configuration Editor — O X
Configuration Edit Setup Help
MName /| Value
..
b SEtLIp
Type doc: FaceYACS SDK Resources e
Instance doc:
Property Current value
FaceFinder
Face Finder
EyesFinder
Curmm Cimdme dm 1imm j

To close the utility click the x button or select the Configuration (1) -> Quit (2) menu item.
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FaceVACS-SDK Configuration Editor — O X
[iConfiguration Edit Setup Help
2 Quit  Ctrl+Q /| value
H SE‘tLIp
Type doc: FaceVACS 5DK Resources =
Instance doc:
Property Current value
FaceFinder
Face Finder
EyesFinder
Curme Cimder e ime L!
| ii

Using the Cfgedit.exe utility
The Cfgedit.exe utility allows configuring the Cognitec face recognizer.

To configure the Cognitec face recognizer the following parameters are in use: MinEyeDistance, MaxEyeDistance
and FieldOfViewAngle. To find them open the objects tree as it shown in the figure.
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FaceVACS-SDK Configuration Editor — O it

Configuration Edit Setup Help

Mame £ | Value
=~ FRSDK
[+ FaceFinder
- EyesFinder
ComparisenAlgorithm
SetEnroller
- StreamEnroller
StreamVerifier
Streamldentifier
- SetVerifier
I- Setldentifier
FaceTracker
¢ MinEyeDistance 0.1 1
- MaxEyeDistance 0.4 2
MaxAllowedFaceSpeed 1
FieldOfViewAngle 60 3
i FrameRate 25
[+ FaceFinder
i ReturnFacesWithMoEyesThreshold 0

- E-F-E-E-E-E-E

ExhaustiveTracking frue
ZDistanceTolerance 5
I+ PortraitAnalyzer
|SOFullFrontalTest
FeatureTest

- CropFullFrontal

I+ CropTokenlmage

CaptureDevices Files
# CameraControllers

[#- LicenseSettings

B 8 e e e

[+ Substitutions INSTALLDIR. FGLIBDIR
- Setup
Type doc: Eye distance limitation range for face finder.

Instance doc:  Face finder relative distance range

Property Current value
MinEyeDistance 0.1

Lower eye distance limit {relative to image width, range [0.0 - 1.0]) of faces to be found by the face finder. Decrease to find smaller
faces. Increase to speed up face finding.

MaxEyeDistance 0.4

Upper eye distance limit {relative to image width, range [0.0 - 1.01) of faces to be found by the face finder. Increasing will not lead
to a significantly higher computational effort.

The MinEyeDistance parameter (1) defines the minimal distance between eyes which is to be recognized. The
range of values is [0.000-1.000]. The value on default is 0.1. The distance is measured in fractions of video image
width.

The MaxEyeDistance parameter (2) defines the maximal distance between eyes which is to be recognized. The
range of values is [0.000-1.000]. The value on default is 0.4. The distance is measured in fractions of video image
width.
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The FieldOfViewAngle parameter (3) defines the camera view angle. The range of values is [0.1-179.9]. The value on
default is 60. This parameter is measured in degrees.

To change the value of corresponding parameter double click the left mouse button on it. The Change item
window will open.

Change Item ? X
0.1 1
4 2 3
Reset to Default | Ok Cancel

In the field (1) enter the required value for corresponding parameter. To save the entered value, click Ok (2). To set
the default value, click Reset to Default button (4).

(@ Note.

To cancel the entered value click the Cancel button (3).

To reset all settings to default select the Edit -> Deep Reset To Default menu item. Parameter values will change to
default values only after closing and opening the object tree.

Configuration of the Cfgedit.exe utility wll be applied after the Axxon PSIM software restart. Stopping the utility is
not required.

7.4.2 Face Recognition Tool utility for extracting captured and reference faces from
the database

General information about the Face Recognition Tool utility

The Face Recognition Tool utility is designed for extracting captured or reference faces.

Starting and closing the Face Recognition Tool utility

To start the Face Recognition Tool utility launch the FaceRecognitionTool.exe executive file located in the <Face
PSIM software installation package>\Modules folder.

As a result the Face recognition tool window will open.
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Face recogniton tool — >
i Get all servers |
From: [2021-10-2123:59:59 (@~ | Mode:

To:  [202210-21235959 (@~ | Protocols -

Path: C:%ProgramDataAonSoft\Face DB

Run

Load

Restare from CSW

To close the utility click the X button.

Using the Face Recognition Tool utility

To load captured or reference faces from the database, do the following:
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1. Click the Get all servers button (1) to display all the available face recognition servers.

w

Face recogniton tool — >

Servers: 1 I Get all servers |

Face recognition server 1

From: [2021-10-21 23:59:59 Dv|3 Mode:
To:  [202210-21235959 [@ | Protocols .4
Path: |C:'-.F'n:|gramDa‘ta‘-.-’-‘-.tx-:nnSDﬂ'-.FaceDB | . 5
6 Run
Load

8 Restore from CSV

In the Servers (2) field set the checkboxes next to the face recognition servers that will supply the data.
Specify the date and time of the start and the end of time interval for which data is to be loaded (3).
In the Mode (4) drop-down list select the loaded data mode:
a. Protocols - load the faces captured by the Face recognition server.
b. Protocols with engine info - similar to Protocols, with adding the name of recognition module in
the end of each file.
c. Bigfilesystem - load a large amount of data from the database. In this case data will be loaded
according to special algorithm.
d. Persons - load the reference faces added to the Face recognition server database.
Specify a path to the folder to which the data will be loaded in the Path field (5).
Click the Run button to load the data to the folder (6). The total number of faces loaded from the database
will be displayed.

(@ Note

« If the Protocols or Protocols with engine info mode is selected, then the data will be
loaded to folders corresponding to the names of video cameras by which the faces were
captured. Two files will be loaded for each captured face - the image of the detected face
in .jpg format and the corresponding vector in .bin format. If the Protocols with engine
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info mode is selected, then the name of each file will have the following structure: [date and
time] - [ID] - [recognition module].

+ If the Persons mode is selected, then the faces added to the folders corresponding to the
names of departments to which persons belong. Two files will be uploaded for each face - a
face image in .jpg format, and a .json file containing such parameters as the user's full
name, department, comment. If a user was created in Axxon PSIM when adding a person to
the person’s database, then the Antipassback and the job title parameters will also be taken
into account while loading images from the folder to the face database (see Selecting a way
to upload an image to the reference face database section).

« If there are forbidden characters (\/:*?"<>|) in the name of the reference face file added to
the Face Recognition Server database, then during the export these characters will be
replaced with the _ character (underscore).

7. Click the Load button (7) to display the loading time and the total size of the loaded vectors.
Load 5158 firs during 0,27 seconds. Total size 8,58 ME.

8. Click the Restore from CSV button (8) to restore the history of passes if the Fir database is lost. As a result, a
window will be displayed, where it is necessary to open the .csv file (for details, see Restoring the history of
passes if the Fir database is lost).

9. The log of the operations performed in the utility is displayed in the field (9).

Using the Face Recognition Tool utility is complete.

Using the Face Recognition Tool utility via command line

The following commands are used to work with the Face Recognition Tool via the Windows command line:

Paramete Description

r
-h Commands help
-m Mode. The following modes are available:

« protocols

+ protocols with fir engine

+ big filesystem

+ persons

+ "restore from csv"
-p The path to the folder in case of loading, or the path to the .csv file in case of recovery
-S Start time (not used for the Persons mode)
-e End time (not used for the Persons mode)

Command example to get help about commands:

FaceRecognitionTool.exe -h

Command example for loading the data on the reference faces added to the Face Recognition Server database:
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FaceRecognitionTool.exe -m persons -p d:\data

Command example for loading the data on faces captured within a certain time period, adding the name of the
recognition module at the end of the name of the downloaded file:

FaceRecognitionTool.exe -m "protocols with fir engine" -p d:\data -s "02.09.2018
23:59:59" -e "03.09.2018 23:59:59"

Command example to restore the history of passes:

FaceRecognitionTool.exe -m "restore from csv" -p "C:
\ProgramData\AxxonSoft\FaceDB\SCRIPT[RV] fir_database_protocols [72][2020-01-01
10-00-00].csv"
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