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1 List of terms used in the Access Manager Module Settings and
Operation Guide

User - a person whose data are processing by the Access Manager module. The Access Manager module allows
processing data of visitors, vehicles and other types of users. Configuring and working of the module with different
types of users are the same. In case of configuring and working with specific functions it will be additionally
specified.

Operator - a person who configures and operates with the Access Manager module.

APB (Antipassback) - a control over access order. Function allows protecting from repeated use of identifier to pass
in one direction.

Holiday - a non-working day. Specifying of holydays list in the system allows eliminating of defined days from time
zones.

Access point - a point where access control is performed. An access point may be a door, a turnstile, a gate, or a
boom barrier equipped with a reader, an electromechanical lock, or other access control devices.

Access level - right of user to access through the access point (points) depending on the time schedule. Also defines
rule of arming and disarming access point. Access level can be general for all users from department and separate
for one, several or all users.

Control reader - a reader which is used for card input to system.

List of terms used in the Access Manager Module Settings and Operation Guide- 7
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2 Access Manager Module Settings and Operation Guide.
Introduction

On the page:

+ Purpose of the
document

« General information
about the Access
Manager module

2.1 Purpose of the document

The Access Manager Module Settings and Operation Guide is a reference manual designed for Access Manager
module configuration technicians and operators. This module is a part of ACFA PSIM.

This Guide presents the following materials:

1.
2.
3.

General information about the Access Manager module.
The Access Manager module settings.
Working with the Access Manager module.

2.2 Generalinformation about the Access Manager module

The Access Manager software module is a component of ACFA PSIM and supports the following actions:

[

[y

=
W N

SO~ AWN

Configure the access mode of users and visitors to a facility with automated access control systems.
Configure the movement rules of users and visitors within a facility according to access levels.
Configure operator rights to create, edit, delete and view departments.

Configure operator rights to create, edit and delete access levels and users.

Create and configure access levels for each user and for all department.

Create, configure and delete accounts of users and departments.

Create, configure and delete time schedules and access levels.

Print electronic security passes for users.

View the personnel structure of an organization by departments and get information on each employee.
Create schedules and work schemes with different periods and assign them individually to each employee or
a whole department.

. Keep records of employees' exculpatory and overtime documents.

Calculate the total work hours by each employee of the department and present the results as a table.
Make a report on the total work hours by employees.

Access Manager Module Settings and Operation Guide. Introduction- 8
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3 Licensing policy for Access Manager

If you acquire 1 license for this module, it will allow you to use any number of the Access Manager objects on any
number of computers (Servers/RAWs and Clients). The same license also opens the Access Manager reports object
under the Web Report System object so that you could use corresponding reports after Axxon PSIM WEB Report
System installation (for more information, see WEB Report System PSIM. User Guide). In addition, the license allows
the use of all integrated control readers (see Control Readers Settings Guide).

Licensing policy for Access Manager-9
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4 Access Manager module interface

General view of the Access Manager interface window is shown in the figure.

£2 Access Manager 1

L
=1
|+

= d >

Y Depariment 1

® Department 2

User card

m
Departments @ Time zones n Access levels \:;j Regions and areas @ Worktime _

Smith John Patrick

®

MeDonald
Fonald
Patronymic
Department 1 Addttional inf| Hobby-IT
MNumber 1 Address of re
Extemal ID Antipassbacl| Yes
lsers 3 Birth place
Type of depart| Main Card expiry d| Not specified
Schedules Schedule 1 w Commencem| Mot specified v
Note

« If fix position of the window on the screen is specified, the name of the Access Manager window
won't be displayed—see the Configuring the position of the Access manager window on the screen.

« To add the Worktime tab to the Access Manager interface window, first you need to connect this
subsystem: create the Worktime support object on the basis of the Access Manager object on the
Interfaces tab of the System settings dialog window (see Configuring the Worktime subsystem).

The Access Manager window contains the following tabs:

Ll N S

5.

Departments tab.
Time zones tab.
Access levels tab.
Regions and areas tab.
Worktime tab.

The description of each tab is below.

4.1

Departments tab

Working with departments and users is performed on the Departments tab.

Access Manager module interface- 10
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25 Access Managerl
™ m =
- Departmerts @ Time zones | n Access levels | - Regions and areas 6
e
Department 1 [ H H ) ?Llser card
- = New departmert
Wik
Department 2 - A ¥ LR it
\ Jobn Wik
1 \ _ I\
5 rrF\u:u:ess level  Comment Start
Access level 1 Own
Access level 2 Own 15-Apr-20 12:00:00 AM  25-Apr-20 11:59:55 PM
Access level 3 Own 26-Ape-20 120000 AM  02-Ma-20 11-55:50 PM IB
. .
Donne Andrey (2 ) 9
Department 1( 1)
ﬁc |A.dd'rtiona| | \
1 |
3 4 4 0. Full name -
Sumame Donne |
- Mame Andrey =
(— Access level “Nowhere™ 1\ Patrorymic |
Extemnal 1D 1 0' 4 1. Personal data T
D 1 Additional information
Name Department 1 Address of registration
Type of depatment  Main Artipassback is forbidden Mo
\; Users 2 J Birth place
2 Card expiry date Mot specified
Commencement of card Net specified
\ Date of card izsue Mot specified y

Description of Departments tab elements is given in the table.

Ne

Element

Departments tree

Department parameters

Search for department

Description

Hierarchy structure of created departments available for
viewing relying on operator rights and/or settings of the

Access Manager object - see the Rights for accessing the
departments in the Access Manager section.

Parameters of department: ID, External ID, Name, Number of
users, Type of department, Access levels.

Setting and editing of department parameters is given in the
Working with departments in the Access Manager software
module section.

Department search button - see the Department search
section.

Access Manager module interface- 11



4 Add department

5 List of department users
6 List of user access cards
7 User photo

8 List of user access levels
9 User full name

10 User parameters

4.2 Time zonestab

ACFA PSIM 1.1 - Access Manager Module Settings and Operation Guide

Button of adding a department -see the Adding a department
section.

List of users from the selected department.

Displaying of the list of access cards assigned to user. See also
the Assigning an access card to a user section. This list can be
hidden or is not available depending on the Access card
settings in operator rights and/or on the Access manager
object (see the Configuring fields displaying in user accounts
section)

Displaying of photo assigned to user. See also the Assigning a
photograph to a user section.

List of access levels assigned to user. Temporary access levels
are highlighted in color, and the date and time of validity of
the temporary access level will be displayed in the Start and
End columns next to them. The crossed out date and time of
the temporary access level validity indicate that this
temporary access level is not valid at the moment. See also
the Assigning access levels to a user section. This list can be
hidden or is not available depending on the Access levels
settings in operator rights and/or on the Access Manager
object (see the Configuring fields displaying in user accounts
section)

Displaying of user surname, name, patronymic and its ID (in
brackets).

Displaying of user information. Description of fields is given in
the Setting user parameters section.

Working with time zones and holidays is performed on the Time zones tab.

Access Manager module interface- 12
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15 Access Manager 1 EI@

- ) =
e Departments @ Time zones n Access levels G Regions and arcas A 5
Il Pl il Time schedule 1 (ID 1) | =
{ &1 Time schedule 3 1 - \
L Interval Sun Mon Tue Wed Thu Fi Sat Holiday
sl Time schedule 2 2 05001800 + o 7 = % i
\ y

3

[ Holiday editor ]

Description of Time zones tab elements is given in the table.

Ne Element Description

1 List of time zones and folders Names of time zones and folders created in the
system. The following ways of displaying time zones
list are available: List, Table, Large icons. The Table
view is used on default. See also the Selecting a view
of displaying objects list in the Access Manager

section.
2 Time zone intervals List of intervals incoming to the time zone.
3 Holiday editor Button opening a window of holiday editing - see the

Editing holidays section.

4 Create a folder in root Button opening a window for creating a folder in the
root - see the Managing the list of time zones section.

5 Create a time zone in root Button opening a window for creating a time zone in
the root - see the Creation of a time zone in the
Access Manager software module section.
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4.3 Access levels tab

Working with user access levels is performed on the Access levels tab.

i

25 Access Managerl

1

m "
; —— @ i n Access levels C Reqions and areas 2 A
(] ) =6
E Access level 1 (1D 1) -]l||ﬁ-
s E Access level 2
_____ & Aicoss vl 3 Access poirt n] Time schedule Am  Disaming Load
EI...-:E_—- l:d_\ew folder HID Omnikey control reader 1 1 Time zone "Always" + + =
------ i3 Accesslevel 4
h J

2

Description of Access levels tab elements is given in the table.

Ne Elements

1 List of access levels

2 Access level parameters
4 Create a folder in root

Description

List of access levels created in the system. The List view
is used on default. See also Selecting a view of displaying

objects list in the Access Manager

Description of selected access level: list of access points
with identification numbers and time zones, parameters
of access point arming and disarming, sending access
cards to controller after presenting access card by user.
The Table view is used by default

Button opening a window for creating a folder in the root
— see Managing the list of time zones
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5 Create a time zone in root Button opening a window for creating a time zone in the
root — see Creation of a time zone in the Access Manager

software module

4.4 Regions and areas tab

The Regions and areas tab allows to perform Emergency Monitoring.
<> Access Manager1 EI@

o) = i
Departments @ Time zones n Access levels Regions and areas
@r card

-
{123) ABCD

Access level  Comment

1 \
3 “MNowhere™ Inherted

John Wick (1)
4| Department 1(1)

Basic | Additional

Sumame John [H
Name Wicke
Patrorymic

[i.Pemorﬂdﬂa

ID 1.1. Total in the region: 1 |2 Additional info A
i User Origin Where to Actual time Y

.

Description of Regions and areas tab elements is given in the table.

No. Element Description

Hierarchy structure of created areas and regions in
the system - see Creating, editing and deleting
Area and Region objects

1 Areas and regions tree

2 Information on the selected area or region ID of the area/region and the current number of
peopleinit.
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3 The list of users in the region The list of users who are currently located in the
region.

4 User parameters See the Departments tab section.

5 Passes log Displaying information on users' passages in real
time.

4.5 Worktime tab

On the Worktime tab, you can view the information about the personnel structure of an organization by
department and by each employee, create and assign work schedules and work schemes with different work
periods to employees and departments, keep record of employees’ exculpatory and overtime documents, calculate
the total working time of each employee and present the results as a table, generate reports on the total working
time of employees.

2 Access Manager 1 o O >

; Departments @'ﬁme zones a Access levels \,E Regions and areas @ Worktime

MName ID Descrption Sliding Working time 3

Begin time

@ Periods ﬁ Schemes % Schedules ﬁ Holidays ‘:ﬁ Documents 1

The navigation bar (1) is used to switch between the menu items of the Time and Attendance subsystem.

The information field (2) displays information on the objects existing in the system of the Time and
Attendance subsystem.

The properties panel (3) displays the parameters of the objects from the area (2).

For more information about the interface elements of the Worktime tab, see The main elements of the Worktime
tab.
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5 Configuration of the Access Manager module

5.1 Procedure of configuring the Access Manager module

The Access Manager module is configured on the settings panel of the Access manager object and on settings
panels of the Operators' permissions in AM and Type of department sub-objects.

The Access Manager module is configured in the following order:

1. Procedure of configuring the Access Manager module.

Rights for configuring and accessing objects in Access Manager.

Configuring access cards.

Configuring control readers in the Access Manager.

Configuring the prohibition of new user parameter duplicates in Access Manager.
Configuring the interaction with the FACE PSIM Face recognition server.
Configuring fields displaying in user accounts.

Nookwh

5.2 Configuring the position of the Access manager window on the
screen

By default, the position of the Access manager window is not fixed on the screen and it can be changed. When
setting up the system, you can specify the position of the Access manager window on the screen and eliminate the
possibility to change it.

() Note.
If you specify the fixed position of the Access manager window on the screen, the caption bar won't
display which increases the displaying area of the Access manager window content.

To configure the position of the Access manager window on the screen, do the following:

1. Go to the settings panel of the Access manager object created under the Display object on the Interfaces
tab of the System settings dialog box.

Architecture Hardware Interfaces Programming

Wizard 1 ccess Manager 1

= |:| Al departments

E‘@ Display L Display || Disable & @Department 1
Access Manager 1 |D|sp\ay'| Deporment 3
L[| Department 2
Position
1|:| Fix position
Manitor 1 = 2
n
% v 3
el i Ho 14

[] Create users with APB
Mew departments are visible in root
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N

Set the Fix position checkbox (1).

3. From the Monitor drop-down list select a system monitor on which the Access Manager window is to be
displayed (2).

4. Set coordinates of the Access Manager window's upper left corner in the X: and Y: fields as percentage of
width and height of the screen correspondingly (3).

5. Set width and height of the Access Manager window in the W: and H: fields as percentage of width and
height of the screen correspondingly (4).

6. Click the Apply button (5).

Specifying fixed position of the Access Manager window on the screen is completed.
5.3 Rights for configuring and accessing objects in Access Manager

5.3.1 Generalinformation about rights for objects configuring and accessing in
Access Manager

Specifying rights for objects configuring and accessing allows you to restrict actions available for operator of the
Access Manager module while departments configuring, users, access levels, time zones, areas, and partitions.
Rights for objects configuring definitely correspond to user rights in the ACFA PSIM software package.

Rights for objects configuring in the Access Manager include permission or forbidding to perform the following
operations with access levels, users and departments from the Access Manager window:

1. Create.
2. Edit.
3. Delete.

For departments, access levels and time zones, the permission to access these objects is additionally configured in
the Access Manager module interface.

The Access manager software module allows you to set common and individual rights for objects configuring. By
default, all of the above operations are prohibited in the Access Manager module.

Common rights for objects configuring have priority over individual rights. So if performing of some operation is
forbidden by common rights for objects configuring, than it will be forbidden for all operators, even if it will be
permitted by some individual rights.

Common rights for objects configuration are specified on the Rights tab of the Access Manager object settings
panel, which is created under the Display object on the Interfaces tab of the System settings dialog box.
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Interfaces Programming

| Access levels | Time zunes| Rights |Access caids | Feaders ILIL

Wizard 1 Access Manager 1
: Object management rights
Display || Disable Departments
|D\sp|ay 1 . Create Delets Edit
Posit Users
DSI. - e Create Delete Edit
[ Fix position
Create Delete Edit
# : Time zones
L H: Create Delete Edit
Alzas
Create Delete Edit
Fartitions
Create Delete Edit
[ checkal ][ Uncheckal |
Forbid to delete
Mon-empty departments 7] Assigned Time zones =
Azsighed hocess levels
|| Create uzers with 4PB o O
Mew departmerts are visible in root [ 7] Allows user type change

Apply Undo

Individual rights for objects configuring are specified on the Rights tab of the Operators' permissions in AM object
settings panel, which is created on the basis of the Access Manager object.

aces Programming

| Time zones| Rights | Standard fields | Additional fields|

11 Operatars' permissions in Ak
o Obiject management rights
Access Manager || Dizable | Departments
|Access Manager 1 = Create Delete Edit
U i Users
S Create Delete Edit
[ User permissions 1 - ]
Access levels
Create Delete Edit
Time zones
Create Delete Edit
Areas
Create Delete Edit
Partitions
Create Delete Edit
[ Checkal || Uncheckal |
Forbid to delete
Mon empty departments [ Assigned time zones ]
Azzigned access levels (=]

[ New departments are visible in root

Apply Undo

5.3.2 Configuring the correspondence of operator permissions in Access Manager
and in Axxon PSIM

Individual rights for objects configuring in the Access Manager definitely correspond to user rights in the ACFA PSIM
software package. So only one Operators' permissions in AM object can correspond to one User permissions
object and vice versa.
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If similar operator rights in the Access Manager should correspond to user rights in the ACFA PSIM software
package, use the Save function from context menu of interface object, see The Save function section of
the Axxon PSIM software package. Administrator's Guide.

To specify correspondence of operator rights in the Access Manager and in the ACFA PSIM software package, do the

following:

1. Go to the settings panel of the Operators' permissions in AM object.
2. From the User rights drop-down list select the User permissions object which is required to match to the
Operators' permissions in AM object (1).

11 Operators" permizzions in Ak -~

Aocess Manager

[izable

! Arccess Manager 1

I1zer rightz

[ IJzer permiszions 1

[ Mevs departments are wisible in root

() Note

Departments | dcocess levels | Time zones | Rights | Standard f ¢ |+

EI--.-'i‘-.II departmentz
Drepartrnet 1

User permissions objects are created on the Programming tab of the System settings dialog
window. Creating and configuring of these objects is described in the Rights administration section
of the Axxon PSIM software package. Administrator's Guide. The current version of this document is
available in the documentation repository.

3. Click the Apply button (2).
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Specifying correspondence of operator rights in the Access manager and in the ACFA PSIM software package is
completed.

5.3.3 Configuring the object management rights

Configure common or individual rights for managing objects as follows:

1. Go to the the Rights tab of the Access Manager or Operators' permissions in AM object settings panel (1).

Hw

1 Arccess Manager 1

Dizplay
Dizplay 1

|| Disable

Puozition
["| Fix pozition

anitor [ 1

e
W

5

[ Create users with APE

Mew departments are wizsible in root

Time zones IHiEIhtS |.-'1‘-.|:|:ess cards | Headersl Cameraz | Otk 4 *

Dbject management rightz

D epartrnents R
Create Delete Edit

Uzers
Create Delete Edit

Accezs levels
Create Delete Edit

Time zones
Create Delete Edit

Areas
Create Delete Edit

Partitions

L Create Delete E dit g
3| Checkal || Uncheckal |4
Forbid to delete
Maon-empty departments [ Assigned Time zones [l

Azzigned Access levels [

[T] Allow uzer type change

| ™

In the Departments, Users, Access levels, Time zones, Areas and Partitions groups:
a. Set the Create checkbox to allow the operators to create the corresponding objects in the Access
Manager interface window.

b. Setthe Delete checkbox to allow the operators to delete the corresponding objects in the Access
Manager interface window.

c. Setthe Edit checkbox to allow the operators to edit the corresponding objects in the Access

Manager interface window.

Click the Check all button (3) to check all the boxes in the Object management rights group (2).

Click the Uncheck all button (4) to uncheck all the boxes in the Object management rights group (2).
If it is required to allow operators to create users with antipassback enabled, set the Create users with APB

checkbox (5).

(@ Note
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The Create users with APB checkbox is available only on the Access Manager settings panel.

6. Click the Apply button (6) to save the changes.

The common or individual rights for managing objects are now configured.

5.3.4 Setting the prohibition of deleting non-empty departments, assigned ALs and
TZs

Set the prohibition of deleting non-empty departments, assigned access levels (ALs) and time zones (TZs) as
follows:

1. Go tothe Rights tab (1) of the Access Manager or Operators' permissions in AM object settings panel.

1 #ocess Manager 1 Time zones IHiEIhtS |.-'1‘-.|:|:ess cards | Readers | Cameras | Othy 4 | ¥
Object management rightz
Display || Disable Departments
. Display 1 =] Create Delete Edit
= Uzerz
EDEIIHDH i Create Delete Edit
MDH;:D::'DSI ID[: = Accezs levels
Create Delete Edit
& Time zones
W H: Create Delete Edit
Areas
Create Delete Edit
Partitions
Create Delete E dit
| Checkal || Uncheckal |
Forbid to delete
Maon-empty departments 2|:| Agzigned Time zones 4|:|
[l Create users with APB Azzigned Access levels 3|:|
Mew departments are wizsible in root [ Allow user type change

2. Setthe Non-empty departments checkbox to forbid deletion of the departments in which there are users
(2).

3. Set the Assigned Access levels checkbox to forbid deletion of the access levels assigned to departments or
users (3).

4, Setthe Assigned Time zones checkbox to forbid deletion of time zones used in access levels (4).

5. Click Apply to save settings (5).

Setting the prohibition of deleting non-empty departments, assigned ALs and TZs is completed.
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5.3.5 Configuring the permission to change user type
The permission to change the user type is configured as follows:

1. Goto the the Rights tab (1) on the settings panel of the Access Manager object.

1 fecess Manager 1 Time zones IF‘iEIh'iS |.ﬂ'-.|:|:ess cards | Readers | Carneras | [y st ik
Object management rights
Dizplay || Disable Departments
i Bisplayd : Create Delete E dit
" Uzers
Enili:mnsitinn Create Delete E dit
Ml:nnit-:u:j [ ] i Access levels
Create Delete E dit
& . Time zones
W H: Create Delete Edit
Areaz
Create Delete Edit
Fartitionz
Create Delete Edit
| Checkal || Uncheckal |
Forbid to delete
MHaon-empty departments [ Asgsigned Time zones [l
[ Croate users with APE Azzigned Access levelz ]
Mew departments are visible in root 2 [ Allows user type change

2. Setthe Allow user type change checkbox (2) to enable the ability to change the user type (see Changing a
user type).
3. Click the Apply button (3) to save the settings.

The permission to change user type is now configured.

5.3.6 Rights for accessing the departments in the Access Manager

To specify common or individual rights for accessing the departments, do the following:
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1. Go to the settings panel of the Access manager or Operators'' permissions in AM object, the Departments

tab (1).

i Access Manager 1 1Departments booess levels I Time zones | Rightz | booceszos
: : = | &l departments

Display || Disable EI Department 1

irDispIa_l,l 1 - -[V|Department 3 2

L[| Departmert 2

Pazition .

|| Fix pozition

M onitar [‘I -

e i

W H:

|| Create users with APE
Mew departments are vizible in root 3

2. Set checkboxes for the departments which should be available in the Access Manager interface module (2).

3. By default, new departments located in the root of departments hierarchy and departments transferred to
the root of hierarchy regardless of their visibility before transferring are available in the Access Manager
interface window - the New departments are visible in root checkbox is set (3). If new departments and
departments transferred to the root of hierarchy should be invisible in the Access Manager window, deselect
the checkbox.

A Attention!

If the New departments are visible in root checkbox is deselected, creation of new departments
in the root of departments hierarchy will be forbidden even if the Create checkbox is set.

4. To save changes click the Apply button (4).

() Note

New departments created via the Access Manager module on the basis of visible departments will be
visible on default.

Specifying of common and individual rights for accessing the departments is completed.

Configuration of the Access Manager module- 24



ACFA PSIM 1.1 - Access Manager Module Settings and Operation Guide

5.3.7 Rights for accessing the access levels in Access Manager

To specify common or individual rights for accessing the access levels, do the following::

1. Gotothe Access levels tab (1) on the settings panel of the Access Manager or Operators' permissions in

AM object.
1 S rEet a0 | Departments |I Access levels | Time zones I Rights | fcceszoe )t
Display | Disable Mode | Pristion v|2  Actions 4
= ?'_D'E “Ewvenywhere™
| Dizplap 1 ] “Nowhere®
(al
Pezitior i D :Cnmmun :
|| Fix positian - [/ “Root access levels
L) Access level 1
b onitor [1 v] .
e 3
W H:
[ | Create users with APE

Mew departments are wvizible in rook

2. Inthe Mode drop-down list (2) select the required mode:

« Prohibition - restrict the access
« Permission - allow the access

3. Setthe checkboxes (3) next to the required values:
« "Everywhere" - access to the predefined access level "Everywhere".

+ "Nowhere" - access to the predefined access level "Nowhere".

« "Common" - access inherited from the department access level.
+ "Root access levels" - set the checkbox to select all access levels in Axxon PSIM or expand the list
and set the checkboxes only for the required access levels.

() Note

Use the Actions button (4) to select and deselect all items, minimize and expand all drop-
down lists, and search for access levels or folders.

4. Click Apply to save settings (5).
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5.3.8 Rights for accessing the time zones in Access Manager

To specify common and individual rights for accessing the time zones, do the following:

1. Go tothe Time zones tab (1) on the settings panel of the Access Manager or Operators'' permissions in

AM object.

1 Aoceszs Manager 1

Diizplay || Dizable

Er Dizplay 1

| Aocess levels 1T|me Zohes

Rightz | Access cards | Readers | * | *

Position
["] Fixt pozition
k anitar [ 1 - ]

e
LR H:

[ Create uzers with APE
MHew departments are wisible in root

Mode | Prohibition

-2

Actions 4

[ KB “Never”
=-[/ i@ “Root time zones™

...... &% Time schedule 1

3

e

2. Inthe Mode drop-down list (2) select the required mode:

« Prohibition - restrict the access.
« Permission - allow the access.

3. Setthe checkboxes (3) next to the required values:
« "Always" - access to the predefined time zone "Always".
+ "Never" - access to the predefined time zone "Never".
+ "Root time zones" - set the checkbox to select all time zones in Axxon PSIM or expand the list and set
the checkboxes only for the required time zones.

(@ Note

Use the Actions button (4) to select and deselect all items, minimize and expand all drop-
down lists, and search for time zones or folders.

4. Click Apply to save settings (5).
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Specifying common and individual rights for accessing the time zones is completed.

5.4 Configuring access cards

Configuring access cards allows you to set the required number and format of user access cards (see Assigning an

access card to a user).

Access cards are configured as follows:

1. Go tothe Access cards tab of the Access Manager object settings panel (1).

1 Arncess Manager 1
Diizplay || Disable
I-Displa_l,l 1

Fozition
[ ] Fix position
kanitar [‘I

b 1
' H:

[] Create users with APE
Mew departments are vizible in root

| Hights“-‘*‘-CCESS cards | Readers | Cameraz | Others | Standarg * | "
Cards limits
Minimum [ Lnlimited - ]2
Maxtmum [ Lnlimited - ]3
Formatting
Commen format [ Default - ]4
i Facility code Y
String
Length (min/max) 0 5
255 -
\ _J
(" Card code )
String
Length (min/max) 0 : ﬁ
25h -
N 7

2. Inthe Cards limits group from the Minimum drop-down list (2), select the minimum number of access cards

that should be assigned to the user.

« from 1to 5 - if the specified number of access cards is not assigned to the user, then this user cannot
be saved in the Access Manager interface object.
+ Unlimited - an unlimited number of access cards can be assigned to the user.
+ Prohibited - the user cannot be assigned access cards. Buttons and functional menu for assigning
access cards will be inactive in the Access Manager interface object.
3. Inthe Cards limits group from the Maximum drop-down list (3), select the maximum number of access

cards that should be assigned to the user.

+ from 1to 5 - if the user is assigned more than the specified number of access cards, then this user

cannot be saved in the Access Manager interface object.

+ Unlimited - an unlimited number of access cards can be assigned to the user.
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+ Prohibited - the user cannot be assigned access cards. Buttons and functional menu for assigning

access cards will be inactive in the Access Manager interface object.

() Note

If at least one Minimum or Maximum parameter has the Prohibited value, the buttons and
the functional menu for assigning access cards in the Access Manager interface object will
be inactive.

4. Inthe Formatting group from the Common format drop-down list (4) select the access cards format:

a

Attention!

If the following access cards restrictions are violated, the user cannot be saved in the Access
Manager interface object.

Default - allows setting an arbitrary value for the facility code and card code. Any letters, numbers
and symbols are allowed except: <| >.
Wiegand26 - allows entering a 1-byte facility code (from 0 to 255), and a 2-byte card code (from 0 to
65535).
Wiegand32 - allows entering a 2-byte facility code (from 0 to 65535), and a 2-byte card code (from 0
to 65535).
Wiegand26 (code only) - the facility code cannot be set, only a 3-byte card code is set (from 0 to
16777215).
Wiegand32 (code only) - the facility code cannot be set, only a 4-byte card code is set (from 0 to
4294967295).
TouchMemory - the facility code cannot be set, only the 8-byte card code is set. The format is
hexadecimal, characters A, B, C, D, E, F are allowed. The code should be 8 characters or longer. If the
entered card code is less than 8 characters long, the the higher order digits are filled with zeros.
Hikvision - the Hikvision ACS format. It always has a fixed H character in the facility code. The card
code is specified by a string with a maximum length of 32 characters.
Configurable - allows setting the parameters of the facility code (5) and card code (6).
« Fixed character - the specified single character will always be hard-coded, which cannot be
changed in the Access Manager interface object.
+ String - allows entering a string of 0 to 255 characters.
Numeric - allows entering only numbers from 0 to 4294967295.
» Hexadecimal - allows entering numbers in HEX format (numbers and symbols A, B, C, D, E, F)
from 0 to 8 bytes long.
« Fixed number - similar to Fixed character, but instead of a character, a number between 0
and 4294967295 is used.
+ Regular template - allows defining an access card template with specified restrictions,
lengths and value ranges.

() Note

An example of some service characters for regular expressions:

+ Aisthe beginning of the regular expression. A line opening.

+ $isthe end of the regular expression. A line closing.

+ .isanysingle character.
On the site https://regex101.com you can find a complete list of service characters
for regular expressions, as well as to check the accuracy of a regular expression.

Example 1:
For the facility code, it is necessary to limit the range of entered numbers from 1 to 3. The
amount of numbers should be not more than 4. Other characters and numbers are not
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allowed.
Template:

A[1-3]{4}s

Example 2:

For a card code, it is necessary to limit the code length to 8 characters, at least 1 character for
input. In this case, it is allowed to enter uppercase Latin letters A, B, C, D, E, F.

Template:

MI(A-F), (0-9)1{1,8}%

5. Click the Apply button (7) to save the settings.

Configuring access cards is complete.

5.5 Configuring control readers in the Access Manager
It is possible to specify the list of control readers used for assigning access cards or adding biometric parameters to
users in the Access Manager interface window while configuring the Access Manager program module.

() Note

Any reader from the ACS integration modules (see ACS integration modules), FSA/ACS (see ACFA Systems
integration modules) can act as a control reader, as well as the control readers themselves from the
control reader integration modules (see Control Readers Settings Guide).

To select control readers, do the following:

1. Go to the settings panel of the Access Manager object.
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2. Gotothe Readers tab (1).

Pozition
Fix pozition

onitar [‘l v]

e ;
LTS H:

Create users with APB
Mew departments are vizible in root

T e

ACFA PSIM 1.1 - Access Manager Module Settings and Operation Guide

Access cards IHEEIE'EIS | Cameras I Others | Standard fields | 3 I &

2 Confirm card entered by operatar

HID Omnikey control reader 1

3. Set the Confirm card entered by operator checkbox (2) if it's required that operator confirms assigning of

access cards to user.

4, Set checkboxes for those readers which should be available in the Access Manager window while access

cards or biometric data input (3).

5. To save changes click the Apply button (4).

Configuring a control readers in the Access Manager is completed.

5.6 Selecting available cameras in the Access Manager

The Access Manager program module allows specifying cameras which will be available in the Access Manager
window for setting photos to users.

To select available cameras, do the following:
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Fix pozition
b aritar [‘I - ]
e 3
' H:
Create uzers with APE

Mew departments are vizible in root

ACFA PSIM 1.1 - Access Manager Module Settings and Operation Guide

Readers] Cameras | Others | Standard fields | Additional fields |+ | *

Cameras | Use Compression Gateway

Cameral |Do notuse | Do not compress | Videogatel

Camera2 |Do notuse | Do not compress I_

Go to the Cameras tab (1).

In the Use column, from the drop-down list, select the camera stream (2).

() Note

documentation repository.

Camera objects are created on the Hardware tab of the System settings dialog window. Creating
and configuring Camera is described in the Axxon PSIM software package. Installing and Configuring
Security System Components Guide document. Current version of this document is available in the

In the Compression column, from the drop-down list, select the video stream compression level (3).

down list in the Gateway column (4).

. Ifvideo from camerais to be received using videogate, select the required Videogate object from the drop-

() Note

The corresponding Videogate object should be configured for data transferring with this camera.
Configuring the Videogate object is described in the Axxon PSIM software package. Administrator's
guide document. Current version of this document is available in the documentation repository.

To save changes click the Apply button (5).
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Selecting of available cameras is completed.

5.7 Configuring the user PIN code

Configuring the user PIN code allows you to set its format and perform the necessary checks to increase the
reliability and security of access.

To configure the user PIN code, do the following:

1. Gotothe PIN tab on the settings panel of the Access Manager object.
Rightz

_ _ . =
Digplay I Disstle PIN mask mode

Display 1 - Input mode

[Ed Mew root departn

Apply Undo

2. From the PIN mask mode drop-down list, select the mask mode of the user PIN code:
« Do not mask—PIN code isn’t masked with dots;
« Mask view—PIN code is masked with dots when reading user data;
« Mask always—PIN code is always masked with dots.
3. From the Input mode drop-down list, select the input mode of the user PIN code, further settings depend on

it
a. Common—any variant of the PIN code is allowed. It is allowed to enter symbols, letters and numbers.

If you select this mode, you can go to step 10 to apply the settings.

() Note

All further settings are made for all modes except for the Common mode.

b. 3digits—PIN code must contain three digits.
C
d. 9digits—PIN code must contain nine digits.
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e. Range—PIN code is within the specified numeric range.
®  Departments ; Al (@ T2 Rights |mes Cards
= PIM =] 1= Fields

PIN mask mode

Input mode

Leading zeros

Repeat Mimor  Increment  Blacklist
se
Settings

Permissible repeat count

Minimal group length
Do not check leading zeros

Check inside

4. From the Leading zeros drop-down list, select the mode of setting zeros at the beginning of the PIN code:
a. Ignore—leading zeros aren’t considered as characters.
b. Required—leading zeros are considered as characters.
c. Auto—leading zeros are entered automatically, completing the PIN code to the required number of
characters.
5. To enable the required PIN checks, go to the corresponding Repeat, Mirror, Increment, Blacklist tab and
set the Use checkbox.
6. To enable the check of the repeating characters, go to the Repeat tab.
a. From the Permissible repeat count drop-down list, select the maximum number of allowed
character repetitions in the PIN code. The range of values depends on the input mode selected in
step 3.
b. From the Minimal group length drop-down list, select the number of characters in the group to
search for repetitions. The range of values depends on the input mode selected in step 3.
c. Setthe Do not check leading zeros checkbox to disregard leading zeros when searching for
repetitions. By default, the checkbox is clear.
d. Setthe Check inside checkbox to search for repetitions in the entire PIN code. By default, the
checkbox is clear.
7. To enable the check of the repeating characters in the mirror image, go to the Mirror tab.

Repeat Mimor  Increment Blacklist
Use

Settings

Minimal side length

Do not check leading zeros

Check inside

a. From the Minimal side length drop-down list, select the number of characters in the group to search
for repetitions in the mirror image. The range of values depends on the input mode selected in step 3.

b. Setthe Do not check leading zeros checkbox to disregard leading zeros when searching for
repetitions in the mirror image. By default, the checkbox is clear.
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c. Setthe Check inside checkbox to search for repetitions in the entire PIN code in the mirror image. By

default, the checkbox is clear.
8. To enable the check of increasing and decreasing character sequences in the PIN code, go to the Increment

tab

[ Repeat iror  cremert Baciis: [

Use

Settings

Permissible “stair’ length

Checking mode
Do not check leading zeros

Check inside

a. From the Permissible ‘stair’ length drop-down list, select the number of characters in increasing/
decreasing order from which the search will be performed. The range of values depends on the input
mode selected in step 3.

b. From the Checking mode drop-down list, select the type of check:

i. Both—sequences of characters are checked in increasing (increment) and decreasing
(decrement) order.
ii. Increment—sequences of characters are checked in increasing order.
iii. Decrement—sequences of characters are checked in decreasing order.

c. Setthe Do not check leading zeros checkbox to disregard leading zeros when searching for
sequences of characters in increasing and decreasing order. By default, the checkbox is clear.

d. Setthe Check inside checkbox to search for sequences of characters in increasing and decreasing
order in the entire PIN code. By default, the checkbox is clear.

9. To enable the search for certain PIN codes, go to the Blacklist tab.

[ Repeat tiror —incremert Baciis. [

¥ Use

Settings

Configuration of the Access Manager module- 34



ACFA PSIM 1.1 - Access Manager Module Settings and Operation Guide

=
a. Toadd a PIN code to the blacklist, click the -!_ button. The Add PIN code window will open.

Add PIN code B
| 8746 |
[ Confirm ]

i. Enterthe required PIN code in the blank field.
ii. Click the Confirm button. As a result, the specified PIN code will be added to the list of
prohibited PIN codes.

[Fepeat o —ncrenert ot [

(@ Note

To remove the PIN code from the blacklist, click the ')(J button.

10. Click the Apply button to save the settings.

Configuring the user PIN code is complete.

5.8 Configuring the prohibition of new user parameter duplicates in
Access Manager

Configure the prohibition of duplicate parameters for new users as follows:
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1. Go to the settings panel of the Access Manager object and switch to the Others tab (1).
| Cameras T0thers | Standard fields | Addtional fields| e

1 Aocess Manager 1
Critena of uzer parameters duplicates
Dizplay || Dizable P
| E Full Mame [Nnt Lized - |
izpla .
i External D 3|:| Yehicle licensze plate DEI
Pasition PIN code 45
__|Fi positien Interaction with Face Recagnition Server
P anitor [‘I -
> Recognition Server [Fa-:e Fecognition Server 1 v]
W H: FestdPl part 10000 =

[] Create users with APE
Mew departments are vizsible in oot M odule version I 1.1.01

2. From the Full Name drop-down list (2) select a method for identifying duplicate user records:
a. Notused - it's accepted to add users with equal full name.
b. Surname, name - it's forbidden to add users with equal name and surname even if patronymic is
differed.
c. Surname, name, patronymic - it's forbidden to create users with equal full name.
Set the External ID checkbox if you want to forbid creating users with the same external identifiers (3).
Set the PIN code checkbox if you want to forbid creating users with the same PIN codes (4).
5. Setthe Vehicle license plate checkbox if you want to forbid creating users with the same vehicle plate
numbers (5).
6. To save changes click the Apply button (6).

> w

Configuring the prohibition of duplicate parameters for new users is completed.

5.9 Configuring the interaction with the Face PSIM Face recognition
server

Configuring the interaction with the Face PSIM Face recognition server allows to check the quality of a recognized
face before assigning it to the user.

The interaction with the Face recognition server is configured as follows:
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1. Goto the Others tab (1) of the Access Manager object settings panel.

1 AsEsEEMAnagALT | Cameras /] Others | Standard fields | Addiional fisids me
Critena of uzer parameters duplicates
Dizplay || Dizable
| T Full Mame [Nu:-t uzed v]
izpla
by External ID [ wehicle licenze plate &l
Pozition FIM code 0
__|Fi positien Interaction with Face Recagnition Server
P anitor [‘I -
> Recognition Server [Fa-:e Fecognition Server 1 - ]2
'W': H: RestaPl part 10000 L 3

[] Create users with APE
Mew departments are vizible in root

b odule werzion I 1.1.0.1

2. From the Recognition Server drop-down list (2), select the Face Recognition Server (for details, see Face
PSIM. Administrator's Guide), which will check the quality of photos that are being added.

3. Inthe RestAPI port field (3), specify the port used for connecting to the Face Recognition Server. The default
value is 10000.

4. Click the Apply button (4) to save the settings.

The interaction with the Face PSIM Face recognition server is now configured.
5.10 Configuring fields displaying in user accounts

5.10.1 Configuring Main department type
The Main department type defines fields of the user profile available in Access Manager for view and edit by
default.

() Note.

Fields visibility can also be restricted by Type of department and/or Operators' permissions in AM
objects - see Configuring a type of department in the Access Manager and Configuring availability of fields
depending on operator rights in the Access Manager.
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() Note.
Fields visibility configured in the Main type of department is applied if Main type is selected for the
department while editing in the Access Manager (see Editing a department).
Configure the Main department type as follows:

1. Go to the Access manager object settings panel. The object is created under the Display object on the
Interfaces tab of the System settings dialog box.

T 7| [—— b anager 1 Cameras I Others | Standard fields"} &dditional fields ol ebai|

Bisplay I Dok Mame of field Category =
|Displa_l,l'| Surname Edit 0. Full name
= Mame Edit 0. Full narme
Enili':cn;usitinn Patronymic Edit 0. Full name 3
Kt ['I = Perscnnel number | Edit 1. Personal data
» External ID Edit 1. Personal data
i n Position Edit 1. Personal data i
Date of hiring: Edit 1. Personal data
Date of firing Edit 1. Personal data
Temnporary AL act...| Edit 1. Personal data
Temporary AL ex... | Edit 1. Personal data
Access cards Edit 1. Personal data
Commencement ... | Edit 1. Personal data
Card expiry date Edit 1. Personal data
Date of card issue | Edit 1. Personal data
| Create users with APB Mumber of card I... | Edit 1. Personal data
Mew departments are vizible in root e g Z e ik

2 3 4

2. Go to the Standard fields or Additional fields tab (1).
3. Available fields are shown in the Name of field column (2).

() Note.

See Setting user parameters for details on the fields.

4. Setvisibility and editability of each field as necessary. For that:
a. Select one of the following values in the (3) column:
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Value Description

Hidden  Thefield is not displayed in the list while editing or viewing user

Read The field is displayed in the list while editing or viewing user but is not editable
only
Edit The field is displayed in the list while editing or viewing user band is editable.

Note. The Card issued by and Access level assigned by fields are always not editable as
so as these fields are automatically filled with the name of the Operator assigning/
changing card or access level.

b. Enter name of the group to display the field in the list of user's parameters in the Access Manager
interface window in the Category column (4). Category name is arbitrary. If it is not specified, the
parameter is shown in Other group.

() Note.

Categories are sorted alphabetically. Use number prefixes in the name to set strict order of
sorting.

5. Click Apply to save settings (5).

Configuring the Main department type is completed.

5.10.2 Configuring a type of department in the Access Manager

Type of department defines fields of users available to view and edit in the Access Manager interface window.

() Note

Visibility of fields is defined by operator rights - see the Configuring availability of fields depending on
operator rights in the Access Manager section.

To configure type of department, do the following:
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1. Go to the settings panel of the Type of department object which is created on the basis of the Access
Manager object.

Interfaces Programming

Wizard 11 Type of department 1.1 Standard fields | Additional fields

MName of field Category | =

=@ Display 1 Access Manager Disable

El Access Manager 1 |AccessMamager1 (Surname  |Hidden
=% Types of departmen MName Hidden
B ¥ o] Type of department 1.1 % |{| Patronymic Hidden =
Err— | :
f 2 m]|| Personnel number |Hidden
Template External ID Hidden
Apply 3 Position Hidden

Date of hiring: Hidden
Date of firing Hidden
Temporary AL ac... [Hidden
Tempaorary AL ex... [Hidden
Access cards Hidden
Commencement... Hidden
Card expiry date | Hidden
Date of card issue |Hidden
|| Number of card I... | Hidden

2. From the Icon drop-down list (1) select the icon for displaying of department in the Access Manager
window.
3. Itis possible to select template types of departments in the Access manager module for convenience and
availability of general fields settings. To perform it, do the following:
a. From the Template drop-down list (2) select the required template of department type (3).
Templates of following department types are available: Employees, Visitors, Vehicle.
b. Click the Apply button to apply the template (3). As a result values in correspondence with the
selected template will be displayed in the Standard fields and Additional fields tabs.

A Attention!

Settings of the Type of department object won't be saved while clicking the Apply button.
This button only changes values of fields to the specified values in the template. To save
these settings click the Apply button when all settings will be completed.

4. Ifit's required to set visibility and availability for required fields editing manually, do the following:
a. Inthe column (4) from the drop-down list select one of the following values:

Value Description

Hidden The field is not displayed in the list of user parameters while
viewing and editing

Read only The field is displayed in the list of user parameters while viewing
and editing but is not available for editing
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Edit The field is displayed in the list of user parameters while viewing
and editing and is available for editing.

Note. It is not available to edit Card issued by and Access level
assigned by fields because these fields are filled in automatically
by the operator data while changing/assigning access level or
access card.

(@ Note

See also the description of fields in the Setting user parameters section.

b. Inthe Category column enter the name of group in which the field will be displayed in the list of
users parameters in the Access Manager window while editing and viewing. Category name can be
optional. If category is not specified, the field will be displayed in the Other category of the list of
parameters.

(@ Note

Categories in the list are sorted by alphabet. If it's required to strictly define the order of
categories, use numeral prefix as for categories used in templates.

5. Ifitis necessary for this type of department to have its own parameters of access cards, make the
appropriate settings on the Access cards tab (4) (for details, see Configuring access cards).
6. To save changes, click the Apply button (5).

Configuring of department type is completed.

5.10.3 Configuring availability of fields depending on operator rights in the Access
Manager

The Access Manager program module allows restricting of visibility and availability for editing user fields depending
on operator rights in the Access Manager. Prohibition on performing operation with field in operator rights has
priority over availability of field for viewing and editing specified while configuring the type of department. For
example, if some field is available for editing in accordance to settings of department type, but its review is
forbidden by rights of some operator, than this field won't be visible to this operator. Conversely, if editing of field is
allowed by operator rights in the Access manager but the field is available only for reading, than the field will be
available for reading for all operators.

() Note

User reregistration in the ACFA PSIM software is required to apply changes when rights of the current
operator are changed.

To configure availability of fields depending on operator rights, do the following:
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1. Go to the settings panel of the Operators'' permissions in AM object, which is created on the basis of
the Access Manager object.

11 Operatars’ permizsions in A | Time zones | Flightsl Standard f|E|d$1AdditionaI fields 4
ﬁ

-

Access Manager Dizable Mo of il =
Irf-'«ccess Manager 1 Ao i
- Mame Hidden

[ULTSE;r"pg:::nissiunx 1 & Patronymic o =

Personnel number Hidden

External ID Hidden

Position Hidden B

Date of hiring: Hidden

Date of firing Hidden

Temporary AL activation date Hidden

Temporary AL expiry date Hidden

Access cards Hidden

Commencement of card Hidden

Card expiry date Hidden

Date of card issue Hidden

>,

[ Mew departments are visible in root 2

2. Select the required tab: Standard fields or Additional fields (1). By default, all user fields are hidden.

( Note

See also description of fields in the Setting user parameters section.

3. Inthe column (2) from the drop-down list select one of the following values:

Value Description

Hidden The field is not displayed in the list of user parameters while viewing
and editing

Read only The field is displayed in the list of user parameters while viewing and

editing but is not available for editing

Edit The field is displayed in the list of user parameters while viewing and
editing and is available for editing.

Note. Itis not available to edit Card issued by and Access level
assigned by fields because these fields are filled in automatically by
the operator data while changing/assigning access level or access card.

4. To save changes click the Apply button (3).
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Configuring of availability fields depending on operator rights is completed.

5.11 Configuring the ABBYY PassportReader SDK module

On the page:

« General information
about the ABBYY
PassportReader SDK
module

« Configuration
procedure

5.11.1 General information about the ABBYY PassportReader SDK module

The ABBYY PassportReader SDK module is used to fill out the users parameters in the Access Manager module
automatically after the images of the identification documents are recognized (passport, driver's license, passport
for traveling abroad, birth certificate, etc.), including the images of the identification documents of some CIS
countries (Azerbaijan, Belarus, Kazakhstan, Kyrgyzstan, Tajikistan, Uzbekistan) and foreign passports of any
country (MRZ analyzed) from the scanner or hard disk.

Manufacturer: ABBYY www.ABBYY.com

SDK version: 1.5.2

5.11.2 Configuration procedure
To configure the ABBYY PassportReader SDK module, do the following:

1. Create and configure the Access Manager module.
After the first start of the Access Manager module, the account_manager.run.config file will be created in the
<Axxon PSIM installation directory>Modules\ folder.
Open this configuration file for editing.
3. Setthe value of the AbbyyAPIEnabled key to True. The default value is False.
</setting>
<setting name="AbbyyAPIEnabled" serializeAs="String">
<value>True</value>
</setting>
<setting name="MainBackColor" serializeAs="Strina">
Save the changes in the edited account_manager.run.config file.
Install a hardware protection dongle for the operation of the ABBYY PassportReader SDK module.
Restart ACFA PSIM.
As a result, the button for accessing the ABBYY PassportReader SDK module will become active in the Access
Manager module (see Filling out the user parameters using the ABBYY PassportReader SDK module).

N

No ok

Configuring the ABBYY PassportReader SDK module is complete.
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A Attention!
You cannot activate AbbyyAPI and ScanifyAPI simultaneously.

5.12 Configuring the Worktime subsystem

For the correct operation of the Worktime subsystem, do the following in the specified order and in full:

1. Create the Worktime support object on the basis of the Access Manager interface object.

Architecture Hardware Interfaces Frogramming

A4 [ Disable OCaLHOST

S ttp:/Hlocalhost 8081 freports/!

2. Go to the settings panel of the Worktime support object.

3. Inthe Archive depth, days field, specify the time of storing the events archive in days, after which the event
is deleted from the archive. If you leave 0 (the default value), the archive won’t be automatically cleared.

4, From the Report server drop-down list, select the computer on which you created the Time and
Attendance reports object (part of the WEB Report System PSIM) and whose database contains all
information about access.

5. Inthe Report Server address field, specify the server address of the WEB Report System PSIM. For the
information about configuring and working with the system, see WEB Report System PSIM. User Guide.

(@ Note

If the server of the WEB Report System PSIM has a static ip, and you plan to generate reports from
another subnetwork, you must explicitly specify the IP address of the server of the WEB Report
System PSIM.

6. Click the Apply button to save the changes.

7. Restart ACFA PSIM.
After that, the Worktime tab will appear in the Access Manager interface window.
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8.
9.

10.

11.
12.
13.
14.
15.
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€3 Access Manager 1 oS O =

-

i Worktime
an Departments @ Time zones n Access levels \‘ Reqions and areas

Mame |ID Description Sliding Working time

Begin time End time

@ Periods ﬂ Schemes % Schedules ﬁ olidays :ﬁ Documents

Update the database using the UpdateDB Utility.

Configure the regions for the ACS Readers (see Appendix 1. Configuring Regions for the ACS Readers to work
with the Time and Attendance subsystem).

Create and configure:

() Note

We recommend that you read The Worktime tab of the Access Manager interface window.

Create work periods (see Work periods).
Create work schemes (see Work schemes).
Create work schedules (see Work schedules).
If necessary, configure holidays (see Holidays).
e. If necessary, create and configure documents (see Documents).
Assign work schedules to departments (see Assigning a work schedule to a department).
Assign work schedules to employees (see Assigning a work schedule to a user).
Assign documents to employees (see Assigning documents to a user).
Configure the WEB Report System PSIM (see Working with the reports).
To account for employee passes made before configuring the Worktime subsystem, use the UpdateDB Utility
and re-account the databases (see Starting and working with the UpdateDB Utility).

N oow
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6 Working with the Access Manager software module

6.1 Starting and stopping the Access Manager module

The Access manager window is a standard interface window of the ACFA PSIM software window. Starting and
closing of this window is performed using the Display menu of the main control panel.

(@ Note

The Access Manager object is to be created on the basis of the corresponding display on the Interface tab
to run the Access Manager software module.

> Closeall

I Display1

To display the Access Manager interface window select the Display object on the basis of which the corresponding
Access manager object is created. To hide the Access Manager window select the Close all.

General view of the Access Manager window see in the Access Manager module interface section.

To close the Access Manager window use the button. So for repeat opening of this window double click

=
the icon in the Windows system tray. Pointing to thisicon =4 | the name of the Access Manager object
corresponding to the Access Manager interface window will display.

() Note

The module icon is displayed in the Windows system tray depending of the value of the DebugLevel setting
in the HKLM->Software->Wow6432Node->AxxonSoft->PSIM->Debug branch of the Windows Registry. If this
parameter is set to 0, empty or missing, the icon will not be displayed. If the parameter has a non-zero
value, the icon will be displayed.

6.2 General operations with the Access Manager interface elements

6.2.1 Selecting a view of displaying objects list in the Access Manager

In the Access manager software module it's possible to configure the view of user lists, time zones and access levels.
The following displaying types are available:
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. Table.
Full Name | Dateof cardissue | PINc... | Userlocked | Antipassback |
; Smith John 01.01 0007 0:00:00 Mo Mo
:.. Smith Jeremy 13.04 2016 13:25:11 Mo Mo

. Largeicons.

A~ ~
a a

Smith John Smith Jeremy

Note

The Large icons view is used on default for user list, times and zones and regions and areas list; Table and
List views are used for access levels. The latter can not be changed.

To select the view of displaying use functional menu opened by right mouse click in free space of objects list or any

user.

Wick John

| View b | List

il Serting » Table

+  MNew Large icons
Q Search b

6.2.2 Selecting a way of sorting objects in the list

In the Access Manager software module it's possible to select the following ways of sorting user lists, time zones and
access levels if the List or Large icons view is selected:

1.
2.

By name.
By number.

To select the way of sorting use functional menu opened by right mouse click in free space of objects list or any

user.
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Wick John
B View 3
HL Sorting 4 By name
+  MNew By number
Q Search 3

To sort values in the list by some field if the Table view is selected, click the left mouse button on the title of column
with field name.

Date of card issue
s omith Jeremy! 13.04 2076 13:25:11

01.01.00071 0:00:00
a Smith John  01.01.0001 0:00:00 Mo Mo 01.01.0001 0:00:00

6.2.3 Change elements sizes of the Access Manager window interface

It's possible to change elements sizes of the Access Manager window interface using mouse. Pointing to border
between interface elements of the Access Manager window, the cursor will be as follows.
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P —

©> Access Manager1 E=N EeRS
) ™ =

an Departmerts @ Time zones (¢ ] Accesslevels | ' ' Regions and areas
. .; Department 1 H H Iser card
------ s DeEpatment 2

Wick John

Access level  Comment

Basic | Additional

Access levels Access level 1
Exdemal ID

D 1

MName Department 1
Type of depatment  Main

Lzers .

It's possible to move the border between interface elements holding the left mouse button.

6.2.4 Keyboard shortcuts for working with interface elements

Use keyboard shortcuts described in the following table while working with lists of users, time zones and access
levels.

To use the keyboard shortcut, the list of objects should be active. So before using the keyboard shortcut, left-click
in the area of the objects list.

Keyboard Description

shortcut

Ctrl+F Search for object

Ctrl+N Create new object

Ctrl+Del Delete an object. To use this shortcut, select an object in the list
Ctrl+Backs

pace
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Ctrl+Shift+M  Show/hide the user control panel in the Departments tab (see Viewing a list of users)

Ctrl+A Select all usersin the department / in search results / in the region

Ctrl+left Select multiple objects one by one. To use this shortcut, press the Ctrl key and, without releasing
mouse it, select each required object by clicking the left mouse button

button

Shift+left Select a group of objects. To use this shortcut, press the SHIFT key and, without releasing it,
mouse select the first and last object of the group by clicking the left mouse button. All objects in
button between will be selected automatically

Modal windows, with a few exceptions, are closed by pressing the Esc key.

(@ Note

For example, the Esc key cannot be used to close the user photo assignment window.

6.3 Working with time zones in the Access Manager software module

6.3.1 General information about time zones in the Access Manager software
module

Working with time zones is performed on the Time zones tab of the Access Manager window.

o

25 Access Managerl = |- B S|
; Departments @ Time zones ﬁ Access levels H:‘ Regions and areas
4 £ Time schedule 1 ”
{ e it Time schedule 1 {ID 1 !
o by Time schedule 2 o S e = @
Interval Mon Tue Wed Thu Fi Sat  Sun  Holiday
09:00-18:00 + + + * + +
19:00-20:00 +
[ Huoliday editor
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The Access Manager software module allows you to create, edit, copy, view, and delete time zones. At the same
time, the ability to create, edit and delete time zones may be prohibited when configuring the Access Manager
software module - see Rights for accessing the time zones in Access Manager.

Time zone is used as working schedule in the Access Manager software module. It's possible to set intervals of two
types:

1. Week interval. Time interval is set for specified days of the week.
2. Intervals of shift schedule. Interval is repeated with specified period starting from the specified day.

& Attention!

Few types of hardware support shift schedules in spite of their supporting in the Access Manager software
module. At most, time zones with shift intervals will be ignored by ACS integration. Exception to this case
applies if integration supports operation in the "Access request" mode when hardware request the
integration on access through the specified access point.

6.3.2 Creation of a time zone in the Access Manager software module

To create a time zone, do the following:

1. Go tothe Time zones tab of the Access Manager window.
27 Access Managerl E'@

™~ RIS ™ =) ’
@ Depatments O ime zones | @9 Accesslevels | - Regions and areas

iy L3 Time schedule 3 = || @
-4 &} Time schedule 1 ez R LOAR L AL AR BT s AL 15
ik &Y Time schedule 2

Holiday editor

2. There are two ways to create a new time zone:
a. Right-click in the free area of the list of time zones and select the Create root time zone item in the
opened function menu (1). In this case, the time zone will be created in the common list of time

zones.
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0% Access Managerl

» @ Time zones £ .
- Departments n
ERES] Group 1]
b B Time schedule 3 L
Time schedule 1 Inter
-t &4 Time scheduls 2

-+ Create root timezone
[ Create root folder
Q\ Quick search

b. Right-click on the folder and select the Create timezone item (2). In this case, the time zone will be
created in the specified folder.

22 Access Managerl

-~ ™
o Departments @ Time zones n Access e
EE‘ OUD ||

Create timezone

5 Tim{ +
Time: s [F Createfolder
Time scl
; )( Delete
>

Change folder
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3. Regardless of the way you select to create a time zone, the Edit time zone window will open.

.+ Edit time zone @

MName ime schedule 4

Week intervals
i Intervals of shift schedule

Save ] [ Cancel

4. Enter the name of creating time zone in the Name field.

() Note

The name should be unique. If a time zone with this name has already been created in the system,
then while saving, a corresponding message will be displayed and the zone will not be saved. Also,
the name should not contain the following characters: <| >.

5. Add week intervals to the time zone if it's required:
a. Click right mouse button on the Week intervals line and select the Add item in the opened functional

menu.
"+ Edit time zone @

MName Time schedule 4

-

----- Intervals of s Add

b. New interval will be created in the Week intervals group. Panel of interval configuring will display at
the bottom of the Edit time zone window.
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(@ Note

Name of the interval is a time period and specifying days in which interval operates within
brackets. Apart of week days separated by commas, the following values can be specified:
1. Empty interval.

2. Whole week.

3. Whole week and on holiday.

4. 0On workdays.

5. 0n workdays and on holiday.

6. On the weekend and on holiday.

7. 0n the weekend.

8. Only on holiday.

c. Enterorset usingslider time of interval start in the Start field (1).

F -

_+ Edit time zone @

MName Time schedule 4

=+ Week intervals

S 08:00-18:00 [empty interval)
i Intervals of shift schedule

Interval parameters

Start 8:00:00 AN {}

End 6:00:00 Ph-2 0 2

3/ 000 000 OO0
Sun Mon Tue Wed Thu Fi 5Sat| Holidays 4

—

I Save I [ Cancel ]

d. Enter or set using slider time of interval end in the End field (2).
e. Set checkboxes corresponding to days in which interval should operate (3).
f. Ifit's required to include holidays in the interval, set the Holidays checkbox (4).

(@ Note

Working with holidays is described in the Edit holidays section.
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To delete interval, click right mouse button on the interval and select the Delete item in the
opened functional menu.

' Edit time zone

MName

-

==

Time schedule 4

=R Week intervals

M 03:00-18:00 {empty i’
i Intervals of shift scheduls

Delete

g. Repeat steps a-f for all required week intervals.
6. Add intervals of shift schedule to the time zone if it's required:
a. Click right mouse button on the Intervals of shift schedule line and select the Add item in the

opened functional menu.

" Edit time zone

MName

Time schedule 4

-

5

- Week intervals
L Intervals of shift schedula

Add

b. New interval will be created in the Intervals of shift schedule group. Panel of interval configuring
will display at the bottom of the Edit time zone window.

() Note

Name of the interval is a date of interval start, time interval and period of interval repetition

in days.
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-

c. Enterorsetusingslider time of interval start in the Start field (1).

ExH

fb Edit time zone

MName Time schedule 4

&- Week intervals
- Intervals of shift schedule

Imterval parameters

Start 8:00:00 AN b 1
End 6:00:00 PN 2 (} 2
Statdate  Wednesday, Apil 2~ 3 Peied | 7 |34

[ Save H Cancel ]

d. Enter orset usingslider time of interval end in the End field (2).
e. Enterthe start day of shift schedule in the Start date field using keyboard or calendar opened by

B~ button clocking (3).

Period 7

Statdate  Wednesday, Apri sz__j
1 April, 2020 L3
Sun Mon Tue Wed Thu Fn Sat E
% 3 AN 1 2 3 1M
5 & 7 8 85 10 1
12 13 14 15 16 17 18
19 2 A 23 M 35
% 27 B X W 1 2
3 4 5 5 T & 8
[ ] Today: 22-Apr-20

f. Inthe Period field using up-down buttons enter the number of days in which the interval of shift

schedule will be repeated (4).

(@ Note
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To delete interval, click right mouse button on the interval and select the Delete item in the
opened functional menu.

-

" Edit time zone e

MName Time schedule 4

- Week intervals
=) Intervals of shift schedule

B From Wednesday, Aprl 27 g
Delete

g. Repeat steps a-f for all required week intervals.
7. Click the Save button.

" Edit time zone e

MName Time schedule 4

& Week irtervals
: - 08:00-18:00 {empty interval)
=) Intervals of shift schedule

Interval parameters

Start 2:00:00 AN2 (}
Eindl 6:00:00 PALS (J

Start date Wednesday, Apil 2= Period FA

As a result, the created time zone will be displayed in the time zone list.
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<5 Access Managerl

= e~

- [ —
an Departments @TIITIEZONEE n Access levels L\'} Regions and areas

BE" Group 1

T

&} Time schedule 3

Time schedule 4 (ID 4)

& scheduls 1
me schedule 2

Holiday editor

Interval Sun Mon Tue Wed Thu
028:00-18:00 + + + + +

Fi  Sat Holiday Date Interval  Period

+

Wednesday, Aprl 22, 2020 )

6.3.3 Editing a time zone in the Access Manager software module

Editing of time zone involves adding and deleting intervals from time zone and changing configured intervals. To
start editing of time zone double click the required time zone in the list on the Time zones tab. As a result, the Edit

time zone window will open.

Also this window can be opened by double click of left mouse button on interval in the list of selected time zone.

i

25 Access Manager1

"-* Time schedule 2

=

R=R HOH =5

; Departments C")TII'HE zones a Access levels ”'.,,} Reqgions and areas

Time schedule 1 (ID 1) E";-”@

Interval Mon  Tue
05:00-18:00 + +
15.00-20.00

Holiday editor

Wed Thu Fi  5at Sun Holiday

+

+ i
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The clicked interval will be selected in the opened window. Working with this window is the same as while creating
time zone - see Create time zone section.

f" Edit time zone @

MName Time schedule 1

& Week intervals

[09:00-18:00 {on workdays)
© - 19:00-20:00 {onty on holiday)
i Intervals of shift schedule

Interval parameters

Start 5:.00:00

13
|

End 18:00:00

M MM M M M O O O
Mon Tue Wed Thu Fi Sa  5Sun Holidays

afr
<

Save ] [ Cancel ]

6.3.4 Search for time zone
Going to search for time zone

In the Access Manager software module it's possible to search for time zone by name and ID. To search for time
zone, do the following:
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L2 Access Manager 1

BB (HCH =55

fa
Departments @ Time zones | gry Access levels

i) .
¥ Regions and areas

IEIE Group 1
¢ LoDy Time schedule 3

Time schedule 1 (ID 1) 'Ir-”@

L3 Time schedule 4

Irterval Sun

08:00-18:00 +

-+ Create root timezone

[ Create root folder
Q Quick search

[ Holiday editor

Mon Tue Wed Thu Fi  Sa  Heliday

+ + + + +

2. Click the right mouse button in free area of time zone list.

3. Inthe opened functional menu select the Quick search item. The Search for time zone window will open.

Going to search for time zone is completed. Working with the Search for time zone window is described in the
Working with the Search for time zone window section.

Working with the Search for time zone window

The Search for time zone window is opened while searching for time zone (see the Going to search for time zone)
or while configuring access level (see Creation of an access level section).

Working with the Search for time zone window is performed as follows:
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1. Ifit's required to filter time zones by name, enter the name or its part in the Name field (1). If name of time
zone is not specified, the filtering by this field won't be performed.

~ Search for time zone @
Search parameters

MName 1

ID 2

Remove empty || 3

fﬁ;me Mumber \

Time zone 1 1

-

\. /

2. Ifit's required to filter time zones by ID, enter identical number of required time zone in the ID field (2). If ID

is not specified the filtering by this field won't be performed.

If time zones without intervals are not required in search result, set the Remove empty checkbox (3).

Click the Enter button on the keyboard.

5. Time zones satisfying to search terms will be displayed in the table of search results (4). Search is case-
insensitive. All objects corresponding fields of which contain specified values will be found.

> w

To sort search results click the left mouse button on title of corresponding column.

While double click on time zone, the Search for time zone window will be closed and corresponding time zone will
be selected in the list in the Time zones tab or will be added to configured access level.

Search for time zone is completed.

6.3.5 Editing holidays
To edit holidays, do the following:

1. Go to the Time zones tab of the Access manager window.
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22 Access Managerl

-
o Departments CL) Ti

|
3 o)
me Zones n |

MName

Mumber

{ LiTime zone 1

2

1

Huoliday editor
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3. The Edit holidays window containing list of holidays will be opened.

a5 Edit holidays

X

( Add

)

o

Save

J

Cancel
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4. To add holiday click the right mouse button in free area of holidays list and select the Add item in the

opened functional menu. The calendar will display.

a5l Edit holidays £3

(:_ Maii 2019 }

Ma Br Cp Yr Ir CB Be
020 4 2 T 4 &
11 6 7 8 910 11 12

13 14 15fif117 18 19
0N 2 B MBI
77T 28 29 3031 1 2
3 4 56 7 8 9

5 [ Today: 16.05.2019_/
2 OK Cancel

[ Save ][ Cancel

5. Select holiday date in the calendar (1) and click the OK button (2). The holiday will be added to the list.

o2 Edit holidays 3]

16man 2019

[ Save ][ Cancel

6. Repeat steps 4-5 for all required holidays.

() Note

To delete holiday click the right mouse button on it and select the Delete item in the opened

functional menu.
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a2 Edit holidays

iq Delete

[ Save ” Cancel ]

7. Click the Save button.

o2 Edit holidays
16 man 2019T.

G o=

Editing of holidays is completed.

6.3.6 Managing the list of time zones

The list of time zones is managed in the Access Manager using the context menu, invoked by right-clicking in the
free area of the list of time zones.
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©2 MAccess Managerl

] M =
oy Departments @ Time zones n Access levels - Regions and areas
St New folder Time schedule 1 (ID 1) :r-”@
. &) Time schedule 3
# Time schedule 1 Interval Sun Momn Tue Wed Thu Fi  5Sat  Holiday
ief b3 Time schedule 2 08.00-1800 = e i i 5 T

-+ Create root timezu:une1
[ Create root folder 2

Q Quick search 3

Huoliday editor ]

The context menu commands are described in the table.

Ne Comman Description
d

1 Create Adds a new time zone to the list of time zones. When you select this command, the Edit time
root zone window opens, where you can specify a name for a new time zone and add week
timezone intervals/intervals of shift schedule to it. For details on creating a time zone, see Creation of a

time zone in the Access Manager software module.

2 Create Adds a folder for grouping time zones to the list of time zones. When you select this command,
root the Folder options window opens, where you can specify a name for the new folder.
folder

3 Quick Launches the quick search window for time zones in the list. When you select this command,
search the Search for time zone window opens, where you can search for time zones by various

criteria. For details on searching time zones, see Search for time zone.

A separate time zone in the root of the list of time zones is managed using the context menu invoked by right-
clicking on the time zone.
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25 Access Manager 1 EI@

™ ™ =,

oy Departments @ Time zones n Access levels 7 Regions and areas
Ity Mew folkdes Time schedule 1 (ID 1) = || B
i {53 Time schedule 3

E X 1 rval Sun Mon Tue Wed Thu Fi  Sat  Holiday

Delete
------ £ &3 Time . D0-18:00 + + + + + +
Lfm| Create copy 2

& Changefolder 3

[ Huoliday editor ]

The context menu commands are described in the table.

Ne Comman Description

d
1 Delete Deletes the time zone after confirmation from the user.
If deletion of assigned time zones is forbidden (see Setting the prohibition of deleting non-
empty departments, assigned ALs and TZs), then the time zone can only be deleted if it is not
assigned to any access level. When you try to delete an assigned time zone, the Invalid
operation warning is displayed indicating access levels to which the time zone is assigned.
2 Create Copies the selected time zone. When you select this command, the Edit time zone window
copy opens, where you can modify the copy, if necessary. For details on editing a time zone, see
Editing a time zone in the Access Manager software module.
3 Change Moves the time zone to the selected folder. When you select this command, the Search for
folder folder window opens with a tree of available folders. After you select the required folder,

press the Enter key on the keyboard or the OK button in the folder selection window.

An individual folder in the list of time zones is managed using the context menu invoked by right-clicking on the
folder.
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25 Access Manager 1 EI@

] M =
oy Departments @ Time zones n Access levels P Regions and areas
— 1

By E!!! =
e e Createtimezu:une1 = ||@
=Y Tin =3."]. Create fu:ulderz Tterval Sun Momn Tue Wed Thu Fi  5Sat  Holiday

...... [

i b 4 Delete 3
] Changefnlder4

[ Huoliday editor ]

The context menu commands are described in the table.

Ne Comman Description
d

1 Create Adds a new time zone to the folder. When you select this command, the Edit time zone
timezone  window opens, where you can specify a name for a new time zone and add week intervals/
intervals of shift schedule to it. For details on creating and editing a time zone, see Creation of
atime zone in the Access Manager software module.

2 Create Adds a subfolder. When you select this command, the Folder options window opens, where
folder you can specify a name for the new folder.
3 Delete Deletes the folder after confirmation from the user.

If deletion of assigned time zones is forbidden (see Setting the prohibition of deleting non-
empty departments, assigned ALs and TZs), then the time zone can only be deleted if it is not
assigned to any access level. When you try to delete an assigned time zone, the Invalid
operation warning is displayed indicating access levels to which the time zone is assigned.

4 Change Moves the folder to the selected folder. When you select this command, the Search for folder
folder window opens with a tree of available folders. After you select the required folder, press the
Enter key on the keyboard or the OK button in the folder selection window.

A separate time zone located inside a folder is managed using the context menu invoked by right-clicking on the
time zone.
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©2 MAccess Managerl EI@

-, ™ ™
oy Departments @ Time zones n Access levels - Regions and areas
- New folder Time schedule 3 (ID 3) & ” T
B e l. Time scheatal= 1
©) Time schedule | X Delete , Mon Tue Wed Thu Fi Sat Holiday

b '- Time schedule 2 |_|—'a| Create copy 2

& Changefolder3
F anetnru:u:ut'd'

Huoliday editor ]

The context menu commands are described in the table.

Ne Comman

d

1 Delete

2 Create
copy

3 Change
folder

4 Move to
root

Description

Deletes the time zone after confirmation from the user.

If deletion of assigned time zones is forbidden (see Setting the prohibition of deleting non-
empty departments, assigned ALs and TZs), then the time zone can only be deleted if it is not
assigned to any access level. When you try to delete an assigned time zone, the Invalid
operation warning is displayed indicating access levels to which the time zone is assigned.

Copies the selected time zone. When you select this command, the Edit time zone window
opens, where you can modify the copy, if necessary. For details on editing a time zone, see
Editing a time zone in the Access Manager software module.

Moves the folder to the selected folder. When you select this command, the Search for folder
window opens with a tree of available folders. After you select the required folder, press the
Enter key on the keyboard or the OK button in the folder selection window.

Moves the time zone from the folder to the root of the time zone list.
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6.4 Working with access levels in the Access Manager software module

6.4.1 General information about working with access levels in the Access Manager
software module

Working with access levels is performed on the Access levels tab of the Access Manager window.

27 Access Manager1 E'
- [ =
o Departments @ Time zones | [ Access levels +, Regions and areas
= Group 1 ” I
ol Access level 1 =4 L
g Access level 2 Arcess poirt D Time schedule Am  Disaming  Load
------ Access level 3

The Access Manager software module allows creating, editing, copying, viewing and deleting access levels. At that,
possibility of creating, editing and deleting access levels can be forbidden while configuring the Access Manager
software module - see the Rights for accessing the access levels in Access Manager section.

6.4.2 Creating access levels

To create access level, do the following:
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1. Gotothe Access levels tab of the Access Manager window.

-~ ] ~
- Departments @Timezones n Access levels '-\‘} Regions and areas

P Access level 1 |

: Access level 2 (ID 2

: Access level 2 = o

L[5 New folder Access point D Time schedule
AEQS Door 1 LL1

Time zone "Always"

<

2. There are two ways to create a new access level:
a. Right-click in the free area of the access level list and select Create root level item (1) in the
functional menu. In this case, the access level will be created in the root list of access levels.

~ [ —
Access levels ()
Py Departmerts @ Time zones n % I

e Access level 1

----- Access level 2

E‘ Mew folder Access paint
AEDS Doar 1

-+ Create root level 1
[F Create root folder
Q Cuick search

b. Right-click the folder and select Create access level item (1). In this case, the access level will be
created in the selected folder.

(] M =y
Access levels 1)
& Departments @ Time zones [N “

T Access level 1
----- Access level 2

----- Access level 3 Access point

-+ Create access level 1
3 Create folder

»  Delete

& Change folder

3. Ifyou select any of the commands, the Edit access level window will open, enabling you with the following
actions:
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& Edit access level *

MName |

Save . Cancel

a. Inthe Name field (1), enter name of the access level.

(@ Note

The name should be unique. If an access level with the same name has already been created
in the system, then the attempt to save will fail and a corresponding message will be
displayed. Also, the name should not contain the following characters: <|>.

b. Inthe free area of the list of access rules (2), add a rule that links the access point with the time zone:
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i. Right-click on a free area of the list of access rules and in the Add link of another type
functional menu that opens, select the required reader type from the list.

£ Edit access level x

Name | Access level 4 |

@ =

o =

&= Add link of another type  » AEQS Door

Face Recognition Server

Smart card reader

| :

ii. Ifthereis only one access point of this type, or if there is only one available access point from
several access points of the same type, then it will be added automatically.
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iii. If there are several access points of this type, then the Search access point window will open,
which will display all available access points of this type.

ﬁ Search access point >
Search parameters

Type All types of access points W 1

Area v @

Region ~|3

Mame | |4

D | 5

.. AEOS Door 1(1.1.1)
.. AEQS Door 2(1.1.2)
... AEDS Door 3(1.1.3)

oK
iv. To search and select an access point, do the following:

() Note

The suitable access points are searched automatically as you specify the search
parameters.

1. Select type of access point from the Type drop-down list if it's required (1).

2. Select the location of the access point from the Area drop-down list if it's required (2).

3. Select the location of the access point from the Region drop-down list if it's required
(3).

4. Enter name of access point or its part in the Name field if it's required (4).

5. Enter ID of required access point in the ID field if it's required (5).

6. After completing the selection of access points, click the OK button (6).

v. To select an access point from the list of available access points, double-click on the required
object.
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vi. Toselect all available access points of this type at once, right-click on the parent object to
open the Select all visible functional menu (1).

E Search access point >
Search parameters

Type All types of access points e

Area w

+  Select all visible 1]

. AEOS Door 2(1.19)
i.. AEOS Door 3(1.1.3)

vii. You can deselect all selected access points by right-clicking on the parent object to open the
Deselect all visible functional menu (1).

a Search access point >
Search parameters

Type Al types of access points e

Area v

Region e

Mame | |

: | |

- AEOS Door 2 (1.1.2)
- AEOS Door 3 (1.1.3)

(@ Note

+ Select all visible and Deselect all visible commands can be applied only to
those access points that are currently displayed in the list of access points.
+ Selected access points are highlighted in bold in the list.

Working with the Access Manager software module- 74



ACFA PSIM 1.1 - Access Manager Module Settings and Operation Guide

4. You will go back to the Edit access level window. The panel for configuring the access level will be displayed
at the bottom.

& Edit access level .

Mame | Access level 4

= .H..EOS Dioar
- AEOS Door 1(1.1.1) - Time zone "Always"
i AEQS Door 2(1.1.2) - Time zone "Always”

Link parameters

Access point | AEQS Door 1 1~ QZ
Time schedule | Time zone "Always" 3~ Q 4
am (15 Disarming [ 16 Donotload [ ]
8
Save Cancel

5. Access point specified in the search is selected in the Access point drop-down list (1). You can change it if
necessary.

6. Ifitis necessary to search for access point, click the Q button and go to step 3bii. You can also open the

search window using the Add button (1), by right-clicking on the selected access point to open the context
menu.

& Edit access level *

MName | Access level 4

=~ .A_EOS Door

AEQS Door 2(1.1.2) - Time zone )( Delete
4+ Add'AEQS Door'1

gj_j Add link of ancther type  »

i

7. From the Time schedule drop-down list (3), select time zone during which access through the selected
access point will be allowed to users with configured access level.
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8. Ifitis necessary to search for time zone, click the O" button (4) (see Working with the Search for time
zone window).

(@ Note

Time zones are created and configured on the Time zones tab of the Access Manager window - see
the Working with time zones in the Access Manager software module section. Also it's possible to
use system time zones "Always" and "Never".

9. Setthe Arm checkbox to arm access point after presenting access card by user (5).
10. Set the Disarming checkbox to disarm access point after presenting access card by user (6).
11. Ifit's not required to send access cards to controller after presenting access card by user, set the Do not
load checkbox (7).

A Attention!

Functions of arming, disarming and sending access cards should be supported by hardware.

() Note.

Function of the Do not load checkbox can differ depending on the integration module in use. For
example, in PERCo-S-20 integration this checkbox enables commission mode.

12. Repeat steps 3-11 for all required links.
13. Click the Save button (8).
As a result, the created access level will be displayed in the list.

) . —
& Departments  © "j Time zones [ Access levels . Regions and areas
™
fiet Access level 1 [
Access level 4 (ID 4
b a Access level 2 { ) ¥ &
i Access level 3 Access point D Time schedule Am Dizarming Do not load
. fie AEQS Door 2 s Time zone "Always"
] SCCESS_Bve AEQS Door 1 1141 Time zone "Always"

A Attention!

When the user configuration is written to the controller/terminal, only those users will be written
whose access level contains at least one access point of the corresponding controller/terminal. For
example, if a user has an access point of terminal 1 specified in the access levels, but no access
point of terminal 2 is specified, then this user will be written only to terminal 1.

The creation of the access level is complete.

6.4.3 Editing an access level in the Access Manager software module

Editing of time zone involves adding, deleting and changing links. To start editing of access levels, double-click the
required access level in the list on the Access levels tab or on the name of access point in the table of access level
parameters.
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The link to the corresponding access point will be selected in the opened Edit access level window as you
click on the name of the access point. The first link will be selected while clicking the access level.

27 Access Managerl

-~ M —
‘ & Departments |@ Time zones‘ 1 | Access levels ~\2 Regions and areas

=
- Group 1
Access level 1
Access level 2
Access level 3

=N B )

Access level 4 (ID 4)

=]8]

Access point D Time schedule
HID Omnikey control reader 1 1 Time zone "Always"

Am  Disamming Load

+ + +

As a result the Edit access levels window will be opened. Working with this window is the same as while creating
access level - see Create access level section.
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i

T

ﬁ Edit access level

MName Access level 4

= H_ID Omnikey control reader
2 HID Omnikey contral reader 1(1) - Time zone "Always"

Link: parameters

Access point [HID Omnileey control reader 1 v]
Time schedule [TiITIE! zone "Always" v]
Am ] Dizaming [ Do net load [
[ Save ] [ Cancel ]

6.4.4 Going to the time zone

At the bottom of the Access levels tab there is a list of access points added to the selected access level. If the user
time zone related to the access point is not Always and not Never, it's possible to go to this time zone on the Time
zones tab. Right-click the required access point and select Go to time zone in the opened functional menu.
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s

<> Access Manager1 =8 HoE >3
™

; Departments @ Time zores | [ Access levels L:" Regions and areas

i a Access level 4

i Access level 1({ID 1 ||

e D 1) =8
= Access level 1|| Access point ID Time schedule Am  Disaming  Load
B Access level 2

A el 1 HID Omnileey control reader 1
""" SEEELE tB  Gototimezone

As a result, the Time zones tab with the required zone will be opened.
6.4.5 Search for access level
Going to search for access level

In the Access Manager software module it's possible to search for access level by name, ID and access point. To go
to search for access level, do the following:
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1. Goto the Access levels tab of the Access Manager window.

<> Access Managerl EI@

-~ ™
ey Departments @'ﬁmemnes n Access levels H,: Reqions and areas

() Accesslevel 4 .

- Access level 1 (1D 1 =

- Group 1 — =
s ﬁ Lee= AW | Access point D Time scheduls Am  Disaming  Load

e Access level 2

: = level 3 HID Omnikey control reader 1 1 Time schedule 1 = + =
“ i Access leve

-+ Create root level
'3 Create root folder
Q Quick search

2. Click the right mouse button in free area of access levels list.
3. Select the Quick search item in the opened functional menu. The Search access level window will be
opened. For details on woking with the functional menu, see Managing the list of access levels.

Going to search for access level is completed. Working with the Search for access level window is described in the
Working with the Search for access level window section.

Working with the Search access level window

The Search access level window can be opened while searching for access level (see the Going to search for access
level section), department configuring (see the Add department section), searching for department (see the
Working with Search for department window section) or while user configuring (see the Assigning access levels to a
user section).

Working with the Search access level window is performed as follows:
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1. Enter name of the required access level in the Name field if it's required (1).

Search parameters

1 MName

2 ID

3 | Folder | -

4 Access point/Type Any access levels ‘
i 5 Remove empty ﬁ

MName Mumber
Access level 1 1

Access level 2 2
Access level 3 3
Access level 4 4

2. Enter the identification number of the required access level in the ID field if it's required (2).
3. Select the folder the level is located in from the Folder drop-down list if it's required (3).
4. Ifit'srequired set the list of access points which the required access levels should contain:
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a. Clickthe @ button. The Search access point window will be opened.

-
E Search access point ﬁ

Search parameters

Type | Alltypes of access points - | 1
Area [ ,] 2
Region [ ,I 3
Name 4

ID 5

{ - BioSmart 4 1.1{1.1)
— - Bio Smart-mini
- L. BioSmart-mini 1.1.1(1.1.1)
— - Bio Smart reader 6
. . BioSmar reader 1.1.1(1.1.1)
— Gate Parking access point
. Gate Parking access point 1 (1.1}
~|- FACE access point
‘... FACE access point 1.1(1.1)

Select type of the required access point from the Type drop-down list if it's required (1).

Select the location of the access point from the Area drop-down list if it's required (2).

Select the location of the access point from the Region drop-down list if it's required (3).

Specify the name of access point or its part in the Name field if it's required (4).

Specify the identification number of the required access point in the ID field if it's required (5).

The search will be performed automatically, and the list of search results will be displayed below (6).
Double-click on the required access point in the list (6).

(@ Note

To clear the list of access points click the button.

5@ -0 20 T

5. Ifit's required to remove access levels not associated to any access points from the search results, set the
Remove empty checkbox (5).

6. Results of access levels search will be displayed in the list (6). Search is case-insensitive. All objects
corresponding fields of which contain specified values will be found.

To sort search results click the left mouse button on title of corresponding column.

While double click on access level, the Search access level window will be closed and corresponding access level
will be selected in the list in the Access levels tab or will be added to department or user.

Search for access level is completed.
6.4.6 Managing the list of access levels

The list of access levels is managed using the context menu, invoked by clicking the right mouse button on the free
space around the list.
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{3 Access Manager 1 = O x

-~ m -
@ Departments @ Time zones [ Access levels ..l\- Regions and areas

~
Bester Pocesseve 400 0 z[a
I - | Access level 3 Access point D Time schedule Am Disarming Do not load
-~ New folder
: AEQS Door 2 1.1.2 Time zone "Always”
e RIS AEQS Door 1 1.1 Time zone "Always”

-+ Create root level 1
(= Createroot folder2

Q Quick search 3

The commands of the context menu are described in the table.

# Command Description

1 Create root level Adds a new access level to the list of access levels.
Clicking the menu item opens the Edit access level
window. For more information on creating access levels,
see Creating access levels.

2 Create root folder Adds a new folder for organizing access levels in the list.
Clicking the menu item opens the Folder settings
window, which enables setting the name of the new
folder.

3 Quick search Opens the window for quick search of access levels in the
list. Clicking the menu item opens the Quick Search
window, which enables searching for access levels by
different criteria. For more information on searching for
access levels, see Search for access level.

An individual access level in the root of the access level list is managed using the context menu, invoked by clicking
the right mouse button on the item.
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¢F Access Manager 1 - O *
- M -
an Departments @ Time zones n Access levels % Regions and areas
= Cocnenioinl | Access level 3 (ID 3) =&
Access level 2
E CCESS ccess point D Time schedule Am Disarming D not load
Newfoid 2<  Delete 1 N N
ace Recognition .. 1 Time zane "Always

‘o[ Poce L Create copy 2
& Changefolder 3

The commands of the context menu are described in the table.

# Command Description

1 Delete Removes an item from the access level list after
confirmation from the user.

If deletion of assigned access levels is forbidden

(see Setting the prohibition of deleting non-empty
departments, assigned ALs and TZs), the access level can
only be deleted if it is not assigned to any user. When you
try to delete an assigned access level, the Invalid
operation warning is displayed indicating users to which
the access level is assigned.

2 Create copy Creates a copy of the selected access level with all its
settings. Clicking the menu item opens the Edit access
level window, which enables editing the copy if required.
For more information on editing access levels, see Editing
an access level in the Access Manager software module.

3 Change folder Moves the access level list item to the selected folder. When
you select a command, the Folder search window with a
tree of available folders opens. After you select the required
folder, press the Enter key on the keyboard or
the OK button in the folder selection window.

An individual folder in the access level list is managed using the context menu, invoked by clicking the right mouse
button on the folder.
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{3 Access Manager 1 — O x
™ =
; Departments @ Time zones n Access levels ._‘\' Regions and areas
[a}
- el Access level 1 = fa]
Access level 2 S it
i Access level 3 Access paint n} Time schedule Arm Disarming Do not load
EEES] Ne -
B 4+ Create access level 1
I Createfolder 2
3 Delete 3
& Changefolder 4
The commands of the context menu are described in the table.
# Command Description
1 Create access level Adds a new access level to the folder. When you select a

command, the Edit access level window opens. For
more information on creating access levels, see Creating
access levels.

2 Create folder Adds a subfolder. When you select a command, the
Folder settings window opens, which enables setting
the name of the new folder.

3 Delete Removes the folder and all its contents from the access
level list after confirmation from the user.

If deletion of assigned access levels is forbidden

(see Setting the prohibition of deleting non-empty
departments, assigned ALs and TZs), the access level
can only be deleted if it is not assigned to any user.
When you try to delete an assigned access level,

the Invalid operation warning is displayed indicating
users to which the access level is assigned.

4 Change folder Moves the folder to the another folder. When you select
a command, the Folder search window with a tree of
available folders opens. After you select the required
folder, press the Enter key on the keyboard or
the OK button in the folder selection window.

An individual access level within a folder is managed using the context menu, invoked by clicking the right mouse
button on the access level.
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O3 Access Manager 1 - O *
-~ m
@ Deparments @ Time zones ({1 Access levels Regions and areas
B ees e ot | Access level 4 (ID 4) =R Y
iy Aocess level 2
: Access level 3 Access point D Time schedule Am Disarming Do not load
= Naew _— 05 Door 2 T2 Time zone "Always”
M Delete 1 EOS Door 1 111 Time zone "Always"

(i Create copy 2
# Change folder 3
# Movetoroot 4

The commands of the context menu are described in the table.

# Command

1 Delete

2 Create copy

3 Change folder
4 Move to root

Description

Removes an access level from the access level list after
confirmation from the user.

If deletion of assigned access levels is forbidden

(see Setting the prohibition of deleting non-empty
departments, assigned ALs and TZs), the access level can
only be deleted if it is not assigned to any user. When you
try to delete an assigned access level, the Invalid
operation warning is displayed indicating users to which
the access level is assigned.

Creates a copy of the selected access level with all its
settings. Clicking the menu item opens the Edit access
level window, which enables editing the copy if required.
For more information on editing access levels, see Editing
an access level in the Access Manager software module.

Moves the access level list item to the selected folder. When
you select a command, the Folder search window with a
tree of available folders opens. After you select the required
folder, press the Enter key on the keyboard or

the OK button in the folder selection window.

Moves the selected access level from the folder back to the
root of the access level list.
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6.5 Working with departments in the Access Manager software module

6.5.1 General information about working with departments

Departments are organized in hierarchy structure in the ACFA PSIM software package. Tree of departments is
displayed in the Departments tab of the Access Manager window.

Iﬁ Access Manager 1

Departments

-y
i
- E=|:|E|rtI'I1E=F|t 1
- New department 1
- = Department 2

----- w Depatment 3

------ o Department 4

@ Time zones

™
n Access levels

It's possible to create departments on the basis of some existed department and in the root of hierarchy. Functions
of editing, deleting and viewing departments are available. Possibility of creating, editing and viewing departments
can be limited while configuring the Access Manager software module - see the Rights for accessing the
departments in the Access Manager section.

6.5.2 Adding and deleting a department

To add department, do the following:
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1. Go to the Departments tab of the Access Manager window.

22 Access Manager1

@ Time zones

B8 Dcootmen |

b o Department 2

=
o Departments

a Access levels

1+ Create root department

2
Q]

Access levels Access level 1
Extemal 1D

D 1

MName Department 1
Type of department Main

Users 2

2. To create department in the root of hierarchy click the right mouse button in free area of departments
hierarchy and select the Create root department item in the opened functional menu (1) or click the
button (2).

To create department on the basis of existed department click the right mouse button on the required
department and select the Create subsidiary department item (1).

L]
L4 Access Manager 1

(o} m .

@ Departments @ Time zones (1 ] Access levels :} Regior
fie ; Department 1
[ g Department 2

------ 3 [IprEyom—

Delete department

Replace

X
»
»

+

Replace to root

Create subsidiary department 1
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3. The Edit department properties window will open.

w Edit department properties >
Mame | New department rl
Extemal ID | 2
Type of department Main e 3'
Basic access level Access level 2 .1
List of additional access levels Q
Name Mumber
4
Edit |
[+
L")
Save Cancel

4. Enter the department name in the Name field (1).

() Note

The name should be unique. If an access level with this name has already been created in the
system, then while saving, a corresponding message will be displayed and the department will not
be saved. Also, the name should not contain the following characters: < | >.

5. Inthe External ID field enter external identical number of department (2). This field is required if, due to the
peculiarities of the ACS integration module, the list of departments and users in the database of the ACFA
PSIM software package is used together with users database in external software.

6. From the Type of department drop-down list select the required type (3). Types of departments are created
while configuring the Access Manager software module - see the Configuring a type of department in the
Access Manager section. Type of department specifies the list of visible and available for editing fields of user
entering to this department. The Main type of department is the only default type of department in the
Access Manager module (see Configuring Main department type).

7. From the Basic access level drop-down list select department access level which be inherited on default by
all users entering to this department (4).

() Note

Use can not to inherit the department access level - see the Configuring the department access
level inheritance section.

(@ Note

Access levels are created and configured on the Access levels tab of the Access Manager window
(see the Working with access levels in the Access manager software module section). Also it's
possible to use system access levels Always and Never.

8. Ifit'srequired, specify the list of additional access levels the following way:

a. Ensure that user access level is selected from the Basic access level drop-down list (i.e. not Always
and not Never).
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b. Click the Edit button in the List of additional access levels table (5).

c. The Search access level window will be opened. To search for access level - see the Search for access
level section.

() Note

To delete the additional access level click it the right mouse button and select
the Delete item in the opened functional menu.

« Edit department properties >
Mame | Mew department |
Extemal ID | |
Type of department Main et
Basic access level Access level 2 o

List of additional access levels O\
MName Mumber

W"_—
Delete 1

Save Cancel

9. Click the Save button (5) or the Enter key on the keyboard.

Department will be added to the tree.

To delete department click it the right mouse button and select the Delete department item in the opened
functional menu.

3 Access Manager 1

-~ m™ =
@ Departments @ Time zones D Access levels -"'.-} Regio

o ; Department 1

HE——

(SR Department 2

Delete departrment 1
Replace

Replace to root

+ & %X

Create subsidiary department
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(@ Note

If deletion of non-empty departments is prohibited, the department can only be deleted if there are no
users in it (see Setting the prohibition of deleting non-empty departments, assigned ALs and TZs). When
you try to delete a non-empty department, the Invalid operation warning is shown.

Invalid operation @

.  Department 1

Removing non-empty departments is prohibited.

6.5.3 Editing a department

Editing a department involves changing of department parameters. To start editing a department double click the
left mouse button on the name of department in a tree. The Edit department properties window will open.
Working with this window is the same as while described in the Adding and deleting a department section.

% Edit department properties i il

Mame I Department 1
Bxtemal ID |
Type of depari Main

Basic access level I.-'i'-.;:cess Level 2

10 Ll 1l

List of additional access levels

Mame | Mumber |

Save | Cancel |

6.5.4 Department search in the Access Manager software module
Going to department search

In the Access Manager software module it's possible to search for departments by name, ID, external ID and access
level.
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To go to department search, do the following:

1. Go tothe Departments tab of the Access Manager window (1).

r&}l Access Manager 1

@ Departments @ Time zones

= ap Department 1 User card |
e ; New departmert 1

- Department 2

“am Department 3

. . Department 4

=101 %]

& Access levels

Access level |Comment |

Basic | Addional |

[©] -]

Access level "Mever”

Exdemal ID

1D 5

Name MNew department 1
Type of departmen! Main

Lzers 1]
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2. Click the ﬂ button (2). The Search for department window will open.

® Search for department x|

— Search parameters

Namel |
D |
Edemal ID |

Access levels Iﬁn'_.r access level j gl

Found departments: 5.

Mame | Mumber |
Department 1 1
Department 2 2
Department 3 3
Department 4 4
Mew department 1 5

Going to department search is completed. Working with the Search for department is described in the Working with
Search for department window section.

Working with Search for department window

Working with Search for department window is performed while searching for department (see the Going to
department search section), replacing user from one department to another (see the Transferring a user to a

different department section), and while creating departments hierarchy (see the Creating departments hierarchy
section).

Working with the Search for department window is performed as follows:
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1. Enter the complete or partial name of a department in the Name field if it's required (1).

B

— Search parameters
Mame I | 1
D | 2
Edemal ID | 3
Access levels Ary access level j Q_l
5 | Found departments: 5. | b
Mame | Mumber |
Department 1 1
Department 2 2
Department 3 3
Department 4 4
Mew department 1 5

2. Enterthe department ID in the ID field if it's required (2).
Enter the external ID of an object in the External ID field if it's required (3).
4. From the Access level drop-down list select name of access level which is to be assigned to required

w

department (4). If it's required click the gl button and search for access level (see the Working with the
Search access level window section).

5. Click the Enter key.

6. Number of found departments will be displayed (5) and the list of departments satisfying to the specified
search parameters (6). Search is case-insensitive. All objects corresponding fields of which contain specified
values will be found.

To sort search results click the left mouse button on title of corresponding column.

While double click on department name, the Search for department window will be closed and the department
will be selected in the departments tree or in the form from which the Search for department window was opened.

Department search is completed.

6.5.5 Creating departments hierarchy
The departments hierarchy is created using the following operations:

1. Changing of parent department. Click the right mouse button on department name in the list of
departments and select the Replace item in the opened functional menu. As a result the Search for
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department window will open to select the new parent department - see the Working with Search for
department window section.

| Iﬁ Access Manager 1

(o]
@ Departments @ Time zanes
El; Dﬁepartmem 1
H :....-
Deitimeat 2 Delete department
; Department 3 I Replace I
e ; Department 4 Replace to root
Create subsidiary department
2. Replacing subsidiary department to the root of hierarchy. Click the right mouse button on department name
in the list and select the Replace to root item in the opened functional menu. As a result the department will
be places to the root of departments hierarchy.

l @ Access Manager 1

@ Time zones

™
n Access levels |

]
aib Departments

m
n Access levels |

=l o Department 1 |
mh‘ép%&let& department
o Department 3 I Replace
i F. to t I
...... ~. Department 4 eplace b
Create subsidiary department

3. Change the department location by dragging it with the left mouse button holding the Ctrl key.
(@ Note

Department replaces in hierarchy with its subsidiary departments.

6.6 Working with users in the Access Manager software module
6.6.1 Viewing a list of users

To view users select one of departments in the tree. A list of users included to this department will be displayed in
the middle part of the Access Manager window.
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23 Access Manager1

& [a =,
- Departmerts @ Time zones n Accesslevels | ' ' Regions and areas
FE___; Mﬁ ment 1 H H Uzer card
~am Mew department L 4 (1234 5678
Department 2 g o
" o DEpartment 3 -
§ s Wik

Accesslevel  Comment

Accesslevel T Own
Accesslevel 2 Own
Accesslevel 3 Own

19-Apr-20 12:00:00 AM  25-Apr-20 11:59:55 PM

Start

Danne Andrey (2 )
Department 1(1)
Basic | Additional
4|3
4 0. Full name -
@ Sumame Donne il
- = = MName Andrey =
Access level Mowhere Potrrsmic
Bxtemal ID 4 1. Personal data
ID 1 Additional information
MName Depaﬁmem 1 Address of registration
Type of department  Main Antipassback is forbidden Mo
Users 2 Birth place
Card expiry date Mot specified
Commencement of card Mot specified
Dt of rard issie et enecfied &
(@ Note

In case of large number of users in the department (more than 2000), displaying of users list can take for
some time. Time of displaying a users list depends on computer capacity on which the Access
Manager window is displaying.

Properties of the selected user are displayed in the right part of the Access Manager window. On default the first
user from the list will be selected while viewing the department.

Press the key combination Ctrl+Shift+M, and the user control panel will be displayed at the bottom of the window:

+ Search (1) - User search in the Access Manager software module.
+ Delete (2) - Deleting a user in the Access Manager software module.
+ New (3) - Creating users in the Access Manager.

Mame Uepanment | R e

l'l'}rpe of department Main ‘ Addtional ird

Uzers 2 Artipassbac Yes -
(@ Note

To hide this panel, press the key combination Ctrl+Shift+M again.
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6.6.2 Creating usersin the Access Manager

To add a new user, do the following:

(@ Note

In addition to the method described below, you can also create new users by clicking the New button on
the user control panel (see Viewing a list of users).

1. Open a list of users (see Viewing a list of users).
2. Click the right mouse button in free area of user list or any previously created user.

> Access Manager 1 [E=8EoE <=
™ ™ =,
@ Depatments @ Time zones D Access Ievelsl . Regions and areas
- Department 1 User card
- H H
b 2 Departmert 2
4 Wick John
Access level  Comment
View 3
2l Sorting »
L New D
Q Search 3
Basic | Additional
Access levels Access level 1
Bxdemal ID
ID 1
Mame Department 1
Type of depatment  Main
Uzers 2
() Note

Rights for users creating can be limited while configuring the Access Manager module. The message
about missing of corresponding rights will display. See also the Configuring the object
management rights section.

3. Select the New item in the opened functional menu. The Full name of new user window will open.

® Full name of new user x|

Stma'r;el

Na'nel

Patronymic |
0K |

4. Enter surname, name and patronymic of creating user and click OK button.
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(@ Note

+ Surname, name and patronymic should not contain the following characters: <| >.

« If criterion of records duplicate is in use and there is user with such name in the system, the
error message with ID of existed user and department to which the user belongs will display.
See also the Configuring the prohibition of new user parameter duplicates in Access
Manager section.

x

-

b This user (ID 1, department Department Casewarkers with ID 3)
' already exists in card file

(|

5. The Editing. <User name> (creation) window will display.

Further process of user creation is given in the Editing a user section.

6.6.3 Editing a user

Going to user editing

Going to user editing is performed while user creating (see the Creating users in the Access Manager section) or as
follows:

1. Open list of users (see the Viewing a list of users section).
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2. Double click the left mouse button on the required user. The Editing. <User name> (ID) window will open.

Z Editing. Smith Jack (3) =3 EoE ==

User card Access level Comment
(123) 45678 Access level 1 Inherted

L
x/+]@ 2[5 x [
| %

4 0. Full name | =m0

(Fingerprint Authentication 1.0.0.0) Suprema RealScan 1 ]

T |:|Sn1'rth [ e ]
Name [ Jack g [ {Edit Fingerprints 1.0.0.0) Suprema RealScan 1 ]
Patrorymic ] 7
4 1. Personal data |

Additional information ] =
Address of registration 1 Any info [
Mipassbadc is forbidden [ Ne Hilevision extertion [ 1 Mot yet configured
Birth place 1] Suprema 2 Card Auth Mode (] Defaut
Card expiry date [ Mot specified B Suprema 2 Faces T
Commencement of card [] 12122019 11:30:35 Suprema 2 Finger Auth Mode [ ] Default
Date of card issue [ 12122019 11:30:35 Suprema 2 Id Auth Mode [] Defautt
Date of firing [ Mot specified Suprema 2 Operator Level ] Mone
Date of hiring: [ 12122019 11:30:35 Suprema{2) Fingerprints 1o
E-mail address ] Suprema(2) Security Level (] Default
Edemal ID ] Unicard default floor o
Number of card loss o
Office phone 1] -

Face detected. Quality: §1,2% [ Save H Cancel ]

Itis possible to do the following operations in this window:
Setting user parameters.

Assigning access card to user.

Assigning access levels to user.

Assigning photo to user.

Adding biometric parameters (fingerprints).
Opening a folder with user documents.

g. Adding extension buttons.

-0 9N T o

All actions are described as follows.

() Note

Rights for user editing can be limited while configuring the Access Manager module. The message about
missing of corresponding rights will display after double click on the user name. See also the Configuring
the object management rights section.

Going to user editing is completed.

Setting user parameters

User parameters are specified in the Editing. <User name> (ID) window.
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.. Editing. Smith Jack (3)

User card Access level Comment
(123) 45678 Access level 1 Inherted

1DI

ol | ‘ {Fingemprint Authertication 1.0.0.0) Suprema RealScan 1
'd Sﬂﬁ::n:em a— {Edit Fingerprints 1.0.0.0) Suprema Bioliri 1
Name ] Jack e {Edit Fingerprints 1.0.0.0) Suprema RealScan 1
Patronymic ]
4 1. Personal data e :
Addtional information ] E : Misc
Address of registration ] (rmymfo 6 ] >
.A.r1tipassbad{ is forbidden L1 No Hilcwision extention [] Mot yet configured
Bith place L] Suprema 2 Card Auth Mode ] Defaut
Card expiry date [ Mot specified B Suprema 2 Faces o
Commencement of card [ 12122019 11:30:35 Suprema 2 Finger Auth Mode [] Defautt
Date of card issue 1 12122019 11:30:35 Suprema 2 Id Auth Mode [] Defautt
Date of fiing [ Mot specified Suprema 2 Operator Level ] Mone
Date of hirng: [1 12122019 11:30:35 Suprema(2) Fingerprints o
E-mail address 1] Suprema(2) Security Level (] Defaut
Edemal ID ] Unicard default floor (R
Mumber of card loss Jo
\L Office phone | ) s \L )
Face detected. Quality: 61,2% [ Save ][ Cancel l
The button panel (1) allows performing the following actions:
. X —delete the selected user card (see Deleting of access card).

. —add a user card manually (see Manual input of access card number).

. @ —add a user card using the control reader (see Input of card number using a control reader).

The button panel (2) allows performing the following actions:

[a]
. —set full access (see Assigning Own access level to a user).

. —prohibit the access (see Assigning Own access level to a user).
™
. —enable the department access level inheritance (see Configuring the department access level
inheritance).

()}
. —disable the department access level inheritance (see Configuring the department access level
inheritance).
X

. —delete Own access level (see Assigning Own access level to a user).

. g"‘ —edit access level (see Assigning Own access level to a user).
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The button panel (3) allows performing the following actions:

. —delete the photo assigned to the user (see Deleting a photograph).

5

=

—assign the user a photo from the file (see Assigning photograph from a file).

—assign the user a photo from the camera (see Assigning a photograph from a video camera).

—crop the photo assigned to the user (see Cropping a photograph).

—this button is used only in the Russian version of ACFA PSIM, and is inactive in the English version.

The button panel (4) allows you to add biometric parameters to users (see Adding biometric parameters).

In the fields (5) and (6), a rectangle is displayed next to each field. When the field is changed, the "*" sign is
displayed in the rectangle until the user editing window is opened again.

[=] Wick
[=] John

Sumame
MName
Patrarmymic

() Note

=i

Fields available for editing including list of access levels and list of access cards are specified while
configuring the Access Manager software module — see Configuring fields displaying in user accounts.
Some fields can be hidden or not available for editing depending on settings.

The following Standard fields are displayed in the field (5):

Parame
ter
name

Surnam
e

Name

Patrony
mic

Parameter
setting
method

Enter the
valuein the
field

Enter the
valuein the
field

Enter the
value in the
field

Defaul
t
catego
ryin
templa
tes

0. Full
name

0. Full
name

0. Full
name

Value range

Any
characters
except: <|>

Any
characters
except: <|>

Any
characters
except: <|>

Comment
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Additio  Enter the 1. Any Enter additional information in text field opening by

nal value in the Person  characters clicking the "down" button in the Additional information
informa  field aldata  except:<|> field

tion

When you hover the mouse cursor over a user's photo, a
pop-up window with the full content of this field is

displayed

Access Automatically 1. Operator Name of operator who last assigned access level to user
level Person = name or visitor (see Assigning access levels to a user)
assigne al data
d by
Address
of
registra
tion
Antipas  Select the 1. Yes Default value depends on configuring the Access
sbackis  value from Person No Manager module — see Configuring the prohibition of
forbidd  thelist al data new user parameter duplicates in Access Manager
en
Birth Enter the 1. Any Place of user birth
place value in the Person  characters

field aldata  except:<|>
Card Enter the 1. Datein If the controller does not support time recording, the
expiry value in the Person = Weekday, card will stop working on the next day at 00:00 from the
date field manually aldata DD mmm specified date

or using the YYYY

calendar HH:MM:SS

format

Card Automatically 1. Operator Name of operator who last assigned access card to user
issued Person  name or visitor (see Assigning an access card to a user)
by al data
Comme  Enterthe 1. Datein -
ncemen  valueinthe Person = Weekday,
tofcard field manually aldata DD mmm

or using the YYYY

calendar HH:MM:SS

format
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Date of
card
issue

Date of
firing

Date of
hiring

E-mail
address

External
ID

Number
of card
loss

Office
phone

Passpor
t
number

Personn
el
number

Enter the
value in the
field manually
orusing the
calendar

Enter the
value in the
field manually
or using the
calendar

Enter the
value in the
field manually
or using the
calendar

Enter the
value in the
field

Enter the
value in the
field

Enter the
value in the
field

Enter the
value in the
field

Enter the
value in the
field

Enter the
valuein the
field

1.
Person
al data

1.
Person
al data

1.
Person
al data

1.
Person
al data

1.
Person
al data

1.
Person
al data

1.
Person
al data

1.
Person
al data

1.
Person
aldata
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Datein
Weekday,
DD mmm
YYYY
HH:MM:SS
format

Datein
Weekday,
DD mmm
YYYY
HH:MM:SS
format

Datein
Weekday,
DD mmm
YYYY
HH:MM:SS
format

Any
characters
except: <|>

Any
characters
except: <|>

Numbers

Any
characters
except: <|>

Any
characters
except: <|>

Any
characters
except: <|>

User e-mail address

This field is in use if list of departments and users in the
database of ACFA PSIM is used with users database in
external software due to features of used ACS
integration module

Office phone number

Passport number of user
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PIN
code

Position

Telepho
ne

User
locked

Driving
license

Vehicle
LP

Vehicle
model

Docume
nt

Origin

Purpose
of visit

Enter the
valuein the
field

Enter the
value in the
field

Enter the
value in the
field

Select the
value from
the list

Enter the
valuein the
field

Enter the
valuein the
field

Enter the
value in the
field

Enter the
value in the
field

Enter the
value in the
field

Enter the
value in the
field

1.
Person
al data

1.
Person
al data

1.
Person
al data

1.
Person
al data

3.
Vehicle

3.
Vehicle

3.
Vehicle

4,
Visitor
data

4,
Visitor
data

4,
Visitor
data
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Numbers

Any
characters
except: <|>

Any
characters
except: <|>

Yes

No

Any
characters
except: <|>

Any
characters
except: <|>

Any
characters
except: <|>

Any
characters
except: <|>

Any
characters
except: <|>

Any
characters
except: <|>

Depending on the selected value in the Mask PIN code
field in the Access Manager, the PIN code can be:

« always masked with dots;
» masked while reading user data;
» not masked
FIMN code ee

Telephone number

Yes—user locked

No—user is active

Number of user driving license

License plate of user vehicle. Several license plate
numbers can be specified divided by space. Access grant
by license plate is also enabled in this case when ACFA
PSIM is set up for operation with Virtual Access Server
module (see Virtual Access Server Integration Module
Configuration and Operation Manual)

Model of user vehicle

Present document of visitor identification

Name of organization to which the visitor belongs

Purpose of visitor visit

Working with the Access Manager software module- 104


https://docs.axxonsoft.com/confluence/display/acfaPSIM100en/Virtual+Access+Server+Integration+Module+Configuration+and+Operation+Manual

To
which
depart
ment

To
whom

Enter the
valuein the
field

Enter the
valuein the
field

4,
Visitor
data

4,
Visitor
data
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Any Department being visited

characters
except: <|>

Any Employee being visited

characters
except: <|>

The following Additional fields are displayed in the field (6):

Paramet
er name

Apollo
SDK
extension

Galaxy
Dual

Galaxy
Dual
Access

Galaxy
Dual
Focus

Galaxy
Duress

Galaxy
Group Ch
oice

Galaxy
Keypad

Galaxy
Menu
Choice

Parameter

setting method

Configurating

Select the value
from the list

Select the value
from the list

Select the value
from the list

Select the value
from the list

Select the value
from the list

Default Value range
category in

templates

Misc Unconfigured

Enter the value in

the field

Select the value
from the list

Configured

Yes

No

Yes

No

Yes

No

Yes

No

Yes

No

NONE
10-51

Yes

No

Comment

(see ApolloSDK Integration Module
Settings Guide)

(see Honeywell Galaxy Dimension
Integration Module Settings Guide)
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Galaxy
Menu
Level

Galaxy
Menu
Option

Galaxy
Pin
Change

Galaxy
Tag Link

Galaxy
Temp
Code

Galaxy
Template

Galaxy
Timer
Schedule

Group
number

Hikvision
extension

Levelin
first card
mode

Select the value
from the list

Select the value
from the list

Select the value
from the list

Enter the value in
the field

Enter the value in
the field

Enter the value in
the field

Enter the value in
the field

Enter the value in
the field

Configurating

Enter the value in
the field

ACFA PSIM 1.1 - Access Manager Module Settings and Operation Guide

1.0
2.1
2.3
2.4
2.5
3.6

NONE
11-71

Yes

No

Numbers

Numbers

Numbers

Numbers

Numbers

Unconfigured (see Hikvision Integration Module

Configured

Numbers

Configuration and Operation Guide)
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Ravelin
Access

type

Ravelin
guest
card

Soyal
Access

type

Soyal Can
passin
and out

Soyal
Card
Level

Soyal
Patrol
card

Soyal
PWD
change a
vailable

Suprema
2 Card
Auth
Mode

Select the value
from the list

Select the value

from the list

Select the value

from the list

Select the value

from the list

Select the value
from the list

Select the value
from the list

Select the value
from the list

Select the value
from the list
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Card only (see Gate Integration Module Setup and
Master card User Guide)
Card and pin

Slave card

Yes

No

Card only (see Soyal Integration Module Settings
Card or PIN Guide)
Card and PIN

Access denied

Yes

No

0-10

Yes

No

Yes

No

Default (see Suprema 2 Settings Guide)
Only Card

Card And
Fingerprint

Card And Pin

Fingerprint Or
Pin After Card

Card And
Fingerprint and
Pin

Cannot Use
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Suprema
2 Faces

Suprema
2 Finger
Auth
Mode

Suprema
2 I1d Auth
Mode

Suprema
2
Operator
Level

Suprema
Bypass
Card

Suprema(
2)
Fingerpri
nts

Automatically

Select the value
from the list

Select the value
from the list

Select the value
from the list

Select the value
from the list

Automatically
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Numbers

Default

Only
Fingerprint
Fingerprint And
Pin

Cannot Use

Default

Fingerprint
After Id

Pin After Id

Fingerprint Or
Pin After Id

Fingerprint And
Pin After Il

Cannot Use

None
Admin

System
settings

User
information

Yes

No

Numbers
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Suprema(  Select the value

2) from the list
Security

Level

Unicard Enter the value in
code the field

Unicard Enter the value in
default the field

floor

Unicard Enter the value in

disabled the field

VertX- Select the value
Edge Acc  from the list
ess mode

VertX- Enter the value in
Edge Esc  thefield

ort

VertX- Select the value

Edge Exe  from the list
mpt PIN

VertX- Select the value
Edge Exte  from the list
nded

access

VertX- Select the value
Edge PIN  from the list
comman

ds
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Default
Lower
Low
Normal
Hight
Higher

Any characters
except: <|>

Numbers

Numbers

Card or "Card
and PIN"

Card only
PIN only

Card only and
PIN only

Any characters
except: <|>

Yes

No

Yes

No

Yes

No

(see Unicard Integration Module Settings
Guide)

(see HID Integration Module Settings
Guide)
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Group Enter the value in Numbers (see ZK Teco Integration Module Settings
number the field Guide)

Levelin Enter the value in Numbers

first card the field

mode

Bulk editing of users
Bulk editing of users is performed as follows:

1. Gotoviewing the list of users (see Viewing a list of users).
2. Select several users to be edited and right-click on the name of any of the selected users.

(@ Note

You can select several users by using the mouse or keyboard shortcuts (see Keyboard shortcuts for
working with interface elements)

3. Inthe functional menu that opens, select the Bulk changes item.

25 Access Manager1 E
™ ™ ™y
@i Departments @ Time zones n Accesslevels | '\ ' Regions and areas Q Search in department
- Department 1 H ﬂ User card
Department 2 X J
b ; Cepartment 3
¥ Delete
Print access card
& Change department Access level  Comment
#°  Bulk changes
:l Appoint a charge
B View »
2] Sorting 3
4+ Mew
Q Search 3
Basic | Additional
Access level “Nowhers™
Exdemal 1D
D 1
MName Department 1
Type of department  Main
Users 2
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4. As aresult, the Bulk editing window will open, and the number of users being edited will be displayed in
brackets.

. Bulk editing (2). [E=R[ECE
Access level  Comment :2._' Delete access cands

3 | Set access levels

ANBORE 1

oo
D A A
SAIE] =E] i
4 1. Personal data + | 4 Misc
| Additional information || = Hilewision extertion [ Mot yet configured
Address of reqistration ] Hikcwision. User message ]
Antipassback is forbidden ] Mo
Birth place ]
Card expiry date
Commencement of card [ Mot specified
Date of card issue [ Mot specified
Date of fiing [] Mot specified
Date of hirng: [] Mot specified
E-mail address
Extemal ID
MNumber of card loss
Cffice phone
Passport number
Personnel number

\ PIM code

=
=}
(%]
o
1]
5]
=
T
(=8
m

0000000

: Z

4’ Save || Cancel I

5. Set the standard and additional fields (1), which will be the same for all selected users (see Setting user
parameters).

6. Setthe Delete access cards checkbox (2) if it is necessary to delete all existing access cards from the
selected users.

A Attention!

The deletion of access cards for all selected users cannot be undone.

7. Setthe Set access levels checkbox (3) if it is necessary to allow assigning access levels that are the same for
all selected users. The procedure of assigning access levels to several users is the same as for one user (see
Assigning access levels to a user).

8. Click the Save button (4) to apply the changes.

A Attention!

If the selected users have an access card in a format that differs from the access card format
specified in the Access Manager object settings (see Configuring access cards), then a list of all
users with such cards will be displayed, indicating the cause of the conflict. Changes will not be
saved until all conflicts are resolved. If the Delete access cards checkbox is set, then the changes
can be saved.
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o =)

,;, Bulk changes conflict @
MNumber Full Name Acces. . Required Cthers

b4  [Domendrey | ¢ [ | |
g John Wick i

User code (123)5678:

Room code: Foeed value mismatch.
Card number; The amount of bytes is less than accepted (2/8).

Bulk editing of users is complete.

Filling out the user parameters using the ABBYY PassportReader SDK module

The ABBYY PassportReader SDK module is used to fill out the users parameters in the Access Manager module
automatically after the images of the identification documents are recognized (passport, driver's license, passport
for traveling abroad, birth certificate, etc.), including the images of the identification documents of some CIS
countries (Azerbaijan, Belarus, Kazakhstan, Kyrgyzstan, Tajikistan, Uzbekistan) and foreign passports of any
country (MRZ analyzed) from the scanner or hard disk.

The ABBYY PassportReader SDK module allows you to recognize user information from images downloaded from a
file or obtained using any configured scanner that is connected to the computer.

To set the user parameters using the ABBYY PassportReader SDK module, do the following:

1. Goto user editing (see Going to user editing).

2. Click the ﬁ button (1). As a result, the Document recognition window will open.

() Note

If this button is inactive, check if the ABBYY PassportReader SDK module is configured correctly (see
Configuring the ABBYY PassportReader SDK module).

3. Choose a way you want the passport information to be provided:

» Click the Scan button (1), if you want to scan the document using the scanner selected by default in
Windows OS (see Windows hardware settings). When you click this button, the pre-scan of the
document will start.

« Click the From file button (2), if you want to download a photo of the document from a file. When
you click this button, the standard open file dialog box will open, in which you will need to select the
corresponding photo of the first page of the document that you want to download.
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4. When working with the ABBYY PassportReader SDK module, you can do the following:
a. select a printer (1);
b. rotate the scanned image, selecting the necessary value from the Rotate drop-down list (2):
i. Do notchange,
ii. Rotateright,
iii. Rotate left,
iv. Rotate 180°.
c. select the type of the document (3);
d. display the license serial number and the number of the remaining recognitions (4). The number of
the remaining recognitions in the license is specified after the word activated.

The values in the fields that are marked red are offered to the operator to double-check and, if necessary, make
changes to them (5). After the operator checks and makes changes to them, the field turns green, which means that
the field has been checked.

Assigning an access card to a user

General information about assigning access cards to a user

List of user access cards is displayed in the User card table of the Editing. <Full name> (ID) window.

~. Editing. Smith Jack (3) | o [-E-] =
ﬁser card \ Access level Comment
(123) 45678 Access level 1 Inherted

e L) | i
x|+ & I PES »

41| = | B | (Frgepint Auhentication 1.0.00) Suprema RealScan 1 |

4 0. Full name -
Sumame [ Smith |
MName [ Jack |
Patronymic

4 1. Personal data
Additional information

L]
L]
Address of registration ]
L]
L]

ERELL e e ]

(Edit Fingerprints 1.0.0.0) Suprema RealScan 1 l

i
| ]
Mlpassback is forbidden Mo [ Hikvision extention [ ] Mot yet corfigured
Birth place | Suprema 2 Card Auth Mode [] Defautt
Card expiry date [ Mot specified 77 Suprema 2 Faces o
Commencement of card [1 12122015 11:30:35 Suprema 2 Finger Auth Maode [ ] Defautt
Date of card issue [ 12122019 11:30:35 Suprema 2 Id Auth Mode [ Default
Date of fiing [ Mot spectied Suprema 2 Operator Level [] None
Date of hiring: [ 12122015 11:30:35 Suprema(2) Fingerprints 1o
E-mail address 1] Suprema(?) Security Level [ ] Defautt
Extemal ID ] Uricard default floor Clo
Mumber of card loss CJo
Cffice phone ] -
Face detected. Quality: §1,2% [ Save “ Cancel

The object code is specified in brackets, then the card code follows. The access cards format is set in the Access
Manager object settings (see Configuring access cards).
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Several access cards can be assigned to one user.

& Attention!

Assigning multiple access cards to a user should be supported by hardware and by the corresponding
integration module. If used hardware/integration module supports only one card, and multiple cards are
assigned to a used, then all cards excepting the first card will be ignored by system.

Support for multiple user access cards has been tested in the following integration modules: Noder,
ApolloSDK, SDK Orion v.2, PERCo-S-20, PERC0-S-20 v.2, AccessNet (ABC), Forteza, ParsecNet 3. For
information on others integration modules, please contact the AxxonSoft technical support.

Input of card number and code while assigning access cards to a user can be performed in one of the following
ways:

1. Manually.
2. Usingthe control reader.

() Note

List of control readers used for user access cards input is specified while system configuring — see
Configuring control readers in the Access Manager.

Manual input of access card number
To input access card number manually, do the following:

1. Goto editing a user (see Going to user editing).
2. Click the right mouse button in card selection area.
3. Select the Add item in the opened functional menu.

. Editing. Smith Jack (3)

|ser card Access level Comment

Access level 1 Inherited
(+ add )

. From reader

x|+ @ AOE RIS
4. The window of input object code and card code will open.
x

11 Roomcode 978

Card number 1645
2
3 ok | coca |

5. Enter the object code (facility-code, room code) in the Room code field (1).
6. Enterthe card code in the Card number field (2).
7. Click the OK button (3).
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8. The card will be added to the list.

|ser card

(123) 358645
{578) 1643

Input of access card number manually is completed.

() Note

You also can input access card number manually using the corresponding buttons (see Setting user
parameters).

Input of card number using a control reader
To input access card number using a control reader, do the following:

1. Goto editing a user (see Going to user editing).
2. Click the right mouse button in card selection area.
3. Select the From reader item in the opened function menu.

_. Editing. Smith Jack (3)

|User card Access level Comment

Accesslevel 1 Inherited

+ Add

From reader

X |+ 188 8 5] % &
4. The Access card reading window will open.

Access card reading 1 X|

1 ==l =gy =M 5ate Parking access point 1k

2| Start reading |I

Start reading or select another control reader

5. From the Reader type drop-down list, select a control reader which will be used for input of access card
number (1).
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(@ Note

List of accessible control readers is specified while system configuring (see Configuring control

readers in the Access Manager).

6. Click the Start reading button (2). The Access card reading window will be as follows:

Access card reading X|

Readertype IGate Parking access point 'Ij

| Cancel reading I

Present card to the selected control reader...

(@ Note

To cancel access card reading click the Cancel reading button.

7. Present access card to the selected reader.

8. If confirmation of card input by operator is configured, the Confirmation of card insert window will display.

To assign presented card to a user click OK, otherwise click Cancel.

Confirmation of card insert

. (077 card is presented.

¥ OK - add card to user, Cancel - continue to wait for the next card.

-

=]

QK Cancel

I

9. Then the Access card reading window will be closed and number of presented access card will be added to

the list.

Iser card
(123) 558649
(1 EE 14572 I

Note

If this card is already given to the current or another user, the corresponding window will display.

Working with the Access Manager software module- 116



ACFA PSIM 1.1 - Access Manager Module Settings and Operation Guide

Action declined

This card has already given to the user

Action declined

This card has already given to user 'Jeck with nurnber '4'

Input of access card using a control reader is completed.

(@ Note

You can also input access card number using a control reader using the corresponding buttons
(see Setting user parameters).

Deleting of access card

To remove a card number from the list, right-click on the card number in the list and select the Delete item in the
opened function menu.

"

. Editing. Smith Jack (3)

|User card Access level Comment
gvel 1 Inherted

x/+] &) aja)a &) x|&

(@ Note

You can also remove a card number from the list using the corresponding buttons (see Setting user
parameters).
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Assigning access levels to a user

General information about assigning access level to a user

List of access levels is displayed in the table of the Editing. <User full name> (ID) window.

. Editing. Smith Jack (3) | o [ -E] =3
User card &cess lewvel Comment -\1
(123) 45678 Access level 1 Inherted

) ! i
»

IB l (Fingermprint Authentication 1.0.0.0) Suprema RealScan 1 l

(i B 00 o e b b I

Sumame [ Smith
Mame [] Jack
Patranymic

4 1. Personal data

(Edit Fingerprints 1.0.0.0) Suprema RealScan 1 I

Additional information

[
]
Address of registration ]
]
]

|
' ]
Miﬂassbadf is forbidden Mo : Hikcvision extertion [ Net yet corfigured
Birth place [ Suprema 2 Card Auth Mode [] Defautt
Card expiry date [] Mot specified Wi Suprema 2 Faces Jo
Commencement of cand ] 12122015 11:30:38 Suprema 2 Finger Auth Mode [ Defautt
Date of card issue ] 12122015 11:30:38 Suprema 2 Id Auth Mode [] Defautt
Date of fiing (] Net specified Suprema 2 Operator Level ] Mome
Date of hiring: 1 12122019 11:30:35 Suprema(2) Fingerprints o
E-mail address 1] Supremal(2) Security Level [ Default
Extemal ID ] Unicard default floor o
Mumber of card loss CJo
Office phone 1 -
Face detected. Quality: §1,2% l Save “ Cancel ]

In the Comment column it's specified whether access level is inherited from Department (Inherited) or assigned to
a user separately (Own). Configuring rules of department access level inheritance is described in the Configuring
the department access level inheritance section. Adding of Own access levels to a user is described in the Assigning
Own access level to a user section.

Several access levels can be assigned to a single user.

A Attention!

The assignment of several access levels to a single user should be supported by hardware and by an
appropriate integration module. If several access levels are assigned to a user, but the ACS equipment or
the integration module supports only one access level, then all levels except the first one in the list will be
ignored by the system.

The support for several user access levels has been tested in the following integration modules:
ApolloSDK, Elsys, ParsecNet, HID, Suprema, Salto, Perco S20 v.2, BioSmart2, Noder. For information on
other integration modules, please contact the AxxonSoft technical support.
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Assigning Own access level to a user
Assigning Own access level is performed as follows:

1. Goto editing a user (see the Going to user editing section).
2. Click the right mouse button in the access levels list.

L. Editing. Smith Jack (3) o [[-E| 23]
User card Access level Comment 1

(123) 45678 iAccess level 1 Inherted |
== it ]
a Set full access 2
a Set access restriction 3
~ : . 4

Do not inherit department AL

! |
x| +a & [ TTEIX 5 »

3. Inthe functional menu that opens:
+ To assign the Own access level to a user, select the Edit item (1). The Search access level window

opens. In this window, select one or several access levels (see Working with the Search access level
window).

A Attention!

If Always or Never Own access levels are inherited to a user, then the selected Own access
levels will be ignored.

« To assign the Always access level to a user, select the Set full access item (2).
« To assign the Never access level to a user, select the Set access restriction item (3).

() Note.

If Always or Never access level is assigned to a user, then all other access levels will be
deleted.

« If you disable the access level inheritance from a department by selecting the Do not inherit
department AL item (4), the user will also be assigned the Own access level (for details, see
Configuring the department access level inheritance)

4. Toremove the Own access level, right-click on the appropriate access level and select Delete.

o Editing, Smith Jack (3)

O >

User card 3 Accesslevel  Comment
(123) 45678 E “MNowhere® Inherted
T | e

~ ¥ Deete 1

= & Replace 2

X Set dates

x i oy
X+ & = S IEEES

() Note
If the user has only one Own access level, then when it is deleted, the access level inheritance from
a department will be enabled.
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5. To replace one access level (Own) with another, right-click on the corresponding access level and select
Replace (2). The Search access level window opens. In this window, select one or several access levels
(see Working with the Search access level window).

Assigning Own access level to a user is completed.

(@ Note

You can perform all the actions described above using the corresponding buttons (see Setting user
parameters).

Configuring the department access level inheritance

By default, the user inherits the department access level. If it's required not to inherit the department access level,
do the following:

1. Goto editing a user (see Going to user editing).
2. Right-click the access levels list.

L. Editing. Smith Jack (3) o [[-E| 23]
User card Access level  Comment
(123) 45678 iAccess level 1 Inherted |

H=  Edit

Set full access

™y
o
a Set access restriction

Do not inherit department AL &

(B B, &
x]+]a 6| aT A T[XTE] »

3. Select the Do not inherit department AL item in the opened functional menu. If the user does not have any
other access levels assigned except the inherited, the Search access level window will be opened. In that
window, select one or several access levels (see Working with the Search access level window). As a result,
the inherited access level will be removed from the list.

4. Torestore the inheritance of department access levels, select the Inherit department AL item in the
function menu.

Z. Editing. Smith Jack (3) o |[[E ][]
User card Access level Comment
(123) 45678 Access level 2 Chwn

= Edit

Set full access

a8

a Set access restriction

G Inherit department AL
X+ a8 & X

Configuring of department access level inheritance is completed.

(@ Note

You can perform all the actions described above using the corresponding buttons (see Setting user
parameters).
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Assigning temporary access level to a user

A Attention!

A user can be assigned a temporary access level only if the Temporary Access Levels object (service
modaule) is created in the hardware tree.

To assign temporary access level to a user, do the following:

1. Goto editing a user (see the Going to user editing section).
2. Right-click the required access level (Own) which should be made temporary (see Assigning Own access

level to a user).

(@ Note

You can also select several access levels (Own): for example, by selecting them with the mouse or
by using keyboard shortcuts (see Keyboard shortcuts for working with interface elements).

O X

- Editing, Smith Jack (3)

User card 3 Access level  Comment
(123) 45673 E “Mowhers" Inherted
~
- & Replace
X Set dates
x - i
X |+ . X > A
=

3. Inthe opened functional menu, select the Set dates item. The Temporary level dates settings window
opens. In that window, select the beginning and end of the temporary access level and click OK.

a Ternporary level dates settings @
Date and time of begin Date and time of end
0:00:00 21 23:59:59 =
1 Jexabpe 2019 r Jexabpe 2019 r

Ma Br Cp Y1 T €6 Be || Mu Br Cp Yv M C6B B
25 26 27 28 29 30 1
23 A5 & F B
9 10 11 [12]13 14 15 [12]13 14 15
16 17 18 19 20 21 22 || 16 17 18 18 20 21 22
23 24 25 26 27 28 29|23 24 25 26 27 28 29

30031 1 2 3 4 5| 30311 2 3 4 5

[ ] Today:12.12.2019 [ ] Today: 12.12.2019

[—T—

4. Asaresult, this access level will become temporary. In the Start and End columns next to it the date and
time of the temporary access level will be displayed.
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. Editing. Smith Jack (3) | o [[-@ =]
User card Access level Comment Start End

(123) 45678 Access level 1 Own
Access level 2 Own 20.01.2020 0:00:00  27.01 2020 23:59:59

| .
x[+a BIOYEEYES »
If the date and time of validity of the temporary access level has already expired or has not yet started, then

the date and time of validity of the temporary access level will be crossed out.
Accesslevel  Comment Start End

Accesslevel 1 Own
Access level 2 Own 15-8pr-20 12:00:00 AM  25-Apr-20 11:55:55 PM
Access level 3 Own 26-App-20 120000 AN 02Mayw20 11-5859 PM

(@ Note

You can delete temporary access levels in the same way as Own access levels (see Assigning Own access
level to a user).

Assigning temporary access level to a user is completed.

Assigning a photograph to a user in the Access Manager software module

General information about assigning a photograph to a user

Assigning a photograph to a user is performed in the Editing. <User full name> (ID) window in one of the following
ways:

1. From afile.
2. From avideo camera.

(@ Note

List of video cameras used for assigning photograph to users is specified while system configuring (see
the Selecting available cameras in the Access Manager section).

Assigned photographs are stored in the <ACFA PSIM installation directory>/Bmp/Person folder. Name of the file with
the user's photograph is the same as the user ID. Content of the Bmp/Person folder is synchronized on all servers of
distributed system.

It is possible to check the quality of an image before saving the assigned photo. To do this, it is necessary to
configure the interaction with the Face PSIM Face recognition server (see Configuring the interaction with the Face
PSIM Face recognition server.

As a result, after a user’s photo is added, a message about face detection and its quality will be displayed in the
lower left corner of the user parameters editing window, if this face meets the requirements specified on the Face
recognition server object settings panel.
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LAaLs win iy . 1

E-mail address ]
Face detected. Quality: 84.3% 3

If the face does not meet the requirements specified on the Face recognition server object settings panel, the Face
data absent message will be displayed. In this case, it is recommended to repeat the process of adding a user’s
photo by selecting another photo or selecting a new image from the camera.

LIt gy 1

E-mail address [ ]

Face data absent

It is also possible to automatically synchronize the users of the Access Manager module with the Face PSIM
reference face database (see Appendix 5. Face synchronization module).

( Note

If the quality of the face photo does not meet the requirements specified on the Face recognition server
object settings panel, then this user will not be synchronized.

You can check the quality of the already assigned user photos using the CHECK_QUALITY_START command (for
details, see FIRSERVER commands, Examples of frequently used scripts). This check is used, for example, in two-
factor verification (see Configuring the two-step verification).

Assigning a photograph from a file

To assign photograph from a file, do the following:

1. Goto editing a user (see the Going to user editing section).
. Editing. Smith Jack (3) [ o |[-E =]

User card Access level Comment
(123) 45678 Access level 1 Inherited

"M Assign picture

-

(@ selectiile =)

b | B From camera

Extentions

x]+]a) [8]8] 2 [5]x B2

1

2. Click the button (1). As a result, the standard Windows dialog window will be opened. In this window,
select a file with a photo, which will be assigned to the user.

() Note

You can also assign a photo to the user by right-clicking on the user's photo area and
selecting Assign picture -> Select file in the opened functional menu.

Assigning photograph from a file is completed.

Assigning a photograph from a video camera

To assign a photograph from a video camera, do the following:
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(@ Note

List of video camera used for assigning photographs is specified while system configuring (see the
Selecting available cameras in the Access Manager section).

1. Goto editing a user (see the Going to user editing section).

. Editing. Smith Jack (3)

=0 Bl =)
User card Access level Comment
(123) 45678 Access level 1 Inherited
Be  Assign picture » | BF Selectfile
e} Extentions 4 @- From camera j

x]+] &)

[8]la] 2 [&] x al»

2. Click the button (1). As a result, the Select camera window will open.

() Note

You can also open the Select camera window by right-clicking on the user's photo area and
selecting Assign picture -> From camera in the opened functional menu.

3. From the Camera drop-down list select the camera from which photograph will be captured (1).

]

Cancel |

4. Ifit'srequired to change the level of video signal compression used for assigning a photograph, select from
the Level of compression drop-down list the required level of video signal compression (2). Compression
level is increasing from 0 (without compression) to 5 (maximum compression).

() Note

Configuring of compression is required while using analog cameras. It's not recommended to use
compression for IP-cameras.
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5. Click OK button (3). The Photo from camera window will open.

¥ Photo from camera

1 Capture parameters 5
Hotate and/or inverse: Capture
oK
Show camera number, time of frame and security
3 state I_ Ca"lC&]

6. Video from the selected video camerais displayed in the window (1).

7. Ifit's required selected the way of frame processing from the Rotate and/or inverse drop-down list (2). the
following ways of frame processing are available:

Do not change (on default).

Rotate 90.

Rotate 180.

Rotate 270.

Inverse horizontally.

Rotate 90 and inverse horizontally.

Inverse vertically.

Rotate 90 and inverse vertically.

8. The frame is saving without information about camera number, time of frame receiving, without information

about camera arming or disarming (it is defined by color of the frame around camera). If it's required to add
this information to the captured frame with the user image, set the Show camera number, time of frame
and security state checkbox (3).

(@ Note

It's recommended to configure rotation and add information to the frame before the image
capturing. Changing of these settings after capturing won't lead to their disappearing from the
captured frame.

7@ -0 20 T

9. Wait for appropriate frame with the user image and click the Capture button (4).
10. The received frame will display in the (5) window.
11. Click the OK button (6). The received frame will be assigned as the user photograph.

Assigning a photograph to user from a video camera is completed.
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Cropping a photograph
It's possible to crop the assigned photograph in the Access Manager software module.
To crop a photograph, do the following:

1. Goto editing a user (see the Going to user editing section).

. Editing. Smith Jack (3) == =
User card Accesslevel  Comment 1 A
(123) 45678 iAccesslevel 1 Inherited |
B Assign picture 3

¥ Delete photo

./l Crop photo

i Exentions 3

|

x]+] OOEBES >

A
2. Click the button (1). As a result, the Framing window will open

(@ Note

You can also open the Framing window by right-clicking on the user’s photo area and selecting
Crop photo from the opened functional menu.

3. Select the area which should remain in the photo. To do this, left-click the required point and stretch the

rectangle marking the selected area. The selected area can be moved by holding down the left mouse
button on the rectangle.
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i

oy Framing. W135<-> H160 (084) [ = | & [[=£3a]

i

() Note

In the upper part of the Framing window displays the width "W" and height "H" in pixels, and the
aspect ratio of the selected area in parentheses.

4. To select the preset size of the resulting photo or the aspect ratio of the rectangle, right-click, either on the
selected area, or in the area not marked by the rectangle, and in the opened function menu select Format
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(1) - <required size or aspect ratio> (4).

oy Framing. W128 <-> H170 (0.75) [ = | & |[=£3a]

@ cop 2 3l

)( Clear 3 3w (240:320)

3wl (480:540)
3wd (720:960)

&

5. To delete the selected area, left-click on the area not marked by the rectangle and make the selection again.
Or right-click on the selected area and select Clear (3) in the opened function menu.

6. To confirm cropping of the photo, right-click on the selected area and select Crop (2) in the opened
functional menu.

Cropping a photograph is completed.

Deleting a photograph
To delete a photograph, do the following:

1. Goto editing a user (see the Going to user editing section).

. Editing. Smith Jack (3)

User card Access level Comment
(123) 45678 iAccesslevel 1 Inherited

® Delete photo

2 Crop pheto
iEF  Bxtentions 3

X +]& ANEBEE: »
2. Click the button (1).

() Note

You can also delete a photo of the user by right-clicking on the user's photo area and
selecting Delete photo in the opened functional menu.

Deleting a photograph is completed.

Adding biometric parameters

Adding biometric parameters (faces, fingerprints, etc.) is performed using control readers or biometric ACS
terminals.

To add a user's biometric parameters, do the following:

1. Right-click on the user's photo and hover over the Extensions item (1).
2. Select a biometric reader from the list (2).
3. Ifan extension button is added, then instead of the first 2 steps, you can click this button (3).
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= Editing. Smith Jack (3) [m] >
User card ﬂ Accesslevel  Comment
(123) 45678 ﬂ *Nowhere® Inherited
Accesslevel 2 Own
~
o
X
X B2 Assign picture 3
= 0} Extentions ¥|| ' (Biosmart Palm Vein) Biosmart Palm Scanner 1.1
e A (Biosmart Palm Vein) Biosmart UniPass 1 2
x|+ . x| e~ = y @ (Virdi Fingerprints) Virdi Server 1
> £ 1=
: 2l | | ‘ [l (Biosmart Palm Vein) Biosmart Palm Seanner 1.1 3 4 {3
e v i it
~ 0. Full name A | @z | A
| ek
Sumame [ Smith = ;.H - |
Name [ Jack B 2 s}
e Allow muitiply access [ No p=
Arv info [l

P S .

As aresult, a dialog box for adding user biometric parameters opens. This dialog box differs depending on the
equipment used. Operation in this dialog box is described in the documentation for the corresponding ACS
integration module (see ACS integration modules), as well as in the documentation for the corresponding control
reader integration module (see Control Readers Settings Guide).

() Note.
In order for a reader or controller to be available for selection in the Extensions list, it is necessary to
select it when configuring the Access Manager module - see Configuring control readers in the Access
Manager.

By default, extension buttons are hidden. To add (or remove) extension buttons:

1. Right-click on the user's photo and hover over the Extensions item (1).
2. Holding down the Shift key, click on the extension from the list (2).

As a result, the button with the selected biometric reader (3) will be added to the area under the user's photo.

To remove the extension button, follow the same steps.

Transferring a user to a different department in the Access Manager software module
To transfer a user to a different department, do the following:

1. Goto viewing users list (see Viewing a list of users).
2. Click the right mouse button on the name of the required user.

(@ Note

You can also select several users: for example, by selecting them with the mouse or by
using keyboard shortcuts (see Keyboard shortcuts for working with interface elements).
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3. Select the Change department item in the opened function menu.

2% Access Manager1 E’ E
) M =
i Departments @ Time zones (1t ] Accesslevels | | Regions and areas Q Search in department
T ; Department 1 H H User card s g
...... . Department 2 .\1,; 123 45678 i
¥ Delete
% Show location LI -
Print access card e e e
@ Ol panaat ) Access level 1 Inherted
a Appoint a charge
B View »
AL Soring » Smith Jack (2)
+ Newe Department 1{1)
Q,  Search ' Basic | Addtional
A=
4 0. Full name -
Sumame Smith :|
Access levels Access level 1 Mame Jack E
Bxtemal 1D Patrarmymic
D 1 4 1. Personal data
MName Department 1 Additional inf
Type of departmert Main Address of re
Users 2 Artipassbact No
Birth place o

4. As aresult the Search for department window will open. After searching select the department to which
user is to be transferred (see Working with Search for department window).
5. Asaresult the user will be transferred to the selected department.

Transferring a user to a different department is completed.

Changing a user type

A Attention!

You can change the user type only if it is allowed (see Configuring the permission to change user type).

Change user type as follows:

1. Go to viewing the list of users (see Viewing a list of users).
2. Right-click on the name of the required user.

() Note

You can also select several users: for example, by selecting them with the mouse or by
using keyboard shortcuts (see Keyboard shortcuts for working with interface elements).
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3. Inthe function menu that opens, select the Change type item and in the drop-down list select the required
department type for the user (see Configuring a type of department in the Access Manager).

2 Access Manager1 E\
~ ™ )
an Departments @ Time zones n Access levels | - Regions and areas Q Search in department
i, ment 1 L rd
- ﬁ H ser cal
s ; Department 2
¥ Delete
5 Change type » | 7 Typeof department 1.1
% Showlocation ™ Typeof department1.2
Print access card
& Change department
a Appoint a charge
View 3 Smith Jack (3 )
rtmert 1( 1
21 Sorting 3 e il
+  New * ||| Basic |Additional
Q Search » :
: <]
= Sumame  Smith |_.: ‘
Access levels Access level 1 Name Jack |4
Bxdemal 1D Patrormymic
D 1 4 1. Personal data
Mame Department 1 Addttional inf
Type of department Main Address of re
Users 1 Antipassbact Mo
Birth place =

4. As aresult, the user type will be changed.

Changing a user type is now completed.
6.6.4 User search in the Access Manager software module

General information about user search
Searching for users is performed in one of the following ways in the Access Manager software module:

1. Bysurname.

By number.

By card.

By card (control reader).
By access level.

General search.

ouhswDn

Going to user search

Go to the user search using one of the following ways.

(@ Note

In addition to the method described below, you can also use the Search button on the user control panel
(see Viewing a list of users).
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The first way:

1. Right-click the Departments tab.
2. Select the required search parameter in the opened Search functional menu — see General information
about user search.

22 Access Manager1 E

] | P | ) = ‘

D
o o Search » By surname
h— By number =, User card

-~ am Department 2

aw Departmert 3 By card
By card (control reader) -
lser[PERSOM] 2

By access level
Accesslevel  Comment

/ "Mever" Inherited

UserPERSCN] 1 (1)
[Department 1 (1)]

Basic | Additional

General search

»

m

Sumame Uzer[PERSON] 1
4 1. Personal data

:f;'g;;?:' ;rcrfl No M

Access level "MNever” Birth place

Edemal ID Card expiry d Not specified

D 1 Commencem Mot specified

Name Department 1 Date of card 23.05.2018 16:53

Type of department ~ Main Date of firing Not specified

Users 2 Date of hiing Not specified
E-mail addre:

The second way:
1. Go to viewing users list (see Viewing a list of users).
2. Right-click the free area in the users list or right-click the user.
(@ Note

Also going to user search is performed by Ctrl+F keys combination — see Keyboard shortcuts for
working with interface elements. While going to user search using the key combination, the Search
in department tab will open where the search condition by the department will be specified.
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3. Select the Search item in the opened functional menu. In the opened functional menu select the required
way of search — see General information about user search.

<> Access Manager1

-~
o Departments

Department 2
‘- = Department 3

Access level "Mever”

Edemal ID

D 1

Name Department 1
Type of department  Main

Users 2

[} =,
@ Time zones | n Access levels | G Regions and areas
p_’ H User card \

=1 Eol )

L7 £,
| Delete
.
Show location Accesslevel  Comfment
Print access card "Mever" Inhgfited
Ch department User[PERJON] 1 (1)
ange departmen Deparmint 1 (1]
View 3 Basic | Additional
Sorting 3
Mew ; 4 0_Full name E
Search 4 By surname L ‘ |
By number erPERSON] 1|2
By card jata |
By card (control reader) =
By access level
General search specified
k ot specified

Date of card 23.05.2018 16:53
Diate of fiing Mot specified
Date of hiing Not specified
E-mail addre:

As a result, the new tab will be opened for search (1). The name of the tab depends on the selected way of search.
The tab contains the following interface elements:

1. List of search rules (2).
2. List of found users (3).

3. Parameters of the selected user (4).

<7 Access Manager 1 1 = a2l
‘?é Departments | @ Time zones | ﬁ Access levels | Regions and areas(Q General search)
call \ fL'I_sercar\:l
Search limit | 100 -
4 [ »
Add rul
[ e l ‘ Q ‘ Access level Comment
Basic | Additional
2 3 | 4
L AN SN W,
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4. In case the search is performed by number, surname, card or access level, the corresponding rule will be
specified in the list of rules. It's possible to add search rules to the list if it's required (see the Adding a search
rule section).

5. In case the search is performed by card using a control reader, a window will open, offering to select the
control reader and start the search:

.
ot Access card reading ﬁ

Feader type [E‘rioSmart 411 v]

[ Start reading ]

Start reading or select another control reader

= )

In the opened window, click Start reading and present the card to the selected reader device.

Adding a search rule
When searching for objects in the Access Manager module, you can use the following logic operators:

1. Logic AND.
2. Logic OR.

Search rules are combined according to the following principle:
(Rule11 OR Rule12 OR... OR Rule 1N) AND
(Rule21 OR Rule22 OR ...Rule 2M) AND

(Rule K1 OR Rule K2 OR ... OR Rule KL)
Where N, M, K, L are arbitrary integers.

In the Access Manager window, the search rules combined by the OR operator are displayed in one string. The
search rules combined by the AND operator are displayed under each other.
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L
£2 Access Manager 1

| £ o i @ i Q General search
o Departments @Tlme z0nes n Access levels G Regions and areas Worktime

Mame Check case [ ] Sumame Check case [ |
Contains ~ Invert [ ]| Contains ~ Invert []

Wehicle LP Check case

| Cantains w Invert

Position Check case

| Contains w Invert

Search limit @K

To add a search rule, do the following:

1. Goto the user search (see Going to user search).
2. Click the Add rule button to add the AND rule or the or button to add the OR rule.

[ o] ™ T
e Departments @'ﬁme zones [ Accesslevels | Redions and areas @ Worktime O‘GEHEH' search

Name Check case [ ]
| Cortains | Invert [ ]

Search limit  @lEy -

“

The Select condition for search window will open.

Select condition for search >

B Additional
B Commonly used

B Standard

a. The Additional group contains the criteria for filtering by additional user parameters.

b. The Commonly used group contains the commonly used criteria for filtering by user parameters, and
the Time in the region criterion that is used for searching the users by the time they were present or
absent in the selected region.

c. The Standard group contains the criteria for filtering by the standard user parameters.

Working with the Access Manager software module- 135



ACFA PSIM 1.1 - Access Manager Module Settings and Operation Guide

(@ Note

For the details on the user parameters description, see Setting user parameters.

3. Select the search parameter by double-clicking its name.
The search rule by selected field will be added. Configuring the search rules differs depending on the type of
the rule. The following types of search rules are available:

a. Textfield
MName Check case []
Contains 1~ Invert []
2 |
i. From the drop-down list (1), select the comparison method of a field value with the specified
search line.
Comparison method Description
Equals Search for all users for which the value of the selected
field is fully coincides with the specified search line
Contains Search for all users for which the value of the selected
field contains the specified search line
Starts with Search for all users for which the value of the selected
field starts with the specified search line
Ends with Search for all users for which the value of the selected

field ends with the specified search line

ii. Setthe Check case checkbox if you want the search to be case-sensitive.
iii. Setthe Invert checkbox if you want to apply the negation of the specified search rule. if you
set this checkbox, all users that don't meet the specified search condition will be found.
iv. Enter the search line in the field (2).
b. Access level.
Access level Invert [

“Always® 1+ 1K

i. Setthe Invert checkbox if it's required to apply the negation of the specified search rule.

ii. Select value for search from the drop-down list (1) or click the @ button. Working with the
search window is described in Working with the Search access level window.
c. Temporary AL.

Temparary AL | 1/25/2024 12:00:00 v3|
Active overinterval 1~ | | 1/26/202412:00:00 4
*Any access level® 2~ &

i. Select the search criteria from the drop-down list (1):
1. Activation date—the start date of the temporary access level.
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N

Active on this day—the date between the start and end of the temporary access level.

3. Active over interval—the interval that falls entirely between the start and end of the
temporary access level. If the interval includes a day when the temporary access level
isn't valid, the search will have no results.

4. Active in this interval—the interval that falls at least partially between the start and

end of the temporary access level.

ii. Select the search criteria from the drop-down list (2). You can also click the @ button to
search for the required temporary access level. Working with the search window is described
in Working with the Search access level window.

iii. Usethe calendar to set the search date (3).
iv. If you select Active in this interval or Active over interval, set the end of the interval for the

search (4).
d. Access card:
User code Without access cards [
Room code | | Equals o e
Card number | | Equals 2~

i. Setthe Without access card checkbox if user doesn't have an access card. As a result, other

fields of the User code condition will become unavailable for editing.

ii. Inthe Room code field, enter the required room code.

iii. From the drop-down list (1), select the comparison method of a field value with the specified
search line similar to step 3ai.

iv. Inthe Card number field, enter the required number of the access card.

v. From the drop-down list (2), select the comparison method of a field value with the specified
search line similar to step 3ai.

e. Department

Department nvert [ ]

Mot specified | o}

i. Setthe Invert checkbox if it's required to apply the negation of the specified search rule.

ii. Tosearch for required department, click the @ button. Working with the search window is
described in Working with Search for department window.

(@ Note
You can search for department only if you performed user search by pressing the
Ctrl+F keys.
f. Timevalues:
el o e [ 1/25/2024 120000 2|
In range 1~ || 1/26/2024 2:0604 3

i. Select the comparison method of the specified value for search with a field value (1):

Comparison method Description
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Equals Search for all users for which the value of the selected
field is fully coincides with the specified date

Not equals Search for all users for which the value of the selected
field is not coincide with the specified date

Higher Search for all users for which the value of the selected
field is higher than the specified date

Lower Search for all users for which the value of the selected
field is lower than the specified date

In range Search for all users for which the value of the selected
field is in the specified range of dates

Out of range Search for all users for which the value of the selected
field is out of the specified range of dates

ii. Setthe date for search using the calendar (2). If you use the last two comparison methods
from the table, the selected value sets the start of search interval.
iii. If you use the last two comparison methods from the table, specify the end of search interval
(3).
g. Access point:
BioSmart Invert

Ignore “Always’

BioSmart 1

i. Setthe Invert checkbox if it's required to apply the negation of the specified search rule.
ii. Setthe Ignore 'Always' checkbox to select users whose access level differs from Always.

iii. Clickthe @ button to select the search value. Working with the access point search
window is described in Working with the Search access level window.
h. Additional fields:

Galaxy Menu Level Inwert

Value 1.0 -

i. Setthe Invert checkbox if it's required to apply the negation of the specified search rule.
ii. From the Value drop-down list, select the search value.

Adding a search rule is completed.
Start of user search

When all required search rules are specified (see the Adding a search rule section), click the E button to
start search (1).

Found users will be displayed in the list.
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[ =
- m
o Deparments @ Time zonesl []) Access Ievelsl : Regions and areas Q Search by sumame
Sumame Check case | H H User card |
IEquaIs j et ar : .
| s - .
Smith John Matth Smith Samanth
Search imit [100 -] 2 | SeiERpuE
Smith John Matthew (1)
Add rule Q 1 [Sales Department (1)]
Basic |Md'rtiona||
Found users:2 ’%_: Al |
E 0. Full name
Name John
Patrarymic Matthew
Sumame Smith
E 1. Personal data
Additional information
Antipassback Yes
Birth place
Card expiry date Mot
Commencemeant of cai 02.0

Number of users in the search result list can be limited. To change the limit, select the required number of users
displayed from the Search limit drop-down list (2).

Search limit |11}1} 'I 2

Add rule

Found users:

Do not limit

The list of found users can be changed dynamically.

Example. Search by surname was performed and several users were found. If a surname of one of found users will
be changed than this user will be deleted from the search results. Conversely: if a new user will be added with a
surname satisfying to the search rule, than this user will be added to the search results automatically. And the
message about dynamic data changing will display in the line of search results .

Search results were changed while asynchronous
elements update

Parameters of the user selected from the list are displayed in the right part of the Access Manager window.

To close a tab after search completion click the right mouse button on the tab name and select the Close tab (1)
item in the opened functional menu.

2> Access Manager1 EI@
G Department: @ Ti o Ac level o i d =4 General search |
@i, Departmerts ime zones | [ Accesslevels | Regions and areas
Name Check case [] H Closetab 1 User card
[Corrtains v] Invert [T Rename 2 -
X A b
John - L
Access level Comment
D Joh
Search mit [ 100 - enne Senn
[ 1l > 1

The search tab name can be changed. To rename it, do the following:
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1. Right-click the tab name and select Rename (2) from the menu.

2. Inthe opened dialog box, in the Name field, enter the new name for the search tab.

3. To apply the changes, click OK.

> Access Manager1 EI@

Q General search ‘

-~
Deparments

n
@ Time zones | n Access levels | ».;1 Regions and areas

)
Name Check case [ [am] \User card
[Contains v] Invert [ P
John “7 Rename @
D Name General search 2| Access level  Comment
[ Add rule l [ Q l -~

() Note.

The search tab with all conditions set is saved at Access Manager restart for the logged in Axxon PSIM user.

6.6.5 Deleting a user in the Access Manager software module

Deleting a user is performed as follows:

1. Gotoviewing users list (see Viewing a list of users).
2. Click the right mouse button on a user which is to be deleted.

(@ Note

You can also select several users: for example, by selecting them with the mouse or by
using keyboard shortcuts (see Keyboard shortcuts for working with object lists).

3. Inthe opened functional menu, select Delete or use the keyboard shortcut Ctrl+Del and
Ctrl+Backspace (see Keyboard shortcuts for working with object lists).

<7 Access Manager 1 EI
@ Time zones

i Department 1 User card
i ; Department 2 H H

—

N
n Access levels | ».\'f Regions and areas

)
a Departments

Delete

% Show location Access level  Comment
Print access card Accesslevel 1 Inherited
Change department
Set responsiblity

View 3

Sorting 4 Smith James (2 )

MNew Department 1(1)

>
o
=
Al
+
Q

Search 3

=3 = N

Access levels Access level 1 Sumame Smith | £
Exemal 1D Name James F
D i Patrorymic

4 1. Personal data

Mame Department 1
Type of depatment  Main Additional informatio
Users 2 Antipassback Yes
Birth place .
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(@ Note

Rights for deleting a user can be limited while configuring the Access Manager module. The
message about missing the corresponding rights will be displayed. See also Configuring the object
management rights.

4. The confirmation message will display. To confirm deleting of the selected user click the OK button. To
cancel deleting click the Cancel button.

Systern warning @

-

I Do you really want to delete the selected object?

Ok ] ’ Cancel

Deleting a user is completed.

6.6.6 Printing a user access card in the Access Manager software module

& Attention!
To ensure the correct printing of the user access cards, set the Windows screen scale to the default value
(see Change the size of text in Windows 10).
You can print user access cards in the Access Manager software module.
To print a user access card, do the following:
1. Gotoviewing users list (see Viewing a list of users).
2. Right-click on the name of the required user.
(@ Note

You can also select several users: for example, by selecting them with the mouse or by
using keyboard shortcuts (see Keyboard shortcuts for working with object lists).
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3. Select the Print access card item in the opened function menu.

:',-‘ Accms'Manage.l ll

=
i Departments @ Time zones

a Amslevelsl Q Regions and areas

- Depariment 1 n Y User card
- ser ca
_; Department 2 :
W Delete
%' Show location
C Print access card ) Accesslevel  Commert
@ Change department Access level 1 Inherited
i?i Set responsiblity
View r
21 Sorting 3
Smith James (2 )
gy Nea Department 1(1)
Q Search 3
Basic | Additional
3| @
@ 4 0. Full name: -
Access lavels Access lavel 1 Sumame Smith El
Extemnal 1D Name James
D 1 Patromymic
Name Department 1 4 1. Personal data
Type of depattment  Main Additional informatio
Uzers 2 Antipassback Yes
Birth place =
ol o i bl T S|
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4. The Access cards Print manager window will open.

% Access cards Print manager

— | >

Printer HF LaserJet Pro MFF M225-M226 PCL & 1v 2
Default print settings
Frort template Frort_Template. axt | 3
Back template Rear_Template axt | 4
Fotate by: - 5
Full Name Status
Miller Sarah Pending

Pint Al | =% Prntthisone §

5. From the Printer drop-down list (1), select the printer that will be used for printing. Click the (2) button if it is
necessary to change the print settings for the selected printer.
6. Click the (3) button to select the front template of the access card. For duplex printing, click the (4) button to

select the back template.

() Note

Templates are created using the Template Editor utility — see the Template Editor Utility Operation
Guide. Note: To create a template file that can be uploaded to Access Manager, you should
manually run the EditorlWpf.exe utility from the Modules folder in the Axxon PSIM installation

directory.

(@ Note

If the template has a bar code which is not shown in the preview, make sure that the suitable code
format is selected - see Barcode object properties.

7. Select rotation angle in the (5) drop-down list to rotate template on the printed list by 0, 90, 180 or 270

degrees.

(@ Note

Rotation angle can also be set via RotateAngle registry key (see Registry keys reference guide for
more details on the key and Working with Windows OS registry for details on how to operate the

registry.
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8. The list (6) displays all users for whom the access cards will be printed, as well as information on the status
of printing. To preview the access card template, double-click on the required user. This will open the Print
Preview window.

9. To print access cards for all users, click Print All (7). The Access Manager module will automatically create
print queue and send access cards to the selected printer.

10. To print an access card for only one user, select the required user from the list (6) and click the Print this
one button (8). The Access Manager module will automatically create a print queue and send the card to
the selected printer.

() Note

If a template was sent for printing, the Access Manager module will generate the "Print access card"
event. A user full name, its ID, name of computer from which access card was printed and person
initiated printing (operator working with the Access Manager module) will be specified in event
parameters.

Printing a user access card is completed.

6.6.7 Assigning a user responsible for the region
It is possible to assign a user responsible for the region in the Access Manager software module.
To assign a responsible user, do the following:

1. Goto the list of users (see Viewing a list of users).
2. Right-click on the name of the required user and select the Set responsibility item in the function menu
that opens.
() Note

You can also select several users: for example, by selecting them with the mouse or by
using keyboard shortcuts (see Keyboard shortcuts for working with interface elements).
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(#) Access Manager1 EI
-~ ) —~
-/ Departments @ Time zones | n Access levels | »\;{ Regions and areas‘
- Department 1 H h User card
Department 2
Preri
Delete
% Show location I W |
Print access card Accesslevel 1| inherted
& Change department
@ Set responsiblity )
B View »
z .
Al Sorting E Smith James (2)
+ Mew Department 1(1)
Q,  Search 3 -
Basic | Additional

Q]

-
Access levels Access level 1 |E|
Exemal ID T
D 1 Patrorymic
Name Department 1 4 1. Personal data
Type of department  Main Additional inform;
Uzers 2 Antipassback  Yes

Birth place L

3. Inthe Region searching window that opens, select the appropriate region.

ﬂ Region searching E
Search parameters

MName 1
ID 2
3
Access point,/ Type Ary access levels 4

(ﬁﬂrea 1 ﬁ\

® Reqion 1

\. /

4. If necessary, specify the name of the required region in the Name field (1).
5. If necessary, enter the identifier of the required region in the ID field (2).
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If necessary, specify a list of access points that should be included in the required region, as follows:

a. Click the
F

-0 Q20 T

button (4). The Search access point window opens.

.ﬁ Search access point

=]

Search parameters

. i BioSmartmini 1.1.1(1.1.1)
= BioSmart reader
. L. BioSmart reader 1.1.1 (1.1.1)
— Gate Parking access point
: L Gate Parking access poirt 1 (1.1}
- FACE access point
‘.. FACE access point 1.1(1.1)

Type INI types of access points - | 1
MName 4
ID 5
- BioSmat 41.1(1.7)
=~ BioSmart-mini

(@ Note

If necessary, select the access point type from the Type drop-down list (1).

If necessary, specify the access point name or its part in the Name field (4).

If necessary, specify the access point identifier in the ID field (5).

As aresult, a list of search results satisfying the specified parameters will be displayed (6).
Double-click the necessary access point.

To clear the list of access points, click the button (3).

Region search results will be displayed in the list (5). The search is case insensitive.

7. Double-click the necessary region. As a result, you will be taken to editing the region properties (see Creating
and editing regions).

() Note

The user that is currently being assigned responsible is highlighted in bold.
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; Edit region properties @

Mame Reqgion 1
Responsibles
Full Mame D
Wick John 1
Smith James 2
Comment

Cancel

8. Click Save to confirm the assignment of the selected user responsible for the region.

The user who is responsible for the region will have the Responsibility tab (1). On this tab, a list of regions for which
the corresponding user is responsible will be displayed (2).

<> Access Manager 1 =5 EE ==
™~ [ T
@ Departmerts @ Time zones n Accesslevels | | Regions and areas

T ; Department 1
o o DEpartment 2

User card

ﬁ H (123) 4567
- e

Smith John Wick John

Access level  Comment
"Mever" Inherted

Smith John (2 )
Depatment 1(1)

1
Basic | Addtional Eesponsibility
D

Region | _\
Region 1 1.1
Access level "Never”
Bdemal 1D
1D 1 2
Name Department 1
Type of department Main
Users 4
[Q e H)( Delete "+ New y,

Assigning a user responsible for the region is now complete.
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6.7 Performing Emergency Monitoring

6.7.1 General information about Emergency Monitoring

Emergency monitoring is performed on the Regions and areas tab of the Access Manager window.

o0 Bocess Manager 1 EI@

-~
l- Departments @ Time zones

B..a Ne& H Uszer card
Working area - [127]12345

™ .
' Regions and areas
¥

n
n Access levels

- [205) 34567

Srith John Patric

Access level  Comment

.........

Smith John Patiic [1)

Basic | additional

41 |
4 0. Full name -
[REN John

Patrorymic  Patric
Surnarme Srnith
4 1. Personal data
Access level
Antipazsbacl Mo
Card expiry ¢ Mot specified
Card iszued |
Date of card 27.04.2017 14:0E
Date of fiing Mot specified

Date of hiring Mot specified
1D 1.2 Tatal in region: 1 Cubensl U0

m

Persan whence where

4 [l | +

The Emergency monitoring includes the following features:

1. Switch over from access-related events in the Event viewer window to the user profile in the Access manager
window (see Viewing user profile from an access event in the Event Viewer).

2. Find out the region where user is currently located (see Finding out the region where the user currently is).

3. Find out user list in the specified region (see Viewing the list of users in the region).

4. Switch over to the specified region on the Axxon PSIM software Map (see Viewing region on the Map).

At switching between interfaces (e.g. from the Map to the Access Manager, or from the Event Viewer to the Access
Manager, or backwards), an interface object created on the basis of the same Display object as the source interface
is selected for transition.

Configuration of the Map, Event Viewer, Display, Area, Region objects is described in the Axxon PSIM software.
Administrator's Guide. Operation of these interface objects is described in the Axxon PSIM software. Operator's Guide.
The most recent versions of these documents are available in the AxxonSoft documentation repository.

Creating, editing and deletion of the Area and Region objects in Access Manager is also possible - see Creating,
editing and deleting Area and Region objects.

6.7.2 Card number displaying in the Event viewer window for access events

Facility code and card number of the user related to the access event is displayed in the Card column of the Event
viewer window.
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(@ Note

This column can be disabled according to the Event viewer object settings — see Administrator's Guide,
the Event viewer parameters section. The most relevant version of this document is available in the
AxxonSoft documentation repository.

Event viewer 1 Shaw fiters
w Fite:......_____________________ |

Filter 2

Source Event Reqgion Add. info Date and time
Reader [w200011.1.1 Enter 28.04.2017 15:25:42

6.7.3 Viewing user profile by an access event in the Event viewer

Switching to the user profile in the Access Manager from Event viewer is possible for Entrance (ACCESS_IN) and
Exit (ACCESS_OUT1) events.

To view user profile in the Access Manager right-click on the corresponding event in the Event viewer window and
select the Show in AC department menu item.

Ewvent viewer 1 [C] Shows fiters
Source Ewvent Fegion Add. info Card

Werb< V2000 WC A RITA Cantroller disconr...
2FIN Action executed

Fieader [2000] 1 Smith John Patric

Show in AC departrment

The Departments tab opens in the Access Manager window. A department to which the user belongs to is selected
in the departments hierarchy, and the user himself is selected in the list.
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O Access Manager 1 EI
-~ n —
aa Departments |® Time zonesl n Access levels \\‘} Fegions and areaz
""" ;. Full Mame Mumber Date of card issue User card
= Smith John Patic 1 27.04.2017 14:06:44 [127)12345
[205) 34567

Access level  Comment

"Mever" Inherited

Smith John Patric [1]

Basic | additional

b4l | B
4 0. Full name -
M arne John N

Fatrorymic  Patric
Surnarne Srnith
4 1. Personal data
Access level =
Antipazsbac| Mo
Card expiry ¢ Mot specified
Card izzued |

B”i] Drate of card 27.04.2017 14:0E

Access level "Meyer Drate of fir.ing Mot spec?ﬁed
Drate of hiring Mot specified

Extemal ID

D il External ID
Mumber of c. 0

Marne Axon Eohety

Type of departmer b ain .IE.IB phone

i} Origin

3ers 1
Passport nur
Perzonnel n
«m o F'INFode it
() Note.

It is also possible to find out the user current location - see Finding out the region where the user currently
is.

6.7.4 Finding out the region where the user currently is
To find out the user current location, do the following:

1. Find the user on the Departments tab manually or perform the user search (see User search in the Access
Manager software module).
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2. Right-click on the user and select the Show location menu item.

< Access Manager1
o] ~ =
@ Deparments C") Time zones | (1) Access levels | ', Regions and areas|
- Department 1 H User card
o Department 2 A
Delete
Show location )
Access level  Comment
Print access card
Access level 1 Inherited
@ Change department
a Set responsiblity
B View 3
£l Sorting »
Smith John Patric {2 )
+  New Department 1(1)
Q Search 3
Basic | Additional
[ ] SR
Q &] 4 0. Full name -
Access levels Access level 1 Sumame Smith |E |
Extemal 1D Name John =
D 1 Patrorymic Patric
Name Department 1 4 1. Personal data
Type of department  Main Additional inform
LUzers 2 Antipassback  Yes
Birth place L

3. The Regions and areas tab opens. The region where the user is currently located is selected in the regions
and areas hierarchy while the user himself is selected in the list of persons located in this region.

02 Access Manager 1

@ Time zones

™y .
) Fegions and areas

H Uszer card

- [127)12345

- [205) 34567

Srith John Patric

0 8] trent: o A Il
- epartments n coess levels

Mew area

Access level  Comment

[Ty P " | B RS S

Smith John Patric [1]

Basic | additional

=]
4 0. Full name -
[REN John N

Fatronymic  Patric
Surnarme Srnith

4 1. Personal data
Access level
Antipazsbacl Mo
Card expiry ¢ Mot specified
Card izsued |
Date of card 27.04.2017 14:0€
Drate of firing Mot specified
Drate of hiring Mot specified

m

1D 1.2 Tatal in region: 1 (S Lir
Perzon ‘whence “where Actual time
iSmith John Patric Outside Working area 28.04.2017 15:25:42
Smith John Patric ‘whorking area Outside 2804207 15:25:47

If the user location is undefined, the corresponding message is displayed.
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e

-]

Regions and areas @

IOI IJser Foreman Susan location is undefined at the moment

Defining the user current location is completed.

6.7.5 Viewing the list of users in the region
Switch to viewing users in the region in one of the following ways:

1. From the ACFA PSIM Map, if the region is added to the Map. For that, right-click on the region and select the
Show in the Access Manager menu item.

Wwhorking areal1.1]

|‘} a
o Working area[1.1]

Airrmi
Contral objects
Disarm

Classify alarm

Show in &C department

2. Select the region manually in the Regions and areas tab of the Access Manager window.
As a result, the list of users in the selected region is displayed. The information panel in the lower part of the regions

and areas hierarchy displays the identifier of the selected region or ares and the number of users, that are currently
located in this region or ares.
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C2 Access Manager 1

~ . [
‘- Departments | @ Time zonesl n Accesz Ievels|

= )
4 Fegions and areas

B* Mew area
- Outside

1D 1.1, Total in region: 1

(an

Sith John Patric

User card

‘ Access level  Comment

Basic | Additional

Person

Sith Johi Patric
Smith John Patric
Smith .John Patric

wihence

Outside
‘working area
Outside

Wwhere

Warking area
Outside
‘working area

Actual time
28.04.2017 15:25:42
28.04.2017 15:25:47
28.04.2017 15:38:57

In the lower part off the Regions and areas tab there is a log of passes of all users registered in the system. The list
of users in the region is displayed on real-time basis, while the passes of users between regions are displayed in the

log.

() Note.

This data on passes is given for information only, it is not recorded in a separate database.

To view the passed user in the current region on the Regions and areas tab, right-click on the required event and
select the Show location item in the menu opened. To view the passed user in his or her department on the
Departments tab, select the Show in department item in the above menu

Person

Smith John Patric
Srnith John Patric
Smith Joht Patric

Showr location

Show in department

Whence
Outside
forking area

Outside

‘where

Actual time
28.04.2017 15:25:42

On the Regions and areas tab the same actions with a user as in the Departments tab are available (see Working

with users in the Access Manager software module).

To view the user profile on the Departments tab, select the Show in department item in the user functional menu.
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O Access Manager 1 == E=E
- . ~ P )
l aa Departments | 'C") Time zones | n Access Ievels| v Regions and areas
=] * Mew area H User card
EH:J;SII:?ng area y A [127)12345
i Delete [208) 34567

Change departrnent
Access level  Comment

Print access card

Y P " (ECR

Smith John Patric [1]
Show in departrment Basic | Additional

A=
4 0. Full name -
Harme John b

Patrorwmic  Patric
Surnarme Srrith

4 1. Personal data
Arcoess level
Antipazsbacl Mo
Card expiry ¢ Mot zpecified
Card iszued|
Date of card 27.04.2017 14:08
Date of firing Mot zpecified
Date of hiring Mot zpecified

m

1D 1.1, Taotal in region: 1 [ e et ey
Person Whence Wwhere Actual time
Smith John Patric Outgide wiorking area 2804207 15:25:42
Sraith John Patric Warking area Outzide 2804 2M7 152547
Smith John Patric Outzside ‘wiorking area 280427 15:38:57

6.7.6 Viewing region on the Map

To view a region on the Map, right click on the corresponding object in the hierarchy and select the Show on map
item in the menu opened.
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o0 Acess Manager 1 EI@
) . m = .
- Departments @ Time zones 1] Agoess levels| 1 Fegions and areas
Mew area H User card

JULLEGL [127) 12345

Delete P (205) 34567
Csh ) h Jakin Patri
— AT ‘ Access level  Comment

R

Smith John Patric [1]

Basic | Additional

=
| 4 0. Full name N

Fatronymic  Patric
Surname Srnith

4 1. Personal data
Arcess level
Antipazsbacl Mo
Card expiny ¢ Mat specified
Card izzued|
Date of card 27.04.2017 14:0¢
[Drate of fiing Mot specified
Drate of hiring Mot specified

[REL John _;
i

1D 1.1. Total in region: 1 L Cfimn s

Perzon Whence Where Actual time
Smith John Patric Outzside ‘Working area 28.04. 2017 15:25:42
Smith John Patric Working area Outzside 28.04. 2017 15:25:47
Smith John Patric Outzside Working area 28.04. 2017 15:38:57

As a result, the region is selected in the Map window and the region icon blinks twice.

YWhorking areaf1.1]

o:

6.7.7 Creating, editing and deleting Area and Region objects

() Note.

Creating, editing and deleting areas and regions can be done without using the Access Manager with the
tools of the base Axxon PSIM software. See Axxon PSIM software. Administrator's Guide. The most recent
version of this document is available in the AxxonSoft documentation repository

Creating areas

An Area object is created in the following order:
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1. Gotothe Regions and areas (1) tab.

L2 Access Manager 1 4

; Departments C"} Time zones ﬁ Access levels '-.,\' Regions and areas
- ap Ch]
| Region 1
-ty Area 2
i.Jii Region 2

-+ 2 Create an area
Q Search for region

2. Right-click in the regions hierarchy area free from objects.
3. Inthe menu opened select the Create an area (2) item.
4. The Edit area properties dialog box opens.

;. Edit area properties @
Name Mew area 1

[ Save ] [ Cancel

5. Inthe Name field enter the name of the area.

() Note

The name should be unique. If an area with this name has already been created in the system, then
while saving, a corresponding message will be displayed and the area will not be saved. Also, the
name should not contain the following characters: <|>.

6. Click Save (2).

The area is created.

Creating and editing regions

To create or edit the region, do the following:
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1. Go tothe Regions and areas tab.

L2 Access Manager 1 A
e i

- ™ '\.
' FRegions and areas
o Departments @ Time zones n Access levels | g

[=E | Are N

2 Create a regicn

E'* Areal %¢  Delete

B2 Show onmap

2. Right-click on the area under which the region is to be created.
3. Inthe menu that opens, select the Create a region item.

() Note

To edit an existing region, double left-click the corresponding region.

4. The Edit region properties dialog box opens.

.:. Edit region properties
MName Region 1

Responsibles

fﬁ-ll Mame

Wick John
Smith John Patric

\

el
1
D N\
1
&
7
4
3

Comment

Cancel
Fesponsibles
Full Name D

e TR 1
s ﬂ' 2
5. Inthe Name field (1), enter the region name.

() Note

The name should be unique. If a region with this name has already been created in the system, then
while saving, a corresponding message will be displayed and the region will not be saved. Also, the
name should not contain the following characters: <|>.

6. Inthe Responsibles area (2), a list of users who are assigned responsible for this region is displayed (see
Assigning a user responsible for the region).
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7. Toremove a user from the list of responsible users, right-click on the user and click the Delete button.

() Note

You can select multiple users.

8. If necessary, in the Comment field (3), enter the region description.
9. Click Save (4).

The region is created or edited.

Editing areas and regions
To edit area or region, double-left-click on it.

The Edit area properties/Edit region properties dialog box opens. Working with this dialog box is described in the
Creating areas or Creating and editing regions section correspondingly.

Deleting areas and regions

To delete an area or region, right-click on it and select the Delete menu item.

i

22 Access Manager 1

= ™ '\
L Y )
e Departments O Time zones n Access levels Y Reqions and areas
=g Area 1

: i..fifH Region 1

Elﬁ Area 2

Delete

B2 Show on map

il

The System warning dialog box opens. Click OK to delete the Area or Region, or Cancel to abort the operation.

i o)

Systern warning @

I Are you sure you want to delete the area/region?

OK l ’ Cancel

When you delete an area, all the child regions in it are deleted.

Deleting area or region is completed.
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6.8 Working with the Time and Attendance subsystem

6.8.1 The Worktime tab of the Access Manager interface window

The main elements of the Worktime tab

The Worktime tab of the Access Manager interface window consists of three interactive parts. When you switch
between the menu items (1), the contents of the information field (2) and the properties panel (3) changes.

¢F Access Manager 1 s O >
- ﬁ ) N
| @ Departments @ Time zones (1 | Accesslevels ' Regions and areas @ Worktime _
Mame ] Description Sliding  Working time Work peried 1 {ID 1) ’p
@Work period 1 1 Main work period Mo o ]
@Wod{ period 2 2 No Begin time End time Mext day  Lunch
@woﬁ( perod 3 3 Ceasan Ma 8:00:00 AM  6:00:00 AM Mo Mo
12:00:00 PM  1:00:00 AM Mo Yes
2
1
Work period 1
Description Main work period
Sliding Mo
Irtervals count 2
£ >
@ Periods ’j Schemes i-@ Schedules 44| Holidays Lﬂ Décﬁ’memél 1

The navigation bar (1) is located in the lower left part of the window and used to switch between the menu items of
the Time and Attendance subsystem.

The information field (2) is located in the central left part of the window and displays information on the objects
existing in the system of the Time and Attendance subsystem.

The properties panel (3) is located in the right part of the window. It displays the parameters of the objects from the
area (2).

The Periods menu of the Worktime tab

To go to the Periods menu, select it on the navigation bar at the bottom of the Worktime tab of the Access
Manager interface window.
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3 Access Manager 1 B O bt

20 (B £ Accesslevels () Regions and (D wontme
o epartments ime zones n cesslevels egions and areas

Mame D Description Slidng  Working time Work peried 1 (ID 1)
CiWork period 1 1 Main work period Mo o ]
@'Work — No # Begin time End time Mext day  Lunch
@'Wurk period 3 3 Seasan Ma 1 8:00:00 AM  6:00:00 AM Mo Mo
12:00:00 PM  1:00:00 AM Mo Yes
1
Work period 1
Description Main work period
Sliding Mo
Intervals court 2
£ >

|§E§ Periods ﬂ Schemes T@ Schedules glj Holidays '_:'ﬁ Documents

The main elements of the Periods menu are described in The main elements of the Worktime tab.

When you right-click a work period, the context menu appears, which includes the following actions:

~ ™
| a Departments @ Time zones n Access levels

MName ] Description Sliding  Workin

£ Wark period 1 1

D Work period 2 1 X
Work perod 3 3
@ i View 2 9
2] Sorting 3
+ New 3

1. Delete (1)—delete work period (see Work periods).

2. View and Sorting (2)—these actions with interface elements, common to the whole Access Manager module,
are described in General operations with the Access Manager interface elements.

3. New (3)—create a new work period (see Work periods).

The Schemes menu of the Worktime tab

To go to the Schemes menu, select it on the navigation bar at the bottom of the Worktime tab of the Access
Manager interface window.
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£ Access Manager 1 = O ot

= e B one @ i @ i @ v [
an epatments ime zones n cess levels % egions and areas

Mame ] Description Schemetype  Start date Work scheme 2 {ID 2)

| Work scheme 1 1 Main work schema Weelkhy 1170001

— g

[ Work scheme 2 2 Sidng  1/1/0001 | kL Ml el
1 Scheme day #1  Work period 2

2 Scheme day #2 Work period 2
Scheme day #3  Work period 3

Work scheme 2

Description
Days in scheme

7
Start date 1/1/0001
Curmrent day 3
Scheme type Sliding

@ Periods ‘ﬂ Schemes ﬁ Holidays j Documents

The main elements of the Schemes menu are described in The main elements of the Worktime tab.

When you right-click a work scheme, the context menu appears, which includes the following actions:

3 Access Manager 1

™ ™ y .
o Departments CL}TiITIE z0nes n Access levels h Regian:

Mame ID  Description Schemetype  Start date
:3 Work scheme 1 1 Main worlk... Weekdy 4/26,2023
Wo 3 o Slidli 4/26/2023
Vo M Delete 1 ——
2] Sorting k
-+ Mew 3

1. Delete (1)—delete work scheme (see Work schemes).
2. View and Sorting (2)—these actions with interface elements, common to the whole Access Manager module,

are described in General operations with the Access Manager interface elements.
3. New (3)—create a new work scheme (see Work schemes).

The Schedules menu of the Worktime tab

To go to the Schedules menu, select it on the navigation bar at the bottom of the Worktime tab of the Access
Manager interface window.
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£ Access Manager 1 = O x

o, Departments { ) T f% Accesslevds () Regions and D wortime
an epartm 3 Ime Zones n CE35 IEVEIS ‘wl‘ EgI0Ns and areas

Name I Work scheme  Holidays  Day border Schedule 1 (ID 1)
‘ Schedule1 1 Work scheme 1 Mo 12:00:00 AM

0]

1
Schedule 1
Work scheme Work scheme 1
Holidays Mo

Day barder 12:00:00 AM

@ Periods ﬁ Schemes ‘f@ Sehedules ﬁ Huolidays :ﬁ Documents

The main elements of the Schedules menu are described in The main elements of the Worktime tab.

When you right-click a work schedule, the context menu appears, which includes the following actions:

oy
L# Access Manager 1

™~ ™ Y
o Departments C"}Tlme IOnes n Access levels \ 4

Mame [0 Work scheme  Holidays  Day border
; ] Ma 12:00:00 ...
1

Mavigate to S5cheme

.
o  Delete 2
‘l.n'ie-.njr ' |3
4l Sorting b

+ New 4

1. Navigate to Scheme (1)—go to the work scheme that is the basis of this schedule.

Delete (2)—delete work schedule (see Work schedules).

3. View and Sorting (3)—these actions with interface elements, common to the whole Access Manager module,
are described in General operations with the Access Manager interface elements.

4. New (4)—create a new work schedule (see Work schedules).

g
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The Holidays menu of the Worktime tab

To go to the Holidays menu, select it on the navigation bar at the bottom of the Worktime tab of the Access
Manager interface window.

&3 Access Manager 1 - O x
-~ ™ ol .
an Departments @ Time zones n Access levels p Regions and areas @ Worktime _
MName D Date Day type Reduction of working hours ~ Day of week
= Tuesday, Aprl 25, 2023 2 Tuesday, April 25, 2023 Holiday 08:00:00 Tuesday
ﬁ Wednesday, Aprl 26, 2023 Wednesday, Aprl 26, 2023 Pre-holiday 01:00:00 Wednesday

@ Periods ﬁ Schemes f@ Schedules ﬁj Holidays '_z Documents

The window of the Holidays menu consists of a navigation bar and an information field. For details, see The main
elements of the Worktime tab.

When you right-click a holiday, the context menu appears, which includes the following actions:

£3 Access Manager 1

~ ™ 3
o Departments @ Time zones n Access levels %

Mame ID Date
%5 Tuesday, April 25,2023 2 Tuesday. April 25, 2023

1. Delete (1)—delete holiday (see Holidays).

2. View and Sorting (2)—these actions with interface elements, common to the whole Access Manager module,
are described in General operations with the Access Manager interface elements.

3. New (3)—create a new holiday (see Holidays).
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The Documents menu of the Worktime tab

To go to the Documents menu, select it on the navigation bar at the bottom of the Worktime tab of the Access
Manager interface window.

£ Access Manager 1 = O it

° D @T B Accesslevels| @ Regions and € worime
an epatments ime zones n cesslevels egions and areas

Mame I Documerttype Digtal code Code Being late (ID 2) .
ﬂ Being late

Exculpatony

";'l. Factaony wisit 1 Exculpatony 13 ED
) Holiday work 3 Overtime 7 oD
'|_!i}; Weekend work 4 Certime a8 oD =

Being late
Document type Exculpatory
Code ED

Digital code 12
Append to working time | No
Description Agking for adding 3 hours to my v

@ Pt ’:J e ﬁ Crhechies "_ﬁﬂ Holidays

The main elements of the Documents menu are described in The main elements of the Worktime tab.

When you right-click a document, the context menu appears, which includes the following actions:

Ty
L7 Access Manager 1

) mM
- Departments @ Time zones n Access levels
MName [0 Document ... Digital code Code
) Being lat 2 Exculpatory 12 ED

1. Delete (1)—delete document (see Documents).
2. View and Sorting (2)—these actions with interface elements, common to the whole Access Manager module,
are described in General operations with the Access Manager interface elements.
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6.8.2 Work periods

On the page:

+ Creating work periods
« Examples of work
periods
« Editing work periods
+ Deleting work intervals
and periods
+ Deleting work
intervals
+ Deleting work
periods

To work with the Time and Attendance subsystem, you need to create and configure work periods.

Creating work periods

1. Go to the Worktime tab (1) of the Access Manager interface window (For more information about
connecting the Worktime subsystem, see Configuring the Worktime subsystem).

3 Access Manager 1 — d bt

) [a) = } @ Workti
an Departments @ Time zones n Access levels % Reaions and areas orktime

H Begin time End time Mext day Lunch

B View 3
2] Sorting »
+ New 3

Q Quick search

2@ Periods ﬁ Schemes 'fé Schedules ﬁ Haolidays ‘:ﬁ Documents

2. Go tothe Periods menu (2).
3. Right-click the empty space on the left side of the window to open the context menu.
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4. Inthe context menu, select New (3). The Schedule settings form will open.
(D Schedule settings >

MName Work period 1 1
Description Main work period 2
Working time (sliding) 3

5. Inthe Name field (1), enter the name of the work period.
6. Inthe Description field (2), enter the description of the work period.
7. Setthe Working time (sliding) checkbox (3), if sliding work schedule is used.

() Note

Sliding schedule implies unregulated time of an employee at the workplace, but in a certain time
interval of the work shift.

8. Inthe Working time (sliding) field (4), enter the employee sliding working time in the HH:MM:SS format.
9. To add work intervals, right-click an empty space in the central part of the form and select Add (5) in the
context menu.
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10. Enter the interval settings:
(D Schedule settings >

Mame Work period 1
Description Main work period
Warking time (sliding})

# Beain End Mext day Lunch

8:00:-00 AM | 6:00:00 PM

Interval settings

:Egin 1I||||||||||||||||||||||I
Er"j 3I||||||||||||||||||||||I

5 B Cossng M Lunch B

a. Inthe Begin field (1), enter the start time of the work interval in the HH:MM:SS format, or select it
with the slider (2).

b. Inthe End field (3), enter the end time of the work interval in the HH:MM:SS format, or select it with
the slider (4).

c. Setthe Crossing checkbox (5), if the start of the work interval is on the current day and the end is the
next day. If the start time of the work interval is longer than the end time, the Crossing checkbox will
be set automatically.

d. Setthe Lunch checkbox (6), so that the employee’s presence at work isn’t taken into account when
calculating the work period. If the checkbox isn’t set, the employee’s presence is included in the
calculation. To add a lunch break, you need to create a second work interval in which the Lunch
checkbox will be set (see Examples of work periods).

A Attention!

To create correct Time and Attendance reports, it is necessary that only one work interval
with the clear Lunch checkbox is set (see Working with Time and Attendance reports).

e. Click the Save button (7) to save the changes. Click the Cancel button (8) to cancel the changes.

Creating a work period is complete. The created work period will appear in the information field and in the
properties panel of the Periods menu on the Worktime tab of the Access Manager interface window.
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€2 Access Manager 1 - O *

ey p—— T
- epartm 5 Ime Zones n CESS IEVEels "ﬂ EgIons and areas

MName D Description Sliding  Working time Work period 1 (ID 1)

LoWork period 1 1 Main work period No

=4
1

Begin time End time
8:00:00 AM  6:00:00 AM

Next day  Lunch
Ne Ne

1
Work period 1
Description Main work period
Sliding Mo
Intervals count 1

@ Periods ﬁ Schemes f@ Schedules ﬁ Holidays ':ﬁ Documents

Examples of work periods

1. Daytime work schedule with a lunch break.

Work peried 1 (ID 1)

# Beqin time End time Mext day  Lunch

1 8:00:00 AM  6:00:00 PM Mo Mo
2 12:00:00 PM  1:00:00 PM Mo fes

2. Work period that crosses midnight.
Work peried 2 (ID 2)

H Beqin time End time Mext day  Lunch
1 8:00:00 PM  8:00:00 AM  Crossing Mo

Editing work periods

To edit a work period saved in the system, go to the Periods menu on the Worktime tab of the Access Manager
interface window and use one of three methods:
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O Access Manager 1 2 O b
= 0
@ Depatments ime zones n cesslevels egions and areas
Mame D Description Sliding  Working time Work period 2 (ID 2)
@Wol‘k perod 1 1 Main work period Mo

H Begin time End time MNext day  Lunch
1 8:00:00 AM  8:00:00 AM  Crossing No 3

£ Work period 2 2 Mo 1
@Wol‘k perod 3 3 Season No

2
Work period 2

Description
Sliding Mo
Intervals count 1

@ Periods ﬁ Schemes % Schedules '%j Holidays '_:ﬁ Documents

1. Inthe information field, double-click the period you want to change (1).

2. Select the period you want to change, and on the properties panel, click the @ button (2).
3. Double-click the selected period on the properties panel (3).

As a result, the window for editing work period will open.

Deleting work intervals and periods

Deleting work intervals

To delete a work interval saved in the system, do the following:

(D schedule settings >

MName Work period 1

Warking time (sliding) []12:00:00 AT

Go to the Periods menu on the Worktime tab of the Access Manager interface window.
Open the Schedule settings form.

Right-click the work interval you want to delete to open the context menu.

Select Delete in the context menu.

Ll N S

The work interval is deleted.

Deleting work periods

To delete a work period saved in the system, do the following:
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1. Go to the Periods menu on the Worktime tab of the Access Manager interface window.

©F Access Manager 1

-~ ™
‘ & Departments @ Time zones n Access levels

MName ID  Descrption Sliding  Working time

2. Right-click the work period you want to delete to open the context menu.
3. Select Delete in the context menu.
4. Click the OK button in the system warning message.

System warning et

0 Are you sure you want to delete the selected object?

Cancel

The work period is deleted.

6.8.3 Work schemes

On the page:

+ Creating work schemes
+ Editing work schemes
+ Deleting work scheme

To work with the Time and Attendance subsystem, you need to create and configure work schemes.
Creating work schemes

1. Go to the Worktime tab (1) of the Access Manager interface window (For more information about
connecting the Worktime subsystem, see Configuring the Worktime subsystem).
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3 Access Manager 1

Departments C")'ﬁme z0Mes n Access levels '-~\‘J Regions and areas @ World|me1_

Scheme day  Name Work period

View 3
21 Sorting »
[+ New 3]

Q) Quick search

2
@ Periods ‘ﬁ: Schemes f__@ Schedules ﬁ Holidays :ﬁ Documents

2. Go tothe Schemes menu (2).
3. Right-click the empty space on the left side of the window to open the context menu.
4. Inthe context menu, select New (3). The Scheme settings form will open.

) Scheme settings >

e
Scheme type Duration
CPRRY'Y 262023 [~ |

#H MName Wark period

Work period 1

2 Tuesday Waork period 1

3 Wednesday Waork period 1 6
4 Thursday Work period 1

5  Frday Waork period 1

& Saturday *Mot set”

7 Sunday *Mot set*

Scheme day settings
Work period Work period 1

Description

5. Inthe Name field (1), enter the name of the scheme.
6. Inthe Description field (2), enter the description of the scheme.
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From the Scheme type drop-down list (3), select the type of a scheme you want to use. The scheme type
determines the duration of the scheme in days (4). There are three types of scheme available:

a. Weekly—the duration of the scheme is seven days.

b. Sliding—the duration of the scheme is set manually.

c. Monthly—the duration of the scheme is 31 days.
If you selected the Sliding scheme type, in the Duration field (4), enter the duration of the scheme in days.

In the Start date field (5), set the start date of the work scheme by clicking the B~ button and opening a
calendar, or enter the start date manually in the DD.MM.YYYY format.

Set the parameters for each day of the work scheme:
a. Foreach scheme day in table (6) assign a work period by selecting it from the Work period drop-

down list (7) or by using the Q search button (8). When you click the button, the Period search
window will open, where you can select a work period from the list (3) or search it by parameters:

(D Period search >

Search parameters

MName

D

MName MNumber
Work period 1 1
Work period 2 2
Work perod 3 3

i. Inthe Name field (1), enter the work period name to search by it. The search starts with the
first character.
ii. IntheID field (2), enter the work period ID to search by it.
b. If necessary, in the Description field (9), enter a description of the scheme day.

11. Click the Save button to save all changes.

Editing work schemes

To edit a work scheme saved in the system, go to the Schemes menu on the Worktime tab of the Access Manager
interface window and use one of three methods:
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a £l >

> Access Manager 1
g b (B m B Accesslevels| @ Regions and €D worcime
an epartments ime zones n cesslevels egions and areas

Work scheme 2 (ID 2)

Mame D Description Scheme type  Start date

j Work scheme 1 1 Main work schema Weelly 1/1/0001
Sliding 1/1/0001

Scheme day  MName Work period
1 Scheme day #1  Wark period 2

2 Scheme day #2  Wark period 2 3
Scheme day #3 Work period 3

' Wark scheme 2 2

Description

Days in scheme 3

Start date 1/1/0001
Current day 3
Scheme type Sliding

@ Periods f] Schemes e Schedules @ Holidays _ﬁ Documents

1. Inthe information field, double-click the work scheme you want to change (1).

2. Select the work scheme you want to change, and on the properties panel, click the :;l button (2).
3. Double-click any day of the selected work scheme on the properties panel (3).

As a result, the window for editing work scheme will open.

Deleting work scheme
To delete a work scheme saved in the system, do the following:

1. Go to the Schemes menu on the Worktime tab of the Access Manager interface window.
- O X

) Access Manager 1

‘ 0 Departments @ Time zones £ Accesslevels ) Regions and areas @ Worktime _
an UeP [ ] ¥ g

Name D Description Schemetype  Start date Work scheme 2 (ID 2) 'j.

ﬂWork scheme 1 1 Main work schema Weekly 1/1/0001 Sch P N S—
il Work scher] Siding  1/1/0001 btk il
X Delete 1 Scheme day #1  Work period 2
E View » 2 Scheme day #2  Work period 2
. 3 Scheme day #3  Work period 3
2] Sorting 3
+  Mew

2
Work scheme 2

Description

Days in scheme 3
Start date 14140001
Cumrent day 3
Scheme type Sliding

@ Periods ﬂ Schemes ') Schedules ﬁ Halidays _ﬁ Documents
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2. Right-click the work scheme you want to delete to open the context menu.
3. Select Delete (1) in the context menu.
4. Click the OK button in the system warning message.

System warning et

o Are you sure you want to delete the selected objedt?

Cancel

The work scheme is deleted.

6.8.4 Work schedules

On the page:

+ Creating work
schedules

« Editing work schedules

+ Deleting work schedules

To work with the Time and Attendance subsystem, you need to create and configure work schedules.

Creating work schedules

1. Go tothe Worktime tab (1) of the Access Manager interface window (For more information about
connecting the Worktime subsystem, see Configuring the Worktime subsystem).
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) Access Manager 1

— O >
= &) - :
- Departments @ Time zones n Access levels "‘.j Regions and areas @ Wﬂﬁﬂlmﬂ-

Mame I Work scheme  Holidays  Day border

Region ]

B View 3
2l Sorting 3
I New 3 ||
Q Cuick search

@ Periods ﬁ Schemes % Schedules ﬁ Holidays ;ﬂ Documents

2. Go tothe Schedules menu (2).
3. Right-click the empty space on the left side of the window to open the context menu.
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4. Inthe context menu, select New (3). The Schedule settings form will open.

) Schedule settings >

Mame Schedule 1 1
Work scheme Work scheme 1 2 L E

Day border ¥ §12:00:00 A -2 JGELET m5

Allowed time of absence in working region, min: 6 “

Region

Warking zone

5. Inthe Name field (1), enter the name of the work schedule.

6. From the Work scheme drop-down list (2), select a work scheme for the schedule, or use the Q search
button (3). The Scheme search window will open, in which you can double-click to select the required work
scheme in the area (3), or search by parameters:

ﬂ Scheme search X
Search parameters
Mame
D
MName Mumber
Waork scheme 1 1
Work scheme 2 2

a. Inthe Name field (1), enter the work scheme name to search by it. The search starts with the first
character.
b. IntheIDfield (2), enter the work scheme ID to search by it.
7. Inthe Day border field (4), enter the time in the HH:MM:SS format from which the day begins.
8. Set the Holidays checkbox (5) to include holidays in this work schedule (see Holidays).
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In the Allowed time of absence in working region, min (6) field, enter the time in minutes of an employee
absence from work (in the area determined by the Region object) that won’t be considered as leaving work.
In case when an employee is absent from the workplace for longer than the allowed time, the whole period
is considered as absence from the working region. The default value is 0, i.e., any time an employee is out of
the working region is considered an absence from work.

To add working regions, right-click the empty space in the form and in the context menu, select Change
working regions (see Appendix 1. Configuring Regions for the ACS Readers to work with the Time and
Attendance subsystem).

) Schedule settings >

Mame Schedule 1
Work scheme ‘Wark scheme 1 v m

Day border 12:00:00 A -2 BEBLER: ]
Allowed time of absence in working region, min: m

Region D

& Change working regions

M Remove all warking regions

11. Asaresult, the Region searching window will open. Double-click to select the required working region in

the area (4) or search by parameters:
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=i Region searching »
Search parameters
MName

D

Access point/ Type

MName Mumber
[] Street 22
[] Working zone 21

T

a. Inthe Name field (1), enter the working region name to search by it. The search starts with the first
character.
b. IntheIDfield (2), enter the working region ID to search by it.

c. Clickthe O‘ search button (3) to search the region by the access point. In the Search access point
window, double-click to select the required access point in the area (6), or fill out the search
parameters:
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ﬂ Search access point x

o T 2
[

= BioSmart
BioSmart 1 (1)

i. From the Type drop-down list (1), select the type of the access point.

ii. From the Area drop-down list (2), select the area to which the access point belongs.

iii. From the Region drop-down list (3), select the region to which the access point belongs.

iv. Inthe Name field (4), enter the name of the access point. The search starts with the first
character.

v. IntheID field (5), enter the ID of the access point.
After you select the access point, the Search access point window will close.

12. Inthe Region searching form, in the area (1), a region will appear to which the selected access point

belongs in the area (2). To cancel the selected access point, click the X button (3).
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28 Region searching X

Search parameters

Name |

D
3
Access point/Type BioSmart 1 2
Mame MNumber
Working zone 21
1

e

13. Set the checkbox next to the required region and click the OK button (4). After that the Region searching
form will close.

14. Inthe Schedule settings form, the selected region will be displayed in the area (7). Click the Save button to
save the changes.

() Note

+ Assigning working regions to each work schedule is mandatory.

+ The number of working regions that will be included in this work schedule is unlimited.

+ You can delete only all working regions. To do this, in the Schedule settings window, right-
click any region and in the context menu, select Remove all working regions.

Working with the Access Manager software module- 180



ACFA PSIM 1.1 - Access Manager Module Settings and Operation Guide

] Schedule settings >

Mame Schedule 1
Waork scheme Work scheme 1 w E
Day border 12:00:00 A - gELES:

Allowed time of absence in working region, min: m

Fegion D

& Change working regions

Remove all working regions

The work schedule is created and configured.

Editing work schedules

To edit a work schedule saved in the system, go to the Schedules menu on the Worktime tab of the Access
Manager interface window and use one of three methods:

£3 Access Manager 1 — O x

g b Ch B Accesslevds| @ Regionsand €D wioncime
an epartments ime zones n cesslevels egions and areas

MName I Work scheme  Holidays  Day border Schedule 1 {ID 1)
"I A5chedule 1 1 Work scheme 1 Mo 12:00:00 AM

D

1

Schedule 1

Wark scheme Work scheme 1
Holidays Mo
Day border 12:00.00 AM

@ Periods ﬁ Schemes ‘-'@ Schedules ﬁ Holidays ':g Documents

1. Inthe information field, double-click the work schedule you want to change (1).
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2. Select the work schedule you want to change, and on the properties panel, click the ﬁ button (2).
3. Double-click the selected working region on the properties panel (3).

As a result, the window for editing work schedule will open.

Deleting work schedules
To delete a work schedule saved in the system, do the following:

1. Go to the Schedules menu on the Worktime tab of the Access Manager interface window.
€3 Access Manager 1 = O o

T pey -y p—r T
o Departments Time zones n Access levels " Regions and areas

Mame IO Work scheme  Holidays  Day border Schedule 1 (ID 1)
‘ Schedule 1 1 . 120000 AM i
™) Navigate to Scheme Region D
|:~: Delete [ Working zone 2.1
View 3
2 Sorting ’
+  New

1

Schedule 1

Work scheme Work scheme 1
Holidays Mo
Day border 12:00:00 AM

@ Periods ﬁ Schemes % Schedules ﬁ Holidays '_jﬁ Documents

2. Right-click the work schedule you want to delete to open the context menu.
3. Select Delete in the context menu.
4. Click the OK button in the system warning message.

System warning et

o Are you sure you want to delete the selected object?

Cancel

The work schedule is deleted.
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6.8.5 Holidays

On the page:

+ Creating holidays
« Editing holidays
+ Deleting holidays

To work with the Time and Attendance subsystem, you need to create and configure holidays.

Creating holidays

1. Gotothe Worktime tab (1) of the Access Manager interface window.
3 Access Manager 1 o | *

~ ™M B N
o Departments @Timezones n Access levels % Regions and areas @ Woﬁchrne'l_

Mame |D Date Daytype Reduction of working hours  Day of week

View »
Al Sorting b
+ New 3

Q Quick search

b |

@ Periods ﬂ Schemes fé Schedules 'ﬁj H;days ﬁ Documents

2. Gotothe Holidays menu (2).
3. Right-click the empty space on the left side of the window to open the context menu.
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4. Inthe context menu, select New (3). The Worktime holiday settings form will open.

% Worktime holiday settings x

MName Wednesday, April 26, 2023 1

Date

Reduction of working hours

4 April 2023 6 Mar
Sun Mon Tue Wed Thu Fri Sat  Sun Mon Tue V
26 27 28 20 30 A 1 1 2

2 3 4 s & 7 8 T 8 9
g 10 11 12 13 14 15 14 15 16
® 17 18 19 20 21 2 21 2 23
23 24 27 28 29 28 29 30

30 4 5 6
[ | Today: 4/26/2023

5. Inthe Name field (1), enter the name of the holiday. The default name is the current date.

6. Inthe Date field (2), enter the date using the calendar that opens when clicking the > button (3), or by
clicking the required date in the area (6). The current date is specified in the area (7).

7. From the Day type drop-down list (4), select Holiday (usually non-working day) or Pre-holiday (working
hours are usually reduced by a set time) day type.

8. In the Reduction of working hours field (5), specify the time in the HH:MM:SS format by which the working
day will be reduced. The default value is 8:00:00, i.e., eight hours.

9. Click the Save button to save the changes.

Creating holidays is complete.

Editing holidays

To edit a holiday saved in the system, do the following:
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1. Go to the Holidays menu on the Worktime tab of the Access Manager interface window.

2 Access Manager 1

- O >

- ™ - )
o Departments @Time zones n Access levels 1.:} Reqions and areas @ Worktime _

Name o]

% Tuesday, April 25,2023 2
' Wednesday, April 26, 2023

Tuesday,

Date
April 25, 2023

Wednesday, April 26, 2023

Day of week

Tuesday
Wednesday

Reduction of working hours
08:00:00
01:00:00

Day type
Holiday
Pre-holiday

@ Periods ﬁ Schemes % Schedules

ﬁ Holidays

:ﬁ Documents

2. Inthe information field, double-click the holiday you want to change (1).

As a result, the window for editing a holiday will open.

Deleting holidays

To delete a holiday saved in the system, do the following:

1. Go to the Holidays menu on the Worktime tab of the Access Manager interface window.

3 Access Manager 1

- O x

- ™ - .
an Departments @'ﬁme zOnes n Access levels 'k:’ Regions and areas @ Worktime _

Mame D

% Tuesday, Aprl 25,2023 2 Tuesday,

View »
4l Sorting 3
+  New

Date
April 25, 2023

sday, April 26, 2023

Day type
Holiday
Pre-holiday

Reduction of working hours
0&:00:00
01:00:00

Day of week

Tuesday
Wednesday

@ Periods ﬁ Schemes % Schedules

44| Holidays
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2. Right-click the holiday you want to delete to open the context menu.
3. Select Delete (1) in the context menu.

4. Click the OK button in the system warning message.

Systern warning

0 Are you sure you want to delete the selected objedt?

The holiday is deleted.

6.8.6 Documents

On the page:

+ Creating documents
« Creatingan
exculpatory
document
« Creatingan
overtime
document
« Editing documents
+ Deleting documents

Cancel

You can create exculpatory and overtime documents in the Time and Attendance subsystem.

Creating documents

1. Go tothe Worktime tab (1) of the Access Manager interface window (For more information about
connecting the Worktime subsystem, see Configuring the Worktime subsystem).
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3 Access Manager 1

— O x
] ™ —, )
@ Departments @ Time zones (1 | Accesslevels ' Regions and areas @ Worktime1 -

Mame [0 Documenttype  Digtal code Code

@ Perods | () Schemes % Schedues 54| Holidays ! Documerts2
il 44 Y4

2. Go to the Documents menu (2).

=]
3. To create an exculpatory document, click the éé button (3). To create an overtime document, click the

F& button (4).

As a result, the window for editing a corresponding document will open.

Creating an exculpatory document
1. Inthe Exculpatory document settings window, in the Name field (1), enter the name of the document.
= Exculpatory document settings >

EE Document

Code

Digital code = Append to working time

Description

2. Inthe Code field (2), enter a letter code (or a second digital code) of the document.
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w

In the Digital code field (3), enter a unique digital code of the document.

4. Setthe Append to working time checkbox (4) to add the time of an employee absence from the workplace
to the total working time.

5. Inthe Description field (5), add a comment to the document.

6. Click the Save button to save the exculpatory document.

Creating an overtime document
1. Inthe Overtime document settings window, in the Name field (1), enter the name of the document.

% Overtime document settings >

MName Document
Code 2

Digital code

Description

2. Inthe Code field (2), enter a letter code (or a second digital code) of the document.

3. Inthe Digital code field (3), enter a unique digital code of the document.

4. Setthe Consider weekend and holidays checkbox (4), so that when an employee works on weekend or
holiday, this time is considered as working time.

5. Inthe Description field (5), add a comment to the document.

6. Click the Save button to save the overtime document.

After saving, the document will be displayed in the information field of the Documents menu on the Worktime tab
of the Access Manager interface window.
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= O X

; Departments @ Time zones a Access levels Q Regions and areas @ Worktime _
Name ID  Document type  Digtal code Code Being late {ID 2) EE
) Being late 2 Exculpatory 12 ED
_'5—.-3 Factary wisit 1 Exculpatany 13 ED
= Holiday work 3 Dvertime 7 oD
'ﬂ Weekend work 4 Overtime g (8]1] 2

Being late
Document type Exculpatony
Code ED

Digital code 12

Append to working time Mo
Description Asking for adding 3 hours to my waorldin]

(D Feiods ] Schemes T Scheduies %52 Holida)rslz_' Documents

Creating documents is complete.

Editing documents

To edit an exculpatory and overtime document saved in the system, do the following:

1. Go to the Documents menu on the Worktime tab of the Access Manager interface window.

2.

3 Access Manager 1 - O *

-~ n -
- Departments @ Time zones n Access levels Q Regions and areas @ Waorktime _

Name ID Document ... Digital code Code Being late (ID 2)
I. Being late 2 Exculpatory 2 ED

fi-_‘. Factary visit 1 Exculpatory 13 ED

) Holidaywork 3 Overtime 7 oD

e Weekend work 4 Overtime 3 oD Number 2

Mame Being late

Document type Exculpatory

Code ED

Digital code 12

Append to working time Yes

Description Asking for adding 3 hours to my worktime bect

£ >
(D Ferods ™| Schemes %) Schedules 4] Holdays

In the information field, double-click the document you want to change (1).
As a result, the Exculpatory document settings window will open.
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") Exculpatory decument settings ey

Factory visit

Digital code 13 = Append to working time

Asking for adding 4 hours to my worktime becouse of factory visit.

Description

Save I Cancel

Deleting documents

To delete an exculpatory and overtime document saved in the system, do the following:

1. Go tothe Documents menu on the Worktime tab of the Access Manager interface window.

)
L2 Access Manager 1

— O X

-~ [ = b
‘ o Departments @ Time zones n Access levels "‘u] Regions and areas @ Worktime _

i) Being It 2

Mame ID Documenttype Digtal code Code Factory visit (ID 1)

5 Factg

= Holid

d 1

AWE&I E View k Factaory visit

;3;[ Sorting 3 Documert type Exculpatory

Code ED
Digital code 13
Append to working time Mo

Description

Asking for adding 4 hours to my worktim

@ Periods ﬁ Schemes ;@ Schedules @ Holidays ';g Documerts

2. Right-click the document you want to delete to open the context menu.
3. Select Delete in the context menu.
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4. Click the OK button in the system warning message.

System warning et

0 Are you sure you want to delete the selected objedt?

[ ok ]| cance

The document is deleted.

6.8.7 Assigning a work schedule to a department
You can add a work schedule to a department in the Time and Attendance subsystem. To do this, do the following:

1. Go to the Departments tab (1) of the Access Manager interface window.
3 Access Manager 1 = O *

-~ m
1‘ Departments @'ﬁmezones n Access levels '«;' Regions and areas @ Wor‘n‘time_

© ® Department 1 H User card
® Department 2
{123)1212

IT
Logistics department ‘

Logistics department 2 Hill Rick McDenald Ron Accesslevel  Comment

Sales

Hill R

Patronymic
MNumber
Extemal ID Additional inf
Users 2 Address of re
Type of departmé| Main W Antipassbach No W

2. Double-click the required department (2) to open the Edit department properties window.
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3. Inthe Edit department properties window, go to the Schedules tab (1).
; Edit departrment properties et

Mame Department 1
Gaerma I

a Access levels 3 Schedules §f|

~+ | Schedule Type Begn End

m

4. Toadd awork schedule to a department, click the button (2). As a result, the Schedule search
window will open.
'3 Schedule search >

arch parameters

Mame
Work scheme Any Scheme 2 e E 3
D

Name Mumber
Schedule 1 1

5. Inthe Schedule search window, double-click to select the required schedule in the area (5) or search by
parameters:

a. Inthe Name field (1), enter the work schedule name to search by it. The search starts with the first
character.

b. IntheIDfield (4), enter the work schedule ID to search by it.

c. To search by the work scheme, in the Work scheme drop-down list (2), select the required work

scheme or click the Q button (3).

As a result, the Scheme search window will open. Select the required scheme in the area (3) or
search by parameters:
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* Scheme search *
Search parameters
Mame
D
MName Mumber
Wark scheme 1 1
Wark scheme 2 2

i. Inthe Name field (1), enter the work scheme name to search by it. The search starts with the
first character.
ii. IntheID field (2), enter the work scheme ID to search by it.

6. Inthe Edit department properties window, from the Schedule drop-down list (1), select the required work

schedule, or use the Q search button (2) to open the Schedule search window (see step 5).
= Edit department properties >

& Access levels T Schedules

—+ 1 5chedule Type Begin End

X L ¥ Schedule 1] Own | 4/27/2023 | 4/27/2123

2

Schedule 1 1 ~JQ
Thursday . April 4~ | Tuesday ,  Apil D+

o HETHN N

7. Openthe calendar by clickingthe ™ button. Set the start date (4) and end date (5) of the work schedule.
By default, the start date is the current date, and the end date is the current date plus 100 years.

() Note

To delete a schedule, select it and click the X button.

8. Click the Save button (6) to save the changes.
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The work schedule for a department is added to the Worktime tab (1) of the properties panel of the departments to
the schedules list (2).

L]
&7 Access Manager 1

= O x

-~ mn
s Departments @Timezones n Access levels Q Regions and areas @ Wor‘rctime_

Department 1

Department 2
EF

Logistics department
Logistics department 2
Sales

Number

Department 1

7

Extemnal 1D

Users

2

Type of departme

Main

Schedules

Schedule 1

Access level

Access level 1

-~
-

Hill Rick

MeDonald Ron

User card
(1231212

Access level Comment
E‘Nways’ Own

]

#°h Schedule 1 Common  4/27/2023  4/27/2123

Documert  Document typ Begin End

Basic Additional @ Wor‘n‘lime‘l
Schedule Type Begin End

By default, the work schedule that is assigned to a department is extended to all users who belong to it. For
employees who belong to child departments, the work schedule must be set additionally (see Assigning a work
schedule to a user).

6.8.8 Assigning a work schedule to a user

The work schedule that is assigned to a department is extended to all users who belong to it. For employees who
belong to child departments, the work schedule must be set additionally. To do this, do the following:

1. Go to the Departments tab of the Access Manager interface window.

]
L2 Access Manager 1

= O X

Department 1
Department 2
IT

Logistics department
Logistice department 2

Sales

Mumber

Extemal ID

lsers

Type of departn

Schedules

Access level

Paw Jackson

User card
(123) 565656

Access level Comment

2 pccesslevel 1 Inherited
2 pocesslevel 2 Inherted

Sumame

Patronymic
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2. Double-click the required user to open their editing window.
= Editing. Paw Jackson (3) O *

User card I a Access levels 'ﬁ Schedules Jj Exculpatany 'L!E-t. Overtime
(123) 565656 2 + Schedule Type Begin  End

X

\]/
RCOSEE

(Biosmart Biometrics) DCR-PV control reader 1.1

< >
RELE
e

(Biosmart Biometrics) BioSmart 1

{ Sumame ] Paw
[ Jackson
Patrorymic |: ~
Additional infol__ I;
— Access mode L 10
Address of reg|| | Al iply =N
Artipassback [ | Yes NT(;’THE-IOU Lolatt i = 8
Bith place || - =
Card ey ]| Mok speciiod Aq_:ollo SDK v.2 extertion L E‘Jnconﬁgured
= : Biosmart. Number of face templates L 10
Commenceme|| | Mot specified : : : =
T : Biosmart. Number of fingerprints L 10
Dt oy Tt ol d Biosmart. Number of palm templates [ ]0
Date of firng |[_] Mot specified e - = ==
Date of hirng:|__| Mot specified : p L =T
E-mail address[__|] Pl —
el ID L": Galaxy Dual [ ] No
s o Galaxy Dual Access [ No W

Save I Cancel

3. Inthe user editing window, go to the Schedules tab (1).

4. Toadd awork schedule, click the + button (2). As a result, the Schedule search window will open.
& Schedule search >

arch parameters

Mame

Waork scheme

D
MName Mumber
Schedule 1 1

5

5. Inthe Schedule search window, double-click to select the required schedule in the area (5) or search by
parameters:
a. Inthe Name field (1), enter the work schedule name to search by it. The search starts with the first
character.
b. IntheIDfield (4), enter the work schedule ID to search by it.
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c. Tosearch by the work scheme, in the Work scheme drop-down list (2), select the required work

scheme or click the Q button (3). As a result, the Scheme search window will open. Select the

required scheme in the area (3) or search by parameters:

f] Scheme search

Search parameters

hed

Mame

D
MName Mumber
Waork scheme 1 1
Work scheme 2 2

i. Inthe Name field (1), enter the work scheme name to search by it.
ii. IntheID field (2), enter the work scheme ID to search by it.

6. Inthe user editing window, from the Schedule drop-down list (1), select the work schedule, or click the Q
button to open the Schedule search window (see steps 4-5).

= Editing. Paw Jackson (3)

User card
(123) 565656

=i

+]

£ >
x|+ | @@

I a Access levels ’3 Schedules J_;'L Exculpatony [ﬂ Qwertime

O

et

+

Schedule

-1 Schedule 1

End

Begin
1/29/2024 | 1/

Type

Chwn

\]/

Schedule 1 1 w

1/29/2004 AE~ | 1292124 5@~

Q| p
eoeEs

(Biosmart Biometrics) DCR-PV control reader 1.1

(Biosmart Biometrics) BioSmart 1

~

[ ] '”

[ Jackson :
Patronymic |: ~
Additional infol__ I;

= Access mode L 10
Atz ol seml Allow multiply access [ 1] Ne
Antipasshack ] Yes re P =
Bith place ||| 3 —
o S o ey Aq_:ollo SDK v.2 extention L LF_Inconfigured

— : Biosmart. Number of face templates L 10
Emnenias | i sl Biosmart. Number of fingemprints [ 10
Date of card if__| Mot speciied = rtl r— Ilg rt|:| = =
Date of fiing [ | Mot specified Cf;m: PRI S R REE AT ==
Date of hing:|_| Mot specified ; p L =
E-mail address|__] L Ll —
External ID L": Galaxy Dual [ 1 No
TETaaoaE § Galaxy Dual Access [ 1 No v

) 6 Save l Cancel
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7. Openthe calendar by clickingthe ™ button. Set the start date (4) and end date (5) of the work schedule.
By default, the start date is the current date, and the end date is the current date plus 100 years.

(@ Note

To delete a schedule, select it and click the _x’ button.

8. Click the Save button (6) to save the changes.

The work schedule for a user is added to the Worktime tab (1) of the properties panel of a user to the schedules list

(2).

L]
L7 Access Manager 1

o O X

™ m
an Departments @'ﬁme T0nes n Access levels h:' Regions and areas @ Worlctime_

=

i

Department 1

& Department 3
* MNew department
Department 2

IE Paw Jackson

Logistics department

Logistics department 2

Number 5
Extemal 1D

Isers 1

Type of departme| Main
Schedules (Mot sat)
Access level List

User card
(123) 565656

Access level Comment

2 pocesslevel 1 Inherted
2 Accesslevel 2 Inherted

( ¢ 114231)
Basic Additional @' W
Schedule Type Begin End

ASchedule 1/ Own | 1/29/2024 | 1/29/2124

Document  Documenttype Begin  End

orktime 1

6.8.9 Assigning documentstoa

user

Assigning exculpatory documents to a user

In order for an exculpatory document to be taken into account in calculations and displayed in reports, it must be

added to a user. To do this, do the following:
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1. Go to the Departments tab of the Access Manager interface window.

3 Access Manager 1

— O >

Departments

Department 1
Department 2
Department 5

IT

Logistics department
Logistics department 2
Sales

Number

n e
B @ e[ § o O v IR

s o

John Double Ronaldo dos Santos

Aveiro Cristiano

Extemal ID

Users 0

Type of depatment

Lser card

N

Access level Comment

John Doubl
ment 5 (
Basic Additional €9 Worktime
Schedule Type Begin End
:&Schedulez Common  1/29/2024 1/29/2124

Document  Document type  Begin  End

2. Double-click to open the editing window of the user to whom the document is added.

= Editing. John Double (2)

1

User card a Access levels '3 Schedules Tl Exculpatory =) Overtime
(123) 5558855 2 Document Mumber Begin End Dur.
leqin 1/ 141783
b | End 1/ 11793

Comment

\]/
BHOCEER

=

SECE

Sumame

Patrorymic

Additional info

Address of reg

Antipassback Yes

Birth place

Card expiry da

Mot specified

Commenceme

Mot specified

Date of card i

Mot specified

Date of firing

Mot specified

Date of hiring:

Mot specified

IIEENNNNEE ENN

E-mail address

Etemal ID [

(Biosmart Biometrics) BioSmart 1

(Biosmart Biometrics) DCR-PY caontrol reader 1.1

|
Access mode L 10
Allow multiply access [ ] Mo
Any infa [ ]
Apollo SDK v.2 extention [ 1 Uncorfigured
Biosmart. Number of face templates [ 10
Biosmart. Number of fingerprints 10
Biosmart. Number of palm templates [ ]0
Comparny [ ]
Division Ea
Galaxy Dual [ ] Mo
Galaxy Dual Access [ ] Mo W

3. Inthe editing window, go to the Exculpatory tab (1).

Save I Cancel

4. To add an exculpatory document, click the + button (2). As a result, the Document search window will

open.
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| Docurnent search >

Search parameters

MName

D

Mame Mumber

Being late 2

3

5. Select the required document from the list in the area (3) or search by parameters:

a. Inthe Name field (1), enter the document name to search by it. The search starts with the first

character.
b. IntheIDfield (2), enter the document ID to search by it.
6. Forthe added exculpatory document:

= Editing. John Deuble (2)

User card
(123) 5558899

3 Access levels 3 Schedules [ Exculpatory = Overtime

+ Document Mumber Begin End Dur

% ractory visit| 2 | 1/29/2024 | 1/30/2024

1/25/2024 [ERS Duration V.§[103.00.00 [

1/30/2024 [ER Number

Visit to factory

(Biosmart Biometrics) BioSmart 1

BROEEE

~ ; ] )

|: e w (Biosmart Biometrics) DCR-PV control reader 1.1

[ ] Double
Patrorymic |: ~
Additional infol__ |;

— Access mode L 10
Suhihess ok reg [ Allow multiply access [ 1 Ne
Artipasshack [ ] Yes Tyt P —
Bith place || r —
Card expiry dal[_] Not specified A!Jollo SDK v.2 extention | LF_Incnnﬁgured

i : Biosmart. Number of face templates L |0
Commenceme|l | Mot specified : 1 ; =

[ : Biosmart. Number of fingerprints L 10

tinke ik et | B Wiek v} Biosmart. Number of palm templates [ 10
Date of fitng |[_] Nt specified e B P =
Date of hirng:|__| Mot specfied 5 p L =
E-mail address|| | Lol —
Erm— ||: Galaxy Dual [ ] No
I Gal alﬂces N W

Save Cancel

a. Inthe Begin (1) and End (2) fields, specify the begin date and end date of the exculpatory document,

using the calendar that opens by clicking the ™' button.
b. If necessary, in the Comment field (3), enter a comment.
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c. Setthe Duration checkbox (4), specifying the time interval in the HH:MM:SS format (5), so that this
time is also counted as working time.
d. Inthe Number field (6), enter the ID of the document.

(@ Note

To delete a document, click the 3 X ’ button (7).

7. Click the Save button to save the changes.

The user exculpatory document is added to the Worktime tab (1) of the user properties panel to the documents list
(2).

Department 1 User card
(123) 5553399
T -

3 Access Manager 1 - o x
Department n ' Regi i
an Uepatments Time zones n Access levels k\. Reqions and areas Worktime
Department 2
Logistics department John Double ] Ronaldo dos Santos Access level Comment
Logistics departmert 2 Aveiro Cristiano b

Sales

. Basic . Additional @ Worltime

Schedule Type Begin End
3Sd13dulez Common  1/29/2024 1/29/2124

Number Document Document type Beain End
Edtemal ID 20 “Factoyvist  Exculpatory  1/29/2024  1/30/2024
Users 0

Type of depatment | Main v

Assigning overtime documents to a user

In order for an overtime document to be taken into account in calculations and displayed in reports, it must be
added to a user. To do this, do the following:

1. Go tothe Departments tab of the Access Manager interface window.
3 Access Manager 1 = O X

(]
DB e O I

Department 1 I

Ll
a Departments

User card
& Department 3

®  New department
Department 2
Department 5

uutle John Ronaldo dos Santos Access level
IT Aveiro Cristion
Logistics departm:-m
Basic Addtional (@ Worktime
Schedule Type Begin End
Department 5 ﬁsd"leduleZ Common  1/25/2024 1/25/2124
Extemnal 1D Document Document type Begin End

Users 2
Type of department Main
Schedules Schedule 2

brrage lavel Arreee layeal 1

%—_‘. Factory vist  Exculpatony 142949024 1309004
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2. Double-click to open the editing window of the user to whom the document is added.
= Editing, Double lohn (8)

3.

4. To add an overtime document, click the
open.

1

User card
(123) 5553899

£
e

=i

+]

2

>

& Accesslevels Th Schedules T} Exculpatory & Overtime

Begin

[ ]

[
Patronymic ||
Addttional infaf ]
Address of reg| |
Artipasshack [ ] Yes
Bith place ||
Card expiry da[__] Mot specified
Commencemel | Mot specified
Date of card | Mot specified
Date of fiing || Mot specified
Date of hing:[__] Mot specified
E-mail address|__|
Extemal ID [

| Document search

Search parameters

MName

D

Mame

Holiday work

3

Document  Mumber Begin  Dur.

Duration

MNumber

(Biosmart Biometrics) BioSmart 1

\]/

BOCER

(Biosmart Biometrics) DCR-PV control reader 1.1

In the editing window, go to the Overtime tab (1).

+

Mumber

3

'S
[
Access mode L 10
Allow multiply access [ ] Ne
Any info [
Apollo SDK v.2 extention [ | Uncorfigured
Biosmart. Mumber of face templates [ ] 0
Biosmart. Mumber of fingerprints [ 10
Biosmart. Mumber of palm templates [ 10
Company [
Division =]
Galaxy Dual [ ] Ne
Galaxy Dual Access [ ] Ne W

Save

I Cancel

5. Select the required document from the list in the area (3) or search by parameters:

button (2). As a result, the Document search window will

a. Inthe Name field (1), enter the document name to search by it. The search starts with the first

character.

b. IntheIDfield (2), enter the document ID to search by it.
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6. Forthe added overtime document:

User card
(123) 5558899

£ >
ELE

I & Accesslevels Th Schedules 7o) Exculpatory & Overtime

Begin

Document

L} Weckend work

MNumber Begin Dur

ul 2/ 32024

Duration

E

MNumber

prd 02:00:00 2

3 | AT EIE

= (Biosmart Biometrics) BioSmart 1
(Biosmart Biometrics) DCR-PV control reader 1.1

[ Sumame ||| Double

[ John
Patronymic || s
Additional infol__| I;

— Access mode L 10
Address of regl | Allow multiply access [ 1] Ne
Antipasshack ] Yes ek o =
Bith place || : =
Cadepiyda] | Mot spechied .P.!Jollo SDK v.2 extention L Lﬁ_lncnnﬁgured

— : Biosmart. Number of face templates L |0
Eomentisint = ok vt Biosmart. Number of fingerprints [ 10
Date of card if__| Mot speciied B rtl Number of Ilg rt|:| i =
Date of fiing || ] Not speciied Clasma . Murnber of palm templates L |0
Date of hiring:|[__| Mot specified ?TPEW —
E-mail address|__] Ll —
Edemal D "": Galaxy Dual [ ] No
T § Galaxy Dual Access ] Nao W

Save l Cancel

a. Inthe Begin field (1), specify the begin date of the overtime document, using the calendar that opens

by clickingthe ™ button.

b. Inthe Duration field (2), specifying the time interval in the HH:MM:SS format, so that this time is also
counted as working time.

c. Inthe Number field (3), enter the ID of the document.

() Note

To delete a document, click the X button (4).

7. Click the Save button to save the changes.

The user overtime document is added to the Worktime tab (1) of the user properties panel to the documents list

(2).
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O Access Manager 1

- O ped

-~ M
- Departments @ Time zones n Access levels

= T Department 1
§ Department 3
*  Mew department
Department 2

Department 5 o
I

Logistics department

Logistics department 2
Sales

Department 5 :&Sdﬂedule 2 Commeon 1/29/2024 1/29/2124
Number 5
Extemal ID Document Document type Begin End
Users 2 < g
Type of department Main ﬁi::;ry \:ISR e E;meliétow HR202 18020
Schedules Schedule 2 5 2 sl i ZEZIEL Srtiiy
Arress leyel Brrese level 1

12

Ronaldo dos Santos
Awveiro Cristion

User card
(123) 5558899

N/

Access level Comment

y at 12:54:2
Basic Additional @ Work‘time1

Schedule Type Begin End

6.8.10 Working with the reports

In the Worktime subsystem, you can run the WEB Report System (if it is installed). For this, do the following:

1. Go tothe Worktime tab (1).

2 Access Manager 1

1 ] O *

~
aziy

Name ID  Description  Sliding

@ Work period 1 1 i #  Begintime

m ;
Departments @'ﬁmezones n Access levels k‘? Regions and areas @Work‘hme

End time

@ Periods ﬂ Schemes T@ Schedules ﬁ Helidays _jﬁ Documents

E: UpdateDB Utility
LTITET, {d  Open WEBReports 2
Mext day  Lunch

1
Work period 1

2. Right-click to open the context menu of the tab.
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3. Select the Open WEB Reports menu item (2). For the information about configuring and working with the

system, see WEB Report System PSIM. User Guide.

As a result, you will go to the link specified in the Report Server address field when configuring the

Worktime support object (see Configuring the Worktime subsystem).

(@ Note

If many events are stored in the ACFA PSIM database, the performance of the WEB Report System may be
low when generating the Worktime and general protocol reports. To improve the performance of the

subsystem, it is recommended to use the Remote Protocol Connector utility (see Appendix 3. Working
with the Remote Protocol Connector utility).

6.8.11 Appendix 1. Configuring Regions for the ACS Readers to work with the Time
and Attendance subsystem

There is a scheme with one working region.

scheme with one warking region

Street
Working zone
Reader 2
Region out
Reader 1 : j
Region in Street

In this case, the following settings must be made in ACFA PSIM:

Street

1. Create two Region objects corresponding to the working zone and street. The Region objects are created on
the basis of the Area object on the Programming tab of the System settings dialog box. Let's call them
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Programming

(@ Note

You can also create regions using the Access Manager module (see Creating, editing and deleting
Area and Region objects).

2. Configure the readers of the used ACS by specifying the created Region objects in the Region in and Region
out fields in accordance with the installation place of the configured reader: at the entrance or exit of the
room (for more information on assigning a region to readers, see the manual for the integration module
used: ACFA PSIM Integration Modules Settings Guide).

Architecture Hardware Interfaces Users Programming

. S i i 5 2Reader1.1.1
=5 Suprema Biometrical 3V,
= H Suprema2 51 B Dissie

D Suprema 2 - Suprema 2 Host 1.1

Undo

6.8.12 Appendix 2. The UpdateDB Utility

The UpdateDB Utility is used to update and re-account the Axxon PSIM database after the installation of the Time
and Attendance subsystem that is a part of the Access Manager module. During the Axxon PSIM database update,
using the UpdateDB Utility, the following operations are performed:

« the stored procedures and triggers are installed,;
« the tables necessary for the correct operation of the Time and Attendance subsystem are created and
updated.
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The UpdateDB Utility has the following interface:

Triggers: Absent |Update Trggers

Re-account by Re-account by Reqion

Starting and working with the UpdateDB Utility

Starting the UpdateDB Utility
You can start the UpdateDB Utility by right-clicking the Worktime tab in the Access Manager interface window.

L7 Access Manager 1 = O ad
M aY .
; Departments @ Time zones (1 | Accesslevels ' Regions and areas @ Worktime
UpdateDB Utility
gme 10 Description Sliding  Woaorking time Work pe E Open WEB Reports
Work period 1 1 Main work period Mo o ]
@ Work period 2 2 No H Begin time End time Mext day  Lunch
@'Wnrk period 3 3 Season Mo 1 2:00:00 AM  6:00:00 AM Ma Mo
| 2 1200:00 PM 1:00:00 AM Ma Yes
As a result, the UpdateDB Utility window will open.
Working with the UpdateDB Utility
B! UpdateDB Utility — O *

Re-account by Region Undate DB
Pass i

You can work with the UpdateDB Utility as follows:

1. The Triggers area (1) displays triggers. If necessary, e.g., when upgrading to a newer version of ACFA PSIM,
you must update the triggers by clicking the Update Triggers button (2). The progress will be displayed in

the area (3). To cancel the action, click the x button (4).

2. Toupdate the database, click the Update DB button (7). Both triggers and stored procedures, required for
the correct operation of the subsystem, will be updated. You need to do this once when connecting the Time
and Attendance subsystem. The progress will be displayed in the area (3). To cancel the action, click the

X button (4).
3. Ifitis necessary to take into account the passes made before configuring the Time and Attendance
subsystem, after starting theTime and Attendance subsystem in Axxon PSIM, re-account the database using
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the Re-account by Protocol (5) and Re-account by Region Pass (6) buttons. The progress will be displayed

in the area (3). To cancel the action, click the )( button (4).

A Attention!

It is strongly not recommended to use the re-account buttons without recommendations of
AxxonSoft technical support specialists!

When you click the Re-account by Protocol button (5), the dbo.Region_Enter_Exit table is
completely cleared and filled out again depending on the pass information currently contained in
the dbo.protocol table.

When you click the Re-account by Region Pass button (6), the dbo.Region_Enter_Exit table is
completely cleared and filled out again depending on the pass information currently contained in
the dbo.Region_pass table.

Attention! Because of the different depth of the event archive of these tables, there is a risk of data
loss when clearing the dbo.Region_Enter_Exit table.

If the update (re-account) succeeds or fails, the corresponding message appears: about success in the first
case and failure in the second case:

Update Triggers Re-account by Region Pass X

o Success. e Failed.

Click the OK button in the message window.

To close the UpdateDB Utility window, click the x button in the top right corner of the form.

Working with the UpdateDB Utility is complete.

®

Note

By default, only the passes that were made after the installation and configuration of the Time and

Attendance subsystem are taken into account.

6.8.13 Appendix 3. Working with the Remote Protocol Connector utility

The Remote Protocol Connector utility is used to improve the system performance by optimizing the work with
the database when generating general and Worktime reports by event protocol, both in the Time and Attendance
subsystem and in the Axxon PSIM WEB Report System.

The utility enables the following actions:

1.

arwnN

Migrate the events protocol into a separate database.

Create a protocol database.

Transfer data from the old protocol table to a new one in a separate database.

Delete the old protocol table.

Create synonyms for a new protocol database, which will enable the work of the Time and Attendance
subsystem.
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The utility is located in the /Axxon PSIM/ Tools folder.

ﬂ Remote Protocol Connector — O >

PSIM_Protocol

&

A Attention!
Before starting to work with the utility, Axxon PSIM must be shut down.

To work with the utility, do the following:

1. Inthe Database connection string field (1), specify the path to the Axxon PSIM database.

2. Inthe Protocol connection string field (2), specify the path to the events protocol table.
The Config button (3) for both fields enables automatic generation of connection strings to the database
and to the protocol table. When you click the button, the connection settings window opens, where you can

select the server name and the name of the database or table.
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Data source:
| SalServers {SqlClient) |

]
]
[41]

(]

Server name:
| (local) o | Refresh

Log on to the server

(® Use Windows Authentication
() Use 5QL Server Authentication

Save my passwaord

Connect to a database

(®) Select or enter a database name:
|PSIM v

() Attach a database file:

Advanced...

Test Connection Cancel

3. Setthe Create Protocol database checkbox (4) if you want to create a separate database for the events
protocol. By default, the name of the database is PSIM_Protocol, however, it can be changed.

4. Setthe Make revers connect checkbox (5) if you want to keep the old event protocol table, but associate it
with the new database that will be created by the utility.

5. Set the Move events to a new database checkbox (6) if you want to migrate all entries from the old event
protocol table to the new database.

6. Inthe Timeout on movie events (ms) (7), specify the timeout for transferring entries in milliseconds (if the
event transfer setting is enabled).

7. Setthe Delete old protocol checkbox (8) if you do not want to save the old event table.

() Note

It is recommended to migrate the events to a new database beforehand.

8. Setthe Add WT synonyms in protocol checkbox (9) if you want to transfer the links of the old event
protocol table to the other Time and Attendance tables to the new database.
9. Click the Start button (10) to run the utility.

The migration progress and possible errors will be displayed in the field below the settings panel.
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‘ Remote Protocol Connector — O -y

Data Source={ocal);Initial Catalog=F5IM;Integrated Security=True

Data Source={ocal);Initial Catalog=Pratocol;Integrated Security=True

PSIM_Protocol

Start

Create links - Mo connection required A networkrelated or instance-specific emor occumed
while establishing a connection to SGL Server. The server was not found or was not
accessible. ‘u‘aﬁrmiiﬁmnﬁmnm:smd a’:dl:hii SQL Sa'wmmﬁglmd to

~
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7 Appendix 1. Description of the Access Manager interfaces

7.1 The settings panel of the Access Manager object

The settings panel of the Access Manager interface object is shown in the figures.

e Lad i _ [

Departments ] 2 Rightz: |msm Cards Feaders Cameras

lizplay

Department 3
Mew department

Department 5
-[#] Logistics department

-.[+] Logistics department 2
[ 5ales

.-'-'-pp",' Undo

Ne Parameter Method  Parameter description Represent Defaul Valuerange
name of ation t
setting value
the
parame
ter
value

The Position group

1 Fix position Set the Set the checkbox if you Boolean Clear Set—position of the
checkbo  want to specify the type Access Manager
X coordinates and the size window is fixed
of the Access Manager
window on the screen
and prohibit its
movement

Clear—position of the
Access Manager
window can be
changed
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2 Monitor

Outside the groups

4 Create new
users with
antipassbac
k

Select
the
value
from the
drop-
down
list

Enter
the
valuein
the field

Enter
the
valuein
the field

Enter
the
valuein
the field

Enter
the
valuein
the field

Set the
checkbo
X
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Sets the number of the
monitor on which

the Access Manager
window will be displayed

Sets the coordinate of the
upper left corner of the
Access Manager window
along the horizontal X
axis

Sets the coordinate of the
upper left corner of the
Access Manager window
along the vertical Y axis

Sets the width of the
Access Manager window

Sets the height of the
Access Manager window

Sets the default value for
the user antipassback
parameter

List of
available
computer
monitors

% of
screen
width

% of
screen
height

% of
screen
width

% of
screen
height

Boolean
type

Monit
orl

Clear

Depends on the
number of the
connected computer
monitors

From 0 to M*100,
where M is a number of
installed computer
monitors

From 0 to M*100,
where M is a number of
installed computer
monitors

From 0 to M*100,
where M is a number of
installed computer
monitors

From 0 to M*100,
where M is a number of
installed computer
monitors

Set—by default, the
users are created with
enabled antipassback

Clear—by default, the
users are created with
disabled antipassback
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5 New root Set the Sets the availability of the  Boolean Set Set—new departments
department  checkbo created departmentsin type created in the root of
s visible X the Access Manager that the hierarchy are
are located in the root of available in the Access
the hierarchy Manager
Clear—new
departments created
in the root of the
hierarchy aren't
available in the Access
Manager
The Departments tab

= PIN =
=

Departments ] Rights
o . Dizable

ay
Dizplay 1

Department 1

epartment 3

ew department

-.[«] Department 2 1
- [ Department 5

AT

-] Logistics departrment

-[] Logistics department 2

-] Sales

B Create new

B Wew root departme

Apply Unda

Ne Parame Methodof Parameter Repre Default Value range
ter setting the description senta value
name parameter tion

value

1 Depart Set the Sets the departments  Boole  Set of Department will be available in
ments checkbox available in the an boolean the Access Manager window if
tree Access Manager type variables  you set the checkbox next to it

window
The AL tab
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Additional fields

*  Departments z = 7 Readers

Accers Manager 1

kst LE i ({5 Permission
“Nowhere®
“Commen*
*Root access levels®

B Accesslevel 3 2

Cameras

3 &

fa] "
[l Access level 1
[a] A n
B Accesslevel 2

[ Create ne th an

[ Mew raot departmen

Apply Undao

Ne Parameter Method of Parameter Represen Default Value range
name setting the description tation value
parameter
value
1 Mode Select the Sets the access - Prohibition Prohibition—
value from the restriction mode restrict the access to
list to the access the selected access
levelsin levels
the Access

Permission—allow
the access to the
selected access

Manager
interface object

levels
2 Access Set the Specifies the Boolean Set of If the checkbox is set
levelstree  checkbox access levels, the  type boolean for the access level,
access to which variables the selected access
must be restriction mode will
configured be applied toitin

the Access Manager
interface object
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3 The Select the Opens a list of - - Minimize—
action butt  valuefromthe  actionsfor minimizes all access
on list managing the levels in the tree

access levels tree Expand—expands

all access levels in
the tree

Select all—sets the
checkboxes for
all access levels

Remove all—clears
checkboxes for all
access levels

Search—opens the
Access level search
or folder search
window for access
level or folder
searching by the
name or identifier

The TZ tab

} Time schedule 4
3 Time schedule of sale department
i Time schedule of IT department

iith antipazzback

Apply Undo
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Ne Paramete
r name

1 Mode

2 Time
zones tree

3 The
action but
ton

The Right tab

Method of
setting the
parameter
value

Select the
value from the
list

Set the
checkbox

Select the
value from the
list
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Parameter
description

Sets the access
restriction mode
to the time zones
in the Access
Manager
interface object

Specifies the time
zones, the access
to which must be
configured

Opens a list of
actions for
managing

the time zones
tree

Represen  Default

tation value

- Prohibition

Boolean Set of

type boolean
variables

Value range

Prohibition—
restrict the access
to the selected time
zones

Permission—allow
the access to the
selected time zones

If the checkbox is
set for the time
zone, the selected
access restriction
mode will be
applied toitin

the Access Manager
interface object

Minimize—
minimizes all time
zones in the tree

Expand—expands
all time zones in the
tree

Select all—sets the
checkboxes for all
time zones

Remove all—clears
the checkboxes for
all time zones

Search—opens the
Time zone search
or folder search
window for time
zone or folder
searching by the
name or identifier
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er 1
Di M Disable Create / Delete / Edit

Dizplay 1 Departments

Uszerz

Access levels
Time zones
Areas

Partitions
Schedules
Wwiorking schemes
YWorking periods

K RE R AR EEE]
R R R R EE E

KR ERIEREEE]E]
—

Documents

(Z]

Check. al Urcheck al

Forbid to delete 4

MNon-empty departments
Assigned AL
Assigned TZ
Allow to change 5

| zer type
User department
Current region

Undo

Ne Parameter Method Parameter Represe Defau Value range
name of description ntation It
setting value
the
parame
ter
value

The Create [ Delete [ Edit group

1 Create Set the Sets possibility to Boolean = Set Set—creating the corresponding
checkb  create the type object from the Access Manager
oX corresponding window is allowed

object in the Access

Manager window Clear—creating the

corresponding object from the
Access Manager window is
forbidden
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Delete
Edit
2 Check all
3 Uncheck

Set the
checkb
ox

Set the
checkb
ox

Click
the
button

Click
the
button

The Forbid to delete group

4 Non-
empty
departme
nts

Assigned

AL

Assigned
TZ

Set the
checkb
ox

Set the
checkb
ox

Set the
checkb
ox

The Allow to change group
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Sets possibility to
delete the
corresponding
objectin the Access
Manager window

Sets possibility to
edit the
corresponding
objectin the Access
Manager window

Sets all checkboxes
in the Create /
Delete / Edit group

Clears all
checkboxes in the
Create / Delete/
Edit group

Forbids to delete
departments if
there are usersin
them

Forbids to delete
access levels if they
are assigned to a
user or department

Forbids to delete
time zones if they
are assigned to an
access levels

Boolean
type

Boolean
type

Boolean
type

Boolean
type

Boolean
type

Set

Set

Clear

Clear

Clear

Set—deleting the corresponding
object from the Access Manager
window is allowed

Clear—deleting the
corresponding object from the
Access Manager window is
forbidden

Set—editing the corresponding
object from the Access Manager
window is allowed

Clear—editing the
corresponding object from the
Access Manager window is
forbidden

Set—non-empty departments
cannot be deleted

Clear—non-empty departments
can be deleted

Set—assigned access levels
cannot be deleted

Clear—assigned access levels
can be deleted

Set—assigned time zones
cannot be deleted

Clear—assigned time zones can
be deleted
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5 User type

User
departme
nt

Current
region

The Cards tab

Set the
checkb
ox

Set the
checkb
ox

Set the
checkb
ox

[

Ne Param Metho Parameter Repre Def Valuerange
eter d of description sentat  aul
name setting ion t
the val
param ue
eter
value

I CR:ble

lizplay
Diizplay 1

Enables the
possibility to
change the user
type

Enables the
possibility to
change the user
department

Enables the
possibility to

ACFA PSIM 1.1 - Access Manager Module Settings and Operation Guide

Boolean Clear
type
Boolean Clear
type
Boolean Clear
type

change the current

region

Limit cards count

Minimum Unlimited

Set—the user type change is
allowed

Clear—the user type change is
not allowed

Set—the user department
change is allowed

Clear—the user department
change is not allowed

Set—the current region change
is allowed

Clear—the current region
change is not allowed

Unlimited

Mazdimum

Formatting
Commeon format

Facility code

Value (min/manc)

Card code

Value (min/man)
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The Limit cards count group

1 Minim
um

2 Maxim
um

Select
the
value
from
the list

Select
the
value
from
the list

The Formatting group

Sets the
minimum
number of
access cards
that must be
assigned to the
user

Sets the
maximum
number of
access cards
that must be
assigned to the
user
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List of
values
of the
minim
um
numbe
r of
access
cards
ofa
user

List of
values
of the
maxim
um
numbe
r of
access
cards
ofa
user

Unl
imi
ted

Unl
imi
ted

from 1 to 10—if the specified number of
access cards is not assigned to the user,
then this user cannot be saved in

the Access Manager interface object
Unlimited—an unlimited number of
access cards can be assigned to the
user

Prohibited—the user cannot be
assigned access cards. Buttons and
function menu for assigning access
cards will be inactive in the Access
Manager interface object

from 1 to 10—if the user is assigned
more than the specified number of
access cards, then this user cannot be
saved in the Access Manager interface
object

Unlimited—an unlimited number of
access cards can be assigned to the
user

Prohibited—the user cannot be
assigned access cards. Buttons and
function menu for assigning access
cards will be inactive in the Access
Manager interface object
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3

Comm
on
format

Select
the
value
from
the list

Sets the format
of access cards

ACFA PSIM 1.1 - Access Manager Module Settings and Operation Guide

List of
values
of
access
cards
fprmat
S

Def
aul

Default—allows setting an arbitrary
value for the facility code and card
code. Any letters, numbers and symbols
are allowed

Wiegand26—allows entering a 1-byte
facility code (from 0 to 255), and a 2-
byte card code (from 0 to 65535). If the
limit of the code length is exceeded, the
user cannot be saved
Wiegand32—allows entering a 2-byte
facility code (from 0 to 65535), and a 2-
byte card code (from 0 to 65535). If the
limit of the code length is exceeded, the
user cannot be saved

Wiegand26 (code only)—the facility
code cannot be set, only a 3-byte card
code is set (from 0 to 16777215)
Wiegand32 (code only)—the facility
code cannot be set, only a 4-byte card
code is set (from 0 to 4294967295)
TouchMemory—the facility code
cannot be set, only the 8-byte card code
is set. The format is hexadecimal,
characters A, B, C, D, E, F are allowed.
The code must be eight characters or
longer. If the entered card code is less
than eight characters long, the the
higher order digits are filled with zeros
Hikvision—the Hikvision ACS format. It
always has a fixed H character in the
facility code. The card code is specified
by a string with a maximum length of 32
characters

Configurable—allows setting the
parameters of the facility code (4) and
card code (5)

+ Fixed character—the specified
single character will always be
hard-coded, which cannot be
changed in the Access
Manager interface object

+ String—allows entering a string
of 0 to 255 characters

+ Numeric—allows entering only
numbers from 0 to 4294967295.

+ Hexadecimal—allows entering
numbers in HEX format
(numbers and characters A, B, C,
D, E, F) from 0 to 8 bytes long.
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+ Fixed number—similar to Fixed
character, but instead of a
character, a number between 0
and 4294967295 is used

+ Regular template—allows
defining an access card template
with specified restrictions,
lengths and value ranges

The Readers tab

i Dthers Fields Additional fields
Db |5 ek = iond
Tepart u Rightz |mms Cards Readers

Display | _Je : [ Confirm card entered by operator 1

Dizplay 1 w

BioSmart 1

DCR-PY control reader 1.1
DCR-PV control reader 1.2
DCR-PV control reader 1.3
Hikvision Control Reader K1F100 1
Hikvision Control Reader K1F100 2
Hikvision Control Reader K1F100 3

SEEEEERE

Ne Parameter Method Parameter Representati Default Value range
name of description on value
setting
the
paramet
ervalue
1 Confirmcard  Setthe Sets the Booleantype  Clear Set—operator
entered by checkbox  requirementto confirmation is
operator confirm the card required to assign
code entered by access card to a user
operator

Clear—operator
confirmation is not
required to assign
access card to a user
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2 List of readers ~ Setthe Sets the list of List of Set of The reader will be
checkbox  control readers readers boolean  available for entering
used for entering createdinthe variable the useraccess card
user access cards system s using the control reader
from the Access if checkbox is set next
Manager to the reader
The Cameras tab

& dditional fie

Server

Stream Default stream

(00 o= Bl Do not compress

Gate

4 5

Apply Undo

Ne Parame Method Parameter description Representati  Default Value range
ter of on value
name setting
the
paramet
er value
The Filter group
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1 Status Select Displays the list of statuses List of Do not Any—all cameras
thevalue  of the Camera object to statuses of use created in the
fromthe  search by the value of this the Camera system
list field object Used—only

cameras that are
used

Unused—only
cameras that

aren't used
Name Enterthe  Setsthe name of thecamera Latinand - -
valuein to search by the value of this = Cyrillic
the field field alphabet,
digits 0-9
ID Enterthe  Setsaunique camera Natural - -
valuein identifier to search by the number
the field value of this field series
Server Select Sets the name of the server List of the - Depends on the
thevalue  tosearch by the value of this  Server number of the
fromthe  field objects Server objects
list
2 Thetree Automati  Displays the list of the List of the - Depends on the
of cally Camera objects Camera number of the
Camera objects Camera objects
s filtered in filtered in step 1
objects step 1

The Settings group
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Stream  Select Sets the camera stream that - Do not Do not use—
thevalue  will be used to assign use camera cannot be
from the photos to users used toinputa
list photo

Default stream—

the default stream
of a camera will be
used

Stream #1—the
first stream of a
camera will be
used

Stream #2—the
second stream of a
camera will be
used

Stream #3—the
third stream of a
camera will be
used

Stream #4—the
forth stream of a
camera will be

used
Compre Select Sets the compression level List of Do not Do not compress
ssion thevalue  of the selected video stream  compression compres  —compression of
from the options s the camera video
list stream is disabled
Level 1—the

lowest level of
video stream
compression

Level 5—the
highest level of
video stream
compression

Gate Select Sets the Videogate object List of the - Depends on the
thevalue  used for receiving video Videogate number of
fromthe  signal from camera objects the Videogate
list created in the objects created in

system the system
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4 Collaps Click the
eall button
5 Clear Click the
usage button
The PIN tab

ay W Disable

[ Creat

[E New root departme;

.""‘;l P r‘,‘ Lindo

Ne Param Method of
eter setting
name the

paramete
r value

1 PIN Select the
mask value from
mode the list
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Collapses the list of cameras -

Resets all camera settingsto -
default values

L ] Departments
= Pt

PIN mask mode
Input mode
Leading zeros

Repeat  Mimor  Increment  Blacklist

Permissible repeat count
Minimal group length
Do not check leading zeros

Check inside

Parameter description Represen Defa
tation ult
value
Sets the mask mode of List of Mask
the PIN code options alway
for PIN s
code
masking

Value range

Do not mask—PIN code isn’t
masked with dots

Mask view—PIN code is
masked with dots when
reading user data

Mask always—PIN code is
always masked with dots
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2 Input Selectthe  Setsthe input mode of Listof PIN  Com Common—any variant of the
mode value from  the PIN code codeinput mon PIN code is allowed. It is
the list modes allowed to enter symbols,

letters and numbers. If you
select this mode, no further
settings are required

3 digits—PIN code must
contain three digits.

9 digits—PIN code must
contain nine digits.

Range—PIN code is within the
specified numeric range

3 Leadin  Selectthe  Setsthe mode of setting  List of Ignor  Ignore—leading zeros aren’t
gzeros valuefrom  zerosatthe beginningof modesfor e considered as characters
the list the PIN code. setting . .
Required—leading zeros are
zeros at

The setting is made for considered as characters

the
all modes except for - .
the Common mode beginning Auto—leading zeros are
of the PIN entered automatically,
code completing the PIN code to
the required number of
characters
The Repeat tab
Repeat Mimor increment _ Biackis: [

Use 1
Settings

Permissible repeat count

Minimal group length

Do not check leading zeros

Check inside

1 Use Set the Enables the required PIN  Boolean Clear  Set—the required check is
checkbox check type enabled

Clear—the required checkis
disabled
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Permis Selectthe
sible value from
repeat  thelist
count

Minima Selectthe
lgroup value from
length  thelist

Do not Set the
check checkbox
leading

zeros

Check Set the
inside checkbox

The Mirror tab
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Sets the maximum
number of allowed
character repetitions in
the PIN code

Sets the number of
characters in the group
to search for repetitions

Disregards leading zeros
as characters when
entering the PIN code

Enables the
corresponding search in
the entire PIN code

[ Repeat timor increment —Biackict [

Use 4
Settings

Minimal side length

Do not check leading zeros

Check inside

Use Set the
checkbox
Minima Selectthe
Lside value from
length  thelist
Donot  Setthe
check checkbox
leading
zeros

Enables the required PIN
check

Sets the number of
characters in the group
to search for repetitions
in the mirror image

Disregards leading zeros
as characters when
entering the PIN code

Digits0-7 0
Digits 1-8 1
Boolean Clear
type

Boolean Clear
type

Boolean Clear
type

Digits 1-8 1
Boolean Clear
type

Depends on the selected input
mode

Depends on the selected input
mode

Set—leading zeros are
disregarded

Clear—leading zeros aren't
disregarded

Set—search in the entire PIN
code

Clear—search only from the
beginning

Set—the required check is
enabled

Clear—the required check is
disabled

Depends on the selected input
mode

Set—leading zeros are
disregarded

Clear—leading zeros aren't
disregarded
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4 Check Set the Enables the Boolean Clear  Set—search in the entire PIN
inside checkbox corresponding searchin  type code
the entire PIN code

Clear—search only from the
beginning

The Increment tab

|Hepeat Mimor  Increment  Blacklist
Use 1

Settings

Permissible stair’ length

Checking mode

Do not check leading zeros

Check inside

1 Use Set the Enables the required PIN  Boolean Clear  Set—the required check is
checkbox check type enabled
Clear—the required checkis
disabled
2 Permis Selectthe  Setsthe number of Digits1-8 1 Depends on the selected input
sible value from  charactersin increasing/ mode
‘stair’ the list decreasing order from
length which the search will be
performed
3 Checki  Selectthe  Setsthecheckingmode  Listof Both Both—sequences of
ng value from  of the PIN code checking characters are checked in
mode the list character sequence modes of increasing (increment) and
the PIN decreasing (decrement) order.
code
character Increment—sequences.of
characters are checked in
sequence . .
increasing order
Decrement—sequences of
characters are checked in
decreasing order
4 Donot  Setthe Disregards leading zeros ~ Boolean Clear  Set—leading zeros are
check checkbox as characters when type disregarded
leading entering the PIN code Clear—leading zeros aren't
zeros disregarded
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5 Check Set the Enables the Boolean Clear  Set—search in the entire PIN
inside checkbox corresponding searchin  type code

the entire PIN code Clear—search only from the

beginning

The Blacklist tab

Repeat Mimor increment  Biackict |

1 Use Set the Enables the required PIN  Boolean Clear  Set—the required check s
checkbox check type enabled

Clear—the required check is
disabled

2 List of Using the Contains the list of PIN String - -
PIN Add codes prohibited for use
codes button

3 The Click the Opens the form for - - -
Add button adding a PIN code to the
button blacklist
4 The Click the Removes the PIN code - - -
Delete button from the blacklist
button
The Others tab
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Display | le Criteria of user parameters duplicates Interaction with Face
External 1D Part 10000 1
PIN code
Vehicle LP

Email

Redefine DB authorization parameters

Field highlighting settings

Master server

LOCALHOST A

Apply Undo

Ne Paramete Method Parameter description Represe Defaul Valuerange
r name of ntation tvalue
setting
the
parame
ter
value

The Criteria of user parameters duplicates group

1 Fullname  Select Displays a list of criteria List of Not Not used—added users are
the for restricting duplicate available  used not checked for
value user parameters by combina duplicate name, surname,
fromthe name, surname, tions patronymic
list patronymic Surname, name—added

users are checked for
duplicate name and
surname

Surname, nhame,
patronymic—added users
are checked for duplicate
name, surname,
patronymic
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External Set the Checks the added users Boolean Clear Set—added users are
ID checkbo  for duplicate external ID type checked for duplicate
X external ID

Clear—added users aren't
checked for duplicate

external ID
PIN code Set the Checks the added users Boolean Clear Set—added users are
checkbo  forduplicate PIN code type checked for duplicate PIN
X code

Clear—added users aren't
checked for duplicate PIN

code
Vehicle Set the Checks the added users Boolean  Clear Set—added users are
LP checkbo  for duplicate license type checked for
X plates duplicate license plates

Clear—added users aren't
checked for duplicate
license plates

Email Set the Checks the added users Boolean Clear Set—added users are
checkbo  for duplicate emails type checked for duplicate
X emails

Clear—added users aren't
checked for duplicate
emails

2 The Redefine DB authorization parameters—this group of settings is currently rudimentary

The Field highlighting settings group

3 Cardsnot  Clickthe Setsthecolor
yet valid button highlighting of the Cards

[0] not yet valid field

Cards Clickthe  Setsthe color

expired button highlighting of the Cards

[0] expired field

User is Clickthe  Setsthe color

locked [0] button highlighting of the User
is locked field
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4 Master Select Displays the list of the
server the Server objects
value
from the
list

The Interaction with Face Recognition Server group

5 Server Select Displays the list of

the the Face Recognition

value Server objects created

fromthe onthe Hardware tab of

list the System settings
dialog window

Port Enter Sets the communication

the port to connect to the

valuein Face Recognition Server

thefield  viathe REST API. The
default value is 10000

The Fields tab

Access Manager 1

List of -
the

Server
objects

Depends on the number of
the created Server objects

List of -
the Face
Recogni
tion

Server o
bjects
created

in the
system

Depends on the Face
Recognition

Server objects created in
the system

0 -

Natural
number
series

Undo

Apply

it o Mame of field Category &
Surname Edit 0. Full name
| Mame Required 0. Full name
Patronymic Edit 0. Full name
. Personnel number Edit 1. Personal data
: External ID Edit 1. Personal data
| Position Edit 1. Personal data
Date of hiring: Edit 1. Personal data
| Date of firing Edit 1. Personal data
E Temporary AL activation date Edit 1. Personal data
Temporary AL expiry date Edit 1. Personal data
Cards Edit 1. Personal data
| Commencement of card Edit 1. Personal data
: Card expiry date Edit 1. Personal data
| Date of card issue Edit 1. Personal data
Number of card loss Edit 1. Personal data
| PIM code Edit 1. Personal data
Access levels Edit 1. Personal data =
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Ne Paramete Method of Parameter Represen Defaultvalue Valuerange
r name setting the description tation
parameter
value
1 Name of Automatically Displays the listof - Names ofthe -
field standard user standard user
fields fields
2 Drop- Select the Sets the - Depends on Edit—the field will
down list value fromthe  permissions to the standard be displayed with
list edit, specify or field the possibility of
hide the standard editing
fields from Hidden—the field
the Access . .
will be hidden
Manager
interface object Read only—the
field won't be
available for editing
Mandatory—this
field is mandatory
when creating and
editing a user in the
Access Manager
module. If you
don'tfill out the
parameter, the field
will be highlighted
with red asterisks
3 Category  Enterthevalue Setsthe name of - Depends on Any value
in the field the category to the standard
which the field
standard field
belongs
The Additional fields tab
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+

FIN

MName of field

Others

Category

Display 1 i Access mode

| Apollo SDK v.2 extention

Biosmart. Mumber of fingerprints

Biosmart. Mumber of face templates

Sigur wiegand

| Dahua: fingerprints

| Allow multiply access

Galaxy Dual

| Galaxy Dual Access

| Galaxy Dual Focus

Galaxy Duress

Galaxy Group Choice

| Galaxy Keypad

| Galaxy Menu Choice

Galaxy Menu Level

Galaxy Menu Option

| Galaxy Pin Change

.-'-'q:||:||',' Undo

Ne Paramete Method of

r name setting the
parameter
value

1 Name of Automatically
field

Parameter
description

Displays the list of
additional user
fields

Default value Value range

Names of the -
additional
user fields
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2 Drop- Select the Sets the
down list value fromthe  permissions to
list edit, specify or

hide the

additional fields
from the Access
Manager

interface object

3 Category  Enterthevalue Setsthe name of
in the field the category to
which the
additional field
belongs

7.2 The Operators' permissions in AM object settings panel

Depends on
the additional
field

The figure shows the Operators'' permissions in AM interface object settings panel.

Edit—the field will
be displayed with
the possibility of
editing

Hidden—the field
will be hidden

Read only—the
field won't be
available for editing

Mandatory—this
field is mandatory
when creating and
editing a user in the
Access Manager
module. If you
don'tfill out the
parameter, the field
will be highlighted
with red asterisks

Any value
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Departments |.t’-\ccess levels | Time zones | Rightz I Standard fl 4| " |

BD All departments 9
+-[/] Department 1
L[| Department 2

1.1 Operators" permizsions in Ak

Access Manager Dizable

| Access Manager 1

Llzer rights

User permizsions 1 - ]1

[ New departments are vizible in root 2

The following table shows the elements in the Operators'' permissions in AM settings panel.

Ne Parameter name Parameter Description
setting method

User rights group

1 User rights drop-down list Selecting the Sets user rights in the ACFA PSIM software package, corresponding
value in the list the configured Operators'' permissions in AM object

Without group

2 New departments are Setting the Sets availability of new created departments in the Access Managt

visible in root checkbox checkbox hierarchy root
3 Tab navigation buttons Click the button Buttons switch the active tab

The Departments, Access levels, Time zones, Rights, Standard fields and Additional fields tabs are similar to the
tabs on the settings panel of the Access Manager object (see The settings panel of the Access Manager object).

7.3 The Type of department object settings panel

The figure shows the Type of department interface object settings panel.
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The following table shows the elements in the Type of department settings panel.

Ne

Parameter
name

Icon drop-
down list

Template
drop-down
list

Apply
button

Parameter
setting method

Selecting the
value from the
list

Selecting the
value from the
list

Clicking the
button

11 Type of department 1.1 ( Standard fields Additional fields | Acoess cards| )
Access Manager Dizable Bl ghiEld | Ealcqong fe=
!Access M anager 1 -l SIS Hidden

Mame Hidden
Icon1n Patronymic Hidden =
= || Personnel number |Hidden
ficnolts f External ID Hidden
( Aeply 13 || position Hidden i
Date of hiring: Hidden
Date of firing Hidden
Temporary AL ac... | Hidden
Temporary AL ex.. | Hidden
Access cards Hidden
Commencement... | Hidden
Card expiry date  |Hidden
Date of card issue |Hidden
Mumber of card I... | Hidden -
— I v,

Description

Sets icon used for
displaying

departmentin the
treein the Access
Manager window

Sets fields available
for viewing and
editing typical for
some users category

Applying the
selected template
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value

lcon0

Value
range

lcon 0 -
Icon 29
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Vehicle

Visitors
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Group of - Access to the - - -
tabs Standard fields,
Additional fields for

setting the visibility
of user fields, as well
as access to the
Access cards to
configure the
parameters of
access cards of this
type of department
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8 Appendix 2. Configuring the correct operation of the Access
Manager module in a distributed system

The Access Manager module gets the objects required for its operation directly from the SQL Server database of the
Axxon PSIM Server. This causes some issues for the module operation in distributed systems, based on a variety of
combinations between the Axxon PSIM Server, the Remote Administrator's workstation, and the Remote Client

(see Configuration of distributed architecture).

In particular, when you try to run the Access Manager module remotely from a computer with a Remote Client, the
Access Manager will not display the objects, which are loaded from the database of the Axxon PSIM Server, e.g. the
lists of users and departments. In order to eliminate this issue, when configuring the distributed system, the
administrator should do the following:

1. Onthe computer with the installed Remote Client:

a. Install the OLE DB Driver for SQL SERVER driver by selecting the msoledbsql file that is located in the
redist folder in the installation directory according to the language and bitness of the Remote Client,
or fully install the SQL Server. Thus, the SQL Server on the computer with the installed Remote Client
will be able to connect to the SQL Server on the computer with the Axxon PSIM Server.

b. Ensure the SQL Server authentication through the base sa account.

c. Ensure uninterrupted connection of the SQL Server on the computer with the installed Remote Client
to the SQL Server on the computer with the installed Axxon PSIM Server.

2. Onthe computer with the installed Axxon PSIM Server and the Access Manager module:
a. Configure the SQL Server to allow remote connections.
b. Ensure the SQL Server authentication through the base sa account.
c. Configure the Axxon PSIM Server connection to its database using the idb.exe utility. For this, do the
following:
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i. Run the utility from the Axxon PSIM Server installation directory.

Select data source: Description:
Basic data ~ | || EF] Data Link Properties hd
Use s : Provider Connection Advanced Al
. 2L Move database Configure
Lo ion SIng: 1. Select or enter a server name:
T] Provider =SQLMNCLI11. 1;Integrated Security=5SPI;Persist Security Inf'o:FaIse,'I| | local\SQLEXPRESS2014 2 w | Refresh
select dbi-file: 2. Enter information to log on to the server:
(O Use Windows NT Integrated security:
| C:'Program Files {x86)Axxon PSIM\psim.dbi | =
Select action (®) Use a specific user name and password:
Create backup copy (M5 SQL) Restore from back User name: |sa 3
Password: BEREFRR BB NN RNERN
Clear protocols
U R [ Blank password Allow saving password 4
Additional tools 3. (®) Select the database:
Update database (O Attach a database file as a database name:
Protocol
Change Password Test Connection
Cancel Help

8
OK

ii. Inthe utility interface, click the Configure button (1). The database connection window will
open.
iii. Inthe Select or enter a server name field (2), enter the name or the IP address of the SQL
server used to for database management.
A Note
Note that you must specify the explicit name or the IP address of the machine on
which the database is installed. The format (local)\ SQLEXPRESS would be incorrect.

iv. Inthe Enter the information to log on to the server settings section (3), select the Use a
specific user name and password radio button. In the User name field enter sa. In the
Password field, enter the password for the sa user.

A Note

Note that user names other than sa are not allowed.
v. Set the Allow saving password checkbox (4).

A Note
This step is mandatory.
vi. Select the Select the database on the server radio button and select psim from the drop-
down list (5).

vii. Click the OK button to save the connection parameters (6). The parameters will be displayed
in the Connection string field (7) in the idb.exe utility interface.
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viii. Click the OK button (8) in the idb.exe utility interface to save the changes.

Configuring the correct operation of the Access Manager module in a distributed system is complete.
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9 Appendix 3. Creating additional fields for the User object

You can create additional fields for the User object which are used in the Access Manager module (see Working with
users in the Access Manager software module).

Additional fields are created using the text editor that allows you to view and edit the ASCII text encoding.

9.1 Structure of additional fields in .dbi

Additional fields for the User object are divided into 2 groups:

1. The base field with default processing has the following structure: (db_name), (db_type) // (description).
Example: is_guest, BIT // Guest key.
The default processing depends on the data type (see Supported SQL data types).

2. The base field with special processing has the following structure: (db_name), (db_type) // (description)
{(fmt)%(prms)}.
Example: job_title, CHAR, 20 // Position{C%Waiter|Cashier|Storekeeper}.

A Attention!

The db_name structural element cannot be empty and must not match the existing standard user
fields, because this disrupts the general logic of the Access Manager module and leads to failures
and data loss.

The description structural element cannot be empty, because it is also the name of an additional
field displayed in the Access Manager interface window, otherwise it will be ignored by the system.
The fmt structural element must be one of a fixed set of modifiers (see Field formats with special
processing). If a modifier not from the set is specified or the parameters (prms) are specified
incorrectly, the field will be processed by default according to its type (see Supported SQL data

types).

9.2 Supported SQL data types

SQL data type Representation Default processing

BIT Boolean Drop-down list with Yes/No values
INTEGER Integer Numeric field with increment/decrement
Range (-2147483648; 2147483647) and manual input option

SMALLINT

Range: from -32768 to 32767, values
outside the range will not be updated
in the database

DATETIME DateTime Calendar with date and time selection
option
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SQL data type Representation Default processing

CHAR String Text field
The maximum size must be specified
(example: 'CHAR, 30")

TEXT

9.3 Field formats with special processing

Form Description Syntax
at
C A drop-down list with a predefined and fixed = {C%valuel|value2|...valueN}
set of possible values. Example: {C%Waiter|Cashier|Storekeeper|Security}

Note. The type in the database can also be
numeric, in which case the entire set of values
must be numeric

CT A drop-down list where you can enter {CT%valuel|value2|...valueN}
arbitrary values. The logic is similar to the C Example: {CT%Tokyo|Paris}
format, but it allows you to manually fill the
field with text if necessary. Itis used if the
full list of possible values is too large, but
there are few most frequently used options
(they are predefined)

CCl A drop-down list with predefined valuesand ~ {CCl%Descr1(EVENT1)|Descr2(EVENT2)|...||

option to generate events on saving. It is DescrN(EVENTN)}
used if changes in key user parameters need = Example: {CCl%Issued(CARD_ISSUED)|
to be logged in the database or Lost(CARD_LOST)|Broken(CARD_BROKEN)}

“intercepted” by an event dispatcher/script.
It is recommended to make this field
mandatory.

Note. The event is generated if the given user
was saved after changing the field, and the
event is not generated when new users are
currently created. The event that was edited
is generated for the Access Manager module
object. To see this event in the Event Viewer
or use it in the Event Manager, add these
events to the Access Manager object in the
DDl file of the Access Manager module
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Description

A numeric field with increment/decrement
and manual input option.

Note. If a numeric data type is selected for a
field in the database, then it is necessary to
take into account the minimum and
maximum values in accordance with the
ranges in the syntax

This format is internal and cannot be used
to generate additional fields

Unique text with validation (checking for
compliance with certain requirements)
using a regular expression template. Itis a
convenient customization tool, but it
requires technical knowledge in writing
regular expressions. The text entered by the
operator is checked against the template,
and only if it matches the template—the
field value can be changed. Also, when
saving a user, the uniqueness of the entered
value is checked: there cannot be two users
with the same value for this field

Unique text. When saving a user, the
uniqueness of the entered value is checked:
there cannot be two users with the same
value for this field. If another user tries to
enter the same value into a field, a warning
message is displayed that this value is
already set for another user

Syntax

{S%0} or {S%min|max}

Example 1: {S%0}—range of values: min -2147483648,
max 2147483647

Example 2: {S%100|999}—range of values: min 100, max
999

{UT%pattern_base64}

Example:
{UT%XIvQkNCS0JXQmtCc0J3QntCg0KHQOtCjOKVAXGRT
M31b0JDQktCV0JrQnNCd0J7QoNChOKLQo9CIXXsyfVxk
ezIsM30k}

The text packed in Base64 format contains the
following template (for the English version of the
product):

MA-Z\d{3}-\d{3}-\d{2}-\d{3}-\dS$.

This template allows you to check the entry of a car
license plate in the state of Florida:

+ F031-469-45-999-5—matches the template,
« F31-469 45-A99-5—does not match the template

{UTS%0}
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Form Description Syntax
at

TC Non-unique text that contains predefined {TC%EMPTY} or {TC%valuel|value2|...|valueN}
values, with the option to add new values. It =~ Example 1: {TC%EMPTY}—no predefined values.
allows you to supplement the set of text Example 2: {TC%Engineer|Medic|Accountant}
values as necessary and re-select values
from the list. It may have a fixed set of
predefined values.

Note. Before you edit a field, you should
collect all variants of the value of this field
from all users, eliminate the duplicates and
add values to the list of predefined values, if
any. Therefore:

1) If you want to remove a certain cached
value from this list, you need to clear or
change it for all users who have this value set
in their fields.

2) If you save a value with an error, it will be
cached along with other values. That is, the
options “bucket”, “buc ket”, “bUcket” or
“buket” will end up in the cache and can
appear in the list of available values

TL Text with limited length. {TL%length}
T 0L . C
Note. It is necessary to make sure that the Eﬁ:?;gi‘rin %10}—the line length is limited to 10
field type in the database does not exceed
the allowed length. The example above
requires TEXT or CHAR, 10 (or more)
RO An arbitrary readonly field. It is used, for {RO%def_value}
example, to display data when importing Example: {RO%Not specified}

users from an external system or if this field
is filled in with a script when manual input
by the operator is prohibited.

Note. This format is similar to the normal text
field, which is used in the Access Manager by
default and marked as "Read Only" settings.
The difference is that this field remains non-
editable even if it is marked as editable. It
also has a default value

9.4 Creating additional fields for the User object

To create additional fields for the User object, do the following:
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1. Inthe Axxon PSIM installation directory, for example C:\Program Files (x86)\Axxon PSIM\ create a .dbi text
document, for example, psim.person_extra_fields.dbi.
2. Open the created .dbi file in the text editor.

& Attention!

Before you enter any data, make sure that the UTF-8 text encoding is selected. Otherwise, when
adding additional fields to the database, the text will be recognized incorrectly.

3. Inthefirst line of the text document, enter [OBJ_PERSON].
4. Insubsequent lines, specify the additional fields parameters:
a. Separated by commas, enter the field name (db_name) that will be saved in the database, the field
data type (db_type) with the maximum field size, if required—see Supported SQL data types.
b. Using adouble slash "[[", indicate the field description (description) that will be displayed in the
interface window of the Access Manager.
c. If necessary, set the field behavior pattern by indicating the beginning and end using curly braces
{3

5. Save the changes.

& Attention!

After you save the .dbi file, it is necessary to update the main database. To do this, use the idb.exe
utility (see The idb.exe utility for converting databases, selecting database templates and making
backup copies of databases).

An example of a .dbi file with additional fields for the User object is shown in the figure below:

E‘.] psim.person_extra_fields.dbi EJ
1 [OBJ_PERSON] A

2 user type, CHAR, 30 // User type{TC3Employee|Visitor}
Igender, CHAR, 30 f/ Gender{C%Male|Female|H&}

< unique, CHAR, 30 f/ Unigque{UTC%0}

< >

Ln:6 Col:1 Pos:153 Windows (CR LF) LTF-2 NS

As a result, the created fields will be available on the settings panel of the Access Manager object on the Additional
fields tab (see Configuring Main department type).

In the interface window of the Access Manager, in the area of additional fields, the corresponding additional fields
will be displayed depending on the configured visibility and availability of fields for editing, as well as the specified
category.
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a Editing. McDonald Ronald John (4) O x
|User card 3 Access levels ﬁ Schedules "ﬂ Exculpatory Iii] Civertime
a Access level  Commert
a a *Always* Own
~
x|+ | @|c * X |m |
~
Sumame [ 1 McDonald Access mode 1o
[ ] Ronald Allow multiply access [ ] No
Patronymic [1 John Apollo SDK v.2 extention [ 1 Unconfigured
Biosmart. Number of face templates [ 10
Additional informatid__| Hobby-IT Biosmart. Mumber of fingerprints 1o
Address of registrat|__| Galaxy Dual [ ] No
Antipassback [ es d 1 v
Birth place ] Hilowision extention | Vaties fite
Card expiry date || Mot specified Hikvision. User message Male
Commencement of | Mot specified Sigur wiegand Femade
Date of card issue ||__| Mot specified User_type NA
Date of firng [ ] Mot specified Yirdi. Options
Date of hiring: [ 1 Mot specified
E-mail address ]
Extemal ID 1
Mumber of card los[__ | 0
Cffice phone 1
Passport number [ ]
Personnel number ||
PIM code ]
Posttion 1
Telephone ] G
Save | Cancel

9.5 Basic structural elements of the additional field of the User object

Indication Description

db_name The additional field name (db_name) that will be saved in the database

db_type Data type (db_type) of the additional field, size (if required, see Supported SQL data types)
description Name of the additional field displayed in the Access Manager interface window

fmt A modifier from the set (see Field formats with special processing)
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Indication Description

prms Field value parameters, entered using parentheses ()

{ Beginning of the additional field behavior pattern

% After the %, the names of the predefined values of the additional field are listed.

Note. If you specify %EMPTY, there will be no predefined values

valuel,valueN Names of predefined values of the additional field

| Separation of predefined values of the additional field

length Line length limit
def_value Default value
} End of the additional field behavior pattern

Creating additional fields for the User object is complete.
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10 Appendix 4. Creating a single photograph database

ACFA PSIM supports storing user photographs on several computers.
ACFA PSIM advanced settings utility tweaki.exe is used to create a single photograph database. There are two ways

to launch the tweaki.exe utility:
1. From the Windows Start menu: Start ->All Programs ->Axxon PSIM ->Utilities ->Advanced settings utility.

2. From the Tools folder of ACFA PSIM installation directory: <Axxon PSIM installation
directory>\Tools\tweaki.exe.

To configure the creation of a single photograph database, do the following:
1. Select the Access Manager mode in the Axxon PSIM Advanced Setup window (1).

- [» Windows

= [ Axon PSIM

[» DNS System identifier
[ Access Manager ]

i [ Distibuted configuration W54

t. [ MSDE (MS SQL) configuration

[* Video subsystem

[» Testing video capture cards

% Axxon PSIME Advanced Setup

In the System identifier column, enter the names of the Servers/RAWSs that will store the photographs
assigned by a user using the Access Manager module (2).

2.

(@ Note

The specified Servers/RAWs must be connected to the Axxon PSIM Server to which photos from
Access Manager are added. Detailed information about configuring server connections is given in
Axxon PSIM Software System. Administrator's Guide. However, the Access Manager module does
not have to be installed on the specified computers. Do not add Clients to the list.
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(@ Note

Only photographs that have been newly added using the Access Manager module will be placed on
the specified computers. Photographs added to the system before the configuration of the creation
of a single photograph database will not be distributed to these computers.

() Note

Photographs will be stored on both the computers specified using the tweaki.exe utility as well as
the computer from which photographs are added. Added photographs are stored in: <Axxon PSIM
installation directory>\Bmp\Person.

3. Click the OK button (3).

This completes the process of configuring the creation of a single photograph database.
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11 Appendix 5. Face synchronization module

11.1 Generalinformation about the Face synchronization module and its

licensing

The Face synchronization module is designed to automatically synchronize the users of the Access Manager module
who have photos with the Face PSIM reference face database (see Face PSIM software package. Working with the
reference face database).

The Face synchronization module allows you to do the following:

1.

2.

3.

4.

Automatically create a face in the reference face database when you assign a photograph to the userin
the Access Manager module.

Automatically change the face image in the reference face database when you change a user's photo in
the Access Manager module.

Automatically delete a face from the reference face database when you delete a user's photo in the Access
Manager module.

Automatically delete a user in the Access Manager module when you delete a face from the reference face
database.

A Attention!

In case you create users in the Face PSIM database using the Face recognition and search interface object
(see Adding images to the reference face database), the correct synchronization of faces is not guaranteed.

Protection

The Face synchronization module is provided free of charge upon purchase of the Access Manager module.

11.2 Activation of the Face synchronization module

To activate the Face synchronization module, create the Face synchronization module object based on the
Computer object on the Hardware tab of the System settings dialog window.

Architecture Hardware

=& LOCALHOST

----- |28 Face Recognition Server 1

- Video capture device

8 1] Face synchronization module 1

11.3 Configuring the Face synchronization module

On the page:

« Selecting the
Face
Recognition
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Servers for
synchronization

« Selecting the
Face
Recognition
Servers in the
Access Manager
module

11.3.1 Selecting the Face Recognition Servers for synchronization

The selection of Face Recognition Servers with which faces will be automatically synchronized is carried
on the Face synchronization module object settings panel.

1 Face synchronization module 1 Sync with: [“-‘5-" recognition servers" "] 1
Computer || Disable
LOCALHOST

Madule version I 1.0.0.1

T 1 -

In the Synch with drop-down list (1), select the required Face Recognition Server. If you select the value All
recognition servers will be synchronized with all Face Recognition Servers in the distributed system.

(@ Note

In the Module version field is displayed the current version of the Face synchronization module.
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11.3.2 Selecting the Face Recognition Servers in the Access Manager module

To receive events about the impossibility of adding a photo to the Face Recognition Server due to its poor quality,
you must specify the corresponding Face Recognition Servers as control readers on the Access
Manager module settings panel (see Configuring control readers in the Access Manager).
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12 Appendix 6. Additional features of Access Manager module

12.1 Event generation when a photo is assigned to a user

It is possible to generate an event with the captured frame image when a photo is assigned to a user from a camera
(see Assigning a photograph from a video camera).

A Attention!

The account_manager.run.config file should be configured on the same computer on which you are
planning to work with the Access Manager module.
After you make changes to the account_manager.run.config file, it is necessary to restart ACFA PSIM.

1. Go to the <Axxon PSIM installation directory>\Modules\ path.
. Open the account_manager.run.config file for editing.
3. Add the following lines to the applicationSettings group:

N

<setting name="NotifyInitialPhoto" serializeAs="String">
<value>True</value>
</setting>

[ account_manager.run.config E3

8 <applicatinn5etting5ﬂ
g <RunModule.account manager run.Properties.Settings>
10 = <setting name="CommonBackground" serializeAs="String">
11 <value>206, 206, 255</value>
12 e </=etting>
113 El <setting name="ControlszBackground" serializefAs="S5tring">
14 <valuex244, 247, 252</value>
15 e </zetting>
16 =l <setting name="FormsBackground" serializefAs="String">
17 <value>»215, 228, 242</value>
18 I </=setting>
19 =l <setting name="SettingsBackground" serializefAs="String">
20 <valuexAliceBlue</valus>
21 - </zetting>
22 El <setting name="S5canifyAPIEnabled" serializefz="5tring">
23 <valuerFalse</valuel
24 = </setting>
25 = <zetting name="AntoCropFrame" serializefAs="String">
26 <value />
27 e <fsetting>
28 El <zetting name="NotifyInitialPhoto" serializeAs="String">
29 <value>Troe</valus>
30 - </=zecting>
31 E <fRunHDdule.account_manager_run.ﬁrnperties.getting5>
32 b </fapplicationSettingss>
33 < /configuration:

4. Save the changes to the account_manager.run.config file.

As aresult, when a photo is assigned to a user from a camera, an event will be generated:
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PERSON | id |[NOTIFY_PHOTO|core_global<0>,base64<>

where id is the identifier of the user to whom the photo is assigned, and base64 is the jpeg image in Base64 format.
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