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1 List of used terms and abbreviations

User is a person whose data are processing by the Access Manager module. The Access Manager module allows
processing data of visitors, vehicles and other types of users, in addition to the data of company users.
Configuration and operation of the module with different types of users are the same. When it comes to configuring
and working with features specific to individual categories, this is specified separately.

Operator is a person who configures and operates the Access Manager module.
APB (Antipassback) is a feature of the system that enables protection against ID reuse in one direction..

Holiday is a non-working day. Specifying a list of holidays in the system allows you to exclude certain days from
time zones.

Access point is a point where access control is performed. An access point can be a door, turnstile, gate, or boom
barrier equipped with a reader, electromechanical lock, or other access control devices.

Access level is a right of a user to access through an access point (points) depending on the time zone. Access level
also determines the rules of arming and disarming an access point. Access level can be common for all users from a
department and separate for one, several, or all users.

Control reader is a reader which is used for card input to the system.

List of used terms and abbreviations- 8
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2 Introduction into the Guide for configuring and working with
the Access Manager integration module

On the page:

+ Purpose of the
document

« General information
about the Access
Manager module

2.1 Purpose of the document

The Guide for configuring and working with the Access Manager integration module is a reference manual for
configuration technicians and operators of the Access Manager module. This module is a part of ACFA PSIM.

This Guide has the following materials:

1.
2.
3.

General information about the Access Manager module.
Configuration of the Access Manager module.
Working with the Access Manager module.

2.2 Generalinformation about the Access Manager module

The Access Manager software module is a component of ACFA PSIM and allows you to perform the following actions:

1.

©® NGk~ WN

10.
11.

12.
13.
14.

Configure the access mode of employees and visitors to the facility with automated access control systems.
Configure the movement rules of employees and visitors within the facility according to access levels.
Configure the operators' permissions in AM to create, edit, delete, and view departments.

Configure the operators' permissions in AM to create, edit, and delete access levels and users.

Create and configure access levels for each user and a entire department.

Create, configure, and delete accounts of users and departments.

Create, configure, and delete time zones and access levels.

Print electronic security passes for employees and visitors to the facility with automated access control
systems.

Synchronize the users with added photos in Access Manager with the reference face database of Face PSIM.
View the personnel structure of the company for each departments and get information on each employee.
Generate schedules and work schemes with different periods and assign these individually to an employee
or entire department.

Keep records of employees' exculpatory and overtime documents.

Calculate the total work hours for each employee of the department and present the results as a table.
Create a report on the total work hours by employees.

Introduction into the Guide for configuring and working with the Access Manager integration module-9
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3 Licensing of the Access Manager module

One license for this module allows you to use any number of the Access Manager objects on any number of
computers. The same license also allows you to create Access Manager reports and Time and Attendance
reports objects on the basis of the Web Report System parent object (for more information, see WEB Report
System PSIM. User Guide). In addition, the license allows the use of all integrated control readers (see Control
Readers Settings Guide).

Licensing of the Access Manager module- 10
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4 Interface of the Access Manager module

General view of the Access Manager interface window is shown in the figure.

©2 Access Manager 1 e O g

~ M
e Departments @'ﬂme z0NEs n Access levels Q Regions and areas @ Worktime_

B Depariment 1
* Department 2

Rick Hill
Smith John Patrick
McDanald

Department 1 Additional inf| Hobby-IT
Mumber i Address of re
Extemnal ID Antipassbacl| Yes
Users 3 Birth place
Type of depart| Main Card expiry d| Mot specified
Schedules Schedule 1 " Commencem| Mot specified hd

° Note

« If the position of the window on the screen is fixed, the title bar of the Access Manager window
isn't displayed—see the Configuring the position of the Access manager window on the screen.

« To add the Worktime tab to the Access Manager interface window, first you need to connect this
subsystem: create the Worktime support object on the basis of the Access Manager object on the
Interfaces tab of the System settings window (see Configuring the Worktime subsystem).

The Access Manager window contains the following tabs:

Departments tab.
Time zones tab.
Access levels tab.
Regions and areas tab.
5. Worktime tab.

W

For the description of each tab, see the sections below.

4.1 The Departments tab

You can work with departments and users on the Departments tab.

Interface of the Access Manager module- 11
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a *

- e :
an Departments @'ﬂme Zones n Access levels 'u:} Regions and areas @ Wcrk‘time_

Department 1
Department 2

IT

Logistics department
Logistics department 2

Sales

Mumber

lszer card
(123) 22222

-
£

Hill Rick

Access level

a Access level 1

End
1/19/2025 11:53:53 PM

Start
1/19/2024 12:00:00 AM

Type

Crwn

9

&

McDonald Ron

Q]+

1 9

Extemal |ID

Patrorymic

lsers

2

Type of departm

Main

Schedules

Schedule 1

Access level

Additional irformation

Address of registration

Antipassback

Tes

“Always”

2

Birth place

Card expiry date
Commencement of card
Date of card issue

M=t nf Fiviemm

Mot specified
Mot specified
Mot specified

ahrel

hlmdt

Description of the elements of the Departments tab is given in the table.

Ne

Eleme
nt

Depar
tment
stree

Depar
tment
param
eters

Searc
h for
depart
ment

Description

Hierarchy structure of created departments available for viewing depending on operator rights
and/or settings of the Access Manager object (see the Rights to access departments in the
Access Manager)

Parameters of a department: ID, External ID, Name, Number of users, Type of department, Access
levels.
For the information on how to set and edit department parameters, see Working with

departments in the Access Manager software module

Department search button (see Department search in the Access Manager software module)

Interface of the Access Manager module- 12



4 Add
depart
ment

5 List of
depart
ment
users

6 List of
user
access
cards

7 User
photo

8 List of
user
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levels
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full
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and
their
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ment

10 User
param
eters
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Button to add a department (see Adding and deleting a department)

List of users from the selected department

List of access cards assigned to a user. See also Assigning an access card to a user. This list can
be hidden or unavailable depending on the Access card settings in operator rights and/or on the
Access manager object (see Configuring fields displaying in user accounts)

Photo assigned to a user. See also Assigning a photograph to a user

List of access levels assigned to a user. Temporary access levels are highlighted in color, and the
date and time of validity of the temporary access level are displayed in the Start and End
columns next to them. The crossed out date and time of the temporary access level validity
indicate that this temporary access level isn't valid at the moment. See also Assigning access
levels to a user. This list can be hidden or unavailable depending on the Access levels settings in
operator rights and/or on the Access Manager object (see Configuring fields displaying in user
accounts)

User surname, name, patronymic, their ID (in brackets), and the department they belong to

User information. For the description of fields, see Specifying user parameters

4.2 The Time zones tab

You can work with time zones and holidays on the Time zones tab.
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— O
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F

Time schedule 3 {ID 3)

Interval

Sun Mon Tue Wed Thu Fi Sat  Holiday
i08:00-17:00 i

Description of the elements of the Time zones tab is given in the table.

Ne

Element

List of time
zones and
folders

Time zone
intervals

The Holiday
editor
button

Button to
create a
folder in the
root

Button to
create a
time zonein
the root

Description

Names of time zones and folders created in the system. The following ways of displaying
time zones list are available: List, Table, Large icons. The Table view is used by default.
See also Selecting a view of displaying objects list in the Access Manager

List of intervals included in the time zone

Button opens the Edit holiday window (see Editing holidays)

Button opens a window for creating a folder in the root (see Managing a list of time zones)

Button opens a window for creating a time zone in the root (see Creating a time zone in the
Access Manager software module)

4.3 The Access levels tab

You can work with the user access levels on the Access levels tab.
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O Access Manager 1

)

« Access level 3
= & Group 1

v Access level 1 Access point

=
fa =
- Departments @ Time zones [N Access levels © Regions and areas @ Worktime 4

Time schedule Disarming Do not load

v Accesslevel 2 fFioSmar 1 7

DCR-PV control reader 1.1 11
Hilewision Control Reader K1F100 1 1

Time zone "Always"
Time zone "Always"

Time schedule 1 + + +

2

Description of the elements of the Access levels tab is given in the table.

Ne Elements

1 List of access levels

2 Access level parameters

3 Button to create a folder in the root

4 Button to create a time zone in the
root

4.4 The Regions and areas tab

Description

List of access levels created in the system. The List
view is used by default. See also Selecting a view of
displaying objects list in the Access Manager

Description of the selected access level: list of access
points with identification numbers and time zones,
parameters of access point arming and disarming,
sending access cards to controller after presenting
access card by a user. The Table view is used by default

Button opens a window for creating a folder in the root
(see Managing a list of time zones)

Button opens a window for creating a time zone in the
root (see Creating a time zone in the Access Manager
software module)

The Regions and areas tab allows you to perform emergency monitoring.
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£3 Access Manager 1 = O x

-~ M i
aa Departments @'ﬁme Zones n Access levels '\? Regions and areas w_

Area | |ser card
= Area 2

B Inside

B Cutside

e _@m 23

¥ Street Access level
[ Working zone
“ nside
| Dutside

Basic Additional 43 Charge €2 Worktime

|0 2.3. Tatal in the region: 0

|ser Crigin Where to Actual time

Description of the elements of the Regions and areas tab is given in the table.

No. Element Description

1 Areas and regions tree Hierarchy structure of created areas and regions in
the system (see Creating, editing and deleting Area
and Region objects)

2 Information on the selected area or region ID of the area/region selected in the tree and the
current number of people in it

3 The list of users in the region List of users who are currently located in the region
4 User parameters See The Departments tab
5 Access log Information on users' access in real time
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4.5 The Worktime tab

On the Worktime tab, you can view the information about the personnel structure of an organization by
department and by each employee, create and assign work schedules and work schemes with different work
periods to employees and departments, keep record of employees’ exculpatory and overtime documents, calculate
the total working time of each employee and present the results as a table, generate reports on the total working
time of employees.

3 Access Manager 1 o O >

-~ ™ .
o Departments @'ﬁme ZONES n Access levels h:J Regions and areas @ Worktime _

Mame |0 Description Sliding Working time

Beain time End time

@ Periods ﬁ Schemes % Schedules ﬁ nlidays ‘:ﬁ Documents |4

The navigation bar (1) is used to switch between the menu items of the Time and Attendance subsystem.

The information field (2) displays information on the objects existing in the system of the Time and
Attendance subsystem.

The properties panel (3) displays the parameters of the objects from the area (2).

For more information about the interface elements of the Worktime tab, see The main elements of the Worktime
tab.
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5 Configuration of the Access Manager module

5.1 Procedure of configuring the Access Manager module

You can configure the Access Manager module on the settings panel of the Access manager object that is created
on the basis of the Display object on the Interfaces tab of the System settings window, and on the settings panels
of the Operators' permissions in AM and Type of department child objects.

The Access Manager module is configured in the following order:

1. Rights for configuring and accessing objects in Access Manager.

Configuring access cards.

Configuring control readers in the Access Manager.

Configuring the prohibition of duplicates of new user parameters in the Access Manager.
Configuring the interaction with the Face PSIM Face Recognition Server.

Configuring fields displaying in user accounts.

Configuring the Worktime subsystem.

Configuring the ABBYY PassportReader SDK module.

PN wWwN

5.2 Configuring the position of the Access manager window on the
screen

By default, the position of the Access manager window isn't fixed, and you can move it on the screen. When
configuring the system, you can specify the position of the Access manager window on the screen and eliminate
the possibility to change it.

© nNote.

If you specify the fixed position of the Access manager window on the screen, the caption barisn't
displayed, which increases the display area of the Access manager window content.

To configure the position of the Access manager window on the screen, do the following:

1. Go to the settings panel of the Access manager object created on the basis of the Display object on the
Interfaces tab of the System settings window.

=] Fields Additional fiekds

v AL @ T2 Rights [&= Cards leaders Cameras

© [ New department
[ Department 2

2. Set the Fix position checkbox (1).
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3. From the Monitor drop-down list, select a computer monitor on which the Access Manager window will be
displayed (2).

4. Specify the coordinates of the top left corner of the Access Manager window in the X and Y fields as
percentage of width and height of the screen correspondingly (3).

5. Specify the width and height of the Access Manager window in the W and H fields as percentage of width
and height of the screen correspondingly (4).

6. Click the Apply button.

The position of the Access Manager window on the screen is fixed.
5.3 Rights for configuring and accessing objects in Access Manager

5.3.1 Generalinformation about rights to configure and access objects in Access
Manager

Specifying the rights to configure and access objects allows limiting the actions available for an operator of the
Access Manager module when you configure departments, users, access levels, time zones, areas, and regions.
Rights to configure objects in Access Manager correspond to the user rights in ACFA PSIM.

Rights to configure objects in Access Manager include permission or prohibition to perform the following operations
with access levels, users, and departments from the Access Manager window:

1. Create.
2. Edit.
3. Delete.

The permission to access departments, access levels, and time zones is additionally configured in the interface of
the Access Manager module.

The Access Manager software module allows setting the common and individual rights to configure objects. By
default, all the above operations are prohibited in the Access Manager module.

The common rights to configure objects have a priority over the individual rights. It means that if some operation is
prohibited by the common rights to configure objects, then this operation is unavailable for all operators, even if it
is permitted by some individual rights.

You can specify the common rights to configure objects on the Rights tab on the settings panel of the Access
Manager object that is created on the basis of the Display object on the Interfaces tab of the System settings
window.
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Hardware Interfaces Uzers Programming

Y st Create / Delete / Edit Farbid to delete
Departments Non-empty sections

Users Agzigned AL
|dentifiers Aesigned TZ
Time zones Identifier owners
Areas Allaw to change
Partitions User type
Schedules User saction
\working schemes Currert egion
‘working periods
Dacuments
Documents

Check. all Uncheck. all

Apply Undo

You can specify the individual rights to configure objects on the Rights tab on the settings panel of the Operators"
permissions in AM" object that is created on the basis of the Access Manager object.

Architecture Hardware Interfaces Programming

Wizard Operators'' pemissions in Ak 7

Rights

B Fields | [§ Additional fields

Create / Delete / Edit Forbid to delete
2 Disable Departments Noreemply sections
Users Assigned AL
User rights Identifiers Assigned T2
Time zones |dentifier owners
Areas Allow to change
Partitions User type
Schedules User section
Working schemes Current region

working periods
Documents
Documents

Check al Uncheck all

Unda

5.3.2 Configuring the correspondence between operator's permissions in the
Access Manager and in Axxon PSIM

Individual rights to configure objects in the Access Manager correspond to user rights in ACFA PSIM. It means that
one Operators' permissions in AM object can correspond to one User permissions object and vice versa.

0 Note

If similar operator rights in the Access Manager must correspond to user rights in ACFA PSIM, use the Save
function from the context menu of the interface object (see The Save function)
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To specify correspondence of operator's rights in the Access Manager and in ACFA PSIM, do the following:

1. Go to the settings panel of the Operators' permissions in AM object.

Architecture Hardware Interfaces

Wizard

1[1]
cess Manager 1 [1]
Vorktime support 1.1 [1.1]
Operators” permissions
©, Operators” permissions in AM 1.1 [1.1]
2. From the User rights drop-down list, select the User permissions object that must match the Operators'

permissions in AM object.
* Departments g AL ﬂ T2 Rights E Fields E Additional figlds

- Operators permizsions in Ak ©
E|--.-‘-‘-.|I departments

anager W Dizablz Department 1

bcoess Manager 1 Mew department
il Department 2

Ilzer rights

| zer permizzions 1 -

[E Mews root departmer

.|""{_'l|:I|',' Undo

o Note

The User permissions objects are created on the Users tab of the System settings dialog window.
Creation and configuration of these objects is described in Rights administration.

3. Click the Apply button.
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5.3.3 Configuring the rights to manage objects in Access Manager
To configure the common or individual rights for managing objects, do the following:

1. Go to the Rights tab on the settings panel of the Access Manager or Operators' permissions in AM objects.

PIM =] Others = Fields = #dditional fie
z i Rights ! e

= LCards

lay I Disable Create ¢ Delete / Edit Farbid ta delete
Departments Mor-emply sections
Lsers Assigned AL
|dentifiers Assigned TZ
Time zones |dentifier awners
Areas Allow to change
Partitiohs Iser type
Schedules User section
Warking schemes Current regian
Working periods
Documents
Docurnents

Check. al Uncheck all

Undo

2. Inthe Create/Delete/Edit group (1) for the Departments, Users, Identifiers, Time zones,
Areas, Partitions, Schedules, Working schemes, Working periods, Documents, Documents objects:
a. Set the Create checkbox to allow the operators to create the corresponding objects in the Access
Manager interface window.
b. Setthe Delete checkbox to allow the operators to delete the corresponding objects in the Access
Manager interface window.
c. Set the Edit checkbox to allow the operators to edit the corresponding objects in the Access
Manager interface window.
Click the Check all button to set all the checkboxes in the Create/Delete/Edit group (1).
Click the Uncheck all button to clear all the checkboxes in the Create/Delete/Edit group (1).
5. If you want to allow operators to create users with the enabled antipassback option, set the Create new
users with APB checkbox (2).

o Note

The Create new users with APB checkbox is available only on the settings panel of the Access
Manager object.

> w

6. Click the Apply button to save the changes.

Configuring the rights to manage objects is complete.
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5.3.4 Forbid to delete non-empty departments, assigned access levels, time zones,
and identifier owners

To forbid deleting the non-empty departments, assigned access levels, time zones, and identifier owners, do the
following:

1. Go to the Rights tab on the settings panel of the Access Manager or Operators' permissions in AM objects.

Architecture Hardware Programming

Create / Delete / Edit
Departments

Forbid to delete
Mon-empty sections
Agsigned AL
Assigned TZ

Identifier owners

Users
Identifiers

BREEE

Time zones
Areas Allows to change

User type

Prartitiors

Schedules User section

K& &

‘Working schemes Current region
‘Working periods
Documents

Documents

K EEEEEEEEEE
I EEEEEEEEEE
K EEEEEEEEEE

Check all

Uncheck al

Undo

2. Inthe Forbid to delete group:
a. Setthe Non-empty section checkbox to forbid deleting the departments that contain users.
b. Setthe Assigned AL checkbox to forbid deleting the access levels assigned to any department or
user.
c. Setthe Assigned TZ checkbox to forbid deleting the time zones assigned to any access level.
d. Setthe Identifier owners checkbox to forbid deleting the user data that has an identifier.
3. Click the Apply button to save the settings.

Forbidding the deletion of the non-empty departments, assigned access levels, time zones, and identifier owners is
complete.

5.3.5 Configuring the rights to change user type, user department, and current
region

To configure the rights to change the user type, user department, and current region, do the following:
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1. Go to the Rights tab on the settings panel of the Access Manager object.

= ot e
Accezs Manager 1 E E.
B Rights

Fields

Cards

Display I Disable Create / Delete / Edit Farbid to delete

Departments Wor-empty sections
Lsers Assigned AL
|dentifiers Assigned TZ
Time zones |dentifier awners
Areas Allow to change
Partitiohs Iser type
Schedules User section
Warking schemes Current regian
Working periods
D ocuments
Docurnents

Check. al Uncheck all

PB

aak ar

Undo

2. Inthe Allow to change group:
a. Setthe User type checkbox to allow changing the user type (see Changing a user type).
b. Setthe User section checkbox to allow transferring a user to another department (see Transferring a
user to a different department in the Access Manager software module).
c. Setthe Current region checkbox to allow changing the current region of a user.
3. Click the Apply button to save the settings.

Configuring the rights to change the user type, user department, and current region is complete.

5.3.6 Rights to access departments in the Access Manager

To specify common or individual rights to access departments, do the following:
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1. Go to the settings panel of the Access manager or Operators' permissions in AM object, to
the Departments tab.

Additional fields

= )M 4
Access Manager 1 = === = x
3 Cameras

Di [l Disable

ay

Unda

2. Set checkboxes next to the departments that must be available in the interface of the Access Manager
module (1).

3. By default, new departments located in the root of departments hierarchy and departments transferred to
the root of hierarchy regardless of their visibility before transferring are available in the Access Manager
interface window—the New root departments visible checkbox is set (2). If new departments and
departments transferred to the root of hierarchy must be invisible in the Access Manager window, clear the
checkbox.

A\ Attention!

If the New root departments visible checkbox is clear, creation of new departments in the root of
departments hierarchy is forbidden.

4. Click the Apply button.

o Note

New departments created via the Access Manager module on the basis of visible departments are visible
by default.

5.3.7 Rights to access the access levels in the Access Manager

To specify common or individual rights to access the access levels, do the following::
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) ]t _. Dizable @

“Nowhere”
“Common®

Apply Undo

2. From the Mode drop-down list (1), select the required mode:
« Prohibition—restrict the access;
+ Permission—allow the access.
3. Setthe checkboxes (2) next to the required values:
« "Everywhere"—access to the predefined access level "Everywhere".
+ "Nowhere"—access to the predefined access level "Nowhere".
« "Common"—access inherited from the department access level.
+ "Root access levels"—set the checkbox to select all access levels in Axxon PSIM or expand the list
and set the checkboxes only next to the required access levels.

o Note

Use the kid button to set and clear all checkboxes, minimize and expand all drop-down lists,
and search for access levels or folders.

4. Click the Apply button to save the settings.

5.3.8 Rights to access the time zones in the Access Manager

To specify common and individual rights to access the time zones, do the following:
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' Dizable @

“Newver®
*Root time zones*

BA® Time schedule 2
Time zones folder
LAE Time schedule 3

[ Create nev T

B Mew oot departmer

Apply Undo

2. From the Mode drop-down list (1), select the required mode:
« Prohibition—restrict the access;
+ Permission—allow the access.
3. Setthe checkboxes (2) next to the required values:
« "Always"—access to the predefined time zone "Always".
+ "Never"—access to the predefined time zone "Never".
+ "Root time zones"—set the checkbox to select all time zones in Axxon PSIM or expand the list and set
the checkboxes only next to the required time zones.

o Note

Use the k&l button to set or clear all checkboxes, minimize and expand all drop-down lists,
and search for time zones or folders.

4. Click the Apply button to save the settings.

5.4 Configuring access cards

Configuring access cards allows you to set the required number and format of user access cards (see Assigning an
access card to a user).

To configure access cards, do the following:

Configuration of the Access Manager module- 27



ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

1. Go to the settings panel of the Access Manager object, to the Cards tab.

]
Dizplay [ Dizab

)
Dizplay 1

Limit cards count

Minimwm Unlimited

Mazimum Unlimited

Formatting
Common format

Facilty code

Value (min/max)

Card code

Value (min/max)

2. In the Limit cards count group, from the Minimum drop-down list, select the minimum number of access
cards that must be assigned to a user.

«+ from 1to 10—if the specified number of access cards is not assigned to a user, then this user cannot
be saved in the Access Manager interface object.
+ Unlimited—an unlimited number of access cards can be assigned to a user.

+ Prohibited—user cannot be assigned access cards. Buttons and function menu for assigning access
cards are inactive in the Access Manager interface object.
Limit cards court

Minimum

Mazcimium

3. Inthe Limit cards count group, from the Maximum drop-down list, select the maximum number of access
cards that must be assigned to a user.

« from 1to 10—if a user is assigned more than the specified number of access cards, then this user
cannot be saved in the Access Manager interface object.
+ Unlimited—an unlimited number of access cards can be assigned to a user.

+ Prohibited—user cannot be assigned access cards. Buttons and function menu for assigning access
cards are inactive in the Access Manager interface object.

o Note

If at least one Minimum or Maximum parameter has the Prohibited value, the buttons and

the function menu for assigning access cards in the Access Manager interface object are
inactive.

4. Inthe Formatting group, from the Common format drop-down list, select the access cards format:
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Formatting

Common format

Facilty code

Yalue (min/max)

42534367235

Card code

Yalue (min/max) 1]

4294567295

Attention!

If the following access cards restrictions are violated, user cannot be saved in the Access Manager
interface object.

« Default—allows setting an arbitrary value for the facility code and card code. Any letters, numbers
and characters are allowed except: <|>.

« Wiegand26—allows entering a 1-byte facility code (from 0 to 255), and a 2-byte card code (from 0 to
65535).

« Wiegand32—allows entering a 2-byte facility code (from 0 to 65535), and a 2-byte card code (from 0
to 65535).

+ Wiegand26 (code only)—the facility code cannot be set, only a 3-byte card code is set (from 0 to
16777215).

+ Wiegand32 (code only)—the facility code cannot be set, only a 4-byte card code is set (from 0 to
4294967295).

« TouchMemory—the facility code cannot be set, only the 8-byte card code is set. The format is
hexadecimal, characters A, B, C, D, E, F are allowed. The code must be 8 characters or longer. If the
entered card code is less than 8 characters long, the the higher order digits are filled with zeros.

« Hikvision—the Hikvision ACS format. It always has a fixed H character in the facility code. The card
code is specified by a string with a maximum length of 32 characters.

+ Configurable—allows setting the parameters of the facility code and card code.

« Fixed character—the specified single character is always hard-coded, which cannot be
changed in the Access Manager interface object.

« String—allows entering a string of 0 to 255 characters.

« Numeric—allows entering only numbers from 0 to 4294967295.

« Hexadecimal—allows entering numbers in HEX format (numbers and characters A, B, C, D, E,
F) from 0 to 8 bytes long.

» Fixed number—similar to Fixed character, but instead of a character, a number between 0
and 4294967295 is used.

+ Regular template—allows setting an access card template with specified restrictions, lengths
and value ranges.

o Note

An example of some service characters for regular expressions:
« Ajsthe beginning of the regular expression. A line opening.
+ $isthe end of the regular expression. A line closing.
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+ .isanysingle character.
On the website https://regex101.com, you can find a complete list of
service characters for regular expressions, as well as to check the accuracy of a
regular expression.

Example 1:

For the facility code, it is necessary to limit the range of entered numbers from 1 to 3. The
amount of numbers must be no more than 4. Other characters and numbers are not allowed.
Template:

A[1-3]{4}s
Example 2:
For a card code, it is necessary to limit the code length to 8 characters, at least 1 character for
input. In this case, it is allowed to enter uppercase Latin letters A, B, C, D, E, F.
Template:
A (A-F),(0-9)1{1,8}$

5. Click the Apply button to save the settings.

5.5 Configuring control readers in the Access Manager

When you configure the Access Manager module, you can specify the list of control readers used for assigning
access cards or adding biometric parameters of users in the Access Manager interface window.

© nNote

Any reader from the ACS integration modules (see ACS integration modules), FSA/ACS (see ACFA Systems
integration modules) can act as a control reader, as well as the control readers from the control reader
integration modules (see Control Readers Settings Guide).

To select control readers, do the following:
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1. Go to the Readers tab on the settings panel of the Access Manager object.
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M Disable a---m DESKTOP-LM3U4BH

Reset filters

B Confirm card entered by operator

Apply Undo

2. If you want the operator to confirm the assignment of access cards to a user, set the Confirm card entered
by operator checkbox.
3. If necessary, in the Filter group, filter the cameras that are used in the Access Manager to assign photos to a

user.

a.
b.

To filter by status, from the Status drop-down list, select the camera status: Used, Not used, Any.
To filter by name, enter the camera name in the Name field. The search starts from the first
character.

c. Tofilter by ID, enter the camera ID in the ID field.
d.

To filter by server, select the required server from the Server drop-down list.
Select one or more control readers with a double click.

© nNote

To collapse the structure of control readers, click the Collapse all button. To deselect the
readers, click the Clear usage button. To reset the filters and the search result, click the
Reset filters button.

4. Click the Apply button to save the changes.

o Note

If you don't select any reader, all readers in the system are displayed (the Any status).
If you select at least one reader, the status automatically change to Used the next time you open the tab.

Configuring control readers in the Access Manager is complete.
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5.6 Selecting and configuring cameras in the Access Manager

On the page:

+ Selecting available
cameras
« Configuring a camera

The Access Manager program module allows you to specify cameras that will be available in the Access Manager
window to assign photos to users and to configure these cameras.

5.6.1 Selecting available cameras

1. Goto the settings panel of the Access Manager object, to the Cameras tab.

Display W Disable

LOCALHOST

Stream Default stream

(o0 Tl Ml Do not compress

Gate Videogate 1

2. Inthe Filter group, filter the cameras that you want to use in the Access Manager to assign photos to users:
a. filter by status by selecting camera status from the Status drop-down list: Any, Used, Unused.
b. filter by name by entering camera name in the Name field. The search starts with the first character.
c. filter by ID by entering camera ID in the ID field.
d. filter by server by selecting the required server from the Server drop-down list.

3. To collapse the camera structure, click the Collapse all button. To delete filtering results, click the Clear

usage button.
4. Click the Apply button.

A list of cameras that are available in the Access Manager window to assign photos to users is specified.
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5.6.2 Configuring a camera

1. Select a camera that you want to configure.

© nNote

Camera objects are created on the Hardware tab of the System settings dialog window. Creating
and configuring Camera is described in the Axxon PSIM software package. Installing and Configuring
Security System Components Guide document. Current version of this document is available in the
documentation repository.

2. From the Stream drop-down list, select camera stream.

From the Compression drop-down list, select video stream compression level.

4. If video from camera must be received via Videogate, select the required Videogate object from the Gate
drop-down list.

© nNote

The corresponding Videogate object must be configured for data transferring with this camera.
Configuring the Videogate object is described in the Axxon PSIM software package. Administrator's
guide document. Current version of this document is available in the documentation repository.

w

5. Click the Apply button to save the settings.

5.7 Configuring the user PIN code

Configuring the user PIN code allows you to set its format and perform the necessary checks to increase the
reliability and security of access.

To configure the user PIN code, do the following:
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#  Departments L 12 Rightz
= PIM Others =

PIN mask mode

y WD

ble
Dizplay 1 : Input mode

2. From the PIN mask mode drop-down list, select the mask mode of the user PIN code:
« Do not mask—PIN code isn’t masked with dots;
« Mask view—PIN code is masked with dots when reading user data;
« Mask always—PIN code is always masked with dots.
3. From the Input mode drop-down list, select the input mode of the user PIN code, further settings depend on
it:
a. Common—any variant of the PIN code is allowed. It is allowed to enter symbols, letters and numbers.
If you select this mode, you can go to step 10 to apply the settings.

© nNote

All further settings are made for all modes except for the Common mode.

b. 3digits—PIN code must contain three digits.
C ..
d. 9digits—PIN code must contain nine digits.
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e. Range—PIN code is within the
*  Departments . Al
=3 PIM

PIN mask mode

Input mode

Leading zeros

Repeat Mimor  Increment Blacklist
lse
Settings

Permissible repeat count

Minimal group length
Do not check leading zeros

Check inside

4. From the Leading zeros drop-down list, select the mode of setting zeros at the beginning of the PIN code:
a. Ignore—leading zeros aren’t considered as characters.
b. Required—leading zeros are considered as characters.
c. Auto—leading zeros are entered automatically, completing the PIN code to the required number of
characters.
5. To enable the required PIN checks, go to the corresponding Repeat, Mirror, Increment, Blacklist tab and
set the Use checkbox.
6. To enable the check of the repeating characters, go to the Repeat tab.
a. From the Permissible repeat count drop-down list, select the maximum number of allowed
character repetitions in the PIN code. The range of values depends on the input mode selected in
step 3.
b. From the Minimal group length drop-down list, select the number of characters in the group to
search for repetitions. The range of values depends on the input mode selected in step 3.
c. Setthe Do not check leading zeros checkbox to disregard leading zeros when searching for
repetitions. By default, the checkbox is clear.
d. Setthe Check inside checkbox to search for repetitions in the entire PIN code. By default, the
checkbox s clear.

7. Toenable the check of the repeating characters in the mirror image, go to the Mirror tab.
Tepes Mirr et S I

Use

Settings

Minimal side length

Do not check leading zeros

Check inside

a. From the Minimal side length drop-down list, select the number of characters in the group to search
for repetitions in the mirror image. The range of values depends on the input mode selected in step 3.

b. Setthe Do not check leading zeros checkbox to disregard leading zeros when searching for
repetitions in the mirror image. By default, the checkbox is clear.
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Set the Check inside checkbox to search for repetitions in the entire PIN code in the mirror image. By
default, the checkbox is clear.

8. To enable the check of increasing and decreasing character sequences in the PIN code, go to the Increment

tab.

[ Repeat tiror  ncremert B [

Usze

Settings

Permissible stair’ length

Checking mode

Do not check leading zeros

Check inside

a.

d.

From the Permissible ‘stair’ length drop-down list, select the number of characters in increasing/
decreasing order from which the search will be performed. The range of values depends on the input
mode selected in step 3.
From the Checking mode drop-down list, select the type of check:
i. Both—sequences of characters are checked in increasing (increment) and decreasing
(decrement) order.

ii. Increment—sequences of characters are checked in increasing order.

iii. Decrement—sequences of characters are checked in decreasing order.
Set the Do not check leading zeros checkbox to disregard leading zeros when searching for
sequences of characters in increasing and decreasing order. By default, the checkbox is clear.
Set the Check inside checkbox to search for sequences of characters in increasing and decreasing
order in the entire PIN code. By default, the checkbox is clear.

9. To enable the search for certain PIN codes, go to the Blacklist tab.

[ Repeat tiror —increment Biciis. |

¥ Use

Settings

Configuration of the Access Manager module- 36



ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

a. Toadd a PIN code to the blacklist, click the '+ button. The Add PIN code window will open.

Add PIN code B

| 8746 |

[ Confirm

i. Enterthe required PIN code in the blank field.
ii. Click the Confirm button. As a result, the specified PIN code will be added to the list of
prohibited PIN codes.

[ Fepeat Hiror ncremert 8ot [

o Note

To remove the PIN code from the blacklist, click the )(J button.

10. Click the Apply button to save the settings.

Configuring the user PIN code is complete.

5.8 Configuring the prohibition of duplicates of new user parameters in
the Access Manager

To configure the prohibition of duplicate parameters for new users, do the following:
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1. Go to the settings panel of the Access Manager object, to the Others tab.

| De Tz
e rr—| -

Display [ Disable Criteria of user parameters duplicates

External ID
PIN code Redefine DB autharization parameters

Vehicle LP :
Email
Access Points in the AL list

Field highlighting settings Master server LOCALHOST ~

2. From the Full Name drop-down list, select a method for identifying duplicate user records:
a. Notused—you can add users with the same full name.
b. Surname, name—you cannot add users with the same name and surname even if patronymic is
differed.
c. Surname, name, patronymic—you cannot add users with the same full name.
Set the External ID checkbox to prohibit creating users with the same external identifiers.
Set the PIN code checkbox to prohibit creating users with the same PIN codes.
Set the Vehicle LP checkbox to prohibit creating users with the same vehicle license plates.
Set the Email checkbox to prohibit creating users with the same email address.
Set the Access Points in the AL list checkbox to prohibit creating users who have access levels with the
same access points. If the checkbox is set, such a user cannot be created and the event of access level
conflict appears in the Event Viewer.
8. Click the Apply button to save the settings.

No oo hksw

5.9 Configuring the blocking of the Access Manager when the main server
is unavailable

In a distributed architecture in which there are many Client workstations with the Access Manager module installed,
it is important to keep the Clients up and running when the main (master) server is down. However, changes made
on the Client workstations when the master server is down can result in misconfiguration of users, duplication,
overrides, and other problems. To prevent this, in the Access Manager module, you can specify a server that, when
down, will block the Access Manager on all servers on which this option is set. After the connection to the master
server is restored, the work of the Access Manager module on the Client workstations will fully resume.

To enable the blocking of the Access Manager module for the Client workstations when the master server is
unavailable, do the following:
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e

Diisplay [ Cisable Criteria of user parameters duplicates
Full Name
External ID
PIN code
Vehicle LP Login

Email
Password

Access Points in the AL list

Field highlighting settings Master server LOCALHOST W

2. From the Master server drop-down list, select the master server.
3. Click the Apply button to save the settings.

Configuring the blocking of the Access Manager module for the Client workstations when the master server is
unavailable is complete.

When you try to make any changes, a system message is displayed stating that the master server is unavailable.

Action declined X

The action cannot be performed because the master server is
not anline.

5.10 Configuring the interaction with the Face PSIM Face Recognition
Server

Configuring the interaction with the Face PSIM Face Recognition Server allows you to check the quality of a
recognized face before assigning it to a user.

To configure the interaction with the Face Recognition Server, do the following:
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1. Go to the settings panel of the Access Manager object, to the Others tab.

De Tz
o err— Ao

D [N Disable Criteria of user parameters duplicates eraction ¥ ion Server

ay erve
Dizplay 3 . S 2
Full Name e e B

External ID :

Redefine DB autharization parameters

Vehicle LP len

Email
Access Points in the AL list

Master server LOCALHOST v

2. Inthe Interaction with Face Recognition Server group, from the Server drop-down list, select the Face
Recognition Server (for details, see Face PSIM. Administrator's Guide) that will check the quality of user
photos that you add.

3. Inthe Port field, specify the port used for connecting to the Face Recognition Server. The default value is
10000.

4. Click the Apply button to save the settings.

The interaction with the Face PSIM Face recognition server is now configured.

5.11 Highlighting user access cards

In the Access Manager, you can highlight the following groups of access cards:

« Cards not yet valid,
« Cards expired,
« Useris locked.

To highlight access cards, do the following:

Configuration of the Access Manager module- 40


https://docs.axxonsoft.com/confluence/spaces/FacePSIM100en/pages/235447591/Administrator+s+Guide

ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

1. Go to the Others tab on the settings panel of the Access Manager object
Dep . e 12

Criteria of user parameters duplicates

Full
R Sumame, name w

External 1D
PIN code
Vehicle LP

Email

Redefine DB authorization parameters

Field highlighting settings

Master server

LOCALHOST ~

Apply Undo

2. Right-click the Cards not yet valid [0], Cards expired [0], User is locked [0] button.
3. Inthe menu that opens, select an option to highlight an access card:
a. Specify text attribute: Bold, Underline, Strikeout, Italic.

Underline
Strikeout

Italic

Master server Background color

LOCALHOST

Font color

Pricrity

»  Reset 2

b. Specify the Background color and Font color by clicking Set, to cancel the action, click Reset (1).

c. From the Priority drop-down list, select the priority level of highlighting a group of access cards in
the range from 0 (default) to 4. Priority is displayed in square brackets. It is used when an access card
is assigned to two groups at the same time.

© nNote

To cancel all changes, click Reset (2).

4. Click the Apply button to save the changes.

Highlighting user access cards is complete.
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5.12 Configuring fields displaying in user accounts

5.12.1 Configuring the Main department type

The Main department type determines the user fields available in the Access Manager for viewing and editing by
default.

© note

Fields visibility can also be determined by the Type of department and Operators' permissions in AM
objects (see Configuring a type of department in the Access Manager and Configuring availability of fields
depending on operator rights in the Access Manager).

Fields visibility of the Main department type is only taken into account if the Main department type is
selected in the Access Manager interface window when you edit department properties (see Editing a
department).

You can sort alphabetically any column of the Fields and Additional fields tabs by clicking its name.

To configure the Main department type, do the following:

1.

2.
3.

4,

Go to the settings panel of the Access Manager object that is created on the basis of the Display object on
the Interfaces tab of the System settings window.

Cameras

Dihers =] Fields = Addtional fields

Field name Accessmode  Category i
Name Full 0. Full name

Full

Full

Full

Full

Full

Full

Full

Full

0. Full name:

Undo

Go to the Fields or Additional fields tab.
Available fields are displayed in the Field name column.

© nNote

For the description of fields, see Specifying user parameters.
If necessary, specify the access mode and category for the required fields manually. For this:

a. Select a user field for editing.
b. From the Mode drop-down list, select the access mode to the user field.
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Description

Field isn't displayed in the list of user parameters when viewing and editing

Field is displayed in the list of user parameters when viewing and editing, but itisn't
editable

Field is displayed in the list of user parameters when viewing and editing, and it is
editable.

Note. The Card issued by and Access level assigned by fields are always not editable as
these fields are automatically filled with the name of the Operator when assigning/
changing card or access level

Field is mandatory when creating and editing a user in the Access Manager module.
Field that isn't filled in is highlighted with red asterisks

Sumame

Mame
Patrorymic

c. From the Category drop-down list, select the name of the user parameter group in the Access
Manager interface window in which the field will be displayed during editing and viewing. The name
of the category can be arbitrary. Categories that exist in the system are 0. Full name, 1. Personal
data, 3. Vehicle, 4. Visitor data. If you don't specify a category, the field will be displayed in the
parameter list in the Others category.

o Note

Categories in the parameter list are sorted alphabetically. Use number prefixes in the name
to set strict order of sorting.

i

5. Toadd a category, click the " button.
6. Click the Apply button to save the setting.

Configuring the Main department type is complete.

5.12.2 Configuring a type of department in the Access Manager

Type of department determines the user fields available for viewing and editing in the Access Manager interface

window.

0 Note

Visibility of the fields is also determined by operator rights (see Configuring availability of fields depending
on operator rights in the Access Manager).
You can sort alphabetically any column of the Fields and Additional fields tabs by clicking its name.

To configure a type of department, do the following:
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1. Goto the settings panel of the Type of department object that is created on the basis of the Access
Manager object.

Architecture Hardware

Interfaces

Wizard

B Fi

Field name

Patronymic

Access mode  Category
Full

Full

Ful 0. Full name
Full
Full
Full
Full
Full
Full

B Category 0. Full name

2. You can change the departmenticon in the Access Manager window. For this, do the following:
a. Right-click theicon in the lower left corner. Select Change icon in the menu.

-

Changeicon

Set defaults

b. Inthe lcon selection window that opens, select the departmenticon.
lcon selection

.
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3. For convenience of configuring the availability of the main fields, select template types of departments. For

this, do the following:

a. Right-click the icon in the lower left corner. Select Set defaults in the menu.

b. Select the template of the department type. Templates of the following department types are
available: Employees, Visitors, Vehicle. As a result, the Fields and Additional fields tabs will
contain values according to the selected template.

4. If necessary, specify the access mode and category for the required fields manually. For this, do the

following:

a. Select auser field for editing.

b. From the Mode drop-down list, select the access mode to the user field.

Value

Hidden

Read only

Edit

Mandatory

© nNote

Description

Field isn't displayed in the list of user parameters when viewing
and editing

Field is displayed in the list of user parameters when viewing and
editing, but itisn't editable

Field is displayed in the list of user parameters when viewing and
editing, and it is editable.

Note. The Card issued by and Access level assigned by fields are
always not editable as these fields are automatically filled with the
name of the Operator when assigning/changing card or access level

Field is mandatory when creating and editing a user in the Access
Manager module. Field that isn't filled in is highlighted with red
asterisks

See the description of fields in Specifying user parameters.

c. From the Category drop-down list, select the name of the user parameter group in the Access
Manager interface window in which the field will be displayed during editing and viewing. The name
of the category can be arbitrary. Categories that exist in the system are 0. Full name, 1. Personal
data, 3. Vehicle, 4. Visitor data. If you don't specify a category, the field will be displayed in the
parameter list in the Others category.

© nNote

Categories in the parameter list are sorted alphabetically. Use number prefixes in the name
to set strict order of sorting like in templates.

5. Toadd a category, click the i button.
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6. Ifitis necessary for this type of department to have its own parameters of access cards, make the
appropriate settings on the Cards tab (see Configuring access cards).
7. Click the Apply button to save the settings.

Configuring a type of department is complete.

5.12.3 Configuring availability of fields depending on operator rights in the Access
Manager

The Access Manager module allows you to limit the visibility and availability of user fields for editing depending on
operator's rights in the Access Manager. The prohibition to perform an operation with a field in operator's rights has
priority over availability of field for viewing and editing specified when configuring the type of department. For
example, if some field is available for editing according to the settings of the department type, but its viewing is
forbidden by the rights of a certain operator, then this field won't be visible to this operator. The opposite is also
true: if editing of field is allowed by operator's rights in the Access Manager, but the field is available only for
reading, then the field will be available for reading for all operators regardless of their rights.

o Note

When you change the rights of the current operator, you must re-register the user in ACFA PSIM to apply
the changes.

To configure availability of fields depending on operator's rights, do the following:

1. Goto the settings panel of the Operators'' permissions in AM object that is created on the basis of
the Access Manager object.

Architecture Hardware Interfaces
Wizard ® Depatments | , A& hts | 5 Fields | & Additional fields
Field name Access mode

Name Full
Full
Full

Undo

2. Select the required tab: Fields or Additional fields. By default, all user fields are hidden.

o Note

You can sort alphabetically any column of the Fields and Additional fields tabs by clicking its
name.
See the description of fields in Specifying user parameters.

3. Select a user field for editing.
4. From the Mode drop-down list, select the access mode to the user field.
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Description

Field isn't displayed in the list of user parameters when viewing and
editing

Field is displayed in the list of user parameters when viewing and
editing, but itisn't editable

Field is displayed in the list of user parameters when viewing and
editing, and it is editable.

Note. The Card issued by and Access level assigned by fields are always
not editable as these fields are automatically filled with the name of the
Operator when assigning/changing card or access level

Field is mandatory when creating and editing a user in the Access
Manager module. Field that isn't filled in is highlighted with red
asterisks

5. Click the Apply button to save the settings.

Configuring availability of fields depending on operator's rights is complete.

5.13 Configuring the ABBYY PassportReader SDK module

On the page:

« General information
about the ABBYY
PassportReader SDK
module

« Configuration
procedure

5.13.1 Generalinformation about the ABBYY PassportReader SDK module

The ABBYY PassportReader SDK module is used to fill out the users parameters in the Access Manager module
automatically after the images of the identification documents are recognized (passport, driver's license, passport
for traveling abroad, birth certificate, and so on), including the images of the identification documents of some CIS
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countries (Azerbaijan, Belarus, Kazakhstan, Kyrgyzstan, Tajikistan, Uzbekistan) and foreign passports of any
country (MRZ analyzed) from the scanner or hard disk.

Manufacturer: ABBYY www.ABBYY.com

SDK version: 1.5.2

5.13.2 Configuration procedure
To configure the ABBYY PassportReader SDK module, do the following:

1. Create and configure the Access Manager module.
2. Open the account_manager.run.config file for editing. The file is created in the <Axxon PSIM installation
directory>Modules\ folder after the first start of the Access Manager module.

3. Setthe value of the AbbyyAPIEnabled key to True. The default value is False.
</setting>

<setting name="AbbyyAPIEnabled" serializeAs="String">
<value>True</value>
</setting>
<settinag name="MainBackColor" serializeRs="Strina">
Save the changes in the edited account_manager.run.config file.
5. Install the 32-bit version of the ABBYY PassportReader SDK.

o Note

Contact the manufacturer about licensing and downloading the ABBYY PassportReader SDK
distribution.

>

6. Restart ACFA PSIM.
7. Asaresult, the button for accessing the ABBYY PassportReader SDK module becomes active in the Access
Manager module (see Filling out the user parameters using the ABBYY PassportReader SDK module).

Configuring the ABBYY PassportReader SDK module is complete.

5.14 Configuring the Worktime subsystem

For the correct operation of the Worktime subsystem, do the following in the specified order and in full:
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1. Create the Worktime support object on the basis of the Access Manager interface object.

Archilecture Hardware Interfaces Frogramming

Wizard
&M I Disatie e LOCALHOST

ey a http: #flocalhost:B081 Arepaorts/

= ¥ Map1

2. Go to the settings panel of the Worktime support object.

3. Inthe Archive depth, days field, specify the time of storing the events archive in days, after which the event
is deleted from the archive. If you leave 0 (the default value), the archive won’t be automatically cleared.

4. From the Report server drop-down list, select the computer on which you created the Time and
Attendance reports object (part of the WEB Report System PSIM) and whose database contains all
information about access.

5. Inthe Report Server address field, specify the server address of the WEB Report System PSIM. For the
information about configuring and working with the system, see WEB Report System PSIM. User Guide.

o Note

If the server of the WEB Report System PSIM has a static ip, and you plan to generate reports from
another subnetwork, you must explicitly specify the IP address of the server of the WEB Report
System PSIM.

6. Click the Apply button to save the changes.

7. Restart ACFA PSIM.
After that, the Worktime tab will appear in the Access Manager interface window.
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9.

10.

11.
12.
13.
14.
15.
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3 Access Manager 1 22 O ot
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an Departments @'ﬂmezones E Access levels Q Regions and areas Worktime

Mame |0 Description Sliding Working time

Begin time

@ Periods ﬂ Schemes % Schedules ﬁ olidays wﬂ Documents

Update the database using the UpdateDB Utility.

Configure the regions for the ACS Readers (see Appendix 1. Configuring Regions for the ACS Readers to work
with the Time and Attendance subsystem).

Create and configure:

o Note

We recommend that you read The Worktime tab of the Access Manager interface window.

Create work periods (see Work periods).
Create work schemes (see Work schemes).
Create work schedules (see Work schedules).
If necessary, configure holidays (see Holidays).
e. If necessary, create and configure documents (see Documents).
Assign work schedules to departments (see Assigning a work schedule to a department).
Assign work schedules to employees (see Assigning a work schedule to a user).
Assign documents to employees (see Assigning documents to a user).
Configure the WEB Report System PSIM (see Working with the reports).
To account for employee passes made before configuring the Worktime subsystem, use the UpdateDB Utility
and re-account the databases (see Starting and working with the UpdateDB Utility).

anoo
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6 Working with the Access Manager software module

6.1 Starting and stopping the Access Manager module

The Access manager window is a standard interface window of ACFA PSIM. You can open and close this window
using the Display menu of the main control panel.

0 Note

In order to be able to run the Access Manager software module, you must create the Access Manager
object on the basis of the corresponding display on the Interfaces tab.

I Close all

v Display 1

To display the Access Manager interface window, select in the menu the Display object on the basis of which the
corresponding Access Manager object is created. To hide the Access Manager window, select the Close all menu
item.

General view of the Access Manager window see in Interface of the Access Manager module.

To close the Access Manager window, use the - button. In this case, to reopen the window, double-click the

icon in the Windows taskbar. If you hover the mouse cursor over this icon, the name of the Access Manager
object corresponding to the Access Manager interface window is displayed.

o Note

The module icon is displayed in the Windows taskbar depending of the value of the DebugLevel setting in
the HKLM — Software — Wow6432Node — AxxonSoft — PSIM — Debug branch of the Windows registry. If
this parameter is set to 0, empty or missing, the icon won't be displayed in the taskbar. If the parameter
has a non-zero value, the icon will be displayed.

6.2 General operations with the Access Manager interface elements

6.2.1 Selecting a view of displaying objects list in the Access Manager

In the Access manager software module, you can configure the view of user lists, time zones and access levels. The
following types of display are available:
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1. List.

. Hill Rick

a» McDonald Ronald..
an Smith Patrick

2. Table.
Full Mame Mumber Date of cardizssue  PIN code  Userlocked  Antipassback Card expiry date
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; Smith Patrick 1 Mot specified Mo Yes 1212/2023 12:00:00 AM

3. Largeicons.
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H|||H||:k MecDonald Ronald Smith Patrick
John

o Note

By default, the Large icons view is used for the user list, times zones, regions, and access levels. The Table
and List views are used for access levels. You cannot change the view in the access level list.

You can select the view of display in the function menu that opens when you right-click in the free space of objects
list or any user.

- - =

McDonald Ronald Smith Patrick

John
=] View y List
il Sorting b Table
+  MNew ’ Large icons
Q Search 2

6.2.2 Selecting a method of sorting objects in the list

When you select the List and Large icons view in the Access Manager, you can select the following methods of
sorting user lists, time zones and access levels:

1. Byname.
2. By number.

You can select a method of sorting in the function menu that opens when you right-click in the free space of objects
list or any user.
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-~ -
£ o

McDonald Ronald Smith Patrick

John
B View 3
|§L Sorting 4 By name
Mew k By number
Q Search 3

When you select the Table view, you can sort the values in the list by clicking the header of the corresponding
column.

Full Mame Mumber  Date of card issue  PIM code  Userlocked  Antipassback Card expiry date

= Smith Patrick 1 Mat specified Na Yes 1241242023 12:00:00 AM
.:.EHiII Rick 2 Mot specified Mo Mo Mot specified

.:. McDonald Ronald John 4 Mot specified Mo fes Mot specified

6.2.3 Changing the size of interface elements of the Access Manager window

You can change the size of the interface elements of the Access Manager window using the mouse. When you hover
the mouse cursor over the border between the interface elements of the Access Manager window, the cursor takes
the form shown in the figure.
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£ Access Manager 1 - O X

® New department
® Departtment 2

Access level

Basic Additional ®|T|T
- o

McDonald Ronald E=

Number
Extemal I[
|lzers 3
Type of dif Main
Schedules{ Schedule 1
Access le| "Always® v

You can drag the border between interface elements by holding down the left mouse button.

6.2.4 Keyboard shortcuts for working with interface elements

Use keyboard shortcuts described in the following table while working with lists of users, time zones and access
levels.

To use the keyboard shortcut, the list of objects should be active. So before using the keyboard shortcut, left-click
in the area of the objects list.

Keyboard Description

shortcut
Ctrl+F Search for object
Ctrl+N Create new object
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Ctrl+Del Delete an object. To use this shortcut, select an object in the list

Ctrl+Backs
pace

Ctrl+Shift+M  Show/hide the user control panel in the Departments tab (see Viewing a list of users)

Ctrl+A Select all users in the department / in search results / in the region

Ctrl+left Select multiple objects one by one. To use this shortcut, press the Ctrl key and, without releasing
mouse it, select each required object by clicking the left mouse button

button

Shift+left Select a group of objects. To use this shortcut, press the SHIFT key and, without releasing it,
mouse select the first and last object of the group by clicking the left mouse button. All objects in
button between will be selected automatically

Modal windows, with a few exceptions, are closed by pressing the Esc key.

0 Note

For example, the Esc key cannot be used to close the user photo assignment window.

6.3 Working with time zones in the Access Manager software module

6.3.1 General information about time zones in the Access Manager software
module

You can work with time zones in the Time zones tab of the Access Manager window.

3 Access Manager 1 — O *

[ v B ox o B o § i @ v I
a epartments n cess levels k\. egions and areas orktime

g 'I.I'-ilr:'ln:sdw-dule 7& : e bl B @

& B Time zones folder Interval

Sun Mon  Tue Wed Thu
08.00-18:00 + + + 5 *

Fi  Sat Holiday

Date Interval
Friday, January 19, 2024 T

Period

Huoliday editor
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The Access Manager software module allows you to create, edit, copy, view, and delete time zones. At the same
time, you can forbid to create, edit, and delete time zones when configuring the Access Manager software module

(see Rights to access the time zones in the Access Manager).
Time zone is used as time schedule in the Access Manager software module. You can set intervals of two typesin a
time zone:

1. Week interval. Time interval is set for specified days of the week.
2. Intervals of shift schedule. Interval is repeated with specified period starting from the specified day.

A\ Attention!

Despite the support for shift schedules in the Access Manager software module, few types of hardware
support such schedules. In many cases, time zones with shift intervals will be ignored by ACS integrations.
The only exception can be those integrations that support operation in the "Access request" mode, in
which the hardware requests the integration module to allow access through a certain access point. In this
case it is possible to process the check by a complex time zone containing shift schedules.

6.3.2 Creating a time zone in the Access Manager software module

To create a time zone, do the following:

1. Go to the Time zones tab of the Access Manager window.

3 Access Manager 1 - O >

~ ™

I O O R
€ Time schedule 1 Time schedule 1(ID 1) E ]
43 Time schedule 2

B B Time zones folder Interval Sun Mon Tue Wed Thu Fi  Sat  Holiday § Date Interval  Period

03.00-18:00 +  + ¥ ¥ + Friday. January 19, 2024 7
Heliday editor < >

2. There are two ways you can create a new time zone:
a. Right-clickin the free area of the list of time zones and select the Create root timezone item in the

function menu. In this case, a time zone will be created in the common list of time zones.
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ey
L+ Access Manager 1

‘; Departments (B Time zones & Access levels '-:J Regions and areas
£ Time scheduls 1

£ Time schedule 2
= BF Time zones folder Interval
£ Time schedule 3 08:00-17.00

|+ Create root timezone

[ Create root folder
Q Cuick search

Wed Thu

Sun Mon Tue

b. Right-click the folder and select the Create timezone item. In this case, the time zone will be created
in the specified folder.

L
3 Access Manager 1

H[]rtem @ﬂmezoneshm level '_‘}H' d
- epartments n cess levels '»,' egions and areas

&5 Time schedule 1

&3 Time schedule 2

= BEF Time zongzs fol-d-—
TR Createtimezone |

[ Createfolder
M Delete
‘@ Changefolder

Mon  Tue Wed Thu
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3. Regardless of the way you select to create a time zone, the Edit time zone window opens.
(L) Edit time zone >

Mame ime schedule 4

Week intervals
Intervals of shift schedule

4. Enter the name of the time zone in the Name field.

© nNote

The name must be unique. If a time zone with this name has already been created in the system,
then when saving, a corresponding message is displayed and the zone isn't saved. Also, the name
must not contain the following characters: <|>.

5. If necessary, add week intervals to the time zone:
a. Right-click the Week intervals line and select the Add item in the function menu.

{5Y Edit time zone >

Mame Time schedule 4

Week int
Intervals

b. New interval will be created in the Week intervals group. Panel for configuring an interval will
display at the bottom of the Edit time zone window.

o Note
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Name of the interval is a time period and days in which interval operates in brackets. In
addition to days of the week separated by commas, you can specify the following values:
i. Empty interval.
ii. Whole week.
iii. Whole week and on holiday.
iv. On workdays.
v. On workdays and on holiday.
vi. Onthe weekend and on holiday.
vii. On the weekend.
viii. Only on holiday.

c. Inthe Start field, enter or set using a slider time of interval start.
{5} Edit time zone >

Mame Time schedule 4
= Week intervals

08:00-17.00 (Mo, Tu, We, Th, Su)

Intervals of shift schedule

Interval parameters

Start 8:00:00 AN
EFII:I ED'I]ﬂ'I] F‘ I"- E]

HE ¥ B B B @B B B

Sun Mon Tue Wed Thu Fi Sat Holidays

d. Inthe End field, enter or set using a slider time of interval end.

e. Set checkboxes next to the days on which interval must operate.

f. Set the Holidays checkboy, if it's required to include holidays in the interval. Working with holidays is
described in Editing holidays.

o Note

To delete an interval, right-click the interval and select the Delete item in the function
menu.
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{5} Edit time zone *

MName Time schedule 4

= Week intervals

0
Intervals o

g. Repeat steps a-f for all required week intervals.
6. If necessary, add intervals of shift schedule to the time zone:
a. Right-click the Intervals of shift schedule line and select the Add item in the function menu.

Y Edit time zone X

MName Time schedule 4
= Week intervals
08:00-17:00 (Mo, Tu, We, Th, 5u)

Intervals of shift SC:|'|EI:|IJ|“

b. Anew interval will be created in the Intervals of shift schedule group. Panel for configuring an
interval will display at the bottom of the Edit time zone window.

© nNote

Name of the interval is a date of interval start, time interval and period of interval repetition
in days.
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c. Inthe Start field, enter or set using a slider time of interval start.
{5) Edit time zone b 4

Mame Time schedule 4

= Week intervals
08:00-17:00 (Mo, Tu, We. Th, Su)
= Intervals of shift schedule
From Monday, January 22, 2024 (08:00-18:00) period 7

Interval parameters
> —
Start date Peiod [ El

d. Inthe End field, enter or set using a slider time of interval end.
e. Inthe Start date field, enter the start day of shift schedule, using a keyboard or calendar that opens

by clicking the 3 button.

Start date Monday . January 2|vm

1 January 2024 k

Sun Mon Tue Wed Thu Fn  Sat
31 1 2 3 4 5 B

7 2 9 1MW 11 12 13
14 15 1w 17 18 19 20

21 23 24 25 & 27
28 20 3 N 1 2 3
4 5 & 7 8 9 10

[ Today: 1/22/2024

f. Inthe Period field, specify the number of days in which the interval of shift schedule will be repeated.

o Note

To delete an interval of shift schedule, right-click the interval and select the Delete item in
the function menu.
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{5Y Edit time zone >

MName Time schedule 4
B Week intervals
08:00-17:00 (Mo, Tu, We, Th, Su)

B Intervals of shift schedule
From Mezda

g. Repeat steps a-f for all required intervals of shift schedule.
7. Click the Save button.

{5} Edit time zone -

Mame Time schedule 4
= Week intervals
08:00-17:00 (Mo, Tu, We, Th, Su)
= Intervals of shift schedule
From Monday, January

Interval parameters
Start 3:00:00 AR
Er||:| EDDED F" h E

Start date Monday . January 2 - Period 7 EI

As a result, the created time zone will be displayed in the time zone list.
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O Access Manager 1 w2 O =

£ Time schedule 1

€ Time schedule 2

= B Time zones folder Irterval
L Time schedule 3

L Time schedule 4

Q Departments @ﬂme ZONEs 2 Access levels o Regions and areas @ Woﬂdime_
an UeP [ 1] Y Fed :

Time schedule 4 (ID 4)

Interval  Period

Sun Mon Tue Wed Thu Fi  Sat  Holiday § Date

08:00-17:00 + + + + = Monday, January 22, 2024 iT

Holiday editor

6.3.3 Editing a time zone in the Access Manager software module

Editing a time zone involves adding and deleting intervals from time zone and changing configured intervals. To
edit a time zone, double-click the required time zone in the list on the Time zones tab. As a result, the Edit time
zone window opens.

You can also open this window by double-clicking an interval in the list of intervals of the selected time zone.

3 Access Manager 1 — O ot

Do ©® e B § e 0 v
s ] h"

g E”‘E “h:jz:: ¥ Time schedule 4 (ID 4) = [

= & Time zones folder Interval Sun Mon Tue Wed Thu Fi Sat  Holiday § Date Interval  Period

© Timo schece 3 YN B | 11 ey 22,2024 7

L Time schedule 4

Holiday editor

Theinterval you clicked is selected in the window that opens. Working with this window is the same as when
creating a time zone (see Creating a time zone in the Access Manager software module).
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{5} Edit time zone >

Mame ime schedule 4

= Week intervals
= Intervals of shift schedule
From Monday, January 22, 2024 (08:00-18:00) period 7

Interval parameters
Start 3:00:00 AR
End 5:00:00 PR

B B E B B B H

Sum Mon Tue Wed Thu Fd Sat Holidays

6.3.4 Searching for a time zone
Going to search for a time zone

In the Access Manager software module, you can search for a time zone by name and ID. To search for a time zone,
do the following:
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1. Goto the Time zones tab in the Access Manager window.

O3 Access Manager 1 w2 O =
2 @ Time zones | g 2 i @ i
o Departments n Access levels v Regions and areas Worktime

S Time schede 4 (1D 4) EIE

= E& Time zones folder Interval Sun Mon Tue Wed Thu Fi Sat  Holiday § Date Interval  Period

g S 08001700 + o+ o+ o+« Monday. January 22, 2024 :
ime schedule

-+ Create root timezone

(3 Create root folder

Q Quick search

Holiday editor < >

2. Right-click in the free area of time zone list.
3. Inthe function menu, select the Quick search item. The Search for time zone window opens.

Going to search for a time zone is completed. Working with the Search for time zone window is described in
Working with the Search for time zone window.

Working with the Search for time zone window

You can open the Search for time zone window when searching for a time zone (see Going to search for a time
zone) or when configuring an access level (see Creating access levels).

You can work with the Search for time zone window as follows:

1. Tosearch for a time zone by its name, enter the name or its part in the Name field. If the name of a time zone
isn't specified, the search by this field won't be performed.

{1 Search for time zone e
search parameters
e I

D

Remove empty i

Mame Mumber
Time schedule of IT department &
Time schedule of sale department 5

2. To search for a time zone by its ID, enter the identifier of the required time zone in the ID field. If ID isn't
specified, the search by this field won't be performed.
To exclude from the search the time zones with no intervals added, set the Remove empty checkbox.
4. Press the Enter key on the keyboard.
The search results table will display time zones that meet the specified search criteria. The search is case-
insensitive. All objects containing the specified values will be found.

w
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To sort search results, left-click the header of the corresponding column.

When you double-click a time zone, the Search for time zone window will be closed, and the corresponding time
zone will be selected in the list in the Time zones tab or will be added to a configured access level.

Search for a time zone is completed.

6.3.5 Editing holidays
To edit a holiday list, do the following:

1. Go to the Time zones tab of the Access manager window.
2. Click the Holiday editor button.
©3 Access Manager 1 - O X

Pl e pe——r
an epartments n cess levels v egions and areas orktime

L Time schedule 1 Time schedule 4 (ID 4)
£ Time schedule 2

= & Time zones folder Interval
& Time schedule 3
L Time schedule 4
£ Time schedule of IT depa
& Time schedule of sale dey

Tue Wed Thu Fi Sat  Holiday § Date Period
08:00:17.00 = + + + + Monday, January 22, 2024 7

Sun Mon Interval

Holiday editor

The Edit holidays window containing a list of holidays opens.
3. Toadd a holiday, right-click in the free area of holiday list and select the Add item in the function menu.

() Edit holidays X
Wednesday, December 25, 2024

Add

- Save Cancel

The calendar opens.
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4. Select a holiday date in the calendar and click the OK button.

§&) Edit holidays *

Wednesday, December 25, 2024

1 February 2024 »

Sun Meon Tue Wed Thu Fri Sat
28 29 30 3N 1 2 3
4 5 B g9 10
12 13 g 1% 17
18 19 20 21 22 23 24
25 26 21 28 29 1 2
3 4 5 ] 7 8 G
[ Today: 1/22/2024

- Save I Cancel

The holiday will be added to the list.

[ Edit holidays X

Wednesday, December 25, 2024
Wednesday, February 14, 2024

- Save Cancel

5. Repeat steps 4-5 for all required holidays.

o Note

To delete a holiday, right-click it and select the Delete item in the function menu.
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[ Edit holidays

‘Wednesday, December 25, 2024

Delete |

- Save Cancel

6. Click the Save button.
() Edit holidays >

Wednesday, December 25, 2024
Wednesday, February 14, 2024

- Save Cancel

Editing holidays is completed.

6.3.6 Managing a list of time zones

You can manage a list of time zones in the Access Manager using the context menu that opens when you right-click

in the free area of the list of time zones.
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3 Access Manager 1 - O >
- [a) —
e O e o
e e schedule
- e e schedule [) @ @
= 0 lle Interval Sun Mon Tue Wed Thu Fi Sat Holiday § Date Interval  Period
- i 0BO01B00| + |+ | + |+ | & Friday, January 19, 2024 7
- ched o pa
L ched o d
-+ Create roct timezone
[ Create root folder
Q Quick zearch
£ >
Holiday editor < >

The commands of the context menu described in the table.

Comman  Description

d
Create Adds a new time zone to the list of time zones. When you select this command, the Edit time zone
root window opens, where you can specify a name for a new time zone and add week intervals/intervals

timezone  of shift schedule to it. For details on creating a time zone, see Creating a time zone in the Access
Manager software module

Create Adds a folder for grouping time zones to the list of time zones. When you select this command, the
root Folder options window opens, where you can specify a name for the new folder

folder

Quick Opens a window for quick search for time zones in the list. When you select this command,

search the Search for time zone window opens, where you can search for time zones by various criteria.

For details on searching time zones, see Searching for a time zone

You can manage a separate time zone in the root of the list of time zones using the context menu that opens when
you right-click a time zone.
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3 Access Manager 1 — O d
) ) :
P Ly pe—p— T
B - e -
e schedule D
s ¥ Delete = @
= |_r1_| Create copy Sun Mon Tue Wed Thu Fi  Sat Holiday § Date Interval  Period
: @ Change folder + i = + + Friday, January 19, 2024 7
e d o dep
- d o d
£ >
Holiday editor < >

The commands of the context menu are described in the table.

Comman  Description

d

Delete Deletes a time zone after confirmation from the user.
If deletion of an assigned time zones is forbidden (see Forbid to delete non-empty departments,
assigned access levels, time zones, and identifier owners), then a time zone can only be deleted if it
is not assigned to any access level. When you try to delete an assigned time zone, the Invalid
operation warning is displayed indicating access levels to which the time zone is assigned

Create Copies the selected time zone. When you select this command, the Edit time zone window opens,

copy where you can modify the copy, if necessary. For details on editing a time zone, see Editing a time
zone in the Access Manager software module

Change Moves the time zone to the selected folder. When you select this command, the Search for folder

folder window opens with a tree of available folders. After you select the required folder, press the Enter

key on the keyboard or the OK button in the folder selection window

You can manage an individual folder in the list of time zones using the context menu that opens when you right-
click the folder.
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> Access Manager 1 = O d
| ; Departments @ Time zones a Access levels 'a:’ Regions and areas @ Wor‘n‘time_
N |8
= e Zones Tolos lehzmanl S ta Tue Wed Thu Fi Sat Holiday § Date Interval  Period
L st +  Create timezone
. il (3 Create folder
: : : ¥ Delete
# Changefolder
< >
Holiday editor < >

The commands of the context menu are described in the table.

Comman  Description
d

Create Adds a new time zone to the folder. When you select this command, the Edit time zone window

timezone  opens, where you can specify a name for a new time zone and add week intervals/intervals of shift
schedule to it. For details on creating and editing a time zone, see Creating a time zone in the
Access Manager software module

Create Adds a subfolder. When you select this command, the Folder options window opens, where you
folder can specify a name for a new folder
Delete Deletes the folder after confirmation from the user.

If deletion of assigned time zones is forbidden (see Forbid to delete non-empty departments,
assigned access levels, time zones, and identifier owners), then the time zone can only be deleted if
it is not assigned to any access level. When you try to delete an assigned time zone, the Invalid
operation warning is displayed indicating access levels to which the time zone is assigned

Change Moves the folder to the selected folder. When you select this command, the Search for folder
folder window opens with a tree of available folders. After you select the required folder, press the Enter
key on the keyboard or the OK button in the folder selection window

You can manage a separate time zone located inside a folder, using the context menu that opens when you right-
click a time zone.
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3 Access Manager 1 — O d

[2 o s 3 rer Q - I
Time zones )
aa Departments @ n Accesslevels ' Regions and areas Warktime
- oo = -
- sched

e D = [t

= 0 old Interval Sun Mon Tue Wed Thu Fi  Sat Holiday

: :. ¥ Delete

= cl Lr1.| Create copy

. S5 & Change folder

@ Moveto root

4 >

Holiday editor

The commands of the context menu are described in the table.

Comman
d

Delete

Create
copy

Change
folder

Move to
root

Description

Deletes the time zone after confirmation from the user.

If deletion of an assigned time zones is forbidden (see Forbid to delete non-empty departments,
assigned access levels, time zones, and identifier owners), then the time zone can only be deleted if
it is not assigned to any access level. When you try to delete an assigned time zone, the Invalid
operation warning is displayed indicating access levels to which the time zone is assigned

Copies the selected time zone. When you select this command, the Edit time zone window opens,
where you can modify the copy, if necessary. For details on editing a time zone, see Editing a time
zone in the Access Manager software module

Moves the folder to the selected folder. When you select this command, the Search for folder
window opens with a tree of available folders. After you select the required folder, press the Enter
key on the keyboard or the OK button in the folder selection window

Moves the time zone from the folder to the root of the time zone list

6.4 Working with access levels in the Access Manager software module

6.4.1 General information about working with access levels in the Access Manager
software module

You can work with access levels on the Access levels tab in the Access Manager window.
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£3 Access Manager 1 B O >

-~ ™

o Departments @ Time zones [} Access levels Q Regions and areas @ Worktime -
= & Group 1 '
v Accesslevel 1

+ Access level 2 Access point

D Time schedule  Amn Disar... Do not load

The Access Manager software module allows creating, editing, copying, viewing, and deleting access levels. The
possibility of creating, editing and deleting access levels can be forbidden when configuring the Access Manager
software module—see Rights to access the access levels in the Access Manager.

6.4.2 Creating access levels
To create an access level, do the following:

1. Goto the Access levels tab of the Access Manager window.

©2 Access Manager 1 o O et

- (i

o Departments @ Time zones [} fecess levels Q Regions and areas @ Warktime -

= & Goup 1
+ Access level 1 == E-

D Time schedule  Am Disar...

+ Accesslevel 2 Access point Da not load

2. There are two ways you can create a new access level:

Working with the Access Manager software module- 73



ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

a. Right-click in the free area of the access level list and select Create root level item in the function
menu. In this case, the access level will be created in the root list of access levels.

oy
L Access Manager 1

- ™
|‘ Departments (B Time zones [} Access levels '-1? Regic

Access point D Time sche

- Create root level

Create root folder

Cuick search

b. Right-click the folder and select Create access level item. In this case, the access level will be created
in the selected folder.

23 Access FManager 1

- (] [ e —
@ Deparments @ Time zones [ Access levels Q Regi

|+ Create access level |

BT [F  Create folder
M  Delete
#  Change folder

D Time sch
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3. Ifyou select any of the commands, the Edit access level window will open. In the window, do the following:
B Edit access level >

point

Time schedule

-

a. Inthe Name field, enter the name of the access level.

o Note

The name must be unique. If an access level with the same name has already been created
in the system, then the attempt to save will fail and a corresponding message will be
displayed. Also, the name must not contain the following characters: <|>.

b. Inthe free area of the list of access rules, add a rule that links the access point with the time schedule:
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i. Right-clickin a free area of the list of access rules and in the Add link function menu that
opens, select the required reader type from the list.
& Edit access level it

Access level 3
= | Tree E List

USE HID Card Reader
BioSmart

BioSmart 4

BioSmart 5h

DCR-PV control reader
BioSmart Prox-E

BioSmart Quasar
BioSmart PV-WTC
Universal Reader

OnGuard Reader

Save I Cancel

ii. Ifthereis only one access point of this type, or if there is only one available access point from
several access points of the same type, then it will be added automatically.
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iii. If there are several access points of this type, then the Search access point window will open,
which will display all available access points of this type.

a Search access point >

search parameters

Type Al types of access paints

Region

Exit region

Entry region

Mame

W control reader
-PV control reader 1.1 (1.1)

. DCR-PV control reader 1.2 (1.2)

iv. The suitable access points are searched automatically as you specify the search parameters.
The search is case insensitive. To search and select an access point, do the following:

Select type of access point from the Type drop-down list. The default value is All types
of access points.

Select the value from the Area drop-down list to search for an access point by area.
Select the value from the Region drop-down list to search for an access point by
region.

Select the value from the Exit region drop-down list to search for an access point by
exit region.

Select the value from the Entry region drop-down list to search for an access point by
entry region.

Enter the name of the access point or its part in the Name field to search for an access
point by its name.

Enter the ID of the access point in the ID field to search for an access point by its ID.
After completing the selection of access points, click the OK button.

v. To select an access point from the list of available access points, double-click the required

object.
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vi. Toselectall available access points of this type at once, right-click the parent object to open
the Select all visible function menu.

a Search access point *
Search parameters

Type

Area

Region

Exit region

Ent ry region

' contral re,
_ Fra + Select all visible
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vii. You can deselect all selected access points by right-clicking the parent object to open the
Deselect all visible function menu.

a Search access point *

Search parameters

Type All types of access points

Area
Region

Exit region
Entry region
Mame

D

= . DCR-PV control reader O
* DCR-PV control » Deselect all visible

i’ DCR-PV control reader 1.2 (1.2)

© nNote

« The Select all visible and Deselect all visible commands can be applied only
to those access points that are currently displayed in the list of access points.
+ Selected access points are highlighted in bold in the list.

4. You will go back to the Edit access level window. The panel for configuring the access level will be displayed
at the bottom.
Access levels have two types of display: Tree and List.
The tree of access levels looks like this.

Working with the Access Manager software module- 79



ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

B Edit access level >

Access level 3

= [I BioSmart
[ BioSmart 1(1) - Time zone "Always"
= /i DCR-PV control reader
[ -PV cortrol reader 1.1(1.1) - Time zone "Always"

Hlil OnGuard Reader 1{1.1.1) - Time zone "Always"

oit Q|
&
Am Disaming Do not load

The list of access levels looks like this.

a Edit access level .

Access level 3

ETree EEIJ&

Access point n] Type Time schedule A|lD|L

art 1 (1) BioSmart Time zone "Al

' DCR-PV cortrol reader 1.1 {1.1)] 1.1 DCR-PY control reader  Time zone "Always"
Bl OnGuard Reader 1(1.1.1) 1.1.1 OnGuard Reader Time zone "Always"

(=3

¥ Am ¥4 Disaming ¥ Do not load

I - | - |

5. Access point is selected in the Access point drop-down list. You can change it if necessary.
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6. If you want to search for an access point, click the Igl button (the Search access point window will open)

and go to step 3bii. You can also open the search window using the Add E button or by right-clicking the
selected access point to open the context menu.

& Edit access level >
Access level 3
BT

= [ BioSmart

¥ Delete

-+ Add'BioSmart' me zone "Always"

rEaue]
Hlil OnGuard Reader 1{1.1.1) - Time zone "Always"

“R.

o Note

—
To delete all selected access points, click the |_EJ button.

7. From the Time schedule drop-down list, select the time schedule during which the access through the
selected access point will be allowed to users with the configured access level.

8. Ifitis necessary to search for the time schedule, click the Iﬂl button (see Working with the Search for time
zone window).

o Note

Time schedules are created and configured on the Time zones tab of the Access Manager window
—see Working with time zones in the Access Manager software module. You can also use the system
time zones "Always" and "Never".

9. Set the Arm checkbox to arm the access point after a user presents an access card.
10. Setthe Disarming checkbox to disarm the access point after a user presents an access card.

11. Ifit's not required to send access cards to a controller after a user presents an access card, set the Do not
load checkbox.

A\ Attention!
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Functions of arming, disarming and sending access cards to a controller must be supported by
hardware.

o Note

Function of the Do not load checkbox can differ depending on the integration module that you use.
For example, in PERCo-S-20 integration this checkbox enables commission mode.

12. Repeat steps 3-11 for all required links.
13. Click the Save button. As a result, the created access level will be displayed in the list of access levels.
2 Access Manager 1 = O X

) n -
2 e Do @ i S e @ v

+ Access level 3 Access level 3 (ID 3)
B B Group 1
v Accesslevel 1 Access point Time schedule Am Disarming Do not load
v Mccesslevel 2

F2:BioSmart 1 Time zone "Always"
4" DCR-PV control reader 1.1 4 Time zone "Always"
BER OnGuard Reader 1 A Time zone "Always"

A\ Attention!

When the user configuration is written to the controller/terminal, only those users will be written
whose access level contains at least one access point of the corresponding controller/terminal. For
example, if a user has an access point of terminal 1 specified in the access levels, but no access
point of terminal 2 is specified, then this user will be written only to terminal 1.

The creation of the access level is complete.

6.4.3 Editing an access level in the Access Manager software module

Editing an access level includes adding, deleting and changing links. To edit an access level, double-click the
required access level in the list on the Access levels tab or double-click the name of access point in the table of
access level parameters.

o Note

The link to the corresponding access point will be selected in the Edit access level window as you click the
name of the access point. The first link will be selected when you click the access level.

3 Access Manager 1 = O *

m =
e T — . |

» Access level 3 Access level 3 (ID 3) =
= B Group 1

v Accesslevel 1 Access point
v Accesslevel 2

~
L=

Time scheduls Do not load

Disaming

[ %:BioSmart 1 1 Time zone "Always" +
Al DCR-PV control reader 1.1 11 Time zone "Always" =
Ef OnGuard Reader 1 1.1 Time zone "Always" +

As aresult, the Edit access levels window will open. You can work with this window the same as when creating an
access level—see Create access level.
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& Edit access level >

Access level 3

ETree é“ﬁ

Access paint ] Type Time schedule A|D|L
E 1 Bio Smart Time schedule 1 = iE E
#. DCR-PV control reader 1.1 (1.1) 1.1 DCR-PY control reader  Time schedule 1 g : :
[Z OnGuard Reader 1(1.1.1) 1.1.1 OnGuard Reader Time schedule 1 ¥ EA T

Access poirt 2

QLR = 0 0 Time schedule 1 ~ E

Am Disarming Do not load

In ACFA PSIM, you can assign one time schedule to several access points. To do this, do the following:

1. Inthe Edit access level window, select the List option of data display.
2. Hold down the Shift key and select all access points that you want to edit.
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3. From the Time schedule drop-down list, select the required time schedule. As a result, this time schedul will
be assigned to all selected access points.

& Edit access level >

Access level 3

ETree é“ﬁ

Access point n] Type Time schedule A|lD|L
% BioSmart 1(1) 1 BioSmart Time schedule 1 L Rl T
¥ DCR-PV cortrol reader 1.1 (1.1) 11 DCR-PV control reader  Time schedule 1 iR 3
OniGuard Reader 1(1.1.1) 1.1.1 OnGuard Reader Time schedule 1 A A

Access point

QIR =5 1O Time schedule 1

Disamming Do not load

4. Click the Save button to save the changes.

Assigning a time schedule to several access points is complete.

6.4.4 Goingto the time zone

At the bottom of the Access levels tab, there is a list of access points added to the selected access level. If the user
time zone is associated with the access point (not Always or Never), you can go to this time zone on the Time
zones tab. Right-click the required access point and select Go to time zone in the function menu.

3 Access Manager 1 - O *

- N -
2 e B e @ s § o | O i I

Access level 3
i Access level 2 (ID 2
T sy evel 2 (ID 2) =| 6

v HAccesslevel 1 Access point
v Access level 2 & 1S

Time schedule Am Disarming Do not load

| Timescheduiel |+ | . | |

=

B HID Cy —
@ Go to time zone

As a result, the Time zones tab will open with the required zone selected.
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6.4.5 Search for access level

Going to search for an access level

In the Access Manager software module, you can search for access level by name, ID and access point. To go to
search for an access level, do the following:

1. Goto the Access levels tab of the Access Manager window.
©3 Access Manager 1 = O et

- [
e Departments @ Time zones [} Access levelz L:} Regions and areas @ Warkdtime -
= & Group 1
v Access level 1 = &
v Access level 2 Access point

Do nat load

] Am Disar...

Time schedule

-+ Create root level
(= Create root folder

Q Cuick search

2. Right-click in a free area of access levels list.

3. Select the Quick search item in the function menu. For details on working with the function menu of the
Access levels tab, see Managing the list of access levels.

4. The Search access level window will open.

Going to search for an access level is completed. Working with the Search for access level window is described in
Working with the Search for access level window.

Working with the Search access level window

You can open the Search access level window when searching for an access level (see Going to search for an access
level), when configuring a department (see Adding and deleting a department), when searching for a department
(see Working with the Search for department window), or when configuring a user (see Assigning access levels to a
user).

Working with the Search access level window is performed as follows:
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1. Tosearch by the name, enter the name of the required access level or part of the name in the Name field.
The search starts with the first character.

& Search access level et

arch parameters

Mame
n]
Folder

Mame Mumber
[] Access level 1 1
[] Access level 2 2
[] Access level 3 3

e

2. Tosearch by the ID, enter the identification number of the required access level in the ID field.
3. Tosearch by the folder in which the access level is located, select the folder from the Folder drop-down list.

You can also use the search by clicking the! Q- button to the right of this list.
4. You can find the access level by the access point that belongs to it:
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=
a. Clickthe '9'_1 button to the right of the Access point/Type button. The Search access point window
will open.

a Search access point =

Search parameters
Type All types of access points

Area

Region

Exit region
Entry region
MName

D

= [0 BioSmart
[ BioSmart 1(1)
= || BioSmart 4
Iz | BioSmart 41(1.1)
= =] BioSmart 5M
I={ BioSmart 5M 1(1.1)
= | = BioSmart Prox-E
| = BioSmart Prox-E 1(1.1)
= = BioSmart PV-WTC
= BioSmart PV-WTC 1(1.7)
= [®) BioSmart Quasar
[®] BioSmart Quasar 1(1.1)
= JI. DCR-PV control reader
. DCR-PV control reader 1.1 (1.1)
J. DCR-PV control reader 1.2 (1.2)

 HE Nini&Gnard Beader

Select type of the access point from the Type drop-down list.

Select the value from the Area drop-down list to search for an access point by area.

Select the value from the Region drop-down list to search for an access point by region.

Select the value from the Exit region drop-down list to search for an access point by exit region.

Select the value from the Entry region drop-down list to search for an access point by entry region.

Enter the name of the access point or its part in the Name field to search for an access point by its

name.

Enter the ID of the access point in the ID field to search for an access point by its ID.

i. Tosearch for access points that meet the specified parameters, press the Enter key on the keyboard.
The list of search results will be displayed below.

j. Double-click the required access point in the list.

© nNote

To clear the list of access points, click the button.

@ ~0 20T

=

5. Toremove access levels not associated with any access points from the search results, set the Remove
empty checkbox.
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6. Press the Enter key on the keyboard.

7. Results of the access levels search will be displayed in the list. The search is case insensitive. All objects, the
corresponding fields of which contain the specified values will be found.

To sort the search results, left-click the header of corresponding column.

When double-clicking an access level, the Search access level window will be closed and the corresponding access
level will be selected in the list in the Access levels tab, or will be added to a department or a user.

Search for an access level is completed.

6.4.6 Managing the list of access levels

You can manage the list of access levels in the Access Manager using the menu that opens when you right-click in
the free area of the access level list.

<7 Access Manager 1 = O *

- ™ —

Access level 3
J Access level 1(ID 1
= & Gowpl e ( ) = a
Access point Time schedule Am Disaming Do not load
[0 OnGuard Reader 1 1.1 Time zone "Always"
- Create root level
(3= Create root folder
Q Quick search
The commands of the menu are described in the table.
Command Description
Create root level Adds a new access level to the list of access levels. When you select this

command, the Edit access level window opens. This window allows
you to name a new level and create links to access points and time
zones. For more information on creating and editing an access level,
see Creating access levels

Create root folder Adds a new folder to the list for grouping access levels. When you select
this command, the Folder settings window opens. This window allows
you to name a new folder

Quick search Opens the window for quick search for access levels in the list. When
you select this command, the Quick Search window opens. This
window allows you to search for access levels by different criteria. For
more information on searching for access levels, see Search for access
level

You can manage an individual access level in the root of the access level list using the menu that opens when you
right-click an access level.
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3 Access Manager 1 o O *

= fa) = .
T oo (e @ e [ i | O v

Access lev
o et Delet Access level 3 (ID 3
= B Group 1 >_|< i = (ID 3) = a
RNl (| Create copy

Time schedule Am Disarming Do not load

SRl @ Change folder 1 Time zone "Always”
2. DCR-PY control reader 1.1 1.1 Time zone "Always”
Bl OnGuard Reader 1 113 Time zone "Always"

The commands of the menu are described in the table.

Command Description

Delete Deletes an access level after confirmation from a user.

If deletion of assigned access levels is forbidden (see Forbid to delete
non-empty departments, assigned access levels, time zones, and
identifier owners), the access level can only be deleted if it is not assigned
to any user or department. When you try to delete an access level
assigned to a user or department, the Invalid operation warning is
displayed indicating a user or deparment to which the access level is
assigned

Create copy Creates a copy of the selected access level with all its settings. When you
select this command, the Edit access level window opens. This window
allows you to edit a copy if required. For more information on editing
access levels, see Editing an access level in the Access Manager software
module

Change folder Moves an access level to the selected folder. When you select this
command, the Folder search window opens. This window contains a tree
of available folders. After you select the required folder, press the Enter
key on the keyboard or the OK button in the folder selection window

You can manage an individual folder in the access level list using the menu that opens when you right-click the
folder.
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3 Access Manager 1 = O x

- ™

@i Departments @ Time zones [ Access levels \1:,' Regions and areas @ Worktime _

v Accesslevel 3

= B Graod d L
Create access level Time schedule Disaming Do not load
Create folder
Delete
Change folder

The commands of the menu are described in the table.
Command Description
Create access level Adds a new access level to the folder. When you select this command,

the Edit access level window opens. This window allows you to
name a new level and create links to access points and time zones.
For more information on creating and editing an access level,

see Creating access levels

Create folder Adds a subfolder. When you select this command, the Folder
settings window opens. This window allows you to name a new
folder

Delete Deletes an access level after confirmation from a user.

If deletion of assigned access levels is forbidden (see Forbid to delete
non-empty departments, assigned access levels, time zones, and
identifier owners), the access level can only be deleted if it is not
assigned to any user or department. When you try to delete an access
level assigned to a user or department, the Invalid

operation warning is displayed indicating a user or deparment to
which the access level is assigned

Change folder Moves the folder to the selected folder. When you select this
command, the Folder search window opens. This window contains a
tree of available folders. After you select the required folder, press
the Enter key on the keyboard or the OK button in the folder
selection window

You can manage an individual access level within a folder using the menu that opens when you right-click an access
level.
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O Access Manager 1 — a *

~ ™ =
2 e D e ) oo Qo @ e E

Access level 3
u Access level 1(ID 1
= BE& Group 1 ( ) E a

v Access level 1
S X Delete

Lr;| Create copy
& Change folder
& Moveto root

Time schedule Am Disarming Do not load

Seader 1 T Time zone "Always"

The commands of the menu are described in the table.

Command Description

Delete Deletes an access level after confirmation from a user.

If deletion of assigned access levels is forbidden (see Forbid to delete
non-empty departments, assigned access levels, time zones, and
identifier owners), the access level can only be deleted if it is not assigned
to any user or department. When you try to delete an access level
assigned to a user or department, the Invalid operation warning is
displayed indicating a user or deparment to which the access level is
assigned

Create copy Creates a copy of the selected access level with all its settings. When you
select this command, the Edit access level window opens. This window
allows you to edit a copy if required. For more information on editing
access levels, see Editing an access level in the Access Manager software
module

Change folder Moves the access level to the selected folder. When you select this
command, the Folder search window opens. This window contains a tree
of available folders. After you select the required folder, press the Enter
key on the keyboard or the OK button in the folder selection window

Move to root Moves the selected access level from the folder to the root of the access
level list

6.5 Working with departments in the Access Manager software module

6.5.1 General information about working with departments in the Access Manager

In ACFA PSIM, departments have a hierarchical structure. The tree of departments is displayed on the Departments
tab of the Access Manager window.
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©3 Access Manager 1

"~

™
- Departments @'ﬂme zones [ Access levels '\? Regions and areas E

=+ [CErE
* MNew department
® Department 2

McDonald Ronald
John

Smith Patrick

Mumber
Extemal ID

You can create departments on the basis of any existing department and in the root of hierarchy. Functions of
editing, deleting and viewing departments are available. Possibility of creating, editing and viewing departments
can be limited when configuring the Access Manager software module—see Rights to access departments in the
Access Manager.

6.5.2 Adding and deleting a department

On the page:

+ Adding a department
+ Deleting a department

Adding a department
To add a department, do the following:
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1. Go to the Departments tab of the Access Manager window.

ey
L7 Access Manager 1

™ mM
& Departmerts (B Time zones n Access levels '-.? Regions and areas @

-~

= ® Department 1

t  MNew department

® Department 2 I"'l l l
Hill Rick McDonald Ronald
-+ Create root department 1 e

-

E Smith Patrick
My

Department 1

MNumber
Extemal ID

2. To create a department in the root of hierarchy, right-click in a free area of departments hierarchy and select

the Create root department item in the function menu (1) or click the i button (2).
To create a department on the basis of an existed department, right-click the required department and
select the Create subsidiary department item.

3 Access Manager 1 - O bt

™ ™
4 Departments @ Time zones n Access levels Q Regions and areas @War‘n‘time_

User card

| % Delete department
L @ Replace

- Create subsidiary department

N ¥

Access level Type

Basic Additional @ Worlktime

MecDonald Ronald
John

MNumber
Extemal ID
|zers 3

Twvne of denartr Main
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The Edit department properties window will open.
w Edit department properties >

e

Type of department Type of department 1.1 e

& Access levels "B Schedules

Access level
E *Mowhere”

. Enter the department name in the Name field.

o Note

The name must be unique. If a department with the same name has already been created in the
system, then the attempt to save will fail and a corresponding message will be displayed. Also, the
name must not contain the following characters: <|>.

. Inthe External ID field, enter the external identification number of a department. This field is required if,
due to the peculiarities of the ACS integration module, the list of departments and users in the database of
ACFA PSIM is used together with the users database in the external software.

. From the Type of department drop-down list, select the required type. Types of departments are created
when configuring the Access Manager software module—see Configuring a type of department in the Access
Manager. Type of department specifies the list of visible and available for editing fields of user belonging to
this department. The Main type of department is the only default type of department in the Access Manager
module (see Configuring the Main department type).

. Open the Search access level window for the department being edited in one of the following ways.
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a. Right-click the access level. Select the Edit item in the function menu.

,;. Edit departrment properties >

Extemal ID

Type of department Type of department 1.1

3 Access levels ﬁ Schedules

Access level
@ E=IET |
»  Delete

HEEE

b. Right-clickin a free area. Select the Edit item in the function menu.
w Edit department properties ot

Nae

Type of department Type of department 1.1 i
& Access levels "5 Schedules

Access level
a *Nowhere®

2= Edit ||

a Set full access

I #x[=l-1l

c. Inthe Edit department properties window, click the [®*=| putton.
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7. Select the required access levels in the Search access level window (see Working with the Search access
level window).
a Search access level
Search parameters
Mame
D
Folder

Access point/ Type

Mame Mumber
Access level 1 1
[] Access level 2 2

3

[] Access level 3

e

. Click the OK button. As a result, the selected access levels will be displayed in the Edit department
properties window. Also, the access levels of the department will be inherited by all users belonging to the

Working with the Access Manager software module- 96



ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

department after you save the settings.
w Edit department properties >

e

Type of department T}rpe of department 1.1 v]

& Access levels "B Schedules

Access level
3 Access level 1

9. Todelete an access level, select the required level and click the button (1) on the panel to the right, or
right-click the level that you want to delete and select the Delete item in the function menu (2).

w Edit department properties >

Type of department Type of department 1.1 e

5 Access levels 3 Schedules

Access level .

H-  Edit
W Delete = a
4|6
11X
=
=
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10. To assign the Always and Never system access levels to a department, click the Ibutton (3) to set full

access, or click the Ibutton (4) to deny access.

o Note

A department must have at least one access level, so you cannot delete the last remaining level.
User may not inherit the access level of a department—see Configuring the department access level
inheritance.

You can create and configure access levels on the Access levels tab of the Access Manager window
(see Working with access levels in the Access manager software module). You can also use the
Always and Never system access levels.

11. Assign schedules to a department.
a. Go to the Schedules tab.

= Edit department properties >

Type of department Type of department 1.1 L
& Access levels T Schedules
+ Schedule Type Begin  End

b. Clickthe + button to search for schedules.

. Inthe Schedule search window, double-click to select the required schedule that will be assigned to
a department. You must create the schedules beforehand in the Access Manager module (see Work
schedules).
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"o Schedule search e

earch parameters

Mame

Waork scheme

D
MName Mumber
Schedule 1

As a result, the selected schedule will be displayed in the Edit department properties window.
12. If necessary, change the settings of the department schedule (see Assigning a work schedule to a
department).

w Edit department properties >

e

Type of department Type of department 1.1 e

& Access levels T Schedules

~+ | Schedule Type  Begin End
X5chedule 1] Own | 1/23/2024 | 1/23/2124

Schedule 1 « 14
1/23/2024 @ | 1/23/2124 B

13. Click the Save button to save the settings.

Department will be added to the tree.
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3 Access Manager 1 = | =

™~ ™
o Departments @'ﬁme zones n Access levels '\? Regiong and areas @ Wnr‘n‘time_

= * Departiment 1
% Depariment 3
® MNew department

® Department 2

Sumame

Patromymic

Mumber

Deleting a department

To delete a department, right-click it and select the Delete department item in the function menu.

€2 Access Manager 1 . | >
- ™
o Departmerits @ Time zones n Access levels 'a:] Regions and areas @ Worktime
= * Department 1 m User card .
S
% Depar: {123) 4567

* New de x Delete department |
¥ Departmen 8 Sy PP

# Replaceto root

mith Pat

Department

Typ
(t

Create subsidiary department

Sumame

Mumber
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If deletion of non-empty departments is prohibited (see Forbid to delete non-empty departments,
assigned access levels, time zones, and identifier owners), you can delete the department only if there are
no users in it. If you try to delete a non-empty department, the Invalid operation warning will be
displayed.

Invalid operation >

e Department 3

Removing non-empty departments is prohibited.

6.5.3 Editing a department

Editing a department involves changing the department parameters. To edit a department, double-click the name
of the department in a department tree on the Departments tab of the Access Manager interface window.

3 Access Manager 1 = | .

™ ™
o Departments @ Time zones n Access levels Q Regions and areas @ Wur‘rctime_
= ®* Department 1

% Depariment 3 S

* New department N

* Department 2 Y ,;.;.,,.
Access level Commert

Smith Patrick
Smith Pat

partment
of depart
rat 11:

Basic Additional @E_El
+] =

eorme

=

MNumber

Extemnal 1D

The Edit department properties window will open. You can work with this window in the same way as described
in Adding and deleting a department.
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,.:., Edit department properties *

Type of department Type of department 1.1 W

E Access levels 3 Schedules

Access level .
& Access level 1
a
a
X

6.5.4 Department search in the Access Manager software module

Going to department search

In the Access Manager software module, you can search for departments by name, ID, external ID, and access level.

To go to department search, do the following:
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1. Go to the Departments tab of the Access Manager interface window.
£2 Access Manager 1 B O *

™ m
. Departments @ Time zones n Access levels '».:} Regions and areas @ Wnr‘rctime_

= * Depatment 1 lser card
® New department -

* Department 2 E:-h

Smith Patrick

Sumame

Patrorymic

MNumber
Extemal |10

Search parameters

Mame
D
Extemal ID

s level

Mame Mumber
Departmert 1 1
Department 2 2
Department 3 4
MNew department 3

Going to the department search is complete. For the information on how to work with the Search for department
window, see Working with the Search for department window.

Working with the Search for department window

You can work with the Search for department window when searching for a department (see Going to department
search), transferring a user from one department to another (see Transferring a user to a different department), and
when creating departments hierarchy (see Creating department's hierarchy).

Working with the Search for department window is performed as follows:
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1. Enterthe complete or partial name of a department in the Name field.
w Search for department ey

Search parameters

MName
n]
Exdemal ID

Access level

Mame Mumber
Logistics department 7
Logistics department 2 8

2. Enterthe department ID in the ID field.

Enter the external ID of an object in the External ID field.
4. From the Access level drop-down list, select the name of an access level which is assigned to the required

w

department. You can also search for an access level. Click the Q button and search for an access level
(see Working with the Search access level window).

5. Click the Enter key on the keyboard. As a result, a list of departments that meet the specified search
parameters will be displayed. Search is case-insensitive. All objects, the corresponding fields of which
contain the specified values will be found.

To sort the search results, click the header of the corresponding column.

When you double click the department name in the search results, the Search for department window will be
closed, and the department will be selected in the departments tree or in the form from which the Search for
department window was opened.

6.5.5 Changing the departments hierarchy in the Access Manager
You can change the departments hierarchy using the following operations:

1. Changing the parent department. Right-click the department name in the departments tree and select the
Replace item in the function menu. As a result, the Search for department window will open to select a
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new parent department (see Working with the Search for department window).
©) Access Manager 1 e O x

i ™
an Departments @'ﬁme Zones n Access levels LD Regions and areas @ Wcr‘n‘time_

Department 1

lser card
(123) 4567

,. @-‘-‘—1—‘ b |
Delete department
p

“# Replace
@ PReplacetoroot

Logistics
Logistics Create subsidiary department

Sales

Sumame

Mumber
Extemnal ID

2. Replacing subsidiary department to the root of hierarchy. Right-click department name in the departments
tree and select the Replace to root item in the function menu. As a result, the department will be replaced
to the root of the departments hierarchy.

£3 Access Manager 1 — O hod

™ m
o Departments @ Time zones n Access levels '~.:] Regions and areas @ Wur‘n‘time_

Department 1

IUser card

(123) 4567

Replace
‘4 Replaceto root
Litiey |+ Create subsidiary department

Access level

Smith Pat

Sales

Sumame

Patrorymic

Mumber

3. Change the department location in the hierarchy by dragging it with the left mouse button while holding
down the Ctrl key.

o Note

Subsidiary departments are replaced with their parent deparment in the hierarchy.
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6.6 Working with users in the Access Manager software module

6.6.1 Viewing a list of users

To view a list of users, select one of the departments in the department hierarchy. A list of users included in this
department is displayed in the middle part of the Access Manager interface window.

£3 Access Manager 1 e a >

™ ™
o Departments @ Time zones n Access levels ';:3 Regions and areas @ Wur‘r{time_

Department 1
& Departmert 3 ﬁ

®  MNew department X,
Department 2 -

IT Hill Rick McDonald Ronald
Logistics department John

Logistics department 2
Sales

|ser card
1111y 1212

Access level
a *Always” Own
Hill Ric

Type

Mumber

Extemal 1D

o Note

When the number of users in a department is large (more than 2000), it can take some time to display the
list of users, which depends on computer performance.

When you select a user in the list, user properties are displayed in the right part of the Access Manager window. By
default, the first user from the list is selected when you view the department.

When you press the key combination Ctrl+Shift+M, the user control panel is displayed at the bottom of the
window:

+ Search—User search in the Access Manager software module.
+ Delete—Deleting a user in the Access Manager software module.
+ New—Creating a user in the Access Manager.
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€3 Access Manager 1 = d *

-~ mn
an Departments @Tlme zones n Access levels Q Regions and areas @ Worklirne_

Department 1

® Department 3
®  New department
Department 2

User card

(1111 1212

-
[

m Hill Rick McDonald Ronald Access level Type
Logistics department John

Logistics department 2

E “Always® Own

Hill R
Department

Basic Additional @m

Sales

Sumame

Number
Extemal 1D
Users 2
Tvne of denadment | Main

© nNote

To hide the user control panel, press the key combination Ctrl+Shift+M again.

v BEL  Search ¥ Delete +  New

6.6.2 Creating a user in the Access Manager

To add a new user, do the following:

o Note

In addition to the method described below, you can also create new users by clicking the New button on
the user control panel (see Viewing a list of users).

1. Open a list of users (see Viewing a list of users).
2. Right-clickin a free area of the user list or any previously created user.
©3 Access Manager 1 - O *

-~ M
& pepmtnets (D) T zos g secorirss ) P srss (@) wesore [

7| Department 1
® Depatment 3
®  New department
Department 2

User card

“
s

& Hill Rick McDanald Ronald Access level
Logistics department John
Logistics department 2
Sales
Wiew » Basic Additional @m
2l Sorting » o= 2l | B
| New L | _; Main
Mumber Q. Search 4 :‘_ Type of department 1.1 |
Extemal 1D
Users 2
Tune of denadment | Main v
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o Note

Rights to create users can be limited when you configure the Access Manager module. The message
about the lack of corresponding rights is displayed. See also Configuring the rights to manage
objects in Access Manager.

3. Select the New item in the function menu. The Full name of new user window opens.

-
am Full name of new user >

4. Enterthe surname, name, and patronymic of a new user.
5. Click the OK button.

o Note

+ Surname, name, and patronymic must not contain the following characters: <| >.

« If aduplicate record check is enabled and there is a user with such a name in the system, the
error message with the ID of an existing user and department to which the user belongs is
displayed. See also Configuring the prohibition of duplicates of new user parameters in the
Access Manager.

Action declined X

This user (ID 2, department Department 1 with ID 1) already
exists in card catalog

6. The Editing. <User name> (creation) window opens.
The further process of user creation is described in Editing a user.

Creation of a new user is complete.

6.6.3 Editing a user

Going to user editing

You can go to user editing when you create a user (see Creating a user in the Access Manager) or as follows:

1. Open a list of users (see Viewing a list of users).
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2. Double-click the required user. The Editing. <User name> (ID) window opens.

= Editing. McDonald Ron (4) O x
|User card ﬂ Access levels 3 Schedules J_-_i Exculpatory Ifi-j. COvertime
(123) 22222 a Access level Type Start End

a 3 Accesslevel 1 Own 1/19/2024 12:00:00 AM  1/15/2025 11:53:53 PM

(al

5
X ——
2 BCOSEER

(Biosmart Biometrics) DCR-PV control reader 1.1

(Biosmart Biometrics) BioSmart 1

[ Sumame ||| McDonald
Ron
Patrorymic ~
Additional inform Hobby-IT |;
A Access mode 0
Address of regist : —
: — Allow multiply access MNo
Antipassback Yes o —
Birth place ! - F— -
P e e Pq_:ollo SDK\r.Z extention ll:lncorlhgured
— i Biosmart. Number of face templates D
Commencement Mot specified : : f e
—— = Biosmart. Number of fingerprints D
Debeof cowl oy — bk i ] Biosmart. Number of palm templates D
Date of fiing Mot specified o : 2 z e
| Date of hiring: _L_1 Not specficd I = i

Save Cancel

In this window, you can do the following:

Set user parameters.

Assign an access card to a user.

Assign access levels to a user.

Assign a photo to a user.

Add biometric parameters (fingerprints).
Open a folder with user documents.

g. Add extension buttons.

-0 20 T

These actions are described in the sections below.

o Note

Rights for user editing can be limited when you configure the Access Manager module. In this case, the
message about the lack of corresponding rights is displayed after you double-click the user name. See also
Configuring the rights to manage objects in Access Manager.

Specifying user parameters

You can specify user parameters in the Editing. <User name> (ID) window.
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. Editing. McDonald Ron (4] O b4

User card 3 Access levels '3 Schedules J___'i Exculpatory L!—J. Overtime

(123) 22222 & | Access level Type Start End
a a.iﬁcess level 1 Own 1/19/2024 12:00:00 AM  1/19/2025 11:59:59 PM

(a]

i

3
x[wl]=

(Biosmart Biometrics) DCR-PV control reader 1.1

g
X

1
x|+ | @]@

(Biosmart Biometrics) BioSmart 1

| Sumame [ McDonald
Flon
Patranymic
Additional infarm Hobby-IT |:—
i Access mode 0
Address of regist : —
: — Allow multiply access Mo
Antipassback Yes rEen —
Birth place - ] :
oty ) Nt Ak .Ppollo SDK v.2 extention rl.'_lr1::::r|f|g||.|n=:d
= = Biosmart. Mumber of face templates 0
Commencement Mot specified ; : ; T o
—— = Biosmart. Mumber of fingerprints 0
e ol o — ol o Biosmart. Mumber of palm templates 0
Date of firng Mot specified i : B P ==
| Datc of hring:_|[_ Not specfied v Il 2= — v

Save Cancel

The button panel (1) allows you to perform the following actions:

X

. —delete the selected user card (see Deleting a user access card);

. + l—add a user card manually (see Manual input of access card number);

. . l—add a user card using a control reader (see Entering an access card number using a control reader);

. —use the user card manager.

The button panel (2) allows you to perform the following actions:

a

. |—set full access (see Assigning Own access level to a user).
. E l—prohibit the access (see Assigning Own access level to a user).
(]
. l—enable the department access level inheritance (see Configuring the department access level
inheritance).
™
. . ® _disable the department access level inheritance (see Configuring the department access level

inheritance).

X

. —delete the Own access level (see Assigning Own access level to a user).
fale=
. B _edit access level (see Assigning Own access level to a user).

The button panel (3) allows you to perform the following actions:
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X

. —delete a photo assigned to a user (see Deleting a photo).

—assign a photo from a file to a user (see Assigning photograph from a file).

¥ E

—assign a photo from the camera to a user (see Assigning a photo to a user from a camera).
. |4 —crop a user photo (see Cropping a photo).

. |2 —specify user parameters using the ABBYY PassportReader SDK module (see Filling out the user
parameters using the ABBYY PassportReader SDK module).

o Note

By default, the % button is inactive. To activate it, you must configure the ABBYY PassportReader
SDK module (see Configuring the ABBYY PassportReader SDK module).

The button panel (4) allows you to add biometric parameters to users (see Adding biometric parameters).

In the areas (5) and (6), a rectangle is displayed next to each field. When you change the field, the "*" character is
displayed in the rectangle until you open the user editing window again.

Sumame [ ] McDonald

© note

Fields available for editing including a list of access levels and a list of access cards are specified while
configuring the Access Manager software module—see Configuring fields displaying in user accounts.
Some fields can be hidden or not available for editing depending on settings.

The following Standard fields are displayed in the area (5):

Parame Method of Defaul Possible Comment
ter setting the t values
name parameter catego
value ryin
templa
tes
Surnam  Enter the 0. Full Any -
e valuein the name characters
field except: <|>
Name Enter the 0. Full Any -
valuein the name characters
field except: <|>
Patrony  Enterthe 0. Full Any -
mic value in the name characters
field except: <|>
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Additio
nal
informa
tion

Access
level
assigne
d by

Address
of
registra
tion

Antipas
shack

Birth
place

Card

expiry
date

Card
issued
by

Comme
ncemen
t of card

Enter the
valuein the
field

Automatically

Select the
value from
the list

Enter the
value in the
field

Enter the
value in the
field manually
or using the
calendar

Automatically

Enter the
value in the
field manually
or using the
calendar

1.
Person
al data

1.
Person
al data

1.
Person
al data

1.
Person
al data

1.
Person
al data

1.
Person
al data

1.
Person
al data
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Any
characters
except: <|>

Operator
name

Yes

No

Any
characters
except: <|>

Datein
Weekday,
DD mmm
YYYY
HH:MM:SS
format

Operator
name

Datein
Weekday,
DD mmm
YYYY
HH:MM:SS
format

Enter additional information in text field that opens by
clicking the "down" button in the Additional
information field.

When you hover the mouse cursor over a user's photo, a
pop-up window with the full content of this field is
displayed

Name of the operator who last assigned access level to a
user or visitor (see Assigning access levels to a user)

Default value depends on configuring the Access
Manager module—see Configuring the prohibition of
duplicates of new user parameters in the Access
Manager

Place of user birth

If the controller does not support time recording, the
card stops working the next day at 00:00 from the
specified date

Name of the operator who last assigned access card to a
user or visitor (see Assigning an access card to a user)
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Date of
card
issue

Date of
firing

Date of
hiring

E-mail
address

External
ID

Number
of card
loss

Office
phone

Passpor
t
number

Personn
el
number

Enter the
value in the
field manually
orusing the
calendar

Enter the
value in the
field manually
or using the
calendar

Enter the
value in the
field manually
or using the
calendar

Enter the
value in the
field

Enter the
value in the
field

Enter the
value in the
field

Enter the
value in the
field

Enter the
value in the
field

Enter the
valuein the
field

1.
Person
al data

1.
Person
al data

1.
Person
al data

1.
Person
al data

1.
Person
al data

1.
Person
al data

1.
Person
al data

1.
Person
al data

1.
Person
aldata
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Datein
Weekday,
DD mmm
YYYY
HH:MM:SS
format

Datein
Weekday,
DD mmm
YYYY
HH:MM:SS
format

Datein
Weekday,
DD mmm
YYYY
HH:MM:SS
format

Any
characters
except: <|>

Any
characters
except: <|>

Numbers

Any
characters
except: <|>

Any
characters
except: <|>

Any
characters
except: <|>

User email address

This field is used if list of departments and users in the
database of ACFA PSIM is used with users database in
external software due to features of used ACS
integration module

Office phone number

User passport number
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PIN
code

Position

Telepho
ne

User
locked

Driving
license

Vehicle
LP

Vehicle
model

Docume
nt

Origin

Purpose
of visit

Enter the
valuein the
field

Enter the
valuein the
field

Enter the
value in the
field

Select the
value from
the list

Enter the
value in the
field

Enter the
value in the
field

Enter the
valuein the
field

Enter the
valuein the
field

Enter the
valuein the
field

Enter the
valuein the
field

1.
Person
al data

1.
Person
al data

1.
Person
al data

1.
Person
al data

3.
Vehicle

3.
Vehicle

3.
Vehicle

4,
Visitor
data

4,
Visitor
data

4,
Visitor
data
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Numbers

Any
characters
except: <|>

Any
characters
except: <|>

Yes

No

Any
characters
except: <|>

Any
characters
except: <|>

Any
characters
except: <|>

Any
characters
except: <|>

Any
characters
except: <|>

Any
characters
except: <|>

Depending on the selected value in the Mask PIN code
field in the Access Manager, the PIN code can be:

» Always masked with dots.
+ Masked while reading user data.
+ Not masked

PIN code [ ] sew

Telephone number

Yes—user locked

No—user is active

Number of user driving license

License plate of user vehicle. Several license plates can
be specified divided by space. Access by license plate is
also enabled in this case when ACFA PSIM is set up for
operation with Virtual Access Server module (see Virtual
Access Server Integration Module Configuration and
Operation Manual)

Model of user vehicle

Presented document of visitor identification

Name of organization to which the visitor belongs

Purpose of visitor visit
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To
which
depart
ment

To
whom
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Enter the 4,
valuein the Visitor
field data
Enter the 4,
valuein the Visitor
field data

Any
characters
except: <|>

Any
characters
except: <|>

The following Additional fields are displayed in the area (6):

Paramet
er name

Access
code

Access
mode

Add or
remove
mobile
cardin
backgrou
nd

Allow
multiple
access

Any info

Apollo
SDK

Biosmart.

Number
of face
template
s

Method of Default Possible
setting the category in values
parameter value templates
Enter thevaluein Misc
the field
Enter the value in Numbers
the field
Select the value +1
from the list 0
X
Select the value Yes
from the list No

Enter the value in
the field

Configurating

Automatically

Any characters
except: <|>

Unconfigured

Configured

Automatically
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Employee being visited

Comment

Used together with the ApolloSDK
integration module (see ApolloSDK
Integration Module Settings Guide)

Used together with the Biosmart
integration module (see Guide for
configuring and working with the
BioSmart integration module)
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Biosmart.  Automatically Automatically

Number

of face

fingerprin

ts

Biosmart.  Automatically Automatically

Number

of palm

template

s

Company  Enterthevaluein Any characters

the field except: <|>
Division Enter the value in Any characters
the field except: <|>

Galaxy Select the value Yes Used together with the Honeywell Galaxy

Dual from the list Dimension integration module (see
No . . .

Honeywell Galaxy Dimension Integration
Module Settings Guide)

Galaxy Select the value Yes

Dual from the list
No

Access

Galaxy Select the value Yes

Dual from the list
No

Focus

Galaxy Select the value Yes

Duress from the list
No

Galaxy Select the value Yes

Group Ch  from the list

. No

oice

Galaxy Enter the valuein NONE

Keypad the field 10-51

Galaxy Select the value Yes

Menu from the list No

Choice
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Galaxy
Menu
Level

Galaxy
Menu
Option

Galaxy
Pin
Change

Galaxy
Temp.
Code

Galaxy
Template

Galaxy
Timer
Schedule

Hikvision
extension

Hikvision.

User
message

Max login
count

Max pick
up count

Select the value
from the list

Select the value
from the list

Select the value
from the list

Enter the value in
the field

Enter the value in
the field

Enter the value in
the field

Configurating

Enter the value in
the field

Enter the value in
the field

Enter the value in
the field

1.0
2.1
2.3
2.4
2.5
3.6

NONE
11-71

Yes

No

Numbers

Numbers

Numbers

Not yet
configured
Configured

Any characters
except: <|>

Numbers

Numbers
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Used together with the

Hikvision integration module

(see Hikvision Integration Module
Configuration and Operation Guide)
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OnGuard
ID

Ravelin
Access

type

Ravelin
guest
card

Sigur
wiegand

Suprema
2 Card
Auth
Mode

Automatically

Select the value
from the list

Select the value

from the list

Select the value
from the list

Select the value
from the list

Numbers

Card only
Master card
Card and pin

Slave card

Yes

No

Common
W26

W34

W58
W58DEC

Default

Only Card
Card And
Fingerprint
Card And Pin
Fingerprint Or
Pin After Card
Card And
Fingerprint and
Pin

Cannot Use
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Used together with the OnGuard
integration module (see Guide for
configuring and working with the OnGuard
integration module)

Used together with the Gate integration
module (see Gate Integration Module
Setup and User Guide)

Used together with the Sigur integration
module (see Sigur integration module
configuration and operation manual)

Used together with the Suprema 2
integration module (see Guide for
configuring and working with the Suprema
2 integration module)
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Suprema
2 Ex Card
Auth
Mode

Suprema
2 Ex Face
Auth
Mode

Select the value
from the list

Select the value
from the list
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Default

Card

Card - Face
Card - Fingerpr
int

Card - Pin

Card - Face or
Fingerprint
Card - Face or
Pin

Card - Fingerpr
intor Pin

Card - Face or
Fingerprint or
Pin

Card — FaceFin
gerprint
Card—-Face—-P
in

Card - Fingerpr
int - Face

Card - Face or
Fingerprint - Pi
n
Card—-Face—F
ingerprint or
Pin

Card - Fingerpr
int— Face or
Pin

Cannot Use

Default

Face

Face - Fingerpr
int

Face— Pin
Face - Fingerpr
int or Pin
Face - Fingerpr
int—Pin
Cannot Use
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Suprema
2 Ex
Finger
Auth
Mode

Suprema
2ExId
Auth
Mode

Suprema
2 Faces

Suprema
2 Finger
Auth
Mode

Select the value
from the list

Select the value
from the list

Automatically

Select the value
from the list
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Default
Fingerprint
Fingerprint—F
ace
Fingerprint - Pi
n
Fingerprint—F
aceor Pin
Fingerprint—F
ace— Pin
Cannot Use

Default

Id - Face

Id - Fingerprint
Id - Pin

Id - Face or
Fingerprint

Id - Face or Pin
Id - Fingerprint
orPin

Id - Face or
Fingerprint or
Pin

Id » Face - Fin
gerprint

Id —» Face - Pin
Id - Fingerprint
- Face

Id - Fingerprint
- Pin

Id - Face or
Fingerprint - Pi
n

Id » Face - Fin
gerprint or Pin
Id - Fingerprint
- Face or Pin
Cannot Use

Numbers

Default

Only
Fingerprint
Fingerprint And
Pin

Cannot Use
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Suprema
2 1d Auth
Mode

Suprema
2
Operator
Level

Suprema
2QR
Code

Suprema(
2)
Fingerpri
nts

Suprema(
2)
Security
Level

Texecom
config
bitmap

Texecom
modifiers
bitmap

Texecom
user
locked by

Select the value
from the list

Select the value
from the list

Automatically

Automatically

Select the value
from the list

Automatically

Automatically

Automatically

Default
Fingerprint
After Id

Pin After Id
Fingerprint Or
Pin After Id
Fingerprint And
Pin After Il
Cannot Use

None
Admin
System
settings
User
information

Value of the QR
code assigned
to the user

Numbers

Default
Lower
Low
Normal
Hight
Higher

Numbers

Numbers

Numbers

ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

Used together with the

Texecom integration module

(see Texecom Integration Module Settings
Guide)
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Texecom  Enterthevaluein Any characters

user the field except: <|>

name

Unicard Enter the valuein Any characters  Used together with the

code the field except: <|> Unicard integration module (see Unicard
Integration Module Settings Guide)

Unicard Enter the valuein Numbers

default the field

floor

Unicard Select the value Yes

disabled from the list No

UProx Enter the valuein Numbers See Control Readers Settings Guide

Identifier  the field

UProx Select the value Yes
Passage from the list No
atany
time
UProx Select the value Yes
Passage from the list No
through
locked
door
UProx Select the value Yes
Right to from the list No
cancel
alarm
VertX- Select the value Card or "Card Used together with the HID integration
EdgeAcc  from the list and PIN" module (see HID Integration Module
ess mode Card only Settings Guide)
PIN only
Card only and
PIN only
VertX- Enter the value in Any characters
EdgeEsc  thefield except: <|>
ort
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VertX- Select the value Yes

Edge Exe  from the list No

mpt PIN

VertX- Select the value Yes

Edge Exte = from the list No

nded

access

VertX- Select the value Yes

Edge PIN  from the list No

comman

ds

Virdi. Configurating Not yet Used together with the Virdi integration

Options configured module (see Virdi Integration Module
Configured Settings Guide)

ZKTeco: Select the value User Used together with the ZK Teco

User from the list Administrator integration module (see ZK Teco

privilage Integration Module Settings Guide)

Bulk editing of users
To edit users in bulk, do the following:

1. Gotoviewingthe list of users (see Viewing a list of users).
2. Select several users that you want to edit and right-click the name of any selected user.

© nNote

You can select several users by using the mouse or keyboard shortcuts (see Keyboard shortcuts for
working with interface elements).
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3. Inthe function menu that opens, select the Bulk changes item.
3 Access Manager 1 = O hs
¢

[
Departments @'ﬂme Zones n Access levels Q Regions and areas @Wom‘time

Department 1 User cand
Department 2
IT
Delet:
Logistics department X =
Logistics department 2 &Y Change type byl
Sales [¥ Print access card
‘# Change department
|I- - Bulk changes
i?l Appoint a charge
gl Change location Additional €2 Worktime
mm Lockuser
View 3
= -
Number iff Sorng ’
Extemal 1D +  New b
Users 2 Q Search 3
Type of department | Main 05 T
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As a result, the Bulk editing window opens, and the number of users being edited is displayed in brackets.
o Bulk editing (2).

a X

User card
O Do not change
@ Femove all

|

al

Access levels

@ Do not change

X | x>

O Reassign
® Add/Remove

i

Access level
3 *Always®

Type

Own

[ [
Address of registration L | Allow multiply access L]
Antipassback [ ] Mo Any info [
Birth place ] Apollo SDK v 2 extention || Unconfigured
Card expiry date [ ] Mot specfied Company [
Commencement of card [ ] Mot specfied Diivigion [
Date of card issue [ ] Mot specified Galaxy Dual [ ] Mo
Date of firng [ ] Mot specified Galaxy Dual Access [ ] Mo
Date of hiring: [ 1 Mot specified Galaxy Dual Focus [ 1| No
E-mail address [ ] 1 Galaxy Duress [ 1 Ne
Extemnal |0 L | Galaxy Group Choice L | Mo
Mumber of card loss L 10 Galaxy Keypad [ 10
Office phone [ ] Galaxy Menu Choice [ 1 No
Passport number ] Galaxy Menu Level 1]
Personnel number Iz Galaxy Menu Option Iz 0
PIM code [] wee Galaxy Pin Change [ ] Mo
Position [ ] Galaxy Temp. Code [ 10
Telephaone [ ] Galaxy Template [ 10
User locked [ ] Mo Galaxy Timer Schedule [ 10

Gender Tl
Driving license ] Hikvision extention [ 1 Mot yet configured
Vehicle LP ] Hilvision. User message [
Vehicle model ] Max login count 10
Max pick up count 10 e
4 Save Cancel

. Specify the standard and additional fields (1) that are the same for all selected users (see Specifying user
parameters).

. Inthe User card group (2), select the Remove all option to delete all existing access cards from the selected
users. If you don't want to change the access cards, select the Do not change option.

A\ Attention!

You cannot cancel the deletion of access cards for all selected users.

. Inthe Access levels group (3), select:
a. the Do not change option if you don't want to change the access level.
b. the Reassign option if you want to edit the access level of the selected users (see Assigning access
levels to a user).
c. the Add/Remove option if you want to add an access level or remove an existing access level.
i. Open the function menu by right-clicking the list of access levels to the right.
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ii. Toadd anew access level to all selected users, select the Change added item. To remove an
access level, select the Change removed item.

= Bulk editing (2). O 4
Type

O Do not change

@ Remove all

Access levels

@ Do not change @ Change added

@ Change removed

@ Reassign

iii. Inthe Search access level window, select the required level (see Working with the Search
access level window).
7. Click the Save button (4) to apply the changes.

A\ Attention!

If the selected users have access cards in a format that differs from the access card format specified
in the Access Manager object settings (see Configuring access cards), then a list of all users with
such cards is displayed, indicating the cause of the conflict. Changes will not be saved until all
conflicts are resolved. Changes can be saved if you select the Remove all option in the User card

group.
= Bulk changes conflict X
Mumber Full Mame Acces... Required Cithers
$82 | Hil Rick I R

User code (AAA)1212:
Room code: Mot a positive integer.

Bulk editing of users is complete.

Filling out the user parameters using the ABBYY PassportReader SDK module

The ABBYY PassportReader SDK module is used to fill out the users parameters in the Access Manager module
automatically after the images of the identification documents are recognized (passport, driver's license, passport
for traveling abroad, birth certificate, and so on), including the images of the identification documents of some CIS
countries (Azerbaijan, Belarus, Kazakhstan, Kyrgyzstan, Tajikistan, Uzbekistan) and foreign passports of any
country (MRZ analyzed) from the scanner or hard disk.

The ABBYY PassportReader SDK module allows you to recognize user information from images downloaded from a
file or obtained using any configured scanner that is connected to the computer.

To set the user parameters using the ABBYY PassportReader SDK module, do the following:
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1. Goto user editing (see Going to user editing).
= Editing. Hill Rick (2)

User card 3 Access levels 3 Schedules J;j. Exculpatony '._!,-—,-l Overtime
nzy121z a Access level Type
a a “Always® Own
]
.-. \Y /
X
X
e 1
= ROSEE

(Biosmart Biometrics) DCR-PV control reader 1.1

(Biosmart Biometrics) BioSmart 1

[ Sumame [
[ ]
Patrorymic
Additional inform |:—
el Access mode 0
Address of regist] : —
: — Allow multiply access Mo
Artipassback Mo = —
Birth place r — :
Cont iy i || Wk specied ﬁ!aollo SDK v.2 extention Unconfigured
— 3 Biosmart. Number of face templates 0
Commencement Mot specified = = : 1
—— i Biosmart. Number of fingerprints 0
Dol i e =5 Tk ) Biosmart. Number of palm templates 0
Date of firing Not speciied e = P —
Date of hiring: Mot specified = p el =
2 — Division [ 1]
E-mail address AT 1 To
Extemnal ID v Ll ] W
i A — (B (oalaxy Dual Access [NO
Save Cancel

2. Clickthe ‘?" button (1). As a result, the Document recognition window opens.

0 Note

If this button is inactive, check if the ABBYY PassportReader SDK module is configured correctly (see
Configuring the ABBYY PassportReader SDK module).

3. Select the way you want the passport information to be provided:

« Click the Scan button if you want to scan the document using the scanner selected by default in
Windows OS (see Windows hardware settings). When you click this button, the pre-scan of the
document starts.

« Click the From file button if you want to download a photo of the document from a file. When you
click this button, the standard open file dialog window opens, in which you need to select the
corresponding photo of the first page of the document that you want to download.

4. When working with the ABBYY PassportReader SDK module, you can do the following:
a. Select a printer.
b. Rotate the scanned image, selecting the necessary value from the Rotate drop-down list:
i. Do not change
ii. Rotateright
iii. Rotate left
iv. Rotate 180°.
c. Select the type of the document.
d. Display the license serial number and the number of the remaining recognitions. The number of the
remaining recognitions in the license is specified after the word activated.
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The values in the fields that are marked red are offered to the operator to double-check and, if necessary, make
changes to them. After the operator checks and makes changes to them, the field turns green, which means that the
field has been checked.

Assigning an access card to a user

General information about assigning access cards to a user

List of user access cards is displayed in the User card table of the Editing. <Full name> (ID) window.

= Editing. McDonald Ron (4) O ®
|User card B Aocess levels 3 Schedules ) Exculpatory '.,!i}. COvertime
(123) 8 | Access level Type Start End

a E.'—‘\ccess level 1 Own 1/19/2024 12:00:00 AM  1/19/2025 11:5%:59 PM

)

I

b4

X

(Biosmart Biometrics) DCR-PY control reader 1.1

(Biosmart Biometrics) BioSmart 1

[ Sumame [ McDonald
Fon
Patronymic i
Additional inform|[__ | Hobby-IT |;
e Access mode L 10
Address of regist|| | 2 ]
3 — Allow multiply access | | Mo
Antipassback || Yes Ak =
Birth place ] < ] :
ol e [ W e .P.!Jollo SOK v.2 extention | Elncorﬁlgured
— : Biosmart. Mumber of face templates | 10
Commencement || | Mot specified - : - =
[ = Biosmart. Number of fingerprints L 10
Date of card isst|l | Mot specified Bi R T TR e =
e an ] e e Cn:nsma . Number of palm templates L |0
| Date of himng: _[_] Mot speciicd v I =22 — v

Save Cancel

The object code is specified in brackets; next is the card code. You can set the format of the access card in
the Access Manager object settings (see Configuring access cards).

You can assign several access cards to one user.

A\ Attention!

Assigning multiple access cards to a user must be supported by hardware and by the corresponding
integration module. If the used ACS hardware/integration module supports only one card, and multiple
cards are assigned to a user, then all cards, except the first card, are ignored by the system.

Support for multiple user access cards has been tested in the following integration modules: Noder,
ApolloSDK, SDK Orion v.2, PERCo-S-20, PERC0-S-20 v.2, AccessNet (ABC), Forteza, ParsecNet 3. For
information on other integration modules, please contact AxxonSoft technical support.

Input of card number and code when assigning access cards to a user can be performed in one of the following
ways:

1. Manually.
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2. Using the control reader.

o Note

The list of control readers used for user access card input is specified when configuring the system—see
Configuring control readers in the Access Manager.

Manual input of access card number
To input access card number manually, do the following:

1. Go to user editing (see Going to user editing).
2. Right-click the list of cards area.
3. Select the Add item in the function menu.

w Editing. McDonald Ron (4)

| e a Access levels 3 Schedules
(123) 22222 & | Access level Type
a a.ﬂ-ﬂcess level 1 Own
-+ Add
' From reader g
)
b4
X
L g_-
X1+ | 0C e

Window for inputting object code and card code opens.
ol Edit card ot

Room code

Card number

4. Enter the object code (facility code, room code) in the Room code field.
5. Enter the card code in the Card number field.
6. Click the OK button.
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7. The cardis added to the list.
= Editing. McDonald Ron (4)

T — £ Accesslevels T Schedules
(123) 22222 8

(123) 33333

Access level Type

a a Access level 1 Own

x|+ |(@|E e

Manual input of the access card number is complete.

© nNote

You can also input the access card number manually using the corresponding buttons (see Specifying user
parameters).

Entering an access card number using a control reader
© nNote

You can enter an access card number using a control reader by clicking the corresponding button | .
(see Specifying user parameters).

To enter an access card number using a control reader, do the following:

1. Go to user editing (see Going to user editing).
2. Right-click the card list area.
3. Inthe function menu, select the From reader item.

w Editing. John Vaitek (1)

User card 3 Access levels 3 Schedules
{111) 12345 a Access level Type

E 3 Accesslevel 1 Own

+ Add

' From reader ‘

Rkl AL

Working with the Access Manager software module- 130



ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

The Access card reading window opens.

o5 Access card reading -

Start reading or select another control reader

4. From the Reader drop-down list, select a control reader that is used for entering the access card number.

© nNote

The list of available control readers is specified when configuring the system (see Configuring
control readers in the Access Manager).

5. Click the Start reading button. The Access card reading window will look like this:

o5 Access card reading et

Present cand to the selected control reader...

© nNote

To cancel the reading of an access card, click the Cancel reading button.
If you select Universal Reader, when you click the Start reading button, a settings window opens.
For the description of settings, see Entering an access card number using a universal reader.

6. Bringthe access card to the selected reader.
7. If confirmation of card insert by operator is configured, the Confirmation of card insert window is
displayed. To assign the presented card number to a user, click OK, otherwise, click Cancel.

Confirmation of card insert

(017 card is presented.
' OK - add card to user, Cancel - continue to wait for the next card.

| ok || Ccancel
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8. The Access card reading window closes, and the number of the presented access card is added to the list.
s Editing. John Voitek (1)

User card 3 Access levels 3 Schedules
(111) 12345

a Access level Type
(m) 7652422353829209... a 3 Essaanal ek

x|+ |8

o Note

If this card is already given to the current or another user, the corresponding window is displayed.
Action declined

This card has been already given to the user

oK

Action declined

This card has been already given to user "Administrator’ with number
‘3301°

9. To save the changes, click the Save button in the user editing window.

Entering an access card using a control reader is complete.

Entering an access card number using a universal reader

o Note

You can enter an access card number using a universal reader by clicking the corresponding button ' .
(see Specifying user parameters).

To enter an access card number using a universal reader, do the following:

1. Go to user editing (see Going to user editing).
2. Right-click the card list area.
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3. Inthe function menu, select the From reader item.
w Editing. John Voitek (1)

User card 3 Access levels 3 Schedules
{111) 12345 a Access level Type

a a Access level 1 Own

+ Add

' From reader

D

NEE

The Access card reading window opens.

o5 Access card reading b4

Reader Uni'u'ersal Reader 1 w

Start reading or select another control reader

4. From the Reader drop-down list, select Universal Reader that is used for entering the access card number.

© nNote

You must create and configure a universal reader (see Configuring a universal reader).
The list of available control readers is specified when configuring the system (see Configuring
control readers in the Access Manager).

5. Click the Start reading button.

© nNote

If the Auto-read checkbox is clear (see Configuring a universal reader), when you click the Start
reading button, a settings window opens (see below). If the Auto-read checkbox is set, an access
card must be presented at once, the settings window doesn't open.

You can work with a universal reader via Virtual reader.
a. Select a Virtual reader.
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i. From the Format drop-down list, select the required card format: Digit, HEX, W24, W32.
o

— O X
-Vlrtu al reader

Read UID

Read UID

Format Digit

Click the Read UID button. The process of reading the number of an access card starts.
6. The number of the presented access card is added to the list of the user's cards.

w Editing. John Voitek (1)

User card 3 Access levels ﬂ Schedules
(111} 12345

a Access level Type
(m) 7652422253823209... a a pEssnpangl el

x|+ |8

© nNote

If this card is already given to the current or another user, the corresponding window is displayed.
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Action declined

This card has been already given to the user

oK

Action declined

This card has been already given to user "Administrator’ with number
‘3301°

7. To save the changes, click the Save button in the user editing window.

Entering an access card using a universal reader is complete.

Deleting a user access card
To delete a card number from the list, right-click the card number in the list and select the Delete item in the
function menu.
= Editing. McDonald Ron (4)
a Access levels 3 Schedules

Iser card

(123) 22222
(123) 33333

8 | Access level Type

3 Accesslevel 1 Own

X|+ |8

o Note

You can also delete a card number using the corresponding button (see Specifying user parameters).
Assigning access levels to a user

General information about assigning access level to a user

The list of access levels is displayed in the table in the Editing. <User full name> (ID) window.

Working with the Access Manager software module- 135



ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

= Editing. McDonald Ron (4) O X

User card 3 Access levels 3 Schedules J_—_i Bxculpatory Lis-][ Overtime

(123) 22222 a Access level Type Start
Eiﬂﬁf a ¥ Access level 1] Own | 1/19/2024 12:00:00 AM | 1/19/2025 11:59:59 PM
(al

P
X
i — BOSEE

= (Biosmart Biometrics) DCR-PV control reader 1.1

x|+

{Biosmart Biometrics) BioSmart 1

| Sumame ||| McDonald
Fon
Patronymic
Additional inform||__ | Hobby-IT |;
— I Access mode ||
Address of reqgist|| | : =
- — Allow multiply access L |
Antipassback ||| Yes Py irfo =S
Birth place [ ] : =
P e T | e T g Ppollo S5DK v.2 extention | E_Inconﬁgured
— : Biosmart. Mumber of face templates L 10
Commencement|| | Mot specified : 5 : —1 o
e : Biosmart. Number of fingerprints L |0
Date of cardissl | Mot specified B i b ki —
D i, ||| Mok Clusma . Number of palm templates L |0
 Dte of hiing: |1 v J — v
Save | Cancel

The Comment column specified whether the access level is inherited from Department (Inherited) or assigned to a
user separately (Own). Configuring the rules of department access level inheritance is described in Configuring the
department access level inheritance. Adding access levels to a user (Own) is described in Assigning Own access
level to a user.

You can assign several access levels to a single user.

A\ Attention!

The assignment of several access levels to a single user must be supported by hardware and by an
appropriate integration module. If several access levels are assigned to a user, but the ACS hardware or
the integration module supports only one access level, then all levels, except the first one in the list, are
ignored by the system.

The support for several user access levels has been tested in the following integration modules:
ApolloSDK, Elsys, ParsecNet, HID, Suprema, Salto, Perco S20 v.2, BioSmart2, Noder. For information on
other integration modules, please contact AxxonSoft technical support.

Assigning Own access level to a user
To assign a user Own access level, do the following:

1. Goto user editing (see Going to user editing).
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2. Right-click the access levels list.
= Editing. McDonald Ron (4)

User card
(123) 22222

><|+|l|:;@3-

3. Inthe function menu that opens:
+ Select Edit to assign the Own access level to a user. The Search access level window opens. In this
window, select one or several access levels (see Working with the Search access level window).

£ Accesslevels "3 Schedules =) Exculpatory [5] Overtime

a Access level Type

& s Always® Inherted

= - Edit

ﬁ Set full access

~

X a Set access restriction
x ™ Do not inherit department AL
o 2
=

Attention!

If Always or Never access levels are inherited, then the added Own access levels are

ignored.

+ To assign the Always access level to a user, select the Set full access item.
« To assign the Never access level to a user, select the Set access restriction item.

© note

If Always or Never access level is assigned to a user, then all other access levels are deleted.

« If you disable the department access level inheritance by selecting the Do not inherit department
AL item, the user is also assigned the Own access level (see Configuring the department access level
inheritance)
4. Todelete the Own access level, right-click the required access level and select Delete.
= Editing. McDonald Ron (4)

User card
(123) 22222

X|+

"

8 Accesslevels "5 Schedules ) Exculpatory 5| Overtime

a-

- ¥

>

]

Access level

ﬁ Acresslowal 1

¥ Delet . |

S

Replace
Set dates
Delete dates

Comment

o Note

If a user has only one Own access level, then when it is deleted, the department access level
inheritance is enabled.

5. To replace one access level (Own) with another, right-click the corresponding access level and
select Replace. The Search access level window opens. In this window, select one or several access levels
(see Working with the Search access level window).

6. Toadd a comment to the Own access level, right-click the corresponding access level and select Comment.
Enter the comment in the form that opens, and click the OK button. This comment is displayed in the table
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of user access levels.

un Editing. John Vaitek (1)
lser card E Access levels
B Access level Type  Commert
a E.&ccess level 1 Own  lssued at the request of the director
n
L]
x
X
£ > A
x|+ | 0|c e

o Note

You can add a comment to the Own access level only that isn't inherited from a department and
isn't the Always or Never system access level.

Assigning the Own access level to a user is complete.

o Note

You can perform all the actions described above using the corresponding buttons (see Specifying user
parameters).

Configuring the department access level inheritance

By default, the user inherits the department access level. If it's required not to inherit the department access level,
do the following:

1. Go to user editing (see Going to user editing).
2. Right-click the access level list.
= Editing. McDonald Ron (4)

lser card B Access levels 3 Schedules || Exculpatory 4,_:.-]1 Crvertime
123) 22222 3 Access level Type

E néﬂccessleveH Inherited

n B Edit
e 3 Set full access
_~ ﬁ Set access restriction
|+ . @- ?( 8 Do not inherit departrment AL

- e

3. Inthe function menu, select the Do not inherit department AL item. If a user doesn't have any other access
levels assigned except the inherited one, the Search access level window opens. In this window, select one
or several access levels (see Working with the Search access level window). As a result, the inherited access
level is deleted from the list.
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4. Torestore the inheritance of department access levels, select the Inherit department AL item in the
function menu.

= Editing. McDonald Ron (4) [ >
User card E Access levels 3 Schedules ) Exculpatory % Overtime
(123) 22222 3 Access lavel Type Start End

E a;.-'i'-ncess level 1 Own 1/19/2024 12:00:00 AM  1/19/2025 11:59:59 PM |

n B Edit

a Set full access

n

X a Set access restriction

b4 | ™ Inherit departrent AL

SELE
Configuring of department access level inheritance is completed.

o Note

You can perform all the actions described above using the corresponding buttons (see Specifying user
parameters).

Assigning a temporary access level to a user

A\ Attention!
A user can be assigned a temporary access level only if the Temporary Access Levels object (service
modaule) is created in the hardware tree.
To assign a temporary access level to a user, do the following:

1. Goto user editing (see Going to user editing).
2. Right-click the required access level (Own) that you want to make a temporary one (see Assigning Own
access level to a user).

o Note

You can also select several access levels (Own): for example, by selecting them with the mouse or
by using keyboard shortcuts (see Keyboard shortcuts for working with interface elements).

= Editing. McDonald Ron (4) O x

User card E Access levels 3 Schedules ) Exculpatory % COvertime

(123) 22222 B Access level Type
a 2 Accesslevel 1 Inherited

Lol o Delete
& FReplace
| Set dates

X
+
-
{:@::
x|
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3. Inthe function menu, select the Set dates item. The Temporary level dates settings window opens. In that
window, select the beginning and end of the temporary access level and click OK.

ﬂ Temporary level dates settings

Date and time of begin

12:00:00 AM

=1]11:59:59 PM

s

Date and time of end

1 January 2024 3

Sun Mon Tue Wed Thu Fri  Sat
3 1 2 3 4 5 ]
7 8 9 10 11 12 13
14 15 186 17 18 19 20
21 2 23 % 2% 27
28 29 30 3 1 2 3
4 5 B 7 a g 10
[ Today: 1/24/2024

Sun Mon Tue Wed Thu

29 30 AN 1 2 3

January 2024 k
Fri

5 6 2

5, B aF & & a0

[ 1 Today: 1/24/2024

4. Asaresult, this access level becomes temporary. In the Start and End columns next to it, the date and time

of the temporary access level are displayed.
= Editing. McDonald Ron (4)

ser card E Access levels 3 Schedules ] Exculpatory [isul COvertime

(123) 22222 3 Access level Type

a “ prcesslevel 1 Inherited
' Accesslevel 2] Own | 1/24/2024 12:00:00 AM | 1/24/2024 11:59:59 PM

Start

&
HECE |

If the date and time of validity of the temporary access level have already expired or have not yet started,
then the date and time of validity of the temporary access level are crossed out.

= Editing. McDonald Ron (4)

User card 3 Access levels 3 Schedules 7] Exculpatory L!E-j. Cvertime

(al

%
_ErOE |-

(123) 22222 a Access level Type

E ? Accesslevel 1 Inherted
3 Accesslevel 2 Own

Start End

© nNote

You can delete temporary access levels in the same way as the Own access level (see Assigning Own

access level to a user).

Assigning a temporary access level to a user is complete.
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Assigning a photograph to a user in the Access Manager software module

General information about assigning a photograph to a user

Assigning a photograph to a user is performed in the Editing. <User full name> (ID) window in one of the following
ways:

1. From afile.
2. From avideo camera.

0 Note

List of video cameras used for assigning photograph to users is specified while system configuring (see
the Selecting and configuring cameras in the Access Manager section).

Assigned photographs are stored in the <ACFA PSIM installation directory>/Bmp/Person folder. Name of the file with
the user's photograph is the same as the user ID. Content of the Bmp/Person folder is synchronized on all servers of
distributed system.

It is possible to check the quality of an image before saving the assigned photo. To do this, it is necessary to
configure the interaction with the Face PSIM Face recognition server (see Configuring the interaction with the Face
PSIM Face Recognition Server.

As a result, after a user’s photo is added, a message about face detection and its quality will be displayed in the
lower left corner of the user parameters editing window, if this face meets the requirements specified on the Face
recognition server object settings panel.

E-mail address ||
Edemal ID ]

Face detected. Quality: 34.3%

If the face does not meet the requirements specified on the Face recognition server object settings panel, the Face
data absent message will be displayed. In this case, it is recommended to repeat the process of adding a user’s
photo by selecting another photo or selecting a new image from the camera.

E-mail address [ ]
Extemal ID =
Face data absent

It is also possible to automatically synchronize the users of the Access Manager module with the Face PSIM
reference face database (see Appendix 5. Face synchronization module).

o Note

If the quality of the face photo does not meet the requirements specified on the Face recognition server
object settings panel, then this user will not be synchronized.

You can check the quality of the already assigned user photos using the CHECK_QUALITY_START command (for
details, see FIRSERVER commands, Examples of frequently used scripts). This check is used, for example, in two-
factor verification (see Configuring two-step verification).

Assigning a photo to a user from a file

To assign a photo to a user from a file, do the following:
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1. Goto user editing (see Going to user editing).
= Editing. McDenald Ron (4)

User card B Access levels 3 Schedules T} Exculpatory ‘éﬁ Overtime
(123) 22222 & | Accesslevel Type

a 2 Accesslevel 1 Inherted
3 Accesslevel 2 Own

n

Be|  Assign picture v [lmm Select file
= a -
% 4k Extentions b | @  From camera
% E Passport recognition

2. Click the ™ |button.
3. Inthe standard Windows dialog window, select a file with a photo that will be assigned to the user.

© nNote

You can also assign a photo to a user by right-clicking the user's photo area and selecting Assign
picture — Select file in the function menu.

Assigning a photo to a user from a file is complete.

Assigning a photo to a user from a camera

To assign a photo from a camera, do the following:

© nNote

The list of cameras used for assigning photos is specified when you configure the system (see Selecting
and configuring cameras in the Access Manager).

1. Go to user editing (see Going to user editing).
= Editing. McDonald Ron (4)

User card 3 Access levels 3 Schedules J;j Exculpatory 1—;5 Overtime
(123) 22222 a Access level Type

a 7 Accesslevel 1 Inherted
a Accesslevel 2 Own

n

B=|  Assign picture » || B Selectfile

X%

% Passport recognition

2. Clickthe! ™ button. The Select camera window opens.

© nNote

You can also open the Select camera window by right-clicking the user's photo area and selecting
Assign picture — From camera in the function menu.

3. From the Camera drop-down list, select the camera, a photo from which you want to assign to a user.

o2 Select camera pd

TS - mera 3 [Stream by default] v

Compressgion: Mo
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© nNote

You can specify the compression level of the video signal used for assigning a photo on the
Cameras tab on the settings panel of the Access Manager object. From the Compression drop-
down list, select the required level of video signal compression. Compression level increases from 0
(no compression) to 5 (maximum compression) (see Selecting and configuring cameras in the
Access Manager).

Configuration of compression is relevant if you use analog cameras. We don't recommend using
compression for IP cameras.

4. Click the OK button. The Photo from camera window opens.

o5 Photo from camera X

=

)

=

£
:
k
i
i

Capture parameters
Rotate and/or inverse:

Do not change e

Show camera number, time of frame and security
state

5. Video from the selected video camera is displayed in the left part of the window.

6. If necessary, select the method of frame processing from the Rotate and/or inverse drop-down list. The
following methods of frame processing are available:

Do not change (default).

Rotate 90.

Rotate 180.

Rotate 270.

Inverse horizontally.

Rotate 90 and inverse horizontally.

Inverse vertically.

Rotate 90 and inverse vertically.

7. By default, the frame is saved without the information about camera number, time the frame was received,
and without the information about whether the camera is armed or disarmed (the latter is determined by
the color of the frame around the camera). If you want to add this information to the captured frame with
the user image, set the Show camera number, time of frame and security state checkbox.

S@ -0 20 T o
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o Note

Rotation and superimposition of camera data on the image must be specified before capturing the
image, because changing the settings after capturing doesn't affect the already captured frame.

8. Wait for the appropriate frame with the user image and click the Capture button.
9. The captured frame is displayed in the right part of the window.
10. Click the OK button. The received frame is assigned as the user photo.

Assigning a photo to a user from a camera is complete.

Cropping a photo
In the Access Manager software module, you can crop a photo assigned to a user.
To crop a photo, do the following:

1. Go to user editing (see Going to user editing).
= Editing. McDonald Ron (4) O %

B Access levels 3 Schedules ) Exculpatory fi]l Qvertime
3 Access level Type

o

User card
(123) 22222

2 Accesslevel 1 Inherted
a Accesslevel 2 Own

=)

Assign picture

%
X

Delete photo

& X E

Crop photo

=

=
l Sumame 1 McDonald

=
2. Click the " !button. As a result, the Framing window opens.

o Note

You can also open the Framing window by right-clicking the user’s photo area and selecting Crop
photo in the function menu.

(Biosmart Biometrics) DCR-PV control reader 1.1

Extentions 3

(Biosmart Biometrics) BioSmart 1

Passport recognition

3. Select the area that you want to leave on the photo. To do this, left-click the required point and stretch the
rectangle marking the selected area. You can move the selected area by holding down the left mouse button
on the rectangle.
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@y Framing. W 792 <-> H 1036 (0.75)

SPATITE

AT

© nNote

The upper part of the Framing window displays the width "W" and height "H" in pixels and the
aspect ratio of the selected area in parentheses.

4. To select the preset size of the resulting photo or the aspect ratio of the rectangle, right-click either the
selected area or the area not marked by the rectangle, and in the function menu, select Format -
<required size or aspect ratio>.

oy Framing. W 792 <-> H 1036 (0.73) = [m] X

-—
-

ey
am
i+~
sy

Custo ®
3xd
3x4 (240x320)
x4 (360x480)
3x4 (480x640)
3x4 (600x800)
3x4 (720x960)
3x4 (840x1120)
3x4 (960x1280)
3x4 (1080x1440)
3x4 (1200x1600)
3x4 (1320x1760)
x4 (1440x1920)
3x4 (1360x2080)
34 (1680%2240)

3x4 (18

| I~

:

228!

- ...

L7

TR L L L L DL R L

5. To delete the selected area, left-click the area not marked by the rectangle and make the selection again. Or
right-click the selected area and select Clear in the function menu.
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6. To confirm cropping of the photo, right-click the selected area and select Crop in the function menu.

Save

7. To save the changes, click the Save button in the user editing window.

Cropping a photo is complete.

Deleting a photo
To delete a user photo, do the following:

1. Goto user editing (see Going to user editing).
= Editing. McDonald Ren (4) O *

User card B Access levels 'ﬁ Schedules =) Exculpatory i

(123) 22232 B Mccess level Type

a 2 fccesslevel 1 Inherted
B Accesslevel 2 Own

Assign picture

~
Delete photo
% Crop phot
. 5 rop photo
—1| X Extentions
X+ . T = Passport recegnition

(Biosmart Biometrics) DCR-PV control reader 1.1

2. Click the button (1).
o Note

You can also delete a user photo by right-clicking the user's photo area and selecting Delete
photo in the function menu.

Deleting a user photo is complete.

Adding biometric parameters
You can add biometric parameters (faces, fingerprints, and so on) using control readers or biometric ACS terminals.
To add a user's biometric parameters, do the following:

1. Right-click the user's photo and hover the mouse cursor over the Extensions item (1).
2. Select a biometric reader from the list (2).
3. Ifan extension button is added, then instead of the first two steps, you can click this button (3).
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= Editing. McDonald Ron (4) O b
User card a Access levels 3 Schedules H Exculpatary i | 14 |
(123) 22222 ﬂ Access level Type B Assign picture g
& 2 Accesslevel 1 Inherited X Deletephoto
a Accesslevel 2 Own 71 Crop photo
n rr =
|> Extentions 1» | "‘ (Biosmart Biometrics) DCR-PV control reader 1.1
"-)'< 9 Passport recognition \-\|_f‘_ (Biosmart Biometrics) DCR-PV control reader 1.2
< > x -.-\'_f‘_ (Biosmart Biometrics) DCR-PV control reader 1.3
= — " = I (Biosmart Biometrics) BioSmart 1
x|+ |@|qi= HOSEE = J
: = i (Biosmart Biometrics) DCR-PV control reader 1.1
~ : 3 TR
Biosmart Biometrics) BioSmart 1
Sumame 1 McDonald ( )
[ 1Rn | Mg =
Patronymic 1] -
Additional informaf]__] Hobby-IT I;
P Access mode L 10
P r?g = Allow multiply access [ 1 Mo
Ar | | Yes 2 —
Birth place [] Ao = 1
i cnids [ | ENS et ﬁPoIIo SDK v.2 extention [ Enconﬁgured
1 = Biosmar. Number of face templates L 10
Commencement o | Mot specified 5 E . T
= = : Biosmart. Number of fingerprints | 10
et sioficaissu 1R Mol oy olicd Biosmart. Number of palm templates [ 10
Date of fiing [ ] Mot specified o 2 2 e =
Date of hiing: || Nat specified RS ]
; — Division []
Email address || | v — v
Save Cancel

As a result, a dialog window for adding user biometric parameters opens. This dialog window differs depending on
the hardware that you use. Working with this dialog box is described in the documentation for the corresponding
ACS integration module (see ACS integration modules), as well as in the documentation for the corresponding
control reader integration module (see Control Readers Settings Guide).

o Note

In order for a reader or controller to be available for selection in the Extensions list, you must select it
when configuring the Access Manager module (see Configuring control readers in the Access Manager).
By default, extension buttons are hidden. To add (or remove) extension buttons, do the following:

1. Right-click the user's photo and hover the mouse cursor over the Extensions item (1).
2. Holding down the Shift key, click the extension from the list (2). As a result, the button with the selected
biometric reader (3) is added to the area below the user's photo.

To remove the extension button, follow the same steps.

Transferring a user to a different department in the Access Manager software module
To transfer a user to a different department, do the following:

1. Gotoviewing a list of users (see Viewing a list of users).
2. Right-click the name of the required user.

o Note

You can also select several users: for example, by selecting them with the mouse or by
using keyboard shortcuts (see Keyboard shortcuts for working with interface elements).
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3. Select the Change department item in the function menu.

O Access Manager 1 s m| be
" Department (e B . ]
A Uspartments @ Time zones n Access levels k‘; Regions and areas @ Worktime
= Department 1 User card
® Department 3
* New department (123) 22222
Department 2
T Hil Rick Delete i‘ccess level Type
Logistics department @ Change type » Access level 1 Inherited
I:og|st|cs Sy ety ' Show lecation
Sales ¥
"1 Print access card
E |» Change department
-~ *
Appoint a charge
- R "
Number gl Changelocation
Bxtemal ID 1 & Lockuser McDonald
Users 2 | | . : Ron
Type of depatment | Main I B View > Patromymic
Schedules Schedue 1 2| Sortin
A g 4 e ;
Accass level Access level 1 Additional information | Hobby-IT
+ Mew 4 Address of registration
Q Search N Antipassback Yes bud

4. Inthe Search for department window, select a department to which you want to transfer a user
(see Working with the Search for department window).
As a result, a user will be transferred to the selected department.

Transferring a user to a different department is completed.

Changing a user type

A\ Attention!

You can change a user type only if you have the required permissions (see Configuring the rights to change
user type, user department, and current region).

Change a user type as follows:

1. Gotoviewing a list of users (see Viewing a list of users).
2. Right-click the name of the required user.

© nNote

You can also select several users: for example, by selecting them with the mouse or by
using keyboard shortcuts (see Keyboard shortcuts for working with interface elements).
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3. Inthe function menu that opens, select the Change type item and in the drop-down list select the required
department type for the user (see Configuring a type of department in the Access Manager).
3 Access Manager 1 = O X

- (=) -

an Departments C"} Time zones n Access levels 'k“] Regions and areas @ Worktime

= User card
1231212

Department 1 H
& Cepartment 3
* New department —
|

Delete

pe
Change type ¥ || 7 Type of department 1.1 1

Show location

Department 2

IT

Logistics department
Logistics department 2
Sales Print access card

i 1
i & x

& Change department
B ™ Appoint a charge
(Y PP g
:J Change location

Number Lock user
Extemal ID | -
|Users 2 | | B View » Patronymic
Type of depatmert | Main I z Sortin <
Schedules Schedue 1 [ ik = Additional information
Access level Access level ‘II 4+ MNew L Address of registration

Q Search » Antipassback No

Birth nlace o

4. Asaresult, a user type is changed.

Changing a user type is now completed.

Folder with user documents

Pre-configuring a folder with user documents
To be able to work with a user's network or local folder, do the following:

1. Inthe <Axxon PSIM installation directory>/Modules folder, open the account_manager.run.config file, and
specify the path to the local or network folder in it.

</setting>
<setting name="NetworkFolder"” serializefis="5tring">
<value />
</setting>
a. Ifitisalocalfolder, the path to the folder must look like this:
</setting>»
<setting name="NetworkFolder" serializefs="5tring">»
I <value>C:\InOut</values I
</setting>
b. Ifitisanetwork folder, the path to the folder must look like this:
</setting>
<setting name="NetworkFolder" serializefs="String">
I<value>\\DESKTDP—LM3UﬂBH\UsePs\]ane\DesktDpHShara<fvalue> I
</setting>

2. Save the account_manager.run.config file before closing it.

Pre-configuring a folder with user documents is complete.

© nNote
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A local or network folder must be created beforehand.

Opening a folder with user documents
To open a folder with user documents or a file from a folder with user documents, do the following:

1. Goto user editing (see Going to user editing).
2. Right-click the user photo.
3. Select the Documents item in the menu.

= Editing. McDonald Ron (4) O b4

User card E Access levels 3 Schedules T} Excul <
(123) 22222 a Access level Type T- M| | A pictiles t
a ™ Accesslevel 1 Inherted )( Delete phein
3 Accesslevel 2 Own 2L Crop photo
= i Extentions 3
r)n< .# Passport recognition
Documents
£ > x
I ey =
x|+ | @ f== X ||~z 2
2 i I (Biosmart Biometrics) BioSmart 1
2 (Biosmart Biometrics) DCR-PY control reader 1.1
Sumame [ ] McDonald
] Ron < 2=
Patronymic || Fs
Additional info | Hobby-IT e s C 10
Address of regl| | 2 tiply m
Antipassback [ Yes NT:::I"I?:JU LR é% 0
Bithplace || - — g
Card epry da|_ | ot speched ﬁ!::olln SDK v.2 extention | ll:lncorrhgured
— = Biosmart. Mumber of face templates L 10
Commenceme|| | Mot specified : : ; —1 o
— = Biosmart. Mumber of fingerprints L 10
Dtciok tooutn =l ok sl Biosmart. Mumber of palm templates [0
Date of fiing ||_] Mot speciiied e E L =
Date of hiing:|__] Mot specified SulicL L
E-mail address|__| B —
Extemal ID "": Galaxy Dual [ ] Mo
Galaxy Dual Access [ ] Mo W
Save Cancel
A folder with user documents looks like this:
» ThisPC » Local Disk (C:) » InQOut »}{0a97922e-727e-ec11-84eb-000c29add29e} [v]
N =
Mame Date modified Type Size
@ passport.pdf 1/22/2024 5:08 PM Microsoft Edge P... T15 KB

+

Opening a folder with user documents is complete.

Configuring a quick opening of a folder with user documents or user file

To configure a quick opening of a folder with user documents or user file, do the following:
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1. Create the Event manager object on the basis of the Display object on the Interfaces tab of the System
settings dialog window (see Creating the Event Manager objects).

Architecturs Hardware Intefaces

= L Display 1[1]
i B Access Manager 1 [1]
i 1% Event manager 1[1]

2. Create the Operator reaction object on the basis of the Event manager object.

Architecturs Hardware Irtefaces

=L Display 1[1]
B B Access Manager 1 [1]

= I8 Event manager 1 [1]

& Operator reaction 1[1.1]
© Operator reaction 2 [1.2]
& Operator reaction 3 [1.3]

3. Goto the settings panel of the Operator reaction object.
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a. From the Action type drop-down list, select Shell command.

Operatar reaction 3 UEEREEY Sl command

sl L n0uty 029792 2e-7 27 e-ec11-34e6-

Event manager . Diabile

Ewent manager 1

Region Achon Qg

Undo

b. Inthe Shell command fieled, enter the path to the user's folder (see Pre-configuring a folder with
user documents).
If you want to open a file quickly, you must add the file name and its extension to the folder path:
« for network folder: \\path_to_network_folder\{person_guid}\file_name_with_extension, for
example, \\Jane\Shara\{dcf73f47-ed57-ec11-be7c-38d547783445}\passport.pdf
« forlocal folder: path_to_local_folder\{person_guid}\file_name_with_extension, for example,
D:\InOut\{dcf73f47-ed57-ec11-be7c-38d547783445}\passport.pdf
c. Inthe Action field, enter open.
d. Click the Apply button.
4. Create the Template of displaying object on the basis of the Event manager object (see Configuring
templates of displaying).

Working with the Access Manager software module- 152


https://docs.axxonsoft.com/confluence/spaces/acfaPSIM100en/pages/235452701/Configuring+templates+of+displaying

ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

Architecture Hardware Interfaces Programming

Wizard Template of displaying 2 E dit template

Event manager W Divable

s Manager 1[1] Ewent manager 1
nt manager 1[1]
Region

< Operator reaction 1[1.1]
< Operator reactic

© Operator reactic

@ Ruleofd

@ Template of

@ Templ

Apply Undo

5. On the settings panel of the Template of displaying object, click the Edit template button. The Template

editor window opens.
6. Inthe Template editor window, add the Button element (see Template Editor Utility Operation Guide).

£ Template editor = O et

Menu

L uon

o Note

You can create the required number of buttons.

7. Inthe Template editor window, click the button to open the settings window.
8. Inthe settings window, from the Action drop-down list, select the Operator reaction object created in step

3.
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% CommenSettings == O =

Action | Operator reaction 3~ |
Text Button
4 Border
Color Bl #rF707070
4 Filling
Angle of gradient 0
Color N21 LightGray
Color N22 B Gray
Fill type | Linear gradient 521 kel

9. Save the template before closing the window.
When an event is received, a template with a button is displayed. When you click the button, a folder or file
opens if its name and extension were specified in the path.

A Attention!

A folder with user documents or user file opens only for those events that contain the user ID. For other
events, a folder or file doesn't open.

Configuring a quick opening of a folder with user documents or user file is complete.
6.6.4 User search in the Access Manager software module

General information about user search
Searching for users is performed in one of the following ways in the Access Manager software module:

1. Bysurname.

By number.

By card.

By card (control reader).
By access level.

General search.

ouhswn
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Going to user search

You can go to user search in one of the following ways.

o Note

In addition to the method described below, you can also use the Search button on the user control panel
(see Viewing a list of users).

The first method:

1. Right-click the Departments tab.
2. Select the required search parameter in the Search function menu—see General information about user
search.

©2 Access Manager 1 = O et

By surname

epa -

Department 2 By number
T By card
Logistics department
Logistics department 2

Sales

By card (control reader)

By access level

General search

Mumber
Extemal I[
|sers

The second method:

1. Gotoviewing a list of users (see Viewing a list of users).
2. Right-click the free area in the users list or right-click the user.

o Note

You can also go to user search using the Ctrl+F keyboard shortcut—see Keyboard shortcuts for
working with interface elements. The Search in department tab opens, in which the search
condition by the department is specified.
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In the Search function menu, select the required method of search—see General information about user

search.

3 Access Manager 1

~ ™
- Departments @ Time zones n Access levels

Department 1
Department 2

IT

Logistics department
Logistics department 2
Sales

Department 1
Number i
External 1D
|sers 2

Type of departme| Main
Schedules Schedule 1
Access level Access level 1

*

- O
Q Regions and areas @ Worktime _
H User card .
(1231212
»  Delete
@ Change type » Access level
% Showlocation
[T Pnntaccess card
& Change department
a Appoint a charge Basic
“j Change location 0.
mm Lockuser
View v
il Sorting g Patromymic
=+ New 3
|Q Search » | By surname
By number
By card

By card (control reader)
By access level

General search

T
_-l-" |

As a result, a new search tab opens (1). The name of the tab depends on the selected method of search. The tab
contains the following interface elements:

1.
2.
3.

4,

List of search rules (2).
List of found users (3).
Parameters of the selected user (4).

€3 Access Manager 1

Without access cards [ ]

T
| | Equals ~|

IF
| | Equals

User code

Room code |

Card number |

O X

1
M
Q Departments @ Time zones n Access levels C\:’ Regions and areas @ Worktime Q Search by cards _

If you search by number, surname, card or access level, the corresponding rule will be specified in the list 2.

You can add search rules to the list if it's required (see Adding a search rule).
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5. If you search by card using a control reader, the Access card reading window opens:

o5 Access card reading 4

Start reading or select another control reader

a. From the Reader drop-down list, select the control reader.
b. Click the Start reading button.
c. Bringthe user's card to the selected reader.

Going to user search is complete.

Adding a search rule
When searching for objects in the Access Manager module, you can use the following logic operators:

1. Logic AND.
2. Logic OR.

Search rules are combined according to the following principle:
(Rulell OR Rulel2 OR... OR Rule 1N) AND
(Rule21 OR Rule22 OR...Rule 2M) AND

(Rule K1 OR Rule K2 OR... OR Rule KL)
Where N, M, K, L are arbitrary integers.

In the Access Manager window, the search rules combined by the OR operator are displayed in one string. The
search rules combined by the AND operator are displayed under each other.

Working with the Access Manager software module- 157



ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

L
L2 Access Manager 1

) (il = 3 @ : Q G | search
o Departments @Tlme Zones n Access levels )~ Regions and areas Waordime eneral sea

Mame Check case [ ] Sumame Check case [ ]

Contains ~ Invert [ ]||Cortains o Invert [

I
O
O

Vehicle LP Check case
| Contains £ Invert

Position Check case
| Contains ~ Invert

Search limit  @iEN

To add a search rule, do the following:

1. Goto the user search (see Going to user search).
2. Click the Add rule button to add the AND rule or the or button to add the OR rule.

n -
Departments @'ﬁme zones [ Access levels “‘.ﬁ Regions and areas @ Worktime O‘GEHEFEHEEFCh

-
[

Mame Check case []
| Contains | Invert []

Search limit  @lEH

The Select condition for search window opens.

Select condition for search >

B - Additional
B Commonly used

B Standard

a. The Additional group contains the criteria for filtering by additional user parameters.

b. The Commonly used group contains the commonly used criteria for filtering by user parameters, and
the Time in the region criterion that is used for searching the users by the time they were present or
absent in the selected region.

c. The Standard group contains the criteria for filtering by the standard user parameters.
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o Note

For the details on the user parameters description, see Specifying user parameters.

3. Select the search parameter by double-clicking its name.
The search rule by selected field is added. Configuring the search rules differs depending on the type of the
rule. The following types of search rules are available:
a. Textfield

MName Check caze [ ]
Contains 1+~ Invert [ ]

2 |

i. From the drop-down list (1), select the comparison method of a field value with the specified

search line.

Comparison method Description

Equals Search for all users for who the value of the selected
field is fully coincides with the specified search line

Contains Search for all users for who the value of the selected
field contains the specified search line

Starts with Search for all users for who the value of the selected
field starts with the specified search line

Ends with Search for all users for who the value of the selected

field ends with the specified search line

ii. Setthe Check case checkbox if you want the search to be case-sensitive.
iii. Setthe Invert checkbox if you want to apply the negation of the specified search rule. if you
set this checkbox, all users who don't meet the specified search condition will be found.
iv. Enter the search line in the field (2).
b. Access level.
Access level Invert [

“Always® 1+ 1Q

i. Setthe Invert checkbox if it's required to apply the negation of the specified search rule.

ii. Select value for search from the drop-down list (1) or click the @ button. Working with the
search window is described in Working with the Search access level window.
c. Temporary AL.

Temporany AL | 1/25/2024 12-:00:00 v3|
Active overinterval 1| | 1/26/202412:00:00 4|
*Ary access level® 2+~ &

i. Select the search criteria from the drop-down list (1):
1. Activation date—the start date of the temporary access level.
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N

Active on this day—the date between the start and end of the temporary access level.
3. Active over interval—the interval that falls entirely between the start and end of the
temporary access level. If the interval includes a day when the temporary access level
isn't valid, the search will have no results.

4. Active in this interval—the interval that falls at least partially between the start and
end of the temporary access level.

ii. Select the search criteria from the drop-down list (2). You can also click the @ button to

search for the required temporary access level. Working with the search window is described
in Working with the Search access level window.
iii. Usethe calendar to set the search date (3).

iv. If you select Active in this interval or Active over interval, set the end of the interval for the

search (4).
d. Access card:
lser code Without access cards [
Room code | | Equals o s
Card number | | Equals 2~

i. Setthe Without access card checkbox if user doesn't have an access card. As a result, other

fields of the User code condition become unavailable for editing.

ii. Inthe Room code field, enter the required room code.

iii. From the drop-down list (1), select the comparison method of a field value with the specified
search line similar to step 3ai.

iv. Inthe Card number field, enter the required number of the access card.

v. From the drop-down list (2), select the comparison method of a field value with the specified
search line similar to step 3ai.

e. Department

Department Invert []

Mot specified | o}

i. Setthe Invert checkbox if it's required to apply the negation of the specified search rule.

ii. Tosearch for required department, click the @ button. Working with the search window is
described in Working with the Search for department window.

o Note

You can search for department only if you performed user search by pressing the

Ctrl+F keys.
f. Timevalues:
Date of cardissue  ['1,25/2024 120000 2|
In range 1 || 1726/2024 20604 3

i. Select the comparison method of the specified value for search with a field value (1):

Comparison method Description
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Equals Search for all users for who the value of the selected
field is fully coincides with the specified date

Not equals Search for all users for who the value of the selected
field is not coincide with the specified date

Higher Search for all users for who the value of the selected
field is higher than the specified date

Lower Search for all users for who the value of the selected
field is lower than the specified date

In range Search for all users for who the value of the selected
field is in the specified range of dates

Out of range Search for all users for who the value of the selected
field is out of the specified range of dates

ii. Setthe date for search using the calendar (2). If you use the last two comparison methods
from the table, the selected value sets the start of search interval.
iii. If you use the last two comparison methods from the table, specify the end of search interval
(3).
g. Access point:
BinSmart Invert []

lgnore "Aways’ [ ]

BioSmart 1

i. Setthe Invert checkbox if it's required to apply the negation of the specified search rule.
ii. Setthe Ignore 'Always' checkbox to select users whose access level differs from Always.

iii. Clickthe @ button to select the search value. Working with the access point search window
is described in Working with the Search access level window.
h. Additional fields:

Galaxy Menu Level Invert [ ]

Value 1.0 -

i. Setthe Invert checkbox if it's required to apply the negation of the specified search rule.
ii. From the Value drop-down list, select the search value.

Adding a search rule is completed.
Starting user search
After you specify all required search rules (see Adding a search rule), click the “ button to start the

search (1).

Found users are displayed in the list.

Working with the Access Manager software module- 161



ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

©3 Access Manager 1 = O s
& = ) i @ i Q General search
i Departments @ Time zones n Access levels % Reqions and areas Worktime
Access level Invert [ | User card

(123)1212
“Always* i Q

Search limit  [glEy]

Worldime

Found users:2

Wesson Sam

Patronymic

Additional information

You can limit the number of users in the search result list. To change the limit, select the required maximum
number of users displayed from the Search limit drop-down list (2): 100 (default), 250, 500, 1000, 5000. If you
don't want to limit the number of users, select Do not limit.

The list of found users can be changed dynamically.

Example. You searched for a user by surname, and several users were found. If a surname of one of the found users
is changed so that it no longer matches the filter, the user is removed from the search results. The opposite is also
true: if a new user with a surname that matches the search rule appears, they are automatically added to the search
result list. In this case, the search result line displays the message about dynamic data change.

Search results were changed while asynchronous
elements update
Parameters of the user selected from the list are displayed in the right part of the Access Manager window.

To close the tab after search completion, right-click the tab name and select the Close tab (1) item in the function
menu.

€3 Access Manager 1 - O *
~  Department @T P Accesslevels | @ Regions and € woni QGenaaIse
artments ime zones cesslevels | ions and areas orktime 3
- P &y T ¥ Closetab 1]
Access level Invert [ | User card %, Rename 2
-
: N
“Aways® e}
Access level Type
—

Found users:2
Wesszon Sam

You can rename the search tab. To rename it, do the following:

1. Right-click the tab name and select Rename (2) from the menu.
2. The Rename window opens. In the Name field, enter a new name for the search tab.
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3. To apply the changes, click OK.

ey
22 Rename >

Mame General search 2

© nNote

The search tab with all search rules and a name is saved for the current user of Axxon PSIM even after you
restart the Access Manager module.

User search is complete.

6.6.5 Deleting a user in the Access Manager software module
To delete a user, do the following:

1. Gotoviewing a list of users (see Viewing a list of users).
2. Right-click the user you want to delete.

© nNote

You can also select several users by selecting them with the mouse or by using keyboard shortcuts
(see Keyboard shortcuts for working with object lists).

3. Inthe function menu, select Delete or use the Ctrl+Del and Ctrl+Backspace keyboard
shortcuts (see Keyboard shortcuts for working with object lists).
€} Access Manager 1 - O X

"~ M
an Departments @'ﬂmezones n Access levels k? Regions and areas @ Work‘lime_

-+ 8 Department 1
Department 2
IT
Logistics department
Logistics department 2
Sales

| User card
(1231212

Delete

Change type 3

Show location

Print access card

& Change department

a Appoint a charge

¢ Change location

mm Lockuser

B View »
Number 21 Sorting »
Extemnal 1D 4+ New »
Users
A T T T ¥ Q, Ssearch »

© nNote

Rights for deleting a user can be limited when you configure the Access Manager module. In this
case, the message about the lack of corresponding rights is displayed. See also Configuring the
rights to manage objects in Access Manager.
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4. The confirmation message is displayed. To confirm the deletion of the selected user, click the OK button. To
cancel the action, click the Cancel button.

System warning >

o Are you sure you want to delete the selected objedt?

| oK | Cancel

Deleting a user is complete.

6.6.6 Printing a user access card in the Access Manager software module

A\ Attention!

To ensure the correct printing of the user access cards, set the Windows screen scale to the default value
(see Change the size of text in Windows 10).

You can print user access cards in the Access Manager software module.
To print a user access card, do the following:

1. Gotoviewing a list of users (see Viewing a list of users).
2. Right-click the name of the required user.

© nNote

You can also select several users by selecting them with the mouse or by using keyboard shortcuts
(see Keyboard shortcuts for working with object lists).

3. Select the Print access card item in the function menu.
€3 Access Manager 1 = O X

-~ m
- Departments @Time Z0nes n Access levels MD Regions and areas @ Wor‘rctime_

Department 1
Department 2

IT

Logistics department
Logistics department 2
Sales

M Delete
@“ Change type

7 Show location

Print access card

‘® Change department

i?i Appoint a charge

:] Change location

mm Lockuser

B View 4
Number 2] Sorting 3
Extermnal ID 4+ New N
Users 2
et il o i VI b Q Search 3
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4. The Access cards Print manager window opens.

“% Access cards Print manager = O x
Fax 1 |.. 2
3
4
0 ~
Full Mame Status
Hill Rick Pending
McDonald Fon
2
B Forced duplex ‘@ Prirt Al | ‘@ Prirt thiz one

From the Printer drop-down list (1), select the printer that is used for printing.

Click the (2) button if it is necessary to change the print settings for the selected printer.

Click the (3) button to select the front template of the access card.

For duplex printing, click the (4) button to select the back template.

If your printer supports duplex printing but doesn't allow you to set it up at step 5, set the Forced duplex
checkbox.

© nNote

You can create templates using the Template Editor utility—see the Template Editor Utility
Operation Guide.

To create a template file that can be uploaded to Access Manager, you must manually run the
EditorWpf.exe utility from the Modules folder in the Axxon PSIM installation directory.

If the template has a barcode that isn't displayed in the preview window, make sure that you
selected the correct format of a code—see Barcode object properties.

© ® N w

10. From the Rotate by drop-down list, select the rotation angle to rotate the template on the printed list by 0,
90, 180, or 270 degrees.

© nNote

You can change the rotation angle in the Windows OS registry using the RotateAngle registry key
(see Registry keys reference guide for more details on the key and Working with Windows 0S
registry for details on how to operate the registry).
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11. Thelist (5) displays all users for whom the access cards will be printed, as well as information on the status
of printing.

12. To preview the access card template, double-click the required user. The Print Preview window opens.

13. To print access cards for all users, click Print All. The Access Manager module automatically creates a print
queue and sends access cards to the selected printer.

14. To print an access card for only one user, select the required user from the list (5) and click the Print this
one button. The Access Manager module automatically creates a print queue and sends the card to the
selected printer.

© nNote

If a template is sent for printing, the Access Manager module generates the "Print access card"
event. A user's full name, their ID, the name of the computer from which the access card was
printed, and the person who initiated printing (operator working with the Access Manager module)
are specified in the event parameters.

You can print templates from several printers at the same time using a script described in Appendix
7. Script for printing templates.

Printing a user access card is complete.

6.6.7 Appointing a user in charge of a region
You can appoint a user in charge of a region in the Access Manager software module.
To appoint a charge, do the following:

1. Gotoviewing a list of users (see Viewing a list of users).
2. Right-click the name of the required user and select the Appoint a charge item in the function menu.

o Note

You can also select several users: for example, by selecting them with the mouse or by
using keyboard shortcuts (see Keyboard shortcuts for working with interface elements).

2 Access Manager 1 - O *

- ) :
o Departments @ Time zones n Access levels \‘:J Regions and areas @ Work‘time_

= I User card
ﬁ_rparlm:-ﬂt z (123) 22372
Logistics department X Delete
Logistics department 2 @ Change type
Sales % Show location
Print access card atment 1(1)
‘# Change department a €@ Workime
|a Appoint a charge
:1_ Change location
(o e McDanald
- Ron
View
Department 1 z .
Number il Sniting Hobby-IT
Extemnal 1D + New [ 1]
Users 2 Q Search » Yes
Type of departmer| Main 5 I- W
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3. Inthe Region searching window, select the required region.
£} Region searching x

D |
Arry a |

s point/Type E
= Areal
Working zone
Street
Region 2.3
Inside
Outside

4. If necessary, specify the name of the required region in the Name field.
5. If necessary, enter the identifier of the required region in the ID field.
6. If necessary, specify a list of access points that must be included in the required region, as follows:

|
a. Click the @l button. The Search access point window opens. For more information on searching an
access point, see Working with the Search access level window.

a Search access point >
Search parameters
Type All types of access points
Area
Region
Exit region
Entry region
Mame
D
B BioSmart
BioSmart 1 (1)
= DCR-PV control reader
DCR-PV control reader 1.1(1.7)
DCR-PV control reader 1.2 (1.2)
DCR-PV control reader 1.3 (1.3)
= Hikvision Control Reader K1F100
Hikevision Control Reader K1F10001 (1)

Hikvision Control Reader K1F100 2 ()
Hikvision Control Reader K1F100 3 (3)

As a result, a list of search results that meets the specified search parameters is displayed (2).
b. Double-click the necessary access point.
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o Note

To clear the list of access points, click the ! X button.

Region search results will be displayed in the list (1) of the Region searching window. The search is
case-insensitive.

7. Double-click the necessary region. As a result, you go to editing the region properties (see Creating and
editing regions).

o Note

The user that is currently being appointed in charge is highlighted in bold.

= Edit region properties x

In charge

Full Name

McDonald Ron

Comment

8. Click Save to appoint the selected user in charge of the region.

The user who is in charge of the region has the Charge tab (1). On this tab, a list of regions of which the
corresponding user is in charge is displayed (2).
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3 Access Manager 1 e | *

- [
- Departments @ Time zones n Access levels Q Regions and areas @ Worktime_

Department 1
Department 2

IT

Logistics department
Logistics department 2 Hill Rick

User card
(123) 22222

Access level

rtment

Basic Additional @ Worktime i?i. Charge
Region ID
McDonald Ron o 2l
2

Appointing a user in charge of the region is now complete.
6.7 Working with emergency monitoring

6.7.1 General information about emergency monitoring

Emergency monitoring is performed on the Regions and areas tab of the Access Manager window.

€3 Access Manager 1 — E >

L]
[=Y

™ 3
Departments @'ﬂme 20MEs n Arcess levels Q Regions and areas

Area 1
¥ Region 1.1 R .}
— Region 1.2 24 27963

User card

Access level
a Access level 1

Sumame

Additional infor
Address of regi
Artipassback | Yes
Birth place
Card expiry dat| Not specified

1D 1.2. Total in the region: 1

User Crigin Where to Actual time
Smith ? Region 1.2 1/22/2024 11:03:45 PM
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The emergency monitoring includes the following features:

1. Switch over from access-related events in the Event Viewer window to the user profile in the Access Manager
window (see Viewing user profile from an access event in the Event Viewer).

2. Find out the region where the user is currently located (see Finding out the region where the user is located).

3. View the list of users in the specified region (see Viewing the list of users in the region).

4. Switch over to the specified region on the Axxon PSIM Map (see Viewing region on the map).

When you switch between interfaces (for example, from the Map to the Access Manager, or from the Event Viewer to
the Access Manager, and back), an interface object created on the basis of the same Display object as the source
interface is selected for transition.

Configuration of the Map, Event Viewer, Display, Area, Region objects is described in the Axxon PSIM software.
Administrator's Guide. Operation of these interface objects is described in the Axxon PSIM software. Operator's Guide.
The most recent versions of these documents are available in the AxxonSoft documentation repository.

You can also create, edit, and delete the Area and Region objects in the Access Manager window (see Creating,
editing and deleting Area and Region objects).

6.7.2 Displaying card number for access events in the Event viewer

Facility code and user card number with which an access event is associated are displayed in the Card column of
the Event viewer window.

© note

You can disable the display of this column when configuring the Event viewer object (see Event viewer

parameters).
Event viewer 1[~1] ]
1
() Showditers
Source Event Region Add. info | Card Date and time
1.0.0.Door ZK... Access out The door opens nomally after punch (Smith ) (24) 27963 1/22/2024 11:05:29 PM

6.7.3 Viewing user profile by access events in the Event viewer

Going to the user profile in the Access Manager from the Event viewer is possible for the Access in (ACCESS_IN) and
Access out (ACCESS_OUT1) events.

To view a user profile in the Access Manager, right-click the corresponding event in the Event viewer window and
select the Show in Access Manager item.

Event viewer 1[~1]

|
() Showfikers

Source Evert Region Add. info Card Date and time

1.0.0.Dc0r ZK... Access out The door opens nomally ¥ (24) 27963 1/22/2024 11:05:29 FM
Show in Access Manager

The Departments tab opens in the Access Manager window. A department to which the user belongs is selected in
the department hierarchy, and the user is selected in the user list.
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3 Access Manager 1 = O x

-~ N 2 <
oot e B e @ eomaece [

Area

User card
(24) 27963

Access level Type
& Accesslevel 1 Own

Sumame

Addtional infor|
Address of regi
Antipassback |Yes
Birth place
Card expiry dat| Mot specified

1D 1.2. Total in the region: 1

User Origin Where to Actual time
Smith ? Region 1.2 1/22/2024 11:03:45 PM

o Note

You can also find out the user's current location (see Finding out the region where the user is located).

6.7.4 Finding out the region where the user is located
To find out the user's current location, do the following:

1. Find the user on the Departments tab manually or search for the user (see User search in the Access
Manager software module).
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2. Right-click the user and select the Show location item.

©3 Access Manager 1 B O X
~ ) :
T o Brmee B s, § voei [
oo User card
(24) 27963
X Delete
2 Show location |
B Access level Type
[ Print access card ﬁ 5 s &
cess lew wn
2. Show in department

a Appoint a charge

mm Lockuser

View 3
4l Sorting »

Additional infor
Address of reg

Antipassback | Yes
Birth place
Card expiry da| Mot specified
0=
3. The Regions and areas tab opens. The region where the user is currently located is selected in the regions

and areas hierarchy. The user is selected in the list of persons located in this region.
€3 Access Manager 1 o ] %

1D 1.2. Total in the region: 1

-~ mn 2 2
- Departments l(::'D'I“ln'lezones n Access levels Q Regions and areas

Access level
a Access level 1

Basic Additional

Smith

Additional infor|
Address of regi
Antipazsback | Yes
Birth place
Card expiry dat| Mot specified

ID 1.2. Total in the region: 1

User Crigin Where to Actual time
Smith ? Region 1.2 1/22/2024 11:03:45 PM

If the user location is undefined, the corresponding message is displayed.
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Reogions and areas

IOI User Foreman Susan location is undefined at the moment

Finding out the user's current location is complete.

6.7.5 Viewing the list of users in the region

You can view users in the region in one of the following ways:

1. From the ACFA PSIM Map, if the region is added to the Map. For that, right-click the region and select
the Show in AC department item.

Wiorking area[1.1]

|‘) -
o Working area[1.1]

Arm

Control objects
Disarm
Classify alarm

Shiowe in AC departrment

2. Select the region manually in the Regions and areas tab of the Access Manager window.
As a result, the list of users in the selected region is displayed. The information panelin the lower part of the regions

and areas hierarchy displays the identifier of the selected region or area and the number of users that are currently
located in this region or area.
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3 Access Manager 1 = O x
[} m 5
T ]
B Aweal User card
## Region 1.1
| Region 1.2 e4 2798
Access level Type
& Access level 1 Own

1000 PU
Basic Additional

Smith

Addtional infor|
Address of regi
Antipassback |Yes
Birth place
Card expiry dat| Mot specified

1D 1.2. Total in the region: 1

User Origin Where to Actual time
Smith ? Region 1.2 1/22/2024 11:03:45 PM

In the lower part of the Regions and areas tab, there is a log of access of all users registered in the system. The list
of users in the region is displayed on a real-time basis, while the access of users between regions is displayed in the
log.

o Note.

This data on access is given for information only, it is not recorded to a separate database.

To view the user who accessed in the current region, on the Regions and areas tab, right-click the required event
and select the Show location item. To view the user in the department on the Departments tab, select the Show in
department item.

User Crigin Where to Actual time

m’—I_— Region 1.2 4.11:03:45 P

: Show location

-2 Show in department

On the Regions and areas tab, the same actions with a user as in the Departments tab are available (see Working
with users in the Access Manager software module).

To view the user profile on the Departments tab, select the Show in department item in the user function menu.
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©3 Access Manager 1 = ] ®

-~

fa) & .
Regions and areas
- Departments @ Time zones n Access levels \ eqi

=

User card
(24) 27963

Delete

Show location

Access level
ﬂ Accesslevel 1T Own

Print access card

)i o X

Show in department

a Appoint a charge
:I-__ Change location
mm lockuser
View 12
il Sorting 3
+  MNew 3
Q, Search »
Additional infor
Address of reg
Antipassback |Yes
Birth place
Card expiry dai| Mot specified
1D 1.2. Total in the region: 1
—_—
User Crigin Where to Actual time
Smith ? Region 1.2 1/22/2024 11:03:45 PM

6.7.6 Viewing region on the map

To view a region on the map, right-click the corresponding object in the hierarchy and select the Show on map item
in the menu.
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€3 Access Manager 1

— Od X
L O g ¢ = I
ey [ 1] .

User card

(24) 27963

Access level Type
ﬂ Access level 1 Own

Sumame

Patronymic

Additional infor
Address of reg
Artipassback | Yes
Birth place
Card expiry dal| Mot specified

1D 1.2. Total in the region: 1

User Origin Where ta Actual time
Smith ? Region 1.2 1/22/2024 11:03:4

As a result, the region is selected in the map window, and the region icon blinks several times.

Waorking area[1.1]

Ff.

6.7.7 Creating, editing and deleting Area and Region objects
° Note.

Creating, editing and deleting areas and regions can be done without using the Access Manager with the
tools of the base Axxon PSIM software. See Axxon PSIM software. Administrator's Guide. The most recent
version of this document is available in the AxxonSoft documentation repository

Creating areas

To create an area, do the following:
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1. Go tothe Regions and areas tab.

L]
L4 Access Manager 1

", ] @T £3 Ao level " Regions and areas @Wd{t'
a epartments ime zones n cess levels e &g orktime

~ Area 1

| Nea 2
i Inside
 Outside
 Region 2.3
i Street
¥ Working zone

“ Inside
Outside

- Create an area

Q Search for region

2. Right-click in the regions tree in the area free from any objects.
3. Inthe menu, select the Create an area item.
4. The Edit area properties window opens.

w Edit area properties X

5. Inthe Name field, enter the name of the area.

o Note

Name must be unique. If an area with this name has already been created in the system, then when
saving, a corresponding message is displayed and the area isn't saved. Also, the name must not
contain the following characters: <|>.

6. Click the Save button.

The area is created.
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Creating and editing regions
To create or edit a region, do the following:

1. Go tothe Regions and areas tab.

]
L5 Access Manager 1

™

@ Regions and areas @ Worktime

™
- Departments @ Time zones n Access levels

FEEE| - Create a region

Fi‘i OE0 W Delete
B Out

B% Show onmap

fWorking zone

W Inside
= Outside

|0 1. Total in the area: 0

2. Right-click the area on the basis of which you want to create a region.

3. Inthe menu, select the Create a region item.

o Note

To edit an existing region, double-click the corresponding region.
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The Edit region properties window opens.

= Edit region properties >

Nare

In charge

Full Mame

McDonald Ron

Comment

4. Inthe Name field, enter the region name.

o Note

Name must be unique. If a region with this name has already been created in the system, then
when saving, a corresponding message is displayed and the region isn't saved. Also, the name must
not contain the following characters: <| >.

5. Inthe In charge area, a list of users who are in charge of this region is displayed (see Appointing a userin
charge of a region).
To remove a user from the In charge list, right-click the user and click the Delete button.

Full Mame 1]

McDonalda 4

o Note

You can select several users.

6. If necessary, in the Comment field, enter the region description.
7. Click the Save button.

Editing areas and regions
To edit an area or region, double-click it.

The Edit area properties/Edit region properties window opens. For the information on working with this window,
see Creating areas or Creating and editing regions.
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Deleting areas and regions

To delete an area or region, do the following:

1. Right-clickit.
€3 Access Manager 1 S O *
- [a) - )
e e R

User card

¥ Inside
B Qutside

B8 Region 2.3
[ Street

@ Working zone
Inside
Ouit side;

Access level

i?i Charge G Worktime
|x Delete Region ID
8%  Showoenmap

-+ Create a region

2. Select the Delete menu item.
3. Inthe System warning window, click the OK button to delete an Area or Region. Click the Cancel button to
cancel the operation.

Systern warning =

0 Are you sure you want to delete the area/region?

ok | Cancel

0 Note

When you delete an area, all the child regions in it are deleted as well.

Deleting an area or region is complete.

6.7.8 Changing the current location of a user

In ACFA PSIM, you can move a user to a different region manually if their location differs from what the system
shows. To do this, do the following:

1. Gotothe Regions and areas tab of the Access Manager interface window.
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2. Right-click the user whose current location you want to change, and in the function menu, select Change
location.

{3 Access Manager 1 o O et
; Departments @ Time zones & Access levels ":} Regions and areas @ Waorldime -
I Lger card
(13 ARGT
»  Delete
@ Change type 3
% Show location
[7  Print access card
“# Change department
;2. Show in department
a Appoint a charge
| Changelocation
mm lockuser
View b
ID 2.1. Tatal in the region: 1 2 Sorting .
ser Crigin Where to Actual time

3. Inthe Search access point window, double-click the required point in the object tree or use the search to
select the point through which the access will be emulated (see Working with the Search access level
window). If only one access point is available, the selection window doesn't open.
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a Search access point e

Search parameters

Region

Exit region
Entry region
MName

0]

= BioSmart 4
BioSmart 4 1(1.7)
BioSmart 4 2(1.2)
= BioSmart CQuasar
BioSmart Guasar 11(1.1)
= MomphofAccess SIGMA Lite
Momphofccess SIGMA Lite
Momphofccess SIGMA Lite
= Virdi Temminal
Virdi Teminal 14(1.7)
Virdi Terminal 2 (1.2)

4. Confirm the change of user location by clicking OK in the Location change routine window.

Location change routine >

For user 'Smith Patrick’ [ID: 1) will be emulated access by
access point Virdi Terminal 2' (ID: 1.2).
It will be an "entry’ with moving to "Street’,

Continue?

[ ok || cancal

As a result, the current location of a user changes, and an entry about this event is displayed in the access
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log.
[} Windows 10 %64 (psim)

3 Access Manager 1 B O >

; Departments (B Time zones a Access levels (:J Regions and areas @ Wur‘r{time-

@ Region 2.3 Smith Patrick
| Street
: i Working zone sl
- Inside Smith Pat
= oy tside Departme;
e of departm

Sumame Smith
ID 2.2. Total in the region: 1 H Patrick

|ser Qrigin Actual time
Smith Patrick Warking zone 3192024 10:42:21 AM

Changing the current location of a user is complete.
6.8 Working with the Time and Attendance subsystem

6.8.1 The Worktime tab of the Access Manager interface window
The main elements of the Worktime tab

The Worktime tab of the Access Manager interface window consists of three interactive parts. When you switch
between the menu items (1), the contents of the information field (2) and the properties panel (3) changes.
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07 Access Manager 1 B O >
~ m =, .
- Departments @ Time zones n Access levels ) Regions and areas @ Worktime _
Mame D Description Sliding  Working time Work peried 1 {ID 1) "(.—
@Wnrk pefod1 1 Main work period Mo

@Wnrk ——r Mo H Begin time End time Mext day  Lunch
@wnﬂ( period 3 3 Season Ma 1 8:00:00 AM  6:00:00 AM Mo Mo
12:00:00 PM  1:00:00 AM Mo fes
2

1
Wark period 1

Description Main waork period

Sliding Mo

Intervals count 2

'@ Periods ﬂ Schemes _.'@ Schedules 44| Holidays :W1

The navigation bar (1) is located in the lower left part of the window and used to switch between the menu items of
the Time and Attendance subsystem.

The information field (2) is located in the central left part of the window and displays information on the objects
existing in the system of the Time and Attendance subsystem.

The properties panel (3) is located in the right part of the window. It displays the parameters of the objects from the
area (2).

The Periods menu of the Worktime tab

To go to the Periods menu, select it on the navigation bar at the bottom of the Worktime tab of the Access
Manager interface window.
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£ Access Manager 1 22 O oy

- [ - .
o Departments @ Time zones n Access levels a':' Regions and areas @ Worktime _

Name D Description Sliding  Working time Work period 1 (ID 1)
CiWork pefiod 1 1 Main work period Mo o ]
@ka — No H# Begin time Endtime  Mesxtday Lunch
@Work period 3 3 Season Ma 1 8:00:00 AM  6:00:00 AM Mo Mo
12:00:00 PM  1:00:00 AM Mo Yes
1
Work period 1
Description Main waork period
Sliding Mo
Intervals court 2
< >

|§5§ Periods ﬂ Schemes r@ Schedules  “q4| Holidays ;z Documents

The main elements of the Periods menu are described in The main elements of the Worktime tab.

When you right-click a work period, the context menu appears, which includes the following actions:

- ™
| o Departments @ Time zones n Access levels

Mame 0 Description Sliding  Workin

£ Work period 1 1

) Work period 2 ] X Delete 1

€D Work period 3 : — 5
2] Sorting b 2
+ New 3

1. Delete (1)—delete work period (see Work periods).

2. View and Sorting (2)—these actions with interface elements, common to the whole Access Manager module,
are described in General operations with the Access Manager interface elements.

3. New (3)—create a new work period (see Work periods).

The Schemes menu of the Worktime tab

To go to the Schemes menu, select it on the navigation bar at the bottom of the Worktime tab of the Access
Manager interface window.
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3 Access Manager 1 e O >
~ ™ = .
| an Departtments C"} Time zones n Access levels h Regions and areas @ Worktime _
Mame n] Description Schemetype  Start date Work scheme 2 {ID 2)
j Work scheme 1 1 Main work schema Weekly 4/26/2023

Scheme day  Mame ‘Work period
1 Scheme day #1  Work period 2

2 Scheme day #2  Work period 2
Scheme day #3  Work period 3

ﬂ Work scheme 2 2 Sliding

Description

Days in scheme 3
Start date 4/
Current day 3
Scheme type S

@ Periods ﬂ Schemes "’f@ Schedules ﬁ Halidays '_:ﬁ Documents

The main elements of the Schemes menu are described in The main elements of the Worktime tab.

When you right-click a work scheme, the context menu appears, which includes the following actions:

Ty
£3 Access Manager 1

™ ™ \ .
o Departments C") Time zones n Access levels % Region:

Mame ID  Description Schemetype  Start date
:3 Work scheme 1 1 Main worlk... Weelkly 472672023

n Wao Dl i 1 Sliding 4/26/2023
View 3
c 2
2] Sorting b
+  MNew 3

1. Delete (1)—delete work scheme (see Work schemes).

2. View and Sorting (2)—these actions with interface elements, common to the whole Access Manager module,
are described in General operations with the Access Manager interface elements.

3. New (3)—create a new work scheme (see Work schemes).

The Schedules menu of the Worktime tab

To go to the Schedules menu, select it on the navigation bar at the bottom of the Worktime tab of the Access
Manager interface window.
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3 Access Manager 1 == O =

- fa) - .
o Departments @ Time zones n Access levels "‘.,} Regiong and areas @ Worktime _

MName ID Work scheme  Holidays  Day border Schedule 1 {ID 1)

‘ Schedule 1 1 Work scheme 1 Mo 12:00:00 AM D

1
Schedule 1
Work scheme Work scheme 1
Holidays Mo

Day border 12:00:00 AM

@ Periods ﬁ Schemes "@ Schedules ﬁ Holidays :ﬁ Documents

The main elements of the Schedules menu are described in The main elements of the Worktime tab.

When you right-click a work schedule, the context menu appears, which includes the following actions:

3 Access Manager 1

™ m "
o Departments @ Time zones n Access levels <

Mame I Work scheme  Holidays  Day border

. Na‘-fiate chme . 1 T 12:00:00 .
)( [elete 2

View g

il  Sorting " 3

+ Mew 4

1. Navigate to Scheme (1)—go to the work scheme that is the basis of this schedule.

Delete (2)—delete work schedule (see Work schedules).

3. View and Sorting (3)—these actions with interface elements, common to the whole Access Manager module,
are described in General operations with the Access Manager interface elements.

4. New (4)—create a new work schedule (see Work schedules).

N
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The Holidays menu of the Worktime tab

To go to the Holidays menu, select it on the navigation bar at the bottom of the Worktime tab of the Access
Manager interface window.

3 Access Manager 1 - | *
-~ m = )
an Departments @ Time zones n Access levels h Regions and areas @ Warktime _
Mame n] Date Day type Reduction of working hours Dy of week
= Tuesday, April 25, 2023 2 Tuesday, April 25, 2023 Holiday 08:00:.00 Tuesday
‘ Wednesday, April 26, 2023 Wednesday, April 26, 2023 Pre-holiday 01:00:00 Wednesday

@ Periods ﬂ Schemes % Schedules 44| Holidays '_z Documents

The window of the Holidays menu consists of a navigation bar and an information field. For details, see The main
elements of the Worktime tab.

When you right-click a holiday, the context menu appears, which includes the following actions:

L]
£ Access Manager 1

-~ ™ .
an Departments @ Time zones n Access levels %

Mame ] Date
% Tuesday, April 25,2023 2 Tuesday, Aprl 25, 2023

Wednesday,

Mew

1. Delete (1)—delete holiday (see Holidays).

2. View and Sorting (2)—these actions with interface elements, common to the whole Access Manager module,
are described in General operations with the Access Manager interface elements.

3. New (3)—create a new holiday (see Holidays).
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The Documents menu of the Worktime tab

To go to the Documents menu, select it on the navigation bar at the bottom of the Worktime tab of the Access
Manager interface window.

£3 Access Manager 1 = O >

L pe——p—r T
an epatments ime zones n cess levels egions and areas

MName I Documerttype  Digital code Code Being late (ID 2) H
ﬂ. Being late 2 Exculpatory

";'l. Factary visit 1 Exculpatony 13 ED

&) Holiday work 3 Overtime 7 oD

'|_£il Weekend wark 4 Oyertime 3 oo £

Being late
Document type Exculpatory
Code ED

Digital code 12
Append to working time | No
Description Asking for adding 3 hours to my v

(D Peiots ™| Schemes Ty Scheduies 4] Holdays m
r 14 Y4

The main elements of the Documents menu are described in The main elements of the Worktime tab.

When you right-click a document, the context menu appears, which includes the following actions:

£ Access Manager 1

- ™
o Departments @ Time zones n Access levels

Mame ID Document ... Digtal code Code
7l Being lat 2 Exculpatory 12 ED

1. Delete (1)—delete document (see Documents).
2. View and Sorting (2)—these actions with interface elements, common to the whole Access Manager module,
are described in General operations with the Access Manager interface elements.
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6.8.2 Work periods

On the page:

+ Creating work periods
« Examples of work
periods
« Editing work periods
+ Deleting work intervals
and periods
+ Deleting work
intervals
+ Deleting work
periods

To work with the Time and Attendance subsystem, you need to create and configure work periods.

Creating work periods

1. Go to the Worktime tab (1) of the Access Manager interface window (For more information about
connecting the Worktime subsystem, see Configuring the Worktime subsystem).

€3 Access Manager 1 — O *

-~ M o .
i Departments @Time zones n Access levels "'.‘} Reqions and areas @ Worktime _

Name ID Descrption Sliding Working time

Begin time End time

B View 3
2] Sorting »
+ New3

Q Quick search

2@ Periods fl Schemes fé Schedules ﬁ Holidays :ﬂ Documents

2. Go to the Periods menu (2).
3. Right-click the empty space on the left side of the window to open the context menu.
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4. Inthe context menu, select New (3). The Schedule settings form will open.
€D Period settings ey

E Work period 1 1
Description Main work period 2
Working time (sliding}) 3

5. Inthe Name field (1), enter the name of the work period.
6. Inthe Description field (2), enter the description of the work period.
7. Setthe Working time (sliding) checkbox (3), if sliding work schedule is used.

© nNote

Sliding schedule implies unregulated time of an employee at the workplace, but in a certain time
interval of the work shift.

8. Inthe Working time (sliding) field (4), enter the employee sliding working time in the HH:MM:SS format.
9. To add work intervals, right-click an empty space in the central part of the form and select Add (5) in the
context menu.
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10. Enterthe interval settings:
€D Period settings X

MName Work period 1

sny- Ny sy |

Working time (sliding}) 000000 (=

H Beaqin End Mext day Lunch

3.00.00AM | 6:00:00 PM

Imterval settings

E:Egirl 1I||||||||||||||||||||||I
Er"j 3I||||||||III|||||||||||I

B W Cossing M Lunch B

a. Inthe Begin field (1), enter the start time of the work interval in the HH:MM:SS format, or select it
with the slider (2).
b. Inthe End field (3), enter the end time of the work interval in the HH:MM:SS format, or select it with

the slider (4).
c. Setthe Crossing checkbox (5), if the start of the work interval is on the current day and the end is the
next day. If the start time of the work interval is longer than the end time, the Crossing checkbox will

be set automatically.

d. Setthe Lunch checkbox (6), so that the employee’s presence at work isn’t taken into account when
calculating the work period. If the checkbox isn’t set, the employee’s presence is included in the
calculation. To add a lunch break, you need to create a second work interval in which the Lunch
checkbox will be set (see Examples of work periods).

A\ Attention!

To create correct Time and Attendance reports, it is necessary that only one work interval
with the clear Lunch checkbox is set (see Working with Time and Attendance reports).

e. Click the Save button (7) to save the changes. Click the Cancel button (8) to cancel the changes.

Creating a work period is complete. The created work period will appear in the information field and in the
properties panel of the Periods menu on the Worktime tab of the Access Manager interface window.
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> Access Manager 1 - O s

e[ pemp pe——p——r T |
‘ Epartm 5 ime Zones n CESS Ievels H“ E2Qions and areas

MName D Dezcription Slidng  Working time Work peried 1 (ID 1)

£ Work period 1 1 Main work period Mo

#

Begin time End time
£:00:00 AM  &:00:00 AM

Nest day  Lunch
No Na

1

Work period 1
Description Main work period
Sliding No

Intervals count 1

@ Periods [ﬂ Schemes % Schedules i’é‘] Holidays ':ﬂ Documents

Examples of work periods

1. Daytime work schedule with a lunch break.
Work period 1 (ID 1)

# Begin time End time Mext day  Lunch

1 8:00:00 AM  6:00:00 PM Mo Mo
2 12:00:00 PM  1:00:00 PM Mo Yes

2. Work period that crosses midnight.
Work peried 2 (ID 2)

# Beqin time End time Mext day  Lunch
1 8:00:00 PM  3:00:00 AM  Crossing Mo

Editing work periods

To edit a work period saved in the system, go to the Periods menu on the Worktime tab of the Access Manager
interface window and use one of three methods:
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3 Access Manager 1 = O b4

-~ M — .
R 0 - I

Name D Description Sliding  Working time Work peried 2 (ID 2)

@Woﬁc perfiod 1 1 Main work period Ma
£ Work period 2 2

Begin time End time Next day  Lunch
30000AM 2:00:00AM Crossing No 3

@Work period 3 3 Season

MNumber 2
Work period 2

Description
Sliding No
Intervals count 1

@ Periods ﬁ Schemes % Schedules d.ﬁlj Holidays '_Z Documents

 ————

1. Intheinformation field, double-click the period you want to change (1).

2. Select the period you want to change, and on the properties panel, click the @ button (2).
3. Double-click the selected period on the properties panel (3).

As a result, the window for editing work period will open.

Deleting work intervals and periods

Deleting work intervals

To delete a work interval saved in the system, do the following:
€D Period settings >

Name Work period 1

WOy M | &

Working time (gliding) C0:00:00 =

Go to the Periods menu on the Worktime tab of the Access Manager interface window.
Open the Schedule settings form.

Right-click the work interval you want to delete to open the context menu.

Select Delete in the context menu.

bl o A

The work interval is deleted.

Deleting work periods

To delete a work period saved in the system, do the following:
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1. Go to the Periods menu on the Worktime tab of the Access Manager interface window.

£2 Access Manager 1

-~ ™
‘ e Departments @ Time zones n Access levels

Mame I Descrption  Sliding  Working time

2. Right-click the work period you want to delete to open the context menu.
3. Select Delete in the context menu.
4. Click the OK button in the system warning message.

System warning ey

o Are you sure you want to delete the selected object?

Cancel

The work period is deleted.

6.8.3 Work schemes

On the page:

+ Creating work schemes
+ Editing work schemes
+ Deleting work scheme

To work with the Time and Attendance subsystem, you need to create and configure work schemes.
Creating work schemes

1. Go to the Worktime tab (1) of the Access Manager interface window (For more information about
connecting the Worktime subsystem, see Configuring the Worktime subsystem).
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3 Access Manager 1

2o G B e § i O ﬂ—

Name Description Schemetype  Start date
Scheme day Work period
Yiew 3
2l Sorting 3
[+ New 3]
Q Quick search
2

@ Periods ﬂ Sechemes T@ Schedules @ Holidays '_j Documents

2. Go tothe Schemes menu (2).
3. Right-click the empty space on the left side of the window to open the context menu.
4. Inthe context menu, select New (3). The Scheme settings form will open.

| Scheme settings X

Nare
Scheme type Churation
Start date 5

H  Mame Work period

1 Monday | Workperiod |

2 Tuesday Work period 1

3 Wednesday Work period 1 6
4 Thursday Waork period 1

5  Friday Work period 1

&  Saturday “Mot set”

7 Sunday *Mot set®

Scheme day settings
Waork period Work period 1

Description

5. Inthe Name field (1), enter the name of the scheme.
6. Inthe Description field (2), enter the description of the scheme.
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7. From the Scheme type drop-down list (3), select the type of a scheme you want to use. The scheme type
determines the duration of the scheme in days (4). There are three types of scheme available:
a. Weekly—the duration of the scheme is seven days.
b. Sliding—the duration of the scheme is set manually.
c. Monthly—the duration of the scheme is 31 days.
8. Ifyou selected the Sliding scheme type, in the Duration field (4), enter the duration of the scheme in days.

9. Inthe Start date field (5), set the start date of the work scheme by clicking the ™ button and opening a
calendar, or enter the start date manually in the DD.MM.YYYY format.

10. Set the parameters for each day of the work scheme:
a. Foreach scheme day in table (6) assign a work period by selecting it from the Work period drop-

down list (7) or by using the Q search button (8). When you click the button, the Period search
window will open, where you can select a work period from the list (3) or search it by parameters:

€D Period search et

Search parameters

MName

D
Mame Mumber
Work period 1 1
Waork period 2 2
Work period 3 3

i. Inthe Name field (1), enter the work period name to search by it. The search starts with the
first character.
ii. IntheID field (2), enter the work period ID to search by it.
b. If necessary, in the Description field (9), enter a description of the scheme day.
11. Click the Save button to save all changes.

Editing work schemes

To edit a work scheme saved in the system, go to the Schemes menu on the Worktime tab of the Access Manager
interface window and use one of three methods:
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3 Access Manager 1 e O >

-~ o) - )
(2 e B B s § e, @ e [

MName D Description Schemetype  Start date Work scheme 2 (ID 2)

j Work scheme 1 1 Main work schema Weekly 4/26/2023
[ Work scheme 2 2 Sliding 4/26/2023 4|

Scheme day  Mame ‘Work period
1 Scheme day #1  Work period 2

2 Scheme day #2  Work period 2 3
Scheme day #3  Work period 3

Description
Days in scheme 3

Start date 4/26/2023
Current day 3

Scheme type Sliding

@ Periods ﬂ Schemes "’f@ Schedules ﬁ Halidays '_:ﬁ Documents

1. Inthe information field, double-click the work scheme you want to change (1).

2. Select the work scheme you want to change, and on the properties panel, click the ﬂ button (2).
3. Double-click any day of the selected work scheme on the properties panel (3).

As a result, the window for editing work scheme will open.

Deleting work scheme
To delete a work scheme saved in the system, do the following:

1. Go to the Schemes menu on the Worktime tab of the Access Manager interface window.
€3 Access Manager 1 = O *

™~ ™ = .
[T e e [ e[ § i O v I

Name 1D Description Schemetype  Start date Work scheme 2 (ID 2)

ﬂWork scheme 1 1 Main work schema Weekly 4/26/2023 Sch . N S—
[ Work scher| Siding  4/26/2023 el s R
X Delete 1 Scheme day #1  Work period 2
O View » 2! Scheme day #2 Work period 2
. Scheme day #3 Work period 3
21 Sorting »
+  New

Description

Days in scheme 3

Start date 4/26/2023
Current day 3

Scheme type Sliding

@ Periods ﬁ Schemes E'c) Schedules ﬁ Holidays __ﬂ Documents

Working with the Access Manager software module- 198



ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

2. Right-click the work scheme you want to delete to open the context menu.
3. Select Delete (1) in the context menu.
4. Click the OK button in the system warning message.

System warning et

o Are you sure you want to delete the selected object?

Cancel

The work scheme is deleted.

6.8.4 Work schedules

On the page:

+ Creating work
schedules

« Editing work schedules

+ Deleting work schedules

To work with the Time and Attendance subsystem, you need to create and configure work schedules.

Creating work schedules

1. Go tothe Worktime tab (1) of the Access Manager interface window (For more information about
connecting the Worktime subsystem, see Configuring the Worktime subsystem).
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L]
L2 Access Manager 1

— O >
- ™ = :
- Departments C") Time zones n Access levels "‘.j Regions and areas @ Wnrkhme"l-

MName I Work scheme  Holidays  Day border

Region D

Bl View 3
Z]  Sorting »
- New 3 ||
Q Quick search

@ Periods ﬁ Schemes ‘:—é Schedules ﬁ Holidays ;z Documents

2. Go tothe Schedules menu (2).
3. Right-click the empty space on the left side of the window to open the context menu.
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4. Inthe context menu, select New (3). The Schedule settings form will open.
| Schedule settings et

Mame Schedule 1 1
Woark scheme Work scheme 1 2 w E

Day border V. 112:00.00 A & JEEEEER m5

Allowed time of absence in working region, min: 6 m

Region

Warking zone

5. Inthe Name field (1), enter the name of the work schedule.

6. From the Work scheme drop-down list (2), select a work scheme for the schedule, or use the Q search
button (3). The Scheme search window will open, in which you can double-click to select the required work
scheme in the area (3), or search by parameters:

ﬁ Scheme search X
Search parameters

MName

D

Mame Mumber

Wark scheme 1 1
Wark scheme 2 2

a. Inthe Name field (1), enter the work scheme name to search by it. The search starts with the first
character.
b. IntheIDfield (2), enter the work scheme ID to search by it.
7. Inthe Day border field (4), enter the time in the HH:MM:SS format from which the day begins.
8. Set the Holidays checkbox (5) to include holidays in this work schedule (see Holidays).
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In the Allowed time of absence in working region, min (6) field, enter the time in minutes of an employee
absence from work (in the area determined by the Region object) that won’t be considered as leaving work.
In case when an employee is absent from the workplace for longer than the allowed time, the whole period
is considered as absence from the working region. The default value is 0, i.e., any time an employee is out of
the working region is considered an absence from work.

To add working regions, right-click the empty space in the form and in the context menu, select Change
working regions (see Appendix 1. Configuring Regions for the ACS Readers to work with the Time and
Attendance subsystem).

| Schedule settings et

MName Schedule 1
‘Wark scheme Work scheme 1 m

Day border 12:00:00 & = IRgELEY

Allowed time of absence in working region, min:

Region 10

& Change working regions

M  Remove all working regions

11. Asaresult, the Region searching window will open. Double-click to select the required working region in

the area (4) or search by parameters:
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22 Region searching ¥

rch parameters

D

Access point/Type

Mame Mumber
[] Street 22
[] Working zone 21

T

a. Inthe Name field (1), enter the working region name to search by it. The search starts with the first
character.
b. IntheIDfield (2), enter the working region ID to search by it.

c. Clickthe Q search button (3) to search the region by the access point. In the Search access point
window, double-click to select the required access point in the area (6), or fill out the search
parameters:

Working with the Access Manager software module- 203



ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

E Search access point >

ch parameters

- LY Y] 2
B

= BioSmart
BioSmart 1 (1)

i. From the Type drop-down list (1), select the type of the access point.

ii. From the Area drop-down list (2), select the area to which the access point belongs.

iii. From the Region drop-down list (3), select the region to which the access point belongs.

iv. Inthe Name field (4), enter the name of the access point. The search starts with the first
character.

v. IntheID field (5), enter the ID of the access point.
After you select the access point, the Search access point window will close.

12. Inthe Region searching form, in the area (1), a region will appear to which the selected access point

belongs in the area (2). To cancel the selected access point, click the X button (3).
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[ Region searching X

Search parameters

Mame

B33

Access point/Type BinSmart 1 2 E
MName Mumber
Working zone 21

1

e

13. Set the checkbox next to the required region and click the OK button (4). After that the Region searching
form will close.

14. Inthe Schedule settings form, the selected region will be displayed in the area (7). Click the Save button to
save the changes.

© nNote

+ Assigning working regions to each work schedule is mandatory.

+ The number of working regions that will be included in this work schedule is unlimited.

+ You can delete only all working regions. To do this, in the Schedule settings window, right-
click any region and in the context menu, select Remove all working regions.
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| Schedule settings =

MName Schedule 1
Work scheme Waork scheme 1 w E

Day border 12:00:00 A -5 ERgELESE

Allowed time of ebsence in working region, min:

Region ]

& Change working regions

Remove all working regions

The work schedule is created and configured.

Editing work schedules

To edit a work schedule saved in the system, go to the Schedules menu on the Worktime tab of the Access
Manager interface window and use one of three methods:

©2 Access Manager 1 — O >

g b Ch b Accesslevels| @ Regions and €D wortime
an epartments ime zones n cesslevels egions and areas

MName ID0 Woaork scheme  Holidays  Day border Schedule 1 {ID 1)
l'l A5chedule 1 1 Work scheme 1 Mo 12:00:00 AM

]
[ Working zone 2.1

1

Schedule 1

Work scheme Waork scheme 1
Holidays Mo
Day border 12:00:00 AM

@ Periods ﬁ Schemes ‘-'@ Schedules ﬁ Holidays '_:Id Documents

1. Inthe information field, double-click the work schedule you want to change (1).
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2. Select the work schedule you want to change, and on the properties panel, click the 3 button (2).
3. Double-click the selected working region on the properties panel (3).

As a result, the window for editing work schedule will open.

Deleting work schedules
To delete a work schedule saved in the system, do the following:

1. Go to the Schedules menu on the Worktime tab of the Access Manager interface window.
£3 Access Manager 1 = O >

o, Depatmerts (£} T bh Accesslevels @ Regions and @w::ncnme-
il epartm 3 Ime Zones n CESS [BVEIS " EQI0Ns and areas

MName ID  Work scheme  Holidays  Day border Schedule 1 (ID 1)
LY Schedule 1 1 ____12.00:00 AM :
':_",} Mavigate to Scheme Region D
|}\l: Delete [ Working zone 2.1
View ,
£l Sorting »
+  MNew

1
Schedule 1

Work scheme Work scheme 1

Holidays Mo

Day barder 2:00:00 AM

@ Periods ﬁ Schemes % Sehedules ﬁ Holidays :ﬁ Documents

¥
L LB

2. Right-click the work schedule you want to delete to open the context menu.
3. Select Delete in the context menu.
4. Click the OK button in the system warning message.

Systermn warning >

o Are you sure you want to delete the selected object?

The work schedule is deleted.
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6.8.5 Holidays

On the page:

+ Creating holidays
« Editing holidays
+ Deleting holidays

To work with the Time and Attendance subsystem, you need to create and configure holidays.

Creating holidays

1. Go tothe Worktime tab (1) of the Access Manager interface window.
£3 Access Manager 1 == O d

-~ M = . @ .
an Departments @ Time zones n Access levels ) Regions and areas Workt|me1_

Name ID Date Daytype Reduction of working hours  Day of week

View »
Zl Sorting b
+ New 3

Q Quick search

by |

@ Perinds 'ﬂ Schemes ‘r@ Schedules ",‘l:‘j Ht;i-days ':ﬂ Documents

2. Go tothe Holidays menu (2).
3. Right-click the empty space on the left side of the window to open the context menu.
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4. Inthe context menu, select New (3). The Worktime holiday settings form will open.
%4 Worktime holiday settings *

Wednesday, April 26, 2023 1
P 41262023 B &

+

Reduction of working hours 5
‘ aprit2023 6 Ma
Sun Mon Tue Wed Thu Fn Sat  Sun Mon Tue ¥
26 27 28 29 30 AN 1 1 2

2 3 4 5 ] 7 a T a 9
9 W 11 112 13 14 15 14 15 16
e 17 18 20 2y gL SR R 123
23 24 5 %6;: 27 2B 29 2B ¥ 3D

30 ) £ 5 0§
¥ [ Today: 4/26/2023

5. Inthe Name field (1), enter the name of the holiday. The default name is the current date.

6. Inthe Date field (2), enter the date using the calendar that opens when clicking the ™ button (3), or by
clicking the required date in the area (6). The current date is specified in the area (7).

7. From the Day type drop-down list (4), select Holiday (usually non-working day) or Pre-holiday (working
hours are usually reduced by a set time) day type.

8. In the Reduction of working hours field (5), specify the time in the HH:MM:SS format by which the working
day will be reduced. The default value is 8:00:00, i.e., eight hours.

9. Click the Save button to save the changes.

Creating holidays is complete.

Editing holidays

To edit a holiday saved in the system, do the following:
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1. Go to the Holidays menu on the Worktime tab of the Access Manager interface window.

2 Access Manager 1

- O >

-~ ™ - .
o Departments @ Time zones n Access levels 'k:J Regions and areas @ Worktime _

Name D
%3 Tuesday, April 25, 2023 2 Tuesday,

Date
April 25, 2023

' Wednesday, Aprl 26, 2023 1 ‘Wednesday, April 26, 2023

Day type Reduction of working hours ~ Day of week

Holiday 08:00:00 Tuesday
Pre-holiday 01:00:00 ‘Wednesday

@ Periods ﬁ Schemes % Schedules

ﬁ Holidays

ﬁ Documents

2. Intheinformation field, double-click the holiday you want to change (1).

As a result, the window for editing a holiday

Deleting holidays

To delete a holiday saved in the system, do the following:

will open.

1. Go to the Holidays menu on the Worktime tab of the Access Manager interface window.

2 Access Manager 1

- O >

-~ ™ - .
o Departments @ Time zones n Access levels 'k:J Regions and areas @ Worktime _

Name D
%3 Tuesday, April 25, 2023 2 Tuesday,

Date
April 25, 2023

sday, April 26, 2023

Day type Reduction of working hours ~ Day of week

Holiday 08:00:00 Tuesday
Pre-holiday 01:00:00 ‘Wednesday

@ Periods lﬂ Schemes % Schedules

44| Holidays

:ﬂ Documents
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2. Right-click the holiday you want to delete to open the context menu.
3. Select Delete (1) in the context menu.
4. Click the OK button in the system warning message.

System warning et

o Are you sure you want to delete the selected object?

Cancel

The holiday is deleted.

6.8.6 Documents

On the page:

+ Creating documents
« Creatingan
exculpatory
document
« Creatingan
overtime
document
« Editing documents
+ Deleting documents

You can create exculpatory and overtime documents in the Time and Attendance subsystem.
Creating documents

1. Go tothe Worktime tab (1) of the Access Manager interface window (For more information about
connecting the Worktime subsystem, see Configuring the Worktime subsystem).
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L]
L7 Access Manager 1

- O pid
-~ ﬁ =, .
@ Departments @ Time zones (¢ | Accesslevels ' Regions and areas @ Worktime] -
Mame ID  Documerttype  Digtal code Code @

@ Periods r'-] Schemes % Schedules ﬁ Holidays "’ Documents2
i o =

2. Go to the Documents menu (2).

=]
3. Tocreate an exculpatory document, click the éﬁ button (3). To create an overtime document, click the

'f& button (4).

As a result, the window for editing a corresponding document will open.

Creating an exculpatory document

1. Inthe Exculpatory document settings window, in the Name field (1), enter the name of the document.
) Exculpatory document settings x

Mame Document

Code

Digital code = Append to warking time

Description

2. Inthe Codefield (2), enter a letter code (or a second digital code) of the document.
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w

In the Digital code field (3), enter a unique digital code of the document.

4. Setthe Append to working time checkbox (4) to add the time of an employee absence from the workplace
to the total working time.

5. Inthe Description field (5), add a comment to the document.

6. Click the Save button to save the exculpatory document.

Creating an overtime document
1. Inthe Overtime document settings window, in the Name field (1), enter the name of the document.

ﬂ Owertime document settings et

MName Document

Code 2

Digital code Consider weekend and holidays

Description

2. Inthe Code field (2), enter a letter code (or a second digital code) of the document.

3. Inthe Digital code field (3), enter a unique digital code of the document.

4. Setthe Consider weekend and holidays checkbox (4), so that when an employee works on weekend or
holiday, this time is considered as working time.

5. Inthe Description field (5), add a comment to the document.

6. Click the Save button to save the overtime document.

After saving, the document will be displayed in the information field of the Documents menu on the Worktime tab
of the Access Manager interface window.
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£3 Access Manager 1 = a >

e D @T S Accemiewds| @ Regioe and €D wontme
an epartments ime zones n cesslevels eqgions and areas

Mame I Documenttype Digital code Code Being late {ID 2)
) Being late 2 Excupatory 12 ED
J;'l. Factary visit 1 BExculpatary 13 ED
7&) Holiday work 3 Overtime 7 oD
_l.!il Weekend work 4 Overtime g oD Number 2
Being late
Document type Exculpatory
Code ED
Digital code 12
Append to working time Nao
Description Asking for adding 3 hours to my worldtin

@D Peiods ™ schemes Ty Scheduies %4 Holidays [ Documents
— e e

Creating documents is complete.

Editing documents
To edit an exculpatory and overtime document saved in the system, do the following:

1. Go to the Documents menu on the Worktime tab of the Access Manager interface window.
- fa - .
i Departments @ Time zones n Access levels 'uv] Reqions and areas @ Worktime

MName ID Documenttype  Digital code Code Being late {ID 2)
1 ﬂ Being late 2 Exculpatory
H Factory visit 1 Exculpatory 13 ED
) Holiday worke 3 Overtime 7 oD
=) Weekend work 4 Overtime 8 oD
Being late
Document type Exculpatory
Code ED
Digital code 12
Append to working time Mo
Description Asking for adding 3 hours to my warktime by
< >

(D peods T schemes T Schedudes @) Hoidays | 2 Documerts

2. Intheinformation field, double-click the document you want to change (1).
As a result, the Exculpatory document settings window will open.
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) Exculpatory decument settings ot

Factory visit

Digital code 13 | Append to working time

4k

Asking for adding 4 hours to my worktime becouse of factory visit.

Description

Save Cancel

Deleting documents
To delete an exculpatory and overtime document saved in the system, do the following:

1. Go to the Documents menu on the Worktime tab of the Access Manager interface window.
3 Access Manager 1 — a *

-~ m - i
- Departments @Tlme ZOnes n Access levels l“u} Regions and areas @ Worktime _

MName ID Documenttype  Digital code Code Factory visit (ID 1)
2 ED

Exculpatory
| i FEEE T

r

1

Factory visit
Document type Exculpatony
Code ED
Digtal code 13
Append to working time Mo
Description Asking for adding 4 hours to my worktim

€D Peiots ™| schemes b Schedues %] Hoiidays ﬁ D amcnts

2. Right-click the document you want to delete to open the context menu.
3. Select Delete in the context menu.
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4. Click the OK button in the system warning message.

System warning et

o Are you sure you want to delete the selected object?

ok || Cancel

The document is deleted.

6.8.7 Assigning a work schedule to a department
You can add a work schedule to a department in the Time and Attendance subsystem. To do this, do the following:

1. Go to the Departments tab (1) of the Access Manager interface window.
3 Access Manager 1 = d X

™ ™
1‘ Departments @'ﬁme zones n Access levels '«Q Regions and areas @ Work‘time_

L+ Department 1 H User card

Depariment 2 H w (1231212

IT
Logistics department

Logistics department 2 Hill Rick McDonald Bon Access level
Sales

Hill R
Department

Patrarymic
Mumber 1
Extemal 1D Additional inf
Users 2 Address of re
Type of departme Main w Antipassbacl{ No v

2. Double-click the required department (2) to open the Edit department properties window.
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3. Inthe Edit department properties window, go to the Schedules tab (1).

; Edit department properties ot

Mame

Department 1

a Access levels 3 Schedules |

Schedule  Type Begin End

m

4. Toadd a work schedule to a department, click the button (2). As a result, the Schedule search window
opens.
& Schedule search >
Search parameters
”:IlTI'.'.'
o m 3
o]
Name Number
Schedule 1 1

5. Inthe Schedule search window, double-click to select the required schedule in the area (5) or search by
parameters:

a.

In the Name field (1), enter the work schedule name to search by it. The search starts with the first
character.

b. IntheIDfield (4), enter the work schedule ID to search by it.

To search by the work scheme, in the Work scheme drop-down list (2), select the required work

scheme or click the Q button (3).
As a result, the Scheme search window opens. Select the required scheme in the area (3) or search
by parameters:
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* Scheme search >

Search parameters

MName

D

Mame

Mumber
Waork scheme 1 1
Wark scheme 2 2

i. Inthe Name field (1), enter the work scheme name to search by it. The search starts with the
first character.

ii. IntheID field (2), enter the work scheme ID to search by it.
6. Inthe Edit department properties window, from the Schedule drop-down list (1), select the required work
schedule, or use the Q search button (2) to open the Schedule search window (see step 5).
= Edit department properties >

& Access levels T Schedules
~+ | Schedule Type  Begin End

X L ¥Schedule 1] Own | 4/27/2023 | 4/27/2123

2
Schedule 1 1-]Q
4/27/023 4~ | 21123 5.

o HCTI

7. Open the calendar by clicking the ™ button. Set the start date (4) and end date (5) of the work schedule. By
default, the start date is the current date, and the end date is the current date plus 100 years.

© nNote

To delete a schedule, select it and click the X button.

8. Click the Save button (6) to save the changes.
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The work schedule for a department is added to the Worktime tab (1) of the properties panel of the departments to
the schedule list (2).
3 Access Manager 1 o O >

~ M
o Departments @'ﬂme Z0nEes n Access levels Q Regions and areas @ Wor‘n‘time_

L+ Department 1 H H User card
IDT"""“”“'“ = A § ” (123) 1212
Logistics department ‘ -

Logistics department 2 Hill Rick McDonald Ron Accesslevel  Type

Sales

B “Aways* Oy

Hil
Depart

Basic Additional

Schedule Type Begin End
& Schedule 1 Common  4/27/2023  4/27/24123

Departmert 1 »
Number 1
Extemal ID
Users 2 Documert  Documenttype Begin  End
Type of departme| Main
Schedules Schedule 1
Access level Access level 1

By default, the work schedule that is assigned to a department is inherited by all users who belong to it. For
employees who belong to child departments, the work schedule must be set additionally (see Assigning a work
schedule to a user).

6.8.8 Assigning a work schedule to a user

The work schedule that is assigned to a department is inherited by all users who belong to it. For employees who
belong to child departments, the work schedule must be set additionally. To do this, do the following:

1. Go to the Departments tab of the Access Manager interface window.
€3 Access Manager 1 = O pos

™~ m
an Departments @ Time zones n Access levels '~.:} Regions and areas @ Wcr‘n‘time_

Department 1
Department 2

T

Logistics department
Logistics department 2 TR
Sales

Access level Type

2 Accesslevel 1 Inherited
™ Accesslevel 2 Inherted

(today at 11: )

Basic Additional @ Worktime
Mumber 5 o
Bdemal ID E
lsers 0
Type of departn| Main
Schedules (Not set)
Access level | List Patronymic
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2. Double-click the required user to open their editing window.
= Editing. Paw Jackson (5) O *

User card I a Access levels 3 Schedules J_;i Exculpatory Iﬂ Overtime
(123) 365656 2 + Schedule  Type Begin End

X

\]/
BRCOEEE

(Biosmart Biometrics) DCR-PY control reader 1.1

£ >
REE
5 =i

(Biosmart Biometrics) BioSmart 1

| Sumame [ ] Paw

[ ] Jackson
Patronymic |: ~
Additional info|[__] I;

— Access mode L 10
bl | EH Allow multiply access [ 1 Mo
Artipassback [ ] Yes Nt L —

Bith place || g 1
Card expiry dall_ | Not speciied Ppollo SDK v.2 extention | Unconfigured

— : Biosmart. Number of face templates L 1D

Commenceme|| | Mot specified : 3 : —

= : Biosmart. Number of fingerprints ||
Date of card ig{ | Mot specified B S b ek i —
Date offiing || ] Not speciied Cn:usma . Mumber of palm templates |
Date of hiing:|__| Mot specified f:n.1|:.:ar1y —
E-mail address|[ | Lol —
Edomal 1D L": Galaxy Dual [ ]
ST Galaxy Dual Access =)

Save I Cancel

3. Inthe user editing window, go to the Schedules tab (1).

4. Toadd awork schedule, click the 5 button (2). As a result, the Schedule search window opens.
% Schedule search >

Search parameters

MName

Work scheme

D
Mame Mumber
Schedule 1 1

5

5. Inthe Schedule search window, double-click to select the required schedule in the area (5) or search by
parameters:
a. Inthe Name field (1), enter the work schedule name to search by it. The search starts with the first
character.
b. Inthe IDfield (4), enter the work schedule ID to search by it.
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c. Tosearch by the work scheme, in the Work scheme drop-down list (2), select the required work

scheme or click the Q button (3). As a result, the Scheme search window opens. Select the required
scheme in the area (3) or search by parameters:

| Scheme search et

Search parameters

MName

D

Mame Mumber

Wark scheme 1 1
Wark scheme 2 2

i. Inthe Name field (1), enter the work scheme name to search by it.
ii. IntheID field (2), enter the work scheme ID to search by it.

6. Inthe user editing window, from the Schedule drop-down list (1), select the work schedule, or click the Q
button to open the Schedule search window (see steps 4-5).

= Editing. Paw Jackson (5) O x

|ser card I a Access levels 3 Schedules J_-'L Exculpatory [% COvertime
(123) 565656 —+ | Schedule Type Begin End

edule 1] Own | 1/29/2024

\]/
EH

(Biosmart Biometrics) DCR-PV control reader 1.1

Schedule 1 1 -
1/29/ 2024 4|:|v| 1/29/2124 5Dv

x|+|@|e
it =i

~ ) i ) )
Biosmart Biometrics) BioSmart 1

(Sl ® ‘ )

[ |
Patrorymic |: ~
Additional info|__] I;

— Access mode L 10
Address of reg| | Al iply 1 N
rtpsssback ] Ves ol acze L o
Bith place || : =
Gy i | it sl .Pﬁ!aollo SDK v.2 extention L L.Incnnﬂgured

— : Biosmart. Mumber of face templates L 10
Commenceme|| | Mot specified B & Number of > ==
Date of card i Mot specified B!Dsmart. Numberuf IH?ETH Slat —-
Deteoffiing || ] Nol speciied Clnsma . Number of palm templates L |0
Date of hiing:|[_] Mot specified ?TPEW ]
E-mail address|[_] Lisenl =
Edemal ID L": Galaxy Dual [ ] No
s Gal Dual.-“u:s 1 N W

- 6 Save I Cancel
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7. Open the calendar by clicking the ™ 'button. Set the start date (4) and end date (5) of the work schedule. By
default, the start date is the current date, and the end date is the current date plus 100 years.

o Note
To delete a schedule, select it and click the _x‘ button.

8. Click the Save button (6) to save the changes.

The work schedule for a user is added to the Worktime tab (1) of the properties panel of a user to the schedules list

(2).

£2 Access Manager 1 B O x

-~ m
i Departments @ Time zones n Access levels L:] Regions and areas @ Wor‘rctime_

Department 1 H

€x

User card
(123) 565656

% Department 3
¥ MNew department
Department 2

IT Paw Jackson
Logistics department

Access level Type

2 pecesslevel 1 Inherited
2 Arcesslevel 2 Inherited

Logistics department 2

( tod 1 1- ]

Basic Additional @' Worktime 1
Number 5 = = = = =
Extemal 1D
L 1 A Schedule 1| Own | 1/29/2024 | 1/29/2124
Type of departme| Main
Schedules (Not set) Document  Documenttype  Begin  End
Access lavel List

6.8.9 Assigning documents to a user
Assigning exculpatory documents to a user

In order for an exculpatory document to be taken into account in calculations and displayed in reports, it must be
added to a user. To do this, do the following:
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1. Go to the Departments tab of the Access Manager interface window.

3 Access Manager 1

= m] X

Departments

Department 1
Department 2
Departmens 5

IT

Logistics department
Logistics department 2

B @ e[ § i O v

Sales

Number

Estemal ID

Users

Type of department

Main o

-

John Double Ronaldo dos Santos

Aveira Cristiano

User cand

Access level

Basic Additional €9 Worktime
Schedule Begin End
‘3Sd’13dule 2 Common 1/29/2024 1/25/2124

Type

Documernt  Documenttype  Begin  End

2. Double-click to open the editing window of the user to whom the document is added.
. Editing. John Double (2)

1

User card
(123) 5558895

Sumame

Patronymic

Additional info

£
SR IE
=y

a Access levels ﬁ Schedules T2l Exculpatory =) Overtime

2

Document

Mumber End

Begin

Begin

b | End

Comment

Dur.

\]/
BCOSEE

John
Double

Address of reg

Antipassback fes

Birth place

Card expiry da Mot speciied
Commenceme Mot speciied
Date of card it Mot specified
Date of firing Mot specified
Date of hiring: Mot specified

IRRRRRNEN EEN

m
3
o,
w
[= 8
[=H
T
w

1)

Extemal ID

(Biosmart Biometrics) BioSmart 1

(Biosmart Biometrics) DCR-PV control reader 1.1

[
Access mode | [0
Allow multiply access [ ] No
Any info [ ]
Apollo SDK v.2 extention [ 1 Unconfigured
Biosmart. Mumber of face templates [ 10
Biosmart. Number of fingerprints [ ] 0
Biosmart. Number of palm templates [ ] 0
Company B
Division [ ]
Galaxy Dual [ ] No
Galaxy Dual Access [ ] No w

3. Inthe editing window, go to the Exculpatory tab (1).

Save I Cancel
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4. To add an exculpatory document, click the + button (2). As a result, the Document search window opens.

| Document search >

Search parameters

Mame

D

MName Mumber
Being late

Factory wvisit

5. Select the required document from the list in the area (3) or search by parameters:
a. Inthe Name field (1), enter the document name to search by it. The search starts with the first
character.
b. IntheIDfield (2), enter the document ID to search by it.
6. Forthe added exculpatory document:

= Editing. Jehn Double (2) O *

User card a Access levels 3 Schedules () Exculpatory = Overtime
(123} 5558859 + Document Mumber Begin End Dur

% i Yractoryvist| 2 | 1/29/2024 | 1/30/2024

1/29/2024 E-
1/30/2024 E~
Visit to factory

Duration

Mumber

BROSEE

(Bimsmart Biometrics) BioSmart 1

(Biosmart Biometrics) DCR-PY control reader 1.1

[ Sumame [
[ |
Patrorymic |: ~
Additional info|[__] I;
= Access mode L 10
Soktees wren L Allow multiply access [ 1 No
Artipassback [ ] Yes e L —
Bith place || : —
Card xpiry dal]_ | Mot speciied Ppollo SDK v.2 extention | Il.:lncnnﬂgured
— ; Biosmart. Number of face templates L 10
Commenceme|| | Mot specified : : : —
[ 3 Biosmart. Mumber of fingerprints L 10
Date of card ig{ | Mot specified B P P S e R i —
Date offiing || ] Not specified Cn:nsma . Mumber of palm templates 0
Date of hiing:|__| Mot specified f:n.1|:.:ar1y ]
E-mail address|[ | iy —
et ID L": Galaxy Dual [ ] No
TN Galaxy al.ﬂcess Mo W

Save I Cancel
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a. Inthe Begin (1) and End (2) fields, specify the begin date and end date of the exculpatory document,

using the calendar that opens by clicking the ™ 'button.

b. If necessary, in the Comment field (3), enter a comment.

c. Setthe Duration checkbox (4) and specify the time interval in the HH:MM:SS format (5) so that this
time is also counted as working time.

d. Inthe Number field (6), enter the ID of the document.

o Note

To delete a document, click the | X ‘ button (7).

7. Click the Save button to save the changes.

The user exculpatory document is added to the Worktime tab (1) of the user properties panel to the document list

(2).

3 Access Manager 1 — O *

-~ ™
el T re——
-+ Department 1 H User card

Department 2 (123) 5550299

Department 5| v

T -

Logistics department John Double | Ronaldo dos Sartos Access level
Logistics department 2 Aweiro Cristiana

Sales

Basic Additional @' Warktime
Schedule Type Begin End
3Sc:hedule 2 Common 1/29/2024 1/29/2124

Number Document Document type Beqin End
Extemal 1D 20 ) Factoryvist  Exculpatory  1/23/2024  1/30/2024
LUsers 0

Type of department | Main v

Assigning overtime documents to a user

In order for an overtime document to be taken into account in calculations and displayed in reports, it must be
added to a user. To do this, do the following:

Working with the Access Manager software module- 225



ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

1. Go to the Departments tab of the Access Manager interface window.

O Access Manager 1

2 O x

. gy
- epartments

M
D e e § e[ O -

Department 1

& Department 3

*  New department
Department 2
[Depaxtment 5

B

Logistics departtment
Logistics department 2
Sales

Number

External 1D

Users 2

Type of department Main

Schedules Schedule 2

Brcese lovel Arress lovel 1 e

User card .
(123) 5558899 7.

Access level

s o

Double John Ronaldo dos Santos

Aveiro Cristion

Basic Additional @ Worktime
Schedule Type Begin End
ﬁsmedule 2 Commeon 1/29/2024 1/29/2124

Document
J‘_=i Factory wisit

Document type Begin End

Exculpatory 142842034 1309024

2. Double-click to open the editing window of the user to whom the document is added.

o Editing. Double John (8)

1 O >

|Jzer card

a Access levels ﬁ Schedules ) Exculpatory ) Overtime

(123) 5553859

211+

Document

MNumber

Begin  Dur.

\]/

Jeqin

| Sumame || Double
[ ] John

Patromymic ||

Additional infol__]

Address of reg_ |

Antipassback [ Yes

Bith place ||

Card expiry dal__] Mot specified
Commenceme|__| Mot specified
Date of cand il | Mot specified
Date of fiing || Mot specified
Date of hirng:__| Mot specified
E-mail address| ]

Edemal ID [ ]

Duration

Mumber

HOSEE

(Biosmart Biometrics) DCR-PV cortrol reader 1.1

(Biosmart Biometrics) BioSmart 1

]
Access mode |
Allow multiply access [ ]
Any info [ ]
Apollo SDK v.2 extention [ 1 Unconfigured
Biosmart. Mumber of face templates [ 10
Biosmart. Number of fingerprints [ 10
Biosmart. Number of palm templates 10
Company ]
Division ]
Galaxy Dual [ 1 Mo
Galaxy Dual Access [ ] Mo W
Save I Cancel

3. Inthe editing window, go to the Overtime tab (1).
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button (2). As a result, the Document search window opens.

| Document search

Search parameters

Mame

D
Mame Mumber
Holiday work 3

3

5. Select the required document from the list in the area (3) or search by parameters:

a. Inthe Name field (1), enter the document name to search by it. The search starts with the first
character.
b. IntheID field (2), enter the document ID to search by it.

6. Forthe added overtime document:

= Editing. Double John (6] O ®
User card I B Access levels 3 Schedules ) Exculpatory ) Overtime
(123) 5558853 + Document Mumber Begin Dur.

L IWicckend work[4 | 232022 | 3

b4 02:00:00 k2

3 [x[w|~= ]

Begin 1 2/ 32024 Duration

Mumber

£ >
<[ [0]E

B = (Biosmart Biometrics) BioSmart 1
(Biosmart Biometrics) DCR-PY control reader 1.1
[ Sumame || ] Double
[ John
Patrorymic || o
Additional infol[__] I;
— Access mode L 10
Dlibeax o ey L Allow multiply access [ ] No
Antipassback || Yes Rogata e =
Bith place || - —
ol | N s Pq.:ollo 50K v.2 extention | ll:lnconﬁgured
— : Biosmart. Number of face templates L 10
Epeenesiceame | |- Jil spiecbed Biosmart. Number of fingerprints []o0
Date of card ik_] Not specified Biu:usmart- MNumber of allgm:l?sm lates el
Date of fiing || Mot specified T - b P =S
Date of hiing:|[__| Mot specified : p n —
E-mail address|| | SRS —
Exteral ID ||: Galaxy Dual [ ] No
TR .  JI Galaxy Dual Access L1 Mo

Save I Cancel

a. Inthe Begin field (1), specify the begin date of the overtime document, using the calendar that opens
by clicking the ™ button.
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b. Inthe Duration field (2), specify the time interval in the HH:MM:SS format so that this time is also
counted as working time.
c. Inthe Number field (3), enter the ID of the document.

© nNote

To delete a document, click the | X | button (4).

7. Click the Save button to save the changes.

The user overtime document is added to the Worktime tab (1) of the user properties panel to the document list (2).

> Access Manager 1 = O X
~
& Departmert 3
Double John Ronalde dos Sartos Access level Type

(]
1 e
= * Department 1 [ User card .
* New department X (23 N7
Department 2 -
IT Aveino Cristion
Logistics department

Double Je

Logistics department 2

Sales = — 5
: Basic Addtional (D Warktime]
Schedule Type Begin End
Department 5 QSchedule 2 Common 1/29/2024 1/29/2124
Number )
Extemal ID Document Document type Begin End
Users 2 47 i
e Main g::;ry\:srt ” E;cueliatory 14282024 14302024
Schedules Scheduls 2 " 2 Elhis L s A S
Arrece laysl Arreee layel 1

6.8.10 Working with the reports
In the Worktime subsystem, you can run the WEB Report System (if it is installed). For this, do the following:
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1. Go tothe Worktime tab (1).

0 Access Manager 1

1 - O x

- = = .
ap Departments CL}T'""E zones [ Accesslevels ) Regions and areas @ Worktime

f! UpdateDB Utility
Open WEB Reports 2

Mame ID  Description  Sliding
€D Work period 1 1 No

#  Begintime Endtime Mextday Lunch

I

Work period 1

@ Periods ﬂ Schemes % Schedules ﬁ Holidays :ﬁ Documents

2. Right-click to open the context menu of the tab.
3. Select the Open WEB Reports menu item (2). For the information about configuring and working with the

system, see WEB Report System PSIM. User Guide.
As a result, you will go to the link specified in the Report Server address field when configuring the

Worktime support object (see Configuring the Worktime subsystem).

© nNote

If many events are stored in the ACFA PSIM database, the performance of the WEB Report System may be
low when generating the Worktime and general protocol reports. To improve the performance of the
subsystem, it is recommended to use the Remote Protocol Connector utility (see Appendix 3. Working

with the Remote Protocol Connector utility).
6.8.11 Appendix 1. Configuring Regions for the ACS Readers to work with the Time

and Attendance subsystem

There is a scheme with one working region.

-229


https://docs.axxonsoft.com/confluence/spaces/rptPSIM100en/pages/235454028/Documentation
https://docs.axxonsoft.com/confluence/spaces/rptPSIM100en/pages/235454028/Documentation

ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

Scheme with ane warking regian

Street Street
Working zone

Reader 2
Region out
—F | Se— i

Reader 1 ﬁ

Region in Street /

L

In this case, the following settings must be made in ACFA PSIM:

1. Create two Region objects corresponding to the working zone and street. The Region objects are created on
the basis of the Area object on the Programming tab of the System settings dialog box. Let's call them
Street and Working zone.

Architecture Hardware Interdf Programming

@ Security zone

= Areas

™ Areal [1]

= Area 2 [2]
Street [2.2]

Waorkin

© nNote

You can also create regions using the Access Manager module (see Creating, editing and deleting
Area and Region objects).

2. Configure the readers of the used ACS by specifying the created Region objects in the Region in and Region

out fields in accordance with the installation place of the configured reader: at the entrance or exit of the
room (for more information on assigning a region to readers, see the manual for the integration module
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used: Guide for Configuring and Working with the ACFA PSIM Integration Modules).

Suprema 2 Reader 1.1.1 2
- Suprema 2 Host [ Diivable Waorking zone ot

Suprema 2 Host 1.1 Street b

6.8.12 Appendix 2. The UpdateDB Utility

The UpdateDB Utility is used to update and re-account the Axxon PSIM database after the installation of the Time
and Attendance subsystem that is a part of the Access Manager module. During the Axxon PSIM database update,
using the UpdateDB Utility, the following operations are performed:

+ the stored procedures and triggers are installed;

« the tables necessary for the correct operation of the Time and Attendance subsystem are created and
updated.
The UpdateDB Utility has the following interface:

Triggers: Absent |Update Triggers

Re-account by Re-accourt by Region

Starting and working with the UpdateDB Utility

Starting the UpdateDB Utility
You can start the UpdateDB Utility by right-clicking the Worktime tab in the Access Manager interface window.
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23 Access Manager 1 = O x
- ™ = .
- Departments @ Time zones n Access levels Regions and areas @ Worktime
. E: UpdateDB Utility

gme 10 Description Sliding  Working time Work pe E Open WEB Reports @

Worcperiod 1 1 Main work period Mo e ]
@ Work period 2 2 Mo H Begin time End time Mext day  Lunch
@Wnrk period 3 3 Season Mo 2:00:00 AM  &:00:00 AM Mo MNer

12:00:00 PM  1:00:00 AM Mo Yes

As a result, the UpdateDB Utility window will open.

Working with the UpdateDB Utility

£ UpdateDB Utility = O W

Triggers: Ahsent 1 Update Triggers 2

Re-account by Re-account by Region

You can work with the UpdateDB Utility as follows:

1. The Triggers area (1) displays triggers. If necessary, for example, when upgrading to a newer version of ACFA
PSIM, you must update the triggers by clicking the Update Triggers button (2). The progress is displayed in

the area (3). To cancel the action, click the X button (4).
2. To update the database, click the Update DB button (7). Both triggers and stored procedures, required for
the correct operation of the subsystem, are updated. You need to do this once when connecting the Time

and Attendance subsystem. The progress is displayed in the area (3). To cancel the action, click the X
button (4).

3. Ifitis necessary to take into account the passes made before configuring the Time and Attendance
subsystem, after starting the Time and Attendance subsystem in Axxon PSIM, re-account the database using
the Re-account by Protocol (5) and Re-account by Region Pass (6) buttons. The progress is displayed in

the area (3). To cancel the action, click the x button (4).

Attention!

It is strongly not recommended to use the re-account buttons without recommendations of
AxxonSoft technical support specialists!

When you click the Re-account by Protocol button (5), the dbo.Region_Enter_Exit table is
completely cleared and filled out again depending on the pass information currently contained in
the dbo.protocol table.

When you click the Re-account by Region Pass button (6), the dbo.Region_Enter_Exit table is
completely cleared and filled out again depending on the pass information currently contained in
the dbo.Region_pass table.

Attention! Because of the different depth of the event archive of these tables, there is a risk of data
loss when clearing the dbo.Region_Enter_Exit table.
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If the update (re-account) succeeds or fails, the corresponding message appears: about success in the first
case and failure in the second case.

Update Tiggers X Re-account by Region Pass %

o Success, e Failed.

© nNote

If the reaccounting is completed with an error, we recommend increasing the time for waiting for
the system response by changing the value of the RecalcTimeoutInSec parameter in the
account_manager_run.config file. The default value is 600 seconds.

Click the OK button in the message window.

To close the UpdateDB Utility window, click the X button in the top right corner of the form.

Working with the UpdateDB Utility is complete.

Note

By default, only the passes that were made after the installation and configuration of the Time and

Attendance subsystem are taken into account.

6.8.13 Appendix 3. Working with the Remote Protocol Connector utility

The Remote Protocol Connector utility is used to improve the system performance by optimizing the work with
the database when generating general and Worktime reports by event protocol, both in the Time and Attendance
subsystem and in the Axxon PSIM WEB Report System.

The utility enables the following actions:

1.

akrwnN

Migrate the events protocol into a separate database.

Create a protocol database.

Transfer data from the old protocol table to a new one in a separate database.

Delete the old protocol table.

Create synonyms for a new protocol database, which will enable the work of the Time and Attendance
subsystem.

The utility is located in the /Axxon PSIM/ Tools folder.
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ﬂ Remote Protocol Connector — O >

PSIM_Protocol

2

A Attention!
Before starting to work with the utility, Axxon PSIM must be shut down.

To work with the utility, do the following:

1. Inthe Database connection string field (1), specify the path to the Axxon PSIM database.

2. Inthe Protocol connection string field (2), specify the path to the events protocol table.
The Config button (3) for both fields enables automatic generation of connection strings to the database
and to the protocol table. When you click the button, the connection settings window opens, where you can

select the server name and the name of the database or table.
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Data source:
| SalServers (SalClient) |

(]
G
=

Server name:
| llocal) o | Refresh

Log on to the server

(®) Use Windows Authertication
() Use 5GL Server Authentication

Save my passwaord

Connect to a database

(®) Select or enter a database name:
|PSIM v

() Attach a database file:

Advanced...

Test Connection Cancel

3. Setthe Create Protocol database checkbox (4) if you want to create a separate database for the events
protocol. By default, the name of the database is PSIM_Protocol, however, it can be changed.

4. Setthe Make revers connect checkbox (5) if you want to keep the old event protocol table, but associate it
with the new database that will be created by the utility.

5. Set the Move events to a new database checkbox (6) if you want to migrate all entries from the old event
protocol table to the new database.

6. Inthe Timeout on movie events (ms) (7), specify the timeout for transferring entries in milliseconds (if the
event transfer setting is enabled).

7. Setthe Delete old protocol checkbox (8) if you do not want to save the old event table.

© nNote

It is recommended to migrate the events to a new database beforehand.

8. Setthe Add WT synonyms in protocol checkbox (9) if you want to transfer the links of the old event
protocol table to the other Time and Attendance tables to the new database.
9. Click the Start button (10) to run the utility.

The migration progress and possible errors will be displayed in the field below the settings panel.
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‘ Remote Protocol Connector — O >

Data Source={ocal);Initial Catalog=P5IM;Integrated Securty=Tue

Data Source={local);Inttial Catalog=Protocol; Integrated Security=True

PSIM_Protocol

Start Y
Create links - No connection requiredA networkrelated or instance-specific emor occumed
while establishing a connection to SAL Server. The server was not found or was not
accessible. Veﬁ&:dﬁmndmnm:smﬁ :—.l’:dli’!it SaL Sa'mmmﬁglmdtn

A network related or instance-specific emor accumed while establishing a connection to
SGL Server. The server was not found or was not accessible. Vernfy that the instance
name is camect and that SGL Serveris corfigured to allow remote connections. (provider:
Mamed Pipes Provider, emor: 40 - Could not open a connection to SGL Server)

All operations successfully completed
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7 Appendix 1. Description of the Access Manager interfaces

7.1 The settings panel of the Access Manager object

The settings panel of the Access Manager interface object is shown in the figures.

Additional fields

Readers

Cameras

Il departments
Department 1
Departrent 3
Mew department

- [ Department 2

-[#] Department 5

IT

[ Logistics departrent
[~/ Logistics department 2
[ 5 ales

| W Disable

Ne Parameter Method  Parameter description Represent Defaul Valuerange
name of ation t
setting value
the

parame
ter
value

The Position group

1 The Fix Set the Set the checkbox if you Boolean Clear Set—position of the
position checkbo  want to specify the type Access Manager
checkbox X coordinates and the size window is fixed

of the Access Manager
window on the screen
and prohibit its
movement

Clear—position of the
Access Manager
window can be
changed
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The Monitor
drop-down
list

The X field
with list

The field
with list

The W field
with list

The H field
with list

Out of the group

The Create
new users
with
antipassbac
k

checkbox

The New
root
department
s visible
checkbox

Select
the
value
from the
list

Enter
the
valuein
the field

Enter
the
valuein
the field

Enter
the
valuein
the field

Enter
the
valuein
the field

Set the
checkbo
X

Set the
checkbo
X
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Sets the number of the
monitor on which

the Access Manager
window must be
displayed

Sets the coordinate of the
upper left corner of the
Access Manager window
along the horizontal X
axis

Sets the coordinate of the
upper left corner of the
Access Manager window
along the vertical Y axis

Sets the width of the
Access Manager window

Sets the height of the
Access Manager window

Sets the default value for
the user antipassback
parameter

Determines the
availability of the created
departments in the
Access Manager that are
located in the root of the
hierarchy

List of
available
computer
monitors

% of
screen
width

% of
screen
height

% of
screen
width

% of
screen
height

Boolean
type

Boolean
type

Monit
orl

Clear

Set

Depends on the
number of the
connected computer
monitors

From 0 to M*100,
where M is a number of
installed (computer)
monitors

From 0 to M*100,
where M is a number of
installed (computer)
monitors

From 0 to M*100,
where M is a number of
installed (computer)
monitors

From 0 to M*100,
where M is a number of
installed (computer)
monitors

Set—by default, the
users are created with
enabled antipassback

Clear—by default, the
users are created with
disabled antipassback

Set—new departments
created in the root of
the hierarchy are
available in the Access
Manager

Clear—new
departments created
in the root of the
hierarchy aren't
available in the Access
Manager
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The Departments tab

T th Additional fields
Access Manager 1 = - na =
ehts fat z Rights | 5 Readers Cameras
Digplay [ Disable ;
Drizplay 1

Department 3

Mew department

[ Department 2 1
[ Department 5

IT

- Logistics department

[ Logistics department 2

] Sales

[ Create

[F Mew root departme

Apply Undo

Ne Parame Methodof Parameter Repre Default Value range
ter settingthe description senta value
name parameter tion

value

1 Depart Set the Sets the departments  Boole  Setofthe  Department will be available in
ments checkbox available in the an boolean the Access Manager window if
tree Access Manager type variables = you set the checkbox next to it

window
The AL tab
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Access Manager 1 - —
ents Cameras
Dizplay | = 3 &

Dizplay 1 ™

@ Accesslevel 1
@ Accesslevel 2

Apply Undo

Ne Paramete  Method of Parameter Represen Default Value range
r name setting the description tation value
parameter
value
1 The Mode  Select the Sets the access NA Prohibition Prohibition—
drop-down  value fromthe  restriction mode restrict the access to
list list to the access the selected access
levelsin levels
the Access

Permission—allow
the access to the
selected access

Manager
interface object

levels
2 Access Set the Specifies the Boolean Set of the If the checkbox is set
levels tree checkbox access levels, the  type boolean for the access level,
access to which variables the selected access
must be restriction mode will
configured be applied toitin
the Access Manager
interface object
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3 The Select the Opens a list of NA NA Minimize—
action butt  value fromthe  actions for minimizes all access
on list managing the levels in the tree

access levels tree Expand—expands

all access levels in
the tree

Select all—sets the
checkboxes for
all access levels

Remove all—clears
checkboxes for all
access levels

Search—opens the
Access level search
window or a folder
for searching the
access levelora
folder for searching
by the name or
identifier

The TZ tab

Additional

zplay W Disable

“Roat time: zones®
5 Time schedule 1

Time zones folder 2
H B Time schedule 3

D) Time schedule 4

D Time schedule of sale department

D Time schedule of I T department

Apply Unda
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Ne Paramete
r name

1 The Mode
drop-
down list

2 Time
zones tree

3 The
action but
ton

The Right tab

Method of
setting the
parameter
value

Select the
value from the
list

Set the
checkbox

Select the
value from the
list

Default
value

Parameter
description

Represen
tation

Sets the access NA Prohibition
restriction mode

to the time zones

in the Access

Manager

interface object

Set of
boolean
variables

Boolean
type

Specifies the time
zones, the access
to which must be
configured

Opens a list of NA NA
actions for

managing

the time zones

tree
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Value range

Prohibition—
restrict the access
to the selected time
zones

Permission—allow
the access to the
selected time zones

If the checkbox is
set for the time
zone, the selected
access restriction
mode will be
applied toitin

the Access Manager
interface object

Minimize—
minimizes all time
zones in the tree

Expand—expands
all time zones in the
tree

Select all—sets the
checkboxes for all
time zones

Remove all—clears
the checkboxes for
all time zones

Search—opens the
Time zone search
window or a folder
for searching the
time zoneora
folder searching by
name identifier
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=]
Departr ! Rights

Create / Delete / Edit 1 Forbid to delete

ay B Dizable

mm  Cards

Departments Nor-emply sections
Users Bssigned AL 4
Identifiers Assighed TZ
Time zones Identifier owners
Areas Allow to change
Partitiors 1zer type 5
Schedules L zer section
wiorking schemes Current region
wiorking periods
Dacurments
Dacurnents

Check. all Uncheck all

2 3

th 4PEB

it the root

Undo

Ne Parameter Method Parameter Represe  Defau Value range
name of description ntation it
setting value
the
parame
ter
value

The Create [ Delete / Edit group

1 The Create  Setthe Creates the Boolean  Set Set—creating the corresponding
checkbox checkb  corresponding type object from the Access Manager
oX object in the Access window is allowed

Manager window Clear—creating the

corresponding object from the
Access Manager window is
forbidden
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The Delete
checkbox

The Edit
checkbox

2 The Check
all
button

3 The
Uncheck
all
button

Set the
checkb
ox

Set the
checkb
ox

Click
the
button

Click
the
button

The Forbid to delete group

4 The Non-
empty
departme
nts
checkbox

The
Assigned
AL
checkbox

The
Assigned
TZ
checkbox

Set the
checkb
ox

Setthe
checkb
ox

Set the
checkb
ox

The Allow to change group
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Deletes the
corresponding
object in the Access
Manager window

Edits the
corresponding
object in the Access
Manager window

Sets all checkboxes
in the Create /
Delete / Edit group

Clears all
checkboxes in the
Create / Delete/
Edit group

Forbids to delete
departments which
cotain users

Forbids to delete

access levels if they
are assigned to any
user or department

Forbids to delete
time zones if they
are assigned to any
access level

Boolean
type

Boolean
type

NA

NA

Boolean
type

Boolean
type

Boolean
type

Set

Set

NA

NA

Clear

Clear

Clear

Set—deleting the corresponding
object from the Access Manager
window is allowed

Clear—deleting the
corresponding object from the
Access Manager window is
forbidden

Set—editing the corresponding
object from the Access Manager
window is allowed

Clear—editing the
corresponding object from the
Access Manager window is
forbidden

NA

NA

Set—non-empty departments
cannot be deleted

Clear—non-empty departments
can be deleted

Set—assigned access levels
cannot be deleted

Clear—assigned access levels
can be deleted

Set—assigned time zones
cannot be deleted

Clear—assigned time zones can
be deleted
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5 The User Setthe  Allowschangingthe Boolean  Clear  Set—the usertype changeis
type checkb user type type allowed
checkbox ox Clear—the user type change
isn't allowed
The User Set the Allows changingthe Boolean  Clear  Set—the user department
departme checkb user department type change is allowed
nt ox Clear—the user department
checkbox .
changeisn't allowed
The Set the Allows changingthe Boolean  Clear  Set—the current region change
Current checkb current region type is allowed
region ox Clear—the current region
checkbox -
changeisn't allowed
The Cards tab

Rights

K

lisplay

Limit cards count

Minimum Unlimited

Mazimum Unlimited

Formatting
Commeon format

Facility code

Value (min/max)

Value (min/max)

Apply Undo

Ne Paramet Method of Parameter Representatio Default Value range
ername  setting the description n value
parameter
value

The Limit cards count group
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The Select the
Minimu value from
m the list
drop-

down list

ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

Sets the
minimum
number of
access cards
that must be
assigned to the
user

List of values of
the minimum
number of
access cards of
auser

« from 1to 10—if

the specified
number of
access cards
isn't assigned to
the user, then
this user cannot
be saved in the
Access
Manager interfa
ce object
Unlimited—an
unlimited
number of
access cards
can be assigned
to the user
Prohibited—the
user cannot be
assigned access
cards. Buttons
and function
menu for
assigning access
cards will be
inactive in

the Access
Manager interfa
ce object
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2 The Select the
Maximu value from
m the list
drop-
down list

The Formatting group

ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

Sets the
maximum
number of
access cards
that must be
assigned to the
user

List of values of
the maximum
number of
access cards of
auser

« from 1to 10—if

the useris
assigned more
than the
specified
number of
access cards,
then this user
cannot be saved
in the Access
Manager interfa
ce object
Unlimited—an
unlimited
number of
access cards
can be assigned
to the user
Prohibited—the
user cannot be
assigned access
cards. Buttons
and function
menu for
assigning access
cards will be
inactive in

the Access
Manager interfa
ce object
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The Select the Sets the format List of valuesof  Default « Default—allows

Common value from of access cards access cards setting an

format the list formats arbitrary value

drop- for the facility

down list code and card
code. Any

letters, digits
and characters
are allowed

+ Wiegand26—
allows entering
a 1-byte facility
code (from 0 to
255),and a 2-
byte card code
(from 0 to
65535). If the
limit of the code
lengthis
exceeded, the
user cannot be
saved

+ Wiegand32—
allows entering
a 2-byte facility
code (from 0 to
65535), and a 2-
byte card code
(from 0 to
65535). If the
limit of the code
lengthis
exceeded, the
user cannot be
saved

« Wiegand26 (co
de only)—the
facility code
cannot be set,
only a 3-byte
card code is set
(from 0 to
16777215)

« Wiegand32 (co
de only)—the
facility code
cannot be set,
only a 4-byte
card code is set
(from 0 to
4294967295)

Appendix 1. Description of the Access Manager interfaces- 248



ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

« TouchMemory
—the facility
code cannot be
set, only the 8-
byte card code
is set. The
formatis
hexadecimal,
characters A, B,
C,D,E,Fare
allowed. The
code must be
eight characters
or longer. If the
entered card
codeis less than
eight characters
long, the higher
order digits are
filled with zeros

« Hikvision—
the Hikvision AC
S format. It
always has a
fixed H
characterin the
facility code.
The card code is
specified by a
string with a
maximum
length of 32
characters

« Configurable—
allows setting
the parameters
of the facility
code (4) and
card code (5)
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« Fixed
characte
r—the
specified
single
characte
rwill
always
be hard-
coded,
which
cannot
be
changed
in
the Acce
33
Manager
interfac
e object

+ String—
allows
entering
astring
of 0 to
255
characte
rs

* Numeric
—allows
entering
only
digits
from 0 to
4294967
295

« Hexadec
imal—
allows
entering
digitsin
HEX
format
(digits
and
characte
rsA,B,C,
D, E, F)
from 0 to
8 bytes
long
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« Fixed
number
—similar
to Fixed
characte
r, but
instead
ofa
characte
r, a digit
between
0and
4294967
295is
used

« Regular
templat
e—
allows
defining
an
access
card
template
with
specified
restrictio
ns,
lengths
and
value
ranges

The Readers tab
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Dizplay . Dizable

Reset filters

I Confirm card entered by operator 4

Undao

Ne Parameter Method Parameter Representati Default Value range
name of description on value
setting
the
paramet
er value

1 The Filter group

The Status Select Displays a list of List of control ~ Any Any—all control
drop-down list ~ thevalue  control reader reader readers created in the
fromthe  statusestosearch  statuses system
list by the value of this

Used—only used

field control readers
Not used—only control
readers that aren't used
The Name Enterthe  Setsthe name of Latin and NA NA
field valuein the controlreader  Cyrillic

the field to search by the alphabet,
value of this field digits 0-9
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The ID
field

The Server
drop-down list

2 List of control
readers

3 The Reset
filters button

4 The Confirm
card entered
by operator
checkbox

5 The Collapse
all button

6 The Clear
usage button

The Cameras tab

Enter the
valuein
the field

Select
the value
from the
list

Automati
cally

Click the
button

Set the
checkbox

Click the
button

Click the
button
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Sets the unique
identifier of the
control reader to
search by the
value of this field

Sets the name of
the server to
search by the
value of this field

Displays the list of
control readers
used for entering
user access cards
from the Access
Manager

Resets filters and
search result

Sets the necessity
to confirm the
card code entered
by an operator

Collapses the list
of readers

Resets the settings

of the control
reader list to the
default values

Sequence of
numbers

List of the
Server
objects

List of
readers
filtered in
step 1

NA

Boolean type

NA

NA

NA

NA

NA

NA

Clear

NA

NA

NA

Depends on the
number of the Server
objects

If you select the reader,
itis available for
entering the user
access card or entering
the user biometric data

NA

Set—operator
confirmation is
required to assign
access card to a user

Clear—operator
confirmation isn't
required to assign
access card to a user

NA

NA
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Jisplay (ol e

Settings

Stream Default stream

LoteTs =1 Ml Do not compress

Gate

4 5

Apply Unde

Ne Parame Method Parameter description Representati Default Value range
ter of on value
name setting
the
paramet
er value
The Filter group
1 The Select Displays the list of statuses List of Unused Any—all cameras
Status thevalue  of the Camera object to statuses of created in the
drop- fromthe  search by the value of this the Camera system
down list field object
list Used—only
cameras that are
used

Unused—only
cameras that

aren't used
The Enterthe  Setsthe name of thecamera Latin and NA NA
Name value in to search by the value of this ~ Cyrillic
field the field field alphabet,
digits 0-9
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The ID Enterthe  Setsaunique camera Sequence of NA NA
field valuein identifier to search by the numbers
the field value of this field

The Select Sets the name of the server List of the NA Depends on the
Server thevalue  tosearch by the value of this =~ Server number of the
drop- fromthe  field objects Server objects
down list
list

2 The Automati  Displays the list of the List of the NA Depends on the
Camera cally Camera objects Camera number of the
s objects Camera objects
object filtered in filtered in step 1
tree step 1

The Settings group

3 The Select Sets the camera stream that  NA Do not Do not use—
Stream  thevalue  will be used to assign use camera cannot be
drop- from the photos to users used toinputa
down list photo
list

Default stream—

the default stream
of a camera will be
used

Stream #1—the
first stream of a
camera will be
used

Stream #2—the
second stream of a
camera will be
used

Stream #3—the
third stream of a
camera will be
used

Stream #4—the
forth stream of a
camera will be
used
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The Select Sets the compression level List of Do not Do not compress

Compre thevalue oftheselectedvideostream compression compres  —compression of

ssion from the options s the camera video

drop- list stream is disabled

ﬁ:twn Level 1—the
lowest level of the
video stream
compression
Level 5—the
highest level of the
video stream
compression

The Select Sets the Videogate object List of the NA Depends on the

Gate thevalue  that must be used for Videogate number of

drop- fromthe  receivingvideosignalfroma objects the Videogate

down list camera created in the objects created in

list system the system

4 The Click the Collapses the list of cameras ~ NA NA NA

Collaps  button

eall

button

5 The Click the Resets all camera settingsto ~ NA NA NA

Clear button the default values

usage

button

The PIN tab
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v N
v I

reake new

ew oot departnie

Apply Undo

Parameter
name

The PIN
mask mode
drop-down
list
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PIN mask mode
Input mode

Leading zeras

Repeat  Mimor  Increment  Blacklist

Settings

Permissible repeat count
Minimal group length

Do not check leading zeros

Check inside

Method of Parameter
setting the description
parameter

value

Select the Sets the mask
value from mode of the PIN
the list code

Representatio
n

List of options
for PIN code
masking

Default
value

Mask
always

Value range

Do not mask—PIN
code isn’t masked
with dots

Mask view—PIN
code is masked
with dots when you
read user data

Mask always—PIN
code is always
masked with dots
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The Input
mode
drop-down
list

The
Leading
zeros
drop-down
list

Select the
value from
the list

Select the
value from
the list
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Sets the input
mode of the PIN
code

Sets the mode of
setting zeros at
the beginning of
the PIN code.

The setting is
made for all
modes except for
the

common mode

List of PIN code = Commo
input modes n
List of modes Ignore

for setting zeros
atthe
beginning of
the PIN code

Common—any
variant of the PIN
code is allowed.
You can enter
symbols, letters
and numbers. If
you select this
mode, no further
settings are
required

3 digits—PIN code
must contain three
digits.

9 digits—PIN code
must contain nine
digits.

Range—PIN code is
within the specified
numeric range

Ignore—leading
zeros aren’t
considered as
characters

Required—leading
zeros are
considered as
characters

Auto—leading
zeros are entered
automatically,
completing the PIN
code to the
required number of
characters
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The Repeat tab

» Use q

Settings

Permissible repeat count

Minimal group length

Do not check leading zeros

Check inside

1 The Use
checkbox

2 The
Permissible
repeat
count
drop-down
list

3 The
Minimal
group
length
drop-down
list

4 The Do not
check
leading
zeros
checkbox

5 The Check
inside
checkbox

Set the
checkbox

Select the
value from
the list

Select the
value from
the list

Set the
checkbox

Set the
checkbox

Enables the
required PIN
check

Sets the
maximum
number of
allowed character
repetitions in the
PIN code

Sets the number
of charactersiin
the group to
search for
repetitions

Doesn't considers
the leading zeros
as characters
when you enter
the PIN code

Enables the
corresponding
searchin the
entire PIN code
(not only from the
begining)

Boolean type

Digits 0-7

Digits 1-8

Boolean type

Boolean type
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Repeat fimor ncremert _Biackist [

Clear

Clear

Clear

Set—the required
check is enabled

Clear—the required
check is disabled

Depends on the
selected input
mode

Depends on the
selected input
mode

Set—leading zeros
aren't considered

Clear—leading
zeros are
considered

Set—search is
performed in the
entire PIN code
(not only from the
begining)

Clear—search is
performed only
from the beginning
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The Mirror tab

Use 1
Settings

Minimal side length

Check inside

1 The Use
checkbox

2 The
Minimal
side length
drop-down
list

3 The Do not
check
leading
zeros
checkbox

4 The Check
inside
checkbox

Do not check leading zeros

Set the
checkbox

Select the
value from
the list

Set the
checkbox

Set the
checkbox

ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

Enables the
required PIN
check

Sets the number
of charactersin
the group to
search for
repetitions in the
mirror image

Doesn't considers

the leading zeros
as characters
when you enter
the PIN code

Enables the
corresponding
search in the
entire PIN code

(not only from the

begining)

[ Repeat Viror “increment _ Backist IR

Boolean type Clear
Digits 1-8 1

Boolean type Clear
Boolean type Clear

Set—the required
check is enabled

Clear—the required
check is disabled

Depends on the
selected input
mode

Set—leading zeros
aren't considered

Clear—leading
zeros are
considered

Set—search is
performed in the
entire PIN code
(not only from the
begining)

Clear—search is
performed only
from the beginning
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The Increment tab

|Hepeat Mimor ~ Increment

Use1

Settings

Blacklist

Permissible “stair’ length

Checking mode

Do not check leading zeros

Check inside

1 The Use
checkbox

2 The

Permissible

‘stair’
length
drop-down
list

3 The
Checking
mode
drop-down
list

Set the
checkbox

Select the
value from
the list

Select the
value from
the list

Enables the
required PIN
check

Sets the number
of charactersiin
increasing/
decreasing order
from which the
search will be
performed

Sets the checking
mode of the PIN
code character
sequence

Boolean type

Digits 1-8

List of checking
modes of the
PIN code
character
sequence
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Clear

Both

Set—the required
check is enabled

Clear—the required
check is disabled

Depends on the
selected input
mode

Both—sequences
of characters are
checked in
increasing
(increment) and
decreasing
(decrement) order

Increment—
sequences of
characters are
checked in
increasing order

Decrement—
sequences of
characters are
checked in
decreasing order



4 The Do not
check
leading
zeros
checkbox

5 The Check
inside
checkbox

The Blacklist tab

Set the
checkbox

Set the
checkbox

Doesn't considers
the leading zeros
as characters
when you enter
the PIN code

Boolean type Clear

Enables the
corresponding
search in the
entire PIN code
(not only from the
begining)

Boolean type Clear
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Set—leading zeros
aren't considered
Clear—leading
zeros are
considered

Set—search is
performed in the
entire PIN code
(not only from the
begining)

Clear—searchis
performed only
from the beginning

Repeat Mimor increment Blackict |

1 The Use
checkbox

2 List of PIN
codes

3 The Add
button

Set the
checkbox

Using the
Add button

Click the
button

Enables the
required PIN
check

Boolean type Clear

Contains the list
of PIN codes
prohibited for use

String NA

Opens the form NA NA
for adding the PIN

code to the

blacklist

Set—the required
checkis enabled

Clear—the required
check is disabled

NA

NA
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4 The Delete Click the Removes the PIN NA NA NA
button button code from the
blacklist
The Others tab

Display [ Disable : v
Dizplay 3 - Server Face Recognition Server >
External 1D Port

PIN code Redefine DB authorization parameters

\eiceLe con
Email

Access Points in the AL list

Field highlighting settings T SEM, LOCALHOST

Ne Paramete Method Parameter description Represe Defaul Valuerange
r name of ntation tvalue
setting
the
parame
ter
value

1 The Criteria of user parameters duplicates group
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The Full
name
drop-
down list

The
External
ID
checkbox

The PIN
code
checkbox

The
Vehicle LP
checkbox

The Email
checkbox

Select
the
value
from the
list

Set the
checkbo
X

Set the
checkbo
X

Set the
checkbo
X

Set the
checkbo
X
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Displays a list of criteria
for restricting duplicate
user parameters by
name, surname,
patronymic

Checks the added users
for duplicate external ID

Checks the added users
for duplicate PIN code

Checks the added users
for duplicate license
plates

Checks the added users
for duplicate emails

List of
available
combina
tions

Boolean
type

Boolean
type

Boolean
type

Boolean
type

Not
used

Clear

Clear

Clear

Clear

Not used—added users
aren't checked for
duplicate name, surname,
patronymic

Surname, name—added
users are checked for
duplicate name and
surname

Surname, name,
patronymic—added users
are checked for duplicate
name, surname,
patronymic

Set—added users are
checked for duplicate
external ID

Clear—added users aren't
checked for duplicate
external ID

Set—added users are
checked for duplicate PIN
code

Clear—added users aren't
checked for duplicate PIN
code

Set—added users are
checked for
duplicate license plates

Clear—added users aren't
checked for duplicate
license plates

Set—added users are
checked for duplicate
emails

Clear—added users aren't
checked for duplicate
emails
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The Set the Checks the added users Boolean = Clear Set—added users are
Access checkbo  for duplicate access type checked for duplicate
Points in X points included in the access points included in
the AL list access level the access level
checkbox

Clear—added users aren't
checked for duplicate
access pointsincluded in
the access level

The Field highlighting settings group

TheCards Clickthe Enablesthe color NA NA NA
not yet button highlighting of the Cards

valid [0] not yet valid field

button

TheCards Clickthe Enablesthe color NA NA NA
expired button highlighting of the Cards

[0] expired field

button

The User Clickthe  Enables the color NA NA NA
is locked button highlighting of the User

[0] is locked field

button

The Interaction with Face Recognition Server group

The Select Displays the list of List of NA Depends on the Face
Server the the Face Recognition the Face Recognition
drop- value Server objects created Recogni Server objects created in
down list fromthe onthe Hardware tab of tion the system
list the System settings Server o
window bjects
created
in the
system
The Port Enter Sets the communication ~ Sequenc 0 NA
field the port to connect to the e of
valuein  face recognition server numbers

the field via the REST API. The
default value is 10000

The Redefine DB authorization parameters group—this group of settings is currently rudimentary
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5 The Select Displays the list of the List of NA Depends on the number of
Master the Server objects the the created Server objects
server value Server
drop- from the objects

down list list

The Fields tab

Dlnl:lld'lrl W Di=ctic Field name 1] 2 Access mode Category 3

Ful
Full
Full
Full

User locked Full 1. Personal data

Full
Full
Full
Full
Hidden
Hidden
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full

¥ Mode 4 Full R Category 5 1. Personal data

Apply Undo

Ne Para Method Parameter Representat Default Valuerange
met  of setting description ion value
er the
nam paramete
e r value
1 The Automatic = Displays the list of List of the NA List of fields depends on the
Fiel ally the standard user standard used integration modules
d fields user fields
nam
e
colu
mn
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2 The Automatic
Acce ally
33
mod

colu

3 The Automatic
Cate ally
gory
colu

4 The Select the
Mod value
e from the
drop list
-dow
n list

Select the
Cate value
gory fromthe
drop list
-dow

n list

5 The

6 Butt  Click the
on button
for
addi
nga
cate
gory

The Additional fields tab
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Displays the list of
assigned access
modes for the
standard user fields

Displays the list of

category names to

which the standard
fields belong

Assigns the mode of
working with the
standard user fields
in the Access
Manager interface
object

Assigns a category to
a standard user field

Adds a category of a
standard user field

List of
assigned
access
modes for
the standard
user fields

List of the
category
names to
which the
standard
fields belong

List of the
access
modes of the
standard
user field
created in
the system

List of the
category
names of the
standard
user field
created in
the system

NA

NA

NA

Depend
sonthe
standar
d user
field

Depend
sonthe
standar
d user
field

NA

NA

NA

Edit—the field is displayed with
the ability of editing

Hidden—the field is hidden

Read only—the field is
displayed without the ability of
editing

Mandatory—this field is
mandatory when you create and
edit a user in the Access
Manager module. If you don't fill
out the parameter, the field is
highlighted with red asterisks

0. Full name

1. Personal data
3. Vehicle

4. Visitor data

NA
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Cameras

ditional fields

Readers

| 3
Ad

Departments
PIM

' AL Right: | Cards
| & I= Fieds E
Field name ] 2 APccessmode  Category 3

Full
Full
Full
Full
Full
Full
Full
Full
Full
Divisian Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full v

¥ Mode 4 Full bl Category 5

c 1z

Others

D ) . Dizable

Undo

Ne Parameter = Method of Parameter Representation Default Value range
name setting the description value
parameter
value
1 The Field Automaticall  Displaysthelist  Listof NA List of fields
name y of additional additional user depends on
column user fields fields the used
integration
modules
2 The Access  Automaticall  Displaysthelist =~ NA NA NA
mode y of assigned
column access modes
for additional
user fields
3 The Automaticall  Displaysthelist =~ NA NA NA
Category y of category
column names to which
the additional
fields belong
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Assigns the
mode of
working with
additional user
fields in the
Access
Manager
interface object

Assigns a
category to an
additional user
field

Adds a category
of an additional
user field

List of the
access modes of
the additional
user field
created in the
system

List of the
category names
of the
additional user
field created in
the system

NA

Depends on
the
additional
user field

NA

NA

Edit—the field is
displayed with
the ability of
editing

Hidden—the
field is hidden

Read only—the
field is displayed
without the
ability of editing

Mandatory—this
fieldis
mandatory when
you create and
edit a userin the
Access Manager
module. If you
don't fill out the
parameter, the
fieldis
highlighted with
red asterisks

NA

NA

7.2 The settings panel of the Operators' permissions in AM object

The settings panel of the Operators'' permissions in AM interface object is shown in the figure.
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t [Departments

=121 departments

= epartment 1
Department 3
Mew department
Ulzer rights [ Departmert 2
[+ Department 5
IT
-[+] Logistics department
-[] Logistics department 2
] Sales

Rightz E Additional fieldz

Operators” permizsions in Ak -
- F _I.l!:'

|zer permizzions 1

[ Mew root departments

.IE'J:I P |",' Undo

Ne Parameter Metho Parameter description Representati Default Value range
name d of on value
setting
the
param
eter
value
The User rights group
1 User Select Sets the user rightsin ACFA  Name the Depends Depends on the
rights the PSIM, corresponding to User on the User permissions
value the Operators' permissions  User objects created in
from permissions in AM object  objects permissio  the system
thelist  thatis being configured registered in ns objects
the system created in
the system
Outside groups
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2 New root Setthe  Setsthe availability of Booleantype = Set Set—new
departme  checkb newly created departments are
nts visible  ox departments in the Access available in the

Manager located in the Access Manager
root of the hierarchy hierarchy root
Clear—new

departments are
not available in the
Access Manager
hierarchy root

The Departments, AL, TZ, Rights, Fields, and Additional fields tabs are similar to the tabs on the settings panel of
the Access Manager object (see The settings panel of the Access Manager object).

7.3 The settings panel of the Type of department object

The settings panel of the Type of department interface object is shown in the figure.

s | B Additional fields |

s B Disabie Field name Accessmode  Category N
Full

Ful
Full
Full
Full
Full
Full
Full
Full
Full

Card issued by Hidden 1. Personal data
Hidden
Hidden
Full
Full
Full
Full
Full
Full
Full
Full
Full ]
i Category 1. Personal data

Undo

Right-click the icon (1) to open the menu in which you can change the icon for displaying the department in
the Access Manager window and select the department type template (see Configuring a type of department in the
Access Manager).

The Fields, Additional fields and Cards tabs are similar to the tabs on the settings panel of the Access
Manager object (see The settings panel of the Access Manager object).
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8 Appendix 2. Configuring the correct operation of the Access
Manager module in a distributed system

The Access Manager module gets the objects required for its operation directly from the SQL Server database of the
Axxon PSIM Server. This causes some issues for the module operation in distributed systems, based on a variety of
combinations between the Axxon PSIM Server, the Remote Administrator's workstation, and the Remote Client

(see Configuration of distributed architecture).

In particular, when you try to run the Access Manager module remotely from a computer with a Remote Client, the
Access Manager will not display the objects, which are loaded from the database of the Axxon PSIM Server, e.g. the
lists of users and departments. In order to eliminate this issue, when configuring the distributed system, the
administrator should do the following:

1. Onthe computer with the installed Remote Client:

a. Install the OLE DB Driver for SQL SERVER driver by selecting the msoledbsql file that is located in the
redist folder in the installation directory according to the language and bitness of the Remote Client,
or fully install the SQL Server. Thus, the SQL Server on the computer with the installed Remote Client
will be able to connect to the SQL Server on the computer with the Axxon PSIM Server.

b. Ensure the SQL Server authentication through the base sa account.

c. Ensure uninterrupted connection of the SQL Server on the computer with the installed Remote Client
to the SQL Server on the computer with the installed Axxon PSIM Server.

2. Onthe computer with the installed Axxon PSIM Server and the Access Manager module:
a. Configure the SQL Server to allow remote connections.
b. Ensure the SQL Server authentication through the base sa account.
c. Configure the Axxon PSIM Server connection to its database using the idb.exe utility. For this, do the
following:

Appendix 2. Configuring the correct operation of the Access Manager module in a distributed system- 272


https://docs.axxonsoft.com/confluence/spaces/PSIM100en/pages/235439837/Configuration+of+distributed+architecture

vi.

ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

Run the utility from the Axxon PSIM Server installation directory.

Select data source: Description:
Basic data ~| | EF] Data Link Properties X
Use = : Provider Connection Advanced Al
: 2 Move database Configure
Cr BRI 1. Select or enter a server name:
7] Provider=SQLMNCLI11.1;Integrated Security=55PI;Persist Security Info=False;I ||]gca|}-._SQ|_ExPRE552D14 2 v | Refresh
Select dbi-file: 2. Enter information to log on to the server:
() Use Windows NT Integrated security:
| C:'Program Files (x86) Axxon PSIM'psim.dbi | D”
Select action (®) Use a specific user name and password:
Create backup copy (MS SQL) Restore from back User name: |sa 3
Password: |eessssssssnssssns
Clear protocols
U E [ Blank passwaord Allow saving password 4
Additional tools 3. (®) Select the database: |psim 5 w |
Update database (O Attach a database file as a database name:
Protocol
Change Password Test Connection
Cancel Help

8

0K

In the utility interface, click the Configure button (1). The database connection window will
open.
In the Select or enter a server name field (2), enter the name or the IP address of the SQL
server used to for database management.

Note

Note that you must specify the explicit name or the IP address of the machine on
which the database is installed. The format (local)\ SQLEXPRESS would be incorrect.

In the Enter the information to log on to the server settings section (3), select the Use a
specific user name and password radio button. In the User name field enter sa. In the
Password field, enter the password for the sa user.

Note

Note that user names other than sa are not allowed.
Set the Allow saving password checkbox (4).

Note

This step is mandatory.

Select the Select the database on the server radio button and select psim from the drop-
down list (5).
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vii. Click the OK button to save the connection parameters (6). The parameters will be displayed
in the Connection string field (7) in the idb.exe utility interface.
viii. Click the OK button (8) in the idb.exe utility interface to save the changes.

Configuring the correct operation of the Access Manager module in a distributed system is complete.
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9 Appendix 3. Creating additional fields for the User object

You can create additional fields for the User object that are used in the Access Manager module (see Working with
users in the Access Manager software module).

You can create additional fields using the text editor that allows you to view and edit the ASCII text encoding.

9.1 Structure of additional fields in .dbi

Additional fields for the User object are divided into two groups:

1. The base field with the default processing has the following structure: (db_name), (db_type) // (description).
Example: is_guest, BIT // Guest key.
The default processing depends on the data type (see Supported SQL data types).

2. The base field with special processing has the following structure: (db_name), (db_type) // (description)
{(fmt)%(prms)}.
Example: job_title, CHAR, 20 // Position{C%Waiter|Cashier|Storekeeper}.

Attention!

a. The db_name structural element cannot be empty and must not match the existing
standard user fields, because this disrupts the general logic of the Access Manager module
and leads to failures and data loss.

b. The description structural element cannot be empty because it is also the name of an
additional field displayed in the Access Manager interface window; otherwise, it is ignored
by the system.

c. The fmt structural element must be one of a fixed set of modifiers (see Field formats with
special processing). If a modifier not from the set is specified or the parameters (prms) are
specified incorrectly, the field is processed by default according to its type (see Supported
SQL data types).

9.2 Supported SQL data types

SQL data type Representation Default processing

BIT Boolean Drop-down list with Yes/No values
INTEGER Integer Numeric field with increment/decrement
Range (-2147483648; 2147483647) and manual input option

SMALLINT

Range: from -32768 to 32767, values
outside the range aren't updated in the
database

DATETIME DateTime Calendar with date and time selection
options
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SQL data type Representation Default processing

CHAR String Text field
The maximum size must be specified
(example: 'CHAR, 30")

TEXT

9.3 Field formats with a special processing

Form Description Syntax
at
C A drop-down list with a predefined and fixed = {C%valuel|value2|...valueN}
set of possible values. Example: {C%Waiter|Cashier|Storekeeper|Security}

Note. The type in the database can also be
numeric, in which case the entire set of values
must be numeric

CT A drop-down list where you can enter {CT%valuel|value2|...valueN}
arbitrary values. The logic is similar to the C Example: {CT%Tokyo|Paris}
format, but it allows you to manually fill the
field with text if necessary. Itis used if the
full list of possible values is too large, but
there are few most frequently used options
(they are predefined)

CCl A drop-down list with predefined valuesand ~ {CCl%Descr1(EVENT1)|Descr2(EVENT2)|...||
an option to generate events on saving. Itis ~ DescrN(EVENTN)}
used if changes in key user parameters need = Example: {CCl%Issued(CARD_ISSUED)|
to be logged in the database or Lost(CARD_LOST)|Broken(CARD_BROKEN)}
“intercepted” by the Event Manager/script.
It is recommended to make this field
mandatory.

Note. The event is generated if the given user
was saved after changing the field, and the
event is not generated when new users are
currently created. The event that was edited
is generated for the Access Manager module
object. To see this event in the Event Viewer
or use it in the Event Manager, add these
events to the Access Manager object in the
DDl file of the Access Manager module
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Description

A numeric field with increment/decrement
and manual input option.

Note. If a numeric data type is selected for a
field in the database, then it is necessary to
take into account the minimum and
maximum values in accordance with the
ranges in the syntax

This format is internal and cannot be used
to generate additional fields

A unique text with validation (checking for
compliance with certain requirements)
using a regular expression template. Itis a
convenient customization tool, but it
requires technical knowledge in writing
regular expressions. The text entered by the
operator is checked against the template,
and only if it matches the template can the
field value be changed. Also, when saving a
user, the uniqueness of the entered value is
checked: there cannot be two users with the
same value for this field

Syntax

{S%0} or {S%min|max}

Example 1: {S%0}—range of values: min -2147483648,
max 2147483647

Example 2: {S%100|999}—range of values: min 100, max
999

{UT%pattern_base64}

Example:
{UT%XIvQkNCS0JXQmtCc0J3QntCg0KHQOtCjOKVAXGRT
M31b0JDQktCV0JrQnNCd0J7QoNChOKLQo9CIXXsyfVxk
ezIsM30k}

The text encoded in Base64 format contains the
following template (for the English version of the
product):

MA-Z)\d{3}-\d{3}-\d{2}-\d{3}-\d$.

This template allows you to check the entry of a car
license plate in the state of Florida:

+ F031-469-45-999-5—matches the template,
« F31-469 45-A99-5—does not match the template

Advanced format options:

« With an additional text masking during reading
(masked only while reading user data).
Example:

{UT%MR|XjR7TNXO0k}
The text encoded in Base64 format contains the
44444 template.

+ With an additional permanent text masking

(always masked).

Example:

{UT%MA|XjR7NXO0K}

The text encoded in Base64 format contains the
44444 template
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Form Description Syntax
at

TC A non-unique text that contains predefined {TC%EMPTY} or {TC%valuel|value2|...|valueN}
values, with the option to add new values. It =~ Example 1: {TC%EMPTY}—no predefined values.
allows you to supplement the set of text Example 2: {TC%Engineer|Medic|Accountant}
values as necessary and re-select values
from the list. It can have a fixed set of
predefined values.

Note. Before you edit a field, you must collect
all variants of the value of this field from all
users, eliminate the duplicates, and add
values to the list of predefined values, if any.
Therefore:

1) If you want to remove a certain cached
value from this list, you need to clear or
change it for all users who have this value set
in their fields.

2) If you save a value with an error, it will be
cached along with other values. That is, the
options “bucket”, “buc ket”, “bUcket” or
“buket” will end up in the cache and can
appear in the list of available values

TL A text with a limited length. {TL%length}
T 0L . C
Note. It is necessary to make sure that the Eﬁ:?;girgn— %10}—the line length is limited to 10
field type in the database does not exceed
the allowed length. The example above
requires TEXT or CHAR, 10 (or more)
RO An arbitrary readonly field. It is used, for {RO%def_value}
example, to display data when importing Example: {RO%Not specified}

users from an external system or if this field
is filled in with a script when manual input
by the operator is prohibited.

Note. This format is similar to the normal text
field, which is used in the Access Manager by
default and marked as "Read Only". The
difference is that this field remains non-
editable even if it is marked as editable. It
also has a default value

9.4 Creating additional fields for the User object

To create additional fields for the User object, do the following:
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1. Inthe Axxon PSIM installation directory, for example, C:\Program Files (x86)\Axxon PSIM\ create a .dbi text
document, for example, psim.person_extra_fields.dbi.
2. Open the created .dbi file in the text editor.

Attention!

Before you enter any data, make sure that the UTF-8 text encoding is selected. Otherwise, when
adding additional fields to the database, the text will be recognized incorrectly.

3. Inthefirst line of the text document, enter [OBJ_PERSON].
4. Insubsequent lines, specify the additional fields parameters:
a. Separated by commas, enter the field name (db_name) that will be saved in the database, the field
data type (db_type) with the maximum field size, if required—see Supported SQL data types.
b. Using adouble slash "[[", indicate the field description (description) that will be displayed in the
interface window of the Access Manager.
c. If necessary, set the field behavior pattern by indicating the beginning and end using curly braces
{3

5. Save the changes.

Attention!

After you save the .dbi file, it is necessary to update the main database. To do this, use the idb.exe
utility (see The idb.exe utility for converting databases, selecting database templates and making
backup copies of databases).

An example of a .dbi file with additional fields for the User object is shown in the figure below:

E‘.] psim.person_extra_fields.dbi E3
1 [OBJ_PERSON] A

2 user type, CHAR, 30 // User type{TC%Employee|Visitor}
Igender, CHAR, 30 // Gender{CiMale|Female|NAi}

< unigque, CHaAR, 30 // Unique{UTC%0}

< >

Ln:& Col:1 Pos:153 Windows (CR LF}  UTF-8 N5

As a result, the created fields will be available on the settings panel of the Access Manager object on the Additional
fields tab (see Configuring the Main department type).

In the interface window of the Access Manager, in the area of additional fields, the corresponding additional fields
will be displayed depending on the configured visibility and availability of fields for editing, as well as the specified
category.
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[ — . - . y I p
& Editing. McDonald Ronald John (4) O x

lser card 3 Access levels 3 Schedules "ﬂ Exculpatony [Eil Civertime
a Access level Type

a 3 “Always® Own

~
x|+ | @& * e
~
Sumame [ ] McDonald Access mode 1o
[ 1 Ronald Allow multiply access [1 No

Patronymic [ ] Jehn Apolle SDK v.2 extention [ ] Unconfigured

Biosmart. Mumber of face templates [ 1o
Additional informatid__| Hobby-IT Biosmart. Mumber of fingerprints 1o
Address of registrat|__| Galaxy Dual [ ] Mo
Antipassback [ es d ] o
Birth place ] Hikvision extention Vskies fifiad
Card expiry date || Mot specified Hikvision. Lser message Male
Commencement of | Mot specified Sigur wiegand Femde
Date of card issue | Mot specified |ser_type NA
Date of firing [ 1 Mot specified Wirdi. Options
Date af hirng: [ ] Mot specified
E-mail address ]
Extemnal ID ]
Mumber of card los{__| 0
COffice phone ]
Passport number ||
Personnel number (|
PIN code ]
Position ]
Telephone ] G

Save | Cancel

9.5 Basic structural elements of the additional field of the User object

Indication Description

db_name The additional field name (db_name) that is saved in the database

db_type Data type (db_type) of the additional field, size (if required, see Supported SQL data
types)

description Name of the additional field displayed in the Access Manager interface window

fmt A modifier from the set (see Field formats with special processing)
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Description

Field value parameters, entered using parentheses ()

Beginning of the behavior template of the additional field

After the %, the names of the predefined values of the additional field are listed.

Note. If you specify %EMPTY, there will be no predefined values

Names of predefined values of the additional field

Separation of predefined values of the additional field

Limit of the line length

Default value

End of the behavior template of the additional field

Creating additional fields for the User object is complete.

Appendix 3. Creating additional fields for the User object- 281



ACFA PSIM 1.10 - Guide for configuring and working with the Access Manager module

10 Appendix 4. Creating a single photo database

ACFA PSIM supports storing user photos on several computers.

ACFA PSIM advanced settings utility tweaki.exe is used to create a single photo database. There are two ways to
launch the tweaki.exe utility:
1. From the Windows Start menu: Start — All Programs — Axxon PSIM - Utilities — Advanced settings

utility.
2. From the Tools folder of ACFA PSIM installation directory: <Axxon PSIM installation

directory>\Tools\tweaki.exe.

To create a single photo database, do the following:
1. Select the Visitor management system item (1) in the Axxon PSIM Advanced Setup window.

o [ Windows
B[ Asxon PSIM
i[> DNS
[ Visttor management system 1
[» Distributed corfiguration
[> MSDE (M5 SQL) configuration
Video subsystem
Testing video capture cands
PTZ
POS

Version

% Axxon PSIME Advanced Setup

2. Inthe System identifier column (2), enter the names of the Servers/RAWSs that will store the photos
assigned to users using the Access Manager module.

o Note

The specified Servers/RAWs must be connected to the Axxon PSIM Server to which photos from
Access Manager are added. Detailed information about configuring server connections is given
in Administrator's Guide. However, the Access Manager module does not have to be installed on the

specified computers. Do not add Clients to the list.
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o Note

Only photos assigned to users via the Access Manager module will be sent to the specified
computers. Photos added to the system before the photo database was formed won't be sent.

© nNote

Photos will be stored not only on the computers specified using the tweaki.exe utility, but also on
the computer from which the photos are sent. The added photos are stored in the <Axxon PSIM
installation directory>\Bmp\Person folder.

3. Click the OK button.
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11 Appendix 5. Face synchronization module

11.1 Generalinformation about the Face synchronization module and its
licensing

The Face synchronization module is used to automatically synchronize the users of the Access Manager module who
have photos with the Face PSIM reference face database (see Working with the reference face database).

The Face synchronization module allows you to do the following:

1. Automatically create a face in the reference face database when you assign a photo to a user in the Access
Manager module.

2. Automatically change a face image in the reference face database when you change a user's photo in
the Access Manager module.

3. Automatically delete a face from the reference face database when you delete a user's photo in the Access
Manager module.

4. Automatically delete a user in the Access Manager module when you delete a face from the reference face
database.

Attention!

In case you create users in the Face PSIM database using the Face recognition and search interface object
(see Adding images to the reference face database), the correct synchronization of faces is not guaranteed.

Module licensing

The Face synchronization module is provided free of charge upon purchase of the Access Manager module.

11.2 Activation of the Face synchronization module

To activate the Face synchronization module, create the Face synchronization module object on the basis of the
Computer object on the Hardware tab of the System settings dialog window.

Architecture Hardware Irterf

Q Face synchronization module 1 [1]

e [k Face recognition server 1[1]
Video capture device 1 [1]

11.3 Configuring the Face synchronization module

On the page:

+ Selecting the Face
Recognition Server for
synchronization
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« Selecting the Face
Recogpnition Serverin
the Access Manager
module

11.3.1 Selecting the Face Recognition Server for synchronization

You can select the Face Recognition Server with which user faces will be automatically synchronized on the settings
panel of the Face synchronization module object.

Face synchrorization module 1 UERTIUR "4l recogrition servers® w

Computer W Disable

LOCALHOST

Jala] . 1.0.0.1 I

_-'-'-p p h.' Unda

1. From the Synch with drop-down list, select the required Face Recognition Server. If you select the All
recognition servers value, faces will be synchronized with all Face Recognition Servers in the distributed
system.

2. Click the Apply button to save the changes.

11.3.2 Selecting the Face Recognition Server in the Access Manager module

To receive events about the impossibility of adding a photo to the Face Recognition Server due to its poor quality,
you must specify the corresponding Face Recognition Servers as control readers on the settings panel of the Access
Manager module (see Configuring control readers in the Access Manager).
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Configuring the Face synchronization module is complete.
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12 Appendix 6. Additional features of Access Manager module

12.1 Event generation when a photo is assigned to a user

It is possible to generate an event with the captured frame image when a photo is assigned to a user from a camera
(see Assigning a photo to a user from a camera).

A\ Attention!

The account_manager.run.config file should be configured on the same computer on which you are
planning to work with the Access Manager module.
After you make changes to the account_manager.run.config file, it is necessary to restart ACFA PSIM.

1. Go to the <Axxon PSIM installation directory>\Modules\ path.
. Open the account_manager.run.config file for editing.
3. Add the following lines to the applicationSettings group:

N

<setting name="NotifyInitialPhoto" serializeAs="String">
<value>True</value>
</setting>

[ account_manager run.config E3

8 <applicatinn5&ttingsﬂ
g <RunModule.account manager run.Properties.Settings>
10 =) <zetting name="CommonBackground" serializefsz="5tring">
11 <value>206, 206, 255</value>
12 = </setting>
13 = <zetting name="ControlsBackground" =serializefz="String">
14 <value>244, 247, 252</value>
15 e </setting>
1 = <setting name="FormsBackground" serializels="String">
1 <value>215, 228, 242</value>
18 = </setting>
15 = <zetting name="SettingsBackground" =serializefz="String">
20 <valuexAliceBlue</value>
21 - </setting>
22 = <getting name="ScanifyAPIEnabled" serializefAs="String">
23 <valuerFalse</value>
24 i </setting>
25 = <zetting name="AntoCropFrame" serializefAs="String">
26 <wvalue />
27 e <I5etting>
28 = <setting name="NotifyInitialPhoto" serializefAs="String">
29 <value>Troe</valus>
30 - </setting>
31 B <IRunHDdule.accnunt_manager_run.ﬁroperties.§etting5>
32 = </applicationSettings>
33 -</configurations-

4. Save the changes to the account_manager.run.config file.

As a result, when a photo is assigned to a user from a camera, an event will be generated:
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PERSON|id|NOTIFY_PHOTO|core_global<@>,base64<>

where id is the identifier of the user to whom the photo is assigned, and base64 is the jpeg image in Base64 format.
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13 Appendix 7. Script for printing templates

On the page:

+ Generalinformation
about scripts

« Script for printing a
template

13.1 General information about scripts

For the description of objects and programming methods necessary for developing scripts in Axxon PSIM, see Guide
for creating scripts (programming).

13.2 Script for printing a template
In the Access Manager module, you can print templates from several printers at the same time using a script.

Script for printing a template looks like this:

DoReactStr ("AM" ,"1" /"EXTERNAL_PRINT","person_id<>,template_path<>,target_slave<>,targ
et_device<>");

Parameters:

+ AM—the Access Manager module that you use,

+ 1—id of the Access Manager module that you use,

« person_id<>—id of the user for whom you want to print a template,

« template_path<>—path to the template file for printing,

« target_slave<>—slave device (computer) that you use,

+ target_device<>—name of the printer as it is displayed in the Devices and Printers section of the OS
settings.

You can print templates from several printers at the same time if printers have the last saved settings that are the
same for all devices, for this:

1. All printers belonging to the same Access Manager module must be the same (one driver).
2. All printers belonging to the same Access Manager module are installed in the system (visible in the OS).

Example of a script for printing a template:

DoReactStr ("AM","1" ,"EXTERNAL_PRINT","person_id<3>,template_path<D:
\AxxonTemplate.axt>,target_slave<A-KING>,target_device<Microsoft Print to PDF>");
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