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1 Introduction into the Guide for configuring and working with
the Suprema 2 integration module

On the page:

+ Purpose of the
document

+ Generalinformation
about the Suprema 2
integration module

1.1 Purpose of the document

The Guide for configuring and working with the Suprema 2 integration module is a reference and information manual
and is intended for configuration specialists and operators of the Suprema 2 integration module. This moduleis a

part of Access Control subsystem in ACFA PSIM.
The Guide has the following information:

1. Generalinformation about the Suprema 2 integration module.
2. Configuration of the Suprema 2 integration module.
3. Operation of the Suprema 2 integration module.

1.2 Generalinformation about the Suprema 2 integration module

The Suprema 2 integration module is the ACFA PSIM-based ACS component. The module is designed for Suprema 2
ACS interaction with ACFA PSIM (monitoring, control).

o Note

For more information about Suprema 2 ACS, please refer to official documentation for this system
(manufacturer Suprema Inc.).

Before configuring Suprema 2 integration module do the following:

1. Install Suprema 2 ACS hardware on site.

2. Connect Suprema 2 hardware to the Server.

3. Install BioStar 2 software on the Server (to download the software, go to the manufacturer’s website)

4. Configure Suprema 2 ACS connection to the BioStar 2 Server (configuration of BioStar 2 utility is described in

the official documentation).
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2 Supported hardware and licensing of Suprema 2 integration

module

Vendor

Integration type

Hardware connection

Supported hardware

Hardware
BSA2-OEPW
FaceStation 2
BioStation 2
BioStation 3
BioEntry W
CoreStation
BioEntry P2
XPass 2

FaceStation F2 (all models)

X-Station 2 (all models)

XPass S2

Suprema

17F Parkview Office Tower, Jeongja, Bundang, Seongnam,
Gyeonggi, 463-863 Republic of Korea
Www.supremainc.com

SDK

Ethernet

Function

Biometric terminal (scanner)

Biometric terminal (scanner)

Biometric terminal (scanner)

Biometric terminal (scanner)

Biometric terminal (scanner)

Controller

Biometric device (scanner)

Reader

Biometric terminal (scanner) with an option to receive
temperature from Suprema Thermal Camera

Terminal (scanner) with an option to work with QR codes

Reader
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o Note.

All devices supporting SDK v.2 can be connected. The table lists those tested by AxxonSoft QA department.

Module licensing

Per scanner/reader.
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3 Configuring Suprema 2 integration module

3.1 Activating Suprema 2 integration module

Create the Suprema Biometrical ACS v2 object based on the Computer object in the Hardware tab of the System
settings dialog box in order to activate Suprema 2 integration module.

Architecture Hardware Interdf Programming

.
B 5 Suprema Biometrical ACSv2 1[1]

3.2 Configuring the Suprema 2 parent object

To configure the Suprema 2 parent object, do the following:

1. Go to the settings panel of the Suprema Biometrical ACS v2 object, created on the basis of the Computer
object on the Hardware tab of the System settings dialog window.

Architecture Hardware Interfaces Programming

- :
§ Suprema Biometrical ACS 2
deo copture device 11T - ;

30000 v titneout

B Dynamic
2 smip.office365.com
:

Lzermname

usen@icloud.com

Auto [SS5LATLS or none) v

Apply Undo

Click the Write users button to write users to all controllers.
Click the Set Time button to synchronize the time of all controllers with the computer time.
Set the timeout in the ms keep-alive timeout field. The default value is 30000 ms.
Set the Dynamic checkbox for dynamic recording of the users access settings.
To email QR codes, set the following parameters:
a. Inthe SMTP Server field, enter the SMTP server address of the outgoing mail;
b. Inthe SMTP Port field, enter the port number used by the outgoing mail server;
c. Inthe User Name field, enter the name of the account used to send messages on the outgoing mail
server;
d. Inthe Password field, enter the password of the account on the outgoing mail server;

oUW
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e. Inthe Mailing Address field, enter the email address from which the messages will be sent.
f. From the Encryption drop-down list, select the type of encryption: None, Auto (SSL/TLS or none)
(default), SSL or TLS, STARTTLS.
If you don't need to send QR codes, you can skip this step.
7. Click the Apply button to save the changes.

Configuration of the Suprema 2 parent object is complete.

3.3 Configuring the Suprema 2 controller

The Suprema 2 controller is configured as follows:

1. Go to the settings panel of the Suprema 2 Host object. The object is created on the basis of the Suprema
BiometricalACS v2 object.

Architecture Hardware Programming

ik,

=S Suprema Biometrical AC5v2 1[1]
Suprema 2 Host 1.1 [1.1] Suprema Bir I e

deo capture device 1[1] Suprema Biometrical ACS v2 1

Reaian in: Region 1.1
Region out: Region 1.2

D Support Pin

[15upport Card FRead Options wirite Users

[ suppart Fingerprint

[ 5upport Face Synchronize devices tree Set Time

Clear log

ted

Undo

In the Address field, enter the IP address of the Suprema 2 controller.

In the Port field, set the port of the Suprema 2 controller.

In the ID field, specify the ID of the controller connected via Ethernet.

From the Region in drop-down list, select the Region corresponding to the area where the user will be
located after entering.

6. From the Region out drop-down list, select the Region corresponding to the area where the user will be
located after exiting.

© note

The Region in and Region out fields must be selected if the Time and Attendance interface module
is used. Otherwise, leave these fields empty.

o

7. Click the Read Options button to read the current options of the controller. The Type of the controller is
determined automatically. The controller work features change depending on its specific type. For example,
for Xpass S2 type controllers, the functionality of the module for reading events and writing users changes.

Configuring Suprema 2 integration module - 7
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This happens because with the usual functionality the events come with a delay, and it takes a long time to
write users.

Attention!

It is not recommended to change the Type setting manually.

Click the Synchronize devices tree button to automatically create a tree of devices connected to the
controller in ACFA PSIM.

Click the Clear log button to clear the event log of the controller.

Click the Write Users button to write users to the controller.

Click the Set Time button to synchronize the controller time with the computer time.

Configure sending an event upon successful access: Swap pass/granted. If the checkbox is cleared, the Pass
event is generated, otherwise, the Access granted event is generated.

© nNote

The setting is required for the Time and Attendance Module operation with one access terminal.

When reading the options (step 7), the checkboxes are automatically set on the Options tab with the basic
device features and on the Options Ex tab with the advanced device features. These tabs are not editable
and show the functional features of a specific type of Suprema 2 controller. The set of supported features is
different for each type of Suprema 2 controller. The Options Ex tab looks like this:

Dplions | Options Ex

[ ]5upport RS-485 Ex
[]5upport Card Ex
[]support DST

[ support Desfire Ex

|:| Support Face Ex
|:| Support QR

|:| Support Finger Scan
|:| Support Face Scan
|:| Support Face Scan Ex
|:| Support QR Scan Ex

Click the Apply button to save changes.

Configuring the Suprema 2 controller is complete.

3.4 Configuring the Suprema 2 scheduled lock/unlock zones

On the page:

+ Configuring the
scheduled lock/unlock
zones
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+ Features of adding
holidays for the doors
unlocking time zone

3.4.1 Configuring the scheduled lock/unlock zones
To configure the scheduled lock/unlock zones, do the following:

1. Go to the settings panel of the Suprema 2 Scheduled Lock/Unlock Zone object that is created on the basis
of the Suprema Biometrical ACS v2 object.

Architecture Hardware Interfaces Users Programming

-
B-@ Supiema Bio AT Suprema 2 Scheduled Lock/U o A Time schedule 1

Sup i ical ACS Dizable W T A= T imne schedule 2
Suprema Biometrical ACS w2 1

Suprema 2 Door 1.1.1

Undo

2. From the Lock time zone drop-down list, select the time schedule for locking the specified doors.

3. From the Unlock time zone drop-down list, select the time schedule for unlocking the specified doors.

4. Select the doors that you want to lock/unlock by the time schedule by setting the corresponding
checkboxes.

5. Click the Apply button to save the changes.

6. Go to the settings panel of the Suprema 2 Host object.

7. Click the Write Users button to write users to the controller (see Configuring the Suprema 2 controller).

Configuring the scheduled lock/unlock zones is complete.

3.4.2 Features of adding holidays for the doors unlocking time zone

To add holidays to the doors unlocking time zone, do the following:

Configuring Suprema 2 integration module - 9
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1. Create the time schedule with two intervals, the first of which is the main working one, and the second is an
empty holiday interval, as follows:

©3 Access Manager 1 — O x
~ ™
- Departments (B Time zones n Access levels Q Regions and areas @ Wardime -
£ Time schedule 1 Ti : E
e ime schedule 1 ({ID 1
&£ Time schedule 2 ; ) @
Interval Sun Mon Tue Wed Thu Fi 5a  Holiday
07 00-23:00 + + + + + +
C0:00-00:00 +

Huoliday editor

2. Add the created time schedule as the unlocking one (Unlock time zone parameter) on the settings panel of
the Suprema 2 Scheduled Lock/Unlock Zone object, and leave the unlocking schedule blank. With this
setting, the system doesn't unlock the door on that day if it is determined to be a holiday.

Adding a holiday to the doors unlocking time zone is complete.

3.5 Configuring the Suprema 2 access point
To configure the Suprema 2 access point, do the following:

1. Go to the settings panel of the Suprema 2 Door object. The object is created on the basis of the Suprema 2
Host object.

Configuring Suprema 2 integration module - 10
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Architecture Hardware erfaces Programming

==
B 5 Suprema Biometrical ACS v Sdpieia:2 DagilL)

= H Suprema2 mERE

Supred ] | il
D Suprem vor 1.1.1 [1.1.1] Suprema 2 Host 1.1

ideo capture device 1[1]

Undo

2. Inthe ID field, specify the identification number of the access point.
3. Click the Apply button to save changes.

Configuring the Suprema 2 access point is complete.

3.6 Configuring the Suprema 2 reader

The Suprema 2 reader is configured as follows:
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1. Goto the settings panel of the Suprema 2 Reader object. The object is created on the basis of the Suprema
2 Host object.
Architecture Hardware Programming

==
=5 Suprema Biometrical A SUiEMia 2 Fesderclcd

= H Suprema 2 Host 1.1[1.1]

5 able
D e p SR Suprema 2 Host 1.1

RO Suprema

ideo capture device 1[1]

Undo

2. IntheID field, specify the identification number of the reader.
3. From the Region in drop-down list, select the Region corresponding to the area where the user will be

located after entering.
4. From the Region out drop-down list, select the Region corresponding to the area where the user will be

located after exiting.

© nNote

The Region in and Region out fields must be selected if the Time and Attendance interface module
is used. Otherwise, leave these fields empty.

5. Configure sending an event upon successful access: Swap pass/granted. If the checkbox is cleared,
the Pass event is generated, otherwise, the Access granted event is generated.
6. Click the Apply button to save changes.

Configuring the Suprema 2 reader is complete.

3.7 Configuring the Suprema 2 slave controller

One or several controllers can be connected to the Suprema 2 controller. As a result, the Master-Slave mode is
created, where the slave controller acts as a reader, and the Master controller makes the decision to grant access
(for details, see the official reference documentation for the system, manufacturer is Suprema Inc.).

The Suprema 2 slave controller is configured as follows:
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1. Goto the settings panel of the Suprema 2 Slave object. The object is created on the basis of the Suprema 2
Host object.

Hardware e ] sers Programming

= 5 Suprema Biometrical A 1
& H Suprema 2 Host 1.1 [1. o st W Divable Pt Fegion 1.1

e ey ||
Suprema 2 Host 1.1 i -
Supren er 1.1.1[1.1. =aIan ouL. Region 1.2

e 1.1.1[1.1.1]
deo capture device 1[1]

Suprema 2 Slave 1.1

Apply Unda

2. IntheID field, specify the identification number of the controller.

3. From the Region in drop-down list, select the Region corresponding to the area where the user will be
located after entering.

4. From the Region out drop-down list, select the Region corresponding to the area where the user will be
located after exiting.

0 Note

The Region in and Region out fields must be selected if the Time and Attendance interface module
is used. Otherwise, leave these fields empty.

5. Configure sending an event upon successful access: Swap pass/granted. If the checkbox is cleared,
the Pass event is generated, otherwise, the Access granted event is generated.
6. Click the Apply button to save changes.

Configuring the Suprema 2 slave controller is complete.

3.8 Setting up additional user parameters in Suprema 2 integration

A\ Attention!

When you create an access level in the Access Manager module, select the Suprema 2 Door objects of the
corresponding controllers as a required access point (see Working with access levels in the Access
Manager software module). If you select Suprema 2 Host objects as an access point, this access level will
not work.
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Additional user parameters are configured in the Access Manager module (for details, see Guide for configuring and
working with the Access Manager module). To do this, in the user editing mode, specify the following additional

parameters:

1. Suprema 2 Card Auth Mode—determines the system behavior logic:

Default—the default behavior set in the device settings;

Only card—the user can get access only by card;

Card And Fingerprint—the user can get access if they first present a card and then a fingerprint;
Card and Pin—the user can get access if they first presents a card and then enter a PIN code;
Fingerprint Or Pin After Card—the user can get access if they first present a card and then either
present a fingerprint or enter a PIN code;

Card And Fingerprint And Pin—the user can get access if they present a card, then a fingerprint and
then enter a PIN code in this exact sequence;

Cannot use—the user always gets access by card.

Suprema 2 Card Auth Mode Default
Suprema 2 Ex Card Auth Mode Default
Suprema 2 Ex Face Auth Mode Default
Suprema 2 Ex Finger Auth Mode Default
Suprema 2 Ex Id Auth Mode Default
Suprema 2 Faces 0
Suprema 2 Finger Auth Mode Default
Suprema 2 Id Auth Mode Default
Suprema 2 Operator Level Mone
Suprema 2 QR Code

Suprema Bypass Card Mo
Supremal?) Fingerprints 1o
Supremal?) Securty Level [ 1 Default

2. Suprema 2 Ex Card Auth Mode—determines the logic of authorization by an access card:

Default—the default behavior set in the device settings;

Card—the user can get access by card;

Card - Face—the user can get access if they first present a card and then pass a face check to match
the stored photo;

Card - Fingerprint—the user can get access if they first present a card and then a fingerprint;

Card - Pin—the user can get access if they first presents a card and then enter a PIN code;

Card - Face or Fingerprint—the user can get access if they first present a card and then pass a face
check to match the stored photo or present a fingerprint;

Card - Face or Pin—the user can get access if they first present a card and then pass a face check to
match the stored photo or enter a PIN code;

Card - Fingerprint or Pin—the user can get access if they first present a card and then a fingerprint
or enter a PIN code;

Card - Face or Fingerprint or Pin—the user can get access if they first present a card and then pass
a face check to match the stored photo or present a fingerprint or enter a PIN code;

Card - FaceFingerprint—the user can get access if they first present a card, then pass a face check to
match the stored photo, and then present a fingerprint;

Card - Face - Pin—the user can get access if they first present a card, then pass a face check to
match the stored photo, and then enter a PIN code;

Card - Fingerprint - Face—the user can get access if they first present a card and then a fingerprint,
and after that pass a face check to match the stored photo;

Card - Fingerprint - Pin—the user can get access if they first present a card and then a fingerprint,
and after that enter a PIN code;

Card - Face or Fingerprint — Pin—the user can get access if they first present a card, then pass a
face check to match the stored photo or present a fingerprint, and then enter a PIN code;
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Card - Face - Fingerprint or Pin—the user can get access if they first present a card, then pass a
face check to match the stored photo, then present a fingerprint or enter a PIN code;
Cannot Use—the user always gets access by card.

3. Suprema 2 Ex Face Auth Mode—determines the logic of authorization by checking a face to match
the stored photo:

Default—the default behavior set in the device settings;

Face—the user can get access if they pass a face check to match the stored photo;

Face — Fingerprint—the user can get access if they first pass a face check to match the stored photo
and then present a fingerprint;

Face — Pin—the user can get access if they first pass a face check to match the stored photo, and
then enter a PIN code;

Face — Fingerprint or Pin—the user can get access if they first pass a face check to match the stored
photo, then present a fingerprint or enter a PIN code;

Face — Fingerprint — Pin—the user can get access if they first pass a face check to match the stored
photo, then present a fingerprint, and after that enter a PIN code;

Cannot Use—the user always gets access if they pass a face check to match the stored photo.

4. Suprema 2 Ex Finger Auth Mode—determines the logic of authorization by fingerprint:

Default—the default behavior set in the device settings;

Fingerprint—the user can get access by fingerprint;

Fingerprint — Face—the user can get access if they first present a fingerprint, and after that pass a
face check to match the stored photo;

Fingerprint — Pin—the user can get access if they first present a fingerprint, and then enter a PIN
code;

Fingerprint — Face or Pin—the user can get access if they first present a fingerprint, then pass a face
check to match the stored photo or enter a PIN code;

Fingerprint — Face — Pin—the user can get access if they first present a fingerprint, then pass a face
check to match the stored photo, and after that enter a PIN code;

Cannot Use—the user always gets access by fingerprint.

5. Suprema 2 Ex Id Auth Mode—determines the logic of authorization by a unique user identifier (id):

Default—the default behavior set in the device settings;

Id — Face—the user can get access if they first enter their id and then pass a face check to match the
stored photo;

Id — Fingerprint—the user can get access if they first enter their id and then present a fingerprint;
Id - Pin—the user can get access if they first enter their id and then enter a PIN code;

Id — Face or Fingerprint—the user can get access if they first enter their id and then pass a face
check to match the stored photo or present a fingerprint;

Id — Face or Pin—the user can get access if they first enter their id, and then pass a face check to
match the stored photo or enter a PIN code;

Id — Fingerprint or Pin—the user can get access if they first enter their id, and then present a
fingerprint or enter a PIN code;

Id — Face or Fingerprint or Pin—the user can get access if they first enter their id, and then pass a
face check to match the stored photo, or present a fingerprint or enter a PIN code;

Id — Face - Fingerprint—the user can get access if they first enter their id, and then pass a face check
to match the stored photo, and after that present a fingerprint;

Id — Face - Pin—the user can get access if they first enter their id, and then pass a face check to
match the stored photo, and then enter a PIN code;

Id — Fingerprint — Face—the user can get access if they first enter their id, then present a fingerprint,
and after that pass a face check to match the stored photo;

Id — Fingerprint — Pin—the user can get access if they first enter their id, then present a fingerprint,
and after that enter a PIN code;

Id — Face or Fingerprint — Pin—the user can get access if they first enter their id, then pass a face
check to match the stored photo or present a fingerprint, and after that enter a PIN code;
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« Id - Face — Fingerprint or Pin—the user can get access if they first enter their id, then pass a face
check to match the stored photo, and after that present a fingerprint or enter a PIN code;
« Id - Fingerprint - Face or Pin—the user can get access if they first enter their id, then present a
fingerprint, and after that pass a face check to match the stored photo or enter a PIN code;
« Cannot Use—the user always gets access by id.
6. Suprema 2 Faces—displays the number of face vectors assigned to the current user.
7. Suprema 2 Finger Auth Mode—determines the logic of authorization by fingerprint:
+ Default—the default behavior set in the device settings;
+ Only Fingerprint—the user can get access only by presenting a fingerprint;
+ Fingerprint And Pin—the user can get access if they first present a fingerprint and then enter a PIN
code;
« Cannot use—the user always gets access by fingerprint.
8. Suprema 2 Id Auth Mode—determines the logic of authorization by id:
+ Default—the default behavior set in the device settings;
+ Fingerprint After Id—the user can get access if they first enter their id, and then presents a
fingerprint;
+ Pin After Id—the user can get access if they first enter their id, and then enter a PIN code;
+ Fingerprint Or Pin After Id—the user can get access if they first enter their id, and then present a
fingerprint or enter a PIN code;
+ Fingerprint And Pin After Id—the user can get access if they first enter their id, and then present a
fingerprint and enter a PIN code;
« Cannot use—the user always gets access by id.
9. Suprema 2 Operator Level—determines access to the controller settings from its keyboard:
+ None—the default value. The user doesn't have access to the settings;
+ Admin—the user has full access to the settings;
+ System settings—the user has access to the system settings, but not to the user settings;
+ User information—the user has the read-only access to the user information, but cannot change
anything.

© nNote

You can get the access to the controller settings by pressing the Esc button on the
controller's keyboard. After that, the device requires you to present a fingerprint, a card, or
id.

Attention!

There must be at least one administrator level user. Otherwise, this feature is disabled.

10. Suprema QR Code contains the value of the QR code assigned to the user.

11. Suprema Bypass Card—if this card is presented, access will be granted and an alarm event will be
generated. This card can be used by the user under duress.

12. Suprema(2) Fingerprints—displays the number of fingerprints assigned to the current user.

13. Suprema(2) Security Level—determines the quality level of the fingerprints. For the proper configuration,
refer to the official reference guide for this system.

Additional user parameters in Suprema 2 integration are now configured.
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4 QOperation of Suprema 2 integration module

4.1 General information about Suprema 2 operation
The following interface objects are applied to work with the Suprema 2 integration module:

1. Map.
2. EventViewer.

For a detailed description of configuring these interface objects, refer to the Axxon PSIM Administrator's Guide.

For a detailed description of using these interface objects, refer to the Axxon PSIM Operator's Guide.

4.2 Managing Suprema 2 controller

The Suprema 2 controller is not managed in the Map interface window.

The following Suprema 2 controller states are possible:

SUPREMA_2_HOST 1.1[1.1] Connected

SUPREMA_2 HOST 1.1[1.1] Connected but not synchronized
B

SUPREMA_2_HOST 1.1[1.1] Disconnected

4.3 Managing Suprema 2 Door object

The Suprema 2 Door object is managed in the Map interface window with the Suprema 2 Door object function
menu.

Suprema 2 Door 1.1.1[1.1.1]
Show last events

Unlock

Release

Rezet alarms

Open

Lock

Commands to manage Suprema 2 Door are given in the table.
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Menu command Function

Unlock Unlock the door
Release Standby mode

Reset alarms Alarm reset by Operator
Open Open the door

Lock Lock the door

The following Suprema 2 Door object states are possible:

SUPREMA_2_DOOR 1.1.1[1.1.1] Locked
I~
o
SUPREMA_2_DOOR 1.1.1[1.1.1] Unlocked
i1
[ |
SUPREMA_2_DOOR 1.1.1[1.1.1] Connection lost
SUPREMA_2_DOOR 1.1.1[1.1.1] Closed
SUPREMA_2_DOOR 1.1.1[1.1.1] Opened
SUPREMA_2_DOOR 1.1.1[1.1.1] Held open

[
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SUPREMA_2_DOOR 1.1.1[1.1.1] Alarm held open

[b

SUPREMA_2_DOOR 1.1.1[1.1.1] Alarm forced open

SUPREMA_2_DOOR 1.1.1[1.1.1]

i
5

Lock (scheduled)

SUPREMA_2_DOOR 1.1.1[1.1.1] Lock (operator)

o
]

SUPREMA_2 DOOR 1.1.1[1.1.1] Lock (emergency)

i
E

SUPREMA_2_DOOR 1.1.4[1.1.1] Unlock (scheduled)

o
5

SUPREMA_2 DOOR 1.1.1[1.1.1] Unlock (operator)

o
o

SUPREMA_2_DOOR 1.1.1[1.1.1] Unlock (emergency)

o
E

SUPREMA_2_DOOR 1.1.1[1.1.1] Alarm APB
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4.4 Addingthe Suprema 2 biometric parameters

4.4.1 Adding the Suprema 2 face template
To add a Suprema 2 face template in the Access Manager module, do the following:

1. Goto adding biometric data in the Access Manager window (see Adding biometric parameters).
2. Select the extension (Edit Face) Suprema 2 Host that corresponds to the controller with the biometric face

reader connected to it, or to the terminal.
3. The Suprema. Capture face dialog box will open. To add a new face template, click the Add button.

9 Suprerna. Capture face >
r | =
Lq_l | Waiting for action
[ ¢Z‘I
Add
Remove
Remove all
B W |0k % | Cancel

The Suprema. Capture face window will open.
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P "

@ Suprema. Capture face @

' Waiting for action

Thresold |4 - ]1

2 O Capture ‘

‘ x Cancel

. From the Threshold drop-down list (1), select the sensitivity for capturing a face image: from 0 (low) to 8
(maximum).

. To start capturing, click the Capture button (2) and then follow the instructions displayed at the top of the
Suprema. Capture face window. In case of successful face capture, the resulting photo will be displayed,
and the template of this photo will be saved.

Attention!

Arbitrary photos (from files, cameras) cannot be sent to the terminals. If there are many terminals,
you can capture a face from any of them. Then this image will be sent to other terminals with
different access attributes.

. Set the Set as person’s photo checkbox (3) to assign the face captured by the terminal as the user photo.
. Click the OK button to complete adding a face template. Click the Cancel button to cancel the operation.
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8. Todelete a face template, select it in the list of templates and click the Remove button.

© nNote

To delete all face templates, click the Remove all button.

9. Click the OK button to save the face template.

Adding the Suprema 2 face template in the Access Manager module is completed.

4.4.2 Adding the Suprema 2 fingerprints
To add Suprema 2 fingerprints in the Access Manager module, do the following:

1. Go to adding biometric data in the Access Manager window (see Adding biometric parameters).

2. Select the (Edit Fingerprints) Suprema 2 Host extension that corresponds to the controller with the
biometric fingerprint reader connected to it.

3. The Suprema. Edit fingerprints dialog box will open. To add a new fingerprint, click the Add button.

@ Suprema. Edit fingerprints IEI

Add

Remave

[Duress]

Up

Remove all

Ok ‘ ‘ X Cancel

Only the first two fingerprints are written to the Suprema controller v1.
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The Suprema. Capture fingerprints window will open.

9 Suprema. Capture fingerprints @

-
| Waiting action

[

1 Mode: IOne finger 'J

2 Quaity (40 (Moderate) -]

3

O Start capturing ‘

‘ x Cancel

4. From the Mode drop-down list (1) select the fingerprint capture mode:
+ One finger - reading a single fingerprint.
+ Two fingers - reading two fingerprints.
+ Two thumb fingers - reading two thumb fingerprints.
+ Left four fingers - reading fingerprints of four fingers of the left hand.
+ Right four fingers - reading fingerprints of four fingers of the right hand.
+ Ten fingers - reading 10 fingerprints.
+ Left palm - reading the left palm print.
+ Right palm - reading the right palm print.
+ One roll finger - reading a single fingerprint with an offset.
5. From the Quality drop-down list (2) select the fingerprint capture quality:
+ 20 (Weak) - low quality.
+ 40 (Moderate) - average quality (default).
+ 60 (Strong) - high quality.
+ 80 (Strongest) - the highest quality.
6. To start capturing fingerprints, click the Start capturing button (3) and follow the instructions displayed at
the top of the Suprema. Capture fingerprints window.
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o Note

To capture fingerprints, each finger or group of fingers should be placed on the reader twice with 5
seconds delay after pressing the Start capturing button and after the first capture.

7. After the fingerprint capture is completed, select the type of scanned finger for each fingerprint in the drop-

down list (1):
+ Undefined - undefined.
+ Left thumb - thumb of the left hand.
+ Leftindex finger - index finger of the left hand.
+ Left middle finger - middle finger of the left hand.
+ Leftring finger - ring finger of the left hand.
+ Left little finger - little finger of the left hand.
+ Right thumb - thumb of the right hand.
+ Right index finger - index finger of the right hand.

+ Right middle finger - middle finger of the right hand.

+ Right ring finger - ring finger of the right hand.
« Right little finger - little finger of the right hand.

‘ O Start capturing ‘

‘ 3 Ok ‘ ‘ ¥ Cancel

9 Supremna. Capture fingerprints @
i Capture is successful
Mode: [One finger "]
Quality |40 (Moderate) - |
Matching: Yes
Matching score: 0,2345
1| Undefined -
2 2dd [7]
100/40
Matching: Yes
Matching score: 0,3747
Undefined v
Add
75/40

8. Uncheck the Add check box (2) if it is not necessary to add the fingerprint to the user.

9. Click OK to save the result.
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10. The captured fingerprints will be displayed in the Suprema. Edit fingerprints window.

9 Suprema. Edit fingerprints @
Add
Finger type: Left index =
Duress: No il
Matching score:
Remave
[Duress]
Finger type: Right index
Duress: No
Matching score:
Up
Down
Remove all
Ok ‘ ‘ x Cancel
Cnly the first two fingerprints are written to the Suprema controller v1.

11. Toremove one fingerprint, select it and click Remove.

o Note

To remove all fingerprints, click Remove all.

12. To mark a fingerprint as captured "Under duress", select it and click the [Duress] button.

o Note

As a result, a silent alarm will be generated when reading this fingerprint.
13. To move a fingerprint up or down in the list, select it and click the Up or Down button.
14. Tofinish entering fingerprints, click OK.
The Suprema 2 fingerprints are added.

4.5 Working with QR codes

When you connect the X-Station 2 terminal, you can work with QR codes: generate a code, send it to the specified
email address, and use it to pass through the terminal. For this, do the following:

1. Add the Suprema Biometrical ACS v2 head object as a control reader (see Configuring control readers in
the Access Manager).

2. Select the (QR Code 1.0.0) Suprema Biometrical ACS v2 reader from the available Extensions buttons (see
Adding biometric parameters).
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= Editing. John Smith (1)

User card Access level
“Always®

‘ ' B=|  Assign picture
|@ BRI E%  (OR Code 1.0.0.0) Suprema Biometrical ACS v2 1
? Passport recognition

John Smith Allow multip No

Any infa
Apollo SDK v.2¢ Uncorfigured
Biosmart. Numbe 0

Additional inform Company

Address of regis! Division

Antipassback Galaxy Dual

Birth place

Card expiry date ecifie Galaxy Dual Foc

Commencement [axy Duress

Date of card isst [axy Group Cr

Date of fiing

Date of hiring: ecifie Galaxy Menu Ch

E-mail address axy Menu Le

Extemal ID [axy Menu Op

Number of card laxy Pin Chan

Office phone laxy Temp. Ct

Passport numbe axy Template

I Save . Cancel
| s |

As a result, the Suprema 2: QR Code form will open:

& Suprema 2: OR Code >
Generate 1
Feset 2'
Send to email
| Send
ok |[ Ccancel

3. Click the Generate button (1) to generate a QR code. To cancel, click the Reset button (2).
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4. In the Send to email field (3), enter the email address to which you want to send the QR code.

o

k4 |
| |
| [
| |
Generate '
Reset
Send to email
|alexandm@ 3 | Serd 4

5ok ][ Concs

Click the Send button (4) to send the generated QR code to the email address specified in the previous step.
Click the OK button (5) to save the changes and return to the user editing form.

Click the Save button to save the QR code in the Access Manager in the user editing form.

The QR code will be saved in the Access Manager and can be used by the user to pass through the terminal.
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