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1 Introduction

On the page:

+ Document
purpose

+ Purpose of
Monitoring

1.1 Document purpose

This document, Monitoring: Administrator's Guide, is a reference aid for system administrators, configuration and
installation specialists, and users with administrator rights on the Monitoring of technical condition software
(hereinafter referred to as Monitoring).

This guide describes the following:

Purpose of Monitoring.

Hardware and software requirements for Monitoring.
Installation procedure for Monitoring.

Configuration of Monitoring components.

N

1.2 Purpose of Monitoring
Monitoring is designed to automate the activities of personnel at service companies involved in the operation of

Intellect-powered video surveillance systems. The purpose of Monitoring is to improve the quality of operation for
such video surveillance systems.

Introduction-7
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2 Monitoring general description

2.1 Features of Monitoring

Monitoring receives, records, and visualizes messages about the state of security system components, based on the
following key parameters:

Camera operability.

Network functioning.

Operability of video subsystem software.

Amount of recorded video.

Hard disk operability.

Operability of fire/security and access control systems.
7. UPSsignals.

ok wnN =

In addition, the module allows monitoring the actions of monitoring operators: recording is performed of whether
an alarm has been accepted, how much time passed before the alarm was accepted, and so forth. The built-in
system for statistics and analysis generates reports on system operation: reports on alarms, downtime, statistics on
security system operation, and more.

() Note.

If there is no activation key, then Monitoring software operates in the demo mode for 2 months from 8:00
am to 12:00 am.

2.2 Generalinformation about Monitoring as a Service

Monitoring software, installed as a service (see Installing Monitoring), is launched before user authorization in
Windows OS and before launching Windows applications (including the Explorer, which is used to launch interfaces
of both Windows OS and various applications installed on server).

When the active account is changed, the following Monitoring modules are restarted:

« On Agent of Control — videosrv.exe;
« On Server of Control — videosrv.exe and loadersstv.exe;
« On Central Server of Control — CentralNetServer.exe.

If Monitoring is installed as a service, and the connection to the database is established using Windows credentials,
then to ensure the operation on any user account other than the one who installed Monitoring, the user should have
the appropriate rights to SQL server.

2.3 Monitoring restrictions

In the Monitoring software package restrictions are imposed when creating systems of technical condition
monitoring:

1. Maximal number of Agent of Control objects that can be connected to a Server of Control is 2000.
2. Maximal number of Partition of Control objects being child objects for an Agent of Control is 255.
3. Maximal number of cameras which a Partition of Control can handle is 64.

4, Maximal number of cameras which a Agent of Control can handle is 320.

Monitoring general description- 8
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3 Hardware and software requirements

On the page:

« Operating
system
requirements

+ Hardware
requirements

3.1 Operating system requirements

Monitoring is provided as executable modules that that can be run on the operation systems supported by the
Intellect software (see the Operating system requirements chapter in the Intellect software Administrator's Guide).

The software is compatible with standard operating system settings. On Windows Vista and later, UAC must be
disabled. In Windows 8, 8.1 and 10 it is necessary to configure security policies in order to entirely disable UAC
(configuring security policies is described in the Intellect software Administrator's Guide).

For the Server of Control and the Central Server of Control to operate, there must be an available database server.
During installation of Intellect, MS SQL Server 2014 Express is installed to a "clean" (fresh) system.

The Server of Control and the Central Server of Control are compatible with the following servers:

o MS SQL Server 2008 R2
o MS SQL Server 2012
o MS SQL Server 2014

3.2 Hardware requirements

Monitoring can run on PCs that meet the following minimum hardware requirements:

+ Intel Corei5 750 CPU

+ 2GBRAM

« 200 GB HDD

« NIC

+ Graphics card with overlay support

Hardware and software requirements- 9
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4.1 General description of Monitoring distribution kit

Monitoring is supplied as a software installation package (distribution kit). The current version of the distribution kit

can be downloaded from the official AxxonSoft website.

The distribution kit contains all the necessary software components for installing the Monitoring software package

on a base computer.

The distribution kit allows you to install, restore and remove the Monitoring software package.

A Attention!

+ Prior to installing, restoring or removing the Monitoring software package, the Intellect operation

should be shut down.

« Administrator rights are required for installing, restoring or removing Monitoring.

4.2 Installation options

Monitoring can be installed in one of the following configurations:

Installation Purpose License features

type

Agent of Is to be installed on the The program key,

Control object for which intellect.sec,
receiving, recording,and  should contain the
visualizing messages Agent of Control
about the state of object.

security system
components is required.

Additional
components

In addition to Agent of
Control modules, the
VideoSrv
communication
program is installed. It
interacts with similar
programs on the Server
of Control.

Base Intellect
installation

type

Server/RAW

Installing Monitoring- 10
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Server of
Control

Additional wo
rkplace

Is to be installed on the
object from which the
Agents of Control are
monitored.

This is the Server of
Control version which is
installed without
additional components
and connects to the
existing database of the
main Server of Control
while interface objects
are created on the local
computer.

The program key,
intellect.sec,
should contain the
Server of Control
object.

Intellect distributed
system
configuration is not
required for the
additional workpla
ce operation.

The Additional
workplace object is
to be specified in
the "intellect.sec"
license key that is
located on Server of
Control in order to
allow using the
Additional
workplace
software.
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In addition to Agent of
Control modules the
following components
are installed:

1. VideoSrv
communication
module. It interacts
with similar
programs on the
Agent of Control.

2. Data loader for
Monitoring to
record information
collected by
VideoSrv into the
database.

Installing Monitoring- 11



Central Serve
r of Control

Additional wo
rkplace of
CSC

Allows to combine
several Servers of Control
into a single system.

This is the Central Server
of Control version which
is installed without
additional components
and connects to the
existing database of the
main Central Server of
Control while interface
objects are created on
the local computer.

The program key,
intellect.sec,
should contain the
Central Server of
Control object.

Intellect distributed
system
configuration is not
required for the
additional workpla
ce operation.

The Additional
workplace of
CSC objectis to be
specified in the
"intellect.sec"
license key that is
located on
Central Server of
Control in order to
allow using the
Additional
workplace
software.

Monitoring 14.0 (english) - Administrator's Guide

In addition to

Central Server of
Control modules the
following components
are installed:

1. CentralNetServer
communication
module. It interacts
with VideoSrv
modules on the
Server of Control.

2. Dataloader
for Central Server of
Control which
records the
information
received
from
CentralNetServer
into the database.

4.3 Agent of Control Installation

The Monitoring software is installed as a part of the Intellect software. Information about compatibility of
the Intellect software versions and Monitoring is presented in the Obsolete. General information about product
releases and versions compatibility section.

To install Monitoring software in the Agent of Control configuration, do the following:

1. Inthe root directory of the distribution package, run the setup.exe executable file.

Installing Monitoring- 12
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2. To continue the installation process, click Next.
L]

Installation of Monitoring v.12.0.0.1934 B ] |

‘?, Welcome to the Monitoring v.12.0.0.1934
- Setup Wizard.

You are welcomed by the Monitoring v, 12.0.0. 1934 Setup

« Wwizard. It enables to set installation parameters. Itis
recommended to quit all other applications before you
continue installation. Click Next to go on or Cancel to exit
the Setup wizard. Thank you for using software products by
AxxonSoft company.

manitoring

3. Read the terms of the license agreement carefully. Then set the radio button to | accept the terms of the
License agreement and click Next.
i& Installation of Monitoring v..

License Agreement.
Please read the License agreement carefully.

AxxonSoft End-User License Agreement (EULA) ﬂ

Important! Eead the following terms carefully before installing, copying
and/or using this software. Installing, copying or using the product indicates
vour acceptance of these terms.

This AxonSoft End-User License Agreement {("EULA") is alegal agreement
between you, the End-User of the License rights zranted herein, and
AcxonSoft, goveming the use of this software accompanying this EULA |
including any and all associated media, printed materials. and online or
electronic documentation protected by copyright laws.

=l
¥ I accept the terms of the License agreement.
™ Ido not accept the terms of the License agreement.

Print Back I MNext I Cancel |

Installing Monitoring- 13
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4, Setthe Agent of Control installation type and click Next.
i'._% Installation of Monitoring v.12.0.0.1934

Monitoring v.12.0.0.1934 Installation Type.

Choose the type of installation required and dick Next.

¢ Agent of contral Provides video infarmation
recording coming from cameras to
the local video archive, processing

" Server of control of signals coming from any
equipment integrated with the
™ Additional workplace Intellect software and transmission

of "alarm” messages to the
Controlling Server.
" Central server of control

{~ Additional workplace of C5C

Back Next Cancel |

5. If Intellect software is installed as a service, and it is necessary that Monitoring is also installed as a service,
then set the Install Monitoring as a service checkbox and click Next (for details, see General information
about Monitoring as a Service).

i'._% Installation of Monitoring v.12.0.0.1934

Installation Mode

Choose installation mode

Choose advanced settings. Click Mext

[ Install Monitoring v. 12.0.0, 1934 as a service

Back Mext Cancel

Installing Monitoring- 14
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6. Click Install to start the installation process.
i'._% Installation of Monitoring v.12.0.0.1934

Ready to Install

Setup wizard is now ready to begin installation of Monitoring v.
computer.

Setup wizard is ready to install Monitoring v. 12.0.0. 1934 on your PC. Click Install to
start. If you want to review or change any installation parameters, dick Back. Clidk
Cancel to exit the Setup wizard.

Bak [ msal | cancel |

7. Asaresult, the necessary components of the Monitoring software package will be copied to hard drive of
your computer.
i'._% Installation of Monitoring v.12.0.0.1934

Installing Monitoring v.12.0.0.1934

Please wait till Setup wizard installs Monitoring v. 12.0.0. 1934, Installation period
depends on the operating system configuration and software that is already
installed.

Status: Updating component registration

————

Installing Monitoring- 15
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8. After all software components are successfully copied on your hard drive, the message about the completion
of the installation process will be displayed. Click Finish.
{i Installation of Monitoring v.12.0.0.1934 '

Installation Complete
Installation of Monitoring v, 12.0.0. 1934 is completed.

Installation of Monitoring v. 12.0.0. 1934 on your computer is completed. If you were
installing Monitoring v. 12.0.0. 1934 from CD, please, remove the installation media. Click
Finish to exit.

Installation of Agent of Control is now complete.

4.4 Server of Control Installation

The Monitoring software is installed as a part of the Intellect software. Information about compatibility of
the Intellect software versions and Monitoring is presented in the Obsolete. General information about product
releases and versions compatibility section.

To install Monitoring software in the Server of Control configuration, do the following:

1. Inthe root directory of the distribution package, run the setup.exe executable file.
2. To continue the installation process, click Next.
il Installation of Monitoring v.12.0.0.1934 ' - =] x]

You are welcomed by the Monitaring v, 12.0.0, 1334 Setup

« wizard, It enables to set installation parameters. Itis
recommended to quit all other applications before you
continue installation. Clids Next to go on or Cancel to exit
the Setup wizard. Thank you for using software products by
AxoonSoft company.

manitoring

Mext Cancel

Installing Monitoring- 16
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3. Read the terms of the license agreement carefully. Then set the radio button to I accept the terms of the
License agreement and click Next.
i Installation of Monitoring v.12.0.0.1934

License Agreement.
Please read the License agreement carefully.

AxxonSoft End-User License Agreement (EULA) ﬂ

Important! Read the following terms carefully before installing, copying
and/or using this software. Installing, copying or using the product indicates
vour acceptance of these terms.

This AxonSoft End-User License Agreement {("EULA") is alegal agreement
between you, the End-User of the License rights zranted herein, and
AmxxonSoft, governing the use of this software accompanying this EULA
including any and all associated media, printed materials, and online or
electronic documentation protected by copyright laws.

¥ I accept the terms of the License agreement.
™ Ido not accept the terms of the License agreement.
Print | Back Next Cancel |
4. Setthe Server of Control installation type and click Next.
{i Installation of Monitoring v.12.0.0.1934 )| B ] |

Monitoring v.12.0.0.1934 Installation Type.

Choose the type of installation required and dick Next.

" Agent of contral Provides reception and visualization
of "alarm” messages coming from
the Controlling Agent as well as
allows to perform queries to video
archives of Controling Agents.

% Server of control
" Additional workplace
" Central server of control

{~ Additional workplace of C5C

Back Mext Cancel |

5. If Intellect software is installed as a service, and it is necessary that Monitoring is also installed as a service,
then set the Install Monitoring as a service checkbox and click Next (for details, see General information
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about Monitoring as a Service).
i'._% Installation of Monitoring v.12.0.0.1934

Installation Mode

Choose installation mode

Choose advanced settings. Click Mext

[ Install Monitoring v. 12.0.0, 1934 as a service

Back Next Cancel |

. Select the database MS SQL Server and specify the authorization parameters for connection. For details,
see Installation of INTELLECT™ software as a Server/Remote administrator workplace. To continue the
installation process, click Next.

() Note.

In the Select database Server from the drop-down list field specify the 127.0.0.1 value instead of
computer name or "(local)" value, e.g. "127.0.0.1\SQLEXPRESS". Otherwise Server of Control will
lose connection with its local database when the network cable is disconnected.

i'._% Installation of Monitoring v.12.0.0.1934

Select Database Server

Select database Server and authentication method.

Select database Server from the drop-down list.

| 127.0.0.1\5QLEXPRESS 2014 =]

Choose user identification procedure based on the present user account or SQL Server
identity check.

{~ Windows user account

¢ Lge the following user name and password:

User name |sa

Password | vt

Back Mext Cancel |

. Inthe Database field specify the name of the database or select it on the right part of the window in the list
of databases, which are created in the server, and click <<. Then click Next.
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By default, the name of the database is "MonitorSSTV" and its files will be stored in the SQL Server

folder.

Select or Set Name for Database.

i@ Installation of Monitoring v.12.0.0.1934

Setup wizard will create new database or connect to existing one. Set name for database or

select the existing one from the list.

Databasze

[MonitorsSTY <= |

Existing databases

facerecognition
fir

gateip
gateip_01
intellect
master
model
monitarssty
msdb
tempdb
titles

web2

Back MNext

Click Install to start the installation process.

Ready to Install

Setup wizard is now ready to begin installation of Monitoring v.

computer,

i@ Installation of Monitoring v.12.0.0.1934

Setup wizard is ready to install Monitoring v. 12.0.0. 1934 on your PC. Click Install to
start. If you want to review or change any installation parameters, dick Back. Clidk

Cancel to exit the Setup wizard.

Back I Install I

Cancel
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9. Asaresult, the necessary components of the Monitoring software package will be copied to hard drive of
your computer.
i'._% Installation of Monitoring v.12.0.0.1934

Installing Monitoring v.12.0.0.1934

Please wait till Setup wizard installs Monitoring v. 12.0.0. 1934, Installation period
depends on the operating system configuration and software that is already
installed.

Status: Updating component registration

————

Cancel

10. After all software components are successfully copied on your hard drive, the message about the completion
of the installation process will be displayed. Click Finish.
i'._% Installation of Monitoring v.12.0.0.1934

Installation Complete
Installation of Monitoring v. 12.0.0.1934 is completed,

Installation of Monitoring v. 12.0.0. 1934 on your computer is completed. If you were
installing Monitoring v. 12.0.0. 1934 from CD, please, remove the installation media. Click
Finish to exit.

Installation of Server of Control is complete.

4.5 Additional workplace installation

The Monitoring software is installed as a part of the Intellect software. Information about compatibility of
the Intellect software versions and Monitoring is presented in the Obsolete. General information about product
releases and versions compatibility section.

To install Monitoring software in the Additional workplace configuration, do the following:
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1. Inthe root directory of the distribution package, run the setup.exe executable file.
2. To continue the installation process, click Next.
i'._% Installation of Monitoring v.12.0.0.1934 =101 x|

You are welcomed by the Monitoring v, 12.0.0. 1934 Setup

« Wwizard. It enables to set installation parameters. Itis
recommended to quit all other applications before you
continue installation. Click Next to go on or Cancel to exit
the Setup wizard. Thank you for using software products by
AxxonSoft company.

manitoring

Next Cancel |

3. Read the terms of the license agreement carefully. Then set the radio button to | accept the terms of the
License agreement and click Next.
i Installation of Monitoring v.12.0.0.1934

License Agreement.
Please read the License agreement carefully.

AxxonSoft End-User License Agreement (EULA) ﬂ

Important! Eead the following terms carefully before installing, copying
and/or using this software. Installing, copying or using the product indicates
vour acceptance of these terms.

This AxonSoft End-User License Agreement {("EULA") is alegal agreement
between you, the End-User of the License rights zranted herein, and
AcxonSoft, goveming the use of this software accompanying this EULA |
including any and all associated media, printed materials. and online or
electronic documentation protected by copyright laws.

=l
¥ I accept the terms of the License agreement.
™ Ido not accept the terms of the License agreement.
Print Back Mext Cancel |
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4. Setthe Additional workplace installation type and click Next.
i'._% Installation of Monitoring v.12.0.0.1934

Monitoring v.12.0.0.1934 Installation Type.

Choose the type of installation required and dick Next.

{~ Agent of contral Provides visualization of "alarm™
messages coming from Controlling
Agents as well as allows to perform

" Server of control queries to video archives of
Controling Agents. An access to
& additional the Controlling Server DE is
thonat g required for operation.

" Central server of control

{~ Additional workplace of C5C

Back Next Cancel |

5. Select the database MS SQL Server and specify the authorization parameters for connection. For details,
see Installation of INTELLECT™ software as a Server/Remote administrator workplace. To continue the
installation process, click Next.

i'._% Installation of Monitoring v.12.0.0.1934

Select Database Server

Select database Server and authentication method.

Select database Server from the drop-down list.

192,168, 56, 1\SQLEXPRESS 2014 ﬂ

Choose user identification procedure based on the present user account or SQL Server
identity check.

{~ Windows user account

¢ Lge the following user name and password:

User name |sa

Password | vt

Back Mext Cancel |

6. Inthe Database field specify the name of the database or select it on the right part of the window in the list
of databases, which are created in the server, and click <<. Then click Next.

() Note

By default, the name of the database is "MonitorSSTV" and its files will be stored in the SQL Server
folder.
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i'._% Installation of Monitoring v.12.0.0.1934

Select or Set Name for Database.

Setup wizard will connect to existing database. Select name for database from the list.

Database Existing databases

i e facerecognition
|I'~"I|::n|1:u;=rSST‘\.lI _I i
gateip
gateip_01
Main database intellect
master

- — model
fintellect —I monitorssty

tempdb
titles
web2

Back Next Cancel |

7. Specify the export catalog path. This catalog will contain video data received from Agent of Control. Click
Next.

i'._% Installation of Monitoring v.12.0.0.1934

Choose Export Folder.

Choose where to set Monitoring v.12.0.0. 1934 export catalog.

Maonitoring v.12.0.0. 1934 expart catalog will be set to the following folder.

Export catalog path

h‘ﬁerver‘l.Export‘\ Browse... |

Back Mext Cancel |

8. Specify IP-address and port for connection to Server of Control communication module videosrv. Click Next.

() Note.

It is strongly recommended to change default Export catalog path and IP address on steps 6-7.
Otherwise, after the installation is completed, it will be necessary to configure
Additional workplace (see Configuring Additional workplace and Additional workplace of CSC).
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{i Installation of Monitoring v.12.0.0.1934 ===

Setting up connection to communication mi _ | .
Please input ip address and port. " -

9. Click Install to start the installation process.
{i Installation of Monitoring v.12.0.0.1934 =10] x|

Ry tn Wstall |

- ; onitorin N
Setup wizard is now ready to begin installation of Moni Sh ol 9k
computer. ]
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10. Asaresult, the necessary components of the Monitoring software package will be copied to hard drive of
your computer.
i'._% Installation of Monitoring v.12.0.0.1934

Installing Monitoring v.12.0.0.1934

Please wait till Setup wizard installs Monitoring v. 12.0.0. 1934, Installation period
depends on the operating system configuration and software that is already
installed.

Status: Updating component registration

————

11. After all software components are successfully copied on your hard drive, the message about the completion
of the installation process will be displayed. Click Finish.
i'._% Installation of Monitoring v.12.0.0.1934 |

Installation Complete
Installation of Monitoring v. 12.0.0.1934 is completed,

Installation of Monitoring v. 12.0.0. 1934 on your computer is completed. If you were
installing Monitoring v. 12.0.0. 1934 from CD, please, remove the installation media. Click
Finish to exit.

Installation of Additional workplace software is complete.

4.6 Central Server of Control installation

The Monitoring software is installed as a part of the Intellect software. Information about compatibility of
the Intellect software versions and Monitoring is presented in the Obsolete. General information about product
releases and versions compatibility section.

To install Monitoring software in the Central Server of Control configuration, do the following:
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1. Inthe root directory of the distribution package, run the setup.exe executable file.
2. To continue the installation process, click Next.
i'._% Installation of Monitoring v.12.0.0.1934 =101 x|

You are welcomed by the Monitoring v, 12.0.0. 1934 Setup

« Wwizard. It enables to set installation parameters. Itis
recommended to quit all other applications before you
continue installation. Click Next to go on or Cancel to exit
the Setup wizard. Thank you for using software products by
AxxonSoft company.

manitoring

Next Cancel |

3. Read the terms of the license agreement carefully. Then set the radio button to | accept the terms of the
License agreement and click Next.
i Installation of Monitoring v.12.0.0.1934

License Agreement.
Please read the License agreement carefully.

AxxonSoft End-User License Agreement (EULA) ﬂ

Important! Eead the following terms carefully before installing, copying
and/or using this software. Installing, copying or using the product indicates
vour acceptance of these terms.

This AxonSoft End-User License Agreement {("EULA") is alegal agreement
between you, the End-User of the License rights zranted herein, and
AcxonSoft, goveming the use of this software accompanying this EULA |
including any and all associated media, printed materials. and online or
electronic documentation protected by copyright laws.

=l
¥ I accept the terms of the License agreement.
™ Ido not accept the terms of the License agreement.
Print Back Mext Cancel |
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4. Set the Central Server of Control installation type and click Next.
{i Installation of Monitoring v.12.0.0.1934 )| B ] |

Monitoring v.12.0.0.1934 Installation Type.

Choose the type of installation required and dick Next.

" Agent of control Provides reception and visualization
of "alarm” messages coming from
the Controlling Servers as well as
" Server of control allows to perform queries to video
archives of Controling Agents.

" Additional workplace
% Central server of control

{~ Additional workplace of C5C

Back Next Cancel |

5. If Intellect software is installed as a service, and it is necessary that Monitoring is also installed as a service,
then set the Install Monitoring as a service checkbox and click Next (for details, see General information
about Monitoring as a Service).

i'._% Installation of Monitoring v.12.0.0.1934

Installation Mode

Choose installation mode

Choose advanced settings. Click Mext

[ Install Monitoring v. 12.0.0, 1934 as a service

Back Mext Cancel |

6. Select the database MS SQL Server and specify the authorization parameters for connection. For details,
see Installation of INTELLECT™ software as a Server/Remote administrator workplace. To continue the
installation process, click Next.

() Note

In the Select database Server from the drop-down list field specify the 127.0.0.1 value instead of
computer name or "(local)" value. Otherwise Central Server of Control will lose connection with its
local database when the network cable is disconnected.
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i'._% Installation of Monitoring v.12.0.0.1934

Select Database Server

Select database Server and authentication method.

Select database Server from the drop-down list.

| 127.0.0. 1\5QLEXPRESS 2014

Choose user identification procedure based on the present user account or SQL Server

identity check.

{~ Windows user account

¥ Use the following user name and password:

User name |sa

Password | vt

Back Next Cancel |

In the Database field specify the name of the database or select it on the right part of the window in the list

of databases, which are created in the server, and click <<. Then click Next.

() Note

By default, the name of the database is "ServerSSTV" and its files will be stored in the SQL Server

folder.

Select or Set Name for Database.

i'._% Installation of Monitoring v.12.0.0.1934

Setup wizard will create new database or connect to existing one. Set name for database or

select the existing one from the list.

Databasze

|5erverSST\-' << |

Existing databases

facerecognition
fir

gateip
gateip_01
intellect

master

model

msdb
tempdb
titles
web2

Back Mext Cancel
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8. Click Install to start the installation process.
i'._% Installation of Monitoring v.12.0.0.1934

Ready to Install

Setup wizard is now ready to begin installation of Monitoring v.
computer.

Setup wizard is ready to install Monitoring v. 12.0.0. 1934 on your PC. Click Install to
start. If you want to review or change any installation parameters, dick Back. Clidk
Cancel to exit the Setup wizard.

Bak [ msal | cancel |

9. Asaresult, the necessary components of the Monitoring software package will be copied to hard drive of
your computer.
i'._% Installation of Monitoring v.12.0.0.1934

Installing Monitoring v.12.0.0.1934

Please wait till Setup wizard installs Monitoring v. 12.0.0. 1934, Installation period
depends on the operating system configuration and software that is already
installed.

Status: Updating component registration

————
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10. After all software components are successfully copied on your hard drive, the message about the completion
of the installation process will be displayed. Click Finish.
{i Installation of Monitoring v.12.0.0.1934 '

Installation Complete
Installation of Monitoring v, 12.0.0. 1934 is completed.

Installation of Monitoring v. 12.0.0. 1934 on your computer is completed. If you were
installing Monitoring v. 12.0.0. 1934 from CD, please, remove the installation media. Click
Finish to exit.

Installation of Central Server of Control software is complete.

4.7 Additional workplace of CSC installation

The Monitoring software is installed as a part of the Intellect software. Information about compatibility of
the Intellect software versions and Monitoring is presented in the Obsolete. General information about product
releases and versions compatibility section.

To install Monitoring software in the Additional workplace of CSC configuration, do the following:

1. Inthe root directory of the distribution package, run the setup.exe executable file.
2. To continue the installation process, click Next.
il Installation of Monitoring v.12.0.0.1934 ' - =] x]

You are welcomed by the Monitaring v, 12.0.0, 1334 Setup

« wizard, It enables to set installation parameters. Itis
recommended to quit all other applications before you
continue installation. Clids Next to go on or Cancel to exit
the Setup wizard. Thank you for using software products by
AxoonSoft company.

manitoring

Mext Cancel

Installing Monitoring- 30


https://docs.axxonsoft.com/confluence/display/ASdoc/Obsolete.+General+information+about+product+releases+and+versions+compatibility

Monitoring 14.0 (english) - Administrator's Guide

3. Read the terms of the license agreement carefully. Then set the radio button to I accept the terms of the
License agreement and click Next.
i Installation of Monitoring v.12.0.0.1934

License Agreement.
Please read the License agreement carefully.

AxxonSoft End-User License Agreement (EULA) ﬂ

Important! Read the following terms carefully before installing, copying
and/or using this software. Installing, copying or using the product indicates
vour acceptance of these terms.

This AxonSoft End-User License Agreement {("EULA") is alegal agreement
between you, the End-User of the License rights zranted herein, and
AmxxonSoft, governing the use of this software accompanying this EULA
including any and all associated media, printed materials, and online or
electronic documentation protected by copyright laws.

=l
¥ I accept the terms of the License agreement.
™ Ido not accept the terms of the License agreement.
Print | Back Next Cancel |

4. Set the Additional workplace of CSC installation type and click Next.
i'._% Installation of Monitoring v.12.0.0.1934

Monitoring v.12.0.0.1934 Installation Type.

Choose the type of installation required and dick Next.

" Agent of contral Provides visualization of "alarm™

messages coming from the

Controling Servers as well as allows

to perform queries to video

archives of Controling Agents. An
= access to the Central Controlling

" Additonal werkplace Server DB is required for operation,

" Server of control

" Central server of control

¢ Additional workplace of C5C

Back Mext Cancel |

5. Select the database MS SQL Server and specify the authorization parameters for connection. For details,
see Installation of INTELLECT™ software as a Server/Remote administrator workplace. To continue the
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installation process, click Next.
i Installation of Monitoring v.12.0.0.1934

Select Database Server

Select database Server and authentication method.

Select database Server from the drop-down list.

192,168, 56, 1\SQLEXPRESS 2014 j

Choose user identification procedure based on the present user account or SQL Server
identity check.

{~ Windows user account

¥ Use the following user name and password:

User name |sa

Password | vt

Back Next Cancel |

In the Database field specify the name of the database or select it on the right part of the window in the list
of databases, which are created in the server, and click <<. Then click Next.

() Note

By default, the name of the database is "MonitorSSTV" and its files will be stored in the SQL Server
folder.

i'._% Installation of Monitoring v.12.0.0.1934

Select or Set Name for Database.

Setup wizard will connect to existing database. Select name for database from the list.

Database Existing databases

|serverssTy << | ﬁfacerecogniﬁon
i

gateip
gateip_01
Main database intellect
master

fintellect ERmode!
serverssty

msdb
tempdb
titles
web2

Back Mext Cancel
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7. Specify the export catalog path. This catalog will contain video data received from Agent of Control. Click

Next.
i'._% Installation of Monitoring v.12.0.0.1934

Choose Export Folder.
Choose where to set Monitoring v, 12.0.0, 1934 export catalog.

Maonitoring v.12.0.0. 1934 expart catalog will be set to the following folder.

Export catalog path

Browse... |

Back Next Cancel |

8. Specify IP-address and port for connection to Central Server of Control communication module
CentralNetServer. Click Next.

() Note.

It is strongly recommended to change default Export catalog path and IP address on steps 6-7.
Otherwise, after the installation is completed, it will be necessary to configure Additional workplace
of CSC (see Configuring Additional workplace and Additional workplace of CSC).

i'._% Installation of Monitoring v.12.0.0.1934 B ] |

Setting up connection to communication module.

Please input ip address and port.

Connection to communication module would be set according to the following values.

Central Server Of Control settings

IP address

Back Mext Cancel
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9. Click Install to start the installation process.
i'._% Installation of Monitoring v.12.0.0.1934

Ready to Install

Setup wizard is now ready to begin installation of Monitoring v.
computer.

Setup wizard is ready to install Monitoring v. 12.0.0. 1934 on your PC. Click Install to
start. If you want to review or change any installation parameters, dick Back. Clidk
Cancel to exit the Setup wizard.

Bak [ msal | cancel |

10. As aresult, the necessary components of the Monitoring software package will be copied to hard drive of
your computer.
i'._% Installation of Monitoring v.12.0.0.1934

Installing Monitoring v.12.0.0.1934

Please wait till Setup wizard installs Monitoring v. 12.0.0. 1934, Installation period
depends on the operating system configuration and software that is already
installed.

Status: Updating component registration

————
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11. After all software components are successfully copied on your hard drive, the message about the completion
of the installation process will be displayed. Click Finish.
{i Installation of Monitoring v.12.0.0.1934 ==l

Installation Complete - | —
Installation of Moritoring v. 12.0.0.1934 s completed. 1

Installation of Additional workplace of CSC software is complete.
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5 Configuring Agent of Control

To configure Agent of Control, go to the System settings window. Use of this window is described in Intellect
Software Package: Administrator's Guide.

5.1 Creating necessary Agent Of Control objects

A Attention!

Every time Agent Of Control is started, it checks for a Backup folder at the root of the disk on which Intellect
is installed. If this folder is missing, Agent Of Control creates it. It is forbidden to delete this folder.

() Note

Agent Of Control, like Server Of Control, can operate in a distributed configuration, at the same time Agents
Of Control, Servers Of Control and Central Servers Of Control can see where each of them is installed and can
be configured.

To create necessary Agent Of Control objects, do the following:

1. Inthe System settings dialog window, go to the Hardware tab.
2. Create an IIDK Interface object based on the Computer object. Set the identifier of the IIDK Interface
object (1).

Hardware Programming

E|El LOCALHOST [DESKTOP-LM3U4BH] = T
¥ 1IDK Interface 150 [150] | 1|/ 1IDK Interface
Computer I Disable
|LOCALHOST v
[ Do naot send events to client [ Only local
Type Mu.. Mame
Prasy port: |U |

3. Create an Agent Of Control object based on the Computer object. On the settings panel of this object, in the
IIDK interface field (2), enter the identifier of the previously created IIDK Interface object.

Architecture Hardware Interfaces Users Programming
=& LOCALHOST [DESKTOP-LM3U4BH] .
EI e |1 | |AgentDlContmI1 | 11D, interface : 15 2
] Agent Of Control 1(1]]
X IIDK Interface 150 [150] Computer v Automatic pause of recording by cameras 3
LOCALHOST v
Logging subsystem ...
MO PARTITION OF CONTROL To apply settings,
it is required to restart Videaosry ©
Fiestart

4. The Automatic pause of recording by cameras checkbox (3) is set by default, so that the scripts from the
code are executed automatically. The SleepAfterDisarm and SleepAfterRecStop registry keys are used for
fine-tuning these scripts (for the description of the registry keys, see Registry keys reference guide). When
the checkbox is clear, you can use the scripts described here to pause recording by cameras.
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5. Create one or more Partition Of Control child objects based on the Agent Of Control object.

Hardware

=& LOCALHOST

E|i!_’| Agent Of Control 1
i ey Partition Of Control 1
. IDK Interface 150

() Note

The Partition Of Control object name cannot contain the following characters: underscore "_",
backslash "\", angle brackets ">" and "<", single quote """.

It is also necessary to create Video Capture Device, Camera, and Sensor objects in the hardware tree that
correspond to the connected hardware. Creation and configuration of these objects is described in INTELLECT
Software Package. Installing and configuring security system components.

Creation of the necessary objects in the hardware tree is now complete.

5.2 Configuring the logging subsystem
The logging subsystem allows configuring the detail level at which the activity of Agent of Control is recorded.
To configure the logging subsystem:

1. Go to the configuration panel for an Agent of Control object.

1 Agent OF Contral 1 DK irtertace ;150

Cornputer

Komnoiorep S-UYUTOVA

|4

I[ Logging subsystem ... ]I

To apply zettings,
it iz required to restart
Videosry :

2. Click the Logging subsystem... button.
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3. Inthe dialog box that opens, specify the following parameters:

(/] Alarm events
[f] Syztem status

(] Intellect messages

Archiving period [h] 168

File size [MB] 100
K.eep archives for [monthz] | 3 -

F, ] [ Cancel |

a. Auxiliary characters: To log transport-level auxiliary characters, select this check box.
b. Alarm events: To log alarms (activation of vibration sensor, temperature sensor, or forcible entry
sensor), select this check box.
c. System status: To log events related to the system state, select this check box.
d. Intellect messages: To log messages from Intellect, select this check box. Information is saved in the
folder to which the software was installed, in the file video.log.
e. Archiving period (h): Allows archiving the log file at the specified interval (in hours). Archives are
saved in the DATA subfolder, with the following name format: namelog_yymmddhhmmss.gz, where
i. namelog is the name of the log file being archived;
ii. yyistheyear of archive creation;
iii. mm is the month of archive creation;
iv. dd isthe day of archive creation;
v. hhisthe hour of archive creation;
vi. mm is the minute of archive creation;
vii. ssisthe second of archive creation.
f. File size (MB): Sets the threshold size (in megabytes) for the log file after which the file is archived.
This setting overrides the value in the Archive period (h) field.
g. Keep archives for (months): Sets the length of time for which to store the log file archive, in months
(between 1 and 24). Archives that are older than the specified number of months are deleted.

The main log file is located in the installation folder, in the file vsrvYYMMDD.log, where YY is the year, MM the month,
and DD the day.

Configuration of the logging subsystem is now complete.
5.3 Configuring the Partition Of Control object

5.3.1 Configuring the Partition Of Control unique ID

To configure the unique ID number for a Partition Of Control:
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1. Go to the configuration panel for the Partition Of Control object.

1 Parttion Of Cantrol 1 ID 386 1 [ Transmiting... |

TCF port (UPS) 8555 | Moritoring ... |
Agent Of Control 1 j viden data
Mumber Keep archive for [daysz]

Cameras ...

Tatal cameraz: [

Sengor D Senzor type

Sensorz Registration

Add ..
Mo connection

Sengors: 0

2. InthelD field (1), enter a unique number for the object on which Agent of Control is being installed. The
number can be from 1 to 9 symbols long.

() Note

The ID cannot contain the following characters: space
quote "'".

,underscore "_", backslash "\" and single

3. To save settings, click the Apply button (2).

Configuration of a unique Partition Of Control ID number is now complete.

5.3.2 Configuring a port for incoming UPS messages

To configure a port for accepting messages from an uninterrupted power supply unit:
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1. Go to the configuration panel for the Partition Of Control object.

1 Parttion Of Cortrol 1 ID 386 | Transmitting.. |

TCF port (UPS) 2338 |1 [ Monitoing.. |
| &gent OF Cantral 1 | viden data
Mumber Keep archive for [daysz]

Cameras ...

Tatal cameraz: [

Sengor D Senzor type

Sensorz Registration

Add ..
Mo connection

Sengors: 0

2. Inthe TCP port (UPS) field (1), enter the number of the port on which to "listen" for UPS messages.
3. To save settings, click the Apply button (2).

Configuration of a port for accepting messages from a UPS is now complete.

5.3.3 Configuring communication between Agent of Control and Server of Control

() Note

Before you configure the interaction between the Agent of Control and the Server of Control, it is
recommended to make sure that the name and identifier of the Partition of Control object being
configured are specified correctly, since upon the successful connection to the Server of Control, if an
object with this identifier is absent, the Partition of Control object with the name and identifier of the
object being configured will be automatically created on it. If the interaction between the Agent of Control
and the Server of Control is configured successfully, the Registration completed message will be
displayed in the Registration area. This means that the Agent of Control can transmit alarms and data on
the technical state of this Partition of Control to the Server of Control.
If the Partition of Control object could not be created on the Server of Control, the reason will be
indicated in the Registration area, for example:

+ The base software is not loaded;
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+ Change the object name (an object with the same name already exists on the Server of Control);
+ An object on the Server of Control will also not be created if the user does not have rights to
administer the Server of Control object (see Rights administration).

To configure communication between Agent of Control and Server of Control:

1. Go to the configuration panel for the Partition Of Control object.

1 Parttion Of Cantrol 1 ID 386 | Transmitting ... |

TCF port (UPS) 8555 | Moritoring ... |
Agent Of Control 1 j viden data
Mumber Keep archive for [daysz]

Cameras ...

Tatal cameraz: [

Enz0r Enz0r wpe Sensors Registration

Add ..
Mo connection

Sengors: 0

F'J:I ] |",’ un da
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2. Click the Transmitting... button. A dialog box opens with settings for configuring the communication
method between Agent of Control and Server of Control.

Connection to Contral Server | Clignt mode - |1

Connection | TCRAF |2
R5-232 3

(COM port nmber Coml b
COM port gpeed 9e00
COM port format a1

" r
TCRAP 4

r. N
TCF port FriT
IP address o .o .0 .0

N o

B | Use DNS instead of IP
|#0 buffer [bytes] 4036 - |6
Ping frequency [zec] 120 7
3 ak. | Cancel

3. Inthe Connection to Control Server drop-down list select the Client mode as the methods for connecting
Agent of Control to Server of Control (1).

() Note.

The Server mode is not used.

4. From the Connection drop-down list, select the value for the transport level. Possible values - TCP/IP or
RS232 (2).

5. 1f RS232 connection type is selected, then specify the COM port number, COM port speed, and COM port
format parameters (3).

6. If TCP/IP connection type is selected, then indicate the parameters for connection to the Server of Controlin
this dialog box:

a. IfanIP-address is used for connection, ensure the Use DNS instead of IP checkbox is not set (5) and
indicate the IP address and TCP port of Server of Control (4).
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b. If adomain name is used for connection, set the Use DNS instead of IP checkbox (5) and indicate the
DNS name and TCP port of Server of Control.
TCFAR

TCF port FriT

DMS name gerver local

[¥] Use DS instead of IP

(@ Note.

The use of domain name for connection allows to avoid Agent of Control resetting in case of
Server of Control IP-address change.

When still frames or video is sent to Server of Control, the data is transferred in packets. The packet size is
specified by the setting named 1/0 buffer (bytes) (6). For maximum data transfer speed, you are advised to
use the value 4096. For poor connections, such as if a GSM modem is used, you are advised to use the value
800.

If Client mode is selected, in the Ping frequency (sec) field (7), enter the time interval at which Agent of
Control will send messages about its technical state to Server of Control. Minimal possible value is 10 sec.
This value does not affect short-term alarms. Messages about short-term alarms are transmitted from Agent
of Control to Server of Control immediately after corresponding sensors triggering. Some long-term alarms
can also be an exception: for more info see the document Monitoring. Operator's Guide, section Appendix 1.
Data update periods summary

Click OK (8).

Click Apply to save the changes.

guration of communication between Agent of Control and Server of Control is now complete.

5.3.4 Configuring captions

To use and configure captions, for each camera on which you want to use captions you must create a Captioner
object.

a

& [ Computer [S-UVUTOVA]

Attention!

If multiple captioners have been created for a single camera, Agent of Control uses the captioner with the
lowest ID number.

Hardware

-3 Agent OF Contral 1[1]

i % TIDK Inkerface 150 [150]
&% Video Capture Device 1 [1]
Haﬁ‘ﬁ SEnNs0rs

=@ Camera 1 [1]

_ = 0 Captioner 1 [1]
-8 Camera 2 [2]

...... = Captioner 2 [2]

To configure the font and display area used for captions:
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1. Inthe device tree, click the relevant Captioner object. On the right side of the System settings dialog box,
the configuration panel of the Captioner object is displayed.

|1 IEaptioner 1 r— Captions output window

Camera [ Disable ® IE B
|Camera1 j il ISU H IE!D

1
Color: | )y 2
Highlight words:
Wwhord Color Full string Match caze
Export Import Copy Faste Clear
3 | | | |

Apply

2.

If you click the button to the right of Font, a dialog box appears in which you can configure the font face and
size (1).

Font style:
|Tahoma Bold

Regular

Bold

Oblgue

Bold Obligue

— Sample
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3. To configure the color of captions, double-click the area to the right of Color. A dialog box for configuring

golor appears (2).
s

Hue: EID
Sat: 241] Green: I
Define Custom Colors >3 ColoriSglid Lum: |11}E Blue: ID

| Cancel | Add to Custom Colors |

o
2
=]
]

[==]
o
@,
(¥}
(=]
=N
o

.
“imicd I
ECE N
EEEEN
EEEEN
EEEEN
EEEEN
) m/|m
-

1717 FEEEEE
1717 EEEEEE
[ 7171 TTHEEERN

Configuration of the Captioner object is now complete.

5.3.5 Configuring the camera list

The list of cameras specified in the configuration panel for the Partition Of Control object determines the cameras
whose archive and video can be accessed through the Monitoring interface object (see Monitoring Software
Package: Operator's Guide). In addition, this list determines the cameras whose state and archives are monitored
by Agent Of Control.

Depending on whether the list of cameras has been specified or not, the following situations are possible:

1. If cameras are specified in the list, Agent Of Control works in normal mode: it monitors the state of cameras
and their archives. Server Of Control receives information about the number of cameras, disks, disk volume,
etc.

2. If no cameras are specified in the list, Agent Of Control checks the presence of a Backup archive object in the
system and gets information about disks from this object. In this case, Server Of Control will receive
information only about the disks marked in the Backup archive object. Access to the archive is not
performed from the Search in Archive interface object during this process.

3. If no cameras are specified in Agent Of Control settings and there is no Backup archive object in the
configuration, information about disks is taken from the Computer object; the disks specified for storage of
the main archive are taken into account. Access to the archive is not performed from the Search in Archive
interface object during this process.

In the second and third cases, monitoring is performed of the state of the system (network functioning, restarts,
etc.) and disks (their number and free space). The state of cameras and their archives is not available for
monitoring.

() Note

Creation and configuration of the Backup archive object is described in Intellect Software Package:
Administrator's Guide.

To configure the list of cameras in use, do the following:
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1. Go to the settings panel for the Partition Of Control object.

|:| Partition Of Cortral 1
#gent Of Control 1. :
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Click the Cameras... button. The Add/edit cameras window opens.

Add/Edit cameras @
Mumber Camera Mumber  Camera Keep archive for [days)  Connection date
2 Camera 2 1 Camera 1 G0 [gaps: 0] 9112020
-
3 Camera 3 %
<
k.eep archive for [days] B0 2 5| Set for selected cameras listed on the right
Gaps in the archive [days] 0 3
Camera connection date 9A11/2020 (Bl 4
6[ Apply changes and close l I Cancel |

Move the necessary cameras from the left list to the right list by clicking the u and |<_J buttons (1).
Select cameras in the list on the right.

In the Keep archive for (days) field, specify the storage time of the video archive in days (2) in the range
from 0 to 999. If the value of the parameter is 0, the size of the archive will not be monitored.

In the Gaps in the archive (days) field, specify the number of days on which the video archive is not
recorded, because non-working days are taken into account in the working schedule (3).

In the Camera connection date field, specify the date the camera was connected to the system (4).

Click the Set for selected cameras listed on the right button (5).

Click the Apply changes and close button (6). The selected cameras will be added to the list on the settings
panel of the Partition Of Control object.

Click the Apply button on the settings panel of the Partition Of Control object.

Note

The ID numbers of cameras and captioners must be whole numbers.

Note

Cameras will be automatically removed from the list in the following cases:
« The Camera object or its Video Capture Device parent object is removed from the Intellect
hardware list;
« The Camera object or its Video Capture Device parent object is set to Disabled mode;
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+ In adistributed configuration, the Camera object is moved to a Video Capture Device object

located on another computer;
« Inadistributed configuration, the Video Capture Device object, to which the Camera object

belongs, is moved to another computer.

Configuration of the camera list is now complete.

5.3.6 Configuring sensors

The system supports use of four fixed sensors (vibration sensor, lock sensor, temperature sensor, and additional
sensor) as well as 12 expansion sensors.

() Note.

Before configuring a list of sensors for a protected site, you must create and configure the necessary
Sensor objects in Intellect first. Creation and configuration of these objects is described in the document
Installing and configuring security system components guide.

A Attention!

Sensor IDs must be whole numbers.

() Note

If video data (i.e. clips or snapshots) are attached to the alarms, it is necessary to create a script for
stopping recording on camera (see Sample script for stopping camera recording).

To configure the list of sensors in use:
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1. Go to the configuration panel for the Partition Of Control object.

|:| Partition Of Cortral 1
#gent Of Control 1. :
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2. Click the Add button (1). A dialog box for adding a sensor appears.

10.

11.

Type 1| Vibration sersor - |
Narne 2 VIBROSENSOR
D 3| Senzor1[1] v|
Assignment to camera 4| camera101] - |
B[] Transmit snapshots [/] Captiohing 11
6 | Transmit video Shicw for [28c] |57v|1 2
? Pozt-alarm time [zec] 20
8 Pre-alam time [zec] 0
O Nurber of frames
1 0 interval [zec) 1
13C % ) [oma

In the Type drop-down list, select the type of sensor from the sixteen types described previously (1).
In the Name field (2), enter the text that will be sent to Server of Control together with the alarm message.
This text will be overlaid on the video during the captioning process.
In the ID drop-down list, select a Sensor object that has been previously created in the Intellect device tree
(3).
In the Assignment to camera drop-down list, select a video camera from which the video frames or video
clips should be requested (4).
To enable sending video frames to Server of Control when a sensor is activated, select the Transmit
snapshots check box (5).
If you want for a video fragment to be sent to Server of Control when a sensor is triggered, select the
Transmit video check box (6).
In the Post-alarm time (sec.) field, enter the time delay between when a sensor is triggered and the time of
access to the video archives, in seconds (7). The default value is 20 seconds. This parameter is necessary for
guaranteed recording on camera.
In the Pre-alarm time (sec.) field, specify the amount of time for which you want to pre-record before
sensor triggering, in seconds (8). This allows obtaining video frames depicting not only the very moment at
which an alarm occurs, but a short time before.
If the Transmit snapshots check box was selected:

a. Inthe Number of frames drop-down list, select the quantity of video frames to be transferred when a

sensor is triggered (9).
b. Inthe Interval (sec.) field, enter the length of time, in seconds, between video frames if more than
one frame is to be sent (10). Thus when an alarm occurs, it is possible to send to Server of Control an
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entire sequence of frames that represent different points in time, which increases the chance of
viewing the most valuable frames.

A Attention!

For snapshots transmitting more, as well as for video clips transmitting, it is necessary to
create a script for stopping video recording on camera (see Sample script for stopping
camera recording).

A Attention!

When specifying the Pre-alarm time, Number of frames, and Interval settings, keep an eye
on the configuration of the camera from which video frames are to be sent, and particularly
on the Pre-alarm record setting. Pre-alarm record time on camera have to be greater or
equal to Pre-alarm time value in sensor settings.

|1 IEamera 1 Type:

pegen | = j

Yideo Capture Device [ Disable
|Viden Capture Device 1 j

v Brightress Caontrast Lt
Decoder rumber ID 'I — r i i r i I j
Resolution IStandard 'I e e ~ Recording audio
~Recording qualty—————————— g o I H : I H INn Audio Recording j

| | =
: : : { ! Sensitiviy—————————— Gre-alarm record
it max

\J

max = |_ == |_ 3 Past-alarm record 3
[ Calar I §.|_|§ =/l = "Hat record" time I 3
7 vlyazz rrerrioee min =] = :1_I: "Hot record" rate I 3: fpz

miirt s :
Size Contrast Recording frame rate I 3 fpz
Folder [D\SofDiopbosVi | [ Racord alams

a0

Basic settings | Advanced settings |

Apply

12. Ifthe Transmit video check box was selected:
a. Inthe Length (sec.) field (1), specify the length of the video fragment to send.
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| Transmit shapzhots [] Captioning
(V] Tranzmit videno Shew for [zec) R - |
Pozt-alarm time [zec] 20
Pre-alarm time [zec] ]
Length [gec] 1 1
Rate ‘E\ 2
Export to avi |N.:.t uzed v| 3
A Attention!

If the Not used value is selected in the Export to avi parameter (3), then the Length
(sec.) parameter will be unavailable. In this case, the length will be determined by the size
of the video fragment file in the video archive. To limit the length of the video fragment to

be sent, use a script to stop recording on the camera (a sample script is found in the Sample
script for stopping camera recording).

b. Inthe Rate field, enter the transmission rate for the video fragment (2).
c. The Export to avi parameter (3) allows you to select the format and codec of the requested video
clip:
+ Not used - the video clip will be exported as an archive with a set of directories and files from
the VIDEO folder.
« Original - the video clip will be exported to an avi-file without transcoding.
« Xvid - the video clip will be exported to an avi-file with the Xvid codec.
« DivX - the video clip will be exported to an avi-file with the DivX codec.
+ X264 - the video clip will be exported to an avi-file with the x264 codec.

A Attention!

The export to an avi-file with the specified codec is performed on the Agent Of
Control side using the AviExport.run module. The AviExport.run module version
used on the Agent Of Control should be no lower than 4.10.5.3776, and the required
codec should be installed. Otherwise, an error Frame or video clip is not found
(archive export error) will be received.

() Note

If the Agent Of Control version is lower than 11.0.1520, then the value of the Export to

avi parameter will be automatically set to Not used without the possibility of
changing it.

13. Ifitis necessary to overlay captions on video when a sensor is triggered, select the Captioning check box
(11). In the Assignment to camera field, specify the camera on whose video you want to overlay captions

(4).
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14. In the Show for (sec.) drop-down list, select the amount of time for which you want captions to be displayed
onvideo, in seconds (12).
15. Click OK (13).

Configuration of the list of used sensors is now complete.
5.3.7 Configuring alarm groups

Configuration for associating events with certain alarm groups

By default, for the Access Control and Detection Tools alarm groups, no data is sent from Agent Of Control. These
alarm groups, as well as Hardware and Fire/Security System, can be used for designating their respective alarm

types.

To classify events of an object as belonging to a particular alarm group, create an object (if it does not exist already)
in the device tree. For example, if you want for the signal from the Abandoned Object Detection Tool to be
displayed in Monitoring in the Detection Tools alarm group, create a Detector Zone object and configure it (select
the Abandoned Object Detection Tool type, specify the detection area and sensitivity, etc.; for more details, see
Intellect Software Package: Administrator's Guide).

ecture Hardware

= & Computer [3-UYUTOWA]
EBX Agent OF Conkral 1 [1]

i 3¢ TIDK Interface 150 [150]

&34 viden Capture Device 1 [1]

Haﬁ‘ﬁ SEnsors
=8 Camera 1[1]
- [® Captioner 1[1]
&[5 Detection zones
i Detection zone 1 [1]
-8 Camera 2 [2]

...... & Captioner 2 [2]

To associate the events with particular alarm groups, do the following:
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1. Go to the configuration panel for the Partition Of Control object.

1 ' Partition OF Contral 1 D 386 [ Transrritting ... ]
TCF port (UPS) 2888 | Moritoring ... |
Agent OF Control 1 j [ T ]
ideo data ...

Mumber Keep archive for [dayz]

1 E0/D Cameras ...

2 B0/

3 B0/

4 E0/0

Taotal cameraz: 4

Sengor D Senzor type

Sensorz Registration

Add ..
Mo connection

Sengors: 0

.l'!'l:l ] |",’ un da

2. Click the Monitoring... button. The Add/Edit events for Monitoring window opens.

| Add/Edit events for Manitoring =

id  Type Type (id) Mumber  Mame Ewvent Ewvent (id) Group of alaims ~ Conf, Wideo data Message Detail.

[ Add.. | [ Edt | [ Dekts |
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3. Toadd an event, click the Add... button. The event configuration window opens.

Type Camera «1
Murmber 1 Y.
Event Recard an dizk stopped [REC_STOR] et 3
roup af alarms Hardware e 4
Canfirrnation Mo ~ 5
Wideo data |I:|:|nfigurati|:|n [1] | ﬁ

] Get snapzhat from extemal device ?

Mezzage | |B

[] Capture detailed data Q)

o110 Coreal

4. Inthe form that appears, from the Type drop-down list (1), select the type of device. This list contains the
types of all objects created on the Hardware tab of the System settings window that have recorded events.
Example: In the case of the Abandoned Object Detection Tool, select the Detector Zone type.

5. From the Number drop-down list (2), select an ID number for the object of the selected type from which you
want to get events. If you want to get events from all devices of this type, leave this field blank.

6. From the Event drop-down list (3), select the event type. The available event types depend on the selected
object type. System type of the event in brackets is used in scripts and programs (see Programming Guide
and Programming Guide (JScript)).

For example, for the Abandoned Object Detection Tool triggering event, select Alarm in the zone
(MD_START).

7. From the Group of alarms drop-down list (4), select an alarm group and indicate in which alarm group you
want for Monitoring to display alarms for this event.

8. Itis possible to get confirmation of alarm acceptance from the Server Of Control. To do this, from the
Confirmation drop-down list (5), select the type of confirmation:

a. No—no confirmation is sent.

b. Simple—Agent Of Control sends confirmation when an alarm is confirmed by the operator.

a. Complex—when accepting an alarm the operator must confirm it in the confirm box and after that
the confirmation is sent.

( Note

+ The Agent Of Control sends the "Confirmed: Monitoring event" message to Intellect core
when there is the confirmation of alarm acceptance on the Server Of Control. Scripts that
use this event can be created in Intellect—see Sample scripts for processing alarm
confirmations.

+ Confirmation sending can be disabled on the side of the Server Of Control—see Sending
confirmations of alarm acceptance.

9. Ifitis necessary to attach video data to alarms, click the Video data button (6). As a result, the Select
configurations for video data transmitted window will open.
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(@ Note

Configuration of the transmitted video data is described in Setting up the configurations for
transferred video data.

a. Move the required configurations using the button (1) from the left list to the right. Remove a
configuration from the right list to the left one by using the button (2).

Select configurations for video data transmitted @
MNumber  %ideo data MNumber  “ideo data
3 frames Camera 3 1 frames,captions, Camera 1
2 wideo Camera 2

4 video Camera 4

e B

3

Apply changes and cloze ] [ Cancel

A Attention!

Multiple configurations cannot be used for the same camera.

b. Click the Apply changes and close button (3). The selected configurations will be listed in the non-
editable Video data field.

10. To add the possibility of attaching a snapshot not associated with the camera to an event, set the Get

snapshot from external device checkbox (7). This way you can transmit, for example, a JPG snapshot
received from an X-ray apparatus.

A Attention!

To enable the Get snapshot from external device setting, the imageBase64<> substring with an
image encoded in it must be present in the monitored event.
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Example of an image received from an external device.
14 IPEG-Viewer — ht

0016_0_200223_095141000.jpg

11. Inthe Message field (8), enter the text message, that will appear in the Device column of the Alarm
Reaction dialog form (see Monitoring Software Package: Operator's Guide).
If the object identifier is not specified, the following variables can be used in the Message field to detail the
message:
a. <id>—identifier of the object from which the event came.
b. <name>—the object name.

& Attention!

<id>and <name> are to be in lower case.
After substitution of variables values the message must not be longer than 60 characters. If
the resulting message is longer, extra characters will be dropped.

() Example
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When the Disarmed event appears at the Camera 1, the “Camera 1 disarmed” message is

sent.
Tupe Camera e
M urnber 1 o
Ewent Dizarmed [D15A5M] ot
Group of alarms Detections w
Confirnatian Mo W
Yideno data |I:|:|nfigurati|:|n [1] |
[ ] Get shapshat from external device
Mezzage |Eamera <id» iz dizarmed |
Capture detailed data
Cancel

12. To search for additional information in messages from a device of this type (for the substring "param0<>"),
set the Capture detailed data checkbox (9).
13. Click the OK button to save the changes (10).

This means that when integrating a new device into Intellect, if a developer wants to be able to send more detailed
information to Monitoring, when generating an event from the device, the developer should add detail in the
param0<> parameter. For example, if there is a Motherboard Control module that has the Alarm event, the
following values could be included in param0<>: "processor cooler", "BIOS battery", etc. If you enter "Motherboard"
in the Message field and select Capture detailed data, the following text may appear in the Device column of the
Alarm Reaction dialog form: "Motherboard (CPU cooler)".

Similarly, it is possible to monitor messages from other objects created in the Intellect hardware tree, on the
Hardware tab.

Configuration for associating events with certain alarm groups is now complete.

Setting up the configurations for transferred video data

If the transmission of user alarms (see Configuration for associating events with certain alarm groups section) to the
Server of Control is configured, then video data can be added to these alarms. The video data transmission
configurations can be created in Monitoring software in order to be added to any events when configuring alarm
groups.

& mportant!

If video data (snapshots or videos) is added to an alarm, then the script for stopping camera recording is to
be created (see Sample script for stopping camera recording section).
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Set up the configurations for transferred video data as follows:

1. Go to the settings panel of the Partition Of Control object.

1 Partition Of Cartrol 1 ID 386 | Transmitting ... |
TCF port (UPS) 8555 | Moritoring ... |
Agent OF Control 1 j [ T ]
ideo data ...

Mumber Keep archive for [dayz]

1 E0/D Cameras ...

2 B0/

3 B0/

4 E0/0

Taotal cameraz: 4

Sengor D Senzor type

Sensorz Registration

Add ..
Mo connection

Sengors: 0

.l'!'l:l ] |",’ un da

2. Click the Video data... button. The Adding/Removing configurations for transferred video data box
appears.

Adding/Remaving configurations for transferred video data

£l

Mumber  Camera Video data  Paost-alam time (sec) Pre-alarm time [sec) Mumber of frames Interval (sec)  Length (sec)  Speed (Kbyteds]  Ewxportto avi Captions ~ Show for [sec)

[ Add.. | [ Edt | [ Dekts |
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3. Toadd a new video data transmission configuration click the Add... button. The configuration settings box

appears.

Azzignment to camera Camera 1 [1] b |1
4 3

| Tranzmit snapzhots Captiohing | Mo - |

[ Tranzsmit video Show for [zec) 5

Post-alarm time [zec] 20

Pre-alarm time [zec) 0 2

MHurmber of frames 1 -

Interval [zec] 1
. J

3 (] Cancel

4. From the Assignment to camera drop-down list (1) select the Camera object that will be used for getting
video data.

5. Configure the data transmission parameters (2). The data transmission parameters are the same as those for
video data transmitted along with sensor alarms (see Configuring sensors section, steps 7-17).

6. Click the OK button (3). The created configuration is added to the list.

7. Click the Apply button.

Setting up the configurations for transferred video data is complete.

Changing the description of short alarms and long alarm Object disarmed

To change the description of a long alarm Object disarmed in the Monitoring and Monitoring Reports interface
objects, it is necessary to specify the required description for the CustomizedLongAlarmName registry key on the
Server Of Control and Central Server Of Control side (for details, see Registry keys reference guide, for more
information about working with the registry, see Working with Windows OS registry).

To change the description of short alarms that occur with the OBJ_ARM and OBJ_DISARM events, do the following:
1. Run the ddi.exe utility on the Agent Of Control side.

( Note

For detailed information about working with this utility, see Intellect integration guide (HTTP API,
IIDK, ActiveX, HTTP Server, Axxon Next).

2. Open the intellect.atm.ddi file, which is located in the <Intellect installation directory>\Languages\ru.
3. Select the VIDEOSRV_C object (1).
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4. Gotothe Eventstab (2).

@ DDI & DBI Editar - [C:\Program Files (86)\Intellect\Languages\en\intellect.atm.ddi] (=R
File
Dol m | Names ‘ Everts | Reactions | lcons I States I Transfer rulesl
Processing Disable netwark

VIDEQSRV_C_DVC Description Audio support Disable logging Windows log
VIDEQSRV_E — -

VIDEOSRV_M » Attertion! The service staff works! | [ -]

VIDEQOSRV_R
VIDEOSRV_S
VIDEQSRV_S_DVC i
VIDEOSRV_C_ATM L .
VIDEOSRV C_DVC_ATM 3
VIDEOSRV_S_ATM

VIDEOSRV_S_DVC_ATM

FORWARD
VIDEOSRV_X

| foms connection

messages

OBJ_ARM & object is amne ~ mroruaTon [

F for event ", i The service staff works!™:

Parameter Mame Type Element Value

Total ohjects: 13

5. Inthe Description column, specify the necessary text for the OBJ_ARM and OBJ_DISARM events (3).
6. Save the changes to the file and restart the Monitoring.
7. Inthe same way, select the VIDEOSRV_S_DVC object (1) on the Server Of Control side.

@ DDI & DBI Editor - [C:\Program Files (86)\Intellect\Languages\enintellect.atm.ddi] [=n =R
File

DDl DBl | Names ‘ Everts | Reactions | lcons I States I Transfer rules|
VIDEQOSRV_C Processing
messages

Disable networl

Audio support connection

VIDEOSRV_C_DVC Name Description Disable logging Windows log
VIDEOSRV_E SR

VIDEQSRV_M
VIDEQSRV_R

VIDEOSRV_S

VIDEOSRV_C_ATM
VIDEOSRV_C_DVC_ATM
VIDEOSRV_5_ATM
VIDEOSRV_5_DVC_ATM
FORWARD
VIDEOSRV_X

Parameter Name Type Element Value

Total objects: 13

8. Gotothe Eventstab (2).
9. Inthe Description column, specify the necessary text for the OBJECT_ARM and OBJECT_DISARM events
(3).
10. Save the changes to the file and restart the Monitoring.

Changing the description of short alarms and long alarm Object disarmed is complete.
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Configuring alarms for monitoring the object state on the Agent Of Control side

On this page:

+ Generalinformation
about the alarms for
monitoring of the object
state on the Agent Of
Control side

+ Configuring the alarms
for monitoring the
object state on the
Agent Of Control side

+ Operating procedure

General information about the alarms for monitoring of the object state on the Agent Of Control side

To monitor the object state on the Agent Of Control side, create an AccessByCardEnable string registry key and
set 1 as its value (for details, see Registry keys reference guide, for more information about working with the
registry, see Working with Windows OS registry).

By default, the following alarms will become available in the Detection Tools alarm group:

Alarm group E Alarm type (default alarm description) Alarm length
v
e
n
t
n
a
m
e
Detection Tools - Object disarmed Longalarm
O  Attention! The service staff works! Shortalarm
B
J
D
IS
A
R
M
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Short alarm

These alarms are designed for the special mode of Monitoring operation with ACFA Intellect (see Configuring the
special mode of Monitoring operation with ACFA Intellect). However, these alarms can be used to monitor the state
of the relay, for example, to generate a short and long alarm when the relay switches from the Relay on to

the Relay off state, and another short alarm when the relay switches from the Relay off to the Relay on state.

Configuring the alarms for monitoring the object state on the Agent Of Control side

You can change the description of alarms for the OBJ_ARM and OBJ_DISARM events, and the long alarm Object
disarmed (for details, see Changing the description of short alarms and long alarm Object disarmed).

To receive the short alarms Attention! The service staff works! it is necessary to set up an alarm group as shown

below.
Type fgent OF Contral "
rurnber 1 e
Event Attention! The service staff warks! [OB_DISARKM] A
Group of alarmz Detections e
Confirmation Simple w
Yideno data |N|:| |

[ ] Get snapshat from extemal device

tezzage | <ob{_dizarmed:

Capture detailed data

Ok

Cancel

To receive the short alarms The object is armed, it is necessary to set up an alarm group as shown below.
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Murnber

Evert

Group of alarms

Confirmation

Yideo data

M ezzane
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tr-‘-.gent af I_Znntrnl [
; -
The object iz armed [E_IEJ_.-“-‘-.FIM! e
Detections s
| Simple w
|N|:| |

[ ] Get zhapshat from external device

| <ob_armed:

Capture detailed data

aE.

Cancel

®

Note

It is necessary to enter the <obj_disarmed> and <obj_armed> messages in the lower case.

To monitor the object state on the Agent Of Control side, do the following:

1.

Hardware

&, Security zone
i Areas
@ Working schemes
@) Schedules
@) Working periods
@ Time schedules

7 Timers
£ Scripts
-3 EIEE] 2

25 Programs

5 Macro events
-2 Macros
g Objects links
-5y Access Levels
B Access Level 1 [1]
@ Time and Attendance

Interfaces Programming

@ Time and Attendance Documents

box, go to the Programming tab (1).

FRun on specified computers
1 Seript 1

Hame

LOCALHOST

Computer

[4 WORK-PC

Time schedule Never = | . ¢

unction SetPersons (srcDepartment, destTable, destTableSize, msg)  +

[ Disable

var users = CreateMsg();
users.StringToMsg (GetObjectIds ("PERSON") ) ;
< [ v

Editor - Debugger

Obiectype 1D Obiject name: Event

2. Create the Script object (2) on the basis of the Scripts object in the objects tree.

3.

If you are configuring the special mode of Monitoring operation with ACFA Intellect, it is necessary to copy the

contents of a sample script from the page Sample scripts for determining the current state of the zones of
the Rovalant (A6, A16) object on the Agent of Control side.

If you are configuring the monitoring of the relay state, it is necessary to copy the contents of a sample

script from the page Sample scripts for determining the current state of the relay on the Agent of Control

side.
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5. Click the Apply button (3).

Operating procedure

At startup, and then every 15 minutes, Agent Of Control sends a GET_OBJECT_STATE event to the Intellect core.
This event is processed in a script, which then generates an OBJECT_STATE_INFO event with the object status in
the state field and the additional information in the card field. When the state of the relay changes, this script
generates the OBJ_ARM or OBJ_DISARM event a long alarm Object disarmed.

Configuring alarms for monitoring the object state on the Agent Of Control side is complete.

5.4 Connecting to uninterrupted power supplies

If your computer has a Smart-UPS uninterrupted power supply unit made by APS, messages from the UPS can be
sent to Server of Control.

Configuration of a UPS is performed in the following order:

1. Install the StateUPS utility.
2. Configure the PowerChute plus utility.

5.4.1 Configuring StateUPS

StateUPS utility (exe-file and ini-file) is installed with Agent of Control and placed to the <Intellect software
installation>/Vhost/UPS/.

() Note

Files from the <Intellect software installation>/Vhost/UPS/Ext directory will look for the ini settings file in
the same directory as the StateUPS utility.

Configure the file StateUPS.ini in this directory:

1. Address - address of the machine on which Agent of Control is running. The default value of this parameter is
127.0.0.1. If you install StateUPS on the same computer on which Agent of Control is installed, it is not
necessary to change this parameter.

2. Port - TCP port to which StateUPS sends messages from the UPS. The value of this parameter must match
the corresponding setting of Agent of Control, TCP port (UPS) (see the section Configuring a port for
incoming UPS messages).

If the StateUPS utility is to be used on another computer, do the following:

1. Create "HKLM\SOFTWARE\BitSoft\VHOST\VHostService" section in the registry for 32-bit 0S
("HKLM\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService" for 64-bit) on this computer.

2. Inthis section, create the "FolderLog" parameter. In the "FolderLog" parameter specify the path where the
UPS folder will be created containing ini-file. For example, if the folder is C:\EVUPS, then "FolderLog" = "C:
\EVUPS\"

3. Inthe specified folder, for example, C:\EVUPS, create the UPS sub-folder and copy the StateUPS.ini into it.

5.4.2 Installing the software from the UPS vendor

After the StateUPS is configured, install the software from the UPS vendor. Before starting installation, make sure
that the interface cable is connected to the UPS.
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1. Tostart theinstallation process, start the executable file pc521.exe in the installation folder
UPS\PowerChutePlus. A window opens to inform of the start of installation.

WWww.apcc.com

PowerLH

PowerChute Pluz Setup iz preparing the [nstalls hield
whizard which will quide you through the rest of the zetup

procezs. Pleaze wait.

'y -

Copyright © 2000
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2. Onthe following wizard page, select the option Continue with the installation now and click the Next

PowerChute plus 5.2.1 Setup
Windows NT/2000 (Intel)

Welcome to PowerChute plus Setup ! x|

| Release notes and detailed instructions for thiz inztallation may be
Ax read now by selecting from the following options:

www.apcec.com

= Review the Installation Guide now,
~ Review the Belease Mates now.
* iContinue with the installation nove

< Back I Mest > I Cancel
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3. On the following wizard page, click the Yes button to accept the license agreement.

PowerChute plus 5.2.1 Setup
Windows NT 2000 (Intel)

Software License Agreement

£ Pleaze read the fFollowing software license agreement. Uze the scrall bar to view the
rest of thiz agreement.

American Power Conversion Corporation - Software Licenize Agresment i!

Thiz software license agreement [the “agreement''] iz a legal agreement between
Aimerican Power Converzion Corporation as the licenzor' (hereafter referred to az APC)
and pou [hereafter refemed to az the 'customer"’] for the APC software accompanying this
agreement.

By clicking "ves'" or by downloading. installing, loading, copying, or otherwize uzing the
software, you represent that one of the following is tue;

“‘r'ou have been authorized to accept these terms on behalf of the custamer [the entity
on whoze behalf pou reprezent that vou are authonzed to act].

*“ou intend to'be personally bound to the terms of thiz agreement as the customer. L‘

Do you accept all the terms of the preceding license agreement? |f so.
click on the Y'es push button.  |f pou select Mo, Setup will cloze.

< Back ez
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4. On the following wizard page, select the Typical installation type and indicate the path at which you want to
install the software.

PowerChuite plus 5.2.1 Setup
Windows NT/ 2000 (Intel)

Installation Type

m- Fleaze zelect an installation type and destination directony:

WWW. Bpcc.com

optionz. Hecommended for most users.

£ Custom ‘Y'ou may chooze the options pou want ko install.
Recommended for advanced users.

— Destination Directary

C:AProgram FileshPwrchute Browese, . |
< Back IWI Cancel |

* Typical Program will be installed with the most common
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5. Copying begins of the necessary files.
Y=y Setup

PowerChute plus 5.2. 1 Setup
Windows NT/2000 (Intel)

Copying helpfiles..
chdug9.htm

6. When copying is complete, a dialog box appears with a request to automatically determine the COM port on
which the UPS is located. Click the Yes button.

Queston ]

l:\.’.) Wiould wou like ko automatically search all 2OM ports For an APC UPS?

| Ja I Het |

7. The search process begins.

% Checking for LIPS on CORM1
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8. When the search is complete, the program will show what type of UPS it found and on which COM port. Click

the Next button.

== aetup

PowerChute plus 5.2.1 Setup
Windows NT/ 2000 (Intel)

Setup UPS Parameters )

wWww. apce.com

ArC

- Select UPS Type and COM Port

UPS Type  |SMART-UPS 700

COM Port !CDME "i

< Back | et » I Cancel
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9. On the next wizard page, clear the Enable PowerChuteplus remote monitoring check box and click the
Next button.

PowerChute plus Remote Monitoring x|

| Dnzable remate monitoring only if this computer iz on a dial-up
m netwark, iz hot connected o a network, or does hiot need to
monitar other LUPSs or have itz LIPS monitoréd remately.

WWwWWwW. apcc.com

[ Enable PowerChute plus remate maritaring

< Back I MHest » I Cancel |

10. The two following wizard pages complete the installation process.

Setup UPS Monitoring Module 13 x|

r APC's PowerChute plus haz been successfully inztalled.
Haowever, before the application can function an thiz

WL BB EE. COM zerver, the UPS monitonng service must be started.

Fleaze click Mest to start the UPS monitonng service.

MOTE: Clicking Cancel wil exit Setup and remove any
changes made during the installation procedure.

Mest > I Cancel
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Dialog box to confirm installation completion.
PowerChute plus Installation comg x|

(" i APC's PowerChute plus is now running.
Click QK to finish Setup,

Installation of the StateUPS utility is now complete.

5.4.3 Configuring the PowerChute plus utility

() Note.

The PowerChute utility configuring process is given in this document as an example. Alternative software
can have different settings.
Alternative software must allow binding certain reactions with UPS events.

To set up the PowerChute plus utility:

1. Start the PowerChute plus configuration program, by selecting Start -> Programs -> PowerChute plus ->
PowerChute plus.

=

System  Logging  Configuration  Diagnostics  Help

AT SMART-UPS 700 26.07.200513:04
Monitoring: ............ . EDWARDA Litility VY oltage Output™aoltage  Battery Capacity
Status: ... On Line 280 280 10
LUPS Self Test ... Unknown 260 250 —— a0

240 240 —— fill |
UPS Output: ... 2093 WAC
Line Minimurm ......... 204 1 VAC 240 420 40
Line Maximutm: ..., 2145 WVAC _ _
LIPS Temp: o, 1121 °F 200 200 20
Cutput Freg: ... 800 Hz

180 180 1]

2106 WAC 2093 WaAC 100,0 %

Last Twio Events:
2E.07.200512:14:27 = PowerChute PLUS Yersion 5.2.1 started =
Z6.07.200512:14:35 Communication established

2. Select the menu item Configuration -> Event Actions... A dialog box appears, in the left part of which there
is a list of events for which different reactions can be assigned (right part of the window). It is recommended
to disable the Notify Users option for all events unless there is a need for it; otherwise, messages are sent to
the entire domain on which the computer is located.
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Event Actions B

Events

PowerChute plus Started -

PowerChute plus Stopped
UPS On Battery

Utility Power Restored

Low Battery Condition

UPS Battery Is Discharged
Heturn From Low Battery
Communication Established
Lost Communication ¥With UPS
Comm Lost While On Battery

Administrative Shutdown
System Shutdown Starting
System Shutdown Complete
Shutdown Cancelled

UPS Output Overload
Overload Condition Solved
UPS Enabling SmartBoost

0K

A more detailed list of events is given in the table.

ID Code Event Name

1000 PowerChute Started

1001 PowerChute Stopped

1002 Communication Established
1003 Utility Power Restored

1004 UPS Self-Test Passed

1005 Administrative Shutdown
1006 Shutdown Cancelled

1007 Returned From Low Battery
1009 UPS Battery Replaced
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Pl
—Actions for Selected Event

v Log Event

[~ Motify Administrators Uplions..
[” Notify Users Options...
™ Run Command File ~ Upfions...|
™ Send E-Mail C'phi
[T Page Users Options...
[T Shut Down Server Options...

Reset To Default Actions...

Cancel |

Description

PowerChute service started
PowerChute service stopped
Communication restored
Electricity restored

Self-Test passed
Administrative shutdown
Shutdown cancelled

Battey charged

Battery replaced
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1013

1014

1015

1016

1102

2000

2001

2002

2003

2004

2007

3000

3001

3002

3003

3004

3016

3107

Overload Condition Solved

Runtime Calibration Started

Runtime Calibration Finished

System Shutdown Starting

UPS Internal Temperature In Bounds

UPS On Battery

System Shutdown Complete

UPS Enabling SmartBoost

Low Battery Condition

Runtime Calibration Aborted

UPS Enabling SmartTrim

Lost Communication With UPS

UPS Output Overload

UPS Self-Test Failed

UPS Battery Is Discharged

Comm Lost While On Battery

Battery Needs Replacing

Maximum Internal Temperature Exceeded
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Overload is back to normal

Runtime Calibration Started

Runtime Calibration Finished

System is shutting down

Internal temperature is in bounds

Electricity turned off

System performed shutdown

Low-voltage mode

Battery is running low

Runtime Calibration Aborted

High-voltage mode

Communication lost

Overload

Self-Test failed

Battery discharged

Comm Lost While On Battery

Must replace battery

High internal temperature

PowerChute plus can be configured so that any of the events listed previously can be sent to the Server of Control.

Events marked in green are highly recommended for sending to Server of Control.

The <Intellect installation>\Vhost\UPS\Ext\ folder also includes three executables that have been created for

specific events:

« PowerOff.exe (electricity is off)
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« PowerOn.exe (electricity is restored)
+ BatDisch.exe (battery is discharged)

This minimal set can be used with different series of Back-UPS that do not support calling third-party subprograms
with the command line.

5.4.4 Example of configuration of event distribution

Let us consider the following situation: electricity has turned off and the UPS began to work in battery mode (ID
Code =2000), and after a time electrical supply was restored (ID Code = 1003).

In this case to configure events notifying do the following:

1. Inthe list of events, select the event UPS On Battery and, for this event, select the Run Command File

check box.

x
Events ~Actions for Selected Event
PowerChute plus Started [ Log Event
PowerChute plus Stopped
 Notity Administrators  Options..
Liility Power Restored =
Low Battery Condition [~ Notify Users Options...
UPS Battery Is Discharged —
Return From Low Battery ¥ Bun Command File Options...
Communication Established
Lost Communication ¥ith UPS I Send E-Mail Options...
Comm Lost While On Battery —
Administrative Shutdown b [~ Page Users Options...
System Shutdown Starting
system Shutdown Complete V¥ Shut Down Server Options...
Shutdown Cancelled —
UPS Output Overload :

Overload Condition Solved Reset To Default Actions...
UPS Enabling SmartBoost |

1].4 | Cancel |

2. To the right of Run Command File, click the Options... button.
3. Inthe dialog box that opens, indicate the full path to the StateUPS utility that you want to be started when
the event occurs.
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Run Command File x|

UPS On Battery

Command File

|"C:'||,E‘I.FU PS\StateUPS.exe" 2000
Wait |I] Seconds Before Executing
Test | 0K Cancel |

This path should be surrounded by double quotation marks (one at the beginning of the path and one at the
end). Leave a space and then indicate the ID code; for the UPS On Battery event, the ID code is 2000.
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4. Similar actions for the Utility Power Restored event are shown in the following figures.

Event Actions _ x|

Events ~Actions for Selected Event
PowerChute plus Started e ) Log Event

PowerChute plus Stopped

_UPS On Batte [~ Notify Administrators  Uplions...
Lltility Power Hestored =_—
Low Battery Condition [ Notify Users Options...
UPS Battery Is Discharged ——
Heturn From Low Battery ¥ Bun Command File Options...
Communication Established e
Lost Communication With UPS ™ Send E-Mail Options...
Comm Lost While On Battery —
Administrative Shutdown b [~ Page Users Options...
System Shutdown Starting ——
System Shutdown Complete T Shut Down Server Options...
Shutdown Cancelled —_—
UPS Output Overload :

Overload Condition Solved Heset To Default Actions...

UPS Enabling SmartBoost |

Ok Cancel |

Run Command File ] x|

‘ Utility Power Hestored

Command File

|"C:'||,E'1.FUPS'||,StateUF‘S.exe" 1003
YWait Iﬂ Seconds Before Executing
Test | oK Cancel |

You should also remember that after utility power is restored, the UPS does not always generate the Utility Power
Restored event; sometimes, it generates the UPS Enabling SmartBoost or UPS Enabling SmartTrim events. In
order to not "miss" the moment at which utility power is restored, it is advisable to also handle the UPS Enabling
SmartBoost and UPS Enabling SmartTrim events.

Each time the StateUPS utility is called, a log file is created in the <Intellect installation>\Vhost\UPS folder with a
name of the following format:

upslog_<state><date><time>.log
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5.5 Working with Agent of Control without Windows administration
rights

To allow the user not added to the Administrators group in the Windows operating system to work correctly with
Agent of Control, make sure the following conditions are fulfilled:

1. The user must have full access to the Agent of Control registry section:
HKEY_LOCAL_MACHINE\Software\BitSoft for 32-bit system
(HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft for 64-bit).

2. The user must have full rights for the folder <DISK>:\Backup, where <DISK> is the logical disc where Intellect
software is installed.
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6 Configuring Server of Control

To configure Server of Control, go to the System settings window. Use of this window is described in Intellect
Software Package: Administrator's Guide.
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6.1 Creating necessary Server of Control objects

(@ Note

Agent of Control, like Server of Control, can operate in a distributed configuration, while Agents of
Control, Servers of Control and Central Servers of Control can see where each of them is installed and can be

configured.

To create necessary Server of Control objects, do the following:

1. Goto Hardware tab in the System settings dialog box.

2. Create an IIDK interface object under the Computer object (1). Set the IIDK Interface object identifier (2).

Architecture

=-EJ LOCALHOST

Hardware

Interfaces

W Ya DK Interface 150 |

Programming

[ 150 DK, Interface 150
|| Disable
LOCALHOST -

Computer

[] Do nat send events to client

3. Create a Server Of Control object based on a Computer object. On the settings panel of this object, in

the IIDK interface field (2), enter the identifier of the previously created IIDK Interface object.

Architecturs

-5 LOCALHOST

B L. Server Of Control 1 1

Bl [DK Interface 150

Interfaces Uszers Programming

Computer

1 | Sewver Of Control 1

LOCALHOST

I

Advanced

Shapshots/viden ...

Transfer

TCPAP port [Bgent]: 7777

TCR/IP port [Archive] . 7755

Event Viewer :

Archive period [h]: 48

DK interface : 150
Logging subsystem

| dusiliary characters
Alaim events

File size [MB]: 100
Spstem statug

Keep archives for [months)

First COM port humber :
MNumber of COM parts :
COM port speed : | 9500 -

COM port farmat : N1

Transfer info about confirmed alaims ta Agent Of Control

4. Create the required number of child Partition Of Control objects based on the Server Of Control object.
When you create these objects specify the same ID (2) as in the ID field on the settings panel of the
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Partition of Control object created under the Agent of Control object.

Hardware Programming

corresponding

= LOCALHOST
- %y Server Of Control 1
¢ f = Partition Of Control 387

[ Partition Of Control 386 1

Jae Partitiorr Of Control 326

Server OF Control

Server Of Control 1 j

EE nterface

() Note

It is not necessary to manually create the Partition Of Control objects based on the Server Of
Control object. They will be created automatically upon successful configuration of the
communication between the Agent of Control and the Server of Control with the name and identifier
specified on the Agent of Control side (see Configuring communication between Agent of Control
and Server of Control).

The required objects are now created.

6.2 Configuring a connection
A Server of Control can simultaneously interface with objects over both the TCP/IP and RS232 protocols.
To configure a connection between Server of Control and Agent of Control/Archive:

1. Go to the configuration panel for the Server of Control object.

1 Server Of Control 1 IDK. interface : 150 Event Viewer :
Logging subsystem

Computer [ Awmiliary charactsrs Archive period [h] : 48

{ 1

LOCALHOST Bd Alarm events File size [ME]: 100
Sysztem statusz

kK.eep archives for [months] :
Advanced Tranzfer

TCRAR port [Agert]: 7777 1 First COM part number :

TCRAP port [rchive]: 7755 2 Number of COM pats 3
COM port speed -
Shapshotsdvideo ... RS 3600

COM port farmat ;- SM1

Tranzter info about confirmed alarms to Agent OF Control

2. Inthe TCP/IP port (Agent) field, enter the port number for TCP/IP communication with remote objects (1).
3. Inthe TCP/IP port (Archive) field, enter the port number for TCP/IP communication with the Search in
archive module (2).
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(@ Note

The default value of the TCP/IP port (Archive) is 7755. After you change the port number, it is
necessary to also change the IPPort registry key value to the new port number (for details,
see Registry keys reference guide. for more information about working with the registry,

see Working with Windows OS registry).

4. Forthe RS232 protocol, indicate the following parameters: First COM port number, Number of COM ports,
COM port speed, and COM port format (3).
5. Click the Apply button.

Connection configuration is complete.

6.3 Configuring the logging subsystem
The logging subsystem allows configuring the detail level at which Server of Control activities are logged.

The main log file is located in the <Intellect software installation folder>\VHost folder, in the file vsrvYYMMDD.log,
where YY is the year, MM the month, and DD the day.

To configure the logging subsystem:

1. Go to the configuration panel for the Server of Control object.

1 Server OF Control 1 IIDK. interface : 150 Event Viewer :
Logging subspstem
Sk 1 [ Awmiliary characters Archive period [h] - 48 4
|LOCALHOST - 2 Alarm events File size (MB]: 100 §
3 Syztem statug '

Keep archives for [months] ; 6
Advanced Tranzfer

TCPAP port [gent] : 7777 First COM port number :

TCPAP port [archive) : 7785 Murnber of COM ports :
COM port d:
SnapzhotzMvideo R 3&00 o

COM port format : 8M1

Tranzfer info about confirmed alarms to dgent OF Control

Apply Cancel

2. To logauxiliary characters at the transport level, select the Auxiliary characters check box (1).

3. Tologalarms (activation of a vibration sensor, temperature sensor, or Door-Forced-Open (DFO) sensor),
select the Alarm events check box (2).

4. To log events related to system status, select the System status check box (3).

5. Inthe Archive period (h) field, enter the frequency, in hours, at which the log file is to be archived (4).
Archives are saved in the DATA subfolder, with the following name format: namelog_yymmddhhmmss.gz,
where

a. namelogis the name of the log file being archived;
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yy is the year of archive creation;

mm is the month of archive creation;

dd is the day of archive creation;

hh is the hour of archive creation;

mm is the minute of archive creation;

g. ssisthe second of archive creation.

6. In the File size (MB) field, enter the file size threshold, in megabytes, upon which the log file is archived (5).
This setting overrides the value in the Archive period (h) field.

7. Inthe Keep archives for (months) drop-down list, select the length of time, in months, for which you want
to store archived log files. This value must be between 1 and 24 (6). Archives that are older than the specified
number of months are deleted.

-0 20T

To save settings, click the Apply button.

6.3.1 Specifying storage time for event log
To specify the term of keeping the event log in the database do the following:

1. Go to the Programming tab of the System settings dialog box (1).

Hardware In Frogramming

— Settings
3 Gvents archive length [P dayD

Object code

Run macro at start j

[T Connections in architecture

Holidays
Add

Delete |
Edit |

Adminigtrator's password |

2. Go to the Security zone object setting panel (2).
3. Specify the term of keeping the event log in the Event archive length parameter (3).
4. Press Apply (4).

Specifying the term of keeping the event log is completed.

6.3.2 The Event Viewer utility

The disadvantage of viewing information via the Event Viewer is clearing the screen on each Intellect restart. It is
impossible to see what was on before the system restart. The additional Event Viewer utility is required in such
cases. This utility operates the database directly and allows to view information from the whole length of time used
to keep the event log in the database.

To start the Event Viewer utility, click the Event Viewer button on the Server of Control settings panel.
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1 Server OF Control 1
Logging subspstem
Computer [ Ausiliary characters
LOCALHOST ~ Alarm events
Syztem statuz
Advanced Tranzfer
TCPAP port [Agent] . 7777
TCPAP port [Archive) : 7785

SnapzhotzMvideo

Tranzfer info about confirmed

alarmes o dugent OF Contral

Monitoring 14.0

150

Archive period [h]: 48

File zize [MB]: 100

F.eep archives far [manths] © | 32

I

Firzt COM port number ;| Com? -
Murnber of COM ports: |1

COM port zpeed ;| 9600 -

COM port format :  SM1

(english) - Administrator's Guide

Ewent Wiewer : .

The Event Viewer utility allows to sort and filter data.

W eventviewer: RI=EY
| | Source j‘ Ewent ﬂl Additional information jl Dat jl Time =)

P :10 Green spruce dr. & ohs Abandoned object 28 5:4

' |10 Green spruce dr. Detections Abandoned object 28.06.201815:43:06 |28.06.2018 15:4

10 Green spruce dr. Detections Abandoned object 28.06.2018 15:42:44 |28.06.2018 15:4

10 Green spruce dr. Detections Abandoned object 28.06.2018 15:42:40 | 28.06.2018 15:4

10 Green spruce dr. Detections Abandoned object 28.068.2018 15:42:35 |28.06.201815:4

10 Green spruce dr. Camera enabled Camera 2 [id=2] 28.06.201815:42.04 |28.06.2018 15:4

10 Green spruce dr. Camera enabled Camera 3 [id=3] 28.06.201815:42:04 |28.06.2018 15:4

10 Green spruce dr. Camera enabled Camera 4 [id=4] 28.06.201815:42:04 |28.06.2018 15:4

10 Green spruce dr. Camera enabled Camera 5 [id=5] 28.06.2018 15:42:04 |28.06.2018 15:4

10 Green spruce dr. Archive size : enough Camera 2 [060-003: Specified-Cur.[days]] 28.06.2018 15:42:04 |28.06.2018 15:4

10 Green spruce dr. Archive size : enough Camera 3 [060-001: Specified-Cur. [days]] 28.068.2018 19:42:04 |28.06.201815:4

10 Green spruce dr. Archive size : enough Camera 4 [060-001: Specified-Cur. [days]] 28.06.201815:42:04 |28.06.2018 15:4

10 Green spruce dr. Archive size . enough Camera 5 [060-001: Specified-Cur. [days]] 28.06.201815:42:04 |28.06.2018 15:4

47 John Reed str. Camera enabled Camera 1 [id=1] 28.06.201815:42:04 |28.06.2018 15:4

47 John Reed str Archive size : enough Camera 1 [060-005: Specified-Cur [days]] 28.06.2018 15:42:04 |28.06.2018 15:4

10 Green spruce dr. Detections Abandoned object 28.06.201815:41:45 |28.06.2018 15:4
e e N = omo s e e o _'Ij

6.4 Configuring reaction to snapshots and videos

To configure the visualization of video frames and video fragments that are received with alarms (see Viewing video
data on alarms), it is necessary to do the following:

(@ Note

This setting doesn't affect the acquisition of video data by the Search in archive interface object, except
for the AVI-files player parameter (see Request for video clips from objects).
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1. Go to the settings panel of the Server Of Control object.

1| ServerOf Control 1 lIDK. interface : 150 Event Viewer :
Logging subsystem

Computer [ Ausiliary characters Archive period [h]: 48

] |

LOCALHOST Bl Alatm events File size (ME]: 100
Syztem statuz

F.eep archives far [manths] :
Advanced Tranzfer

TCPAP port [Bgent] : 7777 First COM port number :

TCPAP port [Archive) : 7785 Murnber of COM ports :
COM port d:
SnapzhotzMvideo RolERss 3500 A

COM port format :  SM1

Tranzfer info about confirmed alarms to dgent OF Control

2. Click the Snapshot/video button. A window will open where you can configure reactions to receiving
snapshots and video.

Show received image 4

JPEG-files wiewer
C:AProgram Filez [#36M ntellectyhozthST'S TEMMWPE GV iewer exe

Flay received video fragment 2

A3 -files player
|E:"«F'rn:|gram Filez [#8B]14Intellecth T ool dxwon_plaver. exe 3 |

Filter by cwners

4 Filer . Uszer Dwarer

6 ] Cancel

3. If you want to open the received image:
a. Setthe Show received image checkbox (1).
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4. If you want to playback the received clip:
a. Setthe Playback received video fragment checkbox (2).
b. Inthe AVI-files player field, specify the path to the program used to playback the AVI files (3).
5. If you want certain users to have access only to snapshots and video fragments received from the objects
belonging to specific owners, set a filter by owners:
a. Click the Filter button (4).
b. The Filter by owners window will open. The list of available user-owner pairs is on the left, the list of
the selected users and owners is on the right.

Filter by owners ) ﬂ

|ger | Dwirer | Uger | Qwner |
|vanoy Head Quarters, Moscow Administrator Department S amara
Swerdliow Department Samara Adminiztratar Head Guarters, Mozcow
Swerdloy Head Lluarters, Mozcow Ivariow Department Samara
Jzer 2 Department Samara
ser 2 Head Quarters, Moscow >

<.

I Apply changes and close I Cancel
( Note

The list of owners is set on the Control Panel (see Regulatory and reference information).
Users and their rights are configured in the Users tab of the System settings dialog box (see
Intellect. Administrator's Guide. The latest version of this document is available in AxxonSoft
documentation repository).

c. Move the pairs between the lists using the <- and -> buttons.

d. When the list of users and owners is formed, click the Apply changes and close button.
6. Selected pairs of users and owners will be displayed in the table (5).
7. Click the OK button (6).

Configuring reactions to receiving snapshots and video fragments is now complete.

6.5 List of Additional workplaces

For the Additional workplaces software operation, it is necessary to configure the list of additional workplaces on
the Server Of Control, and specify the computer name and the client code for each of them.
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The client code is bound to the computer hardware. You can find it out as follows:

1. Onthe computer with installed Monitoring, open the Search in archive interface in the Additional workplace

configuration.

[

| Camera

Camera 1[1]

| Date and time

26.06.2018 16:09:05

| Temt

Harddisk rec

Camera 1[1]

26.06.2018 16:09:00

Record on disk stopped

H Camera 1[1]

26.06.2018 16:08:52

Harddisk rec

diom: |V - Camera 1[1]

26.06.2018 16:07:28

Record on disk stopped

26.06.2018 16:07:14

Harddisk rec

Camera 1[1]

26.06.2018 16:07:13

Record on disk stopped

Camera 1[1]
(22 06 2018 ~ |W15:38:25 =

Camera 1[1]

26.06.2018 16:07.02

Harddisk rec

Camera 1[1]

26.06.2018 16:06:58

Record on disk stopped

Camera 1[1]

26.06.2018 16:06:53

Harddisk rec

Camera 1[1]

26.06.2018 16:06:52

Record on disk stopped

Camera 1[1]

26.06.2013 16:06:47

Harddisk rec

Camera 1[1]

26.06.2018 16:06:38

Record on disk stopped

Camera 1[1]

26.06.2018 16:06:33

Harddisk rec

Camera 1[1]

26.06.2018 16:06:32

Record on disk stopped

Camera 1[1]

26.06.2018 16:06:30

Harddisk rec

Camera 1[1]

26.06.2018 16:05:40

Record on disk stopped

Camera 1[1]

26.06.2018 16:05:14

Harddisk rec

Camera 1[1]

26.06.2018 16:05:12

Record on disk stopped

Camera 1[1]

26.06.2018 16:05:07

Harddisk rec

2. Click the Settings button in the bottom left corner.
3. Theclient code is specified in the opened Settings box.

Connection to vi

IP addn

Port

Cliert o

The list of Additional workplaces that can be connected to the Server Of Control is configured as follows:
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1. Go to the settings panel of the Server Of Control object.
|-| | |Server 0f Contral 1 | DK, interface : 1580 Event Wiewer : > |
Logaing subsystem
Computer [ Awwiliary characters Archive period (h] :
LOCALHOST || R e events File size (M) : 100
v Sustem status : ;
Keep archives for [months] : | 3 ~|
Advanced ——— Transfer
TCPAP port [&gent]:  |[7777 First COM port number : Cirnl |
1 TCRAR port [brchive] . | 77RE Mumber of COM ports © _‘I |
e COM port d w
.Snapshntsx’video..._; kit .SEDD |
COM port format ; 8M1

¥ Transfer info about confirmed alarms ta Agent OF Cantral

i hestart

2. Click the Monitoring button (1). As a result, the window for configuring the list of Additional workplaces will

open.

Computer name Client code Framesz Wideo fragment

2[ Add.. | | Edt.. | | Delte

Additional wark places I Ewents relaying I

" Carce
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3. Toadd an Additional workplace to the list, click the Add button (2).
4. Inthe opened window specify the computer name on which the Additional workplace is installed (1).

Additional workplace

Computer name: |'W'S'I |1

Client cods | 9537E 2

Show received image 3

Play received video fragment 4

5 Corea

5. Inthe Client code field (2), enter the client code.
To configure the visualization of video frames and video fragments that are received with alarms
(see Viewing video data on alarms), it is necessary to do the following;

() Note

This setting doesn't affect the acquisition of video data by the Search in archive interface object
(see Request for video clips from objects).

6. Setthe Show received image checkbox (3) if you want to open the received video frames. The Filter by
owners setting is taken into account (see Configuring reaction to snapshots and videos).

7. Setthe Play received video fragment checkbox (4) if you want to playback the received video fragments.
The Filter by owners setting is taken into account (see Configuring reaction to snapshots and videos).

8. Click the OK button (5).

9. Repeat steps 3-8 for all Additional workplaces that will be connected to this Server Of Control.

() Note

To edit the specified settings, select the Additional workplace in the list and click the Edit button.
To delete the Additional workplace in the list, select it in the list and click the Delete button.

10. Click the OK button.
11. Click the Apply button.

The list of Additional workplaces is now configured.

6.6 Sending confirmations of alarm acceptance

In general the Agent of Control is considered not to have the same core with the Server of Control.

It is possible to configure sending messages to Agent of Control when the operator confirms an alarm on the Server
of Control. The Agent of Control then sends these messages to Intellect core. Two types of confirmation are available:
simple and complex. The confirmation type is selected when configuring alarm transmission to the Server of Control
(see Configuration for associating events with certain alarm groups section).

When the confirmation is sent, the Server of Control waits for the confirmation from the Agent of Control that the
message has been sent to Intellect core. If this message is not received, then confirmation packets are sent every 5
minutes.
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() Note.

See also Sample scripts for processing alarm confirmations section.

Disable sending confirmations of alarm acceptance as follows:

1. Go to the settings panel of the Server of Control object.
2. Clear the Transfer info about accepted alarms to Agent of Control check box.

1 Server OF Cantral 1 DK interface ;150 Ewent Viewer :
Logging subspstem
Computer [ Ausiliary characters Archive period [h): 48
LUt LiE ~ | Ak events File sizs [MB): 100
Syztem statuz
F.eep archives for [monthz] :
Advanced Tranzfer

TCPAP port [fgent] : 7777 First COM port number :

TCRAP part (Archive] . 7755 Number of COM parts :
COM port speed =
SnapzhotzMvideo .. BEEE g500

COM port format : 3M1

[ /] Transfer info about comfirmed alarms to Agert OF EontrcD

Apphy Cancel

3. Click the Apply button.

The Transfer info about accepted alarms to Agent of Control function is now disabled.

6.7 Working with Server of Control without Windows administration
rights

To allow the user not added to the Administrators group in the Windows operating system to work correctly with
Server of Control, make sure the following conditions are fulfilled:

1. The user must be given full access to the registry key:
« Fora 32-bit system: HKEY_LOCAL_MACHINE\Software\BitSoft
« Fora 64-bit system: HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft
2. The user must be granted full rights to the export directory (see Specifying the export directory).

6.8 Configuring sound notification at Server of Control
6.8.1 Configuring sound notification at Server of Control in a general way

The Monitoring software allows configuring audio feedback for alarms received from an Agent of Control. For this do
the following:
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Note.

This function is not supported for the Additional Workplace in non-distributed configuration.

Create a Display object in the Interfaces tab.
Create an Audio player object on the base of the Display object.
Run the System configuration utility (ddi.exe).

() Note.

Detailed info on using this utility is given in the Intellect software. Administrator's Guide. The most
relevant version of this document is available in AxxonSoft documentation repository.

Open the intellect.atm.ddi file.

Select the VIDEOSRV_S_DVC (Partition of control) object.
Go to the Events tab.
‘:' DDI & DBI Editor - [C:\Program Files (x86)\Intellect\Languages\en)\intellect.atm.ddi] * B - Dlll
File
ool | DEI | " Names EVE"'SI Readionsl lcons | Sla‘lesl Transfer mlesl
VIDEQSRV_C Disable =
. Processing . Disable
5:3&822&:%[)\& Name Description [ ‘ Pudio support Zm:?;inn T Windows log
:: B Eg ggg’nﬂd CAM_OMNLINE | Camera en INFORM.

ATM_ONLINE | Communicati... | INFORM...

VIDEOSRV _C_DVC_ATM =i
VIDEOSRV_S_ATM
VIDEOSRV_S_DVC_ATM

VIDEQSRY_S_DVC_HDD_ERROR_N.wav

- T | 1 1 1
Parameters for event "Opening lock under duress™:
| Parameter | Name | Type Element | Value

Total objects: 11

In the Audio support column set checkboxes for all events that have to be followed by an audio signal.
A screentip shows the required name of the wav file.

N is an ID of the VIDEOSRV_S_DVC_ATM object.

Create corresponding files and put them to the <Intellect installation>\Wav folder.

Configuration of sound notification at Server of Control is completed.

6.8.2 Configuring sound notification at Server of Control for various alarm groups

There are 4 alarm groups in the Monitoring software. Several different events can be assigned to them at the Agent
of Control. These groups are: Equipment, ACS, FSA, Detections (see Configuration for associating events with
certain alarm groups).

In order to configure sound notification for alarm groups do the following:

®

1.

Note.

This function is not supported for the Additional Workplace in non-distributed configuration.

Create and configure the Display and Audio player objects in the Interfaces tab of the System settings
dialog box.
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2. Run the System configuration utility (ddi.exe).
Note. Detailed info on using this utility is given in the Intellect software. Administrator's Guide. The most
relevant version of this document is available in AxxonSoft documentation repository.

3. Open theintellect.atm.ddi file, select the VIDEOSRV_S_DVC (Partition of control) object.

4. Gotothe Events tab.

* DDI & DBI Editor - [C:\Program Files (x86)\Intellect\Languages\en\intel 11 i N e X
* d [C:\l les (x86)\Intellect\| \en\intellect.atm.ddi] * jm]

File
ool |DE\ | Names Everts |F{eadiuns | lcons | 5131&5' Transfer rulesl
VIDEQSRV_C Disable 2
WIDEOSRV_C_DWVC Name Description e Audio support | network P|sa_b\e Windows log
WIDEQSRV_E Messages phichitons el logging
5:8&822¥ nRFI CAM_ONLINE | Ca enz INFORM.

||

VIDEOSRV S

5 DVC
VIDEOSRV_C_ATM
VIDEOSRV C_DVC_ATM
VIDEOSRV_S_ATM
VIDEOSRV_S_DVC_ATM

ATM_ONLINE | Communicati... | INFOR

Parameters for event "Opening lock under duress™:

| Parameter | Name | Type | Element | Value

Total objects: 11

5. Make sure that the Audio support is not set for the Detections event.
6. Close the System configuration utility.
7. Create and configure the Program object in the Programming tab of the System settings dialog box.

Interfaces

Security zone
Access Levels
Objects links
Macros
Macro events

Programming
Computers
|1 IPrngram1
Carmputer I Mame |
I Disable S-UYUTOVA  LOCALHOST

Time schedule | Always [ |2 | |+

OnEvent ("VIDECSRV_3_DVC"™,"55001&", "MONITORING SENS")
{

if (strequal (param0, "Camera 1 disarmed”))
{
DoReact ("PLAYER","1", "PLAY WAV","file<c:\Program Files (x86)\Intel
}
if (strequal (paramQ, "Camera 1 armed"))
{
DoReact ("FLAYER", "1", "FLAY WAV",6 "file<c: “Program Files (x86)\Intel
&
1

] I

Apply Cancel

Example of a program for alarm groups shown on the picture:

Add/Edit events for Monitoring (=)
id Type Type (i) Number  Name Event Event (d] Groupof dams  Conl.  Viden dala Message Detai
1 Camers CaM 1 Disamed DISARM Detections No No <name> disamed
2 Camera CaM 1 Aumed ARM Detections No No <names aimed
Add.. | [ Edt__| [ Delete
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OnEvent ("VIDEOSRV_S_DVC","550016","MONITORING_SENS")
{

if (strequal(param@, "Camera 1 disarmed"))

{
DoReact ("PLAYER","1" ,"PLAY_WAV","file<c:\Program Files
(x86)\Intellect\Wav\cam_disarm.wav>");

}

if (strequal(param@, "Camera 1 armed"))
{
DoReact ("PLAYER","1" ,"PLAY_WAV","file<c:\Program Files
(x86)\Intellect\Wav\cam_arm.wav>");
}
}

8. Create corresponding files and put them to the <Intellect installation>\Wav folder.

Configuration of sound notification at Server of Control for various alarm groups is completed.

6.9 Configuring the Server of Control from another server in a distributed
configuration

To configure the Server of Control from another server in a distributed configuration, do the following:
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1. Go to the settings panel of the Server Of Control object.

1 Server OF Comtral 1 [IDE, interface . 150 Ewvent Wiewer :
Logaging subsystem
Compuiter [ Auwiliary characters Archive period (h] : 44
AEHYER ] Al Eren: File size (MB]: 100
System ztatuz
K.eep archives far [months] ;
Advanced Tranzfer

TCRAR port [fgent] . 7777 First COM part number ;
TCRAR port [Archive] 7755 Murnber of COM ports -

COM port speed :

COM pork format:  8N1

kanitaring ...

Snapshotzvideo ..

Transfer info about confirmed alarmsz ta Agent OF Contral

Dratabaze connechion string: 1

=

[ R estart

2. Clickthe D button (1). The Data Link Properties window opens. Configure the connection to the remote
Server of Control database as follows:

() Note

The Database connection string parameter is displayed only if the Server of Control is configured
from another server in a distributed configuration.
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a. Gotothe Provider tab. Select Microsoft OLE DB Provider for SQL Server.

= Data Link Properties

Provider |Cunnec:tiur1 I Advanced | Al |

Select the data you want to connect to:

OLE DB Provider(s)

Microsaft Jet 4.0 OLE DB Provider

Microsoft OLE DB Provider for Indexing Service
Microsoft OLE DB Provider for ODBC Drivers
Microsoft OLE DB Provider for Oracle

Microsoft OLE DB Provider for Search

Microsoft OLE DB Simple Provider

M5Diata Shape

QOLE DB Provider for Microsaft Directony Services
S0L Server Mative Cliert 11.0

Microsoft OLE DB Provider for SQIL Server
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b. Gotothe Connection tab. From the 1. Select or enter a server name drop-down list, select the
name of the database server that stores the Server of Control database (1).

=F | Data Link Properties

Provider | Connection | Advanced | Al |

(]

Specify the following to connect to SQL Server data:
1.5 Myl [ame:

MOMITORING SQLEXPRESS2014

2. Enter information to log on to the server:

) Use Windows NT Integrated security

@ Use a specific user name and password:

|ser name: sa

Password: esssssse

[ Blank password
3. @ Select the database on the server:

[¥] Allow saving password

MonitorS5TV
() Attach a database file a= a database name:

intellect

I Test Connection ]5

6 o

H Cancel H

Hep |

c. Setthe 2. Enter information to log on to the server switch to the Use a specific user name and
password position and enter the name and password to connect to the MS SQL Server (2).

d. Setthe Allow saving password checkbox (3).

e. From the Select the database on the server drop-down list, select the name of the Server of Control

database (MonitorSSTV by default) (4).

f. Click the Test Connection button (5). If the connection data is correct, a window with the message

"Connection check completed" will be displayed.
g. Click OK (6).
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3. The configured string of connection to the Server of Control database will be displayed in the text field (2).

1 Sepver OF Cantral 1 [IDE, interface : 150 E vent Yiewer :
Logaging zubsystem
Computer [ Avssiliary characters Archive period (h]: 48
! 1
JERERVER | BRI B oAt File size (MB]: 100
System statuz
K.eep archives for [monthz] :
Advanced Transfer

TCPAFP port [&gent) . 7777 First COM port mumber :

TCPAP port [Archive): 7755 Nurber of COM ports :
COM port speed : -
Snhapzhots video ... BRLSRES 3600

COM port Format :  8M1

Tranzfer info about confirmed alarms to Agent OF Cantral

Databagze connection string:

Provider=5GALOLEDE 1 Pazsword=""*Perzizt Security [nfo=TmweUszer ID=salnitial Catalog=tonitorS 5T Data Sour |

2

Apphy Unda

4. Asaresult, you can start configuring the Server of Control (see Configuring Server of Control).

Configuring the Server of Control from another server in a distributed configuration is now complete.

6.10 Sendingalarm events via Telegram bot

Configure the sending of alarm events via Telegram bot as follows:
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1. Goto the settings panel of the Server of Control object created on the basis of the Computer object on the
Hardware tab of the System settings dialog box.

IIDE interface : Event Viewer: >

|1 | |Server 0Of Contral 1
Logging subsystem
Camputer [ uiliary characters Archive periad [h] :
!LEIE.&LHDST :J Alarm events e e o)
Supstem statuz
Keep archives for [months] : | 3 e
Advanced Transfer
TCRAR port [Agent]: | 7777 First COM port number : Comd w

TCRAP port [fuchive] : | 7755 MNumber of COM ports ;1 e

Moritoring .. 1]
COM port gpeed : 9500 ~

SnapzhotzMvideo
COM port format ;| SN1

Tranzfer info about confirmed alarms to Agent OF Control

Festart

2. Click the Monitoring button (1). As a result, the monitoring settings dialog box will open:

Object Ewvent Filker Frames  Telegram bot
_ & . :
Actualiy Hours  + Edit . Delete

Additional workplaces  Events relaying I 1

Cancel
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3. Onthe Events relaying tab (1), click the Add button (2). As a result, the Event relaying form will open:
Event relaging

Ubject 47 John Reed str. [S5001E] e 1
Evert Detections (MONITORING_SENS] v 2
Filter | 3
Telegram bot  Telegram bot 1 (1] v 4

Frames 5
6

Qk. Cancel

4. From the Object drop-down list (1), select the object which events should be sent via Telegram bot. The
field is empty by default; if you leave it blank, events from all objects will be relayed.

5. From the Event drop-down list (2), select an event to send via Telegram bot. The field is empty by default; if
you leave it blank, all events of the selected object will be relayed.

6. If necessary, fill in the Filter field (3). Example: at the Agent of Control object, when describing monitoring
events, 2 events are assigned to the Detection tools button: Camera disarmed and Camera armed. If you
enter disarmed in the Filter field, then only the Camera disarmed event will be relayed to the Telegram
bot.

7. From the Telegram bot drop-down list (4), select the bot via which the events will be relayed.

(@ Note

The Telegram bot object should be created and configured beforehand (see Sending messages via
Telegram bot).

8. Set the Frames checkbox (5) to relay the jpeg frame linked to the event. When the checkbox is set, 2
messages will be sent to Telegram: an alarm, and then a frame:
_u;. L L Y T ) — |.\. ]
! MonitoringTest
| 2/17/202210:03:11 PM 47 John
| Reed str.: Camera 1 disarmed ..,

| |
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eo-link will be sent in the message:

For objects with specified g
e R BT - v
; 2 o8 %,
i & 4 i TG
= s = 3
i L g‘ L=} L%
ierde O lisie
i g : @ 8 o
eleines - , BT 5
T LY ; ] o5 g
L My / 2
3
@< £/
L
.. -g .Qo
/ 2k, 5
c L)
w2 = @
S 2N
o 2
o A
Camera 1 disarmed (2/17/2022...
22:22 |

47 John Reed str.

2/17/2022 10:22:04 PM 47 John
Reed str.: Camera 1 disarmed
22:23 |

() Note
To specify the Geocoordinates, go to the settings panel of the Partition of Control object (see
Creating necessary Server of Control objects) and enter the values in the Latitude (1) and

Longitude (2) fields:
& Programming

Architecture Hardware Interfaces
|550ms ||4?.JnhnFleadslr | Eizatmrilises
Lafitude  |48.870016 1

=B LOCALHOST
[=-# Server Of Control 1
] 47 John Reed str. Server OF Control
H | e A el j Longitude | 2. 324636
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9. Click the OK button (6). As a result, the Event relaying form will be closed and a new entry will appear in the

listin the monitoring settings window:

Object Ewvent Filker
47 Jobn Reed st Detections

Framesz

+

Telegram bot

Telegram bat 1

Actuality Hourz:  ~ 3 = Add

2

Delete

Additional workplaces  Events relaping

Cancel

10. Inthe monitoring settings window, click the Edit button (1) to change an existing entry, or the Delete button

(2) to remove an entry from the list.

11. Fillin the Actuality field (3). To do this, enter a value in the numeric field and select Hours or Minutes from
the drop-down list of measurement units. The default value is 12 hours. This setting is used to filter out non-
relevant alarms. For example, Agent of Control was disconnected for several days. After the connection is
established, the old alarms that occurred during this time will be sent. To prevent old alarms from being
relayed to Telegram, you can set their actuality in hours or minutes.

12. Click the OK button (4). As a result, the monitoring settings window will be closed and you will return to the

settings panel of the Server of Control object.

13. To save the changes, click the Apply button (2) on the settings panel of the Server of Control object.

Configuring the sending of alarm messages via the Telegram bot is now complete.
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7 Configuring Central Server of Control

7.1 General principles of the Central Server of Control software

The CentralNetServer.exe communication module of the Central Server of Control (hereinafter referred to as CSC)
polls the Servers of Control at specified intervals, sending the requests for information about changes in the
MonitorSSTV database. Each Server of Control is requested in parallel in a separate thread. When the Server of
Control receives such a request, it unloads the latest changes from the MonitorSSTV database with the help of the
Agent DB (MonitorSSTVClient.exe). The CentralNetServer.exe communication module of the CSC receives this data
and sends it to the Loader (MonitorSSTVAgent.exe), which then loads this data into the ServerSSTV database.

The data between the CSC and the Servers of Control is exchanged via FTP protocol, therefore it is necessary to
configure the FTP server (see Configuring the FTP server for the Central Server of Control operation) on the Server of
Control side.

The general scheme of the Central Server of Control software operation is shown in the figure below.
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Cameras Cameras
Sensors ?? Sensors
?29% 79%9%
Agent of Control Agent of Control

=

—-lvideosrv.exel‘

Loader

Server of
Control

Export

MonitorSSTV|
(MS SQL)

Central Server

aif Clomi msll CentralNetServer.exe
Export
Vo
SeiverSSTV
(MS SQL)
Loader
3
Additional Additional |
workplace of workplace of
CSC CSC

i

The Central Server of Control software provides the same functionality as the Server of Control software, but with
some restrictions that are listed below.

The main functionality of the Central Server of Control software:

« Monitoring of all objects of the video surveillance system, as well as viewing live video and providing the
ability to use the Data gateway object for this (you can do it in the Monitoring interface object).

+ Searching for titles and video fragments and, based on the search results, downloading the frames and
videos (you can do it in the Search in archive interface object).

« Generating the reports on the whole system (you can do it in the Monitoring reports interface object).

Restrictions of the Central Server of Control software:
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Demo mode is not supported.

Alarms and errors received from the Servers of Control do not appear immediately on the CSC, but with the
specified polling frequency of the Servers (see the PeriodRequestOfStatistic registry key in Advanced
settings of the Central Server of Control).

The CSC operator cannot confirm alarms in the Monitoring interface object. There are no Confirm selected,
Confirm, and Confirm all buttons in the Reaction to alarm window.

The toolbar of the Monitoring interface object has no Force error closing and Show closed errors buttons.
The Owner directory cannot be edited. This directory is automatically filled with the Servers of

Control names with which the CSC works. The filtering by the Servers of Control is supported. Also, the
information from the Owner directory filled out on the Server of Control side is not transmitted to the CSC.
The special operation mode joint with Auto Intellect is not supported (see Configuring special operation
mode joint with Auto Intellect). If this mode is used in the Server of Control, then the information from the
corresponding tables is not transmitted to the CSC.

The special operation mode joint with ACFA Intellect is not supported (see Configuring the special mode of
Monitoring operation with ACFA Intellect).

The commands for Agents of Control are not supported (see Sample script for processing Server of Control
command on Agent of Control).

The video data received with the alarm is not displayed. In the Monitoring interface object, when right-
clicking on an object, the Video data item is missing in the context menu.

The Search in archive interface object does not support the automation of downloading videos using the
xml files.

7.2 Configuring the FTP server for the Central Server of Control operation

By default, the Central Server of Control software works via FTP in a passive mode, and this requires adding the
range of ports to which the Central Server of Control software will connect in the FTP server settings. It is possible to
switch to the active mode. To do this, it is necessary to set the 0 value for the PassiveModeForFTP registry key (for
details, see Registry keys reference guide).

The FTP server for the Central Server of Control operation should be configured on the side of each Server of Control
as follows:

1. Create a user with administrator rights in the system.

( Note

The password validity period for this user should not be limited in time.

. IflISis not installed, install it:
a. Openthe Control Panel — Programs and Features — Turn Windows Features on or off.
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b. Inthe IS Services section, select the checkboxes next to the FTP Service and 1IS Management
Console components.

[~ Windows Features = | = |

Turn Windows features on or off 17

To turn a feature on, select its check box. To turn a feature off, clear its
check box, A filled box means that only part of the feature is turned on,

=  Internet Information Services -
= . FTP Server

m

, Web Management Tools
ornpatibility

. Vlanagement Scripts and Toels
[¥] .. TS Management Service
[ 1. World Wide Web Services
[] ' Internet Information Services Hostable Web Core
¥ L] Media Features

-

Co D e

c. Click OK.
3. Open Computer Management and in the Services and Applications section (1), select IIS Manager (2).
a. Inthe Connections area, select the Sites folder (3), and then in the Actions area, click the Add FTP

Site... link (4). As a result, the Add FTP Site window appears.
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_% Computer Management
File Action View Help

@« | #E -

[E=3 EER =

;é-"- Computer Management (Local)

4 [} System Tools
1> () Task Scheduler
1 {2 Event Viewer
[ ] Shared Folders
> &8 Local Users and Groups
1> (%) Performance

% Device Manager
4 %3 Storage

& () [E]r WORKPC » Sites »

&« i @-

Connections
L

4 -Ha WORK-PC (Work-PC\)
i} Application Pools
i@l Sites| 3

gg! Sites

Filter:

~ Bl Go - (g Show Al

£
Name i)
@ Default Web Site 1

Status Binding

Unknown:... 8080 (http)

Actions
@ Add Web Site...
Set Web Site Defaults...

& AddFTpsite. 4
Set FTP Site Defaults...

@ Help

= Disk Management
4 [y Services and Applications ]
1+ W)y Internet Information Services (T15) Manager
L Services
@5 WMI Control
[ & SQL Server Configuration Manager

Online Help

1 (I +

Features View |7 Content View

4 1 | 3

b. Inthe FTP site name field (5), enter the name of the FTP site.

c. Inthe Physical path field (6), or using the E button, specify the path to the FTP directory. By
default, the FTP directory is located at <Intellect installation directory>\Vhost\DATA\FTP\. You can
change this directory using the FtpPath registry key (for details, see Registry keys reference guide).

(@ Note

To increase the performance of data exchange, it is recommended that the export directory
(see Specifying the export directory) and the FTP directory are located on the same disk.
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Add FTP Site

0 Site Information

ETP site name:

FTP-Cepeep

Content Directory
Physical path:

C\Program Files (x36)\Intellecti Vhost\ DATAVFTP

6]

N Cancel

d. Click Next.

e. Configure the binding and SSL settings as shown in the figure below
Add FTP Site

0 Binding and SSL Settings

Binding
IP Address:

Port:
All Unassigned

7] Enable Virtual Host Names:

[¥] Start FTP site automatically
S5L

@ Mo SSL

() Allow SSL

() Require 55L
S5L Certificate:

Mot Selected

Previous H MNext

Cancel

f. Click Next.
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g. Configure the authentication and authorization as shown in the figure below. It is necessary to
specify the user created in step 1 as the authorized user.

Add FTP Site =]

q Authentication and Authorization Information

Authentication

Anocnymous
Basic

Authorization

Allow access to:

Specified users -

AdminFTP

Permissions

Read
Write

[ Previous || hes [ Finsh | [ Concel

h. Click Finish.

Configuring the FTP server for the Central Server of Control software operation is complete.

7.3 Creating the Central Server of Control object

Create the Central Server of Control software object in the equipment tree as follows:

1. Go to the Hardware tab of the System Settings dialog box (1).
2. On the basis of the Computer object, create the Central Server Of Control object (2).

Architecture Interfaces Programming

=] LOCALHOST [WORK-PC]

B Ccriiral Server OF Control 1 [1] P 1 Central Server OF Contral 1

Computer

LOCALHOST -~

Restart

MNarme Time zone IP address Port FTF lagin

[ Add.. | [ Edt.. | [ Delete |

Servers Of Contral IAdditionaI CCS workplaces
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Creation of the Central Server of Control software object is completed.

7.4 Configuring the Servers of Control tracking

7.4.1 Adding the Server of Control

To add the Server of Control, do the following:

1. Go to the settings panel of the Central Server of Control object.

Architecture Interfaces Programming

1 Central Server OF Control 1

Computer

LOCALHOST ]

Festart

Mame Time zone IP address Port FTF lagin

2
[ Add.. | [ Edt.. | [ Deete |

1
Servers Of Contral IAddit\ona\ CCS workplaces

2. Onthe Servers of Control tab (1), click the Add button (2).

3.

In the Server of Control window that appears, do the following:
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In the Name field (1), enter the name of the Server of Control.

Semer OF Contral

Marme 1
Time zane 1] "’] 2
IP addiezz } : . 3

Fart 77hh

FTF paszword

4
FTF login 5
6
7

Confirmatian of FTP paszward

8

From the Time zone drop-down list (2), select the value corresponding to the time zone difference
between the Server that should be tracked and the Server on which the Central Server of Control is
installed.

() Note

For example, if the Central Server of Control is installed on the Server in Oslo, and the Server
that should be tracked is located in London, then it is necessary to select the time zone -1.

In the IP address field (3), specify the IP address of the Server of Control.

In the Port field (4), specify the connection port of the Server of Control.

In the FTP login field (5), enter the user name with administrator rights to connect to the FTP Server.
This server will be used for exchanging the data between the Central Server of Control and the Server
of Control (see Configuring the FTP server for the Central Server of Control operation).

In the FTP password field (6), enter the password of the user with administrator rights to connect to
the FTP server.

In the Confirmation of FTP password field (7), re-enter the password for connecting to the FTP
Server.

Click OK (8).
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4. Asaresult, the specified Server of Control will be added to the list, and the Central Server of Control will
restart automatically.

1 Central Server OF Contral 1

Computer

|LDE.&LHEIST ] =

m—ame Time zone IP address Port FTP login -\
Server OF Control 1 -m 101.107.10.10 77hh ftplogin
Server Of Contraol 2 +04 202202022 77ah ftplogin

A J/

| add.. | [ Edt. | [ Delete |

Servers Of Control | Additional CCS workplaces |

Apply

5. To add other Servers of Control, repeat steps 2-3.
6. Click the Apply button (3).

The Server of Control is added.

7.4.2 Editing the Server Of Control

To edit the Server of Control, do the following:

1. Go to the settings panel of the Central Server of Control object.

Interfaces Users Programming

oy S
b4

=+ LOCALHOST [

B 7] Central Server Of Control 1 [1] 1 Central Server OF Cartrol 1
Computer
LOCALHOST j [W]

Mame Time zone IP address Puait FTP login

W4 Server Of Control 1 101.101.10.10 fiplogin
Server Of Contral 2 +04 202.20.202.2 7755 ftplogin

3
[ Add.. | [ Edt.. | [ Delste |

1
Servers Of Control IAddmuna\ CCS workplaces
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2. Onthe Servers of Control tab (1), select the Server of Control that should be edited (2), and click Edit (3).
3. Asaresult, the Server of Control window will be displayed. Make the necessary changes (for details, see

Adding the Server of Control).

Semer OF Contral

Marme

Time zone

IP address
Port

FTF login
FTF paszword

Confirmatian of FTP paszward

Server OF Contral 1

-1 -

m .1 . 10 . 10
7755
frplogin
BER R RRNEE RN RS

Cancel

4. Click OK.
5. Click Apply (4).

The Server of Control is edited.

7.4.3 Deleting the Server of Control

To delete the Server of Control, do the following:
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Programming

1

Central Server OF Contral 1

Computer

LOCALHOST ] —E—

Mame Time zone IP address Puait FTP login

W4 Server Of Control 1 101.101.10.10
Server Of Contral 2 +04 202.20.202.2 7755 ftplogin

[ Add.. | [ Edt.. | [ Delte |

1
Servers Of Control IAddmuna\ CCS workplaces

2. Onthe Servers of Control tab (1), select the Server of Control that should be deleted (2), and click Delete (3).

3. Asaresult, a confirmation window will open. Confirm the deletion of the selected Server of Control by
Qicking Yes.

Confirmation =n.

—,

3
@ Are you sure ?
L.

i Yes i ’ Mo

4. Click Apply (4).

The Server of Control is deleted.

7.5 Configuring the Additional workplace of CSC connection rights to the
Central Server Of Control

7.5.1 Adding the Additional workplace of CSC

For the Additional workplace of CSC software to work, it is necessary to add the Additional workplaces of CSC to the
Central Server of Control, and specify the computer name and the client code for each of them.

To add the Additional workplace of CSC, do the following:
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Programming

1

Central Server O Control 1

E‘ﬂmputel

LOCALHOST ~ E—rr—

Computer name Client code

2

1 [ Add.. | [ Edt. | [ Delte |
Servers Of Contiol _Addtional CCS warkplaces |

2. Onthe Additional CSC workplaces tab (1), click the Add button (2).
3. Inthe Additional CSC workplace window that appears, do the following:
a. Inthe Computer name field (1), enter the computer name on which the Additional workplace of CSC
software is installed.

Additional CCS workplace

Computer name | 1

Clignt code 2

3

b. Inthe Client code field (2), specify the Client code that is linked with the computer hardware (for
details, see List of Additional workplaces).
c. Click OK (3).
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4. Asaresult, the specified Additional workplace of CSC will be added to the list, and the Central Server of

Control will restart automatically.

1 Central Server O Control 1
Enmputér
LOCALHOST ] [ Resat ]
ﬁmputer name Client code 1\
WSl 9537E
WS 2 15350

\

/

Add.. | | Edt.. | [ Dekete |

Servers OF Control — Additional CCS workplaces

Cancel

5. To add other Additional workplaces of CSC, repeat steps 2-3.
6. Click the Apply button (3).

The Additional workplace of CSC is added.

7.5.2 Editing the Additional workplace of CSC
To edit the Additional workplace of CSC, do the following:

1. Go to the settings panel of the Central Server Of Control object.

Interfaces

Programming

1

EU‘I‘HQA‘.I[EI

Central Server OF Control 1

LOCALHOST

j Restart

Computer name

Client code

16350

1

[ add.. | [ Edt.. ] [ Delete |

Servers Of Control  Additional CCS warkplaces I

Configuring Central Server of Control- 115



Monitoring 14.0 (english) - Administrator's Guide

2. Onthe Additional CSC workplaces tab (1), select the Additional workplace of CSC which should be edited
(2), and click the Edit button (3).

3. Asaresult, the Additional CSC workplace window will be displayed where it is necessary to make the
corresponding changes (for details, see Adding the Additional workplace of CSC).

Additional CCS warkplace

Computer name

Clignt code 9537E

4. Click the Apply (4) button.

The Additional workplace of CSC is edited.

7.5.3 Deleting the Additional workplace of CSC
To delete the Additional workplace of CSC, do the following:
1. Goto the setting

ardware

s panel of the Central Server Of Control object.

Interfaces Programming

A Z =
Bl - Central Server Of Control 1 (1] 1 Central Server OF Control 1

Camputer

LOCALHOST - [ et ]

Computer name Clignt code

W52 15360

1 [ add.. | [ Edt.. | [ Deete |

Servers Of Control - Additional CCS workplaces I

2. Onthe Additional CSC workplaces tab (1), select the Additional workplace of CSC which should be deleted
(2), and click the Delete button (3).

3. Asaresult, the Additional CSC workplace window will be displayed where it is necessary to click the Yes
Izutton to confirm the deletion of the selectgd Additional workplace of CSC.

o Nz
_”.J—H\ Are you sure 7
[ Yes ] ’ Mo
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Click the Apply (4) button.

The Additional workplace of CSC is deleted.

7.6 Advanced settings of the Central Server of Control

®

Note

The registry keys reference guide can be found in the Registry keys reference guide, for more information
about working with the registry, see Working with Windows OS registry.

You can apply the advanced settings of the Central Server of Control using the following registry keys:

1.

To change the polling period of Servers of Control statistics, it is necessary to specify the corresponding value
in minutes for the PeriodRequestOfStatistic registry key.

To change the archive period of the CentralNetServer.log log file which belongs to the CentralNetServer.exe
communication module, it is necessary to specify the corresponding value in hours for the LogArchPeriod
registry key.

To change the maximum size of the CentralNetServer.log log file which belongs to the CentralNetServer.exe
communication module at which it begins to archive ignoring the LogArchPeriod parameter, it is necessary
to specify the corresponding value in megabytes for the LogMaxSize registry key.

To change the archive retention period of the CentralNetServer.log log files which belong to the
CentralNetServer.exe communication module, it is necessary to specify the corresponding value in months
for the LogArchDelPeriod registry key. When the retention period is exceeded, the archives are removed.
To change the data retention period of closed errors and alarms in the Server SSTV DB, it is necessary to
specify the corresponding value in months for the KeepDB registry key. When the retention period is
exceeded, the data are removed.

By default, the Central Server of Control requests a complete package of statistics from all Servers of Control
only once, when it first connects to the Servers of Control.

+ To execute a request for a complete statistics package from a specific Server of Control once, it is
necessary to activate the RequestFullStatistic[N] registry key, where N is the internal identifier of
the Server of Control object. The request will be executed when the CentralNetServer.exe
communication module is launched, and the value of this key will automatically change to 0.

+ Torequest a complete statistics package from all Servers of Control every time the
CentralNetServer.exe communication module is launched, it is necessary to activate
the RequestFullStatisticOnStartup registry key.

A Attention!

Requesting a complete statistics package is a resource-intensive operation. It is only
necessary to activate the keys request a complete statistics package if absolutely necessary.

Applying the advanced settings of the Central Server of Control is completed.

7.7 Working with Central Server of Control without Windows

administration rights

To allow the user not added to the Administrators group in the Windows operating system to work correctly
with Central Server of Control, make sure the following conditions are fulfilled:

1.

The user must be given full access to the registry key:
« Fora 32-bit system: HKEY_LOCAL_MACHINE\Software\BitSoft
« Fora 64-bit system: HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft
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2. The user must be granted full rights to the export directory (see Specifying the export directory).

7.8 Configuring the Central Server of Control from another serverin a
distributed configuration

To configure the Central Server of Control from another server in a distributed configuration, do the following:

1. Go to the settings panel of the Central Server Of Control object.

1 Cenbial Server OF Cantral 1| D'atabase connection sting:
Computer | E]1
YSERVER - [ Rest |
M arne Time zohe IP addresz Part FTF login
[ Add. | | Edt. | | Delste |
Servers Of Contral I.-’-'-.u:lditiu::nal CCS workplaces

Undo

2. Click the D button (1). The Data Link Properties window opens. Configure the connection to the remote
Central Server of Control database as follows:

(@ Note

The Database connection string parameter is displayed only if the Central Server of Control is
configured from another server in a distributed configuration.
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a. Gotothe Provider tab. Select Microsoft OLE DB Provider for SQL Server.

= Data Link Properties

Provider |Cunnec:tiur1 I Advanced | Al |

Select the data you want to connect to:

OLE DB Provider(s)

Microsaft Jet 4.0 OLE DB Provider

Microsoft OLE DB Provider for Indexing Service
Microsoft OLE DB Provider for ODBC Drivers
Microsoft OLE DB Provider for Oracle

Microsoft OLE DB Provider for Search

Microsoft OLE DB Simple Provider

M5Diata Shape

QOLE DB Provider for Microsaft Directony Services
S0L Server Mative Cliert 11.0

Microsoft OLE DB Provider for SQIL Server
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b. Gotothe Connection tab. From the 1. Select or enter a server name drop-down list, select the
name of the database server that stores the Central Server of Control database (1).

=F | Data Link Properties

Provider | Connection | Advanced | Al |

(]

Specify the following to connect to SQL Server data:
1.5 Myl [Eme:

CSCASQLEXPRESS2014

2. Enter information to log on to the server:

) Use Windows NT Integrated security

@ Use a specific user name and password:

|ser name: sa

Password: esssssse

[ Blank password
3. @ Select the database on the server:

[¥] Allow saving password

ServerSSTV
() Attach a database file a= a database name:

intellect

-4

I Test Connection ]5

6 o

H Cancel H

Hep |

c. Setthe 2. Enter information to log on to the server switch to the Use a specific user name and
password position and enter the name and password to connect to the MS SQL Server (2).

d. Setthe Allow saving password checkbox (3).

e. From the Select the database on the server drop-down list, select the name of the Central Server of

Control database (ServerSSTV by default) (4).

f. Click the Test Connection button (5). If the connection data is correct, a window with the message

"Connection check completed" will be displayed.
g. Click OK (6).
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3. The configured string of connection to the Central Server of Control database will be displayed in the text

field (2).
1 ' Ceniral Server OF Control 1 D atabase connection sting:
Computer liiF'rovider=SuLE|LEDB.1 ‘Pazzword="*:Perzizt Security Info=T el SETEIE
VSERVER | —rr— 2
Mame Time zone IP address Part FTF login
[ #ad.. | [ Edit.. | | Delste
Servers OFf Cantral | Additional CCS workplaces |

Apply Undo

4. As aresult, you can start configuring the Central Server of Control (see Configuring Central Server of Control).

Configuring the Central Server of Control from another server in a distributed configuration is now complete.
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8 Configuring Additional workplace and Additional workplace of
CSC

8.1 List of Servers of Control/CSC

Additional workplace/Additional workplace of CSC can operate with only one Server of Control/Central Server of
Control (further named Server) at a time. However, the list of Servers can be configured and the active Server can be
selected. For this use the Additional workplace configuration tool. The tool can be run in one of the following ways:

1. Click Start -> All Programs -> Intellect -> Monitoring -> Additional workplace configuration tool.
2. Use the ARMSelector.exe executable file, located in the <Intellect installation directory>\VHost\SYSTEM\
folder.

The tool is shown in the figure.

@ Additional workplace configuration tool EI

i+ B

By default Name '.Ei}f default

IP address
Port
Export,

AVI-files player | CA\Program Files

DB connection string

Main DB connection string

8.1.1 Interface of Additional workplace configuration tool

Interface elements of Additional workplace configuration tool are described in the table.
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B8y default

Name
IP address
Port

AVI-files player

DB connection string

Main DB connection string

Additional workplace

# Name

1 Listof Servers

2 TheAdd button

3 The Delete button

4  The Save button

5 The Set as active
button

6 The Name field

Method of setting
the parameter value

The Add, Remove
and Set as active
buttons

Click the button

Click the button

Click the button

Click the button

Enter a value in the
field

Default value

By default there is the
Server in the list. It is named
By default and is created
during installation.

See #1. When a new Server is
added to the list it is named
New by default.

Description

Displays the list of existing
Servers. An active Server is
highlighted in bold.

Adding a new Server to the
list.

Deleting a selected
Server from the list.

Saving the changes

Setting a selected Server as
an active one.

Setting a name for Server.
This name is used only in
this tool.
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8

The IP address
field

The Port field

The Path to
export folder field

The AVI-files
player field

Enter a value in the
field

Enter a value in the
field

The Path to export
folder link or enter a
value in the field

The Path to
executable file link
or enter a value in the
field
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127.0.0.1

Important! The value of
this parameter is to be
changed according to the
IP address of the Server.

7755

Setting the IP address to
connect to the VideoSrv.exe
module (if the Server of
Control is added) or
CentralNetServer.exe (if the
Central Server of Control is
added).

Setting a port to connect to
the corresponding
communication module
VideoSrv.exe/
CentralNetServer.exe.

To connect to the
VideoSrv.exe module, it is
necessary to specify the port
thatis selected in the TCP/
IP port (Archive) field on
the settings panel

(see Configuring a
connection).

To connect to the
CentralNetServer.exe
module, it is necessary to
specify the port that is
selected in the IPPort
registry key (see Registry
keys reference guide, for
more information about
working with the registry,
see Working with Windows
OS registry).

Setting a path to the
network folder on the Server
where there are archive files
requested from the Agents of
Control.

Setting the path to the
executable file of the video
player on the Additional
worksplace/Additional
workplace of CSC used to
playback the video

clips requested from the
Agents of Control (see
Request for video clips from
objects).
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The DB The DB connection -
connection string  string link

field

The Main DB

The Main DB -

connection string  connection string

field link

8.1.2 Adding Server of Control to the list

By default the Server (named “By default”) is added to Additional workplace configuration right after installation of
Monitoring software package. Its settings are the same as those specified during installation (see Additional
workplace installation section).

Add a new Server to the list as follows:

1. Run Additional workplace configuration tool.
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Setting the Server DB
connection string. The Data
Link Properties box
appears when clicking the
DB connection string link.

Setting the connection
string to the base Intellect
DB on the Server. The Data
Link Properties box appears
when clicking the Main DB
connection string link.

(0 Additional woy

T

By default
New

workplace configuration tool

Name [ New

IP address [127001

Port 7755

Path to export folder

AVI-files player

DB connection string

Main DB connection string

=)

2. Clickthe ¥ button (1).

3. Anew Server named New is added to the list (2).
4. Rename the Server if necessary (3).

() Note.
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This name is used in the Additional workplace configuration tool only.

. Specify the IP address of computer where the corresponding communication module is run: VideoSrv.exe
module (if the Server of Control is added) or CentralNetServer.exe (if the Central Server of Control is added)
(4).

. Specify the connection port to the VideoSrv.exe/CentralNetServer.exe module (5).

() Note.

To connect to the VideoSrv.exe module, it is necessary to specify the port that is selected in

the TCP/IP port (Archive) field on the settings panel (see Configuring a connection).

To connect to the CentralNetServer.exe module, it is necessary to specify the port that is selected in
the IPPort registry key (see Registry keys reference guide).

. Specify the path to network folder on the Server where there are archive files requested from the Agent of
Control (6) (see Specifying the export directory). A standard Browse for Folder dialog box appears when
clicking the Path to export folder link. Select a required folder.
. Specify the path to the executable file of the video player on the Additional workplace/Additional workplace
of CSC used to playback the video clips requested from the Agents of Control (see Request for video clips
from objects) (7).
. Click the DB connection string link (8). The Data Link Properties box appears. Configure DB connection to
remote Server as follows:

a. Gotothe Provider tab. Select Microsoft OLE DB Provider for SQL Server.

B3 Data Link Properties |

Provider I:::unnecticunl .ﬁ.dvancedl Al I

Select the data you want bo connect to;

OLE DB Providerz]

Microzaft Jet 3.51 OLE DB Provider

Microzoft Jet 4.0 OLE DB Provider

ticrozoft OLE DB Provider for DTS Packages
bicrozaft OLE DB Provider for Indesing Service
Micrazoft OLE DB Pravider faor Internet Publizhing
Microzaft OLE DB Provider for ODBC Drivers
ticrozoft OLE DB Provider for Olap Services 8.0
icrozoft OLE DB Provider for Oracle

icrosoft OLE DB Provider bor SUL Server |
icrozoft OLE DB Simple Provider

kS0 ataShape

(LE DB Prowider for Microzoft Directory Services
SOL Server Replication OLE DB Provider far DTS

] Canicel | Help |
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b. Go to the Connection tab.
£ | Data Link Pmperﬁes_ ﬁ

| Provider | Connection | Advanced | Al |

Specify the following to connect to SGL Server data:
1. Select or enter a server name:

SEVINSQLEXPRESS « | Befresh I

2. Enter information to log on to the server:
) Use Windows NT Integrated security

@ Lse a specific user name and password: I

|ser name: sa

Password: =
[ Blank password Allow saving password
3. @ Select the database on the server:

(71 Atach a database file as a database name:

6] ok || cancel || Hep |

A =

c. Inthe 1. Select or enter a server name: dropdown list select a name of DB server where the
Server DB is stored (1).

d. Setthe 2.Enter information to log on to the sever: to the Use a specific user name and password:
position and specify the user name and password to connect to MS SQL Server (2).

e. Select the Allow saving password check box (3).

In the Select the database on the server: dropdown list select the name of the Server DB (4).

g. Click the Test Connection button (5). If connection data is specified correctly, then the box with the
Test connection succeeded message appears.

Microsoft Data Link [

bal

| Test connection succeeded.

(@ Note.

Configuring Additional workplace and Additional workplace of CSC- 127



Monitoring 14.0 (english) - Administrator's Guide

If there is the Connection failed message, then check if there is connection to the Server
computer and if the server DB is configured correctly and then repeat steps 9.a-9.g.

h. Click the OK button (6).
10. The configured connection string is displayed in the text field (8).
11. Click the Main DB connection string link (9). The Data Link Properties box appears. Configure DB
connection to the base Intellect DB similarly to the Server (see steps 9.a-9.h). The configured connection
string is displayed in the text field.

=
12. Clickthe U=l button to save the changes (10).

() Note.

To remove the Server from the list, select it and click the x button (11).

Server is now added to the list.

8.1.3 Selecting active Server of Control

Select an active Serverused by the Additional worksplace/Additional workplace of CSC as follows:

1. Run the Additional workplace configuration tool.

@ Additional workplace configuration tool
7 :

By

By default Mame
Mew

IP address

2. Select the required Server in the list (1).

3. Clickthe ‘J button (2).

O
4. Click the E] button (3).

Active Server is now selected.

8.2 Working with Additional worksplace/Additional workplace of CSC
without Windows administration rights

To allow the user not added to the Administrators group in the Windows operating system to work correctly with
Additional worksplace/Additional workplace of CSC, make sure the user has the full access to the following registry
section:

« Fora 32-bit system: HKEY_LOCAL_MACHINE\Software\BitSoft\
« For a 64-bit system: HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft\
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8.3 Creating and configuring Data gateway

Data gateway is needed when live video is transmitted from Agents of Control to Additional workplaces/Additional
workplaces of CSC in another subnet and Monitoring software components are not united in the distributed video
surveillance system, as so as in this case Video gate object cannot be used.

The Data gateway objects are created on the computers with Server of Control/CSC installed. The number of the
Data gateway objects must be equal to the number of Agent of Control to receive live video from. For example, if
there are 10 Agents of Control, then create 10 Data Gateways with Local port and Remote IP-address
corresponding to those Agents of Control.

In this section, the description of Data gateway configuration is given. By default, this module is not enabled for
live video transmitting to Additional workplaces/Additional workplaces of CSC. In order to enable Data gateway, set
the View live video through the gate in the Monitoring interface object settings panel - see Configuring the
Monitoring interface object.

Data gateway object configuration is performed as follows:

1. Create the Data gateway object based on the Computer object on the Hardware tab of the System
settings dialog box (1).

Architecturs Hardware Users Programming "

4l

mEn

1 |1 IDala Gateway 1

Local port [13000 2
Computer ™ Disable oeepe
Server Of Control 1 Remate IP-address: |192 168.56.3 3
|LOcaLHDST ]
Remote port: Iggg 4

2. Inthe Local port field enter the number of the port in the system for connection of Additional workplace/

Additional workplace of CSC (2).

In the Remote IP-address field enter IP-address of the Agent of Control (3).

4. Inthe Remote port field enter the standard port of the Agent of Control intended to transmit live video (4).
Do not change the default value in most cases. It is to be changed only if by some reason the system uses
intermediate server with port forwarding.

5. Click Apply (5).

w

Data gateway configuration is completed.
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9 Configuring the Monitoring fault tolerance

To configure the Monitoring fault tolerance, do the following:

1.
2.

Configure the main Server of Control (see Configuring Server of Control).

Configure the Agent of Control (see Configuring Agent of Control) and set the Partition of

Control connection to the main Server of Control (see Configuring communication between Agent of Control
and Server of Control).

Create the second Partition of Control, configure in the same way, but with a different Partition of
Control ID (see Configuring the Partition Of Control unique ID).

Configure a backup Server of Control (see Configuring Server of Control).

. When configuring the second Partition of Control, set the connection parameters to the backup Server of

Control (see Configuring communication between Agent of Control and Server of Control).

& Attention!

If the list of cameras for tracking was added when configuring the first Partition of Control (see
Configuring the camera list), then to add the same cameras to the second Partition of Control, it is
necessary to change the MonitoringReserving key value to 1 in the Windows registry (for details,
see Registry keys reference guide. for more information about working with the registry,

see Working with Windows OS registry).

The Monitoring fault tolerance is configured.
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10 Configuring the special mode of Monitoring operation with
ACFA Intellect

On this page:

+ Generalinformation
about special mode of
Monitoring operation
with ACFA Intellect

+ Configuring the special
mode of Monitoring
operation with ACFA
Intellect on the Server
Of Control side

+ Configuring the special
mode of Monitoring
operation with ACFA
Intellect on the Agent Of
Control side

+ Operating procedure

10.1 General information about special mode of Monitoring operation
with ACFA Intellect

The special mode of Monitoring operation with ACFA Intellect allows to provide access to the object with the
installed Agent Of Control using the user's access card, and to monitor the object status on the Server Of Control.
This operating mode is relevant if the Monitoring and ACFA Intellect are not combined into a single system with a
distributed architecture.

10.2 Configuring the special mode of Monitoring operation with ACFA
Intellect on the Server Of Control side

The special mode of Monitoring operation with ACFA Intellect is configured on the Server Of Control side as follows:

1. Create an AccessByCardEnable string registry key and set 1 as its value (for details, see Registry keys
reference guide, for more information about working with the registry, see Working with Windows OS
registry).

2. Create the necessary number of access levels, which include one or more Partitions Of Control of the
corresponding Agent Of Control objects, the access to which should be obtained. Do it as dollows:
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a.

d.

Architecture Hardware Interfaces

& Security zone

iyl Areas

(@ Working schemes
-AT) Schedules
-{T) Working periods
(@ Time schedules

In the System Settings dialo

box

Programming

go to the Programming tab (1).

) O
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| Aocess Level

Available readers

[~ | Dicable Access point Time schedule

10 Green spruce dr. - |Blways

-7 Timers
43 Scripts
25 Programs
-{T) Time and Attendance Documents
-2 Macro events
-2 Macros
& Objects links
= ﬁ Access Levels
L Emm 2

AD Time and Attendance

< 1 ] 3

In the object tree, create an Access Level object (2) on the basis of the Access Levels object.

On the settings panel of this object, specify one or more access points to which the Partitions Of
Control on Server Of Control correspond (3).

Click Apply (4).

. Create the necessary number of users who will be able to access objects, and assign an access card and
access level to each user. Do it as dollows:

a.

P00 T o nT

In the System Settings dialog box, go to the Users tab (1).

Hardware

Interfaces Pregramming

- Department 1 [1] 2
[ s tpersonl(ilK]
: B UsefPERSONI2 (2] Ee
5 Department 2 [2]

Addiianal info
[ Disable 5

e

Department 1

Name John i 5
Patranymic Py ~ -
atic 6 . )
[FlUser locked Addiional cards
[V] dntipasshack. Object code Card
Object cade 123 7
PN
Permanent card 4567 8
Temporapeard ]
Validil 1z1zzm3 9

Access control | Access Levels (10

In the object tree, create a Department object (2), and then create a User object (3) on its basis.
On the settings panel of the User object, specify the following parameters:

In the field (4) enter the last name of the user.

In the Name field (5), enter the first name of the user.

In the Patronymic field (6), enter the middle name of the user.

In the Object code field (7), enter the room code.

In the Permanent card field (8) enter the card number.

A Attention!
Both Object code and Permanent card fields should be filled in.

If necessary, in the Valid til field (9), specify the date upon which access to the object will be
restricted.
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g. Go to the Access Levels tab (10) and assign a previously created access level to the user (see step 2).

Accezs lwpe: [ Group =

AL Dratel Time1 Drate? TimeZ

Access Level 1 -]

o

Arcess control  Access Levelz ]

h. Click Apply (11).

() Note
Similar actions can also be performed using the Access Manager module, which is part of the ACFA Intellect

software package (see Working with the Access Manager software module).

Configuring the special mode of Monitoring operation with ACFA Intellect on the Server Of Control side is complete.

10.3 Configuring the special mode of Monitoring operation with ACFA
Intellect on the Agent Of Control side

The special mode of Monitoring operation with ACFA Intellect is configured on the Agent Of Control side as follows:

1. Create an AccessByCardEnable string registry key and set 1 as its value (for details, see Registry keys
reference guide, for more information about working with the registry, see Working with Windows 0S
registry).

2. Install ACFA Intellect (see ACFA Intellect Installation Guide).

A Attention!

The following is an example of configuring the interaction between the Monitoring and the
Rovalant (A6, A16) integration module, which is part of the ACFA Intellect software package. The
configuration guide for the Rovalant (A6, A16) integration module is available only in the Russian
documentation for ACFA Intellect. Instead of the Rovalant (A6, A16) integration module, you can use
any other integration module that supports user entry into the controller.

3. Configure the Rovalant (A6, A16) integration module.
4. Inthe System Settings dialog box, go to the Programming tab (1).
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Interfaces Users Programming

& Security zone Furi on spexified computers
1 Seript 1

Computzr  Mame

@ Working schemes [ Disable FWORKPC  LOCALHOST

) Schedules

D Working periods Time schedule | Never = < i G
@ Time schedules
@ Timers unction SetPersons(srcDepartment, destTable, destTableSize, msg)

287 Scripts =
3 1) wvar users = CreateMsg();
users.StringToMsg (GetObjectIds ("PERSON") ) ; =

« [ B

<
B s
2 Macros Editor - Debugger

¢ Objects link
1B Access Level .
Y Access Level 1 [1] Dhiectype 1D Objectname Event
@ Timean d Attend

5. To transfer the user data from the Server Of Control side to the Agent Of Control side, it is necessary to create
script Nel in the object tree on the basis of the Scripts object (2) by copying the contents of an example of
this script (see Sample script for configuring the interaction between the Monitoring and the Rovalant (A6,
A16) integration module).

6. To monitor the object status on the Server Of Control side, it is necessary to configure the alarm group (see
Configuring alarms for monitoring the object state on the Agent Of Control side). As a result of this
configuration, the script No2 will be created.

A Attention!

If an integration module other than Rovalant (A6, A16) is used, it is necessary to modify the script
examples for the corresponding integration module.

(@ Note

For more information on creating scripts, see Programming Guide (JScript).

7. Click Apply (3).

Configuring the special mode of Monitoring operation with ACFA Intellect on the Agent Of Control side is complete.

10.4 Operating procedure

At startup, and then every 15 minutes, Agent Of Control sends the hash of existing users to Server Of Control. Initially,
there are no such users. At startup, Server Of Control receives the hash of all objects including users from the
Intellect core, and puts them in a list that is updated if objects are edited or deleted. Server Of Control compares the
user hash received from Agent Of Control with the value from the list and, if there is a mismatch, requests new data,
and then transfers it to Agent Of Control. Agent Of Control, upon receiving this data (hash + configuration), updates
the information about the users and generates the SPR_DATA_UPDATED event, which is processed in script Nel. As
a result, the users with the right to access the corresponding Agent Of Control will be loaded into the memory of

the Rovalant (A6, A16) controller and will be able to access the object upon presenting of their access card.

Also at startup, and then every 15 minutes, Agent Of Control sends a GET_OBJECT_STATE event to the Intellect
core. This event is processed in script Ne2, which generates an OBJECT_STATE_INFO event with the object status
in the state field and the user's access card number used when arming/disarming the object in the card field. When
arming an object using the user's access card, this script generates an OBJ_ARM event (alarm type: Armed object).
When disarming an object using the user's access card, the same script generates the OBJ_DISARM event (alarm
type: Attention! Service personnel are working!) and activates a long alarm Object disarmed.
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(@ Note
Only the user access card numbers are stored on the Agent Of Control side, the users' full names are not
available. Therefore, in order to obtain the users' full names by the access card numbers, Server Of
Control queries the Intellect database on the Server Of Control side.
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As a result, when the access to an object is received, the access card number and the full name of the user who
gained the access is displayed in the Event log as an additional information (see Event log).

=

Alarm date =
6/3/2019 7.55:19 PM

End =
/32019 7:.85:20 PM

Name v Region ¥ District »| City v Confirm | Alarm type ¥ | Device

47 .John Feed str.

Event log:

Date of processing v | Comment v |~

Detections Attention! Senvice personnel are working! (Card: 4567 (User 1)) B{3/29 7E5:22 PM  |ok

£/3/20198:01:31 PM

47 John Reed str.

Ohjectdisarmed Detector B/3/219 7:55:22 PM ok

6/3/2019 7:55:21 PM

/3/20198:01:28 PM

47 John Reed str.

Detections Armed object (Card: 4567 (User 17) B/3/2019 8:01:48 PM |0k

6/3/2019 8:01:27 PM
B/3/20149 8:08:46 Pk

E/3/2019 8:08:47 Ph

47 John Reed str

Detections Attention! Senvice personnel are working! (Card: 4567 (User 1)) B{3/2019 8:08:52 PM  |ok

B/3/20149 B:08:51 P

47 John Reed str

6/3/2019 8:08:52 PM 1ok

Ohbjectdisarmed |Detector
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11 Data Loader for Monitoring

11.1 Server of Control communication module

Server of Control is a communication module that is responsible for receiving information from objects. The icon of
the module (a red "V" symbol) is shown in the toolbar, in the lower-right corner of the screen.

[E0e [» 10038

EN &

If you double click on the icon, the window shown in the following figure opens.

-

\ videosry =_[l—

Server OF Cantral []
YWerzion 12.0.1936 [Demo made]

AymonSaft Group LLC.

Server of Control starts automatically. If Server of Control has been stopped by mistake or any other reason, it can be
restarted from Start - All programs - Intellect - Monitoring - VideoSrv menu.

|| Intellect
4 Collect system's data
O Intellect
&l ITV EXPERT
ﬁ_%l Remove
¥ Reports subsystem
|| Help
|| Monitaring
ﬁ_,'-?—..! Femove Monitoring
W videoSry
|| Help
|| Tools

11.2 Data Loader for Monitoring

Server of Control creates files that contain object status information and puts them in the exchange folder. The files
are then loaded from the folder to the database by the Data loader for Monitoring module. The icon of the module (a
"monitor" symbol) is shown in the toolbar, in the lower-right corner of the screen.
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If you right-click on this icon, a context menu opens.

@ = = |

Hide data loader

Cloze data loader
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If you select the Show data loader menu item, the Data loader for Monitoring window opens.

Data leader for Monitoring

Actions Help

Farameters

H Autarmatic loading
Loading period (=
Loaded file

Input data folder

Loadings

This window contains the following parameters:

Step [

FHTEANEKTN honCiata,

1. Input data folder: The path to the folder that contains incoming files from Server of Control.

2. Loading period (sec): The time (in seconds) between two consecutive loads of incoming files from Server
of Control into the database. This parameter applies to non-alarm messages. Alarm messages are recorded
to the database immediately. Each time after data is loaded into the database, the system sends to the Log
Panel interface component a data update request. The Log Panel refreshes the information from the

database every minute.

3. Automatic loading: If you select this check box, data is loaded automatically. Otherwise, the load starts only

when you click Load.
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4. Loaded file: This field shows the name of the file being processed, or an error message if an error occurred
while loading the data.

5. Message files received from Server of Control are processed in several steps. The current step is shown in the
Step field.

11.3 Connecting to the database

To configure the database connection string, select the Connection to database item in the Actions menu.

Data loader for Monitoring

Actions

Bemove events
Remove emrar

|:_| o=e loader

A Attention!

If the location of the MonitorSSTV database changes from local to remote, then it is necessary to set
the 0 value for the UseBulkinsert registry, if it changes from remote to local, then set the 1 value (for
details, see Registry keys reference guide. for more information about working with the registry,

see Working with Windows OS registry).

11.4 Removing errors

If there was a failure while loading data, you cannot close the program in a usual way, because the loading process
cannot be interrupted. To close the program, use the Remove error menu item.

Data loader for Monitoring

Actions

Connection to databasze

Bemove ey

11.5 Removing events from the database

The Remove events menu item allows you to clear database. You can use the following modes:
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|_;_I.| Data loader for Monitoring

Actions

Connechion to database

Remoyve emrar

Loaded file

1. Full - Clears the database from alarms completely.

2. All except incomplete - Clears the database from alarms completely, but leaves the information on the
start of the alarm for those alarms that did not yet end (long-term alarms).

3. Message table only - Clears the message log. This allows you to decrease the size of the database. In
Settings tab, you can specify how long messages are kept in the log (see Setting the log storage period).

4. For the period - Clears the data for a specified period.

11.6 Setting the log storage period

If you want to specify how long the Data loader messages are kept in the log (event log), go to the Data loader for
Monitoring window and then to the Settings tab.

The data loader's event log is stored in the <Intellect software installation
folder>\VHost\MONITOR\LOADER\LoaderSSTV_L_M.log, where M is a month.

i L__.| Data loader for Monitoring o |EI|5|

Actions

Loading

Keep message log in DB (da

Log file size (ME)

e operations with files in log

1. Keep messages login DB (days): You can specify for how long will the data be kept in the MonitorSSTV
database tables.

2. Log file size (MB) : You can specify the file size for the data loader's event log (in megabytes). After this limit
is reached, the log file is archived.

3. Save file operations in log: This allows you to save details for the data loader's file operations in the data
loader's event log.

Data Loader for Monitoring- 139



Monitoring 14.0 (english) - Administrator's Guide

11.7 Configuring automated video clip loading

To enable automated video clip loading, set the FileQueryEnable key in the Windows registry to 1 and specify
folder to share data with third party system in the FileQueryPath key (see Registry keys reference guide for more
details on the key and the Working with Windows OS registry section of Intellect software. Administrator's Guide for
more details on how to operate registry keys). Restart the computer to ensure the changes applied.

() Note.
The C:\Query\ folder is set by FileQueryPath key by default.

& mportant!

Specify different folders in FileQueryPath key if automated video clip loading is enabled both on Server of
Control and Additional workplace simultaneously.

(@ Note.

When videosrv.exe communication module starts at the Server of Control, the folder specified in the
FileQueryPath key is automatically created with the following subfolders:

In - the folder for request files;

In\Work - the service folder for request files;

OutSuccess - the folder to place request files in after successful load of the video clips;

OutError - the folder for incorrect request files or request files with absent mandatory parameters;
OutFail - the folder to place correct request files in if video clip could not be loaded for some reason.

& mportant!

At Additional workplace, create the folder specified in the FileQueryPath key with all subfolders described
above manually.

11.8 Specifying the export directory

An export directory is automatically created on the Server Of Control and on the Central Server Of Control to save all
requested frames and video fragments. By default, the export directory is located at DISK:\Export\, where DISK is the
drive on which the operating system is installed. You can change the path to this directory using the ExportPath
registry key (see Registry keys reference guide). Then the Monitoring reports and Search in archive modules can work
with this data storage.

If necessary, you can configure saving frames and video fragments in the Monitoring database on the Server Of
Control (MonitorSSTV) and the Central Server Of Control (ServerSSTV) instead of the export directory. For this
purpose, it is necessary to set the string parameter of the KeepVideoDatalnBase registry key equal to the number
of days of storage in the database (see Vertical solutions). The data is stored in the video_data table.

To restore data from the Monitoring database to the export directory, use the RestoreExportDir.exe utility that is
installed on the Server Of Control and on the Central Server Of Control at the <Intellect installation
directory>\Vhost\SYSTEM path. To start restoring data, click the Restore export folder button.
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RestoreExportDir — =

Festare export folder ords pro
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12 Configuration of the Monitoring interface

12.1 Generalinformation about the Monitoring interface

The Monitoring interface is accessible through the following interface elements

1. Monitoring.
2. Searchin archive.
3. Monitoring Reports.

These objects are created based on the Display object, in the Interfaces tab of the System settings dialog box. It is
recommended to create these objects on the basis of different Display objects.

Architecture Interfaces

ER T)Display 1 [1]
- [#@ Monitoring 1 [1]
EI{E' Display 2 [2]
“ . Searchin archive 1 [1]
&3 Display 3 [3]

% Monitoring reports 1 [1]

Interface objects are available at the following Monitoring installation types: Server of Control, Additional workplace.

() Note.

Operations with interface objects are described in the Monitoring. Operator's Guide document.

12.2 Configuring the Monitoring interface object

& mportant!

Before creating the Monitoring object, create and configure the Server of Control object (see Creating
necessary Server of Control objects).

To configure the Monitoring interface object:
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In the object tree, select the Monitoring object. On the right side of the System settings dialog box, the
configuration panel for the relevant object is displayed.

— Groups of alarms
|-I | |Mnn|tu:ur|ng‘| Cormm. channel Cameras [ ] Estra1
Diizplay Hardware ACS [] Estra2 1
Dizplay 2 | Wideosystem software SFa
Size of archives Detections

[ ] Dwners panel 2 100 | & jEDntrDl panel 3 100 | % |k Log panel 4

Pozition Position Paszitian

5 M an-empty Cormment figld Filter by owners

ﬁ I1ze filter by events Ulzer Dwaret

? Warning when watching live video

8 [ ]*fiewing live video through gateway 1 3

g [ ]fiewing live video from all cameras [add.]

1 U"v"idecu stream speed fps

11 compression W Cameraz .. 12 Filter ... 14

Set the check boxes next to the alarm groups that should be visualized (1). The Extra 1 and Extra 2 groups of
alarms can be renamed.

If it is necessary to display the Owners panel component on the screen, set the Owners panel check box
and specify the component position coordinates on the monitor screen. Also, from the Monitor drop-down
list, select the number of the physical monitor, which coordinates should be specified (2). You can also set
the scaling of objects from 100% to 500%.

() Note

If the scaling parameter exceeds 110%, then the high resolution icons will be displayed on the
object, and the Courier New font will be used for the text in the object title, otherwise — MS Sans
Serif.

If it is necessary to display the Control panel component on the screen, set the Control panel checkbox and
specify the component position coordinates on the monitor screen. Also, from the Monitor drop-down list,
select the number of the physical monitor, which coordinates should be specified (3). You can also set the
scaling of objects from 100% to 500%.

() Note
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If the scaling parameter exceeds 110%, then the high resolution icons will be displayed on the
object, and the Courier New font will be used for the text in the object title, otherwise — MS Sans
Serif.

If it is necessary to display the Log panel component on the screen, set the Log panel checkbox

and specify the component position coordinates on the monitor screen. Also, from the Monitor drop-down
list, select the number of the physical monitor, which coordinates should be specified (4).

Set the Non-empty Comment field checkboyx, if it is necessary for the operator to comment on this alarm
and/or their actions, when accepting the alarm (5). This comment can be viewed later in the event log, as
well as the name of the operator who received the alarm.

By default, objects can be filtered by Alarm and Failure events as well as by Connected and Disconnected
states. Uncheck the Use filter by events box to disable this feature (6). As a result, the corresponding drop-
down list becomes disabled.

If when live video is attempted to be viewed, it is necessary to display a warning that it can create the critical
load per channel, set the Warning when watching live video checkbox (7).

If Agents of Control and Additional workplaces are in different subnets and the Monitoring components are
not in a distributed system configuration in Intellect object tree and Data gateway is in use for transmission
of live video to Additional workplaces, set the Viewing live video through gateway checkbox (8).

() Note

For the details about the Data gateway, see Creating and configuring Data gateway.

To add the "All cameras of Partition of Control" item to the object's "Video image playback" context menu
which enables viewing video from all cameras of the selected Partition of Control, set the Viewing live video
from all cameras (add.) checkbox (9).

In the Video stream speed field, enter the number of frames per second of the video image when viewing
live or archive video (10). This parameter is used to limit the data flow between the Server Of Control and

the Agent Of Control (for example, in case the communication channel has low bandwidth).

() Notes

+ The Video stream speed setting works for the archive video only with CamMonitor.ocx
4.11.0.1766 or later versions.

« If the archive is recorded with the H.264 codec and the video stream speed is set to more
than 0 frames per second, then the archive video will be played back only by reference
frames.

« If the value of the video stream speed is 0, then the live and archive video will be played
back without scaling.

Select the required compression rate for the live video in the Compression drop-down list (11).
If it is necessary to set the cameras for which the user should be prohibited from viewing live video, do the
following:

a. Click the Cameras... button (12).
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b. The settings window will open:

Lser
1 | Administrator Ed
Object
3
2 Listof cameras prohibited for viewing
Object Camera
4 oK.

. Inthe User drop-down list (1), select the user to whom the prohibition should be applied.
d. The List of cameras prohibited for viewing field (2) displays the cameras prohibited from viewing
for the selected user. To add a camera to the list, select the required object from the Object drop-

(g}

down list (3) and click the ~ button.

() Note

The Object list contains only those objects that have cameras.
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e. Awindow with a list of cameras of this object will open:
Object

Camera Camera

itw2 office

Apply changes and cloze Cancel

f. Inthe left part of the window, select the cameras that should be prohibited from viewing, and move

them to the right part of the window using the sl button. Then click Apply changes and close.

(@ Note

To cancel the prohibition, select the camera in the right part of the window and click the

E button.

g. Click OK (4).

() Notes

« If afilter by owner is used for the Monitoring interface object, then its value is taken
into account when configuring prohibited cameras.

« If the user selects a camera that is not prohibited from viewing live video in
the Monitoring interface, they can enter the camera's functional menu and select a
camera prohibited from viewing using the Camera menu item. To prevent this from
happening, it is necessary to hide the Camera menu item using the
MENU_CAMS_DISABLE_OPTION registry key (see Registry keys reference guide).

+ When adding a camera to the list of prohibited from viewing, the camera is not
automatically removed from the previously created screens to which this camera

was added.

14. If specific owners are to be available for specific users on the Owners panel, then set the filter by owners:
a. Click the Filter... button (14).
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b. The Filter by owners window appears. The list of available user-owner pairs is on the left, the list of
selected ones is on the right.

Filter by owners . ﬂ

|ger | Dwirer | Uger | Qwner |
|vanoy Head Quarters, Moscow Administrator Department S amara
Swerdliow Department Samara Adminiztratar Head Guarters, Mozcow
Swerdloy Head Lluarters, Mozcow Ivariow Department Samara
Jzer 2 Department Samara
ser 2 Head Quarters, Moscow >

<.

I Apply changes and close I Cancel
() Note.

The list of owners is set on the Control Panel - see Regulatory and reference information.
Users and their rights are configured in the Users tab of the System settings dialog box -
for details, see Limiting access to the system objects administration, control and viewing
functions.

c. Move the pairs between the lists using the <- and -> buttons.

d. When the list of user-owner pairs is formed, click the Apply changes and close button.
15. Selected pairs of users and owners are displayed in the table (13).
16. Click Apply (15).

Configuration of the Monitoring interface object is now complete.

When a screen for which the Monitoring object has been created is selected in Intellect, the Monitoring interface
window is displayed.

12.3 Configuring the Search in archive object

The Search in archive interface object is configured as follows:
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1. Select the Search in archive object in the tree. In the right part of the System settings dialog box, the
settings panel for this object will be displayed:

i | Search in archive 1 PDS.“IF'” :
o : w0 7 0
Dizplay 1
E.tﬁﬂpla}' 1 _v: Wi 100 H: 100
b amitar: 1 g

Filker by owners

e Dhrer

2. From the Monitor drop-down list (1), select the number of the physical monitor, which coordinates should
be specified. Specify the Search in archive window position coordinates on the screen of the selected
monitor.

3. Setup afilter by owners (2) by analogy with the Monitoring interface object — see Configuring the
Monitoring interface object.

4. Click the Apply button (3).

When you select the Display object on the basis of which the Search in archive object was created in Intellect, the
Search in archive interface window will be visualized (see Search in archive).

12.4 Configuration of the Monitoring reports object

To configure the Monitoring reports object, do the following:
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1. Select the Monitoring reports object in the object tree. The settings panel of the object is displayed on the
right of the System settings dialog box.

Pozition Heportz

w0 Y. 0 [] System failures

1 .M onitoring reports 1

Dizplay
w100 100 /] Alaims

Widea repart

[/] Dperatar actions 3
Filker by awners [V] Gtatistics

E Dusrier Statistics by owners

Yehiclz LPz

E-Dixplay 1 v,

kanitar: 1 o

2 @ Full access

(1 Marketing

2. From the Monitor drop-down list (1), select the number of the physical monitor, which coordinates should
be specified. Specify the Monitoring reports window position coordinates on the screen of the selected
monitor.

3. Set owners filter similar to the one for the Monitoring object (2), see Configuring the Monitoring interface
object.

4, By default, all reports are available for the operator. To hide some of the reports, uncheck the boxes next to
them in the Reports group (3).

5. Select the type of access to the Vehicle LPs reports (4):

a. Full access: all Vehicle LPs report types are available.
b. Marketing: only the average time span at the gas station and number of vehicles reports are
available, and the Vehicle LP field is restricted to three letters and % symbol.

6. Click Apply (5).

Configuration of the Monitoring reports object is completed.
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13 Configuring audio calls from the Monitoring interface

13.1 General information

Audio calls are supported between operators in a distributed configuration on the Server of Control/Agent of Control
side. Audio calls are made using the SIP terminal object. Physical SIP devices are not required.

& mportant!

This functionality is only available in Intellect 4.11.2 or higher.

13.2 Configuring audio calls from the Monitoring interface

Configure audio calls from the Monitoring interface as follows:

1. Atthe Server of Control and Agent of Control side:
a. Create Audio card object with the Microphone object under it (see Audio subsystem configuration).
b. Create Audio playback card object with the Speaker object under it (see Configuring audio
playback).
2. Atthe Server of Control side:
a. Create a SIP-terminal object as a SIP server in Intellect (see Configuring SIP-terminal).
b. On the basis of the SIP-terminal object, create 2 child SIP-operator objects and for each of them
specify the corresponding operator identification number (Configuring SIP-operators of the
Intellect's SIP server).
c. On the basis of the SIP-terminal object, create the Address book object and select to use the
previously created SIP operators (see Configuring address book of SIP-terminal).
d. On the settings panel of each SIP-operator, select a previously created address book for use (see
Configuring SIP-operators of the Intellect's SIP server).
e. Create a SIP-panel 1 interface object on the same Screen 1 object where the Monitoring interface
object was created (see Configuring the SIP-panel interface object).

(@ Note.
Recommended coordinates of the SIP panel: X =40,Y =40, W=20,H = 21.
i. On the Basic settings tab of the SIP panel 1 object, select the SIP terminal as the terminal
(see Basic settings of the SIP-panel interface object).

ii. Onthe Advanced settings tab of the SIP panel 1 object, check the boxes as shown in the
figure below (see Advanced settings of the SIP-panel interface object).

Interface behavior Interface elements

[] Display only when caling [ Dial pad

[T Mew calls to the end [] Caption

[ "] Disable keypress sound [ &rchive

[] Maximize screen on call [¥] Call control buttars

Callz to unknown users

iii. Onthe Operator settings tab of the SIP-panel 1 object, configure the list of SIP-operators as
shown in the figure below (see Operator settings of the SIP-panel interface object).
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Operatars
Mumber  Subscr..  Mame
1 1 SIP-operator 1
2 2 SIF-operator 2
[ Flange J [ All ]
Default: [SIF’-Dperatnr 1 v]

f. Create the Screen 2 object, which will be displayed only on the Agent of Control side (see Assigning
the displays to the operator workstations).
g. Create child interface object SIP panel 2.
i. On the Basic settings tab of the SIP panel 2 object, select the SIP terminal as the terminal
(see Basic settings of the SIP-panel interface object).
ii. Onthe Advanced settings tab of the SIP panel 2 object check the boxes as shown in the
figure below (see Advanced settings of the SIP-panel interface object).

Interface behavior Interface elements

[ Dizplay only when caling [¥] Dial pad

[T Mew calls ta the end [] Caption

[] Dizable kevpress sound (] &ichive

[V] Masimize screen on call [/] Call control buttans

[¥] Calls to unknown users

iii. Onthe Operator settings tab of the SIP-panel 2 object and configure the list of SIP-operators
as shown in the figure below (see Operator settings of the SIP-panel interface object).

Operators
Mumber  Subscr... Mame
1 1 SIP-operatar 1
2 2 SIP-aperatar 2
[ Range ] [ Al ]
Default: [SIF’-operator 2 'l

h. On the settings panel of the Computer object, select the speaker and microphone of the SIP operator
(see Selecting speaker, microphone and camera for SIP-operator).

Setting up audio calls from the Monitoring interface is now complete.

As a result, the Audio call item will appear in the context menu of the object in the Monitoring interface. When you
select this menu item, an audio call will be made to the operator who is on the computer with the corresponding
object.
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47 John Reed =tr.

Yideo data

Yideo image playback,

b er...
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14 Configuring special operation mode joint with Auto Intellect

14.1 Configuration at Agent of Control

Configure special operation mode on Agent of Control as follows:

1. Create and configure Agent of Control object on the Hardware tab (see Configuring Agent of Control).
2. Create and configure LPR channel object on the Hardware tab (see Auto Intellect Guide).

Hardware

=E™] LOCALHOST

Elitl Agent Of Control 1
. Ly Partition Of Control 1
[IDE Interface 1

-4 LPR channel 1

- L2 Auto-URAGAN module 1
- LPR channel 2

. LR Auto-URAGAN module 2
w3 Video capture device 1

3. Create Partition of Control object based on Agent of Control object, then add LP recognized events for

entrance and exit to it (see Configuring the Partition Of Control object).
e =5

id  Type Type (id) MNumber  Name Event Event [id) Group of alarms — Canf. Yideo data Message Detail.

il LPR channel ULPR 1 LPR channel 1 LF recognized NUMBER_DETECTED  Detections No No LP recognized [entrance]
2 LPR channel ULPR 2 LPR channel 2 LP recognized NUMBER_DETECTED  Detections Mo MNa LP recognized (exit]

4dd.. | [ Edt | [ Delete

4. Create ULPR section in the Windows registry if it is not created yet (see Registry keys reference guide for
more details on the section, see Working with Windows OS registry for more details on how to operate
registry).

5. Inthe ULPR section of the Windows registry create ULPRspecialProcessing string parameter and setitto 1
(see Registry keys reference guide for more details on the section, see Working with Windows OS registry
for more details on how to operate registry).

6. Inthe ULPR section of the Windows registry create PlaceOfRecognitionN string parameter, where N is the
ID of LPR channel object. This parameter corresponds to the point of recognition. Value 1 corresponds to
entrance; 2, to exit (see Registry keys reference guide for more details on the section, see Working with
Windows OS registry for more details on how to operate registry).

Computer [ | Dizable

LOCALHOST &

7. Inthe ULPR section of the Windows registry (see step 4) create CamOfRecognitionN string parameter,
where N is the ID of LPR channel object. The value in this key should correspond to the ID of a Camera
object specified in the LPR channel object settings (see Registry keys reference guide for more details on the
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section, see Working with Windows OS registry for more details on how to operate registry).

| Camera 1

Regon |

Wideo capture device [ ] Dizable
| Yideo capture device 1 j

8. Restart the computer to apply changes.

Configuring special operation mode on Agent of Control is now completed.

14.2 Configuration at Server of Control

Configure special operation mode on Server of Control as follows:

1. Create and configure Server of Control object on the Hardware tab (see Configuring Server of Control).

2. Create and configure one or several External plates DB objects on the Hardware tab (see Connecting and
setting up of the external LP number database).

3. Create and configure Monitoring object on the Interfaces tab (see Configuring the Monitoring interface
object).

Hardware

Hardware

Alarm Message Window 1

-]} External Plates DB 1 |_:_||§] m

.4 External Plates DB 2 ... Monitoring 1
B IDK Interface 150 - ® Menitoring by owners
El‘h Server Of Control 1 - [ Monitoring 2
----- @ Partition Of Control 1 =M Reports
@ Partition Of Control 2 .| Monitering reports 1
e = Partition Of Control 3 E@ Search in archive

i} Search in archivel

4. Create ULPR section in the Windows registry if it is not created yet (see Registry keys reference guide for
more details on the key, see Working with Windows OS registry for more details on how to operate registry).

5. Inthe ULPR section of the Windows registry create ULPRspecialProcessing string parameter and setitto 1
(see Registry keys reference guide for more details on the key, see Working with Windows OS registry
for more details on how to operate registry).

6. Restart the computer to apply changes.

As a result, the Info on vehicle license plates button becomes available in the Log panel and Details window of
the Monitoring interface. The License plate search window opens when clicking this button (see Viewing
recognized LPs).

EH RCBEBEO @ X B O e [om X
ID + MName ~ | Cameras *| Disk. GB|~ Info on vehicle license plates| ™| Firstrecord ~ |Disksternp ~  Memory, MB |~ |'%Work du ~| Software + 615 PM B:30 Phd B:45 PR
smm—
560017 Parition Of Control 2 2 366 119216812 6/13/2018 1*C 1g77 o003 10.0.33 NN S et
» 550018 Partifion Of Contral 3 20 5 11921681130 6/22/2018 Mot suaported 13z ooz 100130 [
_—
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Objectcode ~||ID | Name ¥ | Cameras| ¥ | Disk, GB|*||Diskg — '™ =-!--m-n = P oo
Info on vehicle license plates|

3 11550016 Partition Of Control 1
2|550017 |Partition Of Control 2 2 11921681.2  BA3/2018 4*C 3 1677 000:31
3|550018 |Fartiion Of Control 3 20 1192.168.1.130 B/22/2018 Mot supported 1) 1332 00117

prd ~ | Disks temp. | | CPU usage, % = | Memary, MB > 'Work duration ~ | Software version ~
I

(@ Note.

By default, the LP found in the database alarm is generated for Entrance recognition point only. In order
to generate alarm both on Entrance and Exit points, in the ULPR section of the Windows registry create
AlarmMsgOne string parameter and set it to 0 (see Registry keys reference guide for more details on the
key, see Working with Windows OS registry for more details on how to operate registry).

Configuring special operation mode on Server of Control is now completed.
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15 Appendix 1. Interfaces

15.1 Settings panel of the Agent of Control object

Settings panel of the Agent of Control object is given on figure.

B || — 12 | DK, interface : 150 | 4
1 Cormputer

C ter S-LYLITOMWA, bl

ompuiter I 3 I| Logging subsystern ... JI 5

To apply settings,
it iz required to restart
Videosry

Description of the Agent of Control object settings panel elements is given in table.

# Parameter Method for Description Type Default
setting the value
parameter
value

1 Identifier Automatically ~ Shows the Nonnegative -

identification integer
number of the

Agent of

Control object

in the system

2 Name Enter the Shows the name  Latin, Cyrillic Agent of
value in the of the Agent of letters and Control
field Control object service

in the system characters

3 Computer Isselectedin Assigns the Name of the Name of

the list parent Computer the parent
Computer objects Computer
object for the registered in object
Agent of the system.
Control object

Value range

Aline representing a
sequence of any
symbols (letters,
digits, service
characters apart
from>and <
symbols), not case-
sensitive.

Number of symbols
-from 1 to 60.

Depends on the
number of the
Computer objects
in the system.
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# Parameter

4 IIDK
interface

5 Logging
subsyste
m...

6 Restart

Method for
setting the
parameter
value

Enter the
valuein the
field

Click the
button

Click the
button

Description

Sets the ID
number of IIDK
interface object
used by the
Agent of Control

Opens a dialog
box for setting
logging
subsystem
parameters

VideoSrv
communication
module
restarting
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Type

Nonnegative
integer

Default
value

150

15.2 Settings panel of the Partition Of Control object

Settings panel of the Partition Of Control object is given on figure.

Value range

>=0
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.'I . 1 F.'artiti.u.:-n Iilf Ii-:untru:ul-'l

2 D

TCF part [UPS)

!.-'-‘-.gent f Contral 1

]

Mumber F.eep archive for [daysz]

1 B0/0

Total cameras: 1

Sengor D Senzor type
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386 4 [ Tranzmitting ... ]6

e B

Monitaring ... ]7

[

Video data ... ]3

Cameras ... 1 0

11

Sengors; 0

Sensors R egiztration

add. 112

1 3 Mo connection

e 114

Description of the Partition Of Control object settings panel elements is given in table.

# Name Method for
setting the
parameter
value

1 Identifier Enter the
value in the
field

Description

Shows the
identification
number of the
Partition of
Control object in
the system

Type Default
value

Latin, Cyrillic -

letters and

service

characters

Value range
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# Name

2 Name

3 Agentof
Control

4 ID

5 TCP port
(UPS)

Method for
setting the
parameter
value

Enter the
value in the
field

Is selected in
the list

Enter the
valuein the
field

Enter the
valuein the
field

Description

Shows the name of
the Partition of
Control object in
the system

Assigns the parent
Agent of Control
object for the
Partition of
Control object

Sets the unique ID
number for the
object where Agent
of Control is
installed

Sets the port on
which to "listen"
for UPS messages
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Type

Latin, Cyrillic
letters and
service
characters

Names of
Agent of
Control
objects
registered in
the system

Latin, Cyrillic
letters and
some
characters

Nonnegative
integer

Default
value

Partition of
Control

Name of
the parent
Agent of
Control
object

386

8888

Value range

Alinerepresenting
a sequence of any
symbols (letters,
digits, service
characters
excluding
characters:
underscore "_",
backslash "\", angle
brackets ">" and
"<" single

quote "").

Number of symbols
- from 1 to 60.

Depends on the
number of the
Agent of Control
objects in the
system.

Aline representing
a sequence of any
symbols (letters,
digits, service
characters
excluding
characters: space "
" underscore"_",
backslash "\"

and single

quote "'"), not case-
sensitive.

Number of symbols
-from1to9.

from 1 to 60000
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# Name

6 Transmit

ting...

7 Monitori
ng...

8 Video
data...

9 Cameras

1 Cameras.

0

1 Sensors
1

Method for
setting the
parameter
value

Click the
button

Click the
button

Click the
button

Using the
Cameras...
button

Click the
button

Using the Add,

Edit and
Delete
buttons

Description Type

Opens adialogbox -
with settings for
configuring the
communication
method between
Agent of Control

and Server of

Control

Opens adialogbox -
for configuring
alarm groups

Opens adialogbox -
for setting video

data transferring
configurations

Displays the list of -
cameras whose

state and archives

are monitored by
Agent of Control

and operating with
which shall be
available from
Monitoring

software interface.

Opens a dialogbox -
for adding cameras
for monitoring

Displays IDs and -
types of sensors

whose state is
monitored by Agent

of Control and on
whose triggering

video data are sent

to the Server of
Control.
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Default
value

Value range
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# Name

1 Add...

2

1 Edit...
3

1 Delete
4

Method for
setting the
parameter
value

Click the
button

Click the
button

Click the
button

Description

Opens a dialog box

for adding a sensor.

In this dialog box
one can also setup
video data sending
on the sensor

triggering

Opens a dialog box
for editing the
sensor. This dialog
box is similar to the
one for adding a
sensor

Deletes sensor
from the list

Type
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Default Value range
value

15.3 Settings panel of the Server of Control object

Settings panel of the Server of Control object is given on figure.
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ﬁ Server OF Contral 1 2 lIDK. interface : - 150 4 Event Viewer 5
Logging subszyztem
Computer 81 | susiliary characters Archive perid (h): 48 11
| |
LOCALHOST 3~ |9[¥] Alam events File size (MB]: 100 4 2
| U Syztem status

K.eep archives for [months] : 1 3
Advanced Transfer

TCPAFP part [gent]: 7777 14 First COM port number : 1 6
6 Honiomo_| TCPAR port [Archive) . 7755 15 Mumber of COM ports : 1 7
?[Snapshntsh‘iden ] Ol spece; 1 B

COM part format: 841 4 9

Transzfer info about confirmed alarms to Agent OF Contral 2 U

[ Restart ] 21

Description of the Server of Control object settings panel elements is given in table.

# Name Method Description Type Default Value range
for value
setting
the
paramet
er value
1 Identifier Automat ~ Shows the Nonnegativ =~ - >=0
ically identification number e integer
of the Server of
Control object in the
system
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# Name Method Description Type Default Value range
for value
setting
the
paramet
er value

2 Name Enterthe Showsthe nameofthe Latin, Server Aline representing a
valuein Server of Control Cyrillic of sequence of any symbols
thefield  objectin the system lettersand  Control  (letters, digits, service

service characters apart from >
characters and < symbols), not case-
sensitive.
Number of symbols - from
1to 60.

3 Computer Is Assigns the parent Name of Name of Depends on the number
selected = Computer object for the the of the Computer objects
inthelist the Server of Control = Computer  parent in the system.

object objects Compu
registered ter
in the object
system.

4 1IDK Entera Sets the ID of the IDK Nonnegat 150 >=(

interface valuein interface object used ive
the field by the Server of integer
Control
5 Event Click the - - -
Viewer button

Opens the Event
Viewer tool

Advanced group

6 Monitoring  Clickthe  Opens the box of
button setting the list of
additional workplaces

7 Snapshots/ Clickthe  Opensadialogboxfor - - -
video... button configuring reaction to
snapshots and videos
receiving on sensors
alarms at the Agent of
Control

Logging subsystem group
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10

11

12

13

Name

Auxiliary
characters

Alarms

System
status

Archive
period (h)

File size
(MB)

Keep
archives
for
(months)

Method
for
setting
the
paramet
er value

Issetina
checkbo
X

Issetina
checkbo
X

Issetina
checkbo
X

Enter the
valuein
the field

Enter the
valuein
the field

Enter the
valuein
the field

Description

Enables logging of
auxiliary characters at
the transport level into
the event log

Enables logging
alarms into the event
log

Enables logging of
events related to
system status

Sets the frequency at
which the log file is to
be archived

Sets the file size
threshold upon which
the log file is archived.
This setting overrides
the value in the
Archive frequency
field.

Sets the length of time
for which you want to
store archived log
files.
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Type

Boolean

Boolean

Boolean

Hours

Megabytes

Months

Transfer group

Default
value

False

True

True

48

100

3

Value range

True - logging of auxiliary
characters is enabled
False - logging of auxiliary
characters is not
performed

True - logging of alarms is
enabled

False - logging of alarms
is not performed

True - logging of events
related to system status is
enabled

False - logging of events
related to system status is
not performed

>0

>0

from 1to 24
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14

15

16

17

18

19

Name

TCP/IP port
(Agent)

TCP/IP port
(Archive)

First COM
port
number

Number of
COM ports

COM port
speed

COM port
format

Method
for
setting
the
paramet
er value

Enter the
valuein
the field

Enter the
valuein
the field

Is
selected
in the list

Is
selected
in the list

Is
selected
in the list

Enter the
valuein
the field

Description

Sets the port number
for TCP/IP
communication with
remote objects of
Agent of Control

Sets the port number
for TCP/IP
communication with
remote Search in
archive module

Sets the first COM port
number

Sets number of COM
ports used

Sets the COM port
speed

Sets the COM port
format
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Type

Nonnegativ
e integer

Nonnegativ
einteger

COM-ports
names

Nonnegativ
e integer

Baud

COM port
format

Default
value

T

7755

Coml

9600

8N1

Value range

from 1 to 60000

from 1 to 60000

from Com1 to Com256

from 1 to 256

110
300
1200
2400
4800
9600
19200
38400
57600

« first digit: from5to 9
data bits;

« second letter: N (No
parity) - no parity
bit, E (Even parity) -
even parity
bit, 0 (Odd parity) -
odd parity bit;

« third digit: 1 or 2 stop
bits.
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# Name

20  Transfer
info about
accepted
alarms to
Agent of
Control

21 Restart

15.4 Settings panel of the Monitoring interface object

Method
for
setting
the

paramet

er value

Set the
checkbo
X

Click the
button

Description Type
Outside the groups
Enables sending Boolean

confirmations of alarm  type
acceptance by the

operator on the Server

of Control to the Agent

of Control.

VideoSrv -
communication
module restarting

Settings panel of the Monitoring interface object is given on figure.

Monitoring 14.0 (english) - Administrator's Guide

Default
value

Yes

Value range

True - confirmations of
alarm acceptance are
sent.

False - confirmations of
alarm acceptance are not
sent
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- s Groups of alarms
| 1 | | 2L 2 | Comm. channel Cameras [ ]|Extra
Dizplay Hardware ALCS [ Estra2
f_-[i.isp_l.-ayuz_ 3 ' v Videosystemn zoftware SFA
_ Size of archives Detectionz
[ ] Owrers panel 5 = | 1] Cortrol panel ﬁ x Log panel ?
Pozition Pozition Pazition
%0 v |0 | Monter [0 V050 | Moniter || 00 (Y0 | Menier
w100 [H(500 | 1~ w100 [H:s0 |1~ w10 [H:i[so |11 o
B b1 Nom-empty Commert figld Filter by owners
g Idze filter by events e Chmries
1 ﬂ YWiarning when watching live video
1 1 [ ] Wiewing live video through gateway 1 ﬁ
1 2 [ ] Wiewing live video from all cameras [add.|
13 video stream speed fps
14 Compression di | Cameras... 15 17 Fiter .

Description of the Monitoring object settings panel elements is given in table.

# Name
1 Identifier
2 Name

Method for Description
setting the

parameter

value

Automaticall ~ Shows the identification number of the Monitoring object in the system
y

Enter the Shows the identification number of the Monitoring object in the system
value in the
field
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Name

Display

Groups of
alarms
checkboxes

Owners
panel
checkbox

X: field

Y: field

W: field

H: field

% field

Method for
setting the
parameter
value

Is selected in
the list

Issetina
checkbox

Issetina
checkbox

Enter the
value in the
field

Enter the
value in the
field

Enter the
value in the
field

Enter the
value in the
field

Enter the
value in the
field
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Description

Assigns the parent Display object for the Monitoring object

Sets alarms that one want to visualize on the Control panel

Enables Owners panel displaying

Set the X coordinate in the horizontal axis for the upper-left corner of the Owners
panel interface box

Set the Y coordinate in the vertical axis for the upper-left corner of the Owners panel

interface box

Set the width of the Owners panel interface box

Set the height of the Owners panel interface box

Sets the scaling of objects in the Owners panel
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# Name

Monitor drop-
down list

6 Control
panel
checkbox

X: field

Y: field

W: field

H: field

Method for
setting the
parameter
value

Select from
the list

Issetina
checkbox

Enter the
value in the
field

Enter the
value in the
field

Enter the
valuein the
field

Enter the
valuein the
field
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Description

Sets the number of the physical monitor which coordinates are specified. Monitors
are numbered in physical order from left to right, top to bottom. Thus, number 1
corresponds to the top-left monitor, regardless of which monitor is the primary or
firstin the OS numbering.

In the figure, the monitor numbers in the OS are highlighted in gray, and monitor
numbers in Intellect are highlighted in red:

s KM 2 | 4

1 2 3 4

Attention! It is recommended to use the same resolution for all monitors in the
system. Different resolutions are allowed only if each row of logical monitors is
aligned to some sort of boundary (for example, to the top).

Enables Control panel displaying

Set the X coordinate in the horizontal axis for the upper-left corner of the Control
panelinterface box

Set the Y coordinate in the vertical axis for the upper-left corner of the Control panel

interface box

Set the width of the Control panel interface box

Set the height of the Control panel interface box
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Name

% field

Monitor drop-
down list

Log
panel
checkbox

X: field

Y: field

W: field

Method for
setting the
parameter
value

Enter the
value in the
field

Select from
the list

Issetina
checkbox

Enter the
value in the
field

Enter the
valuein the
field

Enter the
valuein the
field
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Description

Sets the scaling of objects in the Control panel

Sets the number of the physical monitor which coordinates are specified. Monitors
are numbered in physical order from left to right, top to bottom. Thus, number 1
corresponds to the top-left monitor, regardless of which monitor is the primary or
firstin the OS numbering.

In the figure, the monitor numbers in the OS are highlighted in gray, and monitor
numbers in Intellect are highlighted in red:

3 2] 4

1 2 3 4

Attention! It is recommended to use the same resolution for all monitors in the
system. Different resolutions are allowed only if each row of logical monitors is
aligned to some sort of boundary (for example, to the top).

Enables Log panel displaying.

Set the X coordinate in the horizontal axis for the upper-left corner of the Log panel
interface box.

Set the Y coordinate in the vertical axis for the upper-left corner of the Log panel
interface box.

Set the width of the Log panel interface box.
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10

11

Name

H: field

Monitor drop-
down list

Non-empty
Comment
field checkbox

Use filter by
events
checkbox

Warning
when
watching live
video
checkbox

Viewing live
video through
gateway
checkbox

Method for
setting the
parameter
value

Enter the
value in the
field

Select from
the list

Issetina
checkbox

Issetina
checkbox

Issetina
checkbox

Issetina
checkbox
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Description

Set the height of the Log panel interface box.

Sets the number of the physical monitor which coordinates are specified. Monitors
are numbered in physical order from left to right, top to bottom. Thus, number 1
corresponds to the top-left monitor, regardless of which monitor is the primary or
firstin the OS numbering.

In the figure, the monitor numbers in the OS are highlighted in gray, and monitor
numbers in Intellect are highlighted in red:

s Kl 2 | 4

1 2 3 4

Attention! It is recommended to use the same resolution for all monitors in the
system. Different resolutions are allowed only if each row of logical monitors is
aligned to some sort of boundary (for example, to the top).

Is set to require that operators leave comments when accepting an alarm to describe
the alarm and/or their actions.

Is set to enable filtering objects by Alarm and Failure events and Connected and
Disconnected states.

Is setif it is necessary to display a warning upon the live video playback attempt that
it can create the critical load on the data channel.

Is set if Agents of Control and Additional workplaces are in different subnets and the
Monitoring components are not in a distributed system configuration in Intellect
object tree and Data gateway is in use for transmission of live video to Additional
workplaces.
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12

13

14

15

16

17

Name

Viewing live
video from all
cameras
(add.)
checkbox

Video stream
speed field

Compression
drop-down list

Cameras...
button

Filter by

owners field

Filter...
button

Method for
setting the
parameter
value

Issetina
checkbox

Enter the
valuein the
field

Select from
the list

Click the
button

Via the
Filter...
button

Click the
button
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Description

Is set if the "All cameras of Partition of Control" item should be added to the
object's "Video image playback" context menu which enables viewing video from all
cameras of the selected Partition of Control.

Sets the number of frames per second of the video image when viewing live video or
video from the archive.

« Note 1. The Video stream speed setting works for the archive video only with
CamMonitor.ocx 4.11.0.1766 or later versions.

« Note 2. If the archive is recorded with the h264 codec and the video stream speed is
set to more than 0 frames per second, then the archive video will be played back
only by reference frames.

« Note 3. If the value of the video stream speed is 0, then the live and archive video
will be played back without scaling.

Sets live video compression rate.

Opens a window for configuring cameras prohibited from viewing live video for users

Displays selected pairs of users and owners.

Opens a window for configuring the correspondence of owners to users.

15.5 Settings panel of the Monitoring reports interface object

Settings panel of the Monitoring reports interface object is given on figure.
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Reports

J| Spstem failures 1 1

/| Alarms

/| Wideo report

|/ Dperator actiors
[V/] Statistics
[¥] Statistics by owners

[V]Wehicle LPs

@ Full access

kdarketing

Description of the Monitoring reports object settings panel elements is given in table.

#

1

2

3

Name

Identifie
r

Name

Display

Method for
setting the
parameter
value

Automaticall
y

Enter the
value in the
field

Is selected in
the list

Description

Shows the
identification
number of the
Monitoring reports
object in the system

Shows the
identification
number of the
Monitoring reports
object in the system

Assigns the parent
Display object for
the Monitoring
reports object

Type

Nonnegative
integer

Latin, Cyrillic
letters and
service
characters

Names of
Display
objects
registered in
the system

Default value Value range

Monitoring
reports

A line representing
a sequence of any
symbols (letters,
digits, service
characters apart
from>and <
symbols), not case-
sensitive.

Number of symbols
- from 1 to 60.

Name of the
parent Display
object

Depends on the
number of the
Display objects in
the system.
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#

Name

Method for
setting the
parameter
value

Enter the
valuein the
field

Enter the
valuein the
field

Enter the
valuein the
field

Description Type

% of the
screen width

Set the X coordinate
in the horizontal
axis for the upper-
left corner of the
Monitoring reports
interface box

% of the
screen height

Setthe Y coordinate
in the vertical axis
for the upper-left
corner of the
Monitoring reports
interface box

Sets width of he
Monitoring reports
interface box

% of the
screen width
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Default value

50

100

Value range

From 0 to 100.
When more than
one monitor is
connected to the
computeritis
possible to use
coordinates
outside this range,
butitis not
recommended to
use coordinates
less than -200.

From 0 to 100.
When more than
one monitor is
connected to the
computeritis
possible to use
coordinates
outside this range,
butitis not
recommended to
use coordinates
less than -200.

From 0 to 100.
When more than
one monitor is
connected to the
computeritis
possible to use
coordinates
outside this range,
butitis not
recommended to
use coordinates
less than -200.
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# Name Method for Description Type Default value Value range
setting the
parameter
value

7 H: Enter the Sets height of he % of the 50 From 0 to 100.
valuein the Monitoring reports  screen height When more than
field interface box one monitor is

connected to the
computeritis
possible to use
coordinates
outside this range,
butitis not
recommended to
use coordinates
less than -200.
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#

8

Name

Monitor

Method for
setting the
parameter
value

Select from
the list

Description Type

Sets the number of
the physical
monitor which
coordinates

are specified.
Monitors are
numbered in
physical order from
left to right, top to
bottom. Thus,
number 1
corresponds to the
top-left monitor,
regardless of which
monitor is the
primary or first in
the OS numbering.

Nonnegative
integer

In the figure, the
monitor numbers in
the OS are
highlighted in gray,
and monitor
numbers

in Intellect are
highlighted in red:

1 2 3 4

Attention! It is
recommended to
use the same
resolution for all
monitors in the
system. Different
resolutions are
allowed only if
each row of logical
monitors is aligned
to some sort of
boundary (for
example, to the
top).

Monitoring 14.0 (english) - Administrator's Guide

Default value

Value range

From1to 16
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# Name
9  Filter by
owners

1 Filter...

1 Reports

Method for
setting the
parameter
value

Via the
Filter...
button

Click the
button

Set the
checkbox

Description

Displays selected
pairs of users and
owners

Opens a dialog box
to match owners to
users

Select reports
available in the
interface window.

Monitoring 14.0 (english)

Type Default value

All checkboxes
are set, full
access to the
Vehicle PLs
report is set

Boolean

- Administrator's Guide

Value range

Yes - the report
button is displayed
in the Monitoring
Reports interface
window.

No - the report
button is not
displayed in the
Monitoring
Reports interface
window.

15.6 Settings panel of the Search in archive interface object

Settings panel of the Search in archive interface object is given on figure.

|1 1 ||Searu:h in archive 1 2 | Pasition
#o 0 4.0 ]
Dizplay
Dizplay 1 3 wh 100§ H: 100 7
tanitar: 1 + B
Filter by cwners
zer Daruer
9
CFe 10

Description of the Search in archive object settings panel elements is given in table
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#

1

2

3

Name

Identifier

Name

Display

Method for
setting the
parameter
value

Automatically

Enter the
valuein the
field

Is selected in
the list

Enter the
valuein the
field

Description

Shows the
identification
number of the
Search in archive
object in the system

Shows the name of
the Searchin
archive object in the
system

Assigns the parent
Display object for the
Search in archive
object

Set the X coordinate
in the horizontal axis
for the upper-left
corner of the Search
in archive interface
box
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Type

Nonnegative
integer

Latin, Cyrillic
letters and
service
characters

Names of
Display
objects
registered in
the system

% of the
screen width

Default
value

Searchin
archive

Name of
the parent
Display
object

Value range

>=0

Aline representing a
sequence of any
symbols (letters,
digits, service
characters apart
from>and <
symbols), not case-
sensitive.

Number of symbols -
from 1 to 60.

Depends on the
number of the
Display objects in
the system.

From 0 to 100. When
more than one
monitor is
connected to the
computeritis
possible to use
coordinates outside
this range, but it is
not recommended to
use coordinates less
than -200.
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# Name Method for Description Type Default Value range
setting the value
parameter
value
5 Y: Enter the Set the Y coordinate % of the 50 From 0 to 100. When
value in the in the vertical axis for ~ screen height more than one
field the upper-left corner monitor is
of the Search in connected to the
archive interface box computer itis

possible to use
coordinates outside
this range, but itis
not recommended to
use coordinates less

than -200.
6 W: Enter the Sets width of he % of the 100 From 0 to 100. When
value in the Search in archive screen width more than one
field interface box monitor is

connected to the
computeritis
possible to use
coordinates outside
this range, but itis
not recommended to
use coordinates less

than -200.
7 H: Enter the Sets height of he % of the 50 From 0 to 100. When
value in the Search in archive screen height more than one
field interface box monitor is

connected to the
computeritis
possible to use
coordinates outside
this range, but it is
not recommended to
use coordinates less
than -200.
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#

8

9

Name

Monitor

Filter by
owners

Method for
setting the
parameter
value

Select from
the list

Via the
Filter...
button

Description

Sets the number of
the physical monitor
which coordinates
are specified.
Monitors are
numbered in physical
order from left to
right, top to bottom.
Thus, number 1
corresponds to the
top-left monitor,
regardless of which
monitor is the
primary or first in the
OS numbering.

In the figure, the
monitor numbers in
the OS are
highlighted in gray,
and monitor
numbers

in Intellect are
highlighted in red:

[z I 2 4]
1 2 3 4

Attention! It is
recommended to use
the same resolution
for all monitors in
the system. Different
resolutions are
allowed only if each
row of logical
monitors is aligned
to some sort of
boundary (for
example, to the top).

Displays selected
pairs of users and
owners
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Type

Nonnegative
integer

Default
value

1

Value range

From 1to 16
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# Name Method for Description Type Default Value range
setting the value
parameter
value

1 Filter... Click the Opens a window for - - -

0 button configuring the

correspondence of
owners to users

15.7 Settings panel of the Central Server of Control object

Settings panel of the Central Server of Control object is given on figure.

.'I 1 EentralServeerEDntrDH 2

Computer

|L|:| CALHOST ~ [ﬁm‘g‘art

ﬁ\lrame Time zone IF addrezz Part FTP login \

\ y
6 7 [ .Eu:IE... | [ Edt. | [ Delets |

Servers OF Contral I.-'l'-.u:h:litiu:nnal CCS workplaces | 0 v

Description of the Central Server of Control object settings panel elements is given in table.
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Ne Name
1 Identifier
2 Name

3 Computer

4 Restart

6 Servers Of
Control

Metho
d for
settin
g the
param
eter
value

Autom
atically

Enter
the
value
in the
field

Select
from
the list

Click
the
button

Click
the tab

Description

Shows the identification
number of

the Central Server of
Control object in the system

Shows the name of
the Central Server of
Control object in the system

Assigns the

parent Computer object for
the Central Server of
Control object

Restart of
the CentralNetServer
communication module

The table containing the
monitored Servers Of
Control or added Additional
workplaces of CSC

The tab for configuring and
displaying the monitored
Servers Of Control
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Type Default Valuerange
value
Nonnegati - >=0
ve integer
Latin, Central  Alinerepresenting a
Cyrillic Server sequence of any
lettersand  of symbols (letters, digits,
service Control  service characters apart
characters from > and < symbols),
not case-sensitive.
Number of symbols -
from 1 to 60.
Name of Name of = Depends on the number
the the of
Computer parent the Computer objects
objects Comput inthe system.
registered  er
in the object
system.
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10

Name

Additiona
LCSsC
workplac
es

Add

Edit

Delete

Metho
d for
settin
g the
param
eter
value

Click
the tab

Click
the
button

Click
the
button

Click
the
button

Description

The tab for configuring and
displaying the Additional
workplaces of CSC which
have the permission to be
connected to

the Central Server of Control

The settings window for
adding the Server Of
Control/Additional
workplace of CSC

The settings window for
editing the parameters of
added Servers Of Control/
Additional workplaces of CSC

Deletes the selected Server
Of Control/Additional
workplace of CSC

Type
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Default
value

Value range
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16 Appendix 2. Sample scripts

16.1 Sample script for processing Server of Control command on Agent
of Control

In the Monitoring software package one can configure ad hoc command sending by the Operator of the Server of
Control to the Agent of Control. Information on how to configure commands on the Server of Control can be found in
the Executing ad hoc command on the Agent of Control by the operator of Server of Control section of Operator's
Guide.

A script for processing incoming commands is to be created on the Agent of Control.

Extra menu items are created on the Server of Control - “Arm camera 1” and “Disarm camera 1”. They send a
command with parameter 1 or 2 correspondently.

] x|
Eibenu item = = Application launched ~|| *®Parameters of launch  ~| + Confirmaton =

Arm Camera 1 DO_COMBMAND 1 |
Disarm Camera 1 DO_COMRMAND 2 |

The sample of program in Intellect embedded language for processing the incoming command is shown below:

OnEvent("VIDEOSRV_C_DvC","1","DO_COMMAND")

{
if (strequal(param@,'"1"))
{
DoReact ("CAM","1" /"ARM") ;
3
if (strequal(param@,'"2"))
{
DoReact ("CAM","1" ,"DISARM") ;
3
3

16.2 Sample script for setting custom filter in the Log Panel

Custom filter on the Log Panel can be changed with a script or macro. For more details on the filter and its
configuration in the user interface, see Custom filter in the Log Panel.
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Use APPLY_FILTER reaction of the VIDEOSRV_M object to create or change the custom filter in the Log Panel:
DoReact ("VIDEOSRV_M","" "APPLY_FILTER","computer<>,query<>");

Parameters:

computer<> -

NetBIOS name of the computer to execute the command on.

query<> - filter condition.

The query<>parameter syntax:

query<TotalExpressions;BoolOperatorKind;Expression[;Expression]>

+ TotalExpressions — number of expressions in the condition

Example:

TotalExpressions = 1 for condition (Cameras equal 2)

TotalExpressions = 3 for condition (Cameras equal 2) and ((Disks equal 1) or (Disks equal 2))
« BoolOperatorKind — boolean operator for main expression. Possible values:

-and
-or

Example:
BoolOperatorKind = and for condition (Cameras equal 2)
BoolOperatorKind = and for condition (Cameras equal 2) and ((Disks equal 1) or (Disks equal 2))
BoolOperatorKind = or for condition (Cameras equal 1) or (Cameras equal 2)
« Expression — one or several expressions
Format: Field;Expressions;LocalBoolOperator;OperatorKind;Value

Field — name of the field in the DB table.

Possible values:

-1D

- Name

- Region

- Province

- City

- CamCnt

- ArcMax

- HddCnt

- IpAddress

- FirstRecord

- TemperHdd

- AvailMemory

- WorkingTime

- VerSoft

Expressions — number of expressions in a subcondition.

Example:

Expressions = 1 for condition (Cameras equal 2) and ((Disks equal 1) or (Disks equal 2))
Expressions = 2 for condition (Cameras equal 2) and ((Disks equal 1) or (Disks equal 2))
LocalBoolOperator — boolean operator for subconditions. Possible values:

-and

-or

Example:

LocalBoolOperator = and for condition (Cameras equal 2)

LocalBoolOperator = or for condition (Cameras equal 2) and ((Disks equal 1) or (Disks equal 2))
OperatorKind — operator type.

Possible values:

- Equal

- NotEqual
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- Less
- LessOrEqual
- Greater
- GreaterOrEqual
- Like
- NotLike
« Value — value to compare with.

Examples:

query<ljand;CamCnt;l;and;Equal;2>

With main expressions:

51 AMD (Cameras greater 3)

query<2j;and;CamCnt;l;and;Less;5;CamCnt;1l;and;Greater;3>
With subquery:

query<3j;and;CamCnt;2;and;Greater;l;CamCnt;2;and;Less;5;HddCnt;1;and;Greater ;0>

(Mame ending with 47) E

query<ljand;Name;l;and;Like;%47>

16.3 Sample script for stopping camera recording

If you want for a JPEG still frame to be attached to an alarm message or video fragment when a sensor is activated
(Sensor object), remember that this is possible only after the current archive file has been written to disk. To reduce
the waiting time (the Delay (sec.) parameter, see the section Configuring sensors) and be assured of camera
recording, you can create a Program object on the Programming tab of Intellect software package.

These programs are written for a camera with an ID of 1 and for a Sensor object whose ID is also equal to 1. Thanks
to these programs, the value of the Delay parameter can be set equal to 7 seconds.

A Attention!
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To get several video fragments, you can specify several repeated commands "REC" and "REC_STOP" in the
script. If "rollback" is used, and the prerecording time in the settings of the Camera object is greater than
or equal to the time between subsequent "REC_STOP" and "REC" commands, then this video fragment
will be combined with the next video fragment.

Option 1. The camera is disarmed:

OnEvent ("GRAY","1","ALARM")

{
[
if( !CheckState("CAM","1" "DETACHED") )
{
DoReact ("CAM","1" ,"REC","rollback<1>");
Wait(5);
DoReact ("CAM", "1" ,"REC_STOP","priority<2>");
}
]
}
OnEvent ("GRAY","1","ALARM")
{
[
Wait(2);
DoReact ("GRAY","1" ,"CONFIRM") ;
Wait(2);
DoReact ("GRAY","1" ,"ARM") ;
]
}

Option 2. Camera is armed:

OnEvent ("GRAY","1","ALARM")

{
[
if( !CheckState("CAM","1","DETACHED") )
{
DoReact (""CAM","1","DISARM") ;
Sleep(50);
DoReact ("CAM","1" "REC","rollback<1>");
Wait(5);
DoReact("CAM","1","REC_STOP","priority<2>");
Sleep(2050); // Prerecording time 1in the Camera settings = 2 sec.
DoReact (""CAM","1" "ARM") ;
3
]
3
OnEvent ("GRAY","1" ,"ALARM")
{
[

Wait(2);
DoReact ("GRAY","1","CONFIRM");
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Wait(2);

DoReact ("GRAY","1" ,"ARM") ;
]
}

Option 3. Continuous recording:

OnEvent ("GRAY","1" "ALARM")
{
[
if( !CheckState("CAM","1" "DETACHED") )
{
Wait(5); // Specifies the time after which the recording should be stopped in
order to get the required video fragment or number of frames
DoReact ("CAM","1" ,"REC_STOP","priority<2>");
Sleep(2050); // Prerecording time in the Camera settings = 2 sec.
DoReact ("CAM","1" ,"REC","rollback<1>"); // Start recording with 2 sec
rollback (during prerecording). Thus, data in the archive is not lost.

1
]
1
OnEvent ("GRAY","1","ALARM")
{
[
Wait(2);
DoReact ("GRAY","1" "CONFIRM");
Wait(2);
DoReact ("GRAY","1" "ARM");
]
1

16.4 Sample scripts for processing alarm confirmations

The Partition of Control object (VIDEOSRV_C_DVC) sends the «Confirmed: Monitoring events» (CONF_MON)
message to Intellect core when an alarm is confirmed.

When the confirmation type is Simple, then param0<> has the same value as the ID of event that is confirmed (see
Configuration for associating events with certain alarm groups section). When param1<>is 0, it means that a
Simple confirmation is used.

Below you will find a sample program that can be written on the Agent of Control in order to process a received
simple confirmation. As a result a camera is armed.
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OnEvent ("VIDEOSRV_C_DvC","1","CONF_MON")

{
if (strequal(param@,'"1"))
{
DoReact ("CAM","1" "ARM") ;
3
3

When the confirmation type is Complex, then param0<> has the value of the ID of event that is confirmed (see
Configuration for associating events with certain alarm groups section). If param1<>is 1, it means that the operator
has clicked the OK button in the confirm box. If the operator clicked the Cancel button, then param1<>would be 2.

Below you will find a sample program that can be written on the Agent of Control in order to process a received
complex confirmation. As a result a camera is armed only when the operator clicks the OK button in the confirm
box.

OnEvent ("VIDEOSRV_C_DVC","1","CONF_MON")

{
if (strequal(param@,"1")&&strequal(paraml,'"1"))
{
DoReact ("CAM","1","ARM") ;
}
}

16.5 Sample script to export filtered data from the Log Panel to .xls

Before executing this command, apply filter in the Log Panel. It can be done from the user interface (see Custom
filter in the Log Panel) or by a script (see Sample script for setting custom filter in the Log Panel).

Export filtered Log Panel data to the test.xls file on disk C:
DoReact ("VIDEOSRV_M","" ,"EXPORT_EXCEL","computer<NamePC>,file<c:\test.xls>");

16.6 Sample script to show and hide Search license plates window

Show Search license plates window with 70% screen width and 50% screen height in the upper left of the display:
DoReact ("VIDEOSRV_M" "" '"SHOW_AUTO","computer<NamePC>,x<0>,y<0>,w<70>,h<50>");
Hide Search license plates window:

DoReact ("VIDEOSRV_M" "" "HIDE_AUTO","computer<NamePC>");

Parameters:

computer<> - name of the computer to execute command on.

x<> - X-axis coordinate of upper left corner the window.

y<> - Y-axis coordinate of upper left corner the window.

w<> - window width as a percentage of the screen width.

h<> - window height as a percentage of the screen height.
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16.7 Sample scripts for the special mode of Monitoring operation with
ACFA Intellect

16.7.1 Sample script for configuring the interaction between the Monitoring and
the Rovalant (A6, A16) integration module

This script records the users from the Server Of Control side into the Rovalant (A6, A16) FSA, which is installed on the

Agent Of Control side.

A Attention!

The configuration guide for the Rovalant (A6, A16) integration module is available only in the Russian
documentation for ACFA Intellect. This script can be modified for any other integration module that
supports user entry into the controller.

() Note

For details, see Configuring the special mode of Monitoring operation with ACFA Intellect.

function SetPersons(srcDepartment, destTable, destTableSize, msg)

{
var users = CreateMsg();
users.StringToMsg(GetObjectIds ("PERSON"));
var userCount = users.GetParam("id.count");
var i;
var +index;
for(i = 0, index = 1; (index <= destTableSize) && (i < userCount); ++i)
{
var user = users.GetParam("id." + 1);
if(GetObjectParentId("PERSON", user, "DEPARTMENT") == srcDepartment)
{
msg.SetParam("USERS.user_id." + Itv_var("counter"), user);
msg.SetParam("USERS.number." + Itv_var("counter"), index);
msg.SetParam("USERS.key_type." + Itv_var("counter"), destTable);
index++;
Lock();
Itv_var("counter")++;
Unlock();
}
}
}
if(Event.SourceType == "VIDEOSRV_C" && Event.Action == "SPR_DATA_UPDATED")
{

var ROVALANT_TYPE = "ROVALANT_DEVICE";
var ROVALANT_ID = "1.1";

var WRITE_CONFIG_REACT = "WRITE_CONFIG";
Itv_var("counter") = 0;

var msg = CreateMsg();

msg.SourceType = "CORE";
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msg.Sourceld = "";

msg.Action = "UPDATE_OBJECT";

msg.SetParam("objtype", ROVALANT_TYPE);

msg.SetParam("objid", ROVALANT_ID);

var type = GetObjectParam(ROVALANT_TYPE, ROVALANT_ID, "type");

if(type == "A6")
{

SetPersons("1", "USER", 79, msg);
}
else
{

SetPersons("1", "USER", 255, msg);
}

SetPersons("2", "POLICE", 15, msg);
SetPersons("3", "ELECTRIC", 15, msg);

msg.SetParam("USERS.user_id.count", Itv_var("counter"));
msg.SetParam("USERS.number.count", Itv_var("counter"));
msg.SetParam("USERS.key_type.count", Itv_var("counter"));
NotifyEvent(msg) ;

NotifyEventStr (ROVALANT_TYPE, ROVALANT_ID, WRITE_CONFIG_REACT, "");

16.7.2 Sample scripts for determining the current state of the zones of the Rovalant
(A6, A16) object on the Agent of Control side

This script determines the current state of the zones on the Agent Of Control side with the configured Rovalant (A6,
Al6) FSA. Also, when the GET_OBJECT_STATE event is received, this script generates the OBJECT_STATE_INFO
event. The zones are configured and assigned to the corresponding loops when configuring the Rovalant (A6, A16)
integration module.

& Attention!

The configuration guide for the Rovalant (A6, A16) integration module is available only in the Russian
documentation for ACFA Intellect. This script can be modified for any other integration module that
supports user entry into the controller.

(@ Note

For details, see Configuring the special mode of Monitoring operation with ACFA Intellect.

function GetStateByCounts(armedCount, disarmedCount)
{

/* If there are both armed and disarmed zones, then we consider that arming is
partially completed */

if(armedCount > 0 && disarmedCount > 0)

{

return "PART_ARMED";
}
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/* If there are only armed zones, then we consider that the controller is armed

*/
else if(armedCount > 0)
{
return "ARMED";
}
/* We consider that the controller -1is disarmed */
return "DISARMED"
}
function ZonelsUsed(params, 1id)
{
var count = params.GetParam("TABLE.zone.count");
var number = GetObjectParam("ROVALANT_ZONE", +id, "number");
var i;
for(i=0; 1 < count; ++i)
{
if(params.GetParam("TABLE.zone." + i) == number)
{
return "true";
}
}
return "false";
}
function GetControllerState(id, zones)
{
/* Get the controller configurationx/
var params = CreateMsg();
params.StringToMsg(GetObjectParams ("ROVALANT_DEVICE", id));
/* Get the number of zones used by the controller x/
var count = params.GetParam("TABLE.zone.count");
/* If the controller uses the zones */
if(count > Q)
{
/* The number of armed and disarmed zones x/
var armedCount = 0;
var disarmedCount = 0;
var zoneCount = zones.GetParam("id.count");
var j;
for(j = 0; j < zoneCount; ++j)
{
/* Determine if the zone belongs to the current controller
and determine whether this zone 1is used by the current controller =*/
var zone = zones.GetParam("id."+j);
'if(GetObjeCtParentId("ROVALANT_ZONE", zone, "ROVALANT_DEVICE") == 4d &&
ZonelsUsed(params, zone) == "true")
{

/* Check the state of the zone x*/

var state = GetObjectState("ROVALANT_ZONE", zone);
switch(state)

{

case "ARMED":

case "ALARM_ARMED":

case "TROUBLE_ARMED":
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armedCount++;
break;

case "DISARMED":

case "TROUBLE_DISARMED":
disarmedCount++;
break;

/* Check the state of the object x/
return GetStateByCounts(armedCount, disarmedCount, msg);
}
function GetSkdStateMsg(type, id, action)
{
var devices = CreateMsg();
devices.StringToMsg(GetObjectIds ("ROVALANT_DEVICE"));
var count = devices.GetParam("id.count");
var zones = CreateMsg();
zones.StringToMsg(GetObjectIds ("ROVALANT_ZONE"));
/* The number of armed and disarmed zones x/
var armedCount = 0;
var disarmedCount = 0;
var 1i;
for(i = 0; i < count; ++1i)
{
var device = devices.GetParam("id."+1i);
var state = GetControllerState(device, zones);
switch(state)
{
case "PART_ARMED":
disarmedCount++;
case "ARMED":
armedCount++;
break;
case "DISARMED":
disarmedCount++;
break;

}

var msg = CreateMsg();
msg.SourceType = type;
msg.Sourceld = -id;
msg.Action = action;

msg.SetParam("state", GetStateByCounts(armedCount, disarmedCount));
msg.SetParam("card", "");
return msg;
}
if(Event.SourceType == "VIDEOSRV_C" && Event.Action == "GET_OBJECT_STATE")
{
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NotifyEvent(GetSkdStateMsg(Event.SourceType, Event.Sourceld, "OBJECT_STATE_INFO")
)3

}

else if(Event.SourceType == "ROVALANT_DEVICE" &&

(Event.Action == "A®6_CLOSE" ||

Event.Action == "A16_CLOSE" ||

Event.Action == "AG6_OPEN" ||

Event.Action == "A16_OPEN" ||

Event.Action == "AQ6_POLICE" ||

Event.Action == "A16_POLICE" ||

Event.Action == "AQ6_ELECTRIC" ||

Event.Action == "A16_ELECTRIC" ||

Event.Action == "AO6_ENTRY" ||

Event.Action == "A16_ENTRY"))

{
var card = Event.GetParam("key_code");
var msg = GetSkdStateMsg("VIDEOSRV_C", "1", "OBJECT_STATE_INFO");
msg.SetParam("card", card);
NotifyEvent(msg) ;

}

16.8 Sample scripts for determining the current state of the relay on the
Agent of Control side

This script determines the current state of the relay on the Agent of Control side. Also, when

the GET_OBJECT_STATE event is received, this script generates the OBJECT_STATE_INFO event (for details, see
Configuring alarms for monitoring the object state on the Agent Of Control side). Using the card parameter from the
Agent of Control, it is possible to transfer any additional information to the Server of Control. This information will be
displayed in the Event Log (see Event log).

function GetReleStateMsg(type, id, action, card)
{
var state = GetObjectState("GRELE","1");
var msg = CreateMsg();
msg.SourceType = type;
msg.Sourceld = -id;
msg.Action = action;
msg.SetParam("state", (state=="OFF")?"DISARMED" :"ARMED") ;
msg.SetParam("card",card);
return msg;

}

if(Event.SourceType=="VIDEOSRV_C" && Event.Sourceld=="1" &&
Event.Action=="GET_OBJECT_STATE")

{
NotifyEvent(GetReleStateMsg(Event.SourceType, Event.Sourceld,"OBJECT_STATE_INFO","")
)3
}
else if(Event.SourceType=="GRELE" && (Event.Action=="ON" || Event.Action=="OFF"))
{
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NotifyEvent(GetReleStateMsg("VIDEOSRV_C", "1","OBJECT_STATE_INFO",""));

}

16.9 Sample script for creating a hardware failures report

A Hardware failures report (see Hardware failures reports) can be automatically generated using a script that uses
the REPORT_FAILURES reaction of the VIDEOSRV_R object:

DoReact ("VIDEOSRV_R","" "REPORT_FAILURES",
"computer<>,file<>,export<>,object<>,region<>,district<>,city<>,type<>,fromTime<>,toT

ime<>,sorting<>,comment<>");

Parameters description is given in the table below:

Parameter

computer<>

file<>

export<>

object<>

region<>

district<>

Description
Specifies the NetBIOS name of the computer on which the report is to be
created.

Required parameter.

The full path to the file where the report will be saved.

Required parameter.

Format of the export file. 0 - Excel, 1 - HTML, 2 - RTF, 3 - CSV.

Optional parameter. If this parameter is absent, the file is exported in Excel
format.

The object on which the report is created. This parameter specifies the
"Object code", which is displayed on the Log Panel of the Monitoring
interface object (see Information about an object).

Optional parameter. If this parameter is absent, a report is created for all
objects.

Filter by the Region. It is necessary to specify the indexing numbers of the
options to be used separated by commas in the Region drop-down list. For
example: (region<1,3>) (see Hardware failures reports).

Optional parameter. If this parameter is absent, a report is created for all
regions.

Filter by the District. It is necessary to specify the indexing numbers of the
options to be used separated by commas in the District drop-down list.
For example: (district<2,3,5>) (see Hardware failures reports).

Optional parameter. If this parameter is absent, a report is created for all
districts.
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Parameter

city<>

type<>

fromTime<>

toTime<>

sorting<>

comment<>
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Description

Filter by the City. It is necessary to specify the indexing numbers of the
options to be used separated by commas in the City drop-down list. For
example: (city<1>) (see Hardware failures reports).

Optional parameter. If this parameter is absent, a report is created for all
cities.

Filter by the Failure type. It is necessary to specify the indexing numbers of
the options to be used separated by commas in the Failure type drop-
down list. For example: (type<1,3,5>) (see Hardware failures reports).

Optional parameter. If this parameter is absent, a report is created for all
failure types.

Date and time of the report beginning in the DD-MM-YY HH:MM:SS format.

Required parameter.

Date and time of the report ending in the DD-MM-YY HH:MM:SS format.

Required parameter.

Sorting mode. 0 - by event, 1 - by time.

Optional parameter. If this parameter is absent, sorting by event is used.

Show comment. 0 - do not show, 1 - show.

Optional parameter. If this parameter is absent, comments are not shown.

Sample script that will automatically create a Hardware failures report every day at 20:00 and save it to the C:

\report.html file:

onTime (W,D,X,Y,"20","00","00")

{

DoReact ("VIDEOSRV_R","" ,"REPORT_FAILURES","computer<MONITORING>,file<c:
\report.html>,export<l>,fromTime<" + date + " 00:00:00>,toTime<" + date + " " + time
+ |l>|l);

}

16.10 Sample script for creating an alarms report

An Alarms report (see Alarms reports) can be automatically generated using a script that uses
the REPORT_ALARMS reaction of the VIDEOSRV_R object:
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DoReact ("VIDEOSRV_R",""  "REPORT_ALARMS",
"computer<>,file<>,export<>,object<>,region<>,district<>,city<>,type<>,fromTime<>,toT
ime<>,sorting<>,comment<>,filter<>");

Parameters description is given in the table below:

Parameter

computer<>

file<>

export<>

object<>

region<>

district<>

city<>

Description
Specifies the NetBIOS name of the computer on which the report is to be
created.

Required parameter.

The full path to the file where the report will be saved.

Required parameter.

Format of the export file. 0 - Excel, 1 - HTML, 2 - RTF, 3 - CSV.

Optional parameter. If this parameter is absent, the file is exported in Excel
format.

The object on which the report is created. This parameter specifies the
"Object code", which is displayed on the Log Panel of the Monitoring
interface object (see Information about an object).

Optional parameter. If this parameter is absent, a report is created for all
objects.

Filter by the Region. It is necessary to specify the indexing numbers of the
options to be used separated by commas in the Region drop-down list. For
example: (region<1,3>) (see Alarms reports).

Optional parameter. If this parameter is absent, a report is created for all
regions.

Filter by the District. It is necessary to specify the indexing numbers of the
options to be used separated by commas in the District drop-down list.
For example: (district<2,3,5>) (see Alarms reports).

Optional parameter. If this parameter is absent, a report is created for all
districts.

Filter by the City. It is necessary to specify the indexing numbers of the
options to be used separated by commas in the City drop-down list. For
example: (city<1>) (see Alarms reports).

Optional parameter. If this parameter is absent, a report is created for all
cities.
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Parameter

type<>

fromTime<>

toTime<>

sorting<>

comment<>

filter<>
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Description

Filter by the Alarm type. It is necessary to specify the indexing numbers of
the options to be used separated by commas in the Alarm drop-down list.
For example: (type<1,3,5>) (see Alarms reports).

Optional parameter. If this parameter is absent, a report is created for all
alarm types.

Date and time of the report beginning in the DD-MM-YY HH:MM:SS format.

Required parameter.

Date and time of the report ending in the DD-MM-YY HH:MM:SS format.

Required parameter.

Sorting mode. 0 - by event, 1 - by time.

Optional parameter. If this parameter is absent, sorting by event is used.

Show comment. 0 - do not show, 1 - show.

Optional parameter. If this parameter is absent, comments are not shown.

Text filter by messages of monitored alarms (see Configuring alarm
groups).

Optional parameter.

Sample script that will automatically create an Alarms report every day at 20:00 and save it to the C:\report.html

file:

onTime (W,D,X,Y,"20","00","00")

{

DoReact ("VIDEOSRV_R","" ,"REPORT_ALARMS","computer<MONITORING>,file<c:
\report.html>,export<l>,fromTime<" + date + " 00:00:00>,toTime<" + date + " " + time
+ |l>|l);

}
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