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1 Introduction

On the page:

+ Document
purpose

» Purpose of
Monitoring
PSIM

1.1 Document purpose

This document, Monitoring PSIM. Administrator's Guide, is a reference aid for system administrators, configuration
and installation specialists, and users with administrator rights on the Monitoring PSIM of technical condition
software (hereinafter referred to as Monitoring PSIM).

This guide describes the following:

Purpose of Monitoring PSIM.

Hardware and software requirements for Monitoring PSIM.
Installation procedure for Monitoring PSIM.

Configuration of Monitoring PSIM components.

i .

1.2 Purpose of Monitoring PSIM

Monitoring PSIM is designed to automate the activities of personnel at service companies involved in the operation
of Axxon PSIM-powered video surveillance systems. The purpose of Monitoring PSIM is to improve the quality of
operation for such video surveillance systems.

Introduction-7
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2 Monitoring PSIM general description

2.1 Features of Monitoring PSIM

Monitoring PSIM receives, records, and visualizes messages about the state of security system components, based
on the following key parameters:

1. Camera operability.

Network functioning.

Operability of video subsystem software.

Amount of recorded video.

Hard disk operability.

Operability of fire/security and access control systems.
7. UPSsignals.

ouhswN

In addition, Monitoring PSIM allows you to control the actions of Monitoring PSIM operators: recording is performed
of whether an alarm has been accepted, how much time passed before the alarm was accepted, etc. The built-in
system of statistical and analytical reports allows you to generate reports on the system operation: reports on
alarms, downtime, statistics on security system operation, and more.

© note

If there is no activation key, then Monitoring PSIM operates in the demo mode for two months from 8:00
amto 12:00 am.

2.2 Monitoring PSIM restrictions

In the Monitoring PSIM software package restrictions are imposed when creating systems of technical condition
Monitoring PSIM:

1. Maximal number of Agent Of Control objects that can be connected to a Server of Control is 2000.
2. Maximal number of Partition Of Control objects being child objects for an Agent of Control is 255.
3. Maximal number of cameras which a Partition Of Control can handle is 224.

4. Maximal number of cameras which a Agent Of Control can handle is 1120.

2.3 General information about Monitoring PSIM as a service

On the page:

« General information
« Features of Windows 10
0S

Monitoring PSIM general description- 8
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2.3.1 General information

Monitoring PSIM installed as a service (see Installing, restoring, removing of Monitoring PSIM software package) is
launched before user authorization in Windows OS and before launching Windows applications (including the
Explorer that is used to launch interfaces of both Windows OS and various applications installed on the server).

When you change the active account, the following Monitoring PSIM modules are restarted:

« On the Agent of Control—videosrv.exe.
« On the Server of Control—videosrv.exe and loadersstv.exe.
« On the Central Server of Control—CentralNetServer.exe.

If Monitoring PSIM is installed as a service, and the connection to the database is established using Windows
credentials, then to ensure the operation on any user account other than the one who installed Monitoring PSIM, the
user must have the appropriate rights to SQL server.

2.3.2 Features of Windows 10 OS

To ensure the correct operation in the service mode on a Windows 10 computer, you must disable fast startup,
which saves some system data when shutting down, as this can interfere with the service loading correctly.

1. Goto Control Panel - All Control Panel Items — Power Options.

In the left menu, select Choose what the power buttons do.

In the settings window that opens, click Change settings that are currently unavailable.
Clear the Turn on fast startup (recommended) checkbox.

Click the Save changes button.

akrwnN

Monitoring PSIM general description-9
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3 Hardware and software requirements

On the page:

« Operating
system
requirements

+ Hardware
requirements

3.1 Operating system requirements

Monitoring PSIM is provided as executable modules that that can be run on the operation systems supported by the
Axxon PSIM software (see Administrator's Guide: Operating system requirements).

The software is compatible with standard operating system settings. On Windows Vista and later, UAC must be
disabled. In Windows 8, 8.1 and 10 it is necessary to configure security policies in order to entirely disable UAC (see
Administrator's Guide: OS settings for correct operation of Remote Admin Workstation or Server).

For the Server of Control and the Central Server of Control to operate, there must be an available database server.
During installation of Axxon PSIM, MS SQL Server 2014 Express is installed to a "clean" (fresh) system.

The Server of Control and the Central Server of Control are compatible with the following servers:

o MS SQL Server 2008 R2,
« MS SQL Server 2012,
« MS SQL Server 2014,
« MS SQL Server 2019.

When installing Intellect software on a clean (fresh) PC, MS SQL Server 2019 Express is installed as well.

3.2 Hardware requirements

Monitoring PSIM can run on PCs that meet the following minimum hardware requirements:

« Intel Core i5 750 CPU,

« 2 GBRAM,

« 200 GBHDD,

« NIC,

« Graphics card with overlay support.

Hardware and software requirements- 10
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4 Installing, restoring, removing of Monitoring PSIM software
package

4.1 General description of Monitoring PSIM distribution kit

Monitoring PSIM is supplied as a software installation package (distribution kit). The current version of the
distribution kit can be downloaded from the official AxxonSoft website.

The distribution kit contains all the necessary software components for installing the Monitoring PSIM software
package on a base computer.

The distribution kit allows you to install, restore and remove the Monitoring PSIM software package.

Attention!

+ Prior to installing, restoring or removing the Monitoring PSIM software package, the Axxon PSIM
operation should be shut down.
« Administrator rights are required for installing, restoring or removing Monitoring PSIM.

4.2 Installation options

Monitoring PSIM can be installed in one of the following configurations:

Installation Purpose License features Additional Base Axxon
type components PSIM
installation
type
Agent of Is to be installed on the The program key, In addition to Agent of Server/RAW
control object for which psim.sec, should Control modules, the
receiving, recording,and  contain the Agent  VideoSrv
visualizing messages Of Control object. = communication
about the state of program is installed. It
security system interacts with similar
components is required. programs on the Server
of Control.

Installing, restoring, removing of Monitoring PSIM software package- 11
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Server of
control

Additional w
orkplace

Is to be installed on the
object from which the
Agents of Control are
monitored.

This is the Server of
Control version which is
installed without
additional components
and connects to the
existing database of the
main Server of Control
while interface objects
are created on the local
computer.
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The program key,
psim.sec, should
contain the Server
Of Control object.

In addition to Agent of
Control modules the
following components
are installed:

Axxon PSIM
distributed system
configuration is
not required for
the

additional workpla
ce operation.

The Additional
workplace object

is to be specified in

the psim.sec
license key that is
located on Server
of Control in order
to allow using the
Additional
workplace
software.

1. VideoSrv
communication
module. It
interacts with
similar
programs on the
Agent of Control.

2. Data loader for

Monitoring PSIM
to record
information
collected by
VideoSrv into
the database.

Installing, restoring, removing of Monitoring PSIM software package- 12
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In addition to Central
Server of

Control modules the
following components
are installed:

Allows to combine
several Servers of Control
into a single system.

Central
server of
control

The program key,
psim.sec, should
contain the
Central Server Of
Control object.

1. CentralNetServe
r communicatio
n module. It
interacts
with VideoSrv
modules on the
Server of
Control.

2. Dataloader
for Central
Server of Control
which records
the information
received
from CentralNet
Server into the
database.

Axxon PSIM -
distributed system

This is the Central Server
of Control version which

Additional w
orkplace of

CsC

is installed without
additional components
and connects to the

configuration is
not required for
the

additional workpla
ce operation.

The Additional
workplace of CSC
objectis to be
specified in the
psim.sec license
key that is located
on Central Server
of Control in order
to allow using the
Additional
workplace
software.

existing database of the
main Central Server of
Control while interface
objects are created on
the local computer.

4.3 Installing Agent of control software

The Monitoring PSIM is installed as an extension to the Axxon PSIM software. Information about the compatibility of
the Axxon PSIM software versions and Monitoring PSIM is presented in the General information about product
releases and versions compatibility section.

To install Monitoring PSIM in the Agent of control software configuration, do the following:

Installing, restoring, removing of Monitoring PSIM software package- 13
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1. Inthe root directory of the distribution package, run the setup.exe executable file.
2. To continue the installation process, click the Next button.

ﬁ%‘ Installation of Meonitoring P5IM v.2.0.0.53 o >

Welcome to the Monitoring PSIM v.2.0.0.53
Satup Wizard.

You are welcomed by the Monitaring PSIM v, 2.0.0.53 Setup
wizard, It enables to set installation parameters. Itis
recommended to quit all other applications before you
continue installation. Click Next to go on or Cancel to exit
the Setup wizard. Thank you for using software products by
AxxonSoft company.

3. Read carefully the terms of the license agreement. Then set the switch to the I accept the terms of the
License agreement position and click the Next button.

1 Installation of Monitoring PSIM v.2.0.0.53 - X
License Agreement. PSIM
Please read the License agreement carefully. Hu;;:mmﬁ

End-User License Agreement (EULA)

This End-User License Agreement (referred to as the "EULA") is a legally
hinding agreement between vou, the Licensee, an individual or entity, and the
AcconSoft which apply to the Software and includes terms of the access to
and use of the Software. By installing, copying, or otherwise using the
Software vou hereby agree, without limitation or alteration, to all the terms and
conditions contained herein. If vou do not agree to the terms and conditions
outlined in this EULA, you must not download, install, or use Software.

Definitions

{®) I accept the terms of the License agreement.
()1 do not accept the terme of the Licenze agreement.

Print Back Cancel
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4. Select the Agent of control installation type and click the Next button.
ﬁ Installation of Monitoring P5IM v.2.0.0.53 e =

Monitoring PSIM v.2.0.0.53 Installation Type. PSIM

HONITORING

Choose the type of installation required and dick Mext,

(@) Agent of control Provides video information
recording coming from cameras to
the local video archive, processing

(O Server of control of signals coming from any
equipment integrated with the PSIM
P, L ST R software and transmission of
o L "alarm” messages to the Controlling
Server.

() Central server of contral

() Additional workplace of CSC

5. If Axxon PSIM is installed as a service, and you want to start Monitoring PSIM as a service, then set the Install
Monitoring PSIM as a service checkbox and click the Next button (for more details, see General information
about Monitoring PSIM as a service).

ﬁ Installation of Monitoring PSIM w.2.0.0.53 — >
Installation Mode -
PSIM
Choose installation mode MONITORING

Choose advanced settings. Click Mext

[ install Menitoring PSIM v.2.0.0.53 as a service
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6. Click the Install button to start the installation process.
ﬁ Installation of Monitoring P5SIM v.2.0.0.53 —

Ready to Install IM
Setup wizard is now ready to begin installation of Maonitoring PSIM v, 2, kel
computer.

Setup wizard is ready to install Monitoring PSIM v, 2.0.0,53 on your PC. Click Install to
start. If you want to review or change any installation parameters, dick Back. Click
Cancel to exit the Setup wizard.

Back ] Install Cancel

As a result, the system starts copying the required files of Monitoring PSIM to the computer's hard disk.
ﬁ Installation of Monitoring P5IM v.2.0.0.53 — >

Installing Monitoring PSIM v.2.0.0.53 PSIM

HMONITORIMG

Please wait till Setup wizard installs Monitoring PSIM v, 2.0.0,53. Installation period
depends on the operating system configuration and software that is already
installed.

Status: IUpdating component registration
[
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7. After the system successfully copies the Monitoring PSIM components, the message about completing the
installation process is displayed. Next, click the Finish button.

ﬁ Installation of Monitoring P5IM v.2.0.0.53 — *
Installation Complete PSIM
Installation of Manitoring PSIM v, 2,0.0,53 is completed. iienieci

Installation of Monitoring PSIM v, 2.0.0.53 on your computer is completed. If you were
installing Monitoring PSIM v, 2.0.0.53 from CD, please, remove the instalation media.
Click Finish to exit.

Installing the Agent of control software is complete.

4.4 Installing Server of control software

The Monitoring PSIM is installed as an extension to the Axxon PSIM software. Information about the compatibility of
the Axxon PSIM software versions and Monitoring PSIM is presented in the General information about product
releases and versions compatibility section.

To install Monitoring PSIM in the Server of control software configuration, do the following:

1. Inthe root directory of the distribution package, run the setup.exe executable file.
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2. To continue the installation process, click the Next button.
ﬁ%‘ Installation of Meonitoring P5IM v.2.0.0.53 o >

Welcome to the Monitoring PSIM v.2.0.0.53
Satup Wizard.

You are welcomed by the Monitaring PSIM v, 2.0.0.53 Setup
wizard, It enables to set installation parameters. Itis
recommended to quit all other applications before you
continue installation. Click Next to go on or Cancel to exit
the Setup wizard. Thank you for using software products by
AxxonSoft company.

3. Read carefully the terms of the license agreement. Then set the switch to the I accept the terms of the
License agreement position and click the Next button.

1 Installation of Monitoring PSIM v.2.0.0.53 - X
License Agreement. PSIM
Please read the License agreement carefully. Hu;;:mmﬁ

A

End-User License Agreement (EULA)

This End-User License Agreement (referred to as the "EULA") is a legally
hinding agreement between vou, the Licensee, an individual or entity, and the
AcconSoft which apply to the Software and includes terms of the access to
and use of the Software. By installing, copying, or otherwise using the
Software vou hereby agree, without limitation or alteration, to all the terms and
conditions contained herein. If vou do not agree to the terms and conditions
outlined in this EULA, you must not download, install, or use Software.

Definitions

{®) I accept the terms of the License agreement.
()1 do not accept the terme of the Licenze agreement.

Print Back Cancel
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4. Select the Server of control installation type and click the Next button.
ﬁ Installation of Monitoring P5IM v.2.0.0.53 — >

Monitoring PSIM v.2.0.0.53 Installation Type. PSIM

HMONITORING

Choose the type of installation required and dick Mext,

() Agent of contral Provides reception and visualization
of "alarm® messages coming from
the Confroling Agent as well as

(®) Server of control allows to perform queries to video
archives of Controling Agents.

(") additional workplace

(") Central server of control

() Additional workplace of CSC

5. If Axxon PSIM is installed as a service, and you want to start Monitoring PSIM as a service, then set the Install
Monitoring PSIM as a service checkbox and click the Next button (for more details, see General information
about Monitoring PSIM PSIM as a Service).

ﬁ Installation of Monitoring P5IM v.2.0.0.53 — >
Installation Mode
PSIM
Choose installation mode MONITORING

Choose advanced settings. Click Mext

[ tnstall Menitoring PSIM v, 2.0.0.53 as a service
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6. Select the MS SQL database server and specify the connection parameters. For more details, see Installation
of Axxon PSIM™ as a Server/Remote Administrator's workplace. To continue the installation process, click
the Next button.

© nNote

In the Select database Server from the drop-down list field, you must specify the 127.0.0.1 value
of the IP address without using the computer names and local value. Otherwise, the Server of
control software loses connection with its local database when the network cable is disconnected.

‘ﬁ Installation of Monitoring P5IM v.2.0.0.53 — >
Select Database Server
PSIM
Select database Server and authentication method. MONITORING

Select database Server from the drop-down list.

| 127.0.0. 1\SQLEXPRESS2014 v

Choose user identification procedure based on the present user account or SQL Server
identity chedk.

() windows user account

(®) Uge the following user name and password:

User name Jsa

Pass'ﬂ'ﬂrd || FEFRRRERRRRRRRRED |

7. Inthe Database field, specify the name of the database or select it in the list of existing databases from the
right and click the << button. Click the Next button.

© note

By default, the name of the database is "MonitorSSTV", and its files are stored in the SQL Server
folder.
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ﬁ Installation of Monitoring P5IM v.2.0.0.53 — >

Salect or Set Name for Database.
PSIM

HMONITORING

Setup wizard wil create new database or connect to existing one. Set name for database or
select the existing one from the list,

Database Existing databases

[MonitorssTV <= gitectorpadc .
lprex

master

model

msdh

pos

psim

repartsystem

tempdb

titles

traffic_db W

8. Click the Install button to start the installation process.
ﬁ Installation of Monitoring PSIM v.2.0.0.53 =

Ready to Install IM
mﬂﬁlﬂﬁ

Setup wizard is now ready to begin installation of Monitoring PSIM v, 2.
computer.

Setup wizard is ready to install Monitoring PSIM v, 2.0.0.53 on your PC. Click Install to
start. If you want to review or change any installation parameters, dick Back. Click
Cancel to exit the Setup wizard.

Back Install Cancel
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As a result, the system starts copying the required files of Monitoring PSIM to the computer's hard disk.
ﬁ Installation of Meonitoring P5SIM v.2.0.0.53 — *

Installing Monitoring PSIM v.2.0.0.53 PSIM

HMOHITORING

Please wait till Setup wizard installs Monitoring PSIM v, 2.0.0.53. Installation period

depends on the operating system configuration and software that is already
installed.

Status: |Ipdating component reqistration
P —

9. After the system successfully copies the Monitoring PSIM components, the message about completing the
installation process is displayed. Next, click the Finish button.

ﬁ Installation of Monitoring P5SIM v.2.0.0.53 — *
Installation Complete PSIM
Installation of Manitoring PSIM v, 2,0.0,53 is completed. iienieci

Installation of Monitoring PSIM v, 2.0.0.53 on your computer is completed. If you were
installing Monitoring PSIM v, 2.0.0.53 from CD, please, remove the instalation media.
Click Finish to exit.

Installing the Server of control software is complete.
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4.5 Installing Additional workplace software

The Monitoring PSIM is installed as an extension to the Axxon PSIM software. Information about the compatibility of
the Axxon PSIM software versions and Monitoring PSIM is presented in the General information about product
releases and versions compatibility section.

To install Monitoring PSIM in the Additional workplace software configuration, do the following:

1. Inthe root directory of the distribution package, run the setup.exe executable file.
2. To continue the installation process, click the Next button.

f%] Installation of Meonitoring P5IM v.2.0.0.53 o >

Welcome to the Monitoring PSIM v.2.0.0.53

~IN

|l 1Y Setup Wizard.
_J MONITORING

You are welcomed by the Monitaring PSIM v, 2.0.0.53 Setup
wizard, It enables to set installation parameters. Itis
recommended to quit all other applications before you
continue installation. Click Next to go on or Cancel to exit
the Setup wizard. Thank you for using software products by
AxxonSoft company.
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3. Read carefully the terms of the license agreement. Then set the switch to the I accept the terms of the
License agreement position and click the Next button.

# Installation of Monitoring PSIM v.2.0.0.53 - X
License Agreement. P - | M
Please read the License agreement carefully, Hnﬁnﬂmﬁ

]

End-User License Agreement (EULA)

This End-User License Agreement (referred to as the "EULA") is a legally
binding agreement between vou, the Licensee, an individual or entity, and the
AsmonSoft which apply to the Software and includes terms of the access to
and use of the Software. By installing, copying, or otherwise using the
Software vou hereby agree_ without limitation or alteration_ to all the terms and
conditions contained herein_ If vou do not agree to the terms and conditions
outlined i this EULA you must not download, install, or use Software.

Definitions

{®) I accept the terms of the License agreement.

{1 do not accept the terms of the License agreement.

Print Back Cancel

4, Select the Additional workplace installation type and click the Next button.
ﬁ Installation of Monitoring P5IM v.2.0.0.53 — >

Monitoring PSIM v.2.0.0.53 Installation Type. PSIM

MONITORING

Choose the type of installation required and dick Mext,

() Agent of contral Provides visualization of "alarm”
messages coming from Controlling
Agents as well as allows to perform
queries to video archives of
Controlling Agents. An access to

ackbonat vkl the Controlling Server DB is
® e required for operation.

(") Server of control

() Central server of control

i) additional workplace of CSC

5. Select the MS SQL database server and specify the connection parameters. For more details, see Installation
of Axxon PSIM as a Server/Remote Administrator's workstation. To continue the installation process, click
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the Next button.
ﬁ Installation of Monitoring P5IM v.2.0.0.53 < =
Select Database Server
PSIM
Select database Server and authentication method. MORITORING

Select database Server from the drop-down list.

192.168. 56. 1\SOQLEXPRESS 2014 W

Choose user identification procedure based on the present user account or SQL Server
identity check.

O Windows user account

(®) Uze the following uzer name and password:

User name Isa

Passwnrd || BERBRRRERRRRRREEED |

6. Inthe Database field, specify the name of the database or select it in the list of existing databases from the
right and click the << button. Click the Next button.

o Note

By default, the name of the database is "MonitorSSTV", and its files are stored in the SQL Server
folder.
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ped

PSIM

HMONITORING

Setup wizard will connect to existing database. Select name for database from the list.

Database

[MonitorSsTV <<
Main database

||:|sim 5

Existing databases

master
model
monitorssty
msdh

pos

psim
repartsystem
tempdb
titles
traffic_db
is

weh2

Cancel

7. Specify the export catalog path. This catalog will contain video data received from Agent of Control. Click the

Next button.

ﬁ Installation of Menitoring PSIM v.2.0.0.53

Choose Export Folder.

Choose where to set Monitoring PSIM v.2.0.0.53 export catalog.

Monitoring PSIM v, 2.0.0.53 export catalog will be set to the following folder.

Export catalog path

-

PSIM

HONITORING

[\iServer\Export),

Back

I Browse. .. |

Cancel

8. Specify the IP address and port to connect to the Server of Control videosrv communication module. Click

the Next button.
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o Note

We highly recommend changing the default values for the Export catalog path and IP address
parameters on steps 7-8. Otherwise, after the installation is completed, you must configure
Additional workplace (see Configuring Additional workplace and Additional workplace of CSC).

ﬁ Installation of Menitoring PSIM v.2.0.0.53 =2 x

Setting up connection to communication module. PSIM

Please input ip address and port. MONITORING

Connection to communication module would be set according to the following values.

Videosrv settings

IP address

192, 168.56.

Port
|7755
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9. Click the Install button to start the installation process.
ﬁ Installation of Monitoring P5IM v.2.0.0.53 2

Ready to Install IM
Setup wizard is now ready to begin installation of Manitoring PSIM v, 2, e
computer.

Setup wizard is ready to install Monitoring PSIM v, 2.0.0,53 on your PC. Click Install to
start. If you want to review or change any installation parameters, dick Back. Click
Cancel to exit the Setup wizard.

Back ] Install Cancel

As a result, the system starts copying the required files of Monitoring PSIM to the computer's hard disk.
ﬁ Installation of Monitoring P5IM v.2.0.0.53 — >

Installing Monitoring PSIM v.2.0.0.53 PSIM

HMONITORIMG

Please wait till Setup wizard installs Monitoring PSIM v, 2.0.0,53. Installation period
depends on the operating system configuration and software that is already
installed.

Status: IUpdating component registration
[
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10. After the system successfully copies the Monitoring PSIM components, the message about completing the
installation process is displayed. Next, click the Finish button.

ﬁ Installation of Monitoring P5SIM v.2.0.0.53 = *
Installation Complete PSIM
Installation of Manitoring PSIM v, 2.0.0,53 is completed. ilismbi i

Installation of Monitoring PSIM v, 2.0.0.53 on your computer is completed. If you were
installing Monitoring PSIM v, 2.0.0.53 from CD, please, remove the instalation media.
Click Finish to exit.

Installing the Additional workplace software is complete.

4.6 Installing Central server of control software

The Monitoring PSIM is installed as an extension to the Axxon PSIM software. Information about the compatibility of
the Axxon PSIM software versions and Monitoring PSIM is presented in the General information about product
releases and versions compatibility section.

To install Monitoring PSIM in the Central server of control software configuration, do the following:

1. Inthe root directory of the distribution package, run the setup.exe executable file.
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2. To continue the installation process, click the Next button.
ﬁ%‘ Installation of Meonitoring P5IM v.2.0.0.53 o >

Welcome to the Monitoring PSIM v.2.0.0.53
Satup Wizard.

You are welcomed by the Monitaring PSIM v, 2.0.0.53 Setup
wizard, It enables to set installation parameters. Itis
recommended to quit all other applications before you
continue installation. Click Next to go on or Cancel to exit
the Setup wizard. Thank you for using software products by
AxxonSoft company.

3. Read carefully the terms of the license agreement. Then set the switch to the I accept the terms of the
License agreement position and click the Next button.

1 Installation of Monitoring PSIM v.2.0.0.53 - X
License Agreement. PSIM
Please read the License agreement carefully. Hu;;:mmﬁ

A

End-User License Agreement (EULA)

This End-User License Agreement (referred to as the "EULA") is a legally
hinding agreement between vou, the Licensee, an individual or entity, and the
AcconSoft which apply to the Software and includes terms of the access to
and use of the Software. By installing, copying, or otherwise using the
Software vou hereby agree, without limitation or alteration, to all the terms and
conditions contained herein. If vou do not agree to the terms and conditions
outlined in this EULA, you must not download, install, or use Software.

Definitions

{®) I accept the terms of the License agreement.
()1 do not accept the terme of the Licenze agreement.

Print Back Cancel
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4. Select the Central server of control installation type and click the Next button.
ﬁ Installation of Monitoring P5IM v.2.0.0.53 — >

Monitoring PSIM v.2.0.0.532 Installation Type. PSIM

HMONITORING

Choose the type of installation required and dick Mext,

{_) Agent of contral Provides reception and visualization
of "alarm® messages coming from
the Controling Servers as well as

(O Server of control allows to perform queries to video
archives of Controlling Agents.

() additional workplace

(®) Central server of control

i) additional workplace of CSC

5. If Axxon PSIM is installed as a service, and you want to start Monitoring PSIM as a service, then set the Install
Monitoring PSIM as a service checkbox and click the Next button (for more details, see General information
about Monitoring PSIM as a service).

ﬁ Installation of Monitoering PSIM w.2.0.0.53 = >
Installation Mode -
PSIM
Choose installation mode MONITORING

Choose advanced settings. Click Mext

[ ]install Monitoring PSIM v.2.0.0.53 a5 3 service
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6. Select the MS SQL database server and specify the connection parameters. For more details, see Installation
of Axxon PSIM™ software as a Server/Remote administrator workplace. To continue the installation process,
click the Next button.

© nNote

In the Select database Server from the drop-down list field, you must specify the 127.0.0.1 value
of the IP address without using the computer names and local value. Otherwise, the Central server
of control software loses connection with its local database when the network cable is
disconnected.

‘ﬁ Installation of Monitoring P5IM v.2.0.0.53 — >
Select database Server and authentication method. MONITORING

Select database Server from the drop-down list.

| 127.0.0. 1\SQLEXPRESS2014 v

Choose user identification procedure based on the present user account or SQL Server
identity chedk.

() windows user account

(®) Uge the following user name and password:

User name Jsa

Pass'ﬂ'ﬂrd || FEFRRRERRRRRRRRED |

7. Inthe Database field, specify the name of the database or select it in the list of existing databases from the
right and click the << button. Click the Next button.

© note

By default, the name of the database is "ServerSSTV" and its files are stored in the SQL Server
folder.
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ﬁ Installation of Monitoring P5SIM v.2.0.0.53 — >

Salect or Set Name for Database.
PSIM

HMONITORING

Setup wizard wil create new database or connect to existing one. Set name for database or
select the existing one from the list.

Database Existing databases

|serverssTV <= §EtE'-‘t0rpadc 7
t

lprex

master

model

msdh

pos

psim

reportsystem

tempdb

titles

traffic_db v

8. Click the Install button to start the installation process.
ﬁ Installation of Monitoring PSIM v.2.0.0.53 —

Ready to Install SG|M
Setup wizard is now ready to begin installation of Monitoring PSIM v. 2, J:wémm
computer.

Setup wizard is ready to install Monitoring PSIM v, 2.0.0.53 on your PC. Click Install to
start. If you want to review or change any installation parameters, dick Back. Click
Cancel to exit the Setup wizard.

Back Install Cancel
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As a result, the system starts copying the required files of Monitoring PSIM to the computer's hard disk.
ﬁ Installation of Meonitoring P5IM v.2.0.0.53 — *

Installing Monitoring PSIM v.2.0.0.53 PSIM

HMOHITORING

Please wait till Setup wizard installs Monitoring PSIM v, 2.0.0.53. Installation period
depends on the operating system configuration and software that is already
installed.

Status: Installing database Monitoring PSIM
P —

9. After the system successfully copies the Monitoring PSIM components, the message about completing the
installation process is displayed. Next, click the Finish button.

ﬁ Installation of Monitoring P5SIM v.2.0.0.53 — *

Installation Complete PSIM

Installation of Manitoring PSIM v, 2,0.0,53 is completed. iienieci

Installation of Monitoring PSIM v, 2.0.0.53 on your computer is completed. If you were
installing Monitoring PSIM v, 2.0.0.53 from CD, please, remove the instalation media.
Click Finish to exit.

Installing the Central server of control software is complete.
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4.7 Installing Additional workplace of CSC software

The Monitoring PSIM software is installed as a part of the Axxon PSIM software. Information about compatibility of
the Axxon PSIM software versions and Monitoring PSIM is presented in the General information about product
releases and versions compatibility section.

To install Monitoring PSIM in the Additional workplace of CSC software configuration, do the following:

1. Inthe root directory of the distribution package, run the setup.exe executable file.
2. To continue the installation process, click the Next button.

f%] Installation of Meonitoring P5IM v.2.0.0.53 o >

Welcome to the Monitoring PSIM v.2.0.0.53

~IN

|l 1Y Setup Wizard.
_J MONITORING

You are welcomed by the Monitaring PSIM v, 2.0.0.53 Setup
wizard, It enables to set installation parameters. Itis
recommended to quit all other applications before you
continue installation. Click Next to go on or Cancel to exit
the Setup wizard. Thank you for using software products by
AxxonSoft company.

Installing, restoring, removing of Monitoring PSIM software package- 35


https://docs.axxonsoft.com/confluence/spaces/ASdoc/pages/248420302/General+information+about+product+releases+and+versions+compatibility

Monitoring PSIM 2.0 (english) - Administrator's Guide

3. Read carefully the terms of the license agreement. Then set the switch to the I accept the terms of the
License agreement position and click the Next button.

# Installation of Monitoring PSIM v.2.0.0.53 - X
License Agreement. P - | M
Please read the License agreement carefully, Hnﬁnﬂmﬁ

]

End-User License Agreement (EULA)

This End-User License Agreement (referred to as the "EULA") is a legally
binding agreement between vou, the Licensee, an individual or entity, and the
AsmonSoft which apply to the Software and includes terms of the access to
and use of the Software. By installing, copying, or otherwise using the
Software vou hereby agree_ without limitation or alteration_ to all the terms and
conditions contained herein_ If vou do not agree to the terms and conditions
outlined i this EULA you must not download, install, or use Software.

Definitions

{®) I accept the terms of the License agreement.

{1 do not accept the terms of the License agreement.

Print Back Cancel

4, Select the Additional workplace of CSC installation type and click the Next button.
ﬁ Installation of Monitoring P5SIM v.2.0.0.53 — >

Monitoring PSIM v.2.0.0.53 Installation Type. PSIM

HOHITORING
Choose the type of installation required and dick Mext.
() Agent of control Provides visualization of “alarm®

messages coming from the
Controlling Servers as well as allows

(O Server of contral to perform queries to video
archives of Controlling Agents. An
() Additional workplace access to the Central Controlling

Server DE is required for operation.

i) Central server of control

(®) additional workplace of C5C

5. Select the MS SQL database server and specify the connection parameters. For more details, see Installation
of Axxon PSIM™ software as a Server/Remote administrator workplace. To continue the installation process,
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click the Next button.

ﬁ Installation of Monitoring P5IM v.2.0.0.53 < =
Select Database Server
PSIM
Select database Server and authentication method. MORITORING

Select database Server from the drop-down list.

192.168. 56. 1\SOQLEXPRESS 2014 W

Choose user identification procedure based on the present user account or SQL Server
identity check.

O Windows user account

(®) Uze the following uzer name and password:

User name Isa

Passwnrd || BERBRRRERRRRRREEED |

6. Inthe Database field, specify the name of the database or select it in the list of existing databases from the
right and click the << button. Click the Next button.

o Note

By default, the name of the database is "ServerSSTV" and its files are stored in the SQL Server
folder.
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pd

PSIM

HMONITORING

Setup wizard will connect to existing database. Select name for database from the list.

Database

|serverssTv << |

Main database

ipsim o

Existing databases

detectorpack
dt

lprex

master

model

msdh

pos

psim
reportsystem
serverssty
tempdb

titles

Cancel

7. Specify the export catalog path. This catalog will contain video data received from Agent of Control. Click

the Next button.

ﬁ Installation of Monitoring PSIM v.2.0.0.53

Choose Export Folder.

Choose where to set Monitoring PSIM v.2.0.0.53 export catalog.

-

PSIM

HONITORING

Monitoring PSIM v, 2.0.0.53 export catalog will be set to the following folder.

Export catalog path

[\\Server\Exporty

I Browse. .. |

Back

Cancel

8. Specify the IP address and port to connect to the CentralNetServer Central Server of Control communication

module. Click the Next button.
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o Note

We highly recommend changing the default values for the Export catalog path and IP
address parameters on steps 7-8. Otherwise, after the installation is completed, you must
configure Additional Workplace of CSC (see Configuring Additional workplace and Additional
workplace of CSC).

ﬁ Installation of Menitoring PSIM v.2.0.0.53 =2 x

Setting up connection to communication module. PSIM

Please input ip address and port. MONITORING

Connection to communication module would be set according to the following values.

Videosrv settings

IP address

192, 168.56.

Port
|7755
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9. Click the Install button to start the installation process.
ﬁ Installation of Monitoring P5IM v.2.0.0.53 2

Ready to Install IM
Setup wizard is now ready to begin installation of Manitoring PSIM v, 2, e
computer.

Setup wizard is ready to install Monitoring PSIM v, 2.0.0,53 on your PC. Click Install to
start. If you want to review or change any installation parameters, dick Back. Click
Cancel to exit the Setup wizard.

Back ] Install Cancel

As a result, the system starts copying the required files of Monitoring PSIM to the computer's hard disk.
ﬁ Installation of Monitoring P5IM v.2.0.0.53 — >

Installing Monitoring PSIM v.2.0.0.53 PSIM

HMONITORIMG

Please wait till Setup wizard installs Monitoring PSIM v, 2.0.0,53. Installation period
depends on the operating system configuration and software that is already
installed.

Status: IUpdating component registration
[
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10. After the system successfully copies the Monitoring PSIM components, the message about completing the
installation process is displayed. Next, click the Finish button.

ﬁ Installation of Meonitoring P5IM v.2.0.0.53 = *
Installation Complete PSIM
Installation of Manitoring PSIM v, 2.0.0,53 is completed. ilismbi i

Installation of Monitoring PSIM v, 2.0.0.53 on your computer is completed. If you were
installing Monitoring PSIM v, 2.0.0.53 from CD, please, remove the instalation media.

Click Finish to exit.

Installing the Additional workplace of CSC software is complete.

4.8 Repairing Monitoring PSIM
The repair mode is required to reinstall all components of Monitoring PSIM.

To repair Monitoring PSIM, do the following:

1. Run the setup.exe executable file in the root distribution directory.
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2. Select the Repair operation type and click the Next button to start the process of repairing.

#2 Installation of Monitoring PSIM v.2.0.0.53 -
Select Action PSIM
HMONITORING
Choose operation to execute with Monitoring PSIM v, 2.0.0.53 and dick Mext.
(®) Repair
() Remove
Save Monitoring PSIM database

As a result, the system launches a checkup of the installed components and starts copying the required files
of Monitoring PSIM to the computer's hard disk.

ﬂ Installation of Monitoring P5SIM v.2.0.0.53

Repairing Monitoring PSIM v.2.0.0.

pd

PSIM

HMONITORING

53

Status:

Please wait while the Setup Wizard repairs Monitoring PSIM v, 2.0.0.53.

Cancel
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3. After the system successfully copies the Monitoring PSIM components, the message about completing the
repair process is displayed. Next, click the Finish button.

ﬂ Installation of Monitoring P5IM v.2.0.0.53 =

Repair Complete PSIM

HMONITORING

Monitoring PSIM v, 2.0.0. 53 software was successfully repaired on your PC and is ready
for use, Click Finish to exit.

Repairing Monitoring PSIM is complete.

4.9 Removing Monitoring PSIM

To remove Monitoring PSIM, do the following:

1. Run the setup.exe executable file in the root distribution directory.
2. Select the Remove operation type and click the Next button to start the process of removal.

o Note

If you want to save the Monitoring PSIM database, leave the Save Monitoring PSIM database
checkbox set.
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ﬁ Installation of Monitoring P5IM v.2.0.0.53 =

Select Action PSIM

HMONITORING

Choose operation to execute with Monitoring PSIM v, 2.0.0.53 and dick Mext.

() Repair

(®) Remove

Save Monitoring PSIM database

As a result, the system starts removing the installed components of Monitoring PSIM from the computer's
hard disk.

ﬂ Installation of Monitoring P5SIM v.2.0.0.53 =

Removing Monitoring PSIM v.2.0.0.53 PSIM

HMONITORING

Please wait while the Setup Wizard removes Monitoring PSIM v, 2.0.0.53.

Status: Validating install

Cancel

3. After the system successfully removes the Monitoring PSIM components, the message about completing the
removal process is displayed. Next, click the Finish button.
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ﬁ Installation of Monitoring P5IM v.2.0.0.53 =

Removal Complete PSIM

HMONITORING

Monitoring PSIM v, 2.0.0.53 is successfully removed from your PC. If you want to repair
Maonitoring PSIM v.2.0.0.53, you can install it again from the installation media. Click Finish
to exit.

Removing Monitoring PSIM is complete.
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5 Configuring Agent of Control

To configure Agent of Control, go to the System settings window. Use of this window is described in Axxon PSIM
Software Package: Administrator's Guide.

5.1 Creating necessary Agent Of Control objects

Attention!

Every time Agent Of Control is started, it checks for a Backup folder at the root of the disk on which Axxon
PSIM is installed. If this folder is missing, Agent Of Control creates it. It is forbidden to delete this folder.

o Note

Agent Of Control, like Server Of Control, can operate in a distributed configuration, at the same time Agents
Of Control, Servers Of Control and Central Servers Of Control can see where each of them is installed and can
be configured.

To create necessary Agent of Control objects, do the following:

1. Inthe System settings dialog window, go to the Hardware tab.
2. Create an IIDK Interface object based on the Computer object. Set the identifier of the IIDK Interface
object (1).

Architecture Hardware Interfaces Programming

_ I 1 |IDK. Interface 150

Cormputer [ Dizable
LOCALHOST

|:| nl |_',' ||:| I .5|

3. Create an Agent Of Control object based on the Computer object. On the settings panel of this object, in the
IIDK interface field (2), enter the identifier of the previously created IIDK Interface object.

Architecture Hardware Interfaces Users Programming

= =
x
-

1IDK Interface 150 [150] Computes

er ording by 135
LOCALHOST -

NO PARTITION OF CONTROL

4. The Automatic pause of recording by cameras checkbox (3) is set by default, so that the scripts from the
code are executed automatically. The SleepAfterDisarm and SleepAfterRecStop parameters of
the HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry key are used
for fine-tuning these scripts (for details, see the registry keys reference guide Vertical solutions). When the
checkbox is clear, you can use the scripts described here to pause recording by cameras.
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5. Create one or more Partition Of Control child objects based on the Agent Of Control object.

Architecture Hardware Interf

=N
|~ Agent Of Contrel 1[1]

Partition Of Control 2 [2]
Partition Of Control 1[1]
£ |IDK Interface 150 [150]

© nNote

The Partition Of Control object name cannot contain the following characters: underscore "_",
backslash "\", angle brackets ">" and "<", single quote """.

It is also necessary to create Video capture device, Camera, and Sensor objects in the hardware tree that
correspond to the connected hardware. Creation and configuration of these objects is described in Axxon PSIM
Software Package: Installing and configuring security system components guide.

Creation of the necessary objects in the hardware tree is now complete.

5.2 Configuring the logging subsystem

The logging subsystem allows configuring the detail level at which the activity of Agent of Control is recorded.

To configure the logging subsystem:
1. Go to the configuration panel for an Agent Of Control object.

Architecture Hardware Interfaces Programming

ording by a3
ILOCALHOST = :
|

¢ Camera 2 [2]

Undo

2. Click the Logging subsystem... button (1).
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3. Inthe dialog box that opens, specify the following parameters:

a. Auxiliary characters: to log transport-level auxiliary characters, select this check box.
b. Alarm events: to log alarms (activation of vibration sensor, temperature sensor, or forcible entry
sensor), select this check box.
c. System status: to log events related to the system state, select this check box.
d. Core messages: to log messages from Axxon PSIM, select this check box. Information is saved in the
folder to which the software was installed, in the file video.log.
e. Archiving period (h): allows archiving the log file at the specified interval (in hours). Archives are
saved in the DATA subfolder, with the following name format: namelog_yymmddhhmmss.gz, where
i. namelog is the name of the log file being archived;
ii. yyistheyear of archive creation;
iii. mm is the month of archive creation;
iv. dd isthe day of archive creation;
v. hhisthe hour of archive creation;
vi. mm is the minute of archive creation;
vii. ssisthe second of archive creation.
f. File size (MB): sets the threshold size (in megabytes) for the log file after which the file is archived.
This setting overrides the value in the Archiving period (h) field.
g. Keep archives for (months): sets the length of time for which to store the log file archive, in months
(between 1 and 24). Archives that are older than the specified number of months are deleted.

The main log file is located in the installation folder, in the file vsrvYYMMDD.log, where YY is the year, MM the month,
and DD the day.

Configuration of the logging subsystem is now complete.
5.3 Configuring the Partition Of Control object

5.3.1 Configuring the Partition Of Control unique ID

To configure the unique ID number for a Partition Of Control object:
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1. Go to the settin

(N B =i 0 Coriol 1 D E 1
TCP port [UPS) ([t
t Of Cantral 1 =

s panel of the Partition Of Control object.

Mumber K.eep archive for [days]

Cameraz ...

Total cameras; 0

Senzor D Sensor type

Regiztration

Mo connection

Senzorz O

Undo

2. Inthe D field (1), enter a unique number for the object on which Agent Of Control is being installed. The
number can be from 1 to 9 characters long.

© nNote

The ID cannot contain the following characters: space
quote """,

,underscore "_", backslash "\" and single

3. Tosave settings, click the Apply button (2).

Configuration of a unique Partition Of Control ID number is now complete.

5.3.2 Configuring a port for incoming UPS messages

To configure a port for accepting messages from an uninterrupted power supply unit, do the following:
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1. Go to the settin

1 | | Partition Of Control 1 ID '

TCF part [IUPS] Manitaring ..

 OF Control 1 -
Mumber -h '

s panel of the Partition Of Control object.

Total cameras; 0
zor [0

Regiztration

Edit ... Mo connection

Undo

2. Inthe TCP port (UPS) field (1), enter the number of the port on which to "listen" for UPS messages.
3. Tosave the settings, click the Apply button (2).

Configuration of a port for accepting messages from a UPS is now complete.

5.3.3 Configuring communication between Agent Of Control and Server Of Control

© nNote

Before you configure the interaction between the Agent Of Control and the Server Of Control, it is
recommended to make sure that the name and identifier of the Partition Of Control object being
configured are specified correctly, since upon the successful connection to the Server Of Control, if an
object with this identifier is absent, the Partition Of Control object with the name and identifier of the
object being configured will be automatically created on it. If the interaction between the Agent Of Control
and the Server Of Control is configured successfully, the Registration completed message will be
displayed in the Registration area (1). This means that the Agent Of Control can transmit alarms and data
on the technical state of this Partition Of Control to the Server Of Control.

If the Partition Of Control object could not be created on the Server Of Control, the reason will be
indicated in the Registration area, for example:
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+ The base software is not loaded;

+ Change the object name (an object with the same name already exists on the Server Of Control);

+ An object on the Server Of Control will also not be created if the user does not have rights to
administer the Server Of Control object (see Administrator's Guide: Rights administration).

To configure the communication between the Agent Of Control and the Server Of Control, do the following:

1. Go to the settings panel of the Partition Of Control object.

1 | | Partition Of Contral 1 D 2
TCP port [UPS) ([t
t OF Cantral 1 =

Cameraz ...

Mumber K.eep archive for [days]

Total cameras; 0

Senzor D Sensor type

Regiztration

Mo connection

Sengars: 0

Undo
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2. Click the Transmitting button (2). A dialog box opens with settings for configuring the communication
method between the Agent Of Control and the Server Of Control.
Connection to Control

Connection

COM port furmber
COM port 2peed

COM port formmat

e

TCP port m

|F add

|40 buffer [bytes]

Fing frequency [z]

3. Inthe Connection to Control Server drop-down list, select the Client mode as the methods for connecting
the Agent Of Control to the Server Of Control (1).

o Note

The Server mode is not used.

4. From the Connection drop-down list, select the value for the transport level. Possible values are TCP/IP or
RS232 (2).

5. If the RS232 connection type is selected, then specify the COM port number, COM port speed, and COM
port format parameters (3).

6. Ifthe TCP/IP connection type is selected, then indicate the parameters for connection to the Server Of
Control in this dialog box:

a. IfanIP address is used for connection, make sure that the Use DNS instead of IP checkbox is not set
(5) and indicate the IP address and TCP port of the Server Of Control (4).
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b. If adomain name is used for connection, set the Use DNS instead of IP checkbox (5) and indicate the
DNS name and TCP port of the Server Of Control.
TCRAR

TCP part ﬁ - ----- _

OMS name zerver local

iﬁ Ilze DMS instead of P

© nNote

The use of domain name for connection allows you to avoid the Agent Of Control resetting in
case of Server Of Control IP address change.

. When still frames or video is sent to the Server Of Control, the data is transferred in packets. The packet size

is specified by the 1/0 buffer (bytes) parameter (6). For maximum data transfer speed, it is recommended to
use the value 4096. For poor connections, such as if a GSM modem is used, it is recommended to use the
value 800.

If Client mode is selected, in the Ping frequency (s) field (7), enter the time interval at which the Agent Of
Control will send messages about its technical state to the Server Of Control. Minimum possible value is 10
sec. This value does not affect short-term alarms. Messages about short-term alarms are transmitted from
the Agent Of Control to the Server Of Control immediately after corresponding sensors triggering. Some long-
term alarms can also be an exception: for more information, see Appendix 1. Data update periods summary.
Click the OK button (8) to save the connection settings and return to the settings panel of the Partition Of
Control object.

Click the Apply button to save the changes.

Configuration of communication between the Agent Of Control and the Server Of Control is now complete.

5.3.4 Configuring captions

To use and configure captions, for each camera on which you want to use captions, you must create a Captioner

object.

Attention!

If multiple captioners have been created for a single camera, the Agent Of Control uses the captioner with
the lowest ID number.

To configure the font and display area used for captions, do the following:
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1. Inthe hardware tree, click the relevant Captioner object. On the right side of the System settings dialog

box, the settin

Architecture

Hardware Interfaces
==
= " Agent Of Control 1[1]

Video capture d

P
o
m
o
o

oion g

size (1).
Font

Font:

Users

Font style:

s panel of the Captioner object is displayed.

Programming

| Erc—

o

Camera 1 %

_ Color | Fullstiing | Match case

B T T T T

Undo

If you click the button to the right of Font, a dialog box appears in which you can configure the font face and

aurier New

]Hegular

— Sample

Script:

LaPbYvyvaz

i‘."ﬂ'estem
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3. To configure the color of captions, double-click the area to the right of Color. A dialog box for configuring

color appears (2).
x|

' Hue:[160°  Red:[255

Sat:lﬂ— Green:|2_55_

C'efine Customn Caolars =3 | ColoriSolid |, .. I24||] Blue: |255

QK Cancel Add to Custom Colors
I | |

Configuration of the Captioner object is now complete.

Basic colors:

EEEEET
HEEN 1]
HEENTT

Custom colors:

5.3.5 Configuring the camera list

The list of cameras specified on the settings panel of the Partition Of Control object determines the cameras
whose archive and video can be accessed through the Monitoring PSIM interface objects (see Monitoring PSIM
Software Package: Operator's Guide). In addition, this list determines the cameras whose state and archives are
monitored by Agent of Control.

Depending on whether the list of cameras is specified or not, the following situations are possible:

1. If you specify cameras in the list, Agent of Control works in normal mode, that is, monitors the state of
cameras and their archives. Server of Control receives the information about the number of cameras, disks,
disk volume, and so on.

2. If you don't specify cameras in the list, Agent of Control checks the presence of the Backup archive object in
the system and gets the information about disks from this object. In this case, Server of Control receives the
information only about the disks marked in the Backup archive object. Access to the archive from
the Search in archive interface object isn't performed.

3. Ifyou don't specify cameras in the Agent of Control settings and the Backup archive object is absent in the
configuration, the information about disks is taken from the Computer object, considering the disks
specified for the main archive storage. Access to the archive from the Search in archive interface object isn't
performed.

In the second and third cases, the monitoring of the system state (availability of connection, restarts, and so on)
and disks (their number and free space) is performed. The state of cameras and their archives isn't available for
monitoring.

o Note

For information on how to create and configure the Backup archive object, see Axxon PSIM Software
Package: Administrator's Guide.
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To configure the list of used cameras, do the following:

1. Go to the settin

| EEEETE |° E—
TCP port (UPS) EE
Agent Of Cantrol 1 i

)

s panel of the Partition Of Control object.

Mumber k.eep archive for [d:

Total cameras:
Sengor D

Reqistration

Add .

Mo connection

Delete

Undo
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2. Click the Cameras... button (1). The Add/Edit cameras window opens.
Add/Edit cameras .EJ

L:lmber Camera i ﬂ;_rqud__@_a_rqera | Keep archive for [days) | Cannection date
| 2 Camera £ Camera 1 B0 [gapz 0] 272023

Keep archive for [days] _2 ] Set for selected cameras listed on the right
Gapz in the arck 3] _ 3
Camera connection date m4

ﬁ Apply changes and close

buttons (1).

3. Move the required cameras from the left list to the right list by using the| R4 Iand

4. Select camerasin the list on theright.

5. Inthe Keep archive for (days) field (2), specify the storage time of the video archive in days in the range
from 0 to 999. If the value of the parameter is 0, the size of the archive isn't monitored.

6. Inthe Gaps in the archive (days) field (3), specify the number of days on which the video archive isn't
recorded, since non-working days are taken into account in the working schedule.

7. Inthe Camera connection date field (4), specify the camera connection date to the system.

Click the Set for selected cameras listed on the right button (5).

9. Click the Apply changes and close button (6). The selected cameras are added to the list on the settings
panel of the Partition Of Control object.
10. Click the Apply button on the settings panel of the Partition Of Control object.

© nNote

The IDs of cameras and captioners must be integers.

®

o Note

Cameras are automatically removed from the list if you remove the Camera object and its parent Video
capture device object from the Axxon PSIM hardware list.

All camera settings are saved, and the information about camera disconnection is transferred to Server of
Control if:

Configuring Agent of Control- 57



Monitoring PSIM 2.0 (english) - Administrator's Guide

« the Camera object or its Video capture device parent object is set to the Disabled mode;

+ inthe distributed configuration, the Camera object is moved to the Video capture device object
located on another computer;

+ inthe distributed configuration, the Video capture device object, to which the camera belongs, is
moved to another computer.

Configuring the camera list is complete.

5.3.6 Configuring sensors

The system supports use of four fixed sensors (vibration sensor, lock sensor, temperature sensor, and additional
sensor) as well as 12 expansion sensors.

o Note.

Before configuring a list of sensors for a protected site, you must create and configure the necessary
Sensor objects in Axxon PSIM first. Creation and configuration of these objects is described in the
document Axxon PSIM Software Package: Installing and configuring security system components guide.

Attention!

Sensor IDs must be whole numbers.

o Note

If video data (i.e. clips or snapshots) are attached to the alarms, it is necessary to create a script for
stopping recording on camera (see Sample script for stopping camera recording).

To configure the list of sensors in use:
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1. Go to the confi

T | T 0 E
TCP port (UPS) 8568
Agent Of Contral 1 -

Mumber F archive for [daps]

- N

Tatal cameras: [

uration panel for the Partition Of Control object.

: ar |0 Sensar type

: % R egistration
Add ..
Mo connection

.-E'J:I |:I|',' un da
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Click the Add button (1). A dialog box for adding a sensor appears.

Nane P UBROSENSOR
3 T
qnmenk bo camera 4

ﬂ Tranzmit snapshots ﬂ Captioning 1 1

. Tranzmit video Show for [z]
Post-alarm time [z]

Pre-alarm tirme [2]

Mumber of frames

[bers

In the Type drop-down list, select the type of sensor from the sixteen types described previously (1).

In the Name field (2), enter the text that will be sent to Server of Control together with the alarm message.
This text will be overlaid on the video during the captioning process.

In the ID drop-down list, select a Sensor object that has been previously created in the Axxon PSIM device
tree (3).

In the Assignment to camera drop-down list, select a video camera from which the video frames or video
clips should be requested (4).

. To enable sending video frames to Server of Control when a sensor is activated, select the Transmit

snapshots check box (5).

. Ifyou want for a video fragment to be sent to Server of Control when a sensor is triggered, select the

Transmit video check box (6).
In the Post-alarm time (s) field, enter the time delay between when a sensor is triggered and the time of
access to the video archives, in seconds (7). The default value is 20 seconds. This parameter is necessary for
guaranteed recording on camera.
In the Pre-alarm time (s) field, specify the amount of time for which you want to pre-record before sensor
triggering, in seconds (8). This allows obtaining video frames depicting not only the very moment at which
an alarm occurs, but a short time before.
If the Transmit snapshots check box was selected:
a. Inthe Number of frames drop-down list, select the quantity of video frames to be transferred when a
sensor is triggered (9).
b. Inthe Interval (s) field, enter the length of time, in seconds, between video frames if more than one
frame is to be sent (10). Thus when an alarm occurs, it is possible to send to Server of Control an
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entire sequence of frames that represent different points in time, which increases the chance of
viewing the most valuable frames.

A\ Attention!

For snapshots transmitting more, as well as for video clips transmitting, it is necessary to
create a script for stopping video recording on camera (see Sample script for stopping
camera recording).

When specifying the Pre-alarm time (s), Number of frames, and Interval (s) settings, keep
an eye on the configuration of the camera from which video frames are to be sent, and
particularly on the Pre-alarm record... (s) setting. Pre-alarm record... (s) time on camera
have to be greater or equal to Pre-alarm time (s) value in sensor settings.

e

Yideo capture devic [l Dizable

Yiden capture device 1 W

[ Erightr

max

Recording audio

Mum...  Mizcrophone

Rezalution

i
2

ity =1

Caontrast
Recording frame ra

Undo

12. If the Transmit video check box (1) was selected:
a. IntheLength (s) field (2), specify the length of the video fragment to send.
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[ Tran: [ Captioning

[ Tranzmit video Showy far [z] m
Fost-alarm time [£] I

Pre-alarm tirme (=]

Length [g]

Rate [Kh

Export ta avi

A\ Attention!

If the Not used value is selected in the Export to avi parameter (3), then the Length (s)
parameter will be unavailable. In this case, the length will be determined by the size of the
video fragment file in the video archive. To limit the length of the video fragment to be sent,
use a script to stop recording on the camera (a sample script is found in the Sample script
for stopping camera recording).

b. Inthe Rate (Kbyte/s) field, enter the transmission rate for the video fragment (3).
c. The Export to avi parameter (4) allows you to select the format and codec of the requested video
clip:
« Not used - the video clip will be exported as an archive with a set of directories and files from
the VIDEO folder.
« Initial format - the video clip will be exported to an AVI-file without transcoding,
« Xvid - the video clip will be exported to an AVI-file with the Xvid codec,
« DivX - the video clip will be exported to an AVI-file with the DivX codec,
+ X264 - the video clip will be exported to an AVI-file with the x264 codec.
13. Ifitis necessary to overlay captions on video when a sensor is triggered, select the Captioning check box
(11). In the Assignment to camera field, specify the camera on whose video you want to overlay captions
(4).
14. Inthe Show for (s) drop-down list, select the amount of time for which you want captions to be displayed on
video, in seconds (12).
15. Click OK (13).

Configuration of the list of used sensors is now complete.

5.3.7 Configuring alarm groups

Configuration for associating events with certain alarm groups

By default, for the Access Control and Detection Tools alarm groups, no data is sent from Agent Of Control. These
alarm groups, as well as Hardware and Fire/Security System, can be used for designating their respective alarm

types.
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To classify events of an object as belonging to a particular alarm group, create an object (if it does not exist already)
in the device tree. For example, if you want for the signal from the Motion detection tool to be displayed in
Monitoring PSIM in the Detection Tools alarm group, create a Detector zone object and configure it (select the

motion type, specify the detection area and sensitivity, etc.; for more details, see Axxon PSIM Software Package:
Administrator's Guide).

Architecture Hardware
=-H
" Agent Of Control 1[1]
Partition Of Control 1 [1]
Partition Of Control 2 [2]
= |IDE Interface 150 [150]

deo capture device 1 [1]

(= Camera 1[1]
= A Detection zones
B Detection zone 1 [1]
0 Captioner 1 [1]
O Captioner 2 [2]
]

[:apti oner 3 [::]

To associate the events with particular alarm groups, do the following:
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1. Go to the confi

R 8 =i O Coriel I E
TCP port [UPS] 8368 1
Agert O Control 1 =

Murnber eep archive for (daps)

uration panel for the Partition Of Control object.

Total cameras: 1

nsor 1D i
= i - — Registration
Vibration senzor [frames, caphions)

Add ...
Mo connection

Delete

Undo

2. Click the Monitoring... button. The Add/Edit events for Monitoring window opens.

Add/Edit events for Menitoring x|

Type (id] Mumber | Name | Event [id] Group of alaims Cont | Wideo data ] Message Detail
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3. Toadd an event, click the Add... button. The event configuration window opens.

Ewent Heu:u:uru:lu:un u:Iis shopped [HE_T]

[araup of alarms Hardware

Confirmatian Mo

o data Configuration [1] -ﬁ

N Ge shiat from external device

I ©

4. Inthe form that appears, from the Type drop-down list (1), select the type of device. This list contains the
types of all objects created on the Hardware tab of the System settings window that have recorded events.
Example: In the case of the Motion detection tool, select the Detector zone type.

5. From the Number drop-down list (2), select an ID number for the object of the selected type from which you
want to get events. If you want to get events from all devices of this type, leave this field blank.

6. From the Event drop-down list (3), select the event type. The available event types depend on the selected
object type. System type of the event in brackets is used in scripts and programs (see Axxon PSIM Software
Package: Guide for creating scripts (programming)).

For example, for the Motion detection tool triggering event, select Alarm in the zone (MD_START).

7. From the Group of alarms drop-down list (4), select an alarm group and indicate in which alarm group you
want for Monitoring PSIM to display alarms for this event.

8. ltis possible to get confirmation of alarm acceptance from the Server of Control. To do this, from the
Confirmation drop-down list (5), select the type of confirmation:

a. No — no confirmation is sent.

b. Simple — Agent of Control sends confirmation when an alarm is confirmed by the operator.

a. Complex — when accepting an alarm the operator must confirm it in the confirm box and after that
the confirmation is sent.

© nNote

+ The Agent of Control sends the Confirmed: Monitoring PSIM event message to Axxon PSIM
core when there is the confirmation of alarm acceptance on the Server of Control. Scripts
that use this event can be created in Axxon PSIM — see Sample scripts for processing alarm
confirmations.

«+ Confirmation sending can be disabled on the side of the Server of Control — see Sending
confirmations of alarm acceptance.

9. Ifitis necessary to attach video data to alarms, click the Video data button (6). As a result, the Select
configurations for video data transmitted window will open.
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o Note

Configuration of the transmitted video data is described in Setting configurations for transferred
video data.

a. Move the required configurations using the button (1) from the left list to the right. Remove a
configuration from the right list to the left one by using the button (2).

Select configurations for video data transmitted _E_I |

[ Murber | Video data [ Murnber | Video data
1 frames, captionz, Camera 1

Apply changes and close

A\ Attention!

Multiple configurations cannot be used for the same camera.

b. Click the Apply changes and close button (3). The selected configurations will be listed in the non-
editable Video data field.

10. To add the possibility of attaching a snapshot not associated with the camera to an event, set the Get
snapshot from external device checkbox (7). This way you can transmit, for example, a JPG snapshot
received from an X-ray apparatus.

A\ Attention!

To enable the Get snapshot from external device setting, the imageBase64<> substring with an
image encoded in it must be present in the monitored event.
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Example of an image received from an external device.
A JPEG-Viewer - X

139841 Byte T8 550016_0_280323_1828

In the Message field (8), enter the text message, that will appear in the Device column of the Reaction to
alarm dialog form (see Monitoring PSIM Software Package: Operator's Guide).
If the object identifier is not specified, the following variables can be used in the Message field to detail the
message:

a. <id>— identifier of the object from which the event came.

b. <name> — the object name.

Attention!

<id>and <name> are to be in lower case.
After substitution of variables values the message must not be longer than 120 characters. If
the resulting message is longer, extra characters will be dropped.

© Example.
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When the Disarmed event appears at the Camera 1, the Camera 1 disarmed message is
sent.

Type Camera

Mumnber

Event Dizarmed [D15ARM)
Group of alarms Deteu:tiu:uns
Confirmaticrn Mo

Yideo data | Configuration [1]

[B Get zhapzhat from external device

| Camera <id» dizarmed

[ Capture detailed data

Cancel

12. To search for additional information in messages from a device of this type (for the substring "param0<>"),
set the Capture detailed data checkbox (9).
13. Click the OK button to save the changes (10).

This means that when integrating a new device into Axxon PSIM, if a developer wants to be able to send more
detailed information to Monitoring PSIM, when generating an event from the device, the developer should add
detail in the param0<> parameter. For example, if there is a Motherboard Control module that has the Alarm event,
the following values could be included in param0<>: "processor cooler", "BIOS battery", etc. If you enter
Motherboard in the Message field and select Capture detailed data, the following text may appear in the Device
column of the Reaction to alarm dialog form: Motherboard (CPU cooler).

Similarly, it is possible to monitor messages from other objects created in the Axxon PSIM device tree, on the
Hardware tab.

Configuration for associating events with certain alarm groups is now complete.

Setting configurations for transferred video data

If you set the transmission of user alarms to Server of control (see Configuration for associating events with certain
alarm groups), you can attach videos to alarms. In Monitoring PSIM, you can create configurations of the data
transmission so that you can later assign them to any events when configuring the group of alarms.

To set configurations for the transferred video data, do the following:
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1. Go to the settings panel of the Partition Of Control object.

R 8 =i O Coriel I E
TCP port (UPS] 5868

Agert O Control 1 =

= il

Murnber eep archive for (daps)

Total cameras: 1

qzor D : 5
R egistration

Vibration sersor frames,u:aptiu:uns]

Add ..

Mo connection

Delete

Undo

2. Click the Video data... button (1). The Adding/Removing configurations for transferred video data
window is opened.
Adding/ iing ions for video data x|

Mumber | Camera Video data | Post-alam time [s) | Pre-alaimtime s] | Number of frames | Intervals) | Length (s] | Speed (Kbyteds) | Export ta avi Captions | Show for [s)
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3. To add the new configuration for the transferred video data, click the Add... button. The configuration
settings window is opened.

grment ko camera | Camera 1 [1] -

[ Transmit snapshiots Captioning [Tl Nl -
W Transmit vide Shav far [z] m

Post-alarm time [z]

Pre-alarm tirme
Mumber of frames
[rters

W Get cumrert frame

Caricel

4. From the Assignment to camera drop-down list, select the Camera object that is used for getting the video
data.

5. Configure the data transmission parameters. The data transmission parameters are the same as those for
the video data transmitted along with sensor alarms (see Configuring sensors, steps 7-15).

6. Setthe Get current frame checkbox to attach the current video frame to the alarm without reaching the
video archive. If the video subsystem is overloaded, the received video frame can differ with an alarm
according to time. That is why we recommend using it for systems with a small load.

© nNote

There are two other ways to attach videos to alarms that imply receiving video frames and video
clips from the archive. However, it can take a considerable time since the video archive isn't
created at the moment when an alarm occurs.

» Without writing scripts: set the Automatic pause of recording by cameras checkbox (for
more details, see Creating necessary Agent Of Control objects).

» Create a script to stop recording by a camera (see Sample script for stopping camera
recording). You must clear the Automatic pause of recording by cameras checkbox. You
can use this way if the automatic pause of recording by cameras doesn't suit a specific
situation or the more complex processing mechanism is required.

7. Click the OK button. The created configuration is added to the list.
8. Click the Apply button.

Setting configurations for the transferred video data is complete.
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Changing the description of short alarms and long alarm Object disarmed

To change the description of a long alarm Object disarmed in the Monitoring and Monitoring reports interface
objects, it is necessary to specify the required description for the CustomisedLongAlarmName parameter of

the HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry key on the Server of
Control and Central Server of Control side (for details, see the registry keys reference guide Vertical solutions, for
more information about working with the registry, see Working with Windows OS registry).

To change the description of short alarms that occur with the OBJ_ARM and OBJ_DISARM events, do the following:
1. Run the ddi.exe utility on the Agent of Control side.

© nNote

For detailed information about working with this utility, see the section Axxon PSIM Software
Package: The ddi.exe utility for editing database templates and external settings files).

2. Open the monitoring.ddi file, which is located in the <Axxon PSIM installation directory>\Languages\en.
3. Select the VIDEOSRV_C object (1).
4. Gotothe Eventstab (2).

@ DDI & DBl Editor - [C:\Program Files (x86)\Axxon P5IM\Languages\en‘monitoring.ddi] = [m} >
File

Dol DBl Names 2Events Reactions lcons States Transfer rules

VIDEQSRV C | [ Disable

VIDEOSRY C DVC - Processing Supr Disat ,,,

VIDEOSRV E Name Description i 2o E;ﬁidio g Windows log

VIDEOSRV_M

VIDEQSRV_R

VIDEQSRV_S e ——— smrre

VIDEOSRV_S_DVC 4 [The object is armed

VIDEQSRV_C_ATM " 3 I . D D . D ]

VIDEQOSRV_C_DVC_ATM
VIDEOSRV_5_ATM

VIDEOSRV_S_DVC_ATM

FORWARD
WIDEQSRV_X

Parameters for event "The object is amed™:

Parameter Mame Type Element Value

Total objects: 13

5. Inthe Description column, specify the necessary text for the OBJ_ARM and OBJ_DISARM events (3).
6. Save the changes to the file and restart the Monitoring PSIM.
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7. Inthe same way, select the VIDEOSRV_S_DVC object (1) on the Server of Control side.
@ DDI & DBI Editor - [C:\Program Files (x86)\Axxon PSIM\Languages\en\monitoring.ddi] = [m} *

File

DDl DBl Names 2Everts Reactions lcons  States  Transfermles

VIDEQSRV_C Disable 2
Windows log

VIDEOSRV_C_DVC Mame Description Processing messages . netw Dlsa_ble
VIDEOSRV_E Pt a 9 audio e g logging
VIDEQSRV_M =
VIDEQSRV_R »
VIDEQSRV S

VIDEOSRV_5_DVC e
VIDEQSRV_C_ATM
VIDEOSRV_C_DVC_ATM
VIDEQOSRV_S_ATM

VIDEQOSRV_S_DVC_ATM
FORWARD *
VIDEQSRV_X

Parameters for event "Object ammed™:

i Parameter Mame Type | Element Value
® | | -

Total objects: 13

8. Go tothe Events tab (2).
9. In the Description column, specify the necessary text for the OBJECT_ARM and OBJECT_DISARM events

(3).
10. Save the changes to the file and restart the Monitoring PSIM.

Changing the description of short alarms and long alarm Object disarmed is complete.

Configuring alarms for monitoring the object state on the Agent of Control side

On this page:

+ Generalinformation
about the alarms for
monitoring of the object
state on the Agent of
Control side

+ Configuring the alarms
for monitoring the
object state on the
Agent of Control side

+ Operating procedure

General information about the alarms for monitoring of the object state on the Agent of Control side

To monitor the object state on the Agent of Control side, create an AccessByCardEnable=1 string parameter of
the HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry key (for details, see
the registry keys reference guide Vertical solutions, for more information about working with the registry,

see Working with Windows OS registry).
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By default, the following alarms will become available in the Detection Tools alarm group:

Alarm group Alarm type (default alarm description) Alarm length

E
v
e
n
t
n
a
m
e

Detection Tools - Object disarmed Longalarm

O Attention! The service staff works! Short alarm

-~ W

zZo> 5Ol

O  Armed object Short alarm

-« W

==X >

These alarms are designed for the special mode of Monitoring PSIM operation with ACFA PSIM (see Configuring the

special mode of Monitoring operation with ACFA PSIM). However, these alarms can be used to monitor the state of
the relay, for example, to generate a short and long alarm when the relay switches from the Relay on to the Relay
off state, and another short alarm when the relay switches from the Relay off to the Relay on state.

Configuring the alarms for monitoring the object state on the Agent of Control side

You can change the description of alarms for the OBJ_ARM and OBJ_DISARM events, and the long alarm Object
disarmed (for details, see Changing the description of short alarms and long alarm Object disarmed).

To receive the short alarms Attention! The service staff works! it is necessary to set up an alarm group as shown
below.
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Type Agent OF Contral

Hurnber

Event Attertion! The service staff warks! [0B)_DISARM]

Group of alarme  [IEE=E
Confirmation Simple
Yideo data Mo
W Get shapshat from extemnal device

<obl_dizarmed:

[ Capture detailed data

Cancel

To receive the short alarms The object is armed, it is necessary to set up an alarm group as shown below.

Type &agent OF Contral

Murmnber

Event Te object iz armed [0BJ_ARM)
Group of alarms  |[MEEE T

Confirmation Simple

Wideo data Ma

W Gt snapshot from extemnal device

B Capture detailed data

© nNote

It is necessary to enter the <obj_disarmed> and <obj_armed> messages in the lower case.

To monitor the object state on the Agent of Control side, do the following:
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1. Inthe System Settings dialog box, go to the Programming tab (1).

e Hardware Interfaces

Computer Mame
A DESKTOP-LM.. LOCALHOST

function SetPersons (srcDepartment, destTable, destTableSize, mag) »
vaI users = CreateMag();

Jusers.StringToMag (GetObjectsIds ("PERSON") ) ;
<

Editor - Debugger

Object tppe 1] Obiject name

Undo

2. Create the Script object (2) on the basis of the Scripts object in the objects tree.

3. Ifyou are configuring the special mode of Monitoring PSIM operation with ACFA PSIM, it is necessary to copy
the contents of a sample script from the page Sample scripts for determining the current state of the zones
of the Apollo object on the Agent of Control side.

4. Ifyou are configuring the monitoring of the relay state, it is necessary to copy the contents of a sample
script from the page Sample scripts for determining the current state of the relay on the Agent of Control
side.

5. Click the Apply button (3).

Operating procedure

At startup, and then every 15 minutes, Agent of Control sends a GET_OBJECT_STATE event to the Axxon PSIM core.
This event is processed in a script, which then generates an OBJECT_STATE_INFO event with the object status in
the state field and the additional information in the card field. When the state of the relay changes, this script
generates the OBJ_ARM or OBJ_DISARM event a long alarm Object disarmed.

Configuring alarms for monitoring the object state on the Agent of Control side is complete.

5.4 Connecting to uninterrupted power supplies

If your computer has a Smart-UPS uninterrupted power supply unit made by APS, messages from the UPS can be
sent to Server of Control.

Configuration of a UPS is performed in the following order:

1. Install the StateUPS utility.
2. Configure the PowerChute plus utility.

5.4.1 Configuring StateUPS

StateUPS utility (exe-file and ini-file) is installed with Agent of Control and placed to the <Axxon PSIM software
installation>/Vhost/UPS/.
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o Note

Files from the <Axxon PSIM software installation>/Vhost/UPS/Ext directory will look for the settings INI-file
in the same directory as the StateUPS utility.

Configure the file StateUPS.ini in this directory:

1. Address - address of the machine on which Agent of Control is running. The default value of this parameter is
127.0.0.1. If you install StateUPS on the same computer on which Agent of Control is installed, it is not
necessary to change this parameter.

2. Port-TCP port to which StateUPS sends messages from the UPS. The value of this parameter must match
the corresponding setting of Agent of Control, TCP port (UPS) (see the section Configuring a port for
incoming UPS messages).

If the StateUPS utility is to be used on another computer, do the following:

1. Create HKLM\SOFTWARE\BitSoft\VHOST\VHostService section in the registry for 32-bit 0S
(HKLM\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService for 64-bit) on this computer.

2. Inthis section, create the FolderLog parameter. In the FolderLog parameter specify the path where the UPS
folder will be created containing INI-file. For example, if the folder is C:\EVUPS, then FolderLog = C:
\EVUPS\.

3. Inthe specified folder, for example, C:\EVUPS, create the UPS sub-folder and copy the StateUPS.ini into it.

5.4.2 Installing the software from the UPS vendor

After the StateUPS is configured, install the software from the UPS vendor. Before starting installation, make sure
that the interface cable is connected to the UPS.

1. Tostart the installation process, start the executable file pc521.exe in the installation folder
UPS\PowerChutePlus. A window opens to inform of the start of installation.

www. apcc.com

PoweRLH

FPowerChute Pluz Setup iz preparing the InstallShield
Wfizard which will quide you through the rest of the zetup
= process, Please wait,

= 'y L
il (Ve g
-4

Copyright © 2000
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2. Onthe following wizard page, select the option Continue with the installation now and click the Next

PowerChute plus 5.2.1 Setup
Windows NT 2000 (Intel)

Welcome to PowerChute plus Setup ! x|

| Release notes and detailed instructions for thiz inztallation map be
m read now by selecting from the following options:

wWww. apce.com

= Review the Installation Guide now,
' Review the Belease Notes now.
% Continue with the installation now!

< Back I Mext > I Cancel
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3. On the following wizard page, click the Yes button to accept the license agreement.

PowerChute plus 5.2.1 Setup
Windoews NT:2000 (Intel)

Software nse Agreement ! 1!

- Please read the following software license agreement. Llze the scrall bar to view the
1est of thiz agreement,

American Power Conversion Corporation - Software Licerise Agreement i!

Thiz software license agreement [the “agreement'] iz a legal agreement bebween
American Power Conversion Corporation as the "licensor” (hereafter referred to az APC)
and you [hereatter refered to az the "custamer"’] for the APC software accompanying this
agreement.

By clicking "ves" ar by downloading. instaling, loading, copying, or atherwise uzing the
software, you represent that ane of the following is true;

**fou have been authorized to accept theze termz on behall of the custamer [the entity
on whoze behalf pou reprezent that you are authonzed to act].

**'ou intend to be perzonally bound to the terms of thiz agreement as the custamer. L‘

Do pou accept all the terms of the preceding license agreement? | so,
click on the Yes push button, I pou select Mo, Setup will close.

< Back Ve
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4. On the following wizard page, select the Typical installation type and indicate the path at which you want to
install the software.

PowerChute plus 5.2.1 Setup
Windows NT/2000 (Intel)

Installation Type

Im- Flease select an installation type and destination directony:

WWW. BpCcCc,com

optionz. A ecommended for most users.

= Custom “r'ou may choose the options you want to install
Recommended for advanced users.

i~ Destination Directory

C:\Program Files\Pwrchute Brovese, . |
< Back IWI Cancel |

* Typical Program will be installed with the most common
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5. Copying begins of the necessary files.
*"-:_T.- Setup

PowerChuite plus 5.2. 1 Setup
Windows NT/2000 (Intel)

Copying helpfiles...
chdugd.htm

6. When copying is complete, a dialog box appears with a request to automatically determine the COM port on
which the UPS is located. Click the Yes button.
el

l\?.) Wiould wou like to automatically search all 2OM ports For an APC UPS?

ez ] |

7. The search process begins.

% Checking for LUFS on CORM1

Configuring Agent of Control- 80



Monitoring PSIM 2.0 (english) - Administrator's Guide

8. When the search is complete, the program will show what type of UPS it found and on which COM port. Click

the Next button.
+=5Setup

PowerChute plus 5.2.1 Setup
Windows NT/2000 (Intel)

Setup UPS Parameters ]

- Select UPS Type and COM Port

ArC

www.apce.com UPS Type  |SMART-UPS 700

I N Y

< Back | Mewt > I Carncel
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9. On the next wizard page, clear the Enable PowerChuteplus remote Monitoring PSIM check box and click
the Next button.

PowerChute plus Remote Monitoring x|

| [nzable remote monitoring only if thiz computer 1z on a dial-up
m hietwark, it hot conhected o a network, or does hot reed to
monitar ather LPSs ar have its LIPS monitored remotely.

WWWwW.apcc.com

[ Enable PowerChute plus remate moritating

< Back I Hest » I Cancel |

10. The two following wizard pages complete the installation process.

Setup UPS Monitoring Module 13 x|

' APC'z PowerChute plus haz been successfully inztalled.
However, before the application can function an thiz

WL BB EE, COM gerver, the UPS monitonng service must be started.

Fleaze click Mest to start the UPS monitorng service.

MOTE: Clicking Cancel will exit Setup and remove any
changes made dunng the installation procedure.

| MHest > I Cancel
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Dialog box to confirm installation completion.

PowerChute plus Installation cormpl _EI
[ i APC's PowerChute plus is now running.
Click, Ok ko finish Setup,

Installation of the StateUPS utility is now complete.

5.4.3 Configuring the PowerChute plus utility
© nNote.

The PowerChute utility configuring process is given in this document as an example. Alternative software
can have different settings.
Alternative software must allow binding certain reactions with UPS events.

To set up the PowerChute plus utility:

1. Start the PowerChute plus configuration program, by selecting Start -> Programs -> PowerChute plus ->
PowerChute plus.

_ioix]

System  Logging  Configuration  Diagnostics  Help

m SMART-UPS 700 26.07.200513:04
Monitaring: ............ . EDVVARDA Liility Voltage CutputVoltage  Battery Capacity
Status: oo, on Line 280 280 100
UPS Self Test ... Unknown 260 260 —— a0

240 —— 40— fill |
LIPS Qutput: ... 2093 VAC
Line Minimurm ........ 2041 VAC 220 420 40
Line Maxirmutm: ........ 2145 VAT ! I
LIPS Temp: ., 1121 °F 200 200 20
Output Freg: ... 90,0 Hz

180 180 0

2106 VAC 2093 VA 100,0 %

Last Two Events:
26.07.200512:14:27 = PowerChute PLUS Wersion 5.2.1 started ™
26.07.200512:14:35 Communication established

2. Select the menu item Configuration -> Event Actions... A dialog box appears, in the left part of which there
is a list of events for which different reactions can be assigned (right part of the window). It is recommended
to clear the checkbox Notify Users for all events unless there is a need for it; otherwise, messages are sent to
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the entire domain on which the computer is located.

Event Actions i x|

Events —Actions for Selected Event

¥ Log Event

PowerChute plus Stopped

UPS On Battery [~ Motify Administrators  Uplions..
Utility Power Restored ——
Low Battery Condition [~ Notify Users Options...
UPS Battery Is Discharged p——
Return From Low Battery [T Bun Command File Options...
Communication Established ——
Lost Communication ¥ith UPS I~ Send E-Mail Options...
Comm Lost While On Battery —
Administrative Shutdown i [~ Page Users Options...
System Shutdown Starting

system Shutdown Complete " | Shut Down Senver Options...
Shutdown Cancelled _—
UPS Qutput Overload g

Overload Condition Solved Reset To Default Actions...

UPS Enabling SmartBoost |

Ok Cancel |

A more detailed list of events is given in the table.

ID Code Event Name Description

1000 PowerChute Started PowerChute service started
1001 PowerChute Stopped PowerChute service stopped
1002 Communication Established Communication restored
1003 Utility Power Restored Electricity restored

1004 UPS Self-Test Passed Self-Test passed

1005 Administrative Shutdown Administrative shutdown
1006 Shutdown Cancelled Shutdown cancelled

1007 Returned From Low Battery Battey charged

1009 UPS Battery Replaced Battery replaced
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1013 Overload Condition Solved Overload is back to normal
1014 Runtime Calibration Started Runtime Calibration Started
1015 Runtime Calibration Finished Runtime Calibration Finished
1016 System Shutdown Starting System is shutting down
1102 UPS Internal Temperature In Bounds Internal temperature is in bounds
2000 UPS On Battery Electricity turned off

2001 System Shutdown Complete System performed shutdown
2002 UPS Enabling SmartBoost Low-voltage mode

2003 Low Battery Condition Battery is running low

2004 Runtime Calibration Aborted Runtime Calibration Aborted
2007 UPS Enabling SmartTrim High-voltage mode

3000 Lost Communication With UPS Communication lost

3001 UPS Output Overload Overload

3002 UPS Self-Test Failed Self-Test failed

3003 UPS Battery Is Discharged Battery discharged

3004 Comm Lost While On Battery Comm Lost While On Battery
3016 Battery Needs Replacing Must replace battery

3107 Maximum Internal Temperature Exceeded High internal temperature

PowerChute plus can be configured so that any of the events listed previously can be sent to the Server of Control.

Events marked in green are highly recommended for sending to Server of Control.

The <Axxon PSIM installation>\Vhost\UPS\Ext\ folder also includes three executables that have been created for

specific events:

« PowerOff.exe (electricity is off)
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This minimal set can be used with different series of Back-UPS that do not support calling third-party subprograms
with the command line.

5.4.4 Example of configuration of event distribution

Let us consider the following situation: electricity has turned off and the UPS began to work in battery mode (ID
Code =2000), and after a time electrical supply was restored (ID Code = 1003).

In this case to configure events notifying do the following:

1.

In the list of events, select the event UPS On Battery and, for this event, select the Run Command File

check box.

Event Actions N ﬂ

Events

PowerChute plus Stopped
Utility Power Restored

Low Battery Condition

UPS Battery |Is Discharged
Return From Low Battery
Communication Established
Lost Communication With UPS
Comm Lost While On Battery
Administrative Shutdown
System Shutdown Starting
System Shutdown Complete
Shutdown Cancelled

UPS Qutput Overload
Owverload Condition Solved

)

PowerChute plus Started -

UPS Enabling SmartBoost |

—Actions for Selected Event

¥ Log Event

[~ Motify Administrators Cptions...
[ Motify Users Options...
 Bun Command File Options...
[ Send E-Mail 'Z'Iﬂli
[~ Page Users Options...
¥ Shut Down Server Options...

Heset To Detault Actions...

Cancel |

2. To the right of Run Command File, click the Options... button.
In the dialog box that opens, indicate the full path to the StateUPS utility that you want to be started when

3.

the event occurs.
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Run Command File x|

UPS On Battery

Command File

|"C:'-,E'1.FUP5'||,5tatEUF"S.Exe" 2000
Wait |l] Seconds Before Executing
Test | OK Cancel |

This path should be surrounded by double quotation marks (one at the beginning of the path and one at the
end). Leave a space and then indicate the ID code; for the UPS On Battery event, the ID code is 2000.
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4. Similar actions for the Utility Power Restored event are shown in the following figures.

Event Actions _ x|

Events ~Actions for Selected Event
PowerChute plus Started et I v Log Event
PowerChute plus Stopped

_UPS On Batte I~ Motify Administrators Uplions..
Utility Power Hestored —_—
Low Battery Condition [ Notify Users Options...
UPS Battery Is Discharged —
Return From Low Battery # Bun Command File Options...
Communication Established ———
Lost Communication With UPS ™ Send E-Mail Options...
Comm Lost While On Battery —_—
Administrative Shutdown o [~ Page Users Options...
System Shutdown Starting

System Shutdown Complete " | Shut Down Senver Options...

Shutdown Cancelled

UPS Qutput Overload

Overload Condition Solved

UPS Enabling SmartBoost d|

0K Cancel |
x

‘ Utility Power Hestored

Reset To Default Actions...

Command File

|"C:'||,E‘I.FU PS\State UPS.exe™ 1003
YWait Iﬂ Seconds Before Executing
Test | OK Cancel |

You should also remember that after utility power is restored, the UPS does not always generate the Utility Power
Restored event; sometimes, it generates the UPS Enabling SmartBoost or UPS Enabling SmartTrim events. In
order to not miss the moment at which utility power is restored, it is advisable to also handle the UPS Enabling
SmartBoost and UPS Enabling SmartTrim events.

Each time the StateUPS utility is called, a log file is created in the <Axxon PSIM installation>\Vhost\UPS folder with a
name of the following format:

upslog_<state><date><time>.log.
5.5 Working with Agent of control without Windows administration rights

To allow the user not added to the Administrators group in the Windows operating system to work correctly with
Agent of Control, make sure the following conditions are fulfilled:
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1. The user must have full access to the Agent of Control registry section
HKEY_LOCAL_MACHINE\Software\BitSoft for 32-bit system
(HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft for 64-bit).

2. The user must have full rights for the folder <DISK>:\Backup, where <DISK> is the logical disc where Axxon
PSIM software is installed.
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6 Configuring Server of Control

To configure Server of Control, go to the System settings window. Use of this window is described in Axxon PSIM
Software Package: Administrator's Guide.

6.1 Creating necessary Server Of Control objects

© note

Agent Of Control, like Server Of Control, can operate in a distributed configuration, while Agents Of
Control, Servers Of Control and Central Servers Of Control can see where each of them is installed and can
be configured.

To create necessary Server Of Control objects, do the following:

1. Goto Hardware tab in the System settings dialog box.
2. Create an lIDK interface object on the basis of the Computer object. Set the IIDK Interface object identifier
(1).

Architecture Hardware Intert Programming

= | -LI
£ |IDK Interface 150 [150]

150 DK Interface 150
Cormnputer W Dizable

LOCALHOST ~
[ Do not send ever client W Oy local

3. Create a Server Of Control object on the basis of a Computer object. On the settings panel of this object, in
the IIDK interface field (2), enter the identifier of the previously created IIDK Interface object.

Architecture Hardware Interfaces Programming

r sl :
COM port s
Snapzhots/videa ... e

4. Create the required number of Partition Of Control child objects on the basis of the Server Of Control
object. When you create these objects, specify the same ID (3) as in the ID field on the settings panel of the
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corresponding Partition Of Control object created on the basis of the Agent Of Control object.

Architecture Hardware Interfaces Users Programming

= "% Server Of Control 1 [1] e
Server Of Contral 1 Longitude _

o Note

It is not necessary to manually create the Partition Of Control objects on the basis of the Server Of
Control object. They will be created automatically upon successful configuration of the
communication between the Agent Of Control and the Server Of Control with the name and
identifier specified on the Agent Of Control side (see Configuring communication between Agent Of
Control and Server Of Control).

The required objects are now created.

6.2 Configuring a connection
A Server Of Control can simultaneously operate with objects over both the TCP/IP and RS232 protocols.

To configure a connection between Server Of Control and Agent Of Control/Archive, do the following:
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1. Go to the settings panel of the Server Of Control object.

1 | Sewer 0f Cartral 1

Computer

|LOCALHOST -

Advanced

i
PP port [Agent] ; m 1 First CO port nurnber ;

CPAP port [Archive] | Jurmber of COM ports -
TCFAAP port [ | Wz Mumber af COM par
COM port 2 d:
Shapshotzvideo . PEL

COM part format :

B Transter info about confimed alarms to Agent OF Cortrol

Undo

2. Inthe TCP/IP port (Agent) field, enter the port number for TCP/IP communication with remote objects (1).
3. Inthe TCP/IP port (Archive) field, enter the port number for TCP/IP communication with the Search in

archive module (2).

o Note

The default value of the TCP/IP port (Archive) is 7755. After you change the port number, it is
necessary to also change the IPPort parameter of

the HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry key
on the Server of Control and Central Server of Control side (for details, see the registry keys reference
guide Vertical solutions, for more information about working with the registry, see Working with

Windows OS registry).

4. Forthe RS232 protocol, configure the following parameters: First COM port number, Number of COM
ports, COM port speed, and COM port format (3).
5. Click the Apply button.

Configuring a connection is complete.

6.3 Configuring logging subsystem

The logging subsystem allows configuring the detail level at which Server of Control activities are logged.
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The main log file is located in the <Axxon PSIM software installation folder>\VHost folder, in the file vsrvYYMMDD.log,
where YY is the year, MM the month, and DD the day.

To configure the logging subsystem:

1. Go to the configuration panel for the Server Of Control object.

1 | Sewer 0f Cartral 1

Computer

|LOCALHOST -

Advanced Tranzfer

TCRAR part [&gent] ; m First COM port nunmber ;

TCRAP port [&rchive] : W Mumber af COM parts ;
COM port zpeed ;
Shapshotzvideo . PEL

COM part format :

B Transter info about confimed alarms to Agent OF Cortrol

.l'!';l |:I|',' un do

2. To logauxiliary characters at the transport level, select the Auxiliary characters checkbox (1).

3. To logalarms (activation of a vibration sensor, temperature sensor, or Door-Forced-Open (DFO) sensor),
select the Alarm events checkbox (2).

4. To logevents related to system status, select the System status checkbox (3).

5. Inthe Archive period (h) field, enter the frequency, in hours, at which the log file is to be archived (4).
Archives are saved in the DATA subfolder, with the following name format: namelog_yymmddhhmmss.gz,
where

namelog is the name of the log file being archived,

yy is the year of archive creation;

mm is the month of archive creation;

dd is the day of archive creation;

hh is the hour of archive creation;

mm is the minute of archive creation;

g. ssisthe second of archive creation.

6. In the File size (MB) field, enter the file size threshold, in megabytes, upon which the log file is archived (5).

This setting overrides the value in the Archive period (h) field.

-0 20 T
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7. Inthe Keep archives for (months) drop-down list, select the length of time, in months, for which you want
to store archived log files. This value must be between 1 and 24 (6). Archives that are older than the specified
number of months are deleted.

To save settings, click the Apply button.

6.3.1 Specifying storage time for event log
To specify the term of keeping the event log in the database do the following:

1. Go to the Programming tab of the System settings dialog box (1).

Architecture Hardware Interf, Programming 1

ol 1k
——

endance Documents

) [ ] gF1

ation:

ﬁ Debug statistics Administrator's password

i abbithd

Undo

2. Go to the Security zone object setting panel (2).
3. Specify the term of keeping the event log in the Event archive length...days parameter (3).
4. Press Apply.

Specifying the term of keeping the event log is completed.

6.3.2 The Event Viewer utility

The disadvantage of viewing information via the Event Viewer is clearing the screen on each Axxon PSIM restart. It is
impossible to see what was on before the system restart. The additional Event Viewer utility is required in such
cases. This utility operates the database directly and allows to view information from the whole length of time used
to keep the event log in the database.

To start the Event Viewer utility, click the Event Viewer button (1) on the Server Of Control settings panel.
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Cormputer

|LOCALHOST -

Tr

Snapzhotzvidea ...

COM port

COM port format :

r infa abaut confirmed alarr it OF Cantral

Undo

The Event Viewer utility allows to sort and filter data.

m Event Viewer:

(o) 3

y92023 B

L4

Object . All objects

Source | Event | Additional infarmation

47 John Reed str. Communication cl : failure ' b
10 Green spruce dr. Communication channel : failure 3/9/20231:43:02 PM
18 Alexanderplatz Communication channel : failure 3/9/20231:43:01 PM | 3/9/2023 1:43:02 PM
10 Green spruce dr. Communication channel ; failure 2023 11:5353 Ak| 3/9/2023 115253 Ak
18 Alexanderplatz Communication channel : failure H9/2023 11:53:63 Ak| 3942023 11:5353 Ak
47 John Reed str. Commurication channel : Faiure 3/9/2023 11:53:53 Ak 3/9/2023 11:53:53 Ak
47 John Reed str. Communication channel : Faiure 39,2023 11:36:03 Ak 34972023 11:36:03 &b
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6.4 Configuring reaction to snapshots and videos

To configure the visualization of video frames and video fragments that are received with alarms (see Viewing video
data on alarms), it is necessary to do the following:

o Note.

This setting doesn't affect the acquisition of video data by the Search in archive interface object, except
for the AVI-files player parameter (see Requesting video clips from objects).

1. Go to the settings panel of the Server Of Control object and click the Snapshot/video... button (1).

1 | Sepver OF Contral 1 [IDE. interface ; E vent Wiewer ;
= R v

= Logging
Cornputer B Awuxiiany characters Archive period (k) :

LoCALHOST ad| | | B Alam events File size [ME] :

B System status

K.eep archives for [months) ;

Advanced

=f
TCRAF port [Agent] : m Firgt COR port number ;

CPAP port [Archive] : : ; umber of CORM parts
TCPAAP port [Archive] MHumber af COM par
COM port zpeed
Shapzhots video ... 1 RElSE

COM port format ;

B Transfer info about confirmed alarms to Agent OF Contral

Undo

Configuring Server of Control- 96


https://docs.axxonsoft.com/confluence/spaces/monitoringPSIM200en/pages/345735697/Viewing+video+data+on+alarms
https://docs.axxonsoft.com/confluence/spaces/monitoringPSIM200en/pages/345735901/Requesting+video+clips+from+objects

Monitoring PSIM 2.0 (english) - Administrator's Guide

A window will open where you can configure reactions to receiving snapshots and video.

=[4= )

C:%Program Files [#86]Nwswon PSIMAT oolzAumonPSIk_plaver. exe 3

Filter by owners

4

. If you want to open the received image:
a. Setthe Show received image checkbox (1).
. If you want to playback the received video fragment:
a. Setthe Playback received video fragment checkbox (2).
b. Inthe AVI-files player field, specify the path to the program used to playback the AVI files (3).
. If you want certain users to have access only to snapshots and video fragments received from the objects
belonging to specific owners, set a filter by owners:
a. Click the Filter button (4).
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b. The Filter by owners window will open. The list of available user-owner pairs is on the left (1), the list
of the selected users and owners is on the right (2).

Filter by owners ill

| wner . | Lzer | wner
Department Toronto Administrator  Department Toronto

4 Apply changes and cloze

o Note

The list of owners is set on the Control panel (see Regulatory and reference information).
Users and their rights are configured in the Users tab of the System settings dialog box (see
Axxon PSIM Software Package: Administrator's Guide).

c. Move the pairs between the lists using the -> and <- buttons (3).

d. When the list of users and owners is formed, click the Apply changes and close button (4).
5. Selected pairs of users and owners will be displayed in the table (5).
6. Click the OK button (6) to return to the settings panel of the Server Of Control object.
7. Click the Apply button.

Configuring reactions to receiving snapshots and video fragments is now complete.

6.5 List of Additional workplaces

For the Additional workplaces software operation, it is necessary to configure the list of additional workplaces on
the Server of Control, and specify the computer name and the client code for each of them.

The client code is bound to the computer hardware. You can find it out as follows:
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1. Onthe computer with installed Monitoring PSIM, open the Search in archive interface in the Additional

workplace configuration.

Search in archive

Object name

Camera

Date and time

Text

Camera 1[1]

3/77/2023 2:44:33 PM

Harddisk rec

Camera 1[1]

3/7/2023 2:44:35 PM

Record on disk stopped

Camera 1[1]

3772023 2:44:20 PM

Harddisk rec

Camera 1[1]

3772023 2:44:16 PM

Record on disk stopped

¥ 62023 @ Q120000 AM |

Camera 1[1]

3772023 2:44:04 PM

Harddisk rec

Camera 1[1]

3772023 2:44:02 PM

Record on disk stopped

Gl 3/ 7/2023  [E~ f 525:23PM 3

Camera 1[1]

3/7/2023 2.43:11 PM

Harddisk rec

Camera 1[1]

3772023 2:43:07 PM

Record on disk stopped

Camera 1[1]

3772023 2.42:36 PM

Harddisk rec

Camera 1[1]

3772023 2.42:32 PM

Record on disk stopped

Camera 1[1]

3/7/2023 2.42:25 PM

Harddisk rec

Camera 1[1]

3/7/2023 2.42:13 PM

Record on disk stopped

Camera 1[1]

3772023 241:14 PM

Harddisk rec

Camera 1[1]

3772023 2:40:59 PM

Record on disk stopped

Camera 1[1]

3772023 2:40:35 PM

Harddisk rec

Query

Camera 1[1]

3772023 2:40:32 PM

Record on disk stopped

Camera 1[1]

3/7/2023 2:40:24 PM

Harddisk rec

Camera 1[1]

3/7/2023 2:38:16 PM

Record on disk stopped

Camera 1[1]

3772023 2.38:14 PM

Harddisk rec

Camera 1[1]

Record on disk stopped

2. Click the Settings button in the bottom left corner.
3. Theclient code is specified in the opened Settings box.

Settings

Connection to

IP addn

Maximum length of loaded video clip, s

The list of Additional workplaces that can be connected to the Server of Control is configured as follows:

it

3772023 2:38:07 PM
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1. Go to the settings panel of the Server Of Control object and click the Monitoring button (1).

1 | Server Of Contral 1

Computer ters Archive period (k] ;

|LOCALHOST - Alarm events Flo ati MBI

far [manthz] :

Advanced
Firzt COM port number :

TCRAP port [&rchive] : W Mumber af COM parts ;
COM port zpeed :
Shapshotzvideo . PR

COM part format :

B Transter info about confimed alarms to Agent OF Cortrol

Undo

As a result, the window for configuring the list of Additional workplaces will open.

Configuring Server of Control- 100



Monitoring PSIM 2.0 (english) - Administrator's Guide

2. Toadd an Additional workplace to the list, click the Add button (2).

Computer name Client code Frames Yideo fragment

P i W o W ooee |

Additianal '.-'-.'l:lrl=1.|:l|E||::E:E:

3. Inthe opened window specify the computer name on which the Additional workplace is installed (1).

Additional work place

Computer neme | 1
Ciient code I
[ Show received image 3

wed video fragmert 4

Cancel

4. Inthe Client code field (2), enter the client code.
To configure the visualization of video frames and video fragments that are received with alarms
(see Viewing video data on alarms), it is necessary to do the following:

o Note

This setting doesn't affect the acquisition of video data by the Search in archive interface
object (see Requesting video clips from objects).

5. Set the Show received image checkbox (3) if you want to open the received video frames. The Filter by
owners setting is taken into account (see Configuring reaction to snapshots and videos).
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Set the Play received video fragment checkbox (4) if you want to playback the received video fragments.
The Filter by owners setting is taken into account (see Configuring reaction to snapshots and videos).
Click the OK button (5) to save changes and return to the window for configuring the list of Additional
workplaces.

Repeat steps 3-8 for all Additional workplaces that will be connected to this Server of Control.

© nNote

To edit the specified settings, select the Additional workplace in the list and click the Edit button.
To delete the Additional workplace in the list, select it in the list and click the Delete button.

Click the OK button to save changes and return to the settings panel of the Server Of Control object.
Click the Apply button.

The list of Additional workplaces is now configured.

6.6 Sending confirmations of alarm acceptance

In general, the Agent Of Control is considered not to have the same core as the Server Of Control.

It is possible to configure sending messages to Agent Of Control when the operator confirms an alarm on the Server
Of Control. The Agent Of Control then sends these messages to Axxon PSIM core. Two types of confirmation are
available: simple and complex. The confirmation type is selected when configuring alarm transmission to the Server
Of Control (see Configuration for associating events with certain alarm groups).

When the confirmation is sent, the Server Of Control waits for the confirmation from the Agent Of Control that the
message has been sent to Axxon PSIM core. If this message is not received, then confirmation packets are sent every
5 minutes.

Note

See also Sample scripts for processing alarm confirmations.

Disable sending confirmations of alarm acceptance as follows:

1.

Go to the settings panel of the Server Of Control object.
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2. Clear the Transfer info about confirmed alarms to Agent Of Control checkbox (1).

1 | Server Of Contral 1

Computer

|LOCALHOST -

Advanced
Firzt COM port number :

B 77 Number of COM ports :
] Mumber af COM parts ;
COM port 2 d:
Shapshotzvideo . PEL

COM part format :

B Transfer info about corfimed alarms to Agent OF Contral ]

Undo

3. Click the Apply button (2).

The Transfer info about confirmed alarms to Agent Of Control function is now disabled.

6.7 Working with Server of Control without Windows administration
rights

To allow the user not added to the Administrators group in the Windows operating system to work correctly with
Server of Control, make sure the following conditions are fulfilled:

1. The user must be given full access to the registry key:
« Fora 32-bit system: HKEY_LOCAL_MACHINE\Software\BitSoft
« Fora 64-bit system: HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft
2. The user must be granted full rights to the export directory (see Specifying the export directory).
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6.8 Configuring sound notification at Server of Control

6.8.1 Configuring sound notification at Servers Of Control in a general way

Monitoring PSIM allows configuring audio signal that accompanies alarm messages received from Agents Of Control.
For this, do the following:

o Note

This function is not supported for the Additional Workstation in non-distributed configuration.

1. Create a Display object in the Interfaces tab.
Create an Audio player object on the basis of the Display object.
3. Run the System configuration utility (ddi.exe).

o Note

Detailed information on using this utility is given in the Additional utilities for the Axxon PSIM
software: The ddi.exe utility for editing database templates and external settings files section.

g

4. Open the monitoring.ddi file.
Select the VIDEOSRV_S_DVC (Partition Of Control) object (1).
6. Go tothe Eventstab (2).

@ DI & DBl Edsor « |-:.-,ngu¢n Files (xBEPAxxom PSINLL lngupt_;r-:'.qn'.mnnn'urmq.ddd - - [} b4

File 2

DOl pai Names Everts Raactiora lcons  States  Translerries
|VIDEQSAY C #130g

VIDEQSAV C_DNG Mams Description r:"_“:m mmm:} E'u_":_“;;';““ Disabls loggng Windows log
VIDEQSAV_E

VIDEDSAY_M
YIDEDSAV_R
WIDEQSAV 5

o

|
VIDEQSAV_C_ATM
VIDEQSRY C_DVE_ATM
| VIDEDSAY_S_ATM
VIDEQSAV5_0VC_ATM
FORWARD
VIDEOSAV_X

b o AL | HOO: Temperalis | ALARM

Objert armed NFORMATI

O [

Pammeters for evert “HDD: Temperatune oulside working range™:
FParameter Hame Type Blamert Ve

Total objects 13
7. Inthe Support audio column, set the checkboxes next to all events that have to be accompanied by an
audio signal (3).
Atooltip shows the required name of the WAV file.
N is an ID of the VIDEOSRV_S_DVC object.
8. Create corresponding files and place them into the <Axxon PSIM installation>\Wav folder.

Configuration of sound notification at Server Of Control is completed.

Configuring Server of Control- 104


https://docs.axxonsoft.com/confluence/spaces/PSIM100en/pages/235442699/The+ddi.exe+utility+for+editing+database+templates+and+external+settings+files

Monitoring PSIM 2.0 (english) - Administrator's Guide

6.8.2 Configuring sound notification at Server Of Control for various alarm groups

There are four alarm groups in Monitoring PSIM. Several different events can be assigned to them at the Agent Of
Control. These groups are: Hardware, ACS, SFA, Detections (see Configuration for associating events with certain
alarm groups).

In order to configure sound notification for alarm groups, do the following:

w

o

Note

This function is not supported for the Additional Workstation in non-distributed configuration.

Create and configure the Display and Audio player objects in the Interfaces tab of the System settings

dialog box.

Run the System configuration utility (ddi.exe).

© nNote

Detailed information on using this utility is given in the Additional utilities for the Axxon PSIM
software: The ddi.exe utility for editing database templates and external settings files section.

Open the monitoring.ddi file, select the VIDEOSRV_S_DVC (Partition Of Control) object (1).

Go to the Events tab (2).

@ DDl & DB Editor - [C\Program Files (x86)\Axxon PSIM\Languagesien\moenitoring.ddi] *

File
DDl pal

Mames Events Reactions Icons States Transfernules

VIDEOSRV_C
VIDEOSRV_C_DVC
VIDEOSRV E
VIDEDSRV_M
VIDEOSRV_R

M
VIDEOSRV_C_DVC_ATM
VIDEOSRV_S_ATM
VIDEOSRV_S_DVC_ATM
FORWARD
VIDEOSRV_X

MName Description

Processing

i Support audio 3

Disable netwark
connection

Disable logging Windows log

Parameters for event "Detections™:

Farameter

Name

Type

Element Value

Total objects: 13

Make sure that the Support audio is not (3) set for the Detections event.
Close the System configuration utility.
Create and configure the Program object in the Programming tab of the System settings dialog box.
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Hardware erfaces Programming

Tirr ule Always

Filter:

OnEvent ("VIDEOSRV_S_DVC", "550016", "MONITORING SENS™)
{

if (strequal (param, "Camera 1 disarmed”))
{
DoReact ("PLAYER", "1", "PLAY WAV", "file<c:\Program Files (86)\Axx

= %o Programs
i Programs

if(strequal (paraml, "Camera 1 armed"™))
{
DoReact ("PLAYER", "1", "PLAY WAV", "file<c:\Program Files (86)\Axx

: Time and Attendance

Lnda

Example of a program for alarm groups is shown in the figure:

Add/Edit events for Monitaring x|

Mumber Mame Event [id) Group of alarms Cont. Wideo data Message

Camera 1 DISARM Detections Mo No <name> disamed
Camera 1 ARM Detections Ho Mo <name: armed

OnEvent ("VIDEOSRV_S_DVC","550016","Monitoring_SENS")
{

if (strequal(param@, "Camera 1 disarmed"))

{
DoReact ("PLAYER","1" ,"PLAY_WAV","file<c:\Program Files (x86)\Axxon
PSIM\Wav\cam_disarm.wav>");

3

if (strequal(param@, "Camera 1 armed"))

{
DoReact ("PLAYER","1" ,"PLAY_WAV","file<c:\Program Files (x86)\Axxon
PSIM\Wav\cam_arm.wav>");

3

8. Create the corresponding files and place them into the <Axxon PSIM installation>\Wav folder.

Configuration of sound notification at Server Of Control for various alarm groups is completed.
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6.9 Configuring the Server of Control from another server in a distributed
configuration
To configure the Server of Control from another server in a distributed configuration, do the following:

1. Go to the settings panel of the Server Of Control object.
2. Click the D button (1).

1 | | Server OF Cantral 1

Computer | [ Archive period [h] ;
LUCALHO — ' File size [ME] -
far [months] ;

Advanced Transzfer

TCF/IF part [Agent] : W First COK poart number ;

77 Jurnber of COM ports :
b emitoring .. Murnber of COM parts :
COM part zpeed -
Shapshotzvideo . Rt

COM port format ;

.IE'FI 8] |',' Hn do

3. The Data Link Properties window opens. Configure the connection to the remote Server of Control database
as follows:

© nNote

The Database connection string parameter is displayed only if the Server of Control is configured
from another server in a distributed configuration.
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a. Gotothe Provider tab. Select Microsoft OLE DB Provider for SQL Server.

' Data Link Properties

Provider |Cunnediur1 | Advanced | Al |

Select the data you want to connect to:

OLE DB Provider(s)

Microscft Jet 4.0 OLE DB Provider

Microsoft OLE DB Provider for Indexing Service
Microsoft OLE DB Provider far ODBC Drivers
Microsoft OLE DE Provider for Oracle

Microsoft OLE DB Provider for Search

Microsoft QLE DB Simple Provider
M5DataShape

QLE DB Provider for Microsoft Directony Services
S0L Server Mative Client 11.0
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b. Go to the Connection tab. From the Select or enter a server name drop-down list, select the name
of the database server that stores the Server of Control database (1).

=F | Data Link Properties @

[Eaae_f-i Connection | Advanced | Al |

Specify the following to connect to SQL Server data:

1. Select orenter 3 server name:
MONITORINGYSQLEXPRESS2014 + | Befresh TI

2. Enterirformation to log an to the server:
r_ ! Use Windows NT Integrated security

@ Use a specific user name and password:

User pame: sa

FPassword: essssese

[T Blank password E Allow saving password
3. i@ Select the database on the server:
MonitorS5TY - 4

() Attach a database file as a database name:

I Test Connection |

6 ok || cancel || Hep |

c. Setthe Enter information to log on to the server switch to the Use a specific user name and
password position and enter the name and password to connect to the MS SQL Server (2).

d. Setthe Allow saving password checkbox (3).

e. From the Select the database on the server drop-down list, select the name of the Server of Control
database (MonitorSSTV by default) (4).

f. Click the Test Connection button (5). If the connection data is correct, a window with the message
"Connection check completed" will be displayed.

g. Click OK (6).
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4. The configured string of connection to the Server of Control database will be displayed in the text field.

1 | | Server Of Control 1

Computer

LOCALHOST -

Advanced Transzfe

]
TCRAP port [fgent) : m First COM part number ;

CPAP port [Srchive] : [+ Jurnber of COM portz :
TCRAAP port [Archive] W MHumber of COM por
COM port zpeed :
Shapshots video ... Het

COM port format :

B Transter info about confirmed alams to Agent Of Contral

[atabaze connection strng:

_-'-'cp FI|',' un do

5. As aresult, you can start configuring the Server of Control (see Configuring Server of Control).

Configuring the Server of Control from another server in a distributed configuration is now complete.

6.10 Sendingalarm events via Telegram bot

Configure the sending of alarm events via Telegram bot as follows:

1. Goto the settings panel of the Server Of Control object created on the basis of the Computer object on the
Hardware tab of the System settings dialog box.
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2. Click the Monitoring button (1).

Camputer i _'. : —E

LOCALHOST =

Advanced

anzter
TCPAR port [fgent] ; m First COM port number ;

1 TCPAPR part [Archive] : W MNumber of COM ports ;
COM poart zpeed :
Snhapzhotzvideo .. RBMSE

COM part format :

B Transfer info about confirmed alams to Agent OF Control

Undo
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As a result, the Monitoring settings dialog box will open:

Filter Framez | Telegram bat

&dditional workplaces | Ewents relaving 1

3. Onthe Events relaying tab (1), click the Add button (2). As a result, the Event relaying form will open:

Ewvent relaying

Object 47 Johin Reed str. (5500716 i1
Event Detection: MOMITORIMG_SEMS] -
e I ;

Teleqgram bat Telegram bat 1 [1] Bl

[ Frames 5

TG

4. From the Object drop-down list (1), select the object which events should be sent via Telegram bot. The
field is empty by default; if you leave it blank, events from all objects will be relayed.

5. From the Event drop-down list (2), select an event to send via Telegram bot. The field is empty by default; if
you leave it blank, all events of the selected object will be relayed.

6. If necessary, fill in the Filter field (3). Example: at the Agent Of Control object, when describing Monitoring
events, two events are assigned to the Detection tools button: Camera disarmed and Camera armed. If
you enter disarmed in the Filter field, then only the Camera disarmed event will be relayed to the
Telegram bot.

7. From the Telegram bot drop-down list (4), select the bot via which the events will be relayed.
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o Note

The Telegram bot object should be created and configured beforehand (see Sending messages via

Telegram bot).
8. Setthe Frames checkbox (5) to relay the JPEG frame linked to the event. When the checkbox is set, two

messages will be sent to Telegram: an alarm, and then a frame:

MonitoringTest
2/17/2022 10:03:11 PM 47 John
Reed str.: Camera 1 disarmed ,, 5 |

2/17/2022 10:03:11 PM 47 John
Reed str.: Camera 1 disarmed

22:04 |
r

the specified geocoordinates, a geo-link will be sent in the message

For objects with
e T v e 75
= i (o £ e =T
i A & ShEE
] v S &5 = ’?C’é:
& s
. @ c. D o
ier de o 28 5 vl
- &7 - TG a.u
eleines W RGeS
T \ ; } @ 5
5 T
& 4
Ly
s o S
/ 2 ¥
@ 25 O
oy
S %
[ [
Camera 1 disarmed (2/17/2022...
47 John Reed str. 9.9

2/17/2022 10:22:04 PM 47 John
Reed str.: Camera 1 disarmed
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o Note

To specify the Geocoordinates, go to the settings panel of the Partition Of Control object (see
Creating necessary Server Of Control objects) and enter the values in the Latitude (1) and
Longitude (2) fields:

Hardware Interfaces

9. Click the OK button (6). As a result, the Event relaying form will be closed and a new entry will appear in the
list in the Monitoring settings window:

Object | Event |__Frames | Telegram bot |
47 John Reed str  Detectionz + Telegram bot 1

BN TEC: e T T

Cancel

10. Inthe Monitoring settings window, click the Edit button (1) to change an existing entry, or the Delete
button (2) to remove an entry from the list.

11. Fillin the Actuality field. To do this, enter a value in the numeric field and select Hours or Minutes from the
drop-down list of measurement units (3). The default value is 12 hours. This setting is used to filter out non-
relevant alarms. For example, Agent Of Control was disconnected for several days. After the connection is
established, the old alarms that occurred during this time will be sent. To prevent old alarms from being
relayed to Telegram, you can set their actuality in hours or minutes.

12. Click the OK button (4). As a result, the Monitoring settings window will be closed and you will return to the
settings panel of the Server Of Control object.

13. To save the changes, click the Apply button (2) on the settings panel of the Server Of Control object.

Configuring the sending of alarm messages via the Telegram bot is now complete.
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7 Configuring Central Server of Control

7.1 General principles of the Central Server of Control software

The CentralNetServer.exe communication module of the Central Server of Control (hereinafter referred to as CSC)
polls the Servers of Control at specified intervals, sending the requests for information about changes in the
MonitorSSTV database. Each Server of Control is requested in parallel in a separate thread. When the Server of
Control receives such a request, it unloads the latest changes from the MonitorSSTV database with the help of the
Agent DB (MonitorSSTVClient.exe). The CentralNetServer.exe communication module of the CSC receives this data
and sends it to the Loader (MonitorSSTVAgent.exe), which then loads this data into the ServerSSTV database.

The data between the CSC and the Servers of Control is exchanged via FTP protocol, therefore it is necessary to
configure the FTP server (see Configuring the FTP server for the Central Server of Control operation) on the Server of
Control side.

The general scheme of the Central Server of Control software operation is shown in the figure below.
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Cameras

Sensors
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Agent of Control

Cameras
? ? Sensors
2992
Agent of Control

S

Server of —-|videosrv.exer

Control

Server of
Control

Loader

Export

MonitoiSSTV|
(MS SQL)

Central Server
o Claiiall CentralNetServer.exe
Export
(==
SevetSSTV
(MS SQL)
Loader
Additional Additional |
workplace of workplace of
CSC CSC

The Central Server of Control software provides the same functionality as the Server of Control software, but with
some restrictions that are listed below.

The main functionality of the Central Server of Control software:

« Monitoring of all objects of the video surveillance system, as well as viewing live video and providing the
ability to use the Data gateway object for this (you can do it in the Monitoring interface object).

+ Searching for titles and video fragments and, based on the search results, downloading the frames and
videos (you can do it in the Search in archive interface object).

« Generating the reports on the whole system (you can do it in the Monitoring reports interface object).

Restrictions of the Central Server of Control software:
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Demo mode is not supported.

Alarms and errors received from the Servers of Control do not appear immediately on the CSC, but with the
specified polling frequency of the Servers (see the PeriodRequestOfStatistic registry key in Advanced
settings of the Central Server of Control).

The CSC operator cannot confirm alarms in the Monitoring interface object. There are no Confirm selected,
Confirm, and Confirm all buttons in the Reaction to alarm window.

The toolbar of the Monitoring interface object has no Force error closing and Show closed errors buttons.
The Owner directory cannot be edited. This directory is automatically filled with the Servers of Control
names with which the CSC works. The filtering by the Servers of Control is supported. Also, the information
from the Owner directory filled out on the Server of Control side is not transmitted to the CSC.

The special operation mode joint with Auto PSIM is not supported (see Configuring special operation mode
joint with Auto PSIM). If this mode is used in the Server of Control, then the information from the
corresponding tables is not transmitted to the CSC.

The special operation mode joint with ACFA PSIM is not supported (see Configuring the special mode of
Monitoring operation with ACFA PSIM).

The commands for Agents of Control are not supported (see Sample script for processing Server of Control
command on Agent of Control).

The video data received with the alarm is not displayed. In the Monitoring interface object, when right-
clicking on an object, the Video data item is missing in the context menu.

The Search in archive interface object does not support the automation of downloading videos using the
XML files.

7.2 Configuring the FTP server for the Central Server of Control operation

By default, the Central Server of Control module works via the FTP protocol in the passive mode, and this requires
adding the range of ports to which the Central Server of Control module connects in the FTP server settings. You can
switch to the active mode. For this, you must set the PassiveModeForFTP=0 parameter value

for the HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry key (for details,
see the registry keys reference guide Vertical solutions, for more information about working with the registry,

see Working with Windows OS registry).

You must configure the FTP server for the Central Server of Control module operation on the side of each Server of
Control module in the following way:

1. Create a user with administrator rights in the system.

o Note

The password validity period for this user must not be limited in time.

. IflISisn'tinstalled, install it:
a. Open Control Panel — Programs and Features — Turn Windows Features on or off.
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b. Inthe IS Services section, select the checkboxes next to the FTP Service and 1IS Management
Console components.

[~ Windows Features =B [

Turn Windows features on or off o

To turn a feature on, select its check box. To turn a feature off, clear its
check box, A filled box means that only part of the feature is turned on,

=] | Internet Information Services -
= . FTP Server

m

, Web Management Tools
ornpatibility

J Management Scripts and Tools
[¥] || TS Management Service
] 1 World Wide Web Services
[] || Internet Information Services Hostable Web Core
[ L Media Features

-

Co D e

c. Clickthe OK button.
3. Open Computer Management, and in the Services and Applications section (1), select 1IS Manager (2).
a. Inthe Connections area, select the Sites folder (3), and then in the Actions area, click the Add FTP
Site... link (4). As a result, the Add FTP Site window appears.
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& Computer Management [E=1 EER =<

File Action View Help
@ 7E
& Computer Management (Local) @@ [ v WORKPC » Sies » | &l =l R @ -

4 [ft System Tools
I @ Task Scheduler Connections

& 3] Event Viewer e qg! Sites

Ll

[ @& Shared Folders
> & Local Users and Groups
o iy Name D Status Binding
&= Device Manager =
4 5 Storage %Defau\t Web Site 1 Unknown:...  ™8080 (http)
= Disk Management @ Hep
4 F Services and Applications] Online Help
1+ WJ Internet Information Services (T15) Manager
G4 Services

e Defaults...

@ AddFTosite.. 4
Set FTP Site Defaults...

Filter: - [l Go - & Show Al

&5 WMI Control
[3 & SQL Server Configuration Manager

1 [ +

< m ] b Features View |- Content View

b. Inthe FTP site name field (5), enter the name of the FTP site.

c. Inthe Physical path field (6), or using the E button, specify the path to the FTP directory. By
default, the FTP directory is located at <Axxon PSIM installation directory>\Vhost\DATA\FTP\. You can
change this directory using the FtpPath parameter of
the HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry key (for
details, see the registry keys reference guide Vertical solutions, for more information about working
with the registry, see Working with Windows OS registry).

© nNote

To increase the performance of data exchange, we recommend placing the export directory
(see Specifying the export directory) and the FTP directory on the same disk.

Configuring Central Server of Control- 119


https://docs.axxonsoft.com/confluence/spaces/PSIM100en/pages/235442935/Vertical+solutions
https://docs.axxonsoft.com/confluence/spaces/PSIM100en/pages/235441371/Working+with+Windows+OS+registry

Monitoring PSIM 2.0 (english) - Administrator's Guide

Add FTP Site

-8 [ESm)
0 Site Information

ETP site name:

FTP-Cepeep

Content Directory

Physical path:

C:\Program Files (:x86)\ Asxccon PSIM\Whost|\DATA\FTP 6 E

N Cancel

d. Click the Next button.

e. Configure the binding and SSL settings as shown in the figure below
Add FTP Site

R 5
0 Bindig and SSL Settings

Binding
IP Address:

Port:
All Unassigned

[7] Enable Virtual Host Names:

[¥] Start FTP site automatically
S5L

@ Mo SSL

) Allow SSL

() Require S5L
S5L Certificate:
Mot Selected

Previous ” Mext

Cancel

f. Click the Next button.
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g. Configure the authentication and authorization as shown in the figure below. You must specify the
user created in step 1 as the authorized user.

Add FTP Site [~ B3]

0 Authentication and Authorization Information

Authentication

Anonymous

Basic

Authorization

Allow access to:

Specified users >,

AdminFTP

Permissions

Read
] Write

[ Finish l [ Cancel

h. Click the Finish button.

Configuring the FTP server for the Central Server of Control module operation is complete.

7.3 Creating the Central Server Of Control object

Create the Central Server Of Control object in the hardware tree as follows:

1. Go to the Hardware tab of the System settings dialog box.
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2. Onthe basis of the Computer object, create the Central Server Of Control object.

Architecture Hardware Frogramming

B Central Serv rol 1[1] Central Server Of Control 1

Computer

Time zane IP address FTP login

Delete

Creation of the Central Server Of Control object is completed.
7.4 Configuring the Servers of Control tracking

7.4.1 Adding the Server Of Control
To add the Server Of Control, do the following:

1. Go to the settings panel of the Central Server Of Control object.

Architecture Hardware Interfaces Programming

= 2 e 1 Central 5 0Ff Contral 1
B Central Server Of Control 1 [m SRS RENE L

Computer

Time zone IP address FTF login

Delete

2. Onthe Servers Of Control tab (1), click the Add button (2).
3. Inthe Server Of Control window that appears, do the following:
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a. Inthe Name field (1), enter the name of the Server Of Control.

r Server Of Cantral

M ame | Server OF Contral 1 . 1

[ s s m .10 . 10 . 10 &)

FTF pazsword

Confirmation of FTP p

b. From the Time zone drop-down list (2), select the value corresponding to the time zone difference
between the Server that should be tracked and the Server on which the Central Server Of Control is
installed.

0 Note

For example, if the Central Server Of Control is installed on the Server in Oslo, and the Server
that should be tracked is located in London, then it is necessary to select the time zone -1.

c. Inthe IP address field (3), specify the IP address of the Server Of Control.

d. Inthe Portfield (4), specify the connection port of the Server Of Control.

e. Inthe FTP login field (5), enter the username with administrator rights to connect to the FTP Server.
This server will be used for exchanging the data between the Central Server Of Control and the Server
Of Control (see Configuring the FTP server for the Central Server of Control operation).

f. Inthe FTP password field (6), enter the password of the user with administrator rights to connect to
the FTP server.

g. Inthe Confirmation of FTP password field (7), re-enter the password for connecting to the FTP
Server.

h. Click the OK button (8).
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4. Asaresult, the specified Server Of Control will be added to the list, and the Central Server Of Control will
restart automatically.

1 | Central Server OF Contral 1

Cornputer

— =

M ame Time zone IP address . T F' lagin
Server Of Contral 1 1] 101.101.10.10 ftplogin

: Of Control | Additiona

-E‘Fl Fll',' uruj [¥]

5. To add other Servers Of Control, repeat steps 2-3.
6. Click the Apply button (3).

The Server Of Control is added.

7.4.2 Editing the Server Of Control

To edit the Server Of Control, do the following:
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Programming

I1 | E:entral Server Of Contral 1

Computer

el =

| Mame | Time zane

| IP address | Port | FTP lagin |

B[ Server i Control 1 1 101.101.10.10 7755 ftplogin

Delete

2. Onthe Servers Of Control tab (1), select the Server Of Control that should be edited (2), and click the Edit

button (3).

3. Asaresult, the Server Of Control window will be displayed. Make the necessary changes (for details, see

Adding the Server Of Control).

Server Of Contral
i ame

Time zone

IF ads

Port

FTF login

FTF

Confirmation of FTF pa

4. Click the OK button.
5. Click the Apply button (4).

The Server Of Control is edited.

7.4.3 Deleting the Server Of Control
To delete the Server Of Control, do the following:

Configuring Central Server of Control- 125



Monitoring PSIM 2.0 (english) - Administrator's Guide

1. Go to the settings panel of the Central Server Of Control object.

Architecture Hardware Interfaces Programming

B Central Server Of Control 1[1] ntia;Server L Sontio, |
ter
T =

Mame Time zone IF address | Port FTF login
Server Of Control 1 1] 101.10.10.10 7755 ftplogin

Delete

2. Onthe Servers Of Control tab (1), select the Server Of Control that should be deleted (2), and click the
Delete button (3).

3. Asaresult, a confirmation window will open. Confirm the deletion of the selected Server Of Control by
clicking the Yes button.

Confirmation __:J
0 Are you sure 7
Yes Mo J

4. Click the Apply button (4).
The Server Of Control is deleted.

7.5 Configuring the Additional workplace of CSC connection rights to the
Central Server of Control

7.5.1 Addingthe Additional workplace of CSC

For the Additional workplace of CSC software to work, it is necessary to add the Additional workplaces of CSC to the
Central Server Of Control, and specify the computer name and the client code for each of them.

To add the Additional workplace of CSC, do the following:
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1. Go to the settings panel of the Central Server Of Control object.

Architecture Hardware Interfaces Programming

= e | Central Server Of Contral 1
B Central rol 1[1] -:I |
.

ter

it
LOCALHOST =

_Computer name

2. Onthe Additional CSC workplaces tab (1), click the Add button (2).
3. Inthe Additional CSC workplace window that appears, do the following:
a. Inthe Computer name field (1), enter the computer name on which the Additional workplace of CSC
software is installed.

Additiohal C5C warkplace

Cornputer narne

Client code

b. Inthe Client code field (2), specify the Client code that is linked with the computer hardware (for
details, see List of Additional workplaces).
c. Click the OK button (3).
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4. Asaresult, the specified Additional workplace of CSC will be added to the list, and the Central Server Of
Control will restart automatically.

1 | | Central Server OF Control 1

Computer

— .

I Computer name | Client code
WS 9537E

Delete

¢ Of Contral | Additional C5C workplaces

_-54:||:||",' un do

5. To add other Additional workplaces of CSC, repeat steps 2-3.
6. Click the Apply button (3).

The Additional workplace of CSC is added.

7.5.2 Editing the Additional workplace of CSC
To edit the Additional workplace of CSC, do the following:
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1. Go to the settings panel of the Central Server Of Control object.

Architecture Hardware Interfaces

| B
B R e
% Central Server Of Control 1[1]

Delete

OF Contral | Additional C

2. Onthe Additional CSC workplaces tab (1), select the Additional workplace of CSC which should be edited
(2), and click the Edit button (3).

3. Asaresult, the Additional CSC workplace window will be displayed where it is necessary to make the
corresponding changes (for details, see Adding the Additional workplace of CSC).

Additional C5C warkplace
Computer name

Chent code

4. Click the Apply (4) button.
The Additional workplace of CSC is edited.

7.5.3 Deleting the Additional workplace of CSC
To delete the Additional workplace of CSC, do the following:
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Architecture Programming

B Central Server OF Control 1 [1] D Eefiraenent Contol ]

Computer

| LOCALHOST =

Delete

Undo

2. Onthe Additional CSC workplaces tab (1), select the Additional workplace of CSC which should be deleted
(2), and click the Delete button (3).

3. Asaresult, the Additional CSC workplace window will be displayed where it is necessary to click the Yes
button to confirm the deletion of the selected Additional workplace of CSC.

Confirmation __J

o Are you sure 7

Yes Mo

4. Click the Apply (4) button.
The Additional workplace of CSC is deleted.

7.6 Advanced settings of the Central Server of Control module

0 Note

The registry keys reference guide can be found in the Vertical solutions, for more information about
working with the registry, see Working with Windows OS registry.

You can apply the advanced settings of the Central Server of Control module using the following registry key
parameters:

1. To change the statistics requesting period of the Servers of Control modules, you must specify the
corresponding value in minutes for the PeriodRequestOfStatistic parameter of the
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry key.

2. To change the archive period of the CentralNetServer.log log file, which belongs to the CentralNetServer.exe
communication module, you must specify the corresponding value in hours for the LogArchPeriod
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parameter of the HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry
key.

3. To change the maximum size of the CentralNetServer.log log file, which belongs to the CentralNetServer.exe
communication module, upon reaching which it is archived, ignoring the LogArchPeriod parameter, you
must specify the corresponding value in megabytes for the LogMaxSize parameter of the
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry key.

4. To change the archive storage period of the CentralNetServer.log log files, which belong to the
CentralNetServer.exe communication module, you must specify the corresponding value in months for
the LogArchDelPeriod parameter of the
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry key. If you exceed
the storage period, archives are removed.

5. To change the data storage period for closed errors and alarms in the ServerSSTV DB, you must specify the
corresponding value in months for the KeepDB parameter of the
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry key. If you exceed
the storage period, the data is removed.

6. By default, the Central Server of Control module requests a complete package of statistics from all Servers of
Control modules only once, when you first connect to them.

+ To execute a request for a complete statistics package from a specific Server of Control module once,
you must activate the RequestFullStatistic[N] parameter of the
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry key, where
N is the internal identifier of the Server of Control object. The request is executed when you start the
CentralNetServer.exe communication module, and the value of this key is automatically changed to
0;

+ Torequest a complete statistics package from all Servers of Control modules each time when you
start the CentralNetServer.exe communication module, you must activate
the RequestFullStatisticOnStartup parameter of the
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry key.

Attention!

Requesting a complete statistics package is the resource-intensive operation. You must
activate keys to request a complete statistics package only at extreme necessity.

Configuring the advanced settings of the Central Server of Control module is complete.

7.7 Working with Central Server Of Control without Windows
administration rights

To allow the user not added to the Administrators group in the Windows operating system to work correctly
with Central Server Of Control, make sure the following conditions are fulfilled:

1. The user must be given full access to the registry key:
« Fora 32-bit system: HKEY_LOCAL_MACHINE\Software\BitSoft
« For a 64-bit system: HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft
2. The user must be granted full rights to the export directory (see Specifying the export directory).

7.8 Configuring the Central Server Of Control from another serverin a
distributed configuration

To configure the Central Server Of Control from another server in a distributed configuration, do the following:
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1. Go to the settings panel of the Central Server Of Control object.

Central Server Of Contral 1 Database connection string
Computer I

Tirme zone IP address FTP login

Delete

Undo

2. Click the D button (1). The Data Link Properties window opens. Configure the connection to the remote
Central Server Of Control database as follows:

© nNote

The Database connection string parameter is displayed only if the Central Server Of Control is
configured from another server in a distributed configuration.
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a. Gotothe Provider tab. Select Microsoft OLE DB Provider for SQL Server.

' Data Link Properties

Provider |Cunnediur1 | Advanced | Al |

Select the data you want to connect to:

OLE DB Provider(s)

Microscft Jet 4.0 OLE DB Provider

Microsoft OLE DB Provider for Indexing Service
Microsoft OLE DB Provider far ODBC Drivers
Microsoft OLE DE Provider for Oracle

Microsoft OLE DB Provider for Search

Microsoft QLE DB Simple Provider
M5DataShape

QLE DB Provider for Microsoft Directony Services
S0L Server Mative Client 11.0
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b. Go to the Connection tab. From the Select or enter a server name drop-down list, select the name
of the database server that stores the Central Server Of Control database (1).

&7 | Data Link Properties @

]_F‘ro'u'ider |_':':'|'II'IE'3'“':F | Advanced l Al |

Specify the following to connect to 5QL Server data:

1. Sglect or enfer g servername:
CSCASQLEXPRESS2014 « | Befresh TI

2. Enter irformation to log an ta the server:
I."'_ 1 Use Windows NT Integrated securty

@ Use a specific user name and password:

2
User name: sa !

Fassword: essssese

[ | Blank password @ Allow saving password
1. @ Select the database on the server:
ServerSSTV h 4

(7} Mtach a database file as a database name:

I Test Connection | 5

6 ok || cancel || Hep |

c. Setthe Enter information to log on to the server switch to the Use a specific user name and
password position and enter the name and password to connect to the MS SQL Server (2).

d. Setthe Allow saving password checkbox (3).

e. From the Select the database on the server drop-down list, select the name of the Central Server Of
Control database (ServerSSTV by default) (4).

f. Click the Test Connection button (5). If the connection data is correct, a window with the message
"Connection check completed" will be displayed.

g. Click the OK button (6).
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3. The configured string of connection to the Central Server Of Control database will be displayed in the text
field (2).

Central Server Of Cantral 1 Database connection string

Provider=S0LOLEDBE.1;,Password=""Persist Security Info=True;User |0 - 2

CompLiter

YSERYER w

Tirme zone IP address FTP login

Delete

It Cantrol

.IE'FIFII",' urlljl:l
4. As aresult, you can start configuring the Central Server Of Control (see Configuring Central Server of Control).

Configuring the Central Server Of Control from another server in a distributed configuration is now complete.
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8 Configuring Additional workplace and Additional workplace of
CSC

8.1 List of Servers of Control/CSC

Additional workplace/Additional workplace of CSC can operate with only one Server of Control/Central Server of
Control (further named Server) at a time. However, the list of Servers can be configured and the active Server can be
selected. For this use the Additional workplace configuration tool. The tool can be run in one of the following ways:

1. Click Start -> All Programs -> Axxon PSIM -> Monitoring PSIM -> Additional workplace configuration
tool.

2. Use the ARMSelector.exe executable file, located in the <Axxon PSIM installation directory>\Vhost\SYSTEM\
folder.

The tool is shown in the figure.

% Additional workplace configuration tool — O x

By default MName By default

IP address 192.168.1.20

Port 7755
Path to export folder YWWIN-24IDEVQODHC\Exporth,
AVl-files player CA\Program Files (x86)\Axxon PSIM\Tools\AxxonPSIM_player.exe

Provider=5QLOLEDB.1:Data Source=WIN-24IDEVQQDHC
NSOLEXPRESS2019;Persist Security

DB connection string Infa=True:Password =********|lser |D=sa:Initial
Catalog=monitorssty

Prowvider=5QLOLEDE.1;Data Source=WIN-24IDEVQQDHC
X : : NSOLEXPRESS2019;Persist Security
Main DB connection string Info=True;Password ="*******llser |ID=sa;Initial Catalog=psim

8.1.1 Interface of Additional workplace configuration tool

Interface elements of the Additional workplace configuration tool are described in the table.
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& Additional waorkplace configuration tool

By default

# Name

1 Listof servers

2 TheAdd button

3 The Delete button

4  The Save button

5 The Set as active
button

6 The Name field

Mame

IP address

Port

Path to

AVl-files player

DB connection string

Main DB connection string

Method of setting
the parameter value

The Add, Remove
and Set as active
buttons

Click the button

Click the button

Click the button

Click the button

Enter a value in the
field

By default
[192,168.1.20

7755

WWIN-2DEVOODHC\Exportt,

C:A\Program Files [x86)\Axxon PSIM\Tools\AxxonPSIM_player.exe

Provider=5QLOLEDE.1:Data Scurce=WIN-24IDEVQODHC
WSOLEXPRESS2019;Persist Security

Info=True;Password ="******User |D=sa;Initial

Catalog=monitorssty

11

Provider=5QLOLEDE.1;Data Source=WIN-24IDEVQQDHC 1 2
NSOLEXPRES52019;Persist Security
Info=True;Password =********lser |[D=sa;Initial Catalog=psim

Default value

By default there is the server
in the list. It is named By
default and is created
during installation

NA

NA

NA

NA

See #1. When a new server is
added to the list, it is named
New by default

Description

Displays the list of existing
servers. An active server is
highlighted in bold

Adding a new server to the
list

Deleting a selected server
from the list

Saving the changes

Setting a selected server as
an active one

Setting a name for the
server. This name is used
only in this tool
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7

8

9

The IP address
field

The Port field

The Path to
export folder field

Enter a value in the
field

Enter a value in the
field

The Path to export
folder link or enter a
value in the field
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127.0.0.1

Important! The value of
this parameter is to be
changed according to the
IP address of the server

7755

NA

Setting the IP address to
connect to the VideoSrv.exe
module (if the Server of
Control is added) or
CentralNetServer.exe (if the
Central Server of Control is
added)

Setting a port to connect to
the corresponding
communication module
VideoSrv.exe/
CentralNetServer.exe.

To connect to the
VideoSrv.exe module, it is
necessary to specify the port
thatis selected in the TCP/
IP port (Archive) field on
the settings panel

(see Configuring a
connection).

To connect to the
CentralNetServer.exe
module, you must specify
the port that is selected in
the IPPort parameter of

the HKEY_LOCAL_MACHINE\
SOFTWARE\Wow6432Node\
BitSoft\VHOST\VHostService
registry key (for details, see
the registry keys reference
guide Vertical solutions, for
more information about
working with the registry,
see Working with Windows
OS registry)

Setting a path to the
network folder on the server
where there are archive files
requested from the Agents of
Control
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1 TheAVI-files
0 playerfield

1 TheDB
1 connection string
field

1 TheMainDB
2  connection string
field

The Path to
executable file link

or enter a value in the
field

The DB connection
string link

The Main DB
connection string
link

NA

NA

NA

8.1.2 Adding Server of Control to the list

By default the Server (named “By default”) is added to Additional workplace configuration right after installation of
Monitoring PSIM software package. Its settings are the same as those specified during installation (see Installing
Additional workplace software section).

Add a new Server to the list as follows:
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Setting the path to the
executable file of the video
player on the Additional
worksplace/Additional
workplace of CSC used to
play back video clips
requested from the Agents of
Control (see Requesting
video clips from objects)

Setting the Server DB
connection string. The Data
Link Properties box
appears when clicking the
DB connection string link

Setting the connection
string to the base Axxon
PSIM DB on the server.
The Data Link Properties
box appears when clicking
the Main DB connection
string link
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1. Run Additional workplace configuration tool.

& Additional workplace configuration tool O x
]

By default MName Mew

IP address 127.0.0.1
Port
Path to export folder

AVl-files player

DB connection string

Main DB connection string

2. Click the button (1).

3. Anew Server named New is added to the list (2).
4. Rename the Server if necessary (3).

o Note.

This name is used in the Additional workplace configuration tool only.

o

Specify the IP address of computer where the corresponding communication module is run: VideoSrv.exe
module (if the Server of Control is added) or CentralNetServer.exe (if the Central Server of Control is added)
(4).

Specify the connection port to the VideoSrv.exe/CentralNetServer.exe module (5).

o Note.

To connect to the VideoSrv.exe module, it is necessary to specify the port that is selected in

the TCP/IP port (Archive) field on the settings panel (see Configuring a connection).

To connect to the CentralNetServer.exe module, it is necessary to specify the port that is selected in
the IPPort parameter of

the HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry key
(for details, see the registry keys reference guide Vertical solutions, for more information about
working with the registry, see Working with Windows OS registry).

o

7. Specify the path to network folder on the Server where there are archive files requested from the Agent of
Control (6) (see Specifying the export directory). A standard Browse for Folder dialog box appears when
clicking the Path to export folder link. Select a required folder.

8. Specify the path to the executable file of the video player on the Additional workplace/Additional workplace
of CSC used to playback the video clips requested from the Agents of Control (see Requesting video clips from
objects) (7).
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9. Click the DB connection string link (8). The Data Link Properties box appears. Configure DB connection to
remote Server as follows:
a. Gotothe Provider tab. Select Microsoft OLE DB Provider for SQL Server.

B3 Data Link Properties E |

Provider Ennnectinnl .-'l'-.dvanceu:ll &l I

Select the data wou want b0 connect to;

OLE DB Provider(s]

Microsaoft Jet 3.51 OLE DE Provider

Microsoft Jet 4.0 OLE DB Provider

icrozoft OLE DB Provider for DTS Packages
Microzoft OLE DB Provider for Indesing Service
Micrazoft OLE DB Pravider for Internet Publizhing
Microsoft OLE DB Provider for QDEBC Drivers
Microzoft OLE DB Provider for Olap Services 8.0
icrozoft OLE DB Pravider for Oracle

icrosoft OLE DB Provider for SHL Server |
icrozoft OLE DB Simple Provider

k5D ataShape

[LE DB Provider for Microzoft Directon Services
SOL Server Replication OLE DB Pravider far DTS

0k, Cancel | Help |
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b. Go to the Connection tab.

bal

-

£F | Data Link Properties_

e

| Provider | Connection | Advanced |.ﬁ.|| |

Specify the following to connect to SQL Server data:
1. Select or enter a server name:
SRVINSOLEXPRESS w | Refresh |'|
2. Enterirformation to log on to the server:
() Use Windows NT Integrated security

i@ Use a specific user name and password: 1

)

|ser name: =a .

Password: =
[ Blank password Allow saving password 3
3. @ Select the database on the server:

(71 Mtach a database file as a database name:

i

6] ok | cancel || Hep |

o

In the 1. Select or enter a server name: dropdown list select a name of DB server where the

Server DB is stored (1).

Set the 2.Enter information to log on to the sever: to the Use a specific user name and password:
position and specify the user name and password to connect to MS SQL Server (2).

Select the Allow saving password check box (3).

In the Select the database on the server: dropdown list select the name of the Server DB (4).

Click the Test Connection button (5). If connection data is specified correctly, then the box with the
Test connection succeeded message appears.

-

Microsoft Data Link 25 |

| Test connection succeeded.

o Note.
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If there is the Connection failed message, then check if there is connection to the Server
computer and if the server DB is configured correctly and then repeat steps 9.a-9.g.

h. Click the OK button (6).
10. The configured connection string is displayed in the text field (8).
11. Click the Main DB connection string link (9). The Data Link Properties box appears. Configure DB
connection to the base Axxon PSIM DB similarly to the Server (see steps 9.a-9.h). The configured connection
string is displayed in the text field.

12. Click the button to save the changes (10).

© note.

To remove the Server from the list, select it and click the - button (11).
Server is now added to the list.
8.1.3 Selecting active Server of Control

Select an active Serverused by the Additional worksplace/Additional workplace of CSC as follows:

1. Run the Additional workplace configuration tool.

{7 Additional workplace configuration tool

By default Name

IP address

2. Select the required Server in the list (1).
3. Clickthe . button (2

4. Click the . button (3

Active Server is now selected.

8.2 Working with Additional worksplace/Additional workplace of CSC
without Windows administration rights

To allow the user not added to the Administrators group in the Windows operating system to work correctly with
Additional worksplace/Additional workplace of CSC, make sure the user has the full access to the following registry
section:

« fora32-bit system: HKEY_LOCAL_MACHINE\Software\BitSoft\;
« fora 64-bit system: HKEY_LOCAL_MACHINE\Software\Wow6432Node\BitSoft\.

8.3 Creating and configuring Data Gateway

Data gateway is needed when live video is transmitted from Agents of Control to Additional workplaces/Additional
workplaces of CSC in another subnet and Monitoring PSIM software components are not united in the distributed
video surveillance system, as so as in this case Video gate object cannot be used.
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The Data Gateway objects are created on the computers with Server of Control/CSC installed. The number of the
Data gateway objects must be equal to the number of Agent of Control to receive live video from. For example, if
there are 10 Agents Of Control, then create 10 Data Gateways with Local port and Remote IP-address
corresponding to those Agents of Control.

In this section, the description of Data Gateway configuration is given. By default, this module is not enabled for
live video transmitting to Additional workplaces/Additional workplaces of CSC. In order to enable Data gateway, set
the Viewing live video through gateway in the Monitoring interface object settings panel - see Configuring the
Monitoring interface object.

Data Gateway object configuration is performed as follows:

1. Create the Data Gateway object based on the Computer object on the Hardware tab of the System

Programming

| T
= 13000 1

{ Interface 150 [150] -ad 192.168.56.3 2
300 3

2. Inthe Local port field enter the number of the port in the system for connection of Additional workplace/
Additional workplace of CSC (1).

3. Inthe Remote IP-address field enter IP-address of the Agent of Control (2).

4. Inthe Remote port field enter the standard port of the Agent of Control intended to transmit live video (3).
Do not change the default value in most cases. It is to be changed only if by some reason the system uses
intermediate server with port forwarding.

5. Click Apply (4).

Data Gateway configuration is completed.
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9 Configuring the Monitoring PSIM fault tolerance

To configure the Monitoring PSIM fault tolerance, do the following:

1. Configure the main Server of Control (see Configuring Server of Control).

2. Configure the Agent of Control (see Configuring Agent of Control) and set the connection parameters to the
main Server of Control for the Partition Of Control object (see Configuring communication between Agent
Of Control and Server Of Control).

3. Create the second Partition Of Control object, configure it in the same way, but with a different Partition
Of Control ID from the first one (see Configuring the Partition Of Control unique ID).

4. Configure the backup Server of Control (see Configuring Server of Control).

5. When you configure the second Partition Of Control object, set the connection parameters to the backup
Server of Control (see Configuring communication between Agent Of Control and Server Of Control).

Attention!

If you add the list of cameras for tracking during the configuration of the first Partition of Control
object (see Configuring the camera list), then to add the same cameras to the second Partition Of
Control object, you must set the MonitoringReserving=1 parameter value of the
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry key in
the Windows OS registry (for details, see Vertical solutions; for more information about working
with the registry, see Working with Windows OS registry).

Configuring the Monitoring PSIM fault tolerance is complete.
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10 Configuring the special mode of Monitoring operation with
ACFA PSIM

On this page:

+ Generalinformation
about special mode of
Monitoring PSIM
operation with ACFA
PSIM

+ Configuring the special
mode of Monitoring
PSIM operation with
ACFA PSIM on the Server
of Control side

+ Configuring the special
mode of Monitoring
PSIM operation with
ACFA PSIM on the Agent
of Control side

+ Operating procedure

10.1 General information about special mode of Monitoring
PSIM operation with ACFA PSIM

The special mode of Monitoring PSIM operation with ACFA PSIM allows to provide access to the object with the
installed Agent of Control using the user's access card, and to monitor the object status on the Server Of Control.
This operating mode is relevant if the Monitoring PSIM and ACFA PSIM are not combined into a single system with a
distributed architecture.

10.2 Configuring the special mode of Monitoring PSIM operation with
ACFA PSIM on the Server of Control side

The special mode of Monitoring PSIM operation with ACFA PSIM is configured on the Server of Control side as follows:

1. Create an AccessByCardEnable string registry key and set 1 as its value (for details, see the registry keys
reference guide Vertical solutions, for more information about working with the registry, see Working with
Windows OS registry).

2. Create the necessary number of access levels, which include one or more Partitions of Control of the
corresponding Agent of Control objects, the access to which should be obtained. Do it as dollows:
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 Access point | Time schedule
|| 47 John Reed str. Always

3

Undo

In the object tree, create an Access Level object (2) on the basis of the Access Levels object.
c. On the settings panel of this object, specify one or more access points to which the Partitions of
Control on Server of Control correspond (3).
d. Click Apply (4).
. Create the necessary number of users who will be able to access objects, and assign an access card and
access level to each user. Do it as dollows:

a. Inthe System Settings dialog box, go to the Users tab (1).
A Hardware Int Usere 4  Programming
ohn Patrick [1] 3
12 Departrent
e
R
==
Dbjectcode |

E 8

|

EI.©

User pemissions Synchronize with AD lid tl 1212203 [}
ol [[# 11

b. Inthe object tree, create a Department object (2), and then create a User object (3) on its basis.
c. On the settings panel of the User object, specify the following parameters:
a. Inthefield (4) enter the last name of the user.
b. Inthe Name field (5), enter the first name of the user.
c. Inthe Patronymic field (6), enter the middle name of the user.
d. Inthe Phone field (7), enter the phone number of the user.
e. Inthe Object code field (8), enter the room code.
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f. Inthe Permanent card field (9) enter the card number.

A\ Attention!

Both Object code and Permanent card fields should be filled in.

g. If necessary, in the Valid till field (10), specify the date upon which access to the object will be
restricted.

h. Go to the Access Levels tab (11) and assign a previously created access level to the user (see step 2).

| Aocess Level 1

Undo

i. Click Apply (12).

o Note

Similar actions can also be performed using the Access Manager module, which is part of the ACFA PSIM
software package (see Working with the Access Manager software module).

Configuring the special mode of Monitoring PSIM operation with ACFA PSIM on the Server of Control side is complete.

10.3 Configuring the special mode of Monitoring PSIM operation with
ACFA PSIM on the Agent of Control side

The special mode of Monitoring PSIM operation with ACFA PSIM is configured on the Agent of Control side as follows:

1. Create an AccessByCardEnable=1 string parameter value
for the HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry key (for
details, see the registry keys reference guide Vertical solutions, for more information about working with the
registry, see Working with Windows OS registry).

2. Install ACFA PSIM (see ACFA PSIM Installation Guide).

A\ Attention!
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The following is an example of configuring the interaction between the Monitoring PSIM and the
Apollo integration module, which is part of the ACFA PSIM software package. The configuration
guide for the Apollo integration module is available in the documentation for ACFA PSIM. Instead of
the Apollo integration module, you can use any other integration module that supports user entry
into the controller.

3. Configure the Apollo integration module.
4. Inthe System Settings dialog box, go to the Programming tab (1).

Hardware erfaces Programming

= function SetPersons (srcDepartment, destTable, destTableSize, mag) =
3y Scripts

W Script var users = CreateMag():
2 users.S5tringToMag (GetObjectsIds ("PERSON")) ;

Editor - Debugger

biect type: Object name

Time and Attendance

Undo

5. To transfer the user data from the Server of Control side to the Agent of Control side, it is necessary to create
script Nel in the object tree on the basis of the Scripts object (2) by copying the contents of an example of

this script (see Sample script for configuring the interaction between the Monitoring PSIM and the
Apollo integration module).

6. To monitor the object status on the Server Of Control side, it is necessary to configure the alarm group (see

Configuring alarms for Monitoring PSIM the object state on the Agent of Control side). As a result of this
configuration, the script Ne2 will be created.

Attention!

If an integration module other than Apollo is used, it is necessary to modify the script examples for
the corresponding integration module.

© nNote

For more information on creating scripts, see The Script object. Programming using the JScript
language.

7. Click Apply (3).
Configuring the special mode of Monitoring PSIM operation with ACFA PSIM on the Agent of Control side is complete.
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10.4 Operating procedure

At startup, and then every 15 minutes, Agent of Control sends the hash of existing users to Server of Control. Initially,
there are no such users. At startup, Server of Control receives the hash of all objects including users from the Axxon
PSIM core, and puts them in a list that is updated if objects are edited or deleted. Server of Control compares the
user hash received from Agent of Control with the value from the list and, if there is a mismatch, requests new data,
and then transfers it to Agent of Control. Agent of Control, upon receiving this data (hash + configuration), updates
the information about the users and generates the SPR_DATA_UPDATED event, which is processed in script Nel. As
a result, the users with the right to access the corresponding Agent of Control will be loaded into the memory of the
Apollo controller and will be able to access the object upon presenting of their access card.

Also at startup, and then every 15 minutes, Agent of Control sends a GET_OBJECT_STATE event to the Axxon PSIM
core. This event is processed in script Ne2, which generates an OBJECT_STATE_INFO event with the object status
in the state field and the user's access card number used when arming/disarming the object in the card field. When
arming an object using the user's access card, this script generates an OBJ_ARM event (alarm type: Armed object).
When disarming an object using the user's access card, the same script generates the OBJ_DISARM event (alarm
type: Attention! Service personnel are working!) and activates a long alarm Object disarmed.

o Note

Only the user access card numbers are stored on the Agent of Control side, the users' full names are not
available. Therefore, in order to obtain the users' full names by the access card numbers, Server of
Control queries the Axxon PSIM database on the Server of Control side.

As a result, when the access to an object is received, the access card number and the full name of the user who
gained the access is displayed in the Event log as an additional information (see Event log).

18| Event log: O X

Alarm date ~| End ~| MName ~/ID |~ Region|~| District v/ City = Confirm|~| Alarm type ~| Device ~| Date of processing |+ | Comment | User |~
|+ 13/22/2023 11:40:57 AM 47 John Reed str. 550016 Object disammed Detectar 3/22/2023 11:40:58 AM ok Admin
| 3/22/202311:3452 AM 3/22/202311:3453 AM 47 John Reed str. 550016 Detections Attention! Service personnel are warking! (Carc 4567 (User 1)) 3/22/202311:40:58 AM ok Admin

3/22/2023 11:34:26 AM | 3/22/2023 11:34:43 AM |47 John Reed str. 50016 Detections Armed object (Card:4567 (User 1)) 3/22/202311:34:43 AM ok Adrin
| 3/22/202311:32:40 AM | 3/22/2023 11:32:41 AM 47 John Reed str. 550016 Object disarmed Detectar 3/22/2023 11:40:58 AM ok Adrmin

3/22/202311:31:18 AM | 3/22/202311:31:19 AM |47 John Reed str. | 550016 Detections Aftention! Service personnel are working! (Card:4567 (User 1)) 3/22_/é023ﬂ 31:20 AM ok Adrin

ne
Search
S 37212023 11.45.24 AM [-] A
3/22/2023 114524 Ab [£]
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11 Data loader for Monitoring

11.1 Server of Control communication module

Server of Control is a communication module that is responsible for receiving information from objects. The icon of
the module (a red "V" symbol) is shown in the toolbar, in the lower-right corner of the screen.

If you double click on the icon, the window shown in the following figure opens.
VW wvideosry — o
Server OF Contral [c]
Werzion 1.0.0.30 [Demo mode]
AxwonSoft Group LLC.

Server of Control starts automatically. If Server of Control has been stopped by mistake or any other reason, it can be
restarted from Start - All programs - Axxon PSIM - Monitoring PSIM - VideoSrv menu.

i Lser Import Modiule Setbngs Guide
i Wanderinlt Integration Moduke Setl

e @nid fle comertes

11.2 Dataloader

Server of Control creates files that contain object status information and puts them in the exchange folder. The files
are then loaded from the folder to the database by the Data loader for Monitoring module. The icon of the module (a
"monitor" symbol) is shown in the toolbar, in the lower-right corner of the screen.
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E Hide/Show loader panel

If you select the Show data loader menu item, the Data loader for Monitoring window opens.

E Data loader for Monitoring = *
Healp

Farameters |

B Auiornatic loading
Loading period (sec)

Loaded filz

Input data folder |C\Program Files (x86)y&oon PSIMywhastManData) |
Loadings

This window contains the following parameters:

1. Input data folder: the path to the folder that contains incoming files from Server of Control.

2. Loading period (sec): the time in seconds between two consecutive loads of incoming files from Server
of Control into the database. This parameter applies to non-alarm messages. Alarm messages are recorded
to the database immediately. Each time after data is loaded into the database, the system sends to the Log
panelinterface component a data update request. The Log panel refreshes the information from the
database every minute.

3. Automatic loading: if you select this check box, data is loaded automatically. Otherwise, the load starts only
when you click Load.

4. Loaded file: this field shows the name of the file being processed, or an error message if an error occurred
while loading the data.

5. Message files received from Server of Control are processed in several steps. The current step is shown in the
Step field.
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11.3 Connecting to the database
To configure the database connection, select the Connection to database item in the Actions menu.

ﬁ Data loader for Monitoring

Actions

A\ Attention!

If the location of the MonitorSSTV database changes from local to remote, you must set the
UseBulkiInsert=0 parameter value of the
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry key; if it changes
from remote to local, then set the 1 value (for details, see Vertical solutions; for more information about
working with the registry, see Working with Windows OS registry).

11.4 Removing errors

If there was a failure while loading data, you cannot close the program in a usual way, because the loading process
cannot be interrupted. To close the program, use the Remove error menu item.

11.5 Removing events from the database

The Remove events menu item allows you to clear database. You can use the following modes:
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E Data loader for Monitoring

Actions

Connection ko database

Remove emror 4| except unfinished
zage table anly

_ . For previous period
2 operations with fil———

1. All - clears the database from alarms completely.

2. All except unfinished - clears the database from alarms completely, but leaves the information on the start
of the alarm for those alarms that did not yet end (long-term alarms).

3. Message table only - clears the message log. This allows you to decrease the size of the database. In
Settings tab, you can specify how long messages are kept in the log (see Setting the log storage period).

4. For previous period - clears the data for a specified period.

11.6 Setting the log storage period

If you want to specify how long the Data loader messages are kept in the log (event log), go to the Data loader for
Monitoring window and then to the Parameters tab.

The data loader's event log is stored in the <Axxon PSIM software installation
folder>\VHost\MONITOR\LOADER\LoaderSSTV_L_M.log, where M is a month.

E Data loader for Monitoring _ W
Actions

Lo a dli ng

Feep message login DB |

Lo 0 file size IH Ei:'

/e operations with files in log

1. Keep message log in DB (days): you can specify for how long will the data be kept in the MonitorSSTV
database tables.

2. Log file size (MB): you can specify the file size for the data loader's event log (in megabytes). After this limit
is reached, the log file is archived.

3. Save operations with files in log: this allows you to save details for the data loader's file operations in the
data loader's event log.
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11.7 Configuring automatic video clips loading

To enable the automatic video clips loading, set the FileQueryEnable=1 parameter value of the
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry key and for the
FileQueryPath parameter, specify the exchange directory with the external system (see Vertical solutions; for more
details on working with the registry, see Working with Windows OS registry). Restart the computer to ensure the
changes are applied.

o Note

By default, the C:\Query\ directory is specified in the FileQueryPath parameter.

Attention!

If you enable the automatic video clips loading simultaneously on the side of the Server of Control and on
the Additional workplace, then you must specify the FileQueryPath parameter that is within them in a way
so that it indicates different directories.

o Note

When you start the videosrv.exe communication module at the Server of Control side, the directory
specified in the FileQueryPath parameter is automatically created with the following subdirectories:
In—the directory for request files;

In\Work—the valid directory for request files;

OutSuccess—the directory in which the request file is placed if a video is successfully loaded;
OutError—the directory in which the request file is placed if this file is incorrect or not all required
parameters are specified;

OutFail—the directory in which the request file is placed if this file is correct but you failed to load a video
for an unknown reason.

Attention!

You must manually create the exchange directory with the external system specified in the
FileQueryPath parameter along with all subdirectories mentioned above on the Additional workplace.

11.8 Specifying the export directory

The export directory is automatically created on the Server of Control and on the Central Server of Control to save all
requested frames and video fragments. By default, the export directory is located at DISK:\Export\ path, where DISK
is the drive on which the operating system is installed. You can change the path to this directory using the
ExportPath parameter of the HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService
registry key (see Vertical solutions; for more information on working with the registry, see Working with Windows
OS registry). Then the Monitoring reports and Search in archive modules can work with this data storage.

If necessary, you can configure saving frames and video fragments in the Monitoring PSIM database on the Server of
Control (MonitorSSTV) and the Central Server of Control (ServerSSTV) instead of the export directory. For this, you
must set the KeepVideoDatalnBase parameter of the
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\VHostService registry key equal to the number
of days of storage in the database (see Vertical solutions; for more information on working with the registy, see
Working with Windows OS registry). The data is stored in the video_data table.
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To restore data from the Monitoring PSIM database to the export directory, use the RestoreExportDir.exe utility that
is installed on the Server of Control and on the Central Server of Control at the <Axxon PSIM installation
directory>\Vhost\SYSTEM path. To start restoring data, click the Restore export folder button.

RestoreBxportDir == >

ot folder
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12 Configuration of the Monitoring PSIM interface

12.1 Generalinformation about the Monitoring PSIM interface

The Monitoring PSIM interface is accessible through the following interface elements

1. Monitoring.
2. Monitoring reports.
3. Search in archive.

These objects are created based on the Display object, in the Interfaces tab of the System settings dialog box. It is
recommended to create these objects on the basis of different Display objects.

Architecture Hardware Interfaces

= 1 Display 1[1]

[EE Monitoring 1[1]
= L Display 2 [2]

= Monitoring reports 1 [1]
= L Display 3 [3]

J® Search in archive 1[1]

Interface objects are available at the following Monitoring PSIM installation types: Server of control, Additional
workplace.

o Note.

Operations with interface objects are described in the Monitoring PSIM: Operator's Guide document.
12.2 Configuring the Monitoring interface object
Attention!

Before you create the Monitoring interface object, you must create and configure the Server Of Control
object (see Creating necessary Server Of Control objects).

To configure the Monitoring object, do the following:
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1. Go to the settings panel of the Monitoring object.

L EET—

Dizplay

Filter by owners

farning when watching live video

Com i ﬂ Authorization ..

Apply Undo

2. Set the checkboxes next to the alarm groups that must be visualized. You can rename the Extra 1 and Extra
2 groups of alarms.

3. If you want to display the Owners panel component on the screen, set the Owners panel checkbox and
specify the component coordinates on the monitor screen. From the Monitor drop-down list, select the
number of the physical monitor the coordinates of which must be specified. You can also set the scaling of
objects from 100% to 500%.

o Note

If the scaling parameter exceeds 110%, then the high-resolution icons are displayed on the object,
and the Courier New font is used for the text in the object title; otherwise, MS Sans Serif is used.

4. If you want to display the Control panel component on the screen, set the Control panel checkbox and
specify the component coordinates on the monitor screen. From the Monitor drop-down list, select the
number of the physical monitor the coordinates of which must be specified. You can also set the scaling of
objects from 100% to 500%.

o Note

If the scaling parameter exceeds 110%, then the high-resolution icons are displayed on the object,
and the Courier New font is used for the text in the object title; otherwise, MS Sans Serif is used.
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If you want to display the Log panel component on the screen, set the Log panel checkbox and specify the
component coordinates on the monitor screen. From the Monitor drop-down list, select the number of the
physical monitor the coordinates of which must be specified.

Set the Non-empty Comment field checkbox so that the operator comments on an alarm and/or its actions
when accepting this alarm. You can view this comment later in the event log, where the operator who
received an alarm is also indicated.

By default, you can filter objects by the Alarm and Failure events as well as by the Connected and
Disconnected states. To disable this option, clear the Use filter by events checkbox. As a result, the drop-
down list for selecting events becomes unavailable.

If you want to display the warning indicating that the video stream transmission can create the critical load
on the channel when viewing the live video, you must set the Warning when watching live video checkbox.
If the Agents Of Control and Additional workplaces modules are in different subnetworks, the Monitoring PSIM
components aren't combined into the common distributed system in the Axxon PSIM object tree, and Data
gateway is used to transmit the live video to Additional workplaces, set the Viewing live video through
gateway checkbox.

© nNote

For information on how to create and configure the Data gateway object, see Creating and
configuring Data Gateway.

To add the All cameras of partition of control item to the Video image playback item that allows
displaying all the cameras of the selected control partition, set the Viewing live video from all cameras
(add.) checkbox.

In the Video stream speed field, enter the number of the video frame rate when viewing the live video or a
video from the archive. This parameter is used to limit the data flow between the Server Of Control and

the Agent Of Control (for example, in case the communication channel has low bandwidth).

© nNote

The Video stream speed setting works for the archive video only when you use CamMonitor.ocx of
version 4.11.0.1766 and higher.

If the archive is recorded with the H.264 codec and the video stream speed is set to more than

0 frames per second, the archive video is played back only by reference frames.

If the value of the video stream speed is 0, the live and archive video aren't decimated.

12. From the Compression drop-down list, select the required compression rate for the live video.
13. If you want to set the cameras that the user must not see when viewing the live video, do the following:

a. Click the Cameras... button.
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b. The settings window opens:

User

| Administratar 52

Object

) £

Li:

Camera

c. Inthe User drop-down list, select the user to whom you want to set the restriction.
d. The List of cameras prohibited for viewing field displays the cameras prohibited from viewing for
the selected user. To add a camera to the list, select the required object from the Object drop-down

list and click the - button.

o Note

The Object list contains only those objects that have cameras.
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e. The window with the list of cameras of this object opens:

Object x|

Camera Camera
office 1 office 2

Apply changes and cloze

f. Inthe left part of the window, select the cameras that must be prohibited from viewing, and move

them to the right part of the window using the ’ZI button. Then click the Apply changes and close
button.

o Note

To cancel the prohibition, select the camera in the right part of the window and click the
<.

button.

g. Click the OK button.

© nNote

If you use the filter by owners for the Monitoring interface object, then its value is taken into
account when you configure prohibited cameras.

If the user selects the camera that isn't prohibited from viewing the live video in the
Monitoring window, they can enter the camera's functional menu and select the camera
prohibited from viewing using the Camera menu item. To prevent this from happening, you
must hide the Camera menu item using the MENU_CAMS_DISABLE_OPTION parameter of
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the HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\BitSoft\VHOST\CamMonitor registr
y key (for more details, see the Vertical solutions registry key, for information on how to
work with the registry, see Working with Windows OS registry).

When you add a camera to the list of cameras prohibited from viewing, a cameraisn't
automatically removed from the previously created screens to which it is added.

14. To configure the authorization parameters for getting access to video, you must:

a. Click the Authorization... button.

b. Inthe Authorization window that opens, specify the login and password for viewing the live video
and a video from the archive in the Login and Password fields, respectively. If you don't specify the
authorization parameters, then the user rights of the server to which the connection is performed are
used.

Authorization x|

Logir;

15. If you want specific owners to be available for specific users on the owners panel, set the filter by owners:
a. Click the Filter... button.
b. The Filter by owners window opens. The list of available user-owner pairs is on the left side of the
window, the list of selected pairs is on the right one.
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Filter by owners _)i!

wner . Uzer wner
Department Toronto Administrator  Department Toronto

Apply changes and cloze

o Note

The list of owners is set on the control panel, for details, see the section Operator's Guide:
Regulatory and reference information.

You can configure users and their rights on the Users tab of the System settings window,
for details, see the section Axxon PSIM Software Package: Configuration of users and
permissions.

c. Move the pairs between the lists using the ’Z‘ and buttons.

d. When you complete forming the list of user-owner pairs, click the Apply changes and close button.
16. Selected pairs of users and owners are displayed in the table.
17. Click the Apply button.

Configuring the Monitoring interface object is complete.

When you select the screen in Axxon PSIM based on which the Monitoring object is created, the Monitoring
interface window is displayed.

12.3 Configuring the Search in archive object

The Search in archive interface object is configured as follows:

Configuration of the Monitoring PSIM interface- 163


https://docs.axxonsoft.com/confluence/spaces/monitoringPSIM200en/pages/345735733/Regulatory+and+reference+information
https://docs.axxonsoft.com/confluence/spaces/PSIM100en/pages/235440822/Configuration+of+users+and+permissions

Monitoring PSIM 2.0 (english) - Administrator's Guide

1. Select the Search in archive object in the objects tree. In the right part of the System settings dialog box,
the settings panel for this object will be displayed:

1 | earu:h in archive 1

Dizplay

Filter by awners

Undo

2. From the Monitor drop-down list, select the number of the physical monitor, which coordinates should be
specified. Specify the Search in archive window position coordinates on the screen of the selected monitor

(1).

3. Setup afilter by owners (2) by analogy with the Monitoring interface object—see Configuring the
Monitoring interface object.
4. Click the Apply button (3).

When you select the Display object on the basis of which the Search in archive object was created in Axxon PSIM,
the Search in archive interface window will be visualized (see Search in archive).

12.4 Configuration of the Monitoring reports object

To configure the Monitoring reports object, do the following:
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1. Select the Monitoring reports object in the objects tree. The settings panel of the object is displayed to the
right of the System settings dialog box.

T ; Fozition Feparts
| M onitaring reports 1 = THFIH

Dizplay :
[ 2lams

ﬂ Wideo repork

bl aritar: ¢
B Operat
Filter by awiners & st -

[ Sitat by owners
ﬂ Yehicle LPz

& Full ac
4

¥ harketing

Undo

2. From the Monitor drop-down list, select the number of the physical monitor, which coordinates should be
specified. Specify the Monitoring reports window position coordinates on the screen of the selected
monitor (1).

3. Set the filter by owners similar to the one for the Monitoring object (2), see Configuring the Monitoring
interface object.

4. By default, all reports are available for the operator. To hide some of the reports, clear the checkboxes next
to them in the Reports group (3).

5. Select the type of access to the Vehicle LPs reports (4):

a. Fullaccess: all Vehicle LPs report types are available.
b. Marketing: only the average time span at the gas station and number of vehicles reports are
available, and the Vehicle LP field is restricted to three letters and a % character.

6. Click the Apply button (5).

Configuration of the Monitoring reports object is completed.
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13 Configuring audio calls from the Monitoring interface

13.1 General information

Audio calls are supported between operators in a distributed configuration on the Server Of Control/Agent Of Control
side. Audio calls are made using the SIP-terminal object. Physical SIP devices are not required.

13.2 Configuring audio calls from the Monitoring interface

Configure audio calls from the Monitoring interface as follows:

1. Atthe Server Of Control and Agent Of Control side:

a. Create the Audio card object with the Microphone child object (see Audio subsystem configuration).

b. Create the Audio playback card object with the Speaker child object (see Configuring audio
playback).

2. Atthe Server Of Control side:

a. Create the SIP-terminal object as a SIP-server in Axxon PSIM (see Configuring SIP-terminal).

b. On the basis of the SIP-terminal object, create two SIP-operator child objects and for each of them
specify the corresponding operator identification number (Configuring SIP-operators on the SIP
server of Axxon PSIM).

c. On the basis of the SIP-terminal object, create the Address book object and select the previously
created SIP-operators (see Configuring address book of SIP-terminal).

d. On the settings panel of each SIP-operator, select a previously created address book (see
Configuring SIP-operators on the SIP server of Axxon PSIM).

e. Create the SIP-panel 1 interface object on the same Display 1 object on which the
Monitoring interface object was created (see Configuring the SIP-panel interface object).

o Note

Recommended coordinates of the SIP-panel: X=40,Y =40, W =20, H=21.

i. On the Basic settings tab of the SIP-panel 1 object, select the SIP-terminal as the terminal
(see Basic settings of the SIP-panel interface object).

ii. Onthe Advanced settings tab of the SIP-panel 1 object, set the checkboxes as shown in the
figure below (see Advanced settings of the SIP-panel interface object).
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|nterface behavior |nterface elements

B Dizplay only when calling W Dial

[E Call control buttons

. Switch ta incoming

iii. Onthe Operator settings tab of the SIP-panel 1 object, configure the list of SIP-operators as
shown in the figure below (see Operator settings of the SIP-panel interface object).

Operatars

Mumber | Subscn.. | Mame
2 320 SIP-operator 2

1 222 S|F-operatar 1

Default: SIP-operator 2 i

Operator settings

f. Create the Display 2 object, which will be displayed only on the Agent Of Control side (see Assigning
the displays to the operator workstations).
g. Create the SIP-panel 2 child interface object.
i. On the Basic settings tab of the SIP-panel 2 object, select the SIP-terminal as the terminal
(see Basic settings of the SIP-panel interface object).
ii. Onthe Advanced settings tab of the SIP-panel 2 object, set the checkboxes as shown in the
figure below (see Advanced settings of the SIP-panel interface object).
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iii. Onthe Operator settings tab of the SIP-panel 2 object, configure the list of SIP-operators as
shown in the figure below (see Operator settings of the SIP-panel interface object).

Operators

Number Subzcri.. | Mame

2 320 SIP-operatar 2
Il 1 222 SIP-operator 1

All

Default: | SIP-operatar 2 -

O peratar

h. On the settings panel of the Computer object, select the speaker and microphone of the SIP-

operator (see Selecting speaker, microphone and camera for SIP-operator).

47 John Reed =tr.

9 * m o Yideo data

|I_I| i" @:ﬂ } Yideo image playback
E Menu...

Configuring audio calls from the Monitoring interface is now complete.

As a result, the Audio call item will appear in the context menu of the object in the Monitoring interface. When you
select this menu item, an audio call will be made to the operator who is on the computer with the corresponding
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14 Configuring special operation mode joint with Auto PSIM

14.1 Configuration on the Agent Of Control side

Configure special operation mode on Agent Of Control as follows:

1. Create and configure the Agent Of Control object on the Hardware tab (see Configuring Agent of Control).
2. Create and configure the LPR channel object on the Hardware tab (see Auto PSIM Software Package:
Administrator's Guide).

Architecture Hardware Interf

-
=% Agent Of Control 1 [1]
A7 John Reed str, [1]
=1 IDK Interface 150 [150]
= [X LPR channel 1[1]
ﬁ1 RoadAR module (fast) 1[1]
- | E LPR channel 2 [2]
I RoadAR module (fast) 2 [2]
] Video capture device 4 [4]
3. Create the Partition Of Control object on the basis of the Agent Of Control object, then add to it the LP
recognized events for entrance and exit (see Configuring the Partition Of Control object).

Add/Edit events for Manitoring x|

[ id | Type MNumber | Mame Event | Event id) Group of alams | Cont Videa data Message Detail
1 LPR charnnel 1 LPR channel 1 LP recognized MUMBER_DETECTED  Detections Na LP recognized (entrance)
2 LPR channel 2 LPR channel 2 LP recognized MUMBER_DETECTED  Detections Nao LP recognized (exit)

4. Create the ULPR section in the Windows registry if it is not created yet (see Vertical solutions. For more
details on how to operate the registry, see Working with Windows OS registry).

5. Inthe ULPR section of the Windows registry, create the ULPRspecialProcessing string parameter and set its
value to 1 (see Vertical solutions. For more details on how to operate the registry, see Working with Windows
OS registry).

6. Inthe ULPR section of the Windows registry create the PlaceOfRecognitionN string parameter, where N is
the ID of the LPR channel object.
This parameter corresponds to the point of recognition. Value 1 corresponds to entrance. Value 2

corresponds to exit (see Vertical solutions. For more details on how to operate the registry, see Working with

Windows OS registry).

1 ' LF'H channel 1

Computer W Disable

(LOCALHOST -

7. Inthe ULPR section of the Windows registry (see step 4) create the CamOfRecognitionN string parameter,
where N is the ID of the LPR channel object. The value in this key should correspond to the ID of the Camera
object specified in the LPR channel object settings (see Vertical solutions. For more details on how to
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-aptL e ble
ideo capture device 1 -

8. Restart the computer to apply the changes.

Configuring the special operation mode on the Agent Of Control side is now completed.

14.2 Configuration on the Server Of Control side

Configure the special operation mode on the Server Of Control side as follows:

1. Create and configure the Server Of Control object on the Hardware tab (see Configuring Server of Control).
2. Create and configure one or several External Plates DB objects on the Hardware tab (see Connecting and
setting up of the external LP number database).

3. Create and configure the Monitoring object on the Interfaces tab (see Configuring the Monitoring interface
object).

Architecture Hardware Interfaces
-
| External Plates DB 1
" |IDK Interface 150 = 1 Monitoring
Server Of Control 1 [E Monitoring 1
£l 10 Green spruce dr. = ] Reports
O 47 John Reed str. = Meonitoring reports 1
O Partition Of Control 1 = 1 Search in archive
J® Search in archive 1
4. Create the ULPR section in the Windows registry if it is not created yet (see Vertical solutions. For more
details on how to operate the registry, see Working with Windows OS registry).
5. Inthe ULPR section of the Windows registry, create the ULPRspecialProcessing string parameter and set its

value to 1 (see BepTukasibHble pelleHus. For more details on how to operate the registry, see Working with
Windows OS registry).

6. Restartthe computer to apply the changes.

As a result, the Info on vehicle license plates button becomes available in the Log panel and Details window of

the Monitoring interface. The License plate search window opens when you click this button (see Viewing
recognized LPs).

B |V = 7] [ ] m | X 5 O | e » [l m | 1| Y CUT: 3/20/2023 4.03:32 PM
D [~ Mame = Cameras = | Disk GB o on vehicle icense piates]| i3t record = | Disks temp. = Memory, MB | Work duration = Soitwere version ~ ||2:15 P 230 P 2.45 PM 300 PM 315 PM
& —_—
» 550017 10 Green spruce dr. 1 a7 118216812 |3/16/2023 | 35*C 11358 ot 1056 | R
| Details

B M« oo Dok

Objectcode [~ 1D~ Name ~| Gameras |~ Disk. GB =/ DiskS juto on vehicle icense piatestd ™ Disks temp. | GPU usage, %+ Memary. MB | Total memary. MB | Work durstion ~ | Software version ~ | Core version ~
1 550015 |47 John Preed st 4 74| mﬂm‘a e 18 11389 16328 oot 1.056/1.0.0.488
] 2 580017 10 Green spruce dr. 1 474 119216812 (31E023 35T 18 11389 16328 o1 1.0561.0.0.458

3550018 Partifion Of Control 1
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o Note

By default, the LP found in the database alarm is generated for the Entrance recognition point only. In
order to generate alarm both on Entrance and Exit points, in the ULPR section of the Windows registry,
create the AlarmMsgOne string parameter and set its value to 0 (see Vertical solutionse. For more details
on how to operate the registry, see Working with Windows OS registry).

Configuring the special operation mode on the Server Of Control side is now completed.
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15 The Agent of Control program module for Axxon One

15.1 General description of the Agent of Control program module

Agent of Control is the program module that allows Monitoring PSIM to work with Axxon One.

Agent of Control of the 1.0.169 version is compatible with Axxon One of the version 2.0.12 and higher. On the side of
the monitoring center, you must install Axxon PSIM of the 1.0.1.1342 version and higher as well as the Server of
Control module of the 2.0.60 version and higher.

15.2 Installing, repairing, and removing the Agent of Control program
module

15.2.1 Description of the Agent of Control distribution package

The Agent of Control program module represents the software installation package (distribution package). You can
download the latest version of the distribution package on the AxxonSoft official website.

There are two versions of the distribution package:

1. The standard Windows OS installer, where the user runs the setup.exe executable file.
2. The archive with folders for Linux OS which the user must unpack to the target folder.

The distribution package contains all required software components to install the Agent of Control program module
on the basic computer and allows installing, repairing, and removing the Agent of Control program module.

Attention!

To install, repair, and remove the Agent of Control program module, you must have the administrator
rights.

15.2.2 Features of installing, repairing and removing the Agent of Control program
module for Windows OS

Installing the Agent of Control program module on Windows OS

To install the Agent of Control program module, do the following:

1. Download and unpack the archive containing the version of the distribution package with installation on
Windows OS.

languages
ﬁ'_:j}! AgentOfControl.msi
-;E setup.exe
’LJ setup.ini
2. Run the setup.exe executable file in the root folder of the distribution package.
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3. Click the Next button to continue the installation process.
j‘_._%] Installation of Agent Of Control v.1.0.0.168 = >

e Welcome to the Agent Of Control v.1.0.0.168
r D11V Setup Wizard.
MONITORING

You are welcomed by the Agent Of Control v, 1.0.0. 168
Setup wizard, It enables to set installation parameters, Itis
recommended to quit all other applications before you
continue installation. Click Mext to go on or Cancel to exit
the Setup wizard, Thank you for using software products by
BsoxonSoft company,

4. Read carefully the terms of the license agreement, then set the switch to the I accept the terms of the
License agreement position and click the Next button.

j_‘.%] Installation of Agent Of Control v.1.0.0.168 = >
License Agreement. l--ﬂ_.- | M
Flease read the License agreement carefully, Hm;'lin:?m

End-User License Agreement (EULA)

This End-User License Agreement (referred to as the "EULA") is a legally
binding agreement between yvou, the Licensee, an individual or entity, and the
ArmonSoft which apply to the Software and includes terms of the access to
and use of the Software. By installing copying. or otherwise using the
Software vou hereby agree, without limitation or alteration, to all the terms and
conditions contained herein If you do not agree to the terms and conditions
outlined in this EULA vou must not download, install, or use Software.

Definitions

(@) accept the terms of the License agreement,

{1 do not accept the terms of the License agreement.

Brint Back Cancel
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5. The window for selecting the installation path of the Agent of Control program module opens. By default, the
Agent of Control program module is installed to C:\Program Files (x86)\AgentOfControl. To change the
installation path, click Browse... , and in the window that opens, select or create another folder and click

the OK button.

ﬁ Installation of Agent Of Control v.1.0.0.168

Choose Installation Folder.

Choose where to install Agent Of Control v. 1.0.0, 168,

Installation path

Agent Of Control v. 1.0.0. 168 will be installed to the following folder.

= X

PSIM

HMONITORING

|C:\Program Files (x85) \AgentOfContral|

[ ]install Agent Of Control v. 1.0.0. 168 as a service

Back

Browse...

Cancel

If you want to start the Agent of Control program module as a service, set the Install Agent Of Control as a
service checkbox. The system creates the service with the AxxonSoft Monitoring VHostRecover name.

6. Afterthat, click the Next button.
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7. To start the installation process, click the Install button.

ﬁ Installation of Agent Of Control v.1.0.0.168 =

Ready to Install = M
Setup wizard is now ready to begin installation of Agent Of Contral v. 130 3 D‘Eﬁfm:\inma
computer.

Setup wizard is ready to install Agent Of Contral v, 1.0.0. 168 on your PC, Click Install to
start. If you want to review or change any installation parameters, did: Back. Click
Cancel to exit the Setup wizard.

hard disk starts.

As a result, the process of copying the required components of the Agent of Control program module to the

ﬁ Installation of Agent Of Control v.1.0.0.168 = >

Installing Agent Of Control v.1.0.0.168 PSIM

HMONITORING

Please wait till Setup wizard installs Agent Of Control v, 1.0.0. 168, Installation
period depends on the operating system configuration and saftware that is already
installed.

Status: Copying new files
||

Cancel |

After you successfully copy the components of the Agent of Control program module, the message indicating
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the end of the installation process is displayed. Click the Finish button.
ﬁ Installation of Agent Of Control v.1.0.0.168 = >

Installation Complete .
P PSIM

Installation of Agent Of Control v.1.0.0. 168 is completed. Hpnit AL,

Installation of Agent Of Control v, 1.0.0. 168 on your computer is completed. If you were
installing Agent Of Control v.1.0.0. 168 from CDO, please, remove the installation media.
Click Finish to exit.

Attention!

For proper operation, copy the license.key license file to the AgentOfControl folder.

Installing the Agent of Control program module on Windows OS is complete.

Repairing the Agent of Control program module
To repair the Agent of Control program module, do the following:

1. Run the setup.exe executable file in the root folder of the distribution package.
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2. Select the Repair operation type and click the Next button to start the process of repairing.
ﬁ Installation of Agent Of Control v.1.0.0.169 =

Select Action PSIM

HMONITORING

Choose operation to execute with Agent Of Control v, 1.0.0. 169 and didk Next,

(®) Repair

() Remove

As a result, the system runs the check of the installed components and starts copying the required files of
the Agent of Control program module to the computer hard disk.

ﬂ Installation of Agent Of Control v.1.0.0.169 = >

Repairing Agent Of Control v.1.0.0.169 PSIM

HMONITORING

Please wait while the Setup Wizard repairs Agent Of Control v, 1.0.0. 1689,

Status: Creating shortouts
— ]

Cancel
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3. After you successfully copy the components of the Agent of Control program module, the message indicating
the end of the repairing process is displayed. Click the Finish button.

ﬁ Installation of Agent Of Control v.1.0.0.169 =

Repair Complete PSIM

HMONITORING

Agent Of Contral v, 1.0.0. 169 software was successfully repaired on your PC and is ready
for use, Click Finish to exit.

Repairing the Agent of Control program module is complete.

Removing the Agent of Control program module
To remove the Agent of Control program module, do the following:

1. Run the setup.exe executable file in the root folder of the distribution package.

The Agent of Control program module for Axxon One- 178



Monitoring PSIM 2.0 (english) - Administrator's Guide

2. Select the Remove operation type and click the Next button to start the process of removing.
ﬁ Installation of Agent Of Control v.1.0.0.169 =

Select Action PSIM

HMONITORING

Choose operation to execute with Agent Of Control v, 1.0.0. 169 and didk Next,

() Repair

(®) Remove

As a result, the system starts removing the installed components of the Agent of Control program module
from the computer hard disk.

ﬁ Installation of Agent Of Control v.1.0.0.169

Removing Agent Of Control v.1.0.0.169 PSIM

HMONITORING

Please wait while the Setup Wizard removes Agent Of Control v, 1.0.0. 169,

Status: Removing backup files

Cancel
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3. After you successfully removing the components of the Agent of Control program module, the message
indicating the end of the process is displayed. Click the Finish button.

ﬁ Installation of Agent Of Control v.1.0.0.169 =

Removal Complete O PSIM
HMONITORING

Agent Of Contral v, 1.0.0. 169 is successfully removed from your PC. If you want to repair
Agent Of Control v, 1.0.0. 169, you can install it again from the installation media. Click
Finish to exit,

Removing the Agent of Control program module is complete.

15.2.3 Features of installing the Agent of Control program module on Linux OS
To install the Agent of Control program module, do the following:

1. Download and unpack the archive containing the version of the distribution package for Linux OS to the
target folder (for example, /home/{user}/AgentOfControl).

{3t Home AgentOfControl -

* Starred Cfg Data System AgentOfCo
ntrol
{3t Home

2. Copy the license.key license file to the AgentOfControl folder.

Installing the Agent of Control program module on Linux OS is complete.
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15.3 Configuring the Agent of Control program module

15.3.1 Configuring the Agent of Control program module on Windows OS using the
configurator

You can configure the Agent of Control program module using the configurator:

1. Run the configurator located in the AgentOfControl/Cfg/AgentOfControlCfg path.
2. Inthe User name and Password fields, specify the user data used for its authorization in Axxon One.

¥ AgentOfCentralClg - >

Agent Of Control Configurator. Version 1.0.168

Paths Logs Other
User name root
Password = +==*

Web-server's port 80

w

Click the Save button.

To create the new section of control, click the plus in the lower right part of the screen.

5. Inthe displayed Identificator and Name fields, specify the ID and name of the control section to register on
the Server of Control module at the first connection, respectively.

»
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Agent Of Control Configurator. Version 1.0.168

Logs Other

User name root

Password

Web-server's port 80

Communication

Identificator

MName

550016

Cameras

47 John Reed str.

. Go to the Communication tab, and in the TCP port and IP address, specify the number of the TCP port and
the IP address of the Server of Control module.

L ﬂ'-'cgcl'ltD‘l‘- _r:r_:r_:ll:t'g

Paths

User name
Password

Web-server's port

Main settings
TCP port

IP address

Ping frequency (sec)

TCP port (UPS)

Agent Of Control Configurator. Version 1.0.168

Logs Other

root

same

Cameras
TTTT

192.168.1.20

[0 Use DNS instead of IP
120

8889
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7. To add cameras whose technical status you want to track, go to the Cameras tab.

r Agentlﬂf[onfrnlcfg

Agent Of Control t'_'-.'_:-r11'i-.'__]L_1r..:11_:_'.-r Version 1.0.168

Paths Logs Other
User name root
Passwaord T

Web-server's port B0

Main settings Communication

Total cameras: 0

Delete

If you specify the correct user name and password, the Add cameras window appears, where you can
select all server cameras or certain ones from the list right away. The Keep archive for (days), Gaps
in the archive (days), and Camera connection date fields are similar to the corresponding fields of
the Agent of Control module, which operates with Axxon PSIM (for more details, see Configuring the

a.

camera list).
L AgemtOfControlCfg b4

Add cameras

Camera All cameras

Keep archive for (days) 60

Gaps in the archive (days) ©

Camera connection date 04.12.2025

Add Cancel
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b. Click the Add button.
As a result, the selected cameras are displayed in the list.
¥ AgentOfControlClg - >

Paths Logs Other
User name
Password

Web-server's port BO

Main settings Communication

Total cameras: 2 [1 60 f - 04.12.2025] Camera 1
/000 - 04,12.2025] Camera 2

Add Edit Delete

o Note

If you use several sections of control, you can add a camera to only one of them, except for
reserving the server of control when the main and reserve sections of control must contain
similar cameras. For this, you must set the Reserving checkbox on the Other tab (see step
10).
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8. On the Paths tab, check the correctness of the path to the base software.
LF AgentDfControlClg =, 4

Agent Of Control Configurator. Version 1.0

Authorization Logs Other

The path to the base product C:\Program Files xonOnesbin

Communication Cameras
Identificator 550016

Mame 47 John Reed str,

9. Onthe Logs tab, if necessary, you can configure the operation with log files. The Archiving period (h), File
size (MB), and Keep archives for (months) are similar to the corresponding fields of the Agent of Control
module, which operates with Axxon PSIM (for more details, see Configuring the logging subsystem).

L% AgentOfControlCfg o 4

Agent Of Control Configurator
Authorization Paths Other
Archiving period (h) 168
File size (MB) 100

Keesp archives for (months) 3

Communication Cameras

Identificator 550016

MName 47 John Reed str.

10. To perform reserving when different sections of control work with different servers of control, you must first
enable this ability on the Other tab by setting the Reserving checkbox.
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&8 AgertOfControlClg = ks
Agent Of Control Configurator. Version 1.0.168
Authorization Paths Logs

Show an icon in the notification area

Reserving

Communication Cameras
Identificator 550016

MName 47 John Reed str.

11. Onthe Other tab, if necessary, you can disable the display of an icon in the notification area by clearing the
Show an icon in the notification area checkbox. By default, the checkbox is set, and when you start the
Agent of Control module, an icon with a red tick appears in the notification area, which you can click to open
the module display menu. If you clear the checkbox, the icon is absent and the module is displayed instantly.

12. Click the Save button.

Configuring the Agent of Control program module on Windows OS using the configurator is complete. When you
start the computer, the AgentOfControl.exe and VHostRecover.exe processes are started automatically.

After you connect the Agent of Control module to the Server of Control module, the system automatically registers it
and displays its information.

B H i A 15 mi EE |

IoN = Hame = Camams = Digk GB = Digks = IFaddreds = Firsinecond = Digks g = Mamon. ME = Sofsan wasos = 103026 1045 &M 11100 Ak
¥ SEO00G 47 John Psed = 2 16 1 152060136 12132026 1 120 LO1ES
£

127477025 123000 Frd 124025 124000 Fid Tall 1} Efpi] 10000

47 John Bead stE.

= Flares * Cawwong v Disk Gl v Digke v Auchive G = Faddeas r F = [iskaismg v CPL geans, % v bamon Ml « Toisl mamone M0« VYo doslicn © Sofesde wantion © Cos s mcn T
1 S5M16 47 Jobn Fagd s 2 18 1 19 151680 3% i T 1120 40e? 1071602 B1T 58
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B 47 Johi Reed str. (S50016) = *

Info on archres|)

Mumber = Cameara = Thrashold, déns = Cumend, dens = Total, days = Paiod, deys = Occupstion. 3+ Conneclion = Firstrecand | = | Lasirecord = Alam = Loap =

i _1|Cameen! LIS

61 w0 [ioa2s  qanpnes N4 | O O
N

2 Camerm 2 i1} B1 100 1230472025 12372025 1242025 ]

15.3.2 Features of configuring the Agent of Control program module for Linux OS

Configuring the Agent of Control program module on Linux OS using the configurator
You can configure the Agent of Control program module using the configurator:

1. Run the configurator located in the AgentOfControl/Cfg/AgentOfControlCfg path.
2. Inthe User name and Password fields, specify the user data used for its authorization in Axxon One.

AgentOFfControlCFg
Agent Of Control Configurator. Version 1.0
Paths Logs Other
User name root
Password =+

Web-server's port 8000

w

. Click the Save button.

To create the new section of control, click the plus in the lower right part of the screen.

5. Inthe displayed Identificator and Name fields, specify the ID and name of the control section to register on
the Server of Control module at the first connection, respectively.

>
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AgentOfControlCfg
Agent Of Control Configurator. Version 1.0.169
Paths Logs Other
User name root
Password  =---

Web-server's port BODD

Communication Cameras
Identificator 550016

MName 47 John Reed str.

6. Go to the Communication tab, and in the TCP port and IP address, specify the number of the TCP port and
the IP address of the Server of Control module.
AgentOFControlCFg

Agent Of Control Configurator. Version 1.0.169
Paths Logs Other
User name root
Password ==+

Web-server's port 2000

Main settings Cameras
TCP port 7777

IP address 192,168.1.20

[0 use DNS instead of IP
Ping frequency (sec) 120

TCP port (UPS) B8&9
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go to the Cameras tab.

7. Toadd cameras whose technical status you want to track,
AgentOFfControalCFg

Agent Of Control Configurator. Version
Paths Logs Other
User name root
Password  sssssssscsss

Web-server's port 8000

Main settings Communication

Total cameras: 0

Delete

If you specify the correct user name and password, the Add cameras window appears, where you can
select all server cameras or certain ones from the list right away. The Keep archive for (days), Gaps
in the archive (days), and Camera connection date fields are similar to the corresponding fields of
the Agent of Control module, which operates with Axxon PSIM (for more details, see Configuring the

a.

camera list).
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AgentOfControlCfg

Add cameras

Camera All cameras

Keep archive for (days) 60

Gaps in the archive (¢ ) 0

Camera connection date 16.12.2025

Add Cancel

Click the Add button.
As aresult, the selected cameras are displayed in the list.
AgentOFfControlCfg

Agent Of Control Configurator. Version 1.0.169
Paths Logs Other
User name root
Password srmsmssnsnnn

Web-server's port 8000

Main settings Communication

Total cameras: 2 [1 ] [060 / 00O - 16.12.2025) Camera 1
I3 ] [060 ¢ ODO - 16.12,2025] Camera 2

Add Edit Delete
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o Note

If you use several sections of control, you can add a camera to only one of them, except for
reserving the server of control when the main and reserve sections of control must contain
similar cameras. For this, you must set the Reserving checkbox on the Other tab (see step
10).

8. On the Paths tab, check the correctness of the path to the base software.
AgentOFfControlCrfg

A g ent OFf Control Con gurator. Version 1.0.16%9

Authorization Logs ©Other

The path to the base product Jopt/AxxonSoft/AxxonOne/bin

Communication Cameras

Identificater 550016

Mame 47 John Reed str.

9. Onthe Logs tab, if necessary, you can configure the operation with log files. The Archiving period (h), File
size (MB), and Keep archives for (months) are similar to the corresponding fields of the Agent of Control
module, which operates with Axxon PSIM (for more details, see Configuring the logging subsystem).
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AgentOFfControlCFg

ntrol Configurator. Version 1.0.169

Authorization Paths
Archiving period (h)
File size (MB)

Keep archives for (months)

Communication Cameras
Identificator 550016

MName 47 John Reed str.

10. To perform reserving when different sections of control work with different servers of control, you must first
enable this ability on the Other tab by setting the Reserving checkbox.

The Agent of Control program module for Axxon One- 192



11.

12.

Monitoring PSIM 2.0 (english) - Administrator's Guide

AgentOFfControlCFg

Agent Of Control Configurator. Version 1.0.169

Authorization Paths Logs
Show an icon in the notification area

Reserving

Communication Cameras
Identificator 550016

Name 47 John Reed str.

On the Other tab, if necessary, you can disable the display of an icon in the notification area by clearing the
Show an icon in the notification area checkbox. By default, the checkbox is set, and when you start the
Agent of Control module, an icon with a red tick appears in the notification area, which you can click to open
the module display menu. If you clear the checkbox, the icon is absent and the module is displayed instantly.
Click the Save button.

Configuring the Agent of Control program module on Linux OS using the configurator is complete.

After you connect the Agent of Control module to the Server of Control module, the system automatically
registers it and displays its information.

E E i A 15 mi EE |

I |= Mame = | Camams = Cisk GB = Digks = |Faddness = Firslrecond = Disks seerg. = Maman, MB =] Solteans v s = 1030 20 1045 A 11100 Ak
¥ Z50016 47 John Peed s, 2 15 | TR2N6A1.25 12032028 HC 1120 101ES
[

120477025 1230400 Fid 127477025 12 40100 Fid 1ol ] 2m 10000

47 JFohn Resd STE.

Memory Wil v Toisd mamone Ml v VWiork dusics T Sofwee wention T Core usmicn
1178 are? 1 01682 BT 5N
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B8 47 lohm Reed str, (350016) m] 4
it o echidact §

Mumber = Cameara = Threshold, deys = Cumeni, deys = Total, deys = Parod, deys = Decupstion, % = Connection = Firstrecard = Lasirecord = Alamn = Loop =

TEOR0EE | [1zAE0es ] o

gl 1472025
il 100 1242025 20 124202 O 5]

Configuring the automatic startup of the Agent of Control program module

On the page:

+ Thefirst way: loginisn't
required

+ The second way: login is
required

« Commands to control
the Agent of Controlin
the service mode

To configure the automatic startup of the Agent of Control program module along with the computer, add it to the
autoloading. You can do that in two ways, depending on whether the user authorization is required or not.

The first way: login isn't required

If you don't need to log in to the system at the computer start, the automatic loading is configured in the following
way (on the example of Ubuntu OS 20.04):

1. Open the window of the command prompt using the Alt+F2 key combination.

2. Inthe window that opens, enter the gnome-session-properties command.

3. Inthe Startup Applications Preferences window that opens, click the Add button.
4. Specify the full path to the AgentOfControl file by clicking the Browse button.

Startup Applications Preferences X

Additional startup programs:

« _oa Agenl:ofICo_ntrol Add
=% No description

o im-launch Lk
No description
SSH Key Agent Edit
~ GNOME Keyring: SSH Agent
. vboxclient

= VirtualBox User Session Services

. VMware User Agent
No description

Close

5. When you click the Close button or the cross in the upper corner of the window, it closes.
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The second way: login is required

If you need to log in to the system at the computer start, then configure the startup of the Agent of Control program
module as a service in the following way:

1.
2.

6.
1.

Open the AgentOfControl.service file located by default in the /home/{user}/AgentOfControl/System/ path.
In the User and Group parameters, specify the username and group under which the service operates.

AgentOFfControl.service

[Unit]
Description=AgentOfControl Instance

1

2

3

4 [service]

5 Type=simple

6 User=user

7 Group=user
8 ExecStart=/homefuser fAgentOfControl/AgentOfControl service
9 Restart=always

10 Killsignal=SIGABRT

11

12

i3

[Install]
WantedBy=multi-user.target

In the ExecStart parameter, specify the full path to the executable file of the Agent of Control module with
the service mandatory parameter by specifying the real user instead of the user parameter.

Save the changes in the AgentOfControl.service file.

Copy the edited AgentOfControl service file in the /lib/systemd/system folder.

% Starred ety graphical.  halttarget. mitrd- localfs rrrulkiumer -wTn- powseroff. redloeal. reboot
target. target wants witch- tarpet target target. tl:pl-.- target serdged arget tulgel.
& Hame wanti wants ool targ wanti wanti wanti seruige. wnls wanls wanls
. EEEEEEBEEEEEDS
B pocuments ruslevell.  runbevel: renleveld.  rusleveld.  ronleels. sockets. sound wysinit system timers.  wersliced e
target. target target. Target. arget. target. target. target update target serwice.d
I Dowsloads wants wants ks wants wanks wants wants wants targetw.... wants

41 Music

I Pictures accounts-  goped path atpid anpd abue- ahestate.  alaa-utils. anscran anacion.  apparmor appadt-
dasmon LT ] sechel TEledE, wETVicE T L] Lirreer sRrvice aulanepet,
STCE STACE ath
H Wideos i b B
# Trash L)
s appan- apport- Appadt- apl-daily apt-daiy apt-daily  apl-daily  apl-news auleam avahi- ki hiic
bl 5f_Eschange L] FAOT PO Pansard. Farwardi ] rimeds P e pgras. SR ] dapman dagman tangat
sErvicE sochket SErCE sTCE timer SR socEt
el WBow GAs T... &
+ Cther Lacaticrs blockdewd®. bluetooth. bluetsoth  bolbsenace boot- briety. brity-udes. clean- colord. configure- oorade consode-
karget LETADE kanget complete, ervice SEIICE moung- sErCce prinber® ety setup
target pointEs yErvEE service sBrice
contain £ran orypidicks.  erypidisks:  oypisetup.  orypbetupe  cirlalbesl  oups path i “igentOfControlseraoe” selecked (218 bytes)

Configure the service using the sudo systemctl enable AgentOfControl.service command.
Run the service using the sudo systemctl start AgentOfControl.service command.

o Note

You can view the service status using the sudo systemctl status AgentOfControl.service
command.

The enabled status means that the sudo systemctl enable AgentOfControl.service command is
executed, and the service now starts automatically when the system starts.
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edward @WORK2023: ~

;1 enabled; fvendor preset: enabled)
=108 .'Ii_]l:

\gen tofControl service

won 64 18:2 2 W 23 s Started AgentOfControl Instance.

The log file of the Agent of Control module displays the additional string indicating that this module works in
the service mode.

Agentolcontrol.log

Cipen - =

120825/12/16 15:48: 48 869674 INF
2 202512/16 15:48:4B8.869718 INF:
320251216 15:48:48.9397T71 INF: 0 ) 2 sla v
4 2025712/16 15:48:48.939781 INF: Settings (load): CorePath=/opt /AxxonSoft /Axxondne /bin

Attention!

In the service mode, the Agent of Control module operates without the user interface. The control is
performed using the commands described below.

Commands to control the Agent of Control in the service mode

sudo systemctl enable AgentOfControl.service—enable the automatic service startup when the system starts;
sudo systemctl disable AgentOfControl.service—disable the automatic service startup when the system starts;
sudo systemctl start AgentOfControl.service—start a service;

sudo systemctl stop AgentOfControl.service—stop a service;

sudo systemctl restart AgentOfControl.service—restart a service;

sudo systemctl status AgentOfControl.service—view the service status;

sudo systemctl daemon-reload—execute when you change the contents of the AgentOfControl.service file.

Configuring the automatic startup of the Agent of Control program module is complete.
15.4 Working with the Agent of Control program module

15.4.1 Tracking alarms using macros

On the page:

+ Example of a macro for
the Disarm action

+ Creating the additional
reaction to the Camera:
Start recording alarm

+ Macro generates an
event
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Example of a macro for the Disarm action
If you want to track the Disarmed event for all server cameras, do the following:

1. Select Settings.
2. Onthe Programming tab, create the macro in which the Disarmed event must be specified as the start
condition.

2

Start conditions

Default: Disarrmad

Start conditions Default: Disarmed E =

add event filter

3. Create the Run external application on server reaction to this event.

=

Start conditions

Manual start

Start condtions Default: Disarmed n 7%

Add event filter

General: Run external application on server

DESKTOR-CLTEVGF

Launch external program on server DESKTOP-CLTGYOF H
E: able files AgentHelper H
Launch parametars: 8BE31 1 jpg 11 "2555 2556" Disamed

a. Select the AgentHelper file as the executable one.

o Note

On Linux OS, you must first copy the AgentHelper.sh file from the AgentOfControl/System
folder to the corresponding Axxon One /opt/AxxonSoft/Axxon One/UserScripts folder
manually. When you use Windows OS, the file is copied automatically.

b. Inthe Launch parameters field, specify:

i. The number of the TCP port on which the Agent of Control module awaits the data from the
AgentHelper executable file. The allowable values are in the range 8889-9900 (in the current
example—8889). The number of the used port is specified in the TCP port (UPS) field on the
Communication tab of the Agent of Control module settings.
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. The number of alarm groups on the Server of Control module to which the given alarm gets.

The allowable values are in the range 1-6 (in the current example—1), where:

« 1—Hardware,

« 2—ACS,

o 3—SFA,

« 4—Detections,

« 5—Extral,

o 6—Extra2.
The attached video data to alarms. The allowable values are >=0. If you set the 0 value, the
video data isn't transferred. When you transfer JPG frames or videos, specify the serial camera
number in the list on the Cameras tab from which an image is received (in the current
example—1).

Main settings Communication

Total cameras: 2 5 ] (060 7 ODOD - 04.12.2025] Camera 5
1 [060 7 000 - 04.12.2025] Camera &

Add Edit Delete

. The type of the transferred video data. The allowable values are jpg and avi (in the current

example—jpg). When you select jpg, one or several JPG frames are transferred, avi—small
video.

The first setting parameter for the video data. For the jpg type, that is the number of the
transferred frames in the range from 1 to 10 (in the current example—1), for avi, it is the
length of the video fragment in seconds in the range from 5 to 10.

The second setting parameter for the video data. For the jpg type, that is the interval between
frames in seconds in the range from 1 to 99 (in the current example—1), for avi, it is the bit
rate in Kbit/s (0—without rate limitation).

The list of ports to connect to the Event source objects that are used for overlaying captions
separated by a space. If you don't want the captions overlay, then specify the double empty
quotation marks "", if you want it, specify the ports of all Event source objects within the
double empty quotation marks separated by a space (in the current example—"2555 2556").

© nNote

First, you must create one or several Event source objects where, from the Vendor
drop-down list, you must select PosXml, and, in the Template file field, specify the
file that is located in the /home/{user}/AgentOfControl/System/xml_titles.txt (Linux)
or C:\Program Files (x86)\AgentOfControl\System\xml_titles.txt (Windows) default
path.
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Example of configuring the Event source object:

~ Object identification

Short name 3
Mame Event source
ID 3
~ Geolocation
Geo location azimuth 0

Geo location latitude 0
Geo location longitude 1]

w Object features
Use device settings Yes
Address 0.0.0.0
Manufacturer PosXmil
Madel PosXml Device
Firmware auto
Break unused connection No
Device serial number

~ Authentication

Default Yes
Password
Username
w Other
enabled Yes
Fort 2555
Background color Bl o.o00
Beginning words
Display duration 10
End words
Erase upon completion No
Font Courier New, 12pt, color=25
Ignore Case Yes
messagesBases4Encoder Yes
Retalix POS-terminal Mo
Sample timestamp offset O
ssefeadTimeout 10
Template file C:fProgram Files (x85)/Ager
terminalld
Timeout 100

viii. The alarm message as a string with 1-120 characters. If there are spaces, you must put a
message in the quotation marks (in the current example—"Disarmed").
ix. The additional information as a string with 1-30 characters. This is the optional parameter
(absent in the current example) that is used if you want to receive the additional information
about the alarm using the text templates (Text templates in the action settings).
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Creating the additional reaction to the Camera : Start recording alarm

If acameraisn'tin the continuous recording mode, then to attach the JPG frame from it, you must ensure recording
at the alarm situation by creating the additional reaction to the Camera: Start recording alarm.

[ |

Start conditions

Manual start

Default: Cisarmed H -

add event filter

General: Run external application on server

*h extarnal prograrn on sarvar DESKT’OP‘-CL?GUQF H
Executable files BaentHelper =
Launch parameters: 88891 1jpg 1 1 2555 2556" Disamed

Camera: Start rec

Dafault; 1. Camara 1 | archive

Camera Default: 1.Camera 1 F
Y S —
Finish after ol (00005 +

add event filker

Prerecord, sec el 000002 +

Macro generates an event

When you disarm any camera, the reaction on the Server of Control module includes the Disarmed alarm message
and the attached JPG frame from the camera with the overlaid captions.
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47 John Resd str. o

= Alam date = End = Canfirm - Alemtype = Device = Dwate of processing = Comment -
L L *[12/4/2025 2:37.08 Fid 12/4/20 ] Harware Cearmead
0 X (=)
m IPEG-Viewser

If you specify the {cameralLabel} text template as additional information to the launch parameter, the Camera 1
camera name is added to the alarm name as additional information (for more details, see Text templates in the
action settings).

Launch par:

47 John Rasd ste. .|

E " = Dmha of pocessing * Commant =
(" |‘I'I“ A l:{"ﬂfl b 1202025 40501 Fh 134120 Dhzared (Camara 1)

OB|&s &1 23

This version supports the transmission of the deferred alarms. That is, if there is no connection with the Server of
Control module at the moment when an alarm occurs, this alarm is saved in the AgentOfControl/Cfg/deferred.sys
file. When you restore the connection, the deferred alarms are transferred to the Server of Control module.

Tracking alarms using macros is complete.

15.4.2 Viewing live video
To view the live video, do the following:

1. Inthe object context menu, select the Video image playback item.
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2. Select the required camera from the camera list.
47 John Reed st

ideo data
S

— ;
B tHenu. Al cameras

Camera 1 [1]

Camera

Carmera 3 [3]

As a result, the surveillance window in the live mode is displayed (for more details, see Live video
surveillance).

B8] 47 John Reed str. - Camera 1 [1] KFr L G

o Note

To view the live video, you must enable the video stream recording (the Enable Recode Video
Stream parameter) in the settings of the Web-server module in Axxon One (for more details, see
Configuring the Web-Server).

In this version, you can work only with separate cameras. When you select the menu items linked
with screens (Video image playback — Screens), as well as the All cameras and All cameras of
partition of control menu items, the corresponding warning is displayed:

Warning X

n This functionality is not supported in the current varsion|

Viewing the live video is complete.
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15.4.3 Viewing video in the archive mode

To switch to the archive mode, right-click any part of the screen and select the Archive menu item.
=] 47 John Reed str. - Camera 1 [1] = O =

Archive
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To switch back to the live video viewing, right-click the screen again and select the Video menu item.

B8] 47 John Reed str. - Camera 1[1] — H i

pesss s ———————
P e e S | AR

15.4.4 Operation features of the Agent of Control program module with the Search
in archive module

The Search in archive module (for more details, see Search in archive) is used when you work with the Agent of
Control program module and allows solving the following tasks:

1. Requesting video frames from objects.
2. Requesting video clips from objects.
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Camera Diate and time Text
Camera 1[1] | 12/4/2025 3:03:53 PM | Hard digk rec

Camera 1[1] | 12/4/20255:41:30 PM | Record on disk stopped
Camera 1 [1] | 12/4/2025 12:22:19 PM | Hard disk rec
Search Camera 1[1] . 12/472025 301:53 FM | Recond on disk stepped
Pedodfrom: R Camera 1[1] | 12/4/2025 12:00:00 AM | Hard disk rec

— Camera 1[1] | 12/4/2025 8:50-:42 AM | Record on disk stopped
SN 127 472025 [G~ @ 65445FM 3

Diata receive timeout fmin_)
| Seoch J| Cancel |

The search by captions looks in the following way:

1D Camera Diate and time Text
550016 | Camera 1[1] 12/4/2025 3:54:03 PM  D: 550016 ALARM:

550016 | Camera 2 [2] | 12/4/2025 3:54:03 PM 550016 ALARM:
550016 | Camera 2 [2] | 12/4/2025 3:52:57 FM 550016 ALARM:
550016 | Camera 1[1] | 127472025 3:52:57 PM 550016 ALARM:

12/ 405 O~ D2000AM = 550016 | Camera 1[1] | 12/4/2025 3:45.02 PM | ID: 550016 ALARM:
— 5500 Camera 2 [2]  12/4/2025 3:45:.02 PM 5500716 ALARM:
12/ 420255 5~ -

g
16

)16 | Camera 2 [2] | 12/4/2025 3:47:23PM | ID: 550016 ALARM
16 | Camera 1[1] | 12/4/2025 347:23 PM | ID- 550016 ALARM:
h50016 | Camera 1 1] 12/4/2025 3:35:38 PM - 550016 ALARM:
550016 . Camera 2 [2] 12/4/2025 3:35:33 PM 550016 ALARM
550016 | Camera 1 [1] | 12/4/2025 3:12:50 PM | ID: 50016 ALARM:
550016 | Camera 2 [2] | 12/4/2025 3-12:50 PM | D- 550016 ALARM:
550016 | Camera 2 [2] | 12/4/2025 3:03.57 PM 550076 ALARM;
550016 | Camera 1 [1]| 12/4/2025 3.03:57 PM | ID: 550016 ALARM
550016 | Camera 2 [2] | 12/4/2025 3:0023 PM | ID- 50016 ALARM:
a0 16 | Camera 1 [1] 12/4/2025 3-00:23 PM - 550016 ALARM:
55:‘?15.:-3’“&{&2[2] 1274, 2025 223707 PM 550016 ALARM
550016 | Camera 1[1] | 12/4/2025 2.37:07 PM | ID- 50016 ALARM:

Further, on the basis of the video clips or captions search, you can load video frames and video clips.
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Frame query looks in the following way:

Frame query >

Camera
Mumber of frames
Iterval between frames

O Immediately

& Schedule

Data receiv

Open immediately

D e L o
fivres

T2 WS P
122035 B 525 PM
12472035 5. 5345 PM
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Video query looks in the following way:

Video query >

IECEGER T 12 42025 30353PM [Er

Length (sec) -I 0
Without limitations u KBps
Export to avi ik n

Start

| tew  J Concel

Dt e o - : Ragumise | Catw ar e of
requsmed vides cip . ol e ma

Camrara 1 [1) 1242005 TR SLI00FM | 100 12402005 E5L 30 P

Cames 11 | 178 2 ra Ao . [ ———

F— : Ml 2P T Py

Caarer 11

): 550016 ALARM: Disarmed
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When you select any option from the Export to avi list in the video query, the file in the AVI format is loaded in
Axxon One since, in contrast to Axxon PSIM, it doesn't have its own video format.

Video query *

Length (sec
Bandwidth KBps

Export to avi Not used =

Start Initial format

O Immediately ¥vid
DivX
& Schedule

Data receive timeo

Open immediately
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16 Appendix 1. Interfaces

16.1 The settings panel of the Agent Of Control object

The settings panel of the Agent Of Control object is given in the figure.

Agent OF Cantral 1 2 DK interface : 4

B Automatic pause of recording by cameras 5

Cornpiter

LOCALHOST e
3 3 Losgig styen |

To apply
it ig requ

7 BT

The description of the Agent Of Control object settings panel elements is given in the table.

Ne Parameter Method for Description Type Default Value range
setting the value
parameter
value
1 The Automaticall  Displays the Sequence of NA >=0
Identifier y identification numbers
field* number of the
Agent Of Control

object in the system

2 The Name Enter the Sets the name of the  Latin Agent Of  Aline containing a
field* value in the Agent Of Control alphabet, Control sequence of any
field objectin the system  Cyrillic, and characters (letters,
service digits, service
characters characters except
>and <
characters), case-
insensitive.
Number of
characters—from 1
to 60
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Parameter

The
Computer
drop-down
list

The IIDK
interface
field

The
Automatic
pause of
recording by
cameras
checkbox

Method for
setting the
parameter
value

Select the
value from
the list

Enter the
valuein the
field

Set the
checkbox

Description

Sets the name of the
Computer

parent object for the
given Agent Of
Control object

Sets the number of
the IIDK interface
object used by the
Agent Of Control

Specifies the mode
of script execution
to receive video
frames and video
clips from the
archive. With the set
checkbox, the code
scripts are executed
automatically. To
configure them, use
the
SleepAfterDisarm
and
SleepAfterRecStop
parameters of the
HKEY_LOCAL_MACH
INE\SOFTWARE\Wo
w6432Node\BitSoft\
VHOST\VHostServic
e registry key (see
Vertical solutions). If
you clear the
checkbox, the code
scripts aren't
executed
automatically. In
this case, you can
use scripts
described here
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Type Default
value

Name of the Name of

Computer the

objects Comput

registered in er

the system parent o
bject

Sequence of 150
numbers

Booleantype  Set

Value range

Depends on the
number of the
Computer objects
in the system

>=(

Set—code scripts
are executed
automatically

Clear—code
scripts aren't
executed
automatically

For more details,
refer to the Setting
configurations for
transferred video
data page
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Ne Parameter Method for Description Type Default  Value range
setting the value
parameter
value

6 The Logging  Click the Opens the file log NA NA NA

subsystem..  button parameters settings
. button window
7 The Restart Click the Restarts the NA NA NA
button button VideoSrv
communication
module

*Name of the element isn't displayed in the settings panel of the given object

16.2 Settings panel of the Partition Of Control object

Settings panel of the Partition Of Control object is given on figure.

| Patiion 0f Contal 1 2 1B (36 P Tinsniting.. (3
TCF port [UPS) 2088 |5 | Monitoring... [

[ gent OF Contral 1 ;
=TT 10

Hurnber Keep archive for [d;

Total cameras: 1

Senzar D Sensor type S
TR = . Regztration
Yibration zenszor [frames,captions]

1 1 it ... Mo connectian

Unda
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Description of the Partition Of Control object settings panel elements is given in table.

#

1

2

3

Name

Identifier

Name

Agent Of
Control

Method for
setting the
parameter
value

Enter the
value in the
field

Enter the
valuein the
field

Is selected in
the list

Enter the
valuein the
field

Description

Shows the
identification
number of the
Partition Of
Control object in
the system

Shows the name of
the Partition Of
Control object in
the system

Assigns the parent
Agent Of Control
object for the
Partition Of
Control object

Sets the unique ID
number for the
object where Agent
of Control is
installed

Type

Latin letters
and service
characters

Latin letters
and service
characters

Names of
Agent Of
Control
objects
registered in
the system

Latin letters
and some
characters

Default
value

Partition Of
Control

Name of
the parent
Agent Of
Control
object

386

Value range

NA

Aline representing a
sequence of any
symbols (letters,
digits, service
characters
excluding
characters:
underscore "_",
backslash "\", angle
brackets ">" and
"<" single

quote "").

Number of symbols
-from 1to 60

Depends on the
number of the
Agent Of Control
objects in the
system

Aline representing a
sequence of any
symbols (letters,
digits, service
characters
excluding
characters: space "
" underscore"_",
backslash "\"

and single

quote "'"), not case-
sensitive.

Number of symbols
-from1to9
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# Name
5 TCP port
(UPS)

6 Transmit

ting...

7  Monitori
ng...

8 Video
data...

9 Cameras

1 Cameras.

0

Method for
setting the
parameter
value

Enter the
valuein the
field

Click the
button

Click the
button

Click the
button

Using the
Cameras...
button

Click the
button

Description

Sets the port on
which to "listen" for
UPS messages

Opens a dialog box
with settings for
configuring the
communication
method between
Agent of control and
Server of control

Opens a dialog box
for configuring
alarm groups

Opens a dialog box
for setting video
data transferring
configurations

Displays the list of
cameras whose
state and archives
are monitored by
Agent of Control
and operating with
which shall be
available from
Monitoring PSIM
software interface

Opens a dialog box
for adding cameras
for Monitoring PSIM
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Type

Nonnegative
integer

NA

NA

NA

NA

NA

Default
value

8888

NA

NA

NA

NA

NA

Value range

from 1 to 60000

NA

NA

NA

NA

NA
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# Name Method for
setting the
parameter
value

1 Sensors Using the Add,

1 Edit and
Delete
buttons

1 Add... Click the

2 button

1 Edit... Click the

3 button

1 Delete Click the

4 button

Description Type

Displays IDs and NA
types of sensors

whose state is

monitored by Agent

of Control and on

whose triggering

video data are sent

to the Server of

Control

Opens adialogbox  NA
for adding a sensor.

In this dialog box

one can also setup

video data sending

on the sensor

triggering

Opens adialogbox  NA
for editing the

sensor. This dialog

box is similar to the

one for adding a

sensor

Deletes sensor from  NA
the list
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Default
value

NA

NA

NA

NA

16.3 Settings panel of the Server Of Control object

Settings panel of the Server Of Control object is given on figure.

Value range

NA

NA

NA

NA
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1 1 Server Of Contral 1 DK intert:

Logaing
Cormnputer '

| |
v
VR

Advanced Transfe
TCRAIP port [Agent] : First COM port nurnber ;

CRAP part [Arc ]: . Murber af COM poarts
ﬁ TCRAR port [r ] Mumber of COM par
COM port speed :
¥l Snapzhots/video R

COk port farmat :

B Transfer info about confimed alams to Agent OF Control 20

st Py

Apply LUndo

Description of the Server Of Control object settings panel elements is given in table.

# Name Method Description Type Default Value range
for value
setting
the
parame
ter
value
1 Identifier Automat = Shows the Nonnegati  NA >=0
ically identification number  ve integer
of the Server Of
Control object in the
system
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# Name Method  Description Type Default Value range
for value
setting
the
parame
ter
value
2 Name Enter Shows the name of Latin Server Aline representing a
the the Server Of Control lettersand  Of sequence of any symbols
valuein object in the system service Control  (letters, digits, service
the field characters characters apart from > and
<symbols), not case-
sensitive.
Number of symbols - from
1to 60
3 Computer Is Assigns the parent Name of Name Depends on the number of
selected = Computer object for the of the the Computer objects in
inthe the Server Of Control Computer parent the system
list object objects Compu
registered  ter
in the object
system.
4 IIDK Enter a Setsthe ID of the IDK  Nonnegati 150 >=0
interface valuein interface objectused  veinteger
thefield by the Server of
Control
5 Event Click the NA NA NA
Viewer button Opens the Event
Viewer tool
Advanced group
6 Monitoring Clickthe = Opens the box of NA NA NA

button setting the list of
additional workplaces

7 Snapshots/ Clickthe Opens a dialog box NA NA NA
video... button for configuring
reaction to snapshots

and videos receiving
on sensors alarms at
the Agent of Control
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#

10

11

12

13

Name

Auxiliary
characters

Alarm
events

System
status

Archive
period (h)

File size
(MB)

Keep
archives
for
(months)

Method
for
setting
the
parame
ter
value

Issetin
a
checkbo
X

Issetin
a
checkbo
X

Issetin
a
checkbo
X

Enter
the
valuein
the field

Enter
the
valuein
the field

Enter
the
valuein
the field
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Description Type Default Valuerange
value

Logging subsystem group

Enables logging of Boolean False True - logging of auxiliary
auxiliary charactersat  type charactersis enabled

the transport level False - logging of auxiliary
into the event log characters is not performed
Enables logging Boolean True True - logging of alarms is
alarmsintotheevent  type enabled

log False - logging of alarms is

not performed

Enables logging of Boolean True True - logging of events
events related to type related to system status is
system status enabled
False - logging of events
related to system status is
not performed

Sets the frequency at Hours 48 >0
which the log file is to

be archived

Sets the file size Megabytes 100 >0

threshold upon which
the log file is archived.
This setting overrides
the value in the
Archive period (h)
field

Sets the length of Months 3 from 1to 24
time for which you

want to store

archived log files

Transfer group
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14

15

16

17

18

Name

TCP/IP
port
(Agent)

TCP/IP
port
(Archive)

First COM
port
number

Number of
COM ports

COM port
speed

Method
for
setting
the
parame
ter
value

Enter
the
valuein
the field

Enter
the
valuein
the field

Is
selected
in the
list

Is
selected
in the
list

Is
selected
in the
list

Description

Sets the port number
for TCP/IP
communication with
remote objects of
Agent Of Control

Sets the port number
for TCP/IP
communication with
remote Search in
archive module

Sets the first COM
port number

Sets number of COM
ports used

Sets the COM port
speed
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Type

Nonnegati
ve integer

Nonnegati
ve integer

COM-ports
names

Nonnegati
ve integer

Baud

Default
value

T

7755

Coml

9600

Value range

from 1 to 60000

from 1 to 60000

from Com1 to Com 256

from 1to 256

110
300
1200
2400
4800
9600
19200
38400
57600
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# Name
19 COM port
format

20  Transfer
info about
confirmed
alarms to
Agent Of
Control

21 Restart

Method
for
setting
the
parame
ter
value

Enter
the
valuein
the field

Set the
checkbo
X

Click the
button
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Description Type
Sets the COM port COM port
format format

Outside the groups

Enables sending Boolean
confirmations of type
alarm acceptance by

the operator on the

Server of Control to

the Agent of Control

VideoSrv NA
communication
module restarting

Default
value

8N1

Yes

NA

Value range

« first digit: from5to 9
data bits

« second letter: N (No
parity) - no parity
bit, E (Even parity) -
even parity bit, 0
(Odd parity) - odd
parity bit

« third digit: 1 or2
stop bits

True - confirmations of
alarm acceptance are sent

False - confirmations of
alarm acceptance are not
sent

NA

16.4 The settings panel of the Monitoring interface object

The settings panel of the Monitoring interface object is given on the figure.
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- P o Groups of alamns
| i
| I Comm. charne!

Dizplay

viden through gateway

wvideo from all cameras [add.]

El - 13

15 16 18

.-E'J:I |:I|',' Unda

Description of the Monitoring object settings panel elements is given in table.

# Name Method Description Type Default Value range
for value
setting
the
paramet
ervalue

1  Theldentifier Automati Displays the identification Sequenceof  NA >=0
field* cally number of the Monitoring numbers
object in the system
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#

2

Name Method
for
setting
the
paramet
er value

The Name Enter the

field* valuein
the field

The Display Select

drop-down the value

list from the
field

The Groups Set the

of alarms checkbox

group

The Owners panel group

The Owners Setthe
panel checkbox
checkbox

Description

Sets the name of the
Monitoring object in the
system

Sets the name of the Display

parent object for the
given Monitoring object

Sets the groups of alarms

that must be displayed on the

control panel

Displays the owners panel
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Type

Latin
alphabet,
Cyrillic, and
service
characters

Names of
the Display
objects
registered in
the system

Boolean
type

Boolean
type

Default
value

Monitor
ing

Name
of

the Dis
play
parent
object

All
checkb
oxes
except
for
Extral

and Ext

ra2are
set

Set

Value range

Aline containing
a sequence of
any characters
(letters, digits,
service
characters
except>and <
characters),
case-insensitive.

Number of
characters—
from 1to 60

Depends on the

number of

the Display obje
cts registered in

the system

If you set the
checkbox next to
the group of
alarms, then if
an alarm from
the
corresponding
group occurs, it
is displayed on
the control panel

Set—the owners
panel is
displayed

Clear—the
owners panelis
hidden
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Name Method Description Type Default Value range
for value
setting
the
paramet
er value

The X field Enterthe  Sets the coordinate of the % of the 0 From 0 to 100. If
valuein upper left angle of the owners  screen width there is more
the field panel on the X axis than one

monitor in the
system, you can
use coordinates
outside this
range, but we
don't
recommend
using
coordinates less
than -200

The Y field Enterthe  Setsthe coordinate of the % of the 50 From 0 to 100. If
valuein upper left angle of the owners  screen there is more
the field panelon the Y axis height than one

monitor in the
system, you can
use coordinates
outside this
range, but we
don't
recommend
using
coordinates less
than -200

The W field Enterthe  Setsthe horizontal size of the = % of the 100 From 0 to 100. If
valuein owners panel screen width there is more
the field than one

monitor in the
system, you can
use coordinates
outside this
range, but we
don't
recommend
using
coordinates less
than -200
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#

Name Method
for
setting
the
paramet
er value

Enter the
valuein
the field

The H field

Enter the
valuein
the field

The % field

Description

Sets the vertical size of the

owners panel

Sets the scaling of objects on

the owners panel
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Type

% of the
screen
height

Percent

Default
value

50

100

Value range

From 0 to 100. If
there is more
than one
monitor in the
system, you can
use coordinates
outside this
range, but we
don't
recommend
using
coordinates less
than -200

From 100% to
500%.

If the scaling
parameter
exceeds 110%,
then the high-
resolution icons
are displayed on
the object, and
the Courier New
font is used for
the text in the
object title;
otherwise, MS
Sans Serif
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Name

The
Monitor drop
-down list

Method
for
setting
the
paramet
er value

Select
the value
from the
list

The Control panel group

The Control
panel
checkbox

Set the

checkbox
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Description Type Default

value
Sets the number of the Sequenceof 1
physical monitor for which numbers

coordinates are specified.
Monitors are numbered in
physical order from left to
right, from top to bottom.
Thus, number 1 corresponds
to the top-left monitor,
regardless of which monitor
is the primary or firstin the
OS numbering.

In the figure, the monitor
numbers in the OS are
highlighted in gray, and the
monitor numbers in Axxon
PSIM are highlighted in red:

(3 KM 2] 4]

1 2 3 4

Attention! We recommend
using the same resolution for
all monitors in the system.
Different resolutions are
allowed only if each row of
logical monitors is aligned to
some sort of boundary (for
example, to the top)

Displays the control panel Boolean Set
type

Value range

From 1to 16

Set—the control
panelis
displayed
Clear—the
control panelis
hidden
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Name Method Description Type Default Value range
for value
setting
the
paramet
er value

The X field Enterthe  Sets the coordinate of the % of the 0 From 0 to 100. If
valuein upper left angle of the control ~ screen width there is more
the field panel on the X axis than one

monitor in the
system, you can
use coordinates
outside this
range, but we
don't
recommend
using
coordinates less
than -200

The Y field Enterthe  Setsthe coordinate of the % of the 50 From 0 to 100. If
valuein upper left angle of the control ~ screen there is more
the field panelon the Y axis height than one

monitor in the
system, you can
use coordinates
outside this
range, but we
don't
recommend
using
coordinates less
than -200

The W field Enterthe  Setsthe horizontal size of the = % of the 100 From 0 to 100. If
valuein control panel screen width there is more
the field than one

monitor in the
system, you can
use coordinates
outside this
range, but we
don't
recommend
using
coordinates less
than -200
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#

Name Method
for
setting
the
paramet
er value

Enter the
valuein
the field

The H field

Enter the
valuein
the field

The % field

Description

Sets the vertical size of the

control panel

Sets the scaling of objects on

the control panel
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Type

% of the
screen
height

Percent

Default
value

50

100

Value range

From 0 to 100. If
there is more
than one
monitor in the
system, you can
use coordinates
outside this
range, but we
don't
recommend
using
coordinates less
than -200

From 100% to
500%.

If the scaling
parameter
exceeds 110%,
then the high-
resolution icons
are displayed on
the object, and
the Courier New
font is used for
the text in the
object title;
otherwise, MS
Sans Serif
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Name Method
for
setting
the
paramet
er value

The Select

Monitor drop  thevalue

-down list from the
list

The Log panel group

The Log Set the

panel checkbox

checkbox
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Description Type Default

value
Sets the number of the Sequenceof 1
physical monitor for which numbers

coordinates are specified.
Monitors are numbered in
physical order from left to
right, from top to bottom.
Thus, number 1 corresponds
to the top-left monitor,
regardless of which monitor
is the primary or firstin the
OS numbering.

In the figure, the monitor
numbers in the OS are
highlighted in gray, and the
monitor numbers in Axxon
PSIM are highlighted in red:

(3 KM 2] 4]

1 2 3 4

Attention! We recommend
using the same resolution for
all monitors in the system.
Different resolutions are
allowed only if each row of
logical monitors is aligned to
some sort of boundary (for
example, to the top)

Displays the log panel Boolean Set
type

Value range

From 1to 16

Set—the log
panelis
displayed
Clear—the log
panelis hidden

Appendix 1. Interfaces- 227



Monitoring PSIM 2.0 (english) - Administrator's Guide

Name Method Description Type Default Value range
for value
setting
the
paramet
er value

The X field Enterthe  Sets the coordinate of the % of the 0 From 0 to 100. If
valuein upper left angle of the log screen width there is more
the field panel on the X axis than one

monitor in the
system, you can
use coordinates
outside this
range, but we
don't
recommend
using
coordinates less
than -200

The Y field Enterthe  Setsthe coordinate of the % of the 0 From 0 to 100. If
valuein upper left angle of the log screen there is more
the field panelon the Y axis height than one

monitor in the
system, you can
use coordinates
outside this
range, but we
don't
recommend
using
coordinates less
than -200

The W field Enterthe  Setsthe horizontal size of the = % of the 100 From 0 to 100. If
valuein log panel screen width there is more
the field than one

monitor in the
system, you can
use coordinates
outside this
range, but we
don't
recommend
using
coordinates less
than -200

Appendix 1. Interfaces- 228



#

Name

The H field

The
Monitor drop
-down list

Method
for
setting
the
paramet
er value

Enter the
valuein
the field

Select
the value
from the
list

Monitoring PSIM 2.0 (english) - Administrator's Guide

Description Type Default
value
Sets the vertical size of the % of the 50

control panel screen width

Sequenceof 1
numbers

Sets the number of the
physical monitor for which
coordinates are specified.
Monitors are numbered in
physical order from left to
right, from top to bottom.
Thus, number 1 corresponds
to the top-left monitor,
regardless of which monitor
is the primary or firstin the
OS numbering.

In the figure, the monitor
numbers in the OS are
highlighted in gray, and the
monitor numbers in Axxon
PSIM are highlighted in red:

(3 N 2 [ 4]

1 2 3 4

Attention! We recommend
using the same resolution for
all monitors in the system.
Different resolutions are
allowed only if each row of
logical monitors is aligned to
some sort of boundary (for
example, to the top)
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From 0 to 100. If
there is more
than one
monitor in the
system, you can
use coordinates
outside this
range, but we
don't
recommend
using
coordinates less
than -200
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Name Method
for
setting
the
paramet
er value

The Non- Set the

empty checkbox

Comment

field

checkbox

The Use Set the

filter by checkbox

events

checkbox

The Warning  Set the

when checkbox

watching

live video

checkbox

The Viewing  Set the

live video checkbox

through

gateway che

ckbox

Description

Sets if you want the operator
to comment on an alarm or
its actions when accepting
this alarm

Sets if you want to filter
objects by the Alarm and
Failure events as well as by
the Connected and
Disconnected states

Sets if you want to display the
warning about the possible
critical load on the data
transmission channel when
viewing live video

Sets if the Agents of Control
and Additional workplaces
modules are in different
subnetworks, the Monitoring
PSIM components aren't
combined into the common
distributed system in

the Axxon PSIM object tree,
and the Data gateway object
is used for the live video
transmission to the Additional
workplaces modules
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Type Default
value

Boolean Set

type

Boolean Set

type

Boolean Set

type

Boolean Clear

type

Value range

Set—you must
fillin the
Comment field
when accepting
an alarm
Clear—you can
accept an alarm
without a
comment from
the operator

Set—filteris
enabled

Clear—filteris
disabled

Set—if you try to
view live video,
the warning is
displayed
Clear—if you try
to view live
video, the
requested video
is displayed right
away

Set—live video is
transmitted

via the data
gateway

Clear—live video
is transmitted
directly from

the Agent of
control module
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# Name

1  TheViewing

2 live video
from all
cameras
(add.)
checkbox

1 The Video
3 stream
speed field

Method
for
setting
the
paramet
er value

Set the
checkbox

Enter the
valuein
the field
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Description Type Default
value

Sets if you want to add the All  Boolean Clear

cameras of Partition of type

Control item to the Video

image playback menu item,

which allows displaying all

cameras of the selected

partition of control

Sets the number of frames Frames per 25

per second of the video second

image when you view live
video or video from the
archive.

« Note 1. The Video
stream speed setting
is active for the archive
video only when you
use CamMonitor.ocx of
version 4.11.0.1766
and higher.

« Note 2. If the archive is
recorded with the h264
codec and the video
stream speed is set to
more than 0 frames
per second, then the
archive video is played
back only by reference
frames.

« Note 3. If the value of
the video stream speed
is 0, then the live and
archive video aren't
decimated

Value range

Set—the All
cameras of
Partition of
Controlitem s
displayed in the
Video image
playback menu
item

Clear—the All
cameras of
Partition of
Controlitem s
hidden

Depends on the
camera features
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# Name Method Description Type Default Value range
for value
setting
the
paramet
er value
1 The Select Sets the live video Possible No 0-5
4  Compressio thevalue = compression level compression
ndrop-down  fromthe levels
list list
1 The Clickthe  Opensawindow for NA NA NA
5  Cameras... button configuring
button cameras prohibited for

viewing by users

1 The Clickthe  Opensawindow for NA NA NA
6  Authorizatio button configuring the username
n... button and password to view live

video and video from the

archive
1  TheFilterby Usingthe Displaysthe selected pairsof  NA NA NA
7  ownerstable Filter... users and owners

button

1  ThefFilter... Clickthe  Opensawindow for NA NA NA
8  button button configuring the

correspondence of owners to

users

*Name of the element isn't displayed in the settings panel of the given object

16.5 Settings panel of the Monitoring reports interface object

Settings panel of the Monitoring reports interface object is given on figure.
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]

Dizplay

& video report
[ Operator actions
Filter by owiners I Statistics

| | zer

@ Marketing

Undo

Description of the Monitoring reports object settings panel elements is given in table.

# Name Method for Description Type Default value Value range
setting the
parameter
value
1 Identifie = Automaticall = Shows the Nonnegative =~ NA >=0
r y identification integer
number of the

Monitoring reports
object in the system
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#

2

3

Name

Name

Display

Method for
setting the
parameter
value

Enter the
valuein the
field

Is selected in
the list

Enter the
valuein the
field

Enter the
valuein the
field

Description

Shows the
identification
number of the
Monitoring reports
object in the system

Assigns the parent
Display object for
the Monitoring
reports object

Set the X coordinate
in the horizontal
axis for the upper-
left corner of the
Monitoring reports
interface window

Set the Y coordinate
in the vertical axis
for the upper-left
corner of the
Monitoring reports
interface window
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Type

Latin letters
and service
characters

Names of
Display
objects
registered in
the system

% of the
screen width

% of the
screen
height

Default value

Monitoring
reports

Name of the

parent Display

object

50

Value range

Aline representing
a sequence of any
symbols (letters,
digits, service
characters apart
from>and <
symbols), not case-
sensitive.

Number of symbols
-from 1to 60

Depends on the
number of the
Display objects in
the system

From 0 to 100.
When more than
one monitor is
connected to the
computeritis
possible to use
coordinates
outside this range,
butitis not
recommended to
use coordinates
less than -200

From 0 to 100.
When more than
one monitor is
connected to the
computeritis
possible to use
coordinates
outside this range,
butitis not
recommended to
use coordinates
less than -200
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# Name Method for Description Type Default value Value range
setting the
parameter
value

6 W: Enter the Sets width of the % of the 100 From 0 to 100.
value in the Monitoring reports  screen width When more than
field interface window one monitor is

connected to the
computeritis
possible to use
coordinates
outside this range,
butitis not
recommended to
use coordinates
less than -200

7 H: Enter the Sets height of the % of the 50 From 0 to 100.
value in the Monitoring reports  screen When more than
field interface window height one monitor is

connected to the
computeritis
possible to use
coordinates
outside this range,
butitis not
recommended to
use coordinates
less than -200
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#

8

Name

Monitor

Method for
setting the
parameter
value

Select from
the list
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Description Type

Sets the number of
the physical
monitor which
coordinates

are specified.
Monitors are
numbered in
physical order from
left to right, top to
bottom. Thus,
number 1
corresponds to the
top-left monitor,
regardless of which
monitor is the
primary or first in
the OS numbering.

Nonnegative
integer

In the figure, the
monitor numbers in
the OS are
highlighted in gray,
and monitor
numbers in Axxon
PSIM are highlighted
inred:

1 2 3 4

Attention! It is
recommended to
use the same
resolution for all
monitors in the
system. Different
resolutions are
allowed only if each
row of logical
monitors is aligned
to some sort of
boundary (for
example, to the

top)

Default value

Value range

From1to 16
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# Name
9  Filter by
owners

1 Filter...

1 Reports

16.6 Settings panel of the Search in archive interface object

Settings panel of the Search in archive interface object is given on figure.

Method for
setting the
parameter
value

Via the
Filter...
button

Click the
button

Set the check
box

Description

Displays selected
pairs of users and
owners

Opens a dialog box
to match owners to
users

Select reports
available in the
interface window
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Type

NA

NA

Boolean type

Default value

NA

NA

All check boxes
are set, full
access to the
Vehicle PLs
report is set

Value range

NA

NA

Yes - the report
button is displayed
in the Monitoring
reports interface
window

No - the report
button is not
displayed in the
Monitoring
reports interface
window
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I zitiar
(1 4 B85 earchin archive 1 2 I _

Dizplay

b onitor: m B

Filter by awners

L zer

T 10

Undo

Description of the Search in archive object settings panel elements is given in table

# Name Method for Description Type Default Value range
setting the value
parameter
value

1 Identifier = Automatically = Shows the Nonnegative NA >=0

identification number  integer
of the Search in

archive object in the

system
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#

2

3

Name

Name

Display

Method for
setting the
parameter
value

Enter the
value in the
field

Is selected in
the list

Enter the
value in the
field

Enter the
value in the
field

Description

Shows the name of
the Search in archive
object in the system

Assigns the parent
Display object for the
Search in archive
object

Set the X coordinate
in the horizontal axis
for the upper-left
corner of the Search
in archive interface
box

Set the Y coordinate
in the vertical axis for
the upper-left corner
of the Search in
archive interface box
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Type

Latin letters
and service
characters

Names of
Display
objects
registered in
the system

% of the
screen width

% of the

screen height

Default
value

Searchin
archive

Name of
the parent
Display
object

50

Value range

Aline representing a
sequence of any
symbols (letters,
digits, service
characters apart
from>and <
symbols), not case-
sensitive.

Number of symbols -
from 1 to 60

Depends on the
number of the
Display objects in
the system

From 0 to 100. When
more than one
monitor is connected
to the computeritis
possible to use
coordinates outside
this range, but it is
not recommended to
use coordinates less
than -200

From 0 to 100. When
more than one
monitor is connected
to the computeritis
possible to use
coordinates outside
this range, but it is
not recommended to
use coordinates less
than -200
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# Name Method for Description Type Default Value range
setting the value
parameter
value
6 W: Enter the Sets width of he % of the 100 From 0 to 100. When
value in the Search in archive screen width more than one
field interface box monitor is connected

to the computeritis
possible to use
coordinates outside
this range, butitis
not recommended to
use coordinates less

than -200
7 H: Enter the Sets height of he % of the 50 From 0 to 100. When
value in the Search in archive screen height more than one
field interface box monitor is connected

to the computeritis
possible to use
coordinates outside
this range, but it is
not recommended to
use coordinates less
than -200
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#

8

9

Name

Monitor

Filter by
owners

Method for
setting the
parameter
value

Select from
the list

Via the
Filter...
button
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Description Type

Sets the number of
the physical monitor
which coordinates
are specified.
Monitors are
numbered in physical
order from left to
right, top to bottom.
Thus, number 1
corresponds to the
top-left monitor,
regardless of which
monitor is the
primary or first in the
OS numbering.

Nonnegative 1
integer

In the figure, the
monitor numbersin
the OS are
highlighted in gray,
and monitor numbers
in Axxon PSIM are
highlighted in red:

Attention! It is
recommended to use
the same resolution
for all monitors in
the system. Different
resolutions are
allowed only if each
row of logical
monitors is aligned
to some sort of
boundary (for
example, to the top)

Displays selected NA NA
pairs of users and
owners

Default
value

Value range

From 1to 16

NA
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# Name Method for Description Type Default Value range
setting the value
parameter
value

1 Filter... Click the Opens a window for NA NA NA

0 button configuring the

correspondence of
owners to users

16.7 Settings panel of the Central Server Of Control object

Settings panel of the Central Server Of Control object is given on figure.

1 | Central Server OF Control 1

Computer

el | . 4

Time zone P address FTF laain

Delete

6

Of Contral | &dditiona

Unda

Description of the Central Server Of Control object settings panel elements is given in table.
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Ne

1

2

Name

Identifier

Name

Computer

Restart

The table
containing
the
monitored
Servers of
Control or
added Add
itional
workplace
sofCSC

Servers Of
Control

Metho
d for
settin
g the
param
eter
value

Autom
atically

Enter
the
value
in the
field

Select
from
the list

Click
the
button

Autom
atically

Click
the tab
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Description Type Default
value

Shows the identification Nonnegati  NA

number of ve integer

the Central Server Of

Control object in the system

Shows the name of Latin Central
the Central Server Of lettersand  Server
Control object in the system  service of

characters  Control

Assigns the Name of Name of
parent Computer object for  the Comp the
the Central Server Of uter objec  parent
Control object ts Comput
registered  erobjec
in the t
system
Restart of NA NA

the CentralNetServer
communication module

The table containing the NA NA
monitored Servers of Control

or added Additional

workplaces of CSC

The tab for configuring and NA NA
displaying the monitored
Servers of Control

Value range

>=0

Aline representing a
sequence of any
symbols (letters, digits,
service characters apart
from > and < symbols),
not case-sensitive.
Number of symbols -
from 1 to 60

Depends on the number
of

the Computer objects
in the system

NA

NA

NA
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10

Name

Additiona
LCSsC
workplac
es

Add...

Edit...

Delete

Metho
d for
settin
g the
param
eter
value

Click
the tab

Click
the
button

Click
the
button

Click
the
button

Description

The tab for configuring and
displaying the Additional
workplaces of CSC which
have the permission to be
connected to the Central
Server of Control

The settings window for
adding the Server of Control/
Additional workplace of CSC

The settings window for
editing the parameters of
added Servers of Control/
Additional workplaces of CSC

Deletes the selected Server
of Control/Additional
workplace of CSC
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Type

NA

NA

NA

NA

Default
value

NA

NA

NA

NA

Value range

NA

NA

NA

NA
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17 Appendix 2. Sample scripts

17.1 Sample script for processing Server of Control command on Agent
of Control

In the Monitoring PSIM software package one can configure ad hoc command sending by the Operator of the Server

of Control to the Agent of Control.
Information on how to configure commands on the Server of Control can be found in the section Operator's Guide:
Executing ad hoc command on the Agent of Control by the operator of Server of Control.

A script for processing incoming commands is to be created on the Agent of Control.

Extra menu items are created on the Server of Control: Arm Camera 1 and Disarm Camera 1. They send a command
with parameter 1 or 2 correspondently.

Menu... *
Ma. - ] @Menu itern e = Application launched v|| #Parameters of launch ~ Caorfirrnation *
l Arm Carnera 1 DO_COMRAND 1

2 Disarm Camera 1 | DO_COkARAND 2

The sample of program in Axxon PSIM embedded language for processing the incoming command is shown below:

OnEvent("VIDEOSRV_C_DvVC","1","DO_COMMAND")

{
if (strequal(param@,'"1"))
{
DoReact ("CAM","1" "ARM");
b
if (strequal(param@,'"2"))
{
DoReact ("CAM","1" "DISARM") ;
3
}
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17.2 Sample script for setting custom filter in the Log panel

Custom filter on the Log panel can be changed with a script or macro. For more details on the filter and its
configuration in the user interface, see Custom filter in the Log panel.

Use APPLY_FILTER reaction of the VIDEOSRV_M object to create or change the custom filter in the Log panel:
DoReact ("VIDEOSRV_M","" "APPLY_FILTER","computer<>,query<>");

Parameters:

computer<> - NetBIOS name of the computer to execute the command on.

query<> - filter condition.

The query<>parameter syntax:

query<TotalExpressions;BoolOperatorKind;Expression[;Expression]>

+ TotalExpressions — number of expressions in the condition
Example:
TotalExpressions = 1 for condition (Cameras equal 2)
TotalExpressions = 3 for condition (Cameras equal 2) and ((Disks equal 1) or (Disks equal 2))
« BoolOperatorKind — boolean operator for main expression. Possible values:
-and
-or
Example:
BoolOperatorKind = and for condition (Cameras equal 2)
BoolOperatorKind = and for condition (Cameras equal 2) and ((Disks equal 1) or (Disks equal 2))
BoolOperatorKind = or for condition (Cameras equal 1) or (Cameras equal 2)
« Expression — one or several expressions
Format: Field;Expressions;LocalBoolOperator;OperatorKind;Value
« Field — name of the field in the DB table.
Possible values:
-1D
- Name
- Region
- Province
- City
- CamCnt
- ArcMax
- HddCnt
- IpAddress
- FirstRecord
- TemperHdd
- AvailMemory
- WorkingTime
- VerSoft
+ Expressions — number of expressions in a subcondition.
Example:
Expressions = 1 for condition (Cameras equal 2) and ((Disks equal 1) or (Disks equal 2))
Expressions = 2 for condition (Cameras equal 2) and ((Disks equal 1) or (Disks equal 2))
« LocalBoolOperator — boolean operator for subconditions. Possible values:
-and
-or
Example:
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LocalBoolOperator = and for condition (Cameras equal 2)

LocalBoolOperator = or for condition (Cameras equal 2) and ((Disks equal 1) or (Disks equal 2))
« OperatorKind — operator type.

Possible values:

- Equal

- NotEqual

- Less

- LessOrEqual

- Greater

- GreaterOrEqual

- Like

- NotLike
« Value — value to compare with.

Examples:

query<ljand;CamCnt;l;and;Equal;2>

With main expressions:

query<2j;and;CamCnt;l;and;Less;5;CamCnt;1l;and;Greater;3>

With subquery:

) AND (Cameras greater 37) Bl

er 11 AND (Camer ) AND (Disks greater 0) Bl

query<3j;and;CamCnt;2;and;Greater;l;CamCnt;2;and;Less;5;HddCnt;1;and;Greater ;0>

(Mame endint

query<ljand;Name;l;and;Like;%47>

17.3 Sample script for stopping camera recording

If you want for a JPEG still frame to be attached to an alarm message or video fragment when a sensor is activated
(Sensor object), remember that this is possible only after the current archive file has been written to disk. To reduce
the waiting time (the Delay (sec.) parameter, see the section Configuring sensors) and be assured of camera
recording, you can create a Program object on the Programming tab of Axxon PSIM software package.

These programs are written for a camera with an ID of 1 and for a Sensor object whose ID is also equal to 1. Thanks
to these programs, the value of the Delay parameter can be set equal to 7 seconds.
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Attention!

To get several video fragments, you can specify several repeated commands "REC" and "REC_STOP" in the
script. If "rollback" is used, and the prerecording time in the settings of the Camera object is greater than
or equal to the time between subsequent "REC_STOP" and "REC" commands, then this video fragment
will be combined with the next video fragment.

Option 1. The camera is disarmed:

OnEvent ("GRAY","1","ALARM")

1
[
if( !CheckState("CAM","1" ,"DETACHED") )
{
DoReact ("CAM","1" "REC","rollback<1>");
Wait(5);
DoReact ("CAM","1" ,"REC_STOP","priority<2>");
}
]
;
OnEvent ("GRAY","1" ,"ALARM")
1
[
Wait(2);
DoReact ("GRAY","1" "CONFIRM");
Wait(2);
DoReact ("GRAY","1" "ARM");
]
;

Option 2. Camera is armed:

OnEvent ("GRAY","1","ALARM")

{
[
if( !CheckState("CAM","1" "DETACHED") )
{
DoReact ("CAM","1" , "DISARM") ;
Sleep(50);
DoReact ("CAM","1" "REC","rollback<1>");
Wait(5);
DoReact ("CAM","1" ,"REC_STOP","priority<2>");
Sleep(2050); // Prerecording time in the Camera settings = 2 sec.
DoReact ("CAM","1","ARM") ;
1
]
1

OnEvent ("GRAY","1","ALARM")
{
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[
Wait(2);
DoReact ("GRAY","1" ,"CONFIRM");
Wait(2);
DoReact ("GRAY","1" ,"ARM") ;
]
J;

Option 3. Continuous recording:

OnEvent ("GRAY","1" "ALARM")
{
[
if( !CheckState("CAM","1" "DETACHED") )
{
Wait(5); // Specifies the time after which the recording should be stopped in
order to get the required video fragment or number of frames
DoReact ("CAM","1" "REC_STOP","priority<2>");
Sleep(2050); // Prerecording time in the Camera settings = 2 sec.
DoReact ("CAM","1" ,"REC","rollback<1>"); // Start recording with 2 sec
rollback (during prerecording). Thus, data in the archive is not lost.

1
]
1
OnEvent ("GRAY","1","ALARM")
{
[
Wait(2);
DoReact ("GRAY","1" "CONFIRM");
Wait(2);
DoReact ("GRAY","1" "ARM");
]
1

17.4 Sample scripts for processing alarm confirmations

The Partition Of Control object (VIDEOSRV_C_DVC) sends the «Confirm: Event of monitoring» (CONF_MON)
message to Axxon PSIM core when an alarm is confirmed.

When the confirmation type is Simple, then param0<> has the same value as the ID of event that is confirmed (see
Configuration for associating events with certain alarm groups section). When param1<>is 0, it means that a
Simple confirmation is used.

Below you will find a sample program that can be written on the Agent Of Control in order to process a received
simple confirmation. As a result a camera is armed.

OnEvent("VIDEOSRV_C_DVC","1","CONF_MON")

{
if (strequal(param@,'"1"))
{
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DoReact ("CAM","1" "ARM");
}
;

When the confirmation type is Complex, then param0<> has the value of the ID of event that is confirmed (see
Configuration for associating events with certain alarm groups section). If param1<>is 1, it means that the operator
has clicked the OK button in the confirm box. If the operator clicked the Cancel button, then param1<>would be 2.

Below you will find a sample program that can be written on the Agent of Control in order to process a received
complex confirmation. As a result a camera is armed only when the operator clicks the OK button in the confirm
box.

OnEvent("VIDEOSRV_C_DVC","1","CONF_MON")

{
if (strequal(param®,"1")&&strequal(paraml,'"1"))
{
DoReact ("CAM","1" "ARM");
}
}

17.5 Sample script to export filtered data from the Log panel to .xls

Before executing this command, apply filter in the Log panel. It can be done from the user interface (see Custom
filterin the Log panel) or by a script (see Sample script for setting custom filter in the Log panel).

Export filtered Log panel data to the test.xls file on disk C:
DoReact ("VIDEOSRV_M" "" "EXPORT_EXCEL","computer<NamePC>,file<c:\test.xls>");

17.6 Sample script to show and hide Search license plates window

Show Search license plates window with 70% screen width and 50% screen height in the upper left of the display:
DoReact ("VIDEOSRV_M", "" "SHOW_AUTO","computer<NamePC>,x<0>,y<0>,w<70>,h<50>");
Hide Search license plates window:

DoReact ("VIDEOSRV_M" "'" "HIDE_AUTO","computer<NamePC>");

Parameters:

computer<> - name of the computer to execute command on.

x<> - X-axis coordinate of upper left corner the window.

y<> - Y-axis coordinate of upper left corner the window.

w<> - window width as a percentage of the screen width.

h<> - window height as a percentage of the screen height.
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17.7 Sample scripts for the special mode of Monitoring PSIM operation

with ACFA PSIM

17.7.1 Sample script for configuring the interaction between the Monitoring

PSIM and the Apollo integration module

This script records the users from the Server of Control side into the Apollo integration module, which is installed on
the Agent of Control side.

Attention!

The configuration guide for the Apollo integration module is available in the documentation for ACFA PSIM.
This script can be modified for any other integration module that supports user entry into the controller.

Note

For details, see Configuring the special mode of Monitoring PSIM operation with ACFA PSIM.

function SetPersons(srcDepartment, destTable, destTableSize, msg)

{
var users = CreateMsg();
users.StringToMsg(GetObjectIds ("PERSON"));
var userCount = users.GetParam("id.count");
var i;
var 1index;
for(i = 0, index = 1; (index <= destTableSize) && (i < userCount); ++i)
{
var user = users.GetParam("id." + 1);
if (GetObjectParentId("PERSON", user, "DEPARTMENT") == srcDepartment)
{
msg.SetParam("USERS.user_id." + Itv_var("counter"), user);
msg.SetParam("USERS.number." + Itv_var("counter"), index);
msg.SetParam("USERS.key_type." + Itv_var("counter"), destTable);
index++;
Lock();
Itv_var("counter")++;
Unlock();
}
}
}
if (Event.SourceType == "VIDEOSRV_C" && Event.Action == "SPR_DATA_UPDATED")
{

var APOLLO_TYPE = "APOLLO_DEVICE";

var APOLLO_ID = "1.1";

var WRITE_CONFIG_REACT = "WRITE_CONFIG";
Itv_var("counter") = 0;

var msg = CreateMsg();

msg.SourceType = "CORE";

msg.Sourceld = "";
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msg.Action = "UPDATE_OBJECT";

msg.SetParam("objtype", APOLLO_TYPE);
msg.SetParam("objid", APOLLO_ID);

var type = GetObjectParam(APOLLO_TYPE, APOLLO_ID, "type");

if(type == "A6")
{

SetPersons("1", "USER", 79, msg);
}
else
{

SetPersons("1", "USER", 255, msg);
}

SetPersons("2", "POLICE", 15, msg);
SetPersons("3", "ELECTRIC", 15, msg);

msg.SetParam("USERS.user_id.count", Itv_var("counter"));
msg.SetParam("USERS.number.count", Itv_var("counter"));
msg.SetParam("USERS.key_type.count", Itv_var("counter"));
NotifyEvent(msg) ;

NotifyEventStr (APOLLO_TYPE, APOLLO_ID, WRITE_CONFIG_REACT, "");

17.7.2 Sample scripts for determining the current state of the zones of the Apollo
object on the Agent of Control side

This script determines the current state of the zones on the Agent of Control side with the configured Apollo
integration module. Also, when the GET_OBJECT_STATE event is received, this script generates the
OBJECT_STATE_INFO event. The zones are configured and assigned to the corresponding loops when configuring
the Apollo integration module.

Attention!

The configuration guide for the Apollo integration module is available only in the documentation for ACFA
PSIM. This script can be modified for any other integration module that supports user entry into the
controller.

0 Note

For details, see Configuring the special mode of Monitoring PSIM operation with ACFA PSIM.

function GetStateByCounts(armedCount, disarmedCount)
{

/* If there are both armed and disarmed zones, then we consider that arming is
partially completed */

if(armedCount > 0 && disarmedCount > 0)

{

return "PART_ARMED";
}
/* If there are only armed zones, then we consider that the controller is armed

*/
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else if(armedCount > 0)
{
return "ARMED";
1
/* We consider that the controller 1is disarmed */
return "DISARMED"

J;
function ZonelIsUsed(params, 1id)
{
var count = params.GetParam("TABLE.zone.count");
var number = GetObjectParam("APOLLO_ZONE", id, "number'");
var i;
for(i=0; 1 < count; ++i)
{
if(params.GetParam("TABLE.zone." + i) == number)
{
return "true";
3
3
return "false";
J;
function GetControllerState(id, zones)
{
/* Get the controller configurationx/
var params = CreateMsg();
params.StringToMsg(GetObjectParams ("APOLLO_DEVICE", -id));
/* Get the number of zones used by the controller x/
var count = params.GetParam("TABLE.zone.count");
/* If the controller uses the zones */
if(count > Q)
{
/* The number of armed and disarmed zones x/
var armedCount = 0;
var disarmedCount = 0;
var zoneCount = zones.GetParam("id.count");
var j;
for(j = 0; j < zoneCount; ++j)
{
/* Determine if the zone belongs to the current controller
and determine whether this zone 1is used by the current controller =*/
var zone = zones.GetParam("id."+3j);
if (GetObjectParentId ("APOLLO_ZONE", zone, "APOLLO_DEVICE") == id &&
ZonelsUsed(params, zone) == "true")
{

/* Check the state of the zone x*/
var state = GetObjectState("APOLLO_ZONE", zone);
switch(state)
{
case "ARMED":
case "ALARM_ARMED":
case "TROUBLE_ARMED":
armedCount++;
break;
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case "DISARMED":

case "TROUBLE_DISARMED":
disarmedCount++;
break;

/* Check the state of the object x*/
return GetStateByCounts(armedCount, disarmedCount, msg);

function GetSkdStateMsg(type, id, action)

{

}

if(Event.SourceType == "VIDEOSRV_C" && Event.Action ==

{

)5
}

var devices = CreateMsg();
devices.StringToMsg(GetObjectIds ("APOLLO_DEVICE"));
var count = devices.GetParam("id.count");

var zones = CreateMsg();
zones.StringToMsg(GetObjectIds ("APOLLO_ZONE"));

/* The number of armed and disarmed zones x/

var armedCount = 0;

var disarmedCount = 0;

var 1i;

for(i = 0; i < count; ++1i)

{

var device = devices.GetParam("id."+1i);
var state = GetControllerState(device, zones);
switch(state)
{
case "PART_ARMED":
disarmedCount++;
case "ARMED":
armedCount++;
break;
case "DISARMED":
disarmedCount++;
break;

}

var msg = CreateMsg();
msg.SourceType = type;
msg.Sourceld = -id;
msg.Action = action;

msg.SetParam("state", GetStateByCounts(armedCount, disarmedCount));
msg.SetParam("card", "");
return msg;

NotifyEvent(GetSkdStateMsg(Event.SourceType, Event.SourceId, "OBJECT_STATE_INFO")
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else if(Event.SourceType == "APOLLO_DEVICE" &&
(Event.Action == "A®6_CLOSE" ||
Event.Action == "A16_CLOSE" ||
Event.Action == "AG6_OPEN" ||
Event.Action == "A16_OPEN" ||
Event.Action == "AQ6_POLICE" ||
Event.Action == "A16_POLICE" ||
Event.Action == "AO6_ELECTRIC" ||
Event.Action == "A16_ELECTRIC" ||
Event.Action == "AO6_ENTRY" ||
Event.Action == "A16_ENTRY"))

{

var card = Event.GetParam('"key_code");

var msg = GetSkdStateMsg("VIDEOSRV_C", "1", "OBJECT_STATE_INFO");
msg.SetParam("card", card);

NotifyEvent(msg) ;

17.8 Sample scripts for determining the current state of the relay on the
Agent of Control side

This script determines the current state of the relay on the Agent of Control side. Also, when

the GET_OBJECT_STATE event is received, this script generates the OBJECT_STATE_INFO event (for details, see
Configuring alarms for monitoring object's state on the Agent of Control side). Using the card parameter from the
Agent of Control, it is possible to transfer any additional information to the Server of Control. This information will be
displayed in the Event log (see Event log).

function GetReleStateMsg(type, id, action, card)

{
var state = GetObjectState("GRELE","1");
var msg = CreateMsg();
msg.SourceType = type;
msg.Sourceld = -id;
msg.Action = action;
msg.SetParam("state", (state=="OFF") ?"DISARMED" :"ARMED") ;
msg.SetParam("card",card);
return msg;
J;
if (Event.SourceType=="VIDEOSRV_C" && Event.SourceId=="1" && Event.Action=="GET_OBJECT
_STATE")
{
NotifyEvent(GetReleStateMsg(Event.SourceType, Event.Sourceld,"OBJECT_STATE_INFO","")
)3
J;
else if(Event.SourceType=="GRELE" && (Event.Action=="ON" || Event.Action=="OFF"))
{
NotifyEvent(GetReleStateMsg("VIDEOSRV_C", "1","OBJECT_STATE_INFO",""));
J;
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17.9 Example of script for creating report on system failures

0 Note

You must create and configure the Timer object beforehand.

You can automatically generate Report on system failures (see Report on system failures) using the script that
uses the REPORT_FAILURES reaction of the VIDEOSRV_R object:

DoReact ("VIDEOSRV_R","" ,"REPORT_FAILURES","computer<>,file<>,export<>,object<>,region
<>,district<>,city<>, type<>, fromTime<>,toTime<>,sorting<>,comment<>");

The parameters description is given in the table below:

Parameter

computer<>

file<>

export<>

object<>

region<>

Description

Specifies the NetBIOS name of the computer on which the report must be
created.

Mandatory parameter

The full path to the file where the report is saved.

Mandatory parameter

Format of the export file. 0—Excel, 1—HTML, 2—RTF, 3—CSV.

Optional parameter. If this parameter is absent, the file is exported in the
Excel format

The object by which a report is created. In this parameter, you must specify
the Object code parameter that you can see on the log panel of the
Monitoring interface object (see Information about an object). If there are
several objects for the report, the object codes are specified, separated by a
comma.

Optional parameter. If this parameter is absent, a report is created for all
objects

Filter by region. You must specify the serial numbers of the required objects
separated by commas in the Region drop-down list. For example,
region<1,3> (see Report on system failures).

Optional parameter. If this parameter is absent, a report is created for all
regions
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district<>

city<>

type<>

fromTime<>

toTime<>

sorting<>

comment<>

duration <>
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Description

Filter by district. You must specify the serial numbers of the required
objects separated by commas in the District drop-down list. For example,
district<2,3,5> (see Report on system failures).

Optional parameter. If this parameter is absent, a report is created for all
districts

Filter by city. You must specify the serial numbers of the required objects
separated by commas in the City drop-down list. For example, city<1,2>
(see Report on system failures).

Optional parameter. If this parameter is absent, a report is created for all
cities

Filter by the failure type. You must specify the serial numbers of the
required objects separated by commas in the Failure type drop-down list.
For example, type<1,3,5> (see Report on system failures).

Optional parameter. If this parameter is absent, a report is created for all
failure types

The date and time of the report beginning in the "DD-MM-YY HH:MM:SS"
format.

Mandatory parameter

The date and time of the report ending in the "DD-MM-YY HH:MM:SS"
format.

Mandatory parameter

Sorting mode. 0—by event, 1—by time.

Optional parameter. If this parameter is absent, sorting by event is used

Show comment. 0—don't show, 1—show.

Optional parameter. If this parameter is absent, comments aren't shown

Filter by the failures' duration. The duration of failures in a report must be
greater than the specified value in seconds. Optional parameter. If this
parameter is absent, a report is created for all failures of any duration
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Parameter Description

owners <> Filter by owners. In the mode when the filter isn't used in the settings of the
Monitoring reports interface object, specify the serial numbers of the
required objects separated by commas in the Owner drop-down list. For
example, owners<1,3> (see Report on system failures).

Optional parameter. If this parameter is absent, a report is created for all

owners

The example of a script that automatically creates Report on system failures every day at 20:00 and saves it to the

C:\report.html file:

Click here to expand

if (Event.SourceType=="TIMER" && Event.Sourceld=="1" && Event.Action=="TRIGGER")

{

var currentDate = new Date();

var strCurDate = getDay(currentDate) + "-" + getMonth(currentDate) + "-" +

getYear (currentDate);

DoReactStr ("VIDEOSRV_R","" ,"REPORT_FAILURES","computer<MONITORING>, file<c:\
\report.html>,export<l>,fromTime<" + strCurDate + " 00:00:00>,toTime<" +

strCurDate + " " + getTime(currentDate) + ">");

}

function getMonth(d)

{
var month = (d.getMonth() + 1).toString();
if (month.length == 1)
{

month = "0@" + month;

}

return month;

}

function getDay(d)

{
var day = d.getDate().toString();

if (day.length == 1)
{

day = "0" + day;
}

return day;

}

function getYear(d)
{

var year = d.getFullYear().toString().substr(2, 2);

return years;

}

function getTime(d)
{
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var time = d.getHours() + ":" + d.getMinutes() + ":" + d.getSeconds();

return time;

}

17.10 Example of script for creating report on alarm events

° Note

You must create and configure the Timer object beforehand.

You can automatically generate Report on alarm events (see Report on alarm events) using the script that uses the
REPORT_ALARMS reaction of the VIDEOSRV_R object:

DoReact ("VIDEOSRV_R","" ,"REPORT_ALARMS","computer<>,file<>,export<>,object<>,region<>
,district<>,city<>,type<>,fromTime<>,toTime<>,sorting<>,comment<>,filter<>");

The parameters description is given in the table below:

Parameter

computer<>

file<>

export<>

object<>

region<>

Description

Specifies the NetBIOS name of the computer on which the report must be
created.

Mandatory parameter

The full path to the file where the report is saved.

Mandatory parameter

Format of the export file. 0—Excel, 1—HTML, 2—RTF, 3—CSV.

Optional parameter. If this parameter is absent, the file is exported in the
Excel format

The object by which a report is created. In this parameter, you must
specify the Object code parameter that you can see on the log panel of
the Monitoring interface object (see Information about an object). If
there are several objects for the report, the object codes are specified,
separated by a comma.

Optional parameter. If this parameter is absent, a report is created for all
objects

Filter by region. You must specify the serial numbers of the required
objects separated by commas in the Region drop-down list. For example,
region<1,3> (see Report on alarm events).

Optional parameter. If this parameter is absent, a report is created for all
regions
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Parameter

district<>

city<>

type<>

fromTime<>

toTime<>

sorting<>

comment<>

filter<>

Monitoring PSIM 2.0 (english) - Administrator's Guide

Description

Filter by district. You must specify the serial numbers of the required
objects separated by commas in the District drop-down list. For example,
district<2,3,5> (see Report on alarm events).

Optional parameter. If this parameter is absent, a report is created for all
districts

Filter by city. You must specify the serial numbers of the required objects
separated by commas in the City drop-down list. For example, city<1,2>
(see Report on alarm events).

Optional parameter. If this parameter is absent, a report is created for all
cities

Filter by the alarm event. You must specify the serial numbers of the
required objects separated by commas in the Alarm event drop-down
list. For example, type<1,3,5> (see Report on alarm events).

Optional parameter. If this parameter is absent, a report is created for all
alarms

The date and time of the report beginning in the "DD-MM-YY HH:MM:SS"
format.

Mandatory parameter

The date and time of the report ending in the "DD-MM-YY HH:MM:SS"
format.

Mandatory parameter

Sorting mode. 0—by event, 1—by time.

Optional parameter. If this parameter is absent, sorting by event is used

Show comment. 0—don't show, 1—show.

Optional parameter. If this parameter is absent, comments aren't shown
Text filter by messages of monitored alarms (see Configuring alarm

groups).

Optional parameter
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owners <> Filter by owners. In the mode when the filter isn't used in the settings of
the Monitoring reports interface object, specify the serial numbers of the
required objects separated by commas in the Owner drop-down list. For
example, owners<1,3> (see Report on alarm events).

Optional parameter. If this parameter is absent, a report is created for all

owners

countalr<> Filter by alarms duplicate. The countalr<>value conains the Duplicate
filter setting and is specified in seconds (see Report on alarm events).

Optional parameter. If this parameter is absent, a report is created for all

alarm events

The example of a script that automatically creates Report on alarm events every day at 20:00 and saves it to the C:

\report.html file:

Click here to expand

if (Event.SourceType=="TIMER" && Event.Sourceld=="1" && Event.Action=="TRIGGER")

{

var currentDate = new Date();

var strCurDate = getDay(currentDate) + "-" + getMonth(currentDate) + "-" +

getYear (currentDate);

DoReactStr ("VIDEOSRV_R","" ,"REPORT_ALARMS","computer<MONITORING>,file<c:\
\report.html>,export<l>,fromTime<" + strCurDate + " 00:00:00>,toTime<" +

strCurDate + " " + getTime(currentDate) + ">");

}

function getMonth(d)

{
var month = (d.getMonth() + 1).toString();
if (month.length == 1)

{
month = "0@" + month;
}
return month;
}
function getDay(d)
{
var day = d.getDate().toString();
if (day.length == 1)
{
day = "0" + day;
}
return day;
}

function getYear(d)
{
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var year = d.getFullYear().toString().substr(2, 2);
return year;

}

function getTime(d)
{

var time = d.getHours() + ":" + d.getMinutes() + ":" + d.getSeconds();
return time;

}
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