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1 List of terms

Population is a set of faces in the database where the search is performed.

Reference image is a "deny list" image all faces detected in the video are compared to.

Captured face is a face detected in the video.

Recognized face is a face similar enough to one of the reference images.

Vector is a mathematical representation of face that is created while its recognition in video frame.

Face search is a process of searching faces in the archive by the photo of the face. Use the Face recognition
and search interface object to control face search.

Face recognition is a process of comparing captured faces with reference images in the online mode in order
to find hit. If hit is found, the result is immediately displayed in the Face recognition and search interface
object.

Face verification is a process of comparing captured face in the video with reference image by command.
For this mode to operate the Event Manager (part of ACFA PSIM) module is to be installed.

o Note

General scenario of use: when the user brings the access card to the reader, the reference image
corresponding to this access card is displayed on the operator monitor and the process of
comparing this reference image with captured face starts.

List of terms—7
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2 Administrator's Guide. Introduction

On this page:

Purpose and structure
of the Guide

Purpose of Face PSIM
Recommendations for
using Face PSIM

2.1 Purpose and structure of the Guide

The Administrator’s Guide is a reference and information handbook designed for system administrators,
installation and configuration technicians and users with administrator rights to products based on Face

PSIM.

2.2 Purpose of Face PSIM

Face PSIM is designed for automated identification of people by comparing a captured face displayed in a
surveillance video frame with reference images for which the face recognition database contains
information.

Face PSIM provides the following functional capabilities:

1.
2.

w

© N o g &

Captures human faces in a video frame.
Registers facial biometric parameters.

Compares a captured face displayed in a video frame with reference images stored in the "<Face
PSIM installation directory\Bmp\person>" folder based on biometric parameters.

Maintains a reference face database used for face recognition.
Creates a photo- and video archive.

Searches for faces in the database using a photo.

Identifies gender and age of recognized faces.

Counts unique visitors by recognized faces (including reports creation in Web Report System PSIM).

Administrator's Guide. Introduction— 8
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2.3 Recommendations for using Face PSIM

Face PSIM is installed as an extension to Axxon PSIM.

The following is recommended for correct application of Face PSIM:

1. Follow the instructions carefully.

2. Use the software only for its intended purpose.

Face PSIM 2.0 (english) — Administrator's Guide

3. Do not use third party software on computers with installed Face PSIM unless that software is a

component of Face PSIM.

Administrator's Guide. Introduction— 9
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3 Structure of the Face PSIM software package

The base version of Axxon PSIM serves as the software platform for installing Face PSIM. The following
external face recognition modules are integrated into Face PSIM software package: Cognitec (vendor —
Cognitec), VA (vendor — Recognition Technologies), VisionLabs, STC, and Videolntellect 1.1 (vendor —
Raduga Technologies).

Recognition modules, supported by Face PSIM, operate on the following platforms:

Module x32 x64

Cognitec

VisionLabs

VA

STC

Videolntellect 1.1

Also the software package includes:

Object x32 x64

Face Recognition Server 8 (]

Face recognition and search (] (]
£\ Attention!

Face recognition can only be performed on the x64 platform. For the face recognition modules to
work, it is necessary to set the Run x64 modules checkbox in the settings of the Computer
object (see Configuring the use of 64-bit modules).

Face recognition modules operate through the interaction of the following Face PSIM objects:

Structure of the Face PSIM software package—- 10
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+ Face detection system object;
+ Face recognition server system object;
+ Face recognition and search system object.

Recommended scheme for the Face PSIM-based video surveillance system looks like this:

Server 1 Server 2
- Face detection - Face detection
- Vector generstion - \ector generstion

::|< Face Detection 4 :1— -I 4 fi]
Face Detection 5 I, ; : E —| 5 ;’:|

i T

L}. 1 4"']' ¢ Face Detection1 3 |

~ 5 1_ & I

- §v
o

[\.3’. 3 4.'] ”f Face Detection 3 \“*

Vi

b

idenarch i'.'nl

Face recognition server
Server 3

- Online face recognition
- Face search in archive ¥

< Face recognition server >

|

I

|

1

1 'L__] Photos and vectorsof detected faces
; B

|

|

|

e

l _] Photosand vectors of ref erence faces

=

:=] Photosand vectors of recognized faces

On this scheme Face detection is in use for face detection and vector generation on remote clients. Face
recognition server is in use for online face recognition as well as face search in archive on the main client.
The benefit of such division is that the more resource consuming process — vector generation - is
performed on remote clients (their number can be increased). It allows creating a large system with common
database of reference images and enlarging it at any moment.

All processes can be combined on the same computer for small systems (i.e. creation of Face detection and
Face recognition server).

Moreover, there is a scheme when face detection is possible on remote clients only, and vector generation is
performed on the main client (see item 7 of Configuring the recognition parameters of captured

faces section).

It is also possible to create a corresponding Face recognition server object for each Face detection on one
computer, which is selected as an external capture for the Face detection (see Configuring the Face
Detection module). In this case, the detection and generation of face vectors using the Face

detection objects will be performed in separate processes for each camera.

Attention!

Structure of the Face PSIM software package— 11
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Only one Face recognition server object can be created on one computer, which performs online
recognition and face search in the archive. All other created Face recognition server objects can
only be used to parallelize the detection calculations and the face vectors generation using

the Face detection objects.

Structure of the Face PSIM software package— 12
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4 Software and hardware requirements

4.1 Host computer requirements

Face PSIM has the same requirements as Axxon PSIM (base) (see Requirements for base PCs).

Recognition module

Requirements

VA and Videolntellect 1.1

CPU: supports AVX and SSE4.2 instruction set;
GPU: face recognition on discrete GPU requires
NVIDIA GeForce GTX 10-series or higher;

RAM: 4 GB;
HDD: 1.5 GB free disk space.

On an Intel Core i5-7260U@2.2GHz processor with computations
in one thread, the modules provide the following performance:

Face selection - 50 ms (ALG1), 75 ms (ALG2) for a
1280x720 image;

Demographic classification - 18 ms;
Attribute classification - 18 ms;
Emotion classification - 18 ms, only smiles - 1 ms;

Calculation of the biometric template - 35 ms (ALG1), 150
ms (ALG2) per face;

Template matching speed - 2 million comparisons per
second.

STC

CPU: Intel Core x64 or Intel Xeon x64 with AVX2 instruction
set support;

GPU: CUDA 9.2- or CUDA 10.1-compatible NVIDIA GPU if
support for GPU computing is required;

RAM: 8 GB;

HDD: 10 GB free disk space.

Cognitec

CPU: Intel® Core™ i5-760 or AMD FX™-8100;
GPU: NVIDIA® GeForce® GTX 560 2 GB;
RAM: 8 GB;

HDD: 500 GB.

Software and hardware requirements— 13
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4.2 Operating system requirements

The Face PSIM software operates with the same versions of operating systems as the Axxon PSIM software
package.

Attention!

To ensure correct and stable operation of Face PSIM software package it's necessary to turn on
a swap file in the operating system (size at system option).

Attention!

Face capture and face recognition using the VA, VisionLabs, and Videolntellect 1.7 modules are
not supported in operating systems released before Windows 7, and in 32-bit operating systems.

4.3 Database server requirements

The internal video Server database is maintained in the MS SQL format.

Unlike the bas Axxon PSIM software package the Face PSIM module supports a limited number of versions
of this database server. The list of MS SQL Server versions, supported by Face PSIM, is given in the table
below.

MS SQL Server version Supported edition

MS SQL Server 2014 or newer All
see http://www.microsoft.com

The list of database servers supported by the core Axxon PSIM package is available here: Internal video
Server database.

4.4 Antivirus requirements

When face photographs are stored to the database, antivirus scans files so the performance of Face
PSIM reduces.

To increase the performance it is recommended to add the FirServer.run process to the exception list or not
to use the antivirus.

Software and hardware requirements— 14
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4.5 Requirements for images uploaded to the reference face
database

To ensure the proper face recognition, the images uploaded to the reference face database (see Selecting a
way to upload an image to the reference face database) should meet the following requirements:

1. There must be a full face image and the resolution is to be HD (1280x720 pixels) or Full HD
(1920%x1080 pixels).

2. Theimage is to be sharp, not blurred, steady illuminated and not exposed.

3. The distance between eyes is not to be less than 60 pixels.

4. A person in the image is to occupy the greater part of the frame - so as the person's head and
shoulders are to be visible (it is not recommended to use waist height images).

o Note

For VisionLabs recognition module the size of the photo added to the database is configured in
the CascadeDetector::SizeHint settings section of the config.xml file located in the <Axxon PSIM
installation directory>\Modules\FaceRecognition\VisionLabs\data.

If Face PSIM is configured properly and all requirements are met, including the video camera mounting and
setup requirements for the face recognition modules (see Configuring the program modules), the face
recognition accuracy rate can be more than 90%.

Attention!

If the above requirements are not met, high accuracy of face recognition is not guaranteed.

Software and hardware requirements— 15
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5 Face PSIM software package installation

5.1 General description of the Face PSIM distribution kit
Face PSIM is supplied as a software installation package (distribution kit). The current version of the
distribution kit can be downloaded from the official AxxonSoft website.

The distribution kit contains all the necessary software components for installing Face PSIM on a base
computer.

The distribution kit allows you to install, restore, and remove Face PSIM.

Attention!

Prior to installing, restoring or removing Face PSIM, the Axxon PSIM operation should be

shut down.
Administrator rights are required for installing, restoring or removing Face PSIM.

5.2 Installation

Face PSIM is installed as an extension to Axxon PSIM.

Attention!

Face PSIM should be installed both on the Server/Remote Administrator's workstation and on
the Client (for details, see Axxon PSIM software package. Administrator's Guide).

To install Face PSIM, do the following:

1. Inthe root directory of the distribution package, run the setup.exe executable file.

0 Note

If the Microsoft Visual C++ 2013 Redistributable Packages (x64) is not installed, this
package will be installed in silent mode.

Face PSIM software package installation— 16
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Setup.exe

Pleaze wait while prerequisitez will be inztalled

To continue the installation process, click the Next button.
j;.%] Installation of Face PSIM v.1.0.0.34 — -

Welcome to the Face PSIM v.1.0.0.24 Setup
Wizard.

You are welcomed by the Face PSIM v. 1.0.0.34 Setup
wizard. It enables to set installation parameters. Itis
recommended to quit all other applications before you
continue installation. Click Mext to go on or Cancel to exit
the Setup wizard. Thank you for using software products by
AxxonSoft company.

Face PSIM software package installation— 17
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3. Carefully read the conditions of the license agreement, confirm that you agree with them by setting
the I accept the terms of the License agreement radio button and click the Next button.

ﬁ Installation of Face PSIM v, 1.0.0.34

License Agreement.
Please read the License agreement carefully,

= pod

FACE(JPSIM

Software.

TNefinition=

(@)1 accept the terms of the License agreement.

End-User License Agreement (EULA)

This End-User License Agreement (referred to as the "EULA") is a legally
binding agreement between yvou, the Licensee, an individual customer, or
entity. and the AxxonSoft which apply to the Software and includes terms of
the access to and use of the Software. By instaling. copying, or otherwise
using the Software vou hereby agree. without limitation or alteration to all the
terms and conditions contained hetein. If vou do not agree to the terms and
conditions outlined in this EULA | vou must not download, install, or use

{1 do not accept the terms of the License agreement.

Print

Back

carce

o Note

If you want to print the license agreement, click the Print button.

4. A window will appear in which you need to select the MS SQL Server databases and set the

connection parameters.

Face PSIM software package installation— 18
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ﬂ Installation of Face PSIM v, 1.0.0.34 — pod

FACE(JPSIM

Salect Database Sarver

Select database Server and authentication method.

Select database Server from the drop-down list,

{local)\SOLEXPRESS 2014 w |

Choose user identification procedure based on the present user account or SQL Server
identity check.

l:::l Windows user account

(®) Uze the following username and password:

Usermame |sa

PaSSWﬂrd || FRRRRERRRRRRRRRRD |

Select the MS SQL Server database using the database Server drop-down list.

o Note

To use the SQL server installed on this (local) computer, select (local)\SQLEXPRESS (set
as default).

Set the authentication parameters that will be used by Face PSIM when connecting to the SQL server.
Authentication methods implemented in the dialog window:

Face PSIM software package installation— 19
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Authentication

Windows credentials

SQL server authentication using the

methods following username and password
(Recommended)
Use cases The SQL server from Face The SQL server from Face

PSIM distribution package (or | PSIM distribution package and Face

from a third-party distribution PSIM are installed on the same

package) and Face PSIM are computer. Connection to the SQL server

installed on the same with the specified username (login) and

computer password can be made from any remote
computer that is in the same TCP/IP
network domain as the computer on
which the SQL server is being installed

The SQL server and Face PSIM | The SQL server from Face

are installed on different PSIM distribution package and Face

computers that are connected | PSIM are installed on different

via TCP/IP network and computers that are connected via TCP/

located in the same network IP network and located in the same

domain. In Windows OS on the | network domain. The username (login)

computer with installed MS and password should match the

SQL server, an account should | username (login) and password used to

be created for the user access the SQL Server

currently authorized in

Windows OS on the computer

on which Face PSIM is being

installed

The full-featured SQL server The full-featured SQL server (installed

(installed optionally) and Face | optionally) and Face PSIM are installed

PSIM are installed on different | on the same or different computers that

computers that are connected | are connected via TCP/IP network and

via TCP/IP network and located in the same network domain.

located in the same network The username (login) and password

domain. An account should be | should match the username (login) and

created on the remote SQL password used to access the SQL Server

server for the user currently

authorized in Windows OS on

the computer on which Face

PSIM is being installed

Attention!

Face PSIM software package installation— 20
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If Face PSIM is installed by the computer Administrator and Windows credentials are
used for the SQL server authentication, access to the database by any other user will not
be possible without additional configuration of the idb.exe utility and knowledge of the
Administrator login and password. It is strongly not recommended to use this method of

the SQL server authentication.

7. Click the Next button to continue the installation process.

8. A window will appear in which you should specify the name of the database to be created or select an
existing database. By default, Face PSIM uses the Fir database as the face database. If you want to

use a different database, select it in the list of existing databases (on the right) and click the i‘

button next to the Face database field.

jﬁ Installation of Face PSIM v, 1.0.0.34

Face database

Select or Set Names for Databases.

Setup wizard will create new databases or connect to existing ones. Set names for databases
or select the existing ones from the list.

FACE(JPSIM

= >

Firl <<

detectorpack
dt

fir
intellect
lprex
master
madel
madh
pos
psim
tempdh
titles

Back

corcs

9. Click the Next button.

10. Specify the folder in which images and vectors of the captured and reference faces will be stored and

click the Next button.

Face PSIM software package installation— 21
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ﬁ Installation of Face PSIM v, 1.0.0.34 — pod
Specify the path to the images and vectors of
Spes FACE(JPSIM

Spedfy the folder in which images and vectors of captured faces will be stored.

Select...

11. To start the installation process, click the OK button.
ﬁ Installation of Face PSIM v.1.0.0.34 —

Ready to Install
Setup wizard is now ready to begin installation of Face PSIM FAC E O PSI M

v, 1.0,0,34 on your computer,

Setup wizard is ready to install Face PSIM v, 1.0.0.34 on your PC. Click Install to start. If
you want to review or change any installation parameters, dick Back. Click Cancel to exit
the Setup wizard.

Back Cancel

12. As aresult, the necessary components of Face PSIM will be copied to the computer hard disk.
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ﬂ Installation of Face PSIM v, 1.0.0.34 — pod

Installing Face PSIM v.1.0.0.34 FACE O PSIM

Please wait till Setup wizard installs Face PSIM v, 1.0.0. 34, Installation period
depends on the operating system configuration and software that is already
installed.

Status: Updating component registration
-

Cancel

13. After Face PSIM components have been successfully copied, a message about the completion of the
installation process will be displayed. Then click the Finish button.

ﬂ Installation of Face PSIM v, 1.0.0.34 — pod

Installation Complete

Face PSIM v, 1.0.0. 34 installation finished successfully. FAC E O pSI M

Installation of Face PSIM v, 1.0.0.34 to yvour PC is finished, If you were installing Face
PSIM . 1.0.0.34 from CD, please, remove the installation media. Click Finish to exit.
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0 Note

The TCP 10000 port will become open for all incoming connections in Windows firewall during
Face PSIM installation. This port is important for the proper operation of Face PSIM.

Face PSIM installation is successfully completed.

5.3 Repairing

The repair mode is used if Face PSIM software components need to be re-installed.

To repair Face PSIM, do the following:

1. Inthe root directory of the distribution kit, run the setup.exe file.

2. Select the Repair operation type and click the Next button.
ﬁ Installation of Face PSIM v.1.0.0.34 —

Select Action FACE O PSIM

Choose operation to execute with Face PSIM v, 1.0.0. 34 and dick Mext.

(®) Repair

) Remove

Yes, I want to remove face database

Deleting the database of captured persons

==
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As a result, the installed components will be checked and the necessary components of Face
PSIM will be copied to hard drive of your computer.

ﬁ Installation of Face PSIM v, 1.0.0.34 — >

Repairing Face PSIM v.1.0.0.34 FACE O PSIM

Please wait while the Setup Wizard repairs Face PSIM v, 1.0.0.34.

Status: Validating install

Cancel
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4. After all software components are successfully copied to your hard drive, the message about
the completion of the repairing process will be displayed. Click the Finish button.

ﬂ Installation of Face PSIM v, 1.0.0.34 —

Repar Complete FACE(JPSIM

Face PSIM v. 1.0.0.34 software was successfully repaired on your PC and is ready for use.
Click Finish to exit.

Repairing of Face PSIM is successfully completed.

5.4 Removal

To remove Face PSIM, do the following:

1. Inthe root directory of the distribution kit, run the setup.exe file.

2. Select the Remove operation type and click the Next button.

o Note

To remove the reference face database of Face PSIM, set the Yes, | want to
remove face database checkbox.

To remove the database of captured faces of Face PSIM, set the Deleting the
database of captured persons checkbox.
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ﬂ Installation of Face PSIM v, 1.0.0.34 —

Select Action FACE O PSIM

Choose operation to execute with Face PSIM v, 1.0.0. 34 and dick Mext.

) Repair

(®) Remove

Yes, I want to remove face database

Deleting the database of captured persons

cacs

As a result, the process of removing the installed components of Face PSIM from the hard drive of
the computer will begin.

ﬂ Installation of Face PSIM v, 1.0.0.34 —

Removing Face PSIM v.1.0.0.34 FACE O PSIM

Please wait while the Setup Wizard removes Face PSIM v, 1.0.0.34.

Status:

Cancel
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3. After all software components are successfully removed, the message about the completion of the
removing process will be displayed. Click the Finish button.

ﬁ Installation of Face PSIM v, 1.0.0.34 —

Removal Complete FACE O PS'M

Face PSIM v. 1.0.0.34 is successfully removed from your PC. If you want to repair Face
PSIM v, 1.0.0.34, you can install it again from the installation media. Click Finish to exit.

Removing of Face PSIM is successfully completed.

5.5 Remote installation and deinstallation of Face PSIM

You can remotely install and deinstall Face PSIM using the wmic.exe command line utility. This utility is a
part of Windows OS. To run the utility, enter "wmic" without quotation marks in Windows command line.

Detailed information about this utility can be found on Microsoft technical documentation page https://
docs.microsoft.com/en-us/. At the moment of creating this section, the description of the utility is available
at https://docs.microsoft.com/en-us/windows/win32/wmisdk/wmic.

o Note

The wmic.exe utility does not work correctly with VMware virtual machines. It is not guaranteed
to work with other virtual machines.

To run wmic on a remote computer, you should disable UAC (for instructions on how to do this, see 0S
settings for correct operation of Remote Admin Workstation or Server).

The installation and deinstallation methods described in this section apply to domain and extra-domain
computers.
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It is necessary to copy Face PSIM distribution kit to the computer local disks where the installation will be
performed in advance.

To do this, you can use the following command line script:

xcopy %Path_to_folder_with_distribution_kit% %Network_folder_on_the_target_PC% /e

where:

«  %Path_to_folder_with_distribution_kit% is the path to the folder with the distribution kit on the local
computer;

+  %Network_folder_on_the_target_PC% is the path to the folder on the computer where you want to
install the software. You should have the write access to it;

+ The /e attribute copies all subdirectories and their contents, including empty directories.

0 Note

The UNC path is in the format \\<server IP address>\<Shared folder on this server>\... . The
ellipses here represent the path from the shared folder to the folder with the distribution kit. If
you are installing on the computers in the domain, specify the address of the server that contains
the distribution kit folder available to all computers.

Detailed information about the xcopy utility can be found on Microsoft technical documentation page. At the
moment of creating this section, the description of the utility is available at https://docs.microsoft.com/en-
us/previous-versions/windows/it-pro/windows-xp/bb491035(v=technet.10).

Note that the installation method described in this section allows you to install only the core product without
any add-ons.

5.5.1 Remote installation of Face PSIM

In order to install Face PSIM on a remote computer, run the following command with the wmic.exe utility:

/NODE:"Computer_name" /USER:"User_name" /PASSWORD:"Password" product call
install true, "%installer parameters%", "%Path_to_folder_with_distribution_kit%
\Product.msi"

Here:

+ /NODE — the name of the target computer on which Face PSIM is being installed;

o Note

The NODE list can be a text file that specifies the names of the target computers in column.
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/USER and /PASSWORD — login and password of the user who has the rights to install the software
on the remote computer.
"%Path_to_folder_with_distribution_kit%\Product.msi" — path to the Product.msi installer file you
need to run. It is the local path to the folder to which you copied the distribution kit.
%installer parameters% — installer options. The following parameters can be applied to Product.msi:
a. The parameters that can be applied to any msi file (for reference, run the msiexec.exe /?
command in the command line from <WINDOWS>\system32\ directory).
b. The parameters described in the setup.exe help article in the /CMD="[commands]" section
(for reference, run the setup.exe /? command in the command line from the installer folder.
These commands are also described in Installing Axxon PSIM™ software in a quiet mode).
c. The parameters that are set in setup.exe during installation:

CMD_INSTALLTYPE — Client, Server, Admin;
REMOVEALL (0, 1) — removal with/without saving the configuration;
NOOSCHECK=1 — disable the OS compatibility check.

0 Note

The operation of these parameters is not guaranteed if there is a branch in the registry:

For x86 system: HKEY_LOCAL_MACHINE\SOFTWARE\AxxonSoft\PSIM\InstallPropertyInfo;
For x64 system:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\AxxonSoft\PSIM\InstallPropertyInfo.

The branch has the parameters of the previous installation.

0 Example

Example of an installer parameter string:

REBOOT=ReallySuppress LANGUAGE="en"
TRANSFORMS="%Path_to_folder_with_distribution_kit%\languages\Setup\en\en.mst"
CMD_INSTALLTYPE="Server".

In the example above:
REBOOT=ReallySuppress cancels computer reset at the end of installation.
LANGUAGE="en" selects the product language. The default product language is English.

TRANSFORMS="%Path_to_folder_with_distribution_kit%\languages\Setup\en\en.mst" specifies
the path to the installer language mst-patch (specifies the installer language).

CMD_INSTALLTYPE="Server" specifies Axxon PSIM installation type - Server. It can also take the
Admin value (if Remote Administrator’s workplace installation type is required) and Client (if
Remote Client installation type is required).
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5.5.2 Remote deinstallation of Face PSIM

In order to deinstall Face PSIM, run the following command in the wmic.exe utility:

/NODE : "Computer_name" /JUSER:"User_name" /PASSWORD:"Password" product where
name="Product_name" call uninstall

where Product_name is the name under which Face PSIM is installed. In the English version, it is usually
"Face PSIM v.Build_number". The name can be found in the registry in HKEY_LOCAL_
MACHINE\Software\Microsoft \Windows\CurrentVersion\Uninstall section.
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6 Configuring Face PSIM software and its components

6.1 Face PSIM configuration and setup procedure

Face PSIM is configured on the basis of Axxon PSIM. It is considered that the necessary system objects for
the video subsystem operation are already configured (see Axxon PSIM Software Package. Operator's Guide.
The most current version of this document can be found in the AxxonSoft documentation repository).

The second stage in configuring Face PSIM is the creation and configuration of the system objects
necessary for processing the received video image in order to recognize the faces captured in the video
camera FOV, as well as the creation of databases for storing the received information.

If you use the face recognition software modules, then it is necessary to create and configure the following
objects in order to configure Face PSIM:

1. Face recognition server module (one object).
2. Face detection module (on each video camera where face recognition is required).

3. Face recognition module and necessary channels (see Activation of the recognition modules in Face
PSIM).

4. Face recognition and search interface object (one object).

6.2 Configuring the program modules

6.2.1 Activation of the recognition modules in Face PSIM

0 Note

Face recognition modules can operate in multi-threading mode. By default, all available
processor cores are used. The number of processor cores actually used in the operation of the
face recognition module is set using the CpuCoreCount registry key parameter (see Registry keys
reference guide).

To enable the face recognition, it is necessary to activate one of the software modules:

1. Cognitec recognition module.

2. VisionLabs recognition module. On the basis of the created object, it is also necessary to create an
object representing the number of reference faces in the database.
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Recognition module VA. On the basis of the created object, it is also necessary to create an object
representing the number of reference faces in the database.

STC recognition module.

Face recognition Videolntellect 1.1.

To activate the software module, it is necessary to create an object on the basis of the Face recognition
server object with the same name as the required module.

Architecture Hardware Interfaces Users Programming

1 Face recognition server 1[1 . - - _
deo capture device 1[1] Create object ty Archive search channel

) Efnge P Captured faces processing channel
ET Cognitec recognition module

Expand tree '} Face characteristics recognition channel
Face database replication

Collapse tree i g
Face recognition Videcintellect 1.1

Delete object & KARS interface

Recognition channel

Create folder... »
5TC recognition module

Save | Recognition module VA
Find... ¥ VisionLabs recognition module

: Z Wisitor counting channel
Load configuration... 2

Save configuration... ¥ Facerecognition server

The following objects can also be created on the basis of the Face recognition server object:

1.

The Archive search channel module which is used for searching the captured face in the face
database and viewing the video archive of the captured face.

The Face characteristics recognition channel module which is used for the face characteristics
recognition for a specified channel.

Attention!

The Face characteristics recognition channel module can only operate with the VA
or Videolntellect 1.1 face recognition module.

o Note
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If the Face characteristics recognition channel is not activated, then the face
characteristics of all newly captured faces will be marked as Undefined in the Face
recognition and search interface window. However, if this module is activated later, then
as Face PSIM operates and accumulates data, the undefined face characteristics of
already captured persons will be changed to averaged values.

This module provides the recognition of the following face characteristics:

. age;

o Note

If the age of the same person is determined with poor accuracy, then it is
necessary to set the 1 or 5 value for the Va.TrackBestFramesCount registry key
parameter (for details, see Registry keys reference guide, for information about
working with the registry, see Working with Windows OS registry).

+ gender;

+ emotion;

+ glasses;

+ facial hair;

+ hair color;

+ type of bald head;
+ headwear;

« artificial face;

+ face concealment.

o Note

If masked faces are not recognized, then it is necessary to set the 0 value for the
Va.GlobalTrackingDetectionFilter registry key parameter (for details, see Registry
keys reference guide, for information about working with the registry, see Working
with Windows OS registry).

The Visitor counting channel module which is used for counting visitors and repeated passes.

The Face database replication module which is used for the server face database replication in a
distributed configuration (see Face database replication).

The Recognition channel and VA/Cognitec/VisionLabs/STC/Videolntellect 1.7 recognition
modules which are used for real-time face recognition for the specified channel.
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6. The Captured faces processing channels module is used for capturing faces and determining their
temperature in real time for the selected video channel. To use this channel, it is necessary to
configure the object Face detection to work with a thermal camera (see Configuring the Face
Detection module combined work with thermal camera or external system).

A\ Attention!

After the Visitor counting channel, Archive search channel, Recognition channel, Face
characteristics recognition channel and Captured faces processing channels modules are
activated, it is necessary to select the required Face detection object on the settings panel of the
corresponding object (see Configuring the recognition parameters of captured faces).

Fecognition channel 1 Face detection

ace recoghition W Dizable ;
i H = Face Detection 1.1 [Camera 1] e
Face recognition zerver 1 W

ent on recognition

Apply LUndo
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6.2.2 Face detection

6.2.2.1 Face Detection software module functionality
The Face Detection software module is designed to perform the following functions:

1. Detect captured faces in video frames.

2. Send photo of a captured face to the face recognition server.

6.2.2.2 Requirements to video parameters when using face detection tool
When a face detection tool is used, the following requirements must be met:

1. Minimum linear dimensions of a face that must be detected are 24 pixels.

2. Maximum speed of a face that must be detected shouldn't be greater than a half of linear dimensions
in pixels per frame (i.e. face overlapping between two adjacent frames must not be less than half-
width and half-height of a face).

3. Adetection tool needs 8 frames to confirm face detection. Otherwise, a face detection message
won't be sent.

6.2.2.3 Configuring the Face Detection module

The Face Detection object is created on the basis of the Camera object in the Hardware tab of the System
settings window.

Architecture Hardware Interfaces Programming

- .
[ Face recognition server 1[1] Face Detection 1.1

pture device 1[1] Camera [ Disable

et

External capture

Face recognition server 1 R

[l Maximum performance

area border %
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0 Note

You can change the resolution of the video received by the Face Detection module from the
camera using the ResizeWidth registry key (for details, see Registry keys reference guide).

6.2.2.3.1 Basic settings of the Face Detection module
Configure the basic settings of the Face Detection module as follows:

1. Go to the Basic settings tab on the settings panel of the Face Detection object.

Face Detection 2.1

Cameia W Dizatle

External capture Video processing settings

Face recognition server 1 7 -
M Process color video ?

N 2 M Process low resolution video B

-Search area border % - — Face size, pixels -

Min. width: m Max. width: m
Min, height: m Max. height: m

Select GPL:

Quadro RTX 4000(GPU 1)

2. There are several variations of the face detection operation depending on the setting of the external
capture and Face recognition server (1):

a. External capture is NOT selected, and the detection is NOT added to any channel of the Face
recognition server. In this case, faces are captured by Axxon PSIM face capturing, and vectors
aren't generated. This option isn't used in Face PSIM.

b. External capture is NOT selected, but the detection is added to some channel of the Face
recognition server. In this case, the photos of captured faces are captured and saved
by Axxon PSIM face capturing, the vectors are generated and saved to the database. Face
recognition, search and visitor counting are available with this option.
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c. External capture is selected, but the detection is NOT added to any channel of the Face
recognition server. In this case, the photos of faces captured by the face recognition modules
(see Structure of the Face PSIM software package) are captured and saved, and the vectors
are generated, but the vectors aren't saved to the database. This option is only suitable for
use in scripts.

d. External capture is selected, and the detection is added to any channel of the Face recognition
server. In this case, the photos of faces captured by the face recognition modules
(see Structure of the Face PSIM software package) are captured and saved, and the vectors
are generated and saved to the database.

We recommend using the external capture. From the External capture drop-down list, select the Face
recognition server that will capture faces with the subsequent generation of a vector (if the Create
FIR in detection unit checkbox is set on the settings panel of the corresponding Face recognition
server object—see Configuring the Face recognition server object) and saving of photos.

o Note

When you use Cognitec face recognizer, you can fine-tune the Face recognition server
that you select as an external capture using the Cfgedit.exe utilit (for the detailed
information about this utility, see Cfgedit.exe utility for configuring the Cognitec face
recognizer).

The Maximum performance mode is enabled by default (2). This mode allows improving the quality
of face capture and recognition by using all available processor cores and increasing the RAM
consumption. If you disable this mode, the memory consumption decreases, but faces can be missed
when capturing.

o Note

When you use VisionLabs face recognizer, the Maximum performance checkbox is
cleared automatically, and the setting becomes inactive when you select the Face
recognition server in the previous step. This is due to the feature of this recognizer.

Set the border of the face search area on the video image by specifying the required values in percent
in the corresponding fields (3), or by clicking the button (4) and using the interactive interface. After
you click the button, the window with the corresponding video camera image opens. To set the
border of the face search area:

a. Click the Stop video button.

b. Select the required area using the left mouse button.

c. Click the OK button. The values of the specified border of the face search area will be

automatically entered in the Left, Right, Top and Bottom fields of the Search area border %
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group.

A\ Attention!

Setting the border of the face search area is available only for the VA
and Videolntellect 1.7 face recognition modules.

5. Set the Scaling and selection slider (5) to the position corresponding to the required scale of the
captured face in the frame for recording and highlighting the face with a dynamic frame. The current
scale value is displayed in the field above the slider and ranges from 1 (only the captured face is
recorded) to 5 (the whole frame is recorded).

6. Inthe Processing speed, fps field (6), specify how many FPS from the video stream are processed by
the Face detection program module. This parameter is necessary for reducing the load on the server.

7. |Ifitis necessary to convert the color video image to a black-and-white image to generate the vectors
by the black-and-white frames, then clear the Process color video checkbox (7).
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A\ Attention!

Generation of vectors by black-and-white frames is supported by the VA
and Videolntellect 1.7 face recognition modules only. It reduces the CPU load,
insignificantly affecting the face capture and recognition quality.

By default, the Face detector processes a video with the resolution set for the Camera parent object.
To process a video with 320x240 pixel resolution, set the Process low resolution video checkbox (8).

o Note

+ Enabling this option reduces the load on the server processor, but the
probability of face capture also reduces.

+ The Process low resolution video setting isn't relevant when a high resolution

is set for the Camera parent object. Also, this setting isn't used if the VA or
Videolntellect 1.7 module is used to capture a face.

Set the minimum and maximum width and height of the face on the video image in pixels in the
corresponding fields of the Face size, pixels group (9).

o Note

+ If the specified minimum dimensions differ significantly from the actual ones,
then the faces won't be recognized by the detector. For example, if the video
contains large faces (15-30%), then if you set the minimum size to 5% and the
maximum size to 80%, then the faces won't be detected. However, if you
specify a minimum size of 12% and a maximum size of 80%, faces will be
detected. Thus, if the detector is configured to capture small faces, then it
cannot detect large ones, and vice versa.

+ If all parameters of face size are set to 0, the Face Detection module uses
similar parameters specified on the settings panel of the Face recognition
server object (see Configuring the size of a face for recognition).

+ If you use the VisionLabs face recognition module, the minimum and
maximum values for all face detectors must be the same, as the values are
set for the entire software module.

From the Select GPU drop-down list (10), select a video card for recognition for the VA
and VisionLabs modules. The Use GPU checkbox must be set on the settings panel of the Face
recognition server object (see Configuring the recognition parameters of captured faces).
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A\ Attention!

All GPUs with Pascal architecture are not supported by the VA module; if you select such
a graphics card, faces will not be recognized.

11. To save the changes, click the Apply button (11).

Configuration of the basic settings of the Face Detection module is complete.

6.2.2.3.2 Advanced settings of the Face Detection module
Configure the advanced settings of the Face Detection module as follows:

1. Go to the Additional settings tab on the settings panel of the Face Detection object.

Face Detection 1.1

Camera W Disable

Camera 1 ~

Face capture area pixelization

W Fixelize area q

Grain size: x5.00

3 [ Enable face recognition upon request

Undo

2. Set the Pixelize area checkbox to pixelate the part of video image in which the face was recognized
().
3. Set the Grain size slider in position corresponding to the pixelation grain size in pixels (2).

4. If necessary, set the Enable face recognition upon request checkbox (3). By default, recognition upon
request is disabled, and face recognition is performed in a normal mode.
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o Note

Face recognition upon request is only available for VA and VisionLabs modules.

If you enable face recognition upon request, the Select the best frame in detection unit
parameter is automatically disabled (see Configuring the recognition parameters of
captured faces).

Recognition upon request depends on the Minimum quality for adding face to DB
parameter (see Configuring the recognition parameters of captured faces). If the
minimum acceptable value isn't reached, face isn’t recognized.

If you send recognition requests using a script (when using two or more cameras for this
purpose), the load on the system reduces significantly compared to using macros.

You can use recognition upon request with a virtual access server.

If you use a search area, recognition is performed in the specified area (see Basic
settings of the Face Detection module).

You can enable face recognition upon request using a macro or a script (see Examples of
frequently used scripts).

Example of a configured macro for recognizing a camera upon request.
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[ Dizable

[ Local (W Hidden

Parameters

Action M arne Walue
Alarm

Actions Faramete
Type Mu.. Mame  Action M arne

Face recogrition server 1 Face recoiRecognition upan request

.-’-"-pph,' un do

5. Click the Apply button (4) to save the changes.
6.2.2.3.3 Configuring the Face Detection module combined work with thermal camera or

external system

Configure the Face Detection module operation with a thermal camera or an external system as follows:
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Go to the External source tab (1) on the settings panel of the Face Detection object.

Camera (W Dizable

Camera 1 w

Combined work:

Mo

Thizrmival canieta r

Esternal s

4

.-E‘Fl P ",' un do

From the Combined work drop-down list (2), select the combined operation mode:
+ No—combined operation mode is not used;

+ Combine with thermal camera temperature—receiving the temperature and coordinates of a
captured face frame from the thermal camera. A photo of a captured face will be obtained
from the capturing camera. If this mode is selected, the following setting become available.

Thermal camera reply timeout (3)—sets the timeout in seconds for receiving data from the thermal
camera;

© Note

The FIND_PERSON event will be generated only when the temperature is received from
the thermal camera or after the time specified in the Thermal camera reply
timeout parameter.

+ Get photo from thermal camera—receiving the temperature and photos of a captured face
from the thermal camera;
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+ Get photo and metadata from external system—receiving the temperature and photos of a
captured face from a thermal camera or Axxon One.

5. Click the Apply button (4) to save the changes.

6.2.3 Face database replication

The face database replication is used in a distributed configuration with several Servers, so that when new
faces are added from the face database of the selected Server (the replication source), the same faces are
automatically added to the face database of other Servers in the distributed configuration. Also, when the
face database replication is activated, the changes on the selected Server (the replication source) of such
data as photo, name, last name or comment are also synchronized with other Servers.

o Note

+ When you delete a replicated face from the Server's face database, this face will be deleted
only from this Server.

+ When you delete a face from the Server's face database (replication source), this face will
also be deleted from all Servers that replicate this face database.

Attention!

To ensure the proper operation of the face database replication, the following conditions should
be met:

1. All Servers should use the same face recognition modules, and their SDK should be the
same version.

2. All Servers should have the same value for the Minimum quality for adding face to
DB (0-100) parameter (see Configuring the recognition parameters of captured faces).

Otherwise, some photographs of faces from the main Server will not be added to other Servers,
and there will be an increased load on the network and computing resources. Photos of faces
that cannot be added to other Servers can be saved on the main Server in a folder. To do this, it
is necessary to change the value of the LogBadlmages parameter to True (see XML-file
parameters reference guide).

Face database replication is configured as follows:
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1. Activate the Face database replication module (see Activation of the recognition modules in Face
PSIM).

Architecture Hardware Interf sers Programming
=
B Folder

= [ Face recognition server 1 [1]

& [ Tevian recognition module 1 [1]

=& Face database replication 1[1]
il Recognition channels

ideo capture device 1 [1]

¢ Camera 1[1]

#+ Face Detection 1.1 [1.1]

2. Go to the settings panel of the Face database replication object
Face databaze replication 1

Face recognition

[ Dizable
Face recognition zerver 1

Sources for replication

Marme Face DE!2 Face u:a..3

Face recognition server 2

Replication interyal: 3 |

Mumber of elements; LI 5

Undo

In the Sources for replication list (1), set the checkboxes for the Face recognition servers, the
following data from which will be replicated to the current Face recognition server:
a. Face DB (2)—for replication of the reference face database;

b. Face captures (3)—for replication of the captured faces database.
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4. Inthe Replication interval, s field (4), specify in seconds how often the reference face database and/
or captured faces database will be replicated (default is 10 sec).

5. In the Number of elements field (5), set the maximum number of reference face database and/or
captured faces database records that can be replicated at a time (default is 1000).

6. Click the Apply button (6) to save the settings.

The face database replication is configured.

6.2.4 VA and Videolntellect 1.1

6.2.4.1 VA and Videolntellect 1.1 modules functionality

VA and Videolntellect 1.7 software modules are designed to implement the following functions:

+ Face tracking;

+ Face capture and recognition;

« Face biometric vectors creation and their comparison;

+ Recognition of the various face characteristics when working together with the Face characteristics
recognition channel module. For details see Configuring the additional face characteristics.

6.2.4.2 VA and Videolntellect 1.1 modules licensing

VA and Videolntellect 1.7 software modules are licensed according to the following scheme:

Module in use Face recognition module Licensing scheme
Face characteristics By the number of channels
recognition channel VA, Videolntellect 1.1
Visitor counting channel By the number of channels
Archive search channel By the number of channels
Recognition channel VA By the number of faces in the
database
Videolntellect 1.1 License for 1000000 faces in the
database

Thus, the psim.sec key file is purchased for each camera in use and a certain number of faces stored in the
database. Additional key files are not required.
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6.2.4.3 Video camera mounting and setup requirements for VA and Videolntellect
1.1 modules

The camera technical specifications which are necessary for the correct operation of the VA and
Videolntellect 1.7 recognition modules are listed in the table below:

Camera + Color camera with resolution: 2 million pixels (1080p), minimum: 720p;
specifications + CCD/CMOS: 1/1.8 or higher;

+ H.264 and RTSP support;
The maximum encoding speed should be at least 4 Mbps;
Guaranteed image quality in low light conditions;
The frame rate should not be less than 12 FPS, and not less than 6 FPS for face
recognition at turnstiles

Video image + The sharpness of the captured faces on the received photos should not be less
than 64 grayscale. Deficient or exceeding illumination is not allowed;

There should be no back light and sharp gradients of light and shade;

The faces should be evenly illuminated with a diffused light of at least 200 lux.
Directional side lighting is not allowed;

The photos of the captured faces received from video cameras should be clear.
Image blurring caused by motion is not allowed;

The maximum deviation of the face in the camera FOV from the face-forward
position should not exceed 15 degrees;

The distance between pupils on the received photos of the captured face
should not be less than 32 pixels;

There should be minimum mutual overshadowing of the captured faces

Camera « The required distance between the camera and the face can be set using a lens
positioning with the required focal length

6.2.4.4 Specifics of VA and Videolntellect 1.1 modules

0 Note

VA and Videolntellect 1.1 recognition modules have many settings that are set in the OS
Windows registry (see Registry keys reference guide).

SDK VA 20240702-r3 is installed along with Face PSIM starting with the 8.2.0.829 version. When you update
Face PSIM to the already installed SDK VA 20230804_r1 version (selected by default), the new SDK VA
20240702-r3 version is added. You can select SDK VA 20240702-r3 manually from the drop-down list.

To select the used VA SDK, do the following:
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1. Go to the settings panel of the Recognition module VA object.

Architecture Hardware Interfaces Programming

E ticr Wl Disable 20230804, -

2. From the Version drop-down list, select the required VA SDK version.

0 Note

+  When you change the SDK version, the regeneration of biometric vectors will
automatically start (for more details, see Switching between the face
recognition modules or SDK versions).

+ In Face PSIM, when you select the SDK version, all possible versions will be
displayed, even if they aren't installed. To ensure the correct operation, you
must select the installed SDK version.

+ If you use a processor with Intel AMX manuals along with OS Windows Server
2019 on the server, then starting with the SDK 20240702_r3 version and
higher, the VA recognition module won't operate. For proper operation, we
recommend updating the OS to the Windows Server 2022 version.

3. Click the Apply button.

You can see the current version of the VA SDK in the Face recognition and search interface module on the
Statistics tab in the Version/Vector size (bytes) field (see Displaying the statistics).
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6.2.5 Cognitec

6.2.5.1 Cognitec module functionality
The Cognitec software module is designed to implement the following functions:

1. Face tracking.
2. Face capture and recognition.

3. Construction of biometric vectors of faces and their comparison.

6.2.5.2 Cognitec module licensing

Cognitec software module is licensed according to the following scheme:

Module in use Licensing scheme

Visitor counting channel By the number of channels

Archive search channel By the number of channels

Recognition channel By the number of faces in the database

Thus, the psim.sec key file is purchased for each camera in use and a certain number of faces stored in the
database. Additional key files are not required.

To use the Cognitec software module in multi-threading mode, the number of faces in the database is
determined as follows:

+ If the number of face detectors used is greater than or equal to the value of the CpuCoreCount
registry key, then the license is purchased for the number of faces in the database, which is defined
as: the required number of reference faces + the value of the CpuCoreCount key;

+ If the number of face detectors used is less than the value of the CpuCoreCount registry key, then the
license is purchased for the number of faces in the database, which is defined as: the required
number of reference faces + the number of face detectors used.

0 Note

For example:

+ If CpuCoreCount = 4, and the configuration includes 4 or more face detectors, then a license
for 104 reference faces should be purchased for a database with 100 reference faces;
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+ If CpuCoreCount = 4, and the configuration includes 1 face detector, then a license for 101
reference faces should be purchased for a database with 100 reference faces.

In both cases, the actual number of reference faces that can be contained in the database will be
100.

° See Registry keys reference guide, for details about working with the registry, see Working with
Windows OS registry.

It is also necessary to purchase a software key that is tied to the computer's operating system. To obtain a
software key, do the following:

1. With administrator rights, in the command line run the hwkey.bat file, which is located in the <Face
PSIM installation directory>\Modules64\Firserver\FaceRecognition\Cognitec8\bin folder.

Attention!

The hwkey.bat file should be run on the PC that will run the face recognition module.

2. As aresult, the Cognitec8lic.txt file will be generated. Send it to AxxonSoft technical support.
Technical support specialists will provide you with the activationkey.cfg file. Rename it to
Cognitec8License.cfg and move to the <Face PSIM installation
directory>\Modules64\Firserver\FaceRecognition\Cognitec8\bin folder.

3. With administrator rights, run the CognitecLicenseUtil.exe file, which is located in the <Face PSIM
installation directory>\Modules64\Firserver\FaceRecognition.

Attention!

If you change the operating system on the PC that runs the face recognition module, you will
need a new activation key.

Changing the hardware configuration or the name of the PC that runs the recognition module
does not affect the activation key.

6.2.5.3 Video camera mounting and setup requirements for Cognitec module

The camera technical specifications which are necessary for the correct operation of
the Cognitec recognition module are listed in the table below:
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Camera + Color camera with resolution: 2 million pixels (1080p), minimum: 720p;
specifications + CCD/CMOS: 1/1.8 or higher;

+ H.264 and RTSP support;
The maximum encoding speed should be at least 4 Mbps;
Guaranteed image quality in low light conditions;
The frame rate should not be less than 12 FPS, and not less than 6 FPS for face
recognition at turnstiles

Video image « The sharpness of the captured faces on the received photos should not be less
than 64 grayscale. Deficient or exceeding illumination is not allowed;

There should be no back light and sharp gradients of light and shade;

The faces should be evenly illuminated with a diffused light of at least 200 lux.
Directional side lighting is not allowed;

The photos of the captured faces received from video cameras should be clear.
Image blurring caused by motion is not allowed;

The maximum deviation of the face in the camera FOV from the face-forward
position should not exceed 15 degrees;

The distance between pupils on the received photos of the captured face
should not be less than 96 pixels;

There should be minimum mutual overshadowing of the captured faces

Camera + The required distance between the camera and the face can be set using a lens
positioning with the required focal length
6.2.6 STC

6.2.6.1 STC module functionality
The STC software module is designed to implement the following functions:

1. Face tracking.
2. Face capture and recognition.

3. Construction of biometric vectors of faces and their comparison.

6.2.6.2 Licensing of the STC recognition module

On this page:
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6.2.6.2.1 General information about the STC recognition module licensing

STC recognition module is licensed according to the following scheme:

Module in use

Licensing scheme

Visitor counting channel

By the number of channels

Archive search channel

By the number of channels

Recognition channel

By the number of faces in the database

Thus, the psim.sec key file is purchased for each camera in use and a certain number of faces stored in the
database. Additional key files are not required.

You also need to install the SDK STC and purchase an additional license — the HASP SL software security
key (program file). This key is assigned to the computer hardware. For install or update the HASP SL

software security key use .v2c file.

The operation of the STC recognition module depends on the following software related to its license

protection:

+ Sentinel LDK (Sentinel Runtime) - the security key driver. It is required to ensure the performance of
the STC recognition module.
+ Sentinel RUS (Remote Update System) - the license update manager.

Configuring Face PSIM software and its components— 53



Face PSIM 2.0 (english) — Administrator's Guide

6.2.6.2.2 Installing the SDK of the STC recognition module

Before activating the security key, you need to install the SDK STC. To do this, download the SDK STC 4.6.1
installer from the AxxonSoft website and extract the SDK_data folder from it to C:\Program Files (x86)\.

Then make sure the Sentinel Admin Control Center web portal opens. For this, open the http://
localhost:1947/_int_/devices.html page in your browser. If the site is not available, check that the Sentinel
LDK License Manager service is present in the list of Windows services and has the Running status.
6.2.6.2.3 Activation of the STC recognition module security key

To activate the STC recognition module security key, do the following:

1. Go to http://activation.speechpro.com:8080/ems/customerLogin.html.

2. Inthe dialog box that opens, enter the received security key in the Product/License Key field (1) and
click Login (2).

Sentinel EMS

ENTITLEMENT MAMAGEMENT SYSTEM 7.8

Product/License Key 1

Login 2

3. Inthe opened form for entering personal data, enter personal data (required fields are marked with an
asterisk). To save the data, click the Save button (1). To go to the next step without entering personal
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data, click the Register Later button (2).

Register to activate the Product key. Already registered?

Customer Information

" First Mame Mididla Name
® LastMame * E-mail:
Locale English |E|
Telephone Far
CRMID Rl iDy
Description.

ZIPIPostal Code

Cauntry.

[¥ =hipping detailz are same as biling detalls

In the form that opens, click the Offline Activation button.
Product/License Key : 634ce76f-c123-7715-33e3-c43ff76bBd55

Dowriload and install the Latest RTE Installer by clicking here EXE

Product/License e TEl-C123-TTI5-3ed-cA3NT6bEd55
Kay
Customuer Alex E-rail
Hama
Channaed E-mail
Partner
Agtivatisng 1 Ramaanirsg 1
Activations.
o Enabdad rus
Enfergemant Santinel LDK
Products Linck Type

(2] FaceSOK HL or 5l [Adminklods or Userbode]
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5. In the window that opens, click the Download RUS, a tool to generate C2V link to download the
RUS_COOEA utility. If the RUS_COOEA utility is already installed, then skip this step.

Generate License

Order Details
Product/License 634ceTbi-c123-T715-33e3-c431T76bBASS
Key:
Customer Alex Email
Activations 1 Re 1
Activa
Ref 1D 1 RefID 2
Entitlement
Cammants
Products
Product Lock Type
FaceSDK HL or 5L [AdminMode or UserModal

Download . @ lool to generate C2V

Upload C2V

Upload C2V: i |

Camments:

|
[

6. Open the RUS_COOEA.exe utility file.

A E=3 e EoR =

Collect Status Information | Apply License File I Transfer License |

Collect information from this computer to enable:
2 ) Update of existing protection key
1 @ Instalation of new protection key

3 | Collect Information
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In the window that opens, set the Collect information from this computer to enable radio button to
the Installation of new protection key position (1).

Click the Collect Information button (3).

In the window that opens, specify the name of the file with the .c2v extension, which will be created,
and click the Save button.

0 Note

It is recommended to specify the computer name on which the file was generated.

In the program window, the message about the snapshot generation is displayed.

Return to the browser page (step 5) and upload the created .c2v file by clicking the = button (1).
Then click the Generate button (2).
Generate License 0 <

ProductfLicense 634ceT6f-c123-T3-33e3-c43T6bBASS

Key:

Customer Alex Email

Activations 1 Remaining 1

Ref ID 1 Rel D 2

Entitlerment

Cammants

Products Prnilacs Lock Type

FaceSDK HL or SL [AdminMode or UserModel

Download . a tool to generate C2V

Upload G2V

Upload C2V:

Comments:
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12. The .v2c file will be generated automatically and a message about it will appear (1). To save this file
to your computer, click the Download V2C File button (2).

Generate License

Order Details
Product Key -

Cusiomer E-mall”

Activations: Remaining Acthations:

Hello 1 RefiD 2
Entitiernant Comments:
P 5

ooues Product Lock Type
Download . afool to generale C2V -
Activation Details
Ackvabon Dal= commeants

Key D Key Tipe

}5-17 I:_:"':EZ‘ 2 Fle 2

SL-2aminwode 201 3-06-

FFI00T258381348572

13. Run the RUS_COOEA utility, and go to the Apply License File tab (4).

=] [l

P RIS
3
.4

| Collect Status Information | Apply License File | Transfer License |

Update File

Apply Update 6

14. Select the created .v2c file by clicking the button (5). Then click the Apply Update button (6).
To see the available security keys, go to http://activation.speechpro.com:8080/ems/
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customerLogin.html.

@afeuet Sentinel Admin Control Center

Sentinel Keys Available on MATROSOV

# Location Wendor Key|D Key Type Configuration Wersion Sessions Actions

Products 1 MORDOR COOEA 265656243 Sentinel HL Net 50 Si) HASP
Features

Sessions
Update/Attach

Access Log
Configuration
Diagnostics

426 1 B Browse] [Nel Features

o Note

After activating the security key, restart the computer.

The security key activation is now complete.

6.2.6.2.4 Updating the STC recognition module security key
To take a snapshot, do the following:

1. Run the RUS_COOEA utility.

¥ RUs

Collect Status Information | Apply License File Transfer License |

Collect information from this computer to enable:
2(__,'1 Update of existing protection key
1 @ Installation of new protection key

3 Collect Information

2. Inthe window that opens, set the Collect information from this computer to enable radio button to

the Update of existing protection key position (2).
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3. Click the Collect Information button (3) to take a snapshot of the already installed HASP key. If
several license keys are installed on the local computer, then it is necessary to select the key which

snapshot is to be generated.

4. Runthe RUS_COOEA utility, then go to the Apply License File tab (4).

¥ pUsS

4

Collect Status Information i Apply License File |

|
fl'r_alj_gfer License

] [ [-E ]

5
Update File
Apply Update 6
5. Inthe Update File field, select a previously prepared .v2c file by clicking on the ' button (5).

6. Click the Apply Update button (6).

Attention!

It is not recommended to take a snapshot of the key more than once, because in this case, the
license will not be applied and it will be necessary to format the key.

The security key update is now complete.

6.2.6.2.5 Transferring the STC recognition module security key to another computer

To transfer a license to another local computer, do the following:
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1. On the computer to which you want to transfer the license, run the RUS_COOEA utility, and open the

Transfer License tab (1).
vaus

|} 5
Colect Status Information | mmﬁe! Transfer License 1 |
;Tuhnfuimhmtbakuﬂfrmmmluln WO Fuf program on

|pomputers. On =ach computer, s=lect the Transfer License tab and perform the sppropriate step.

Collect information about the redpient computer
Step 1: On the computer bo which you wanl b iransfer the cense (the “redpient computer”),

Save redpient information to  C:fUsers fuchinking Deskion fingerprin Lid

Generate the loense trangfer fle

Step 2= On the compuber that curently contains the icense (Ehe “source computer ™), select
the lense b transfer, read the redpesnt information file and generate a icerse transfer file,

' Kiey Type Key 1D Products
Read the redpient information fle from [I]
Generate the bomse fransfer Se to —
Generate License Transfer Fie |
2. Click the - button (2), and in the window that opens, specify the path where it is necessary to

save the file with the system snapshot.
3. To confirm the action, click the Collect and Save Information button (3).
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4. Transfer the saved file to a computer on which a valid license is installed, and run the RUS_COOEA

utility on this computer.
Faus =
Colect Status Informabiors | Appiy License Fie | Transfer License
|Ta transfer (rehost) a icerse from ome computer to another, you run the RUS pregram on both
|computers. On each computern, select the Transfer License tab and perform the spproprisks step,
Collect information abaout the redpient computer

Step 1: On the compuber to which you want o iransfer the cense (the “redpient computer ),
callect and save infarmation about Se compuler,

Save redpient information to

|coliect and Save Information |

Generate the license ransfer file

Step 2: On the compuber that ourrently containg the koende (e “source computer”), select
the icense to iransfies, read the redpent information file and generate a icerse ransfier fie,

| ey Type Key 1D Praducts
Sl-AdminMode  210693293ET4741856 ASR generic, Voco Professional Perpe...

Read the reopient nformation file from E:;Mf:ﬂmmmhd E I1

Generate the icense transfer file o C:Lisers fuchinkina Deskiop,fitf.hzh

Go to the Transfer License tab.

Click the = button (1) to select the file with the system snapshot obtained in step 3.

To select the directory where the file with the license will be placed, click the - button (2). In the
window that opens, specify the path to save the file.

Click the Generate License Transfer File button (3) to generate a license file.
Copy the file created in the previous step to the computer to which the license is transferred.
Run the RUS_COOEA utility, then go to the Apply License File tab.

#RUS ==

| Callect Status Information | Apply License File | Transfer License |

IUpdate File D:\Warki1.h2h . 1
[ Apply Update 2 T
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11. To upload the file, click the ' button (1).
12. To install the security key, click the Apply Update button (2).

0 Note

Before changing the hardware characteristics of the computer (hard disk, CPU, etc.), it is
necessary to transfer the file with the license to another computer according to these
instructions, and then return it back after the changes are applied.

Transfer of the security key to another computer is now complete.

6.2.6.3 Video camera mounting and setup requirements for STC recognition
module

The camera technical specifications which are necessary for the correct operation of the STC recognition
module are listed in the table below:

Camera + Color camera with resolution: 2 million pixels (1080p), minimum:
specifications 720p, maximum 4K.

CCD / CMOS: 1/1.8 or higher.

H.264 and RTSP support.

The maximum encoding speed should be at least 4 Mbps.

Guaranteed image quality in low light conditions.

The frame rate should not be less than 12 FPS, and not less than 6 FPS for face
recognition at turnstiles

Video image + The sharpness of the captured faces on the received photos should not be less
than 64 grayscale. Deficient or exceeding illumination is not allowed.

There should be no back light and sharp gradients of light and shade.

The faces should be evenly illuminated with a diffused light of at least 200 lux.
Directional side lighting is not allowed.

The photos of the captured faces received from video cameras should be clear.
Image blurring caused by motion is not allowed.

The maximum deviation of the face in the camera FOV from the face-forward
position should not exceed 70 degrees.

The distance between pupils on the received photos of the captured face
should not be less than 50 pixels.

There should be minimum mutual overshadowing of the captured faces.

The face width should be at least 1/16 of the image width, or the face height
should be at least 1/16 of the image height

Camera « The required distance between the camera and the face can be set using a lens
positioning with the required focal length
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6.2.6.4 Configuring the STC recognition module
The STC recognition module is configured as follows:

1. Activate the STC recognition module (see Activation of the recognition modules in Face PSIM).

2. Goto the settings panel of the STC recognition module object.

Hardware & s Programming

er1101] STC recagnition module 1

5 fili
ecc n module 1[1] ition B Dizabl=
ognition channels ki M Disable Drefault M1
- z Face recogrition server 1 ~

apture device 1[1]

Undo

3. From the Select profile drop-down list (1), select the face recognition profile:
- Dataset cleaner - "heavy" profile, highest quality, but very slow.

+ Default - base profile. If you specify a profile other than Default, then the parameters of the
basic profile are partially replaced by the parameters from the selected profile.

« Kamaz - very fast profile, but low quality.
+ Nist - contains a limited set of available algorithms.

+ Onepass - profile that is commonly used for remote authentication tasks. It is a simple
(cascading) face detector. The recognition algorithm is fast, but has a low recognition
accuracy.

+ Profile wiki - not a profile, but a set of basic blocks for various algorithms.

+ Progressive - compromise profile, usually showing higher quality than others, but a little
slower.

+ Safe city - profile for a safe city. Works with faces from 120 pixels. The recognition algorithm
is not the fastest, but more accurate.

+ Stadium ix - profile for stadiums. Works with faces from 180 pixels. The recognition
algorithm is not the fastest, but more accurate.

+ Stadium xeon - profile for stadiums. In version 4.2, it is similar to the Stadium ix profile.
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+ Transport safety - profile for transport safety. Works with faces from 100 pixels. The
recognition algorithm is faster, but has lower accuracy.

+ Turnstile - profile for turnstiles. Works with faces from 300 pixels. The recognition algorithm
is not the fastest, but more accurate.

Click the Apply button (2).

Configuring the STC recognition module is complete.

6.2.6.4.1 Configuring the frames skip of the STC recognition module

If it is necessary to skip the video frames, do the following:

1.
2.

5.
6.

Go to the C:\Program Files (x86)\SDK_data\profiles\ folder.
Open the default.xml configuration file for editing.

Set the false value to the MultiTracker_exhaustiveTracking key. The default value is true.
[=] default >l E3 ‘

<MultiTracker distThreshold>0.2</MultiTracker distThreshold>
7L GH‘Jltil‘racker exhaustiveTracking>false</MultiTracker exnaustiverracking})
2 <I-Iult.:i.":rac]-cer_rr.axﬁge::-25</I-I'.11t.i":1’ac]-cer_rr.ax}+ge>
3 <I-I'.11t.iTracker_rr.inDetectirJ:‘1}2</I-IaltiTIacker_rr.inDetect.irJn>

Set a larger value to the MultiTracker_detectionFrequency key (within the fps range). The default
value is 2.

=] default xml E3 I

‘ 64 ‘ «MultiTracker cumConfidenceThreshold>0.30</MultiTracker cumConfidenceThreshold>

<MultiTracker detectionFrequency>5</MultiTracker detectionFrequency>
«MultiTracker adaptiveRoixfalse</MultiTracker adaotiveRoi>

66
Save changes to the default.xml configuration file.

Restart Axxon PSIM.

The frames skip of the STC recognition module is configured.

6.2.7 VisionLabs

6.2.7.1 VisionLabs recognition module functionality

The VisionLabs recognition module supports the following functionality:

1.

2
3.
4

Face tracking.
Face capture and recognition.
Face biometric vectors generation and their comparison.

Recognition of the various face characteristics. For details see Configuring the additional face
characteristics.
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6.2.7.2 Licensing of the VisionLabs module

On this page:

+ General information
about licensing of the
VisionLabs
recognition module

+ Installing the SDK of
the VisionLabs
recognition module

+ Activation of the
software key of the
VisionLabs
recognition module

6.2.7.2.1 General information about licensing of the VisionLabs recognition module

VisionLabs recognition module is licensed according to the following scheme:

Module in use Licensing scheme

Visitor counting channel By the number of channels

Archive search channel By the number of channels

Recognition channel By the number of faces in the database

To use the VisionLabs recognition module in multi-threading mode, the number of faces in the database is
determined as follows:

+ If the number of face detection tools used is greater than or equal to the value of the CpuCoreCount
registry key, then the license is purchased for the number of faces in the database, which is
determined as: the required number of reference faces + the value of the CpuCoreCount key;

+ If the number of face detection tools used is less than the value of the CpuCoreCount registry key,
then the license is purchased for the number of faces in the database, which is determined as: the
required number of reference faces + the number of face detection tools used.
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o Note

For example:

+ If CpuCoreCount = 4, and the configuration includes four or more face detection tools, then
a license for 104 reference faces must be purchased for a database with 100 reference
faces;

+ If CpuCoreCount = 4, and the configuration includes one face detection tool, then a license
for 101 reference faces must be purchased for a database with 100 reference faces.

In both cases, the actual number of reference faces that can be contained in the database will be
100.

° See Registry keys reference guideRegistry keys reference guide, for details about working with
the registry, see Working with Windows OS registry.

Thus, the psim.sec key file is purchased for each camera in use and a certain number of faces stored in the
database.

You also need to install the SDK VisionLabs and purchase an additional license from VisionLabs, which is
presented in the form of a software key.

6.2.7.2.2 Installing the SDK of the VisionLabs recognition module
Before activating the software key, you need to install the SDK VisionLabs. To do this, download the

VisionLabs LUNA SDK 5.17.0 installer from the AxxonSoft website and extract the data folder from it
to <Face PSIM installation directory>\Modules64\Firserver\FaceRecognition\VisionLabs.

o Note

At the time of writing this documentation, Face PSIM uses VisionLabs LUNA SDK 5.17.0. Earlier
versions of Face PSIM use SDK VisionLabs 5.10.0.

6.2.7.2.3 Activation of the software key of the VisionLabs recognition module

A\ Attention!
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This method of activation of the VisionLabs software key is available starting with SDK version
5.17.0.

To activate the license of the VisionLabs recognition module, do the following:

1. Request EID and ProductID from the technical support.

Attention!

EID and ProductID are linked with the MAC address of the Server. If the MAC address
changes, you need to request EID and ProductID again.

2. Open the following file in a text editor: C:\Program Files (x86)\Axxon
PSIM\Modules64\Firserver\FaceRecognition\VisionLabs\data\license.conf.

3. Enter the received EID and ProductiD.

<param name="EID" type="Value::String" text="received EID"/>
<param name="ProductID" type='"Value::String" text="received ProductID"/>

<section name="Licensing::Settings">
<param name="Server" e="Value::String" text="https://visionlabsbv.prod.sentinelclond.com"/>
<param name="EID" type="Value::String" text=" A s
<param name="ProductID" type="Value::String" text=" L]
<param n ="Filename" type="Value::String" text="licenseFile.vZc"/>
<param name="ContainerMode" type="Value::Intl" x="0"/>

<fsection>
Lo/fzettings>

4. Save the file: C:\Program Files (x86)\Axxon
PSIM\Modules64\Firserver\FaceRecognition\VisionLabs\data\license.conf.

5. Inthe command line, run the following file as administrator: C:\Program Files (x86)\Axxon
PSIM\Modules64\Firserver\FaceRecognition\VisionLabs\FingerprintViewer.exe. You will receive the
FingerPrint data.

WisionLabs>Fi printviewer

ewer. e

[Debu C
[Debug] [Fi
rrer 2

6. Go to the website.
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Attention!

If you fail to log in to the website, contact the technical support.

° Guide to the Sentinel EMS Customer Portal

7. Log in using the received EID.

Sentinel EMS

Entitlement Management System

PKID Email
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8. Fill in the user registration data.

Sentinel EMS

Entitlement Management System

User Registration
Please take some time to register with
us. Already registered? Log In |

Email

Confirm Email
Password
Confirm Password
First Mame

Last Name (Optional)

Cancel Save

9. Click the Save button .
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10. Click the Activate button to activate the license.

SentiHEI EMS LogOut ® Help

Entitlement Management System

> Entitlements

B

Entitlements EID Creation Date w Actions

J, v N = = & 25.01.2024 09...

Downleads
Associated Products

Activations Product Name Activated Quantity Available Quantity

FullSDK_exp_v5x 5 17 83

11. Inthe Activatee Email field, specify the email address to confirm the license activation. The
licenseFile.v2c file with license data will be sent to the specified email address.

Sentinel EMS B

Entitlement Management System

> Activate Products - EID: FET - LE-! ' IRl e

B v Specify Activation Attributes
Entitlements
4’ Activatee Email:
=
Downloads
é Vv  Selected Products for Activation (1)
Activations
Product Name Activated Qu...  Available Qu...  Quantity to Acti...
FullSDK_exp_v5.x 5 17 83 1

1-10f1

Vv Specify a Device

Device Name:

* Device Fingerprint:

Comments:

Cancel Complete Activation

12. Inthe Device FingerPrint field, specify the FingerPrint data.
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13. Click the Complete Activation button.

14. Place the downloaded licenseFile.v2c file on the Server in the folder: C:\Program Files (x86)\Axxon
PSIM\Modules64\Firserver\FaceRecognition\VisionLabs..

15. Make sure the license is successfully activated. If the Server is connected to the internet, the license
will be checked automatically.

o If the Server doesn't have internet connection, do the following:

1. Do steps 2-5, 14 on the Server where the license will be used.

2. Do steps 1, 6—13, 15 on any computer connected to the internet.
3. Click the View License Certificate button.
4

Download the license file by clicking the Save License button.

License Certificate

EID

License Certificate

Contact: £ Customer:

List of Activations

I Product Name: CP_ProductAuto 3 Product Key: m BN NN N e S =n
AID mmeE  E. = | -u [ =
Quantity: 10 Remaining Quantity: 9
Feature Name License Model License Attributes
CP_FeatureAuto Auto Checkout Start date: 09/24/2021 10:35 AM  End Date: 09/24/2022 10:35 AM
Downloads
Product Name Download URL

-

Close Append License to File Send Email

The license is activated on the Server with no internet connection.

Activation of the software key of the VisionLabs recognition module is complete.

6.2.7.3 Video camera mounting and setup requirements for VisionLabs recognition
module

The camera technical specifications which are necessary for the correct operation of
the VisionLabs recognition module are listed in the table below:
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Camera + Color camera with resolution: 2 million pixels (1080p), minimum: 720p.

specifications + CCD/CMOS: 1/1.8 or higher.

+ H.264 and RTSP support.

+ The maximum encoding speed should be at least 4 Mbps.

+ Guaranteed image quality in low light conditions.

+ The frame rate should not be less than 12 FPS, and not less than 6 FPS for face
recognition at turnstiles

Video image « The sharpness of the captured faces on the received photos should not be less
than 64 grayscale. Deficient or exceeding illumination is not allowed.

+ There should be no back light and sharp gradients of light and shade.

+ The faces should be evenly illuminated with a diffused light of at least 200 lux.
Directional side lighting is not allowed.

« The photos of the captured faces received from video cameras should be clear.
Image blurring caused by motion is not allowed.

+  The maximum deviation of the face in the camera FOV from the face-forward
position should not exceed 15 degrees.

« The distance between pupils on the received photos of the captured face
should not be less than 50 pixels.

+ There should be minimum mutual overshadowing of the captured faces

Camera + The required distance between the camera and the face can be set using a lens
positioning with the required focal length

6.2.8 ISD Integration Server

6.2.8.1 General description of ISD paid access system integration

There are security systems that require the confirmation from both the access system and Face PSIM to let
the person pass through the access point. However, when approaching the turnstile, people usually look at
the turnstile itself, and not at the video camera. To solve this problem, the ISD Integration Server was
developed, which makes it possible to capture the face even before the person approaches the turnstile and
uses a pass card. In this case, the video cameras are placed before the turnstile where they capture all the
faces and store them in the memory buffer for some time. As a result, there is no need to capture the face
directly in front of the turnstile.

6.2.8.2 Configuring the ISD paid access system integration module

o Note

Prior to configuring the ISD paid access system integration module, it is necessary to configure
Face PSIM and its components (see Configuring Face PSIM software and its components).
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To configure the ISD paid access system integration module, do the following:

1. Go to the ISD integration server object settings panel, which is created on the Hardware tab of
the System Settings dialog box on the basis of the Computer object.

Users Programming

150 integration senver 1
Computer [ Disable

Connection settings

IPinterface: 1 Port: - 2

Face recognition server: Face recognition server 1 ~ 3

Basic settings

Undo

2. Specify the IP-interface (1) and Port (2) of this Face recognition server integration point to which the
paid access system components will be connected.

3. From the Face recognition server drop-down list (3), select the operating Face recognition server.
4. Click the Apply button (4).

The ISD paid access system integration module is configured.

6.2.8.3 Events of the ISD paid access system integration module

The following events can occur in the ISD paid access system integration module:

Event name Event description Event example
integration caps Displays the functionality of the [192.168.10.9:8845] integration caps:
integration point admin_caps(), event_caps(),
capture_caps(), ident_caps(), camera(1,
"Camera 1")
cameras Displays the video cameras list of [192.168.10.9:8845] cameras: camera(1,
the integration point "Camera 1")
integration status Displays the status of the [192.168.10.9:8845] integration status: No
integration point errors (0)
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Event name Event description Event example

There are 2 types of events that can occur during the face capture and face

recognition: capture and ident. The capture event indicates that the face is captured. The ident event
indicates that the captured face was verified with the database. There should always be a pair of these
events for each face. If the face is in the database, then the ident event has the ident_match tag, which
contains the information about the recognized face. If the face is not in the database, then there is no
ident_match tag. The decision to open the turnstile should be made on the basis of the ident event. This
decision should not be made on the basis of the capture event

capture The face is captured. This event [192.168.10.9:8845] capture:
occurs in any case when the face is | capture_id=(105EDA86-7B48-
captured E811-8AE7-54E6FC817BD7),

camera_id=(1), capture_time=(2018-04-25
14:26:46.731), confidence=(0),
face_rect=(0.4,0.1,0.3,0.4)

ident The captured face did not match [192.168.10.9:8845] ident:
the face in the database. In this ident_id=(F8F8C393-7B48-
case, there is always a pair of the E811-8AE7-54E6FC817BD7), ident_time=
events: capture and ident (2018-04-25 14:27:12.290), no matches,

capture: capture_id=(F8F8C393-7B48-
E811-8AE7-54E6FC817BD7),
camera_id=(1), capture_time=(2018-04-25
14:27:11.983), confidence=(0.647499979),
face_rect=(0,0,1,1)

where:

ident_id—the identified face id.
ident_time—the face capture time.

no matches—indicates that the face is not
recognized.

capture_id—the captured face id.
camera_id—the id of the camera that
captured the face.

capture_time—the timestamp of the
captured face verification with the
database
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Event name Event description Event example

ident The captured face matched the [192.168.10.9:8845] ident:
face in the database. In this case, ident_id=(DC998399-7C48-
there is always a pair of the E811-8AE7-54E6FC817BD7), ident_time=
events: capture and ident (2018-04-25 14:34:36.245), person_id1=(),

similarity1=(65.8300018), lists1=(5),
capture: capture_id= (DC998399-7C48-
E811-8AE7-54E6FC817BD7),
camera_id=(1), capture_time=(2018-04-25
14:34:33.352), confidence=(0),
face_rect=(0,0,1,1)

where:

ident_id—the identified face id.
ident_time—the face capture time.
person_id1—the id of the face in the
database. This id will be empty because the
faces from the Face PSIM database are not
related to the clients from the ISD
database.

similarity1—the similarity percent of the
captured face and the face from the
database.

lists1—the id of the department to which
the face is added.

capture_id—the captured face id.
camera_id—the id of the camera that
captured the face.

capture_time—the timestamp of the
captured face verification with the
database

6.3 Configuring the Face recognition server object

6.3.1 Face recognition server module functionality
The Face recognition server software module is designed to perform the following functions:

1. Record a frame displaying a captured face.

Register biometric parameters of a captured face.

Recognize captured faces.

Maintain a reference face database used for face recognition.

Provide analytical data (including special reports generation in the WEB Report System PSIM).

o g~ w0 D

Count number of passes.
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6.3.2 Setting up the faces storage

6.3.2.1 General information on stored face types and related data

The face recognition server stores three types of face images:

Reference faces are face images compared with images of faces fixed on a video image.

Reference faces database is filled manually in the Face recognition and search interface object (see
Adding images to the reference face database).

Captured faces are face images recorded on a video image.

Photos of captured faces can be viewed in the Face recognition and search interface object (see
Configuring the Face recognition and search interface object).

Recognized faces are captured faces who have shown a sufficient degree of similarity to the
reference faces.

Photos of recognized faces can be viewed in the Face recognition and search interface object (see
Configuring the Face recognition and search interface object).

In addition, during the recognition process, the following data is created and stored:

Vector is the mathematical representation of the face, created when it is recognized in the frame of
the video image.

Metadata is the data that enables linking the reference, captured and recognized faces to each other,
for example, their identifiers.

Attention!

With an increase in the number of faces in the database, the statistical error increases: the more
faces in the database, the more often similar faces will be recognized. Accordingly, the degree of
similarity when comparing the reference face with the captured face will decrease.

This statistical error is relevant if:

1. The Requirements for images uploaded to the reference face database and requirements for
installing and configuring video cameras for the corresponding software module are met
(see Configuring the program modules).

2. The database contains over a million faces.
An example of the results of calculating the error:

1. VA module, mugshot dataset (good quality photo), 12 million faces in database, and false
matching probability is 0.003%. With these initial data, the researchers obtained an
identification error of 0.76%.

2. VisionLabs module, the initial data are the same. The identification error is 0.81%.

The size of the face database can be adjusted by Configuring the face images, vectors and
metadata storage depth.
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6.3.2.2 Storage modes for face images, vectors and metadata

The images of captured and recognized faces and vectors are stored in a folder, the path to which is
specified in the FaceDB registry key. This data storage mode corresponds to the UseFaceDB = 2 mode and is
set forcibly when Face PSIM starts (see Registry keys reference guide, for details about working with the
registry, see Working with Windows OS registry).

0 Note

It is not recommended that the folder for storing face images and vectors be located on the
same disk where the Axxon PSIM video archive is stored.

UseFaceDB = 2 mode provides maximum search speed and storage depth. The general algorithm of Face
PSIM operation in this mode is as follows:

+ at startup, the Server reads all data from the folder into RAM. Then the received images and vectors
are written to the RAM and to the folder, and the metadata is written to the database. This ensures
the fastest possible search process;

+ all searches are carried out in RAM. However, this entails a high consumption of RAM and a longer
start of the Server;

+ metadata is stored in the Fir database in the Hits table. Since the images and vectors are stored in a
folder on disk, the database will fill up much more slowly. This ensures maximum storage depth.

The reference faces are stored in the <Axxon PSIM installation directory>\Bmp\<Person> folder.

o Note

The reference face images from the <Axxon PSIM installation directory>\Bmp\<Person> folder
can be used for automatic face verification using a script (see Examples of frequently used
scripts). Also, with the help of the Event Manager module, which is a part of the ACFA PSIM, the
operator controlling the Event Manager interface window can decide whether the face looking at
the camera is to be verified or not. In this case, the operator compares this face with the
reference face from the <Person> folder, which is displayed in the Event Manager interface
window (for details about Event Manager, see Guide for configuring and working with the Event
Manager integration module).

6.3.2.3 Configuring the face images, vectors and metadata storage depth

Configuring the storage depth of images, vectors and metadata of captured faces enables the automatic
archive cleanup. The archive is cleared when one of the conditions that came earlier occurs (see below).
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6.3.2.3.1 Archive cleanup by remaining free space on the disk

To clear the archive by the remaining free space on the disk, set the size of the required remaining free space
on the disk in megabytes in the FaceDBFreeMB registry key. Once the specified value is reached, the old
images, vectors and metadata of captured faces will be deleted (see Registry keys reference guide, for
details about working with the registry, see Working with Windows OS registry). By default, the size of the
remaining free disk space is 1000 megabytes.

o Note

Once the specified size is reached, the FaceDB folders will be cleared and the corresponding
metadata will be removed from the database. The cleanup is performed on a loop in portions
equivalent to 1000 megabytes.

6.3.2.3.2 Archive cleanup by retention time
To clear the archive by the retention time, do the following:

1.

Go to the settings panel of the Face recognition server object.

Hardware = Programming

Face recognition server 1
Wl Disa

isable

Computer )

Minimum quality for fa

Minimum quality fo
{0-1001

Max. height:

2. Inthe Keep archive of recognized faces for (days) field, enter the time period (in days) within which
the recognized face images, vectors and metadata should be stored in the database (1). If 0 is
specified, then the archive will be cleared every 3 minutes.
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o Note

Once the specified retention time has expired, the FaceDB folders will be cleared and the
corresponding metadata will be removed from the database. The cleanup is
performed on a loop every day at 00:00.

3. Click the Apply button to save the changes (2).

6.3.2.4 Storing only the recognized faces

By default, metadata, images and vectors are saved for all captured faces. In order for all data to be saved
only for recognized faces, do the following:

1. Go to the settings panel of the Face recognition server object, to the Advanced settings tab (1).

Face recognition server 1 Face recognition server
Computer (Wl Dizable ¢ Hielplel for [days]:

! ect the best frame for recognition

[ store recognized faces only 2 Mumber of requests in request history:

Additional contact time:

Automatic adding of unrecognized faces to database

B 4 o departmen: =

W reaibe user in PSI database

. Store no more than: - Hours ~ [ Since time of creation e

General settings

Undo

2. Set the Store recognized faces only checkbox (2).
3. Click the Apply button (3) to save the settings.

Only the recognized faces are now saved.
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6.3.2.5 Configuring the number of the requests stored in the request history

If you actively use the search, but you don't need the old results or only want the latest results, you can
configure the automatic deletion of the requests from the request history. For this, do the following:

1. Go to the Advanced settings tab (1) on the settings panel of the Face recognition server object.

Face recognition server 1

Computer W Dizable

[Ed store recognized faces only Mumber of requests in request history:

Additional contact time:

Automatic adding of unrecognized faces to datsbase

I Acdd o deparmmen; =

& WS

o
no more than:

uru do

2. Inthe Number of requests in request history field (2), specify the number of requests that will be

stored in the request history. Other requests will be deleted. If you leave the field blank, the requests
won't be deleted.

3. Click the Apply button (3) to save the changes.

6.3.2.6 Automatic addition of unrecognized faces to the database

In order for the unrecognized faces to be created in the face database as new users with a unique identifier,
do the following:
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1. Go to the Advanced settings tab (1) on the settings panel of the Face recognition server object.

Face recognition server 1

Computer [l Dizable

[l store recognized faces only Mumber of requests in request histary:

Additional contact time:

Automatic adding of unrecognized faces to databas

2 Add to department: Department 1 3

4ﬂ Create user in Axxon PSIM database

General zettings

9

..gcp B r',' urlljl:l

2. Set the Add to department checkbox (2) and from the drop-down list (3), select the department in
which new users are saved.

o Note

You can select the department from the existing ones or specify the name of a new
department. In this case, a new department is created automatically. If you leave the field

blank, a new department isn't created and unrecognized faces aren't added to the face
database.

3. Set the Create user in Axxon PSIM database checkbox (4) if it is necessary to create a new Axxon
PSIM user.

4. Set the Store no more than checkbox (5) if it is necessary to limit the time a user is stored in the face
database, and set the required parameters:

a. From the drop-down list (6), select the storage time unit and enter the required value in the
field (7);

b. From the drop-down list (8), select the start time of user storage.
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+ After the specified time expires, the automatically created faces are
completely deleted and cannot be restored.

+ The time limit of a user's storage also applies to the Axxon PSIM user
if you set the Create user in Axxon PSIM database checkbox.

5. Click the Apply button (9) to save the settings.

The configuration of automatic addition of unrecognized faces to the face database is complete.

6.3.2.7 Configuring face saving based on quality level

By default, the frames of the captured face are saved based on the quality level: each subsequent face image
is compared with the previous image. If the quality level is equal to or higher than the previous one, then the
new frame is saved. If not, the frame is not saved.

To configure face saving based on the quality level, do the following:

1. Go to the settings panel of the Face recognition server object on the Advanced settings tab (1).

- Face recognition server 1 Face recognition server
Computer Bl Disable Feep archive of recognized f for [days]:

| Select the best frame for recognition

[ store recognized faces only Number of requests in request history:

Additional contact time:

Automatic adding of unrecoanized faces to database

[ veabe wser in deon PSIM database

[ store no more than: - Hours ~ [ Since time of creation ~

General s

3

Apply Unda
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2. Set the Best angle only checkbox (2) to save the best frame. If the checkbox is clear, all frames of the
captured faces regardless of the quality will be saved.

3. Click the Apply button (3) to save the settings.

6.3.3 Configuring the recognition parameters of captured faces
To configure the recognition parameters of captured faces, do the following:

1.

Go to the settings panel of the Face recognition server object, to the General settings tab.

Hardware L Programming

Face recognition server 1

Minimum quality rition (0-100): [JJEY

Minimum quality fo ing DE P -
(0-100): [ 50 | W usesPU

Undo

2. Set the Select the best frame for recognition checkbox to select the best frame from all images of

one person that came from the Face detection tool to the Face recognition server and create FIR only
for it.

3. Inthe Similarity level field, specify the similarity level between the captured face and the reference
image as a percentage, above which the face is considered recognized.

Attention!

If you change the value, note that the new value applies to new faces. The similarity level
for other faces remains the same.

4. Inthe Search for similar faces field, specify the maximum number of similar reference images, which
identifiers and similarity level will be stored in database for one frame of a captured face.
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o Note

We recommend specifying the 1 value for a more precise search of the recognized faces
(see Filtering the recognized and unrecognized faces).

In the Minimum quality for face recognition (0-100) field, specify as a percentage the minimum
quality of the captured face, at which it is recognized. The default value is 60%.

Attention!

If recognition of face concealment is enabled, then in order to correctly detect the
presence of a face mask, it can be necessary to set the Minimum quality for face
recognition (0-100) value below the default value (see Configuring the permissions and
additional settings).

In the Minimum quality for adding face to DB (0-100) field, specify as a percentage the minimum
quality of face to be added to the database.

Set the Create FIR in detection unit checkbox, so that the face detection tool generates and attaches
biometric parameters to the face image. If the checkbox is clear, the detection tool only captures
faces, and the Face recognition server generates and attaches the biometric parameters.

Set the Select the best frame in detection unit checkbox, so that only the best frame is sent to the
Face recognition server. If the checkbox is clear, all frames are sent to the Face recognition server.

In the Skip repeated recognitions, s field, specify the time period in seconds during which a captured
face isn't recognized repeatedly. The default value is 2. See also the IgnoreSamePeople registry key
in the Registry keys reference guide, for details about working with the registry, see Working with
Windows OS registry.

Set the Use GPU checkbox to select the discrete graphics card when using the VA and Videolntellect
1.1 face recognition modules. If the checkbox is clear, the recognition is performed on the CPU.

Attention!

If the Use GPU checkbox is set for the first time, then at the same moment the caching
process starts in a new window to optimize the recognition on the current GPU. Do not
interrupt this process. If for some reason the caching process was interrupted, it is
necessary to delete the cache folder at <Face PSIM installation directory>\
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Modules64\Firserver\FaceRecognition\Va_ [SDK version]\ (for the VA module).
Afterwards, when the Use GPU checkbox is set, the recognition using the GPU is
performed immediately without the caching process.

If you replace the video card, the caching process restarts automatically.

After the caching process is complete, enable the recognition using the GPU by selecting
the video card from the Select GPU drop-down list in the settings of the Face
Detection object (see Basic settings of the Face Detection module).

11. Inthe Collected no less than ... frames with person field, specify the number of frames after which a

face is recognized.

12. Inthe Person in field of view for no less than ... seconds field , specify the time in seconds upon
reaching which the recognition starts.

0 Note

The Person left the camera field of view condition is always enabled.

The face recognition starts if at least one of the three conditions is met from
the Recognize if any of the conditions met settings group.

13. Click the Apply button to save the changes.

Configuring the recognition parameters of captured faces is complete.

6.3.4 Configuring the size of a face for recognition

To configure the size of a face for recognition, do the following:
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Go to the settings panel of the Face recognition server object, to the General settings tab.

Architecturs Hardware Interfaces Users Programming

lar faces: best frame in detection unit

Minimum quality for f anition (0-100): epeated recognitions, s:
Minimum quality fo

Undo

2. In the Min. width field, specify the minimum width of the captured face in pixels.

3. In the Min. height field, specify the minimum height of the captured face in pixels.
4. In the Max. width field, specify the maximum width of the captured face in pixels.
5. In the Max. height field, specify the maximum height of the captured face in pixels.
6. Click the Apply button to save the settings.

Configuring the size of a captured face for recognition is completed.

6.3.5 Configuring event generation

@ FIRSERVER events

On this page:

+ Configuring the
access event
generation

« Configuring the face
mask detection or
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face mask absence
event generation

+ Configuring the mask
state change event
generation

6.3.5.1 Configuring the access event generation

Using the access event generation, Face PSIM allows obtaining real-time information on the number of
accesses of each person in the field of view of a given camera.

Attention!

To use this function, you need to set the value of the registry key UseFaceDB = 2 (see Registry
keys reference guide).

If the Access event generation checkbox is set, the Pass event (RECOGNITION_PASS) is generated when the
face is recognized.

0 Note

You can use these parameters in scripts in the JScript programming language (for more
information on creating scripts, see The Script object. Programming using the JScript language).

The following example shows the recording of a frame with a captured face image transmitted using the
imageBase64 parameter to a file on the disk:

if (Event.SourceType == "FIRSERVER" && Event.Action == "RECOGNITION_PASS" &&
Event.SourceId=="1")
{

SaveToFile("c:\\Faces\\"+Event.GetParam("firstId")+".jpg",Event.GetParam("imageBa
se64") ,true);

3

To enable the access event generation, do the following:
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1. Go to the settings panel of the Face recognition server object. Go to the Analytics tab.

Face recognition server 1

Carnputer [ Dizable

Detectors

Liveness detection sensitivity

[ Do not recognize lifdless faces

[ Mask presence filter

[ Indicate similar faces

Alarm temperature

Threshold: °c

Undo

2. Set the Access event generation checkbox.
3. Click the Apply button to save the settings.

Access event is configured.

6.3.5.2 Configuring the face mask detection or face mask absence event
generation

To enable the face mask detection or face mask absence event generation, do the following:
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1. Go to the settings panel of the Face recognition server object. Go to the Analytics tab.

Face recognition server 1

Compriter M D

1=}

Events Detectors

. Sc oS LR TICT Liveness detection sensitivity
[f Mask detection event generation

ﬂ Mask absence event generation [ Do not recognize lifeless

[ Mask presence filter

[ Indicate similar faces

Alarm temperature

Threshold: °c

Undo

2. Set the Mask detection event generation checkbox to enable the event generation in case the mask
is detected on the face.

3. Set the Mask absence event generation checkbox to enable the event generation in case the mask is
absent on the face.

4. Click the Apply button to save the settings.
Mask detection or mask absence events are configured.

If it is necessary to generate the events of mask detection or absence depending on the face characteristics
recognition channel (see Activation of the recognition modules in Face PSIM), do the following:
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1.

Architecture Hardware

& E Face recognition server 1 [1]

ace characteristics o els ace nition [ Disable .
: u Face Detection 1.1 [Camera 1] w
Face recognition server 1 ~

Fa ion

i Recognition channe
o capture device 1[1]

Server settings ~
Server settings R

Undo

2. Set the Generate event by server checkbox for the events to be received from the Face recognition
server object, otherwise the events will be received from the Face characteristics recognition
channel object.

3. From the Generate mask detection event drop-down list, select the event generation condition:

+ Server settings—this event generation setting specified on the settings panel of the Face
recognition server object is taken into account (used by default).

+ Yes—the face mask detection event generation is enabled.
+ No—the face mask detection event generation is disabled.

4. From the Generate mask absence event drop-down list, select the event generation condition:

+ Server settings—this event generation setting specified on the settings panel of the Face
recognition server object is taken into account (used by default).

+ Yes—the face mask absence event generation is enabled.
+ No—the face mask absence event generation is disabled.

5. Click the Apply button to save the settings.

o Note

The parameters for enabling/disabling the event generation specified on the settings panel of
the Face characteristics recognition channel object are of higher priority than the ones specified
on the settings panel of the Face recognition server object. For example, if the Mask detection
event generation checkbox is set on the settings panel of the Face recognition server object,
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and No is selected for the Generate mask detection event parameter on the settings panel of
the Face characteristics recognition channel object, then the mask detection event isn't
generated, but only for this particular face characteristics recognition channel.

Events of mask detection or absence depending on the face characteristics recognition channel are
configured.

6.3.5.3 Configuring the mask state change event generation

Face PSIM receives the information about face mask state changes in real time and generates the
corresponding events:

1. MASK_DETECTED (Mask is present).
2. MASK_NOT_DETECTED (Mask is not found).
3. MASK_NOT_RIGHT_PLACE (Mask is worn incorrectly).
Mask state change events are generated for faces that have been recognized since the server was started.

To enable the face mask state change event generation, do the following:

1. Go to the settings panel of the Face recognition server object. Go to the Analytics tab.

Face recognition zerver 1

Computer (Wl Dizable

Compuiter

Liveness detection sensitivity

[ Do not recognize lifeless faces

[ Mask presence filter

(Wl Indicate similar faces

Alarm temperature

Threshold: e

General zettings | Analpti

Undo
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2. Set the Mask presence filter checkbox.
3. Click the Apply button to save the settings.

Mask state change event is configured.

6.3.6 Configuring operation of the Face recognition server with thermal camera

Q FIRSERVER events

To configure operation of the Face recognition server with a thermal camera or an external system, do the
following:

1. Create and configure an embedded detection tool in Axxon PSIM for the thermal camera, from which
you want to receive the temperature and photo of a captured face (see Embedded detectors).

2. Configure operation of the Face detection module with a thermal camera (see Configuring the Face
Detection module combined work with thermal camera or external system).

Go to the settings panel of the Face recognition server object, to the Analytics tab.

Face recognition server 1 Face recognition

Computer Il Disable K.eep archive of recognized faces for [days):

B Select the best frame for recogrition

Detectors
Skt s s Liveness detection sensitivity m
event generation
[B Mask absence event generation [ Do nof recognize lifeless

[ Mask presence filter

(Wl Indicate similar faces

Alarm temperature

Undo
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4. Inthe Threshold field, enter the temperature in degrees Celsius. When this value is exceeded, the
Temperature rise (TEMPERATURE_ALARM) event is generated.

5. Click the Apply button.

Configuring operation of the Face recognition server with the thermal camera is now complete.

o Note

When the debug mode is enabled (see Enabling and configuring the debug mode of Axxon
PSIM), a log file firserver.thermal_imager.log is created in the <Axxon PSIM installation
directory>\. All information received from the thermal camera is logged into this file.

Also, you can enable saving JSON and images received from the thermal camera during face
recognition to the folder using the SaveThermalJson registry key (for details, see Registry keys
reference guide).

6.3.7 Configuring detection of artificial faces

To configure the detection of artificial faces, do the following:
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1. Go to the settings panel of the Face recognition server object, to the Analytics tab.

Face recognition server 1

Carnputer [ Dizable

Events
Liveness detection sensitivity
ﬂ Do not recognize lifeless faces

[ Mask presence filter

[ Indicate similar faces

Alarm temperature

Threshold: °c

Undo

2. Inthe Liveness detection sensitivity field, specify the sensitivity of artificial faces recognition as a
percentage (see Configuring the permissions and additional settings). Default value is 50.

o Note

To achieve more accurate artificial face recognition, you can enable frame-based or
texture-based algorithms for detecting artificial faces, or their combined operation. These
algorithms can be enabled using the registry keys Va.LivenessDetectionAlgorithm and
Va.LivenessTextureDetectionAlgorithm (for more information, see Registry keys
reference guide; for details on working with the Windows registry, see Working with
Windows OS registry).

3. Set the Do no recognize lifeless faces checkbox to disable recognition of artificial faces.
4. Click the Apply button to save the settings.

Detection of artificial faces is now configured.
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6.3.8 Configuring the contact time with persons

The contact time with persons is used when searching for faces in the video archive (see Starting the face
search process). It is configured as follows:

1. Go to the Advanced settings tab (1) on the settings panel of the Face recognition server object.

Face recognition server 1

Camputer [l Dizable

Mumber of requests in request histary:

Additional contact time:
2N -

Automatic adding of unrecognized faces to database

[F Add to department: Department 1 o

[l Create user in PSIM database

(W store no more than: - Hours ~ M Since time of creation R

Undo

2. Inthe Additional contact time field (2), specify the time in seconds, within which it is necessary to
search for persons.

3. Click the Apply button (3) to save the changes.

Configuring the contact time with persons is now complete.

6.4 Configuring the Face recognition and search interface object

6.4.1 Face recognition and search software module functionality
The Face recognition and search software module is designed to perform the following functions:

1. Search in video archive by an image captured from a video camera.
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Search in video archive by an image loaded from a file.
Monitoring the captured faces in a real-time mode.

Tracking a person's movement on the map by the face search results (see Viewing face search
results).

Exporting the search results to the report file in PDF format.
Working with the face databases.
Counting the number of visitors.

Displaying the additional face characteristics if their recognition is supported by the face recognition
module that you use (see Configuring the additional face characteristics).

6.4.2 Configuration procedure for the Face recognition and search interface object

To configure the Face recognition and search interface object, do the following:

1.
2.

7.
8.

Set parameters for the Face recognition and search interface object.

Select the Face recognition server objects that will interoperate with the Face recognition and search
interface object.

If necessary, configure the color highlighting of recognized faces.
Configure the permissions and additional settings.

If necessary, configure the parameters to track a person's movement on the map by the face search
results.

Configure the additional face characteristics.
If necessary, configure the images transfer to the external system.

If necessary, set a separator for file names when adding faces to the database.

The Face recognition and search interface object is configured on the Interfaces tab of the System
settings dialog box.
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Interfaces

Wizard
Dizplay

Display 4 ~

Available face

Apply Undo

6.4.3 Setting up the parameters for the Face recognition and search interface
object

The parameters for the Face recognition and search interface object are set up as follows:

1. Go to the Recognizers tab of the Face recognition and search object settings panel.

Face recognition and search

D [ Di

Jizplay 3
Dizplay 4 p

Available face recognizers:

6

.'E‘Fl [l h.' un do
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2. Set coordinates for the top-left corner of the Face recognition and search window: the X (the

6.

horizontal indent from the left border of the computer screen) and Y (the vertical indent from the
upper border of the computer screen) fields (1). The coordinates are expressed as a percentage of
the horizontal and vertical screen sizes, respectively.

Set dimensions for the Face recognition and search window: the W (window width) and H (window
height) fields (2). The dimensions are expressed as a percentage of the horizontal and vertical screen
sizes, respectively.

0 Note

It is recommended to use the visual method of setting up the coordinates and sizes of

the Face recognition and search window. Click the (3) button and, using the mouse,
set the required size and position of the test window and then click the OK. button
Coordinates of the test window are automatically calculated and copied to the

X, Y, W and H fields.

Specify dimensions n

dow and push O

Cancel

Set the Allow moving checkbox (4) to make it possible to move the Face recognition and
search window.

From the Monitor drop-down list (5), select the physical monitor for the Face recognition and
search window to be displayed on.

Click the Apply button to save the changes (6).

The parameters for the Face recognition and search interface object are now set up.

6.4.4 Selecting Face recognition server objects that will interoperate with the Face

recognition and search interface object

The Face recognition server objects that will interoperate with the Face recognition and search interface
object, are selected as follows:
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1. Go to the Recognizers tab (1) of the Face recognition and search object settings panel.

Face recognition and search

W Disable

% rI
Dizplay 4 w

Available face recognizers:

4

g3 | Advanced settings

Undo

2. Select the required Face recognition server objects from the Available face recognizers list (2), the
data from which will be displayed in the Face recognition and search interface object.

3. Move the selected face recognizers to the Selected face recognizers list by clicking the button
(or the button for moving all face recognizers from the list (3).

o Note

The[ B ]and [ = ] buttons are used for handling the back actions, i.e. for moving the
selected or all the Face recognition server objects from the Selected face recognizers list
to the Available face recognizers list.

4. As aresult, the selected Face recognition server objects will display in the Selected face
recognizers list (4).

5. In the Minimum similarity for identification...% field (5), specify the level of minimum similarity of the
captured face and the reference image for the selected face recognizers.

6. Click the Apply button (6) to save the changes.

Configuring Face PSIM software and its components— 100



Face PSIM 2.0 (english) — Administrator's Guide

Selection of the Face recognition server objects that will interoperate with the Face recognition and
search object is now complete.

6.4.5 Configuring the color highlighting of recognized faces

6.4.5.1 Setting color highlighting of faces that belong to selected departments

The color highlighting of faces that belong to selected departments is configured as follows:

Adding a department for highlighting
Color assignment for the added department
Editing and deleting added departments

6.4.5.1.1 Adding a department for highlighting
Add a department for highlighting as follows:

1. Go to the Color highlighting tab (1) of the Face recognition and search object settings panel.

Face recognition and search

Diigplay (W Disable

[ Allaw moving

Divide into departments with color marking:

Department

Alarm window title bar colar:

[l Redefine tite

I

Recaagnizers [J Color highliohting | Petmi s | Map settings | Advanced settings

2

.'E‘]:l |:||',' un do
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2. Right-click an empty field in the Department column and select the Add item from the function menu.

Divide into departments with color marking:

Department

3. Inthe Add window that opens, from the drop-down list (1), select the required department, the faces
from which should be highlighted, and click the OK button (2).

Add X

Department 1

7] ok N concel K

0 Note

To cancel adding a department, click the Cancel button (3).

As a result, the selected department will be added.

Divide into departments with color marking;

Department Color

Department 1 |:|

4. Click the Apply button (2) to save the changes.
A department for highlighting is now added.

6.4.5.1.2 Color assignment for the added department

The color is assigned for the added department as follows:
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1. Go to the Color highlighting tab of the Face recognition and search object settings panel.

Face recognition and search

1y B Disable

a,

mowing

Divide into departments with

Department Red zone:

Departm Yellow zone:

Add
Edit
Delete

Alarm win
Bl Redefi Color 1
Delete all

highlighting | Pe

3

.P-p p r',' un do

2. Right-click the corresponding department and select the Color item (1) from the function menu.

3. Inthe Color window that opens, select the required color, which will highlight the faces belonging to
the specified department, and click the OK button.
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Color

Basic colors:

EEEN
EEEN ]
EEENTT
1 HEEEERN
1 HEEET
11 FHENER
11 HEEEEF
11 THEEER

Custom colors:

[ (]

Hue

=
-
.
-
-

Define Custom Colors == ColoriSolid |,

146
] {7
[

Red:
EHue:

[0k ]| cancel | |

Add to Custom Colars |

o Note

().

You can also open the Color window by double-clicking the fill color of the Color column

4. Click the Apply button (3) to save the changes.

Thr color assignment for the added department is now complete.

6.4.5.1.3 Editing and deleting added departments

The added departments can be edited and deleted as follows:
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1. Go to the Color highlighting tab of the Face recognition and search object settings panel.

Display [l Disable - T

[ Allow maoving

Divide into departments with color marking:

Department Red zone:

Departm Yellow zone:

Add
Edit
Delete

Color

Delete all

Recognizers | Color highlighting | Pen

4

.P-p p r',' un do

2. Right-click the corresponding department and select the Edit item (1) from the function menu.

3. Inthe Edit window that opens, from the drop-down list (1), select the required department, the faces
from which should be highlighted, and click the OK button (2).

Add >

Departrment 1

2 e =G

o Note

To cancel editing a department, click the Cancel button (3).

4. To delete one added department, right-click the corresponding department and select the Delete item
(2) from the function menu.
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5. To delete all departments, right-click any field in the Department column and select the Delete all
item (3) from the function menu.

6. Click the Apply button (4) to save the changes.

Editing and deleting of added departments is now complete.

6.4.5.2 Configuring the color highlighting by face similarity

A\ Attention!

This setting applies only to those faces that do not belong to departments for which color

highlighting is configured (see Setting color highlighting of faces that belong to selected
departments).

The color highlighting by face similarity is configured as follows:

1. Go to the Color highlighting tab (1) of the Face recognition and search object settings panel.

Face recognition and search

Dizplay (W Disable
r oritor

[ Allaw moving

Divide into departments with color marking:

Department Red zone: 2 m %
Yellow zone: 3 m o

Alarm window title bar colar:

[l Redefine tite

Fecoagnizers [§ Color highlighting [ P

4

.'E‘Fl |:||',' un do
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2. Inthe Red zone ...% field (2), enter the value of the similarity level as a percentage. When this value is
exceeded, the faces will be highlighted in red.

3. Inthe Yellow zone ...% field (3), enter the similarity level value as a percentage from the interval
between the Similarity level parameter value (see Configuring the recognition parameters of
captured faces for the Face recognition server object) and the Red zone parameter value. When this
value is exceeded, the faces will be highlighted in yellow.

4. Click the Apply button to save the changes (4).

The color highlighting by face similarity is now configured.

6.4.5.3 Alarm window title setting
Set the title of the alarm window as follows:

Go to the Color highlighting tab (1) of the Face recognition and search object settings panel.

Face recognition and search

Dizplay [l Dizable

1.

Divide into departments with color marking:

Department
Department 1

Alarm window title bar color:
3 [ Redefine title

5

.-E‘Fl P "',' grllj [u]

2. Set the title color of the alarm window by clicking the colored square (2).
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In the Color window that opens, select the required color, which will highlight the alarm window title,

and click the OK button.

Color

Basic colors:

HEEN 1]
EEENETT

1 HEEENEN
1 HEENET
11T FHAENER
11T HEEENET
11T "THEEEFR

Custom colors:

o .

=
“
=
-
-

Define Custom Colors >3

[ ok ]| cance |

Hue: 'I
‘8o

ColorSaolid i

et

Blue:

Add to Custom Colors |

4. Set the Redefine title checkbox (3) if it is necessary to specify an arbitrary title for the alarm window.

5.
6. Click the Apply button (5) to save the changes.

o Note

The default title is "Attention!"

The alarm window title is now set.

If the Redefine title checkbox is set, then enter the alarm window title in the field (4).

6.4.6 Configuring the permissions and additional settings

Permissions and additional settings are configured as follows:
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Go to the Permissions tab (1) of the Face recognition and search object settings panel.

-
[ Disable - v

[ Allovs moving

2 [ AR o kil e 3 [ Allow creating departments

Create users in Axxon PSIM - [V VR = =mis 1] e 4

Monitors to control

T [ columns auto width

Recognizer alar highlighting T Perr

8

.F-pp I‘,‘ un do

Set the Allow face database editing checkbox (2) to make the Face DB tab available in the Face
recognition and search interface window and to enable adding reference faces to the reference face
database.

A\ Attention!

The Face recognition server uses the port 10000 for communication with the Face
recognition and search interface object. If this port is occupied by a third-party program,
errors may occur when editing the database from the client side. Make sure that the
specified port is free and is not used by any third-party applications.

If you can not disable the third-party application, you can change the port through which
the communication is performed (the port 10001 below is selected as an example). To
do this, you should perform the following actions:

1. For the Face recognition server: go
to HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\AxxonSoft\PSIM\FRS branch of
the Windows registry and set the RestPort = 10001 string parameter.
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2. For the Face recognition and search interface object: open the C:\Program Files
(x86)\Axxon PSIM\Modules\face_client.run.config file and make the following changes:
<setting name="Port" serializeAs="String">

<value>10001</value>
</setting>

Set the Allow creating departments checkbox (3) to allow creating the departments in Axxon PSIM
with the specified name in cases when a reference face is added to the reference face database and
a non-existent department is specified.

From the Create users in Axxon PSIM drop-down list (4), select the option for creating users in Axxon
PSIM:

a. Allow selection—when the face is added to the reference face database, the Create user in
Axxon PSIM database checkbox is available for the operator (see Adding images to the
reference face database).

b. Create—the Create user in Axxon PSIM database checkbox is absent in the operator's
interface, and Axxon PSIM users are created automatically when the face is added to the
reference face database.

c. Do not create—the Create user in Axxon PSIM database checkbox is absent in the operator's
interface, and Axxon PSIM users are not created when the face is added to the reference face
database.

From the Monitors to control drop-down list (5), select the required Monitor object for the video
archive playback.

In the Url field (6), enter the permanent part of the link for the web page. After the image has been
loaded to the face database, the name of the image file will be added to the web page address, and it
will be possible to open the web page upon the face search request (see Web page opening upon a
face search request).

Set the Columns auto width checkbox (7) if it is necessary to automatically change the column size in
the Face recognition and search interface window proportionally to the size of the interface window.

To save the changes, click the Apply button (8).

Configuring permissions and additional settings is complete.

6.4.7 Configuring the additional face characteristics

Configuring the additional face characteristics consists in selecting those face characteristics that should be
available in the Face recognition and search interface window (see Working with the Face recognition and
search interface object). As a result, in the analytics viewing mode, and in the monitoring of captured and
recognized faces mode, the columns of the corresponding face characteristics will be displayed. Filtering by
selected face characteristics will also become available.
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A\ Attention!

The face recognition module should support the recognition of additional face characteristics.
Currently, the VA/Videolntellect 1.7 (when working together with the Face characteristics

recognition channel module) and VisionLabs modules support the recognition of additional facial
characteristics.

Additional face characteristics are configured as follows:

1. Go to the Permissions tab (1) of the Face recognition and search object settings panel.

- Face recognition and search

Dizplay W Dis

[ Allow creating departments

Create users in R Allow selection ~

Monitors to control

I Ry

o

[ columns auto width

Additional settings 2

r highlighting [IPem

Undo
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2. Click the Additional settings button (2). As a result, the Advanced settings window opens.

Advanced settings

Advanced face characteristic configuration

Age
Temperature
Gender

[ ] Emation
[]Glasses

[ ] Facial hair
[ ] Hair calour
[] Type of bald head

[ ] Headwear

[] Artificial face

[] Face concealment

a >

3. Set the checkboxes for the face characteristics, which should be available in the Face recognition
and search interface window. All face characteristics and their possible values are shown in the table

below:
Face Value Feature availability depending on the face
characteris recognition module used
tic
VA/Videolntellect 1.1 VisionLabs
Age age of face + +
Temperatur | face temperature in degrees Receiving the temperature from the thermal
e Celsius from the thermal camera or external system does not depend on
camera or external system the face recognition module used
Gender undefined + +
male
female
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Face Value Feature availability depending on the face
characteris recognition module used
tic
VA/Videolntellect 1.1 VisionLabs

Emotion undefined

rage

fear

happiness

without emotion

sadness

astonishment

Glasses undefined

tinted glasses

without glasses

glasses

Facial hair undefined

beard

bristle

imperial beard and mustache

imperial beard

mustache
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Face
characteris
tic

Value

Feature availability depending on the face

recognition module used

VA/Videolntellect 1.1

VisionLabs

absent

Hair color

undefined

brunet

blonde

chestnut hair

ginger

gray

Type of bald
head

undefined

bald

with receding hairline

without bald head

Headwear

undefined

cap

bandana

beret

beanie

trapper hat
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Face Value Feature availability depending on the face
characteris recognition module used
tic
VA/Videolntellect 1.1 VisionLabs
fur hood

glasses on head
hat

helmet

hood

kepi

headscarf

without headwear

peaky cap
Artificial unknown
face
no
yes
Face unknown -
concealmen
t
face not covered +
mask is on +

tinted glasses -

face partially covered +
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Face Value Feature availability depending on the face
characteris recognition module used
tic
VA/Videolntellect 1.1 VisionLabs
balaclava -
other mask -
mask is not on the right place +

4. Click the OK button.
5. To save the changes, click the Apply button (3).

Configuring the additional face characteristics is complete.

6.4.8 Configuring the images transfer to an external system
To configure the transfer of images to an external system, do the following:

1. Go to the folder at <Axxon PSIM Installation Directory>\Modules\.
2. Open the face_client.run.config configuration file for editing.

3. Set the value for the RemoteUrl setting in the value string corresponding to the HTTP POST request
sending address, for example, http://localhost:8888/Pushimage.

[=] face_client run corfig E3 ‘
=| % <applicationSectings> -

«FaceClient.Properties.Settings>
<zetting name="ProblemImages" serializels="String">
<value>none</value>
3 - </setting>
4 B <getting name="Timeont" =serializeAs="String">
15 <value>60000</value>

[
U N ]

- </setting>

i =| <setting name="Port" serializelAs="String">

18 <value>10000</value>

19 = </setting>

20 = <setting name="RemoteUrl" =serializelAs="String">

ik gwalue>http://localhost: 8888 /PushImage</walue>
22 E </zetting>

23 - </FaceClient.Properties.Settings>

24 - </applicationSettings> Lo
25 “</configuration>

m

4. Save the changes in the edited face_client.run.config file.

5. Restart Face PSIM to apply the settings.
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o Note

By default, the HTTP POST request sending address is specified as none, which means that the
images transfer to an external system in the Face recognition and search interface object is
disabled (see Transferring images to an external system).

6.4.9 Map settings
To configure a map, do the following:

1. Go to the Map settings tab (1) on the settings panel of the Face recognition and search object.

Face recognition and search

Dizplay [ Disatle

[

Control map: S >

3 show name in track [ show start time
4 (Wl show department [ show end time T

5 [ show similarity & Display repeated events from same camera 8

Title position: At arrow beginning e g
Font:Microsoft Sans Serif 10

Recognizers | Color highlighting | Pel

Unda

2. From the Control map drop-down list, select the necessary Map object (2).

3. Set the checkboxes to display additional information on the map near the arrows that show the track
of a person, in the case of face recognition:
a. Setthe Show name in track checkbox to display the name of a person (3).
Set the Show department checkbox to display the department to which a person belongs (4).
c. Set the Show similarity checkbox to display the percentage of similarity between the
recognized face and the reference face (5).

Configuring Face PSIM software and its components— 117


https://docs.axxonsoft.com/confluence/spaces/FacePSIM200en/pages/363332020/Transferring+images+to+an+external+system

Face PSIM 2.0 (english) — Administrator's Guide

d. Setthe Show start time checkbox to display the start time of a person’s movement in the FOV
of one camera (6).

e. Setthe Show end time checkbox to display the end time of a person’s movement in the FOV
of one camera (7).

f. Set the Display repeated events from same camera checkbox to disable filtering for events

where the same person appears several times in a row in the FOV of the same camera (8). By
default, filtering is enabled.

4. From the Title position drop-down list (9), select where the information specified in step 3 will be
displayed: At arrow beginning, At arrow end, or At arrow middle.

5. To edit the font, click the Font button (10). A standard Windows font settings window will open.

Font e
Font: Font style: Size:

| Standard I 0K I
@M..algun Gothic  ~ | [SEllEls] E ~ Fo—
@Microsoft Jnengh | |italic 10

@Microsoft Jhengl Bold H

@Microsoft YaHei Bold ltalic 14

@Microsoft YaHei v 16~

Effects Sample

[ ] Strikeout

] Underine

Colour:

| I Black v|  Serpt:

6. Click the Apply button to save the changes.
After you save the settings, the Show on map item will be enabled in the Face recognition and
search interface window (see Displaying the camera that captured the face on the map and Viewing
face search results).

6.4.10 Advanced settings

The advanced settings are configured as follows:
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1. Go to the Advanced settings tab (1) of the Face recognition and search object settings panel.

Face recognition and search ™

Dz W Disable

[ Allow moving

File names separators:

EN

W simple mode 3

Calar highlighting | Pe Map settings Mfedvanced settings

4

.IE'J,:IIZII';' un dao

2. In the File names separators field (2) enter the characters that will be used as a separator when
adding faces to the database. Any separator from the specified values of the field can be used:
Cyrillic letters, Latin letters, numbers, alphabetic characters, additional symbols, white space.

o Note

By default, the following separators are used: underscore, period and a white space "_. "

3. Set the Simple mode checkbox (3) to enable the simple mode of captured and recognized faces
monitoring (see Enabling the Simple mode of captured and recognized faces monitoring).

4. Click the Apply button (4) to save the changes.

The advanced settings are configured.
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6.5 Working with CPU cores used for generating vectors when
adding reference faces to the database

It is possible to limit CPU cores used to generate the vectors. It is also possible to set the order of binding
streams to these CPU cores (for details, see Registry keys reference guide, for information about working
with the registry, see Working with Windows OS registry).

To limit the number of CPU cores used to generate the vectors, in the CpuCoreCountAddPerson registry key
specify the number of fixed CPU cores (other than those specified in the CpuCoreCount key).

To determine the order of binding streams to these CPU cores, specify one of the following values in the
Face.HardwareCPU registry key:

Value Result
no value or 0 Streams are bound to CPU cores randomly
1 Streams are bound to CPU cores successively depending on

their total number

2 Streams are bound to the first cores of each CPU

6.6 Switching between the face recognition modules or SDK
versions

When you change the used face recognition module, for example, replace the Cognitec module with the VA
module or vice versa, the biometric vectors are automatically regenerated. This is necessary because
biometric vectors received by one face recognition module cannot be used by another.

The biometric vectors are also automatically regenerated when you switch the VA SDK version or the face
recognition and search algorithm of VA and Videolntellect 1.7 face recognition modules.

o Note

To switch between the used face recognition modules, use the
Va.ldentificationAlgorithm registry key (see Registry keys reference guide).

The regeneration of biometric vectors is performed in the background without disturbing the face recognition
system operation. Firstly, the faces which are already entered in the database are regenerated. The current
process of biometric vectors regeneration is displayed in the Face recognition and search interface module,
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on the Statistics tab, in the Faces in RAM field (see Displaying the statistics). If the Server is restarted, the

process of regenerating the remaining faces will continue automatically.

o Note

By default, the biometric vectors are regenerated on one CPU thread. Using the
Update.CpuCoreCount registry key, you can set an arbitrary number of threads on which

biometric vectors will be regenerated (see Registry keys reference guide).

You can also regenerate the biometric vectors manually. To do this, do the following:

1. Left-click the E icon (Face recognition server) in the Windows taskbar (system tray, for details
about the Debug window of the Face recognition server, see Appendix 2. Debug window).

2. Inthe opened window, select (1) Tools — Recreate firs (2).

dit Il | Tools |1

Recrestefirs 2 RI1|SETUP}server<>.mark_similar<> 5_in_detector<1>.contact_delta<5> facedata<>.mask_event_found<0>.auto_create_person<0>.face_liveness_threshold<50>.capture_face. {
U1ISEND,_ CAM, FACECAPTUREIcamera. mame<Camera 1> face. capiure. name<F ace Detoction 115.use.low. resolulion<0> pixels, sise<5> fpa<0s. scale<1 5o alarm_col > min
R > .guid<{3F24DCO6-DBD7-EE11-BD4A DISED3D08142)> name<Fecognition channel 1>.flags<>._TRANSPORT_ID<>

St dtabase 1.1> firserver_channel_archives<>. TRANSPORT_ID<> firserver_channel_age_genders<

2024-03-01 173024 287] CORE- VA LICENSE_100[1[SETUPlparont
2024-03-01 17:31:07.432] CORE: FIRSERVER|1|SETUP]server<>.m: d<
VER] 1} <0>.pixels_size<5> fpa<0>.scale<1.5>.alarm_
ame<Recognition channel 1> flag:
RANSPORT_ID<>.firserver_chann

ek ik $ound U AD. Freate parwonv > faca. fiwhosa. Wreatcld<S0> capture foe |

._name<Face Detection 1.1>.use_low_resolution<0>.pixels_size<5> fps<0>.scale<1.5>.alarm_c
>.guid<{3F24DC06-D8D7-EE11- 28 i deainden sl 1 e TR
- rserver_channel_age_gender

OMPLETE|_TRANSPORT_|

C TRANSPORT_IDS>.int_obi
3-01 17:35:28.251) CORE: VA_LICENSE_1000]11DELETElparent_id<
2024-03-01 17.35:28 386] CORE: FIRSERVER|1[SETUP[server<>.mark

i dela<S> facedaiac> mask. event found<(> au._creste_person<0> face.lvenets_threshold<50>coptureface |
._capture_name<Face Delection 1.1>.use_low_resoluti >.fpe<0>.scale<1.5>.alarm_color<255>.min.
F24DC06-DBD7-EE11-BDAA-DESED3D08142)>. name<Rmnumn channel 1>.11 TRANSPORT_ID<>,

rserver_channel v nels<1.1> firserver_channel_ar _TRANSPORT_ID<> firserver_channel_age_gender:
2024-03-01 17.35.28 7581 GORE. FIRSERVERI}ISETUP FIRSERVER COMPLETE TRANSPORT ID<s.existng. persons<ormt oty 15

324-87fc-97d920d2111|CONNECTED| TRANSPORT_TYPE<SOCKET>.ver_type<
a-4bde-b424-b38975607a6b|CONNECTED|TRANSPORT_TYPE<SOCKET>.

fime<17:35:28> local_connd
_time<17:35:28> local_com

2024-03-01 17.35:44.606] CLIENTS: FIRSERVERI 11PINGimoduloctacs ciont . TRANSPORT ID<085> alave 1<IT-1 1640 2071509 cod2 4245, Ofd2. <58 3cobbic0

3. Wait for completion of biometric vectors regeneration.

Attention!

Errors may occur during the biometric vectors regeneration process.

12024-03-01 17:30:24.061] [REST WEBSERVICE] starting succe:

12024-03-01 17:35:48 992] FaceDetector 1.1, FPS: decompre

[2024-03-01 17:35:28.757] [FIRSERVERI[1] Al firs already have

For example, an error may occur due to the fact that the new face recognition module SDK or the
algorithm of the VA ALG2 face recognition module cannot recognize a face on a poor quality
image and recreate a vector due to its better and more demanding recognition capabilities.

Therefore, such image can be skipped.
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[FIRSERVER][1] ERROR: Problem with regenerating fir for id 79656915-5BC1-
E811-AA3F-1C1BOD34FODF, skipping ...

If Axxon PSIM malfunctions after the vectors regeneration, do the following:
1. Shut down Axxon PSIM.
2. Runthe FaceRecognitionTool.exe utility stored at: <Axxon PSIM installation folder>\Modules.

3. Specify required settings—in the Path field, specify the path to the folder to which the data
will be uploaded (for example, C:\Backup).

4. Upload the data.

A\ Note

For more information on the FaceRecognitionTool.exe utility, see Face
Recognition Tool utility for extracting captured and reference faces from the
database.

5. Execute the following script in the database manager (for example, SQL Server Management
Studio):

USE [Fir]

GO

DECLARE @return_value 1int

EXEC @return_value = [dbo].[spReset]
SELECT 'Return Value' = @return_value
GO

6. Start Axxon PSIM and upload images from the folder specified in the Path field to the
reference face database (see Selecting a way to upload an image to the reference face
database).

6.7 Restoring the history of passes if the Fir database is lost

‘ o Note \
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The history of passes is restored using indexes stored in the INDEX folder, which is located in the
FaceDB folder (see Storage modes for face images, vectors and metadata). If there are no
indexes, the history of passes cannot be restored.

To restore the history of passes if the Fir database is lost, do the following:

1.

3.

Left-click the E icon (Face Recognition Server) in the Windows taskbar (system tray) (for more
information about the Face Recognition Server debug window, see Appendix 2. Debug window).

In the window that opens, select (1) Tools -> Script database (2).

F Face Recognition Server - 1, avg capture fps: 25.8 - o b4

File Edit Clearall | Tools 4

[2022-10-21 13:30 Recreate firs 2
[2022-10-21 13:30
[2022-10-21 13:30
[2022-10-21 13:33

1 1|SETUP|server<> mark_similar<0> gen_firs_i

RI1ISETUP_RECOGNIZE_SOURCES[firserver_chan
i RI1ISETUP_FIRSERVER_COMPLETE|_TRANSPOR

Script database RVER. 1|PING|_TRANSPORT_ID<>

[2022-10-21 13:38] RS VER. 1|PING]_TRANSPORT_ID<>

[2022-10-21 13:43.03.223] CORE. SLAVE|SERVER 1|PING|_TRANSPORT_ID<>

[2022-10-21 13:48:03.223] CORE: SLAVE|SERVER 1|PING|_TRANSPORT_ID<>

[2022-10-21 13:51-02 240] CORE- FIRSERVER]| 1|SETUP|server<> mark_similar<0>.gen_firs_in_d

[2022-10-21 13:51-02 456] CORE- FIRSERVER|1|SEND_FIRSERVER_CHANNEL |face_capture<> g

[2022-10-21 13:51:02.456] CORE: FIRSERVER| 1|SETUP_RECOGNIZE_SOURCESHirserver_chani

M [2022-10-21 16:49-11 675] FaceDetector 1.1. FPS: decompress 24 4 processed 22 5 of 22 5. A
[2022-10-21 16:49-22 396] FaceDetector 1.1, FPS: decompress 23 3, processed 24 9 of 23 8.

[2022-10-21 16:49:30.317] Farserver 1. recognition FPS: 0.795035

[2022-10-21 16:49:32.897] FaceDetector 1.1. FPS: decompress 23.8. processed 23.2 of 24.2.

[2022-10-21 16:49:43.363] FaceDetector 1.1. FPS:
[2022-10-21 16:49:53 803] FaceDetector 1.1. FPS:
[2022-10-21 16:50-04 441] FaceDetector 1.1, FPS:
[2022-10-21 16:50:-15.005] FaceDetector 1.1, FPS:
[2022-10-21 16:50-25 396] FaceDetector 1.1, FPS:
[2022-10-21 16:50:35.972] FaceDetector 1.1. FPS:

processed 219 of 23 5.
processed 22.3 of 23.6.

[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21

13:51:02.676] CORE: FIRSERVER]|1|SETUP_FIRSERVER_COMPLETE|_TRANSPOR
13:51:08.7B5] CORE: FIRSERVER] 1]CREATE_CAM_FACECAPTURE|use_low_resolu
13:51:16.319] CORE: FIRSERVER] 1|SETUP]server<> mark_similar<0>.gen_firs_i

13:51:16.520] CORE: FIRSERVER]|1]SEND_CAM_FACECAPTURE|camera_name<Ca
13:51:16.520] CORE: FIRSERVER]|1]SEND_FIRSERVER_CHANNEL [face_caplure<1

16:50:46.864] FaceDetector 1.
16:50:57.738] FaceDetector 1.
16:51:08 223] FaceDetector 1.
16:51:19.144] FaceDetector 1.

16:51:29 738] FaceDetector 1

. FPS: .0. processed 21.3 of 22.9.
. FPS: .0. processed 21.1 of 21.9.
. FPS. 8. processed 22 5 of 23.8.
. FPS: decompress 22
. FPS: decompress 23 6. processed 27 1 of 27 1.

processed 205 of 18.8.

[2022-10-21 13:51:16 520] CORE- FIRSERVER]|1|SETUP_RECOGNIZE_SOURCES[firserver_cham
[2022-10-21 13:51:17.300] CORE: FIRSERVER|1ISETUP_FIRSERVER_COMPLETE|_TRANSPOR
[2022-10-21 13:51:17.521] FRS_ERROR: FIRSERVER]1|FRS_ERROR|param0<Error: license's o 7

- 1.1, 3840 x 2160 —> 3840 x 2160, color: true. fps: 0

[2022-10-21 16:49-:50.347] CLIENT:
[2022-10-21 16:50-00.363] CLIENT:
[2022-10-21 16:50:10.410] CLIENT:
[2022-10-21 16: 20.442] CLIENT:!
[2022-10-21 16: 30.458] CLIENT:
[2022-10-21 16:50:40.443] CLIENT:
[2022-10-21 16:50-50 472] CLIENT:
[2022-10-21 16:51-:00.490] CLIENT:
[2022-10-21

[2022-10-21 16:51:20 566] CLIENT:
[2022-10-21

[2022-10-21

IRSERVER|1|PINGImodule<face_client run>,_TRANSPOR' i i i i i ~

[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21
[2022-10-21

LAVE|SERVER.8ac11015-a537-4324-b3b4-c67958dcb031]|

[2022-10-21 LAVE|SERVER eb4bebe2-8624-4136-0c 1c-659caaB362df]

[2022-10-21 16-51-37.066] CLIENTS: SLAVE|SERVER ed8e74aa-851-44b4-99ff-a20b15ad8edd|D

[2022-10-21 16-51-37.066] CLIENTS: SLAVE|SERVER 63b474bd-dc85-4a8b-a374-b6673b26e6dH|

[2022-10-21 16:51:37.066] CLIENT: LAVE|SERVER 698 1b0d-1c2d-4e8c-8851-136d023991e1|

[2022-10-21 LAVE|SERVER dea79753-cf87-424 1-acBc-5f9a7df21082|C|

[2022-10-21 IRSERVER|1ISTART_PROTOCOL|module<face_client.run’

[2022-10-21 IRSERVER| 1|START_DEPARTMENT_SUBSCRIBE|modulc

[2022-10-21 IRSERVER| 1|PING|module<face_client.run>._TRANSPOR'

[2022-10-21 165150 598] CLIENTS: FIRSERVER|1|PINGImodule<face_client run>_TRANSPOR

8.882] [FIRSERVER][1] All firs already have version "Tevian 2.15.0 - 0"_ No update nd
7 726] [FIRSERVER][1] Engine version: "Tevian 2.15.0 - 0". required version: **

[2022-10-21 15-46:47 726] [FIRSERVERI[1] All firs alrsady have version “Tevian 2 15.0- 0" No update nd .

As a result, a SCRIPT folder will be created in the FaceDB folder with the file: [computer name]
fir_database [date time].csv.

e w » ThisPC » [C:)Local Disk » PrograrnData » AxxonSoft » FaceDB » SCRIPT

Mame
F Quick access
[SERVER] fir_database_protocols [2846] [2022-10-21 16-54-47].csv

While the csv file is being generated, the Face PSIM operation will be suspended for a
very short period of time.

Go to the <Axxon PSIM installation directory>\Modules folder and run the FaceRecognitionTool.exe
utility (see Face Recognition Tool utility for extracting captured and reference faces from the
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database).
Face recogniton tool — >
i (Get all servers
From: [2021-10-2123:59:59 (@~ | Mode:
To:  [2022-10-21235359 (@~ | Protocols v

Path: | C \Program Datafecon Soft W Face DB

Run
Load

Restare from CSW 1

4. Click the Restore from CSV button (1) and select the previously created CSV file. As a result, the
process of restoring the history of passes will begin. The restoring time depends on the number of
entries in the CSV file.

5. Restart Face PSIM to apply the changes.

Restoring the history of passes if the Fir database is lost is completed.

6.8 Configuring Face PSIM to receive events from body temperature
detection tools

The procedure for configuring Face PSIM is described using the body temperature detection tools as an
example.

Do the following:

Configuring Face PSIM software and its components— 124



Face PSIM 2.0 (english) — Administrator's Guide

1. On the Hardware tab of the System settings dialog box, on the basis of the Computer object, create
the Video capture device object.

2. On the basis of the Video capture device object, create the Camera object, and then, on its basis,
the Embedded detection object.

Architecture Hardware Interfaces
=
| Video capture device 1 [1]
= Camera 1[1]
Embedded detection 1 [1]

0 Note

The Embedded detection object is a body temperature detector.

3. Go to the settings tab of the Embedded detection object (for details, see Configuring the Face
Detection module combined work with thermal camera or external system).
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- Embedded detection 1

Camera W Dizable

. Generate alarm on camera

n Show events on screen 1

Undo

a. Setthe Show events on screen checkbox (1).
b. To save the changes, click the Apply button (2).

4. On the basis of the Computer object, create the Face recognition server object.

Architecture Hardware Interfaces

deo ca;ﬁt-ure device 1[1]

¢ Camera 1[1]
Embedded detection 1 [1]

5. Onthe basis of the Face recognition server object, create the Recognition module VA object (for
details, see VA and Videolntellect 1.1).
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Architectures Hardware Interf
= =
= ) Face recegnition server 1[1]
Iz} Recognition module VA 1 [1]
ideo capture device 1 [1]
¢ Camera 1 [1]
. Embedded detection 1 [1]

Architecture Hardware
=
= [ Face recognition server 1[1]
= [} Recognition module VA1 [1]
[} VA 1000 faces 1 [1]
fideo capture device 1 [1]
¢ Camera 1[1]

¥ Embedded detection 1[1] 0 faces 1[1]

On the basis of the Face recognition server object, create the Recognition channels object (1) or
the Captured faces processing channels object (2), if this particular object will be used. If you work
with the Captured faces processing channels object, skip steps 8-10 and go to step 11.

Architecture Hardware

= =
= E Face recognition server 1 [1]
- Captured faces processing channels .
Archive search channels D

-} | Visitor counting channels 4

M Face characteristics recognition channels 3
g Recognition channels 4
= [ Recognition module VA 1 [1]
E: VA 1000 faces 1[1]
Video capture device 1 [1]
¢ Camera 1[1]
Embedded detection 1[1]

o Note

The Captured faces processing channels provides information about the temperature of
captured faces. It does not require additional channels.
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8. On the basis of the Face recognition server object, create the Face characteristics recognition
channels object (3).

9. On the basis of the Face recognition server object, create the Visitor counting channels object (4).
10. On the basis of the Face recognition server object, create the Archive search channels object (5).

11. Go to the settings tab of the Face recognition server object (for details, see Configuring the Face
recognition server object).

Face recognition zerver 1

Computer [l Disable

Similarity level: [ Create FIR in detection unit
Search for similar faces: [ select the best frame in detection unit
Minimum quality for face recognition (0-100): m 1 Skip repeated recognitions, s:

Minimum quality for adding face to DB i e
(0-100): 2 Musecry

Recognize if any of the conditions met Face size, pixels

Min, width: [ 10 g}

Min. height:
Caollected no less than il frames with person
i Max. width: m

Perzon left the camera field of view

Perzon in field of view for no less than seconds Maic hesahis m

Advanc

Undo

a. Ifitis necessary to capture low quality images, then enter the 10 value in the Minimum quality
for face recognition (0-100) (1) and Minimum quality for adding face to DB (0-100) (2) fields.
Also, enter the 10 value in the Min. width (3) and Min. height (4) fields of the Face size,
pixels group.

b. To save the changes, click the Apply button (5).

12. On the basis of the Camera object, create the Face Detection object.

Architecture Hardware

=
[z} Face recognition server 1 [1]

Video capture device 1 [1]
¢ Carnera 1 [1]
£ Face Detection 1.1 [1.1]
Embedded detection 1 [1]
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13. Go to the settings tab of the Face Detection object (for details, see Face detection).

Face Detection 1.1

W Disable

External capture Video processing settings

Face recognition server 1 _
[ Maximum performance
22, P

- _ Top: Min. width: 3 m Max. width: m
Right: Bottom: Min. height: 4“ Max. height: m

5

.IQ'J,:Il:Il'J' un do

a. Make changes on the Basic settings tab (1):
i. From the External capture drop-down list (2) select the previously created Face

recognition server.
ii. Enter the 10 value in the Min. width (3) and Min. height (4) fields of the Face size,

pixels group.
iii. To save the changes, click the Apply button (5).
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b. Go to the External source tab (1).

Face Detection 1.1

Era e
Carera 1 W

Combined wark:

Get photo from thermal camera w
Tivronal Caniers ranhy B, :

Undo

i. From the Combined work drop-down list, select Get photo from thermal camera (2).
ii. To save the changes, click the Apply button (3).

14. Go to the settings tab of the Recognition channels object or the Captured faces processing
channels object, depending on which object was created at step 7. If you work with the Captured
faces processing channels object, skip step 15 and go to step 16.
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Fecognition channel 1 Face detection

Face recognition W Dizable ;
= u Face Detection 1.1 [Camera 1] W
Face recognition zerer 1 w

ent on recognition

Undo

a. 'From the Face detection drop-down list (1) select the previously created Face
Detection object.
b. To save the changes, click the Apply button (2).

15. Repeat step 14 for the following objects: Face characteristics recognition channels, Visitor counting
channels, Archive search channels.

16. On the Interfaces tab, create the Face recognition and search object on the basis of
the Display object.

Architecturs Hardware ACES

17. Go to the settings tab of the Face recognition and search object (for details, see Configuring the Face
recognition and search interface object).
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Face recagnition and search

Dizplay [l Dizable

Available face recognizers: lected face recognizers:

4

5

.lg‘l:l ] I",' un do

18. From the Available face recognizers list (1) select the required Face recognition server objects, the
data from which will be displayed in the Face recognition and search interface object.

19. Move the selected objects from the Available face recognizers list to the Selected face
recognizers list using the > button (2) (or the >> button (3) to move all objects from the list).

20. As aresult, the selected Face recognition server objects will be displayed in the Selected face
recognizers list (4).

21. To save the changes, click the Apply button (5).

Configuring Face PSIM to receive events from body temperature detection tools is now complete.

Configuring Face PSIM software and its components— 132



Face PSIM 2.0 (english) — Administrator's Guide

7 Appendixes

7.1 Appendix 1. Interfaces

7.1.1 Settings panel of the Face Detection object

The following figure shows the settings panel of the Face Detection system object.

The Basic settings tab:

Cameia W Dizable

External capture Video processing settings

Face recognition server 1 v R OEE—— S m 7

s5 color

Maximum performance .
3 4 M2 P rocess low resolution video 9

-Search area border % - -Face size, pixels -

Left: _ Top: _ é Min., width: m Max, width:
Right: m Bothom: m Min, height: m Max. height:

Scaling and selection Select GPL:

Crnka wl, 5l
Scale: %150 : Quadro RTX 4000(GPU 1)

Basic sethings | Advanced sellings

Description of parameters is given in the table:
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Ne | Parameter Metho | Parameter Representa | Defaul | Value range
d of description tion t
setting value
the
param
eter
value
The Settings group
1 Identification | Autom | Displays the Sequence NA Depends on the
number atically | identification number | of numbers number of Face
of the Face Detection Detection objects in
object in the system the system
Name Enter Name of the Face Latin and Face A line containing a
the Detection object in Cyrillic Detect | sequence of any
value the system letters, ion characters (letters,
into the service digits, service
field characters characters),
regardless of the
register
Number of characters
—from 1 to 60
Disable Set the | Specifies the status Boolean Clear Set—the Face
checkb | (enabled or disabled) | type Detection object is
ox of the Face Detection disconnected and is
object in the system not in use
Clear—the Face
Detection object is
connected and is in
use
Camera Select Specifies the Camera | Names of Name | Depends on the
the parent object for a the Camera | of the | number of Camera
value particular Face objects Camer | objects in the system
from Detection object registered a
the in the parent
drop- system object
down
list

The External capture group
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VA or Videolntellect
1.1 face recognition
module is used

Ne | Parameter Metho | Parameter Representa | Defaul | Value range
d of description tion t
setting value
the
param
eter
value
2 External Select Selects the Face Names of No Depends on the
capture the recognition server the Face number of Face
value object required for recognition recognition server
from recognition server objects in the system
the objects
drop- registered
down in the
list system
3 Maximum Set the | Enables the maximum | Boolean Set Set—the maximum
performance | checkb | performance mode type quality of face capture
OX and recognition is
provided by using all
available processor
cores and increasing
RAM consumption
Clear—normal
resources
consumption, faces
can be missed while
capturing
The Search area border % group
4 Left, Right, Enter Specifies the border The Left= | From 0to 100
Top and Bott | the of the face search percentage | O
om value area inthevideoasa | of the left, Riagh
) . ght
into the | percentage of the right, top =100
field corresponding sides and bottom
of the frame sides of the | TOP =
Note. Setting the face | frame 0
search area border is Botto
available only if g‘ =10
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Ne | Parameter Metho | Parameter Representa | Defaul | Value range
d of description tion t
setting value
the
param
eter
value
5 X button Click Specifies the border NA NA NA
the of the face search
button | areain the video
using the interactive
interface
The Scaling and selection group
6 Scale Move Specifies the scale of | NA 1.5 From1to 5
slider the captured face in 1—only the captured
bar to the frame for face is recorded
the recording and ]
require | highlighting the face 5—the whole frame is
d with a dynamic frame recorded
positio
n
The Video processing settings group
7 Processing Enter Specifies the number | Frames/sec | NA From 1 to the
speed, fps the of frames of the video frequency of frames
value stream processed per allocated for
into the | second by the Face processing the video
field Detection module. signal of each specific
This parameter is camera
used to decrease the
server load
8 Process Set the | Enables/disables the Boolean Set Set—vectors will be
color video checkb | conversion of color type generated based on
ox video to black and color frames

white for generating
vectors from black
and white frames

Clear—color video will
be converted to black
and white to generate
vectors from black
and white frames
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recognition
server object

Ne | Parameter Metho | Parameter Representa | Defaul | Value range
d of description tion t
setting value
the
param
eter
value
9 Process low | Setthe | Enables processing of | Boolean Clear Set—video image is
resolution checkb | video images in type processed in the
video (0)'¢ 320x240 pixels 320x240 pixel
resolution by the Face resolution
Detection module Clear—video image is
processed in the
resolution set for the
Camera parent object
The Face size, pixels group
10 | Min.width, Enter Specifies the Natural Min.wi | From 0 and more
Min.height, the minimum and number dth =8
Max.width value maximum width and series with 0
and into the | height of the face on Zero Min.he
Max.height field the video image in included ight =8
pixels 0
Max.w
idth =
600
Max.h
eight =
600
11 | Select GPU Select Selects a video card Names of NA Depends on the
the for recognition for the | video cards number of available
value VA in the video cards
from and VisionLabs modul | system
the es. The Use
drop- GPU checkbox must
down be set on the settings
list panel of the Face

The Advanced settings tab:
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Face Detection 1.1

W Dizable

Camera 1 e

Face capture area pixelization

W Pixelize area 1

Grain size:

Camera

[ Enable face recognition upon request
3

Esternal source

Undo

Description of parameters is given in the table:

Ne Param Method Parameter description | Representat | Defa | Value range
eter of ion ult
setting value
the
paramet
er value
The Face capture area pixelization group
1 Pixelize | Set the Enables the pixelation Boolean type | Clear | Set—face capture area
area checkbo | function for the area of is pixelated
X video image in which Clear—face capture
the facg was area is not pixelated
recognized
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Ne Param Method Parameter description | Representat | Defa | Value range
eter of ion ult
setting value
the
paramet
er value
2 Grain Move Sets the grain size of Sequenceof | 5 From 5to 15
size slider bar | face capture area numbers
to the pixelation
required
position
3 Enable | Setthe Enables face Boolean type | Clear | Set—face recognition
face checkbo | recognition upon upon request is enabled
rgcogm X request Clear—face recognition
tion upon request is
upon disabled
request

The External source tab:
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n1.1
Carnera ] le

Camera 1 w

1

Mo

Combined b

Thizrmnal caniesa renly §

Undo

Description of parameters is given in the table:
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Parameter

Method of
setting the
parameter
value

Parameter
description

Represe
ntation

Default
value

Value range

Combined
work

Select the
value from
the drop-
down list

Specifies the
combined
operation mode
with a thermal
camera or an
external system

List

No

No—combined
operation mode is
not used

Combine with
thermal camera
temperature—
receiving the
temperature and
coordinates of a
captured face frame
from the thermal
camera. A
photograph of a
captured face will be
obtained from the
capturing camera

Get photo from
thermal camera—
receiving the
temperature and
photos of a
captured face from
the thermal camera

Get photo and
metadata from
external system—
receiving the
temperature and
photos of a
captured face from
a thermal camera
or Axxon One

Thermal
camera
reply
timeout

Enter the

value into the

field

Specifies the
timeout for
receiving data
from the thermal
camera

Note. This setting
is available only if
the Combine with
thermal camera
temperature mod
e is selected

Time in
seconds

10

>=0
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7.1.2 Face recognition server settings panel

The following figure shows the settings panel of the Face recognition server.

The General settings tab:

Face recognition server 1 Face recognition server

Il Disable K.eep archive of recognized far 1 [days]:

Computer

[ | he best frame for recognition 2

Sirnilarity level: ES [ Create FIR in detection unit

Search for similar faces: H.{I. [ select the best frame in detection unit §
Minimum guality for face recognition (0-100): ms Skip repeated recognitions, s: g
Minimum guality for adding face to DB SRR

{0-100): m 6 Mus=cru10

Recognize if any of the conditions met Face size, pixels
¥ i 2 Min. width:
Person left the camera field of view 4 4 - R
Min. height:
Collected no less than kL frames with person 1 2
Max. width:

Person in field of view for no less than seconds ] 3 Mk hisdits

General gethings Advanced zettingz

Undo

Description of settings is given in the following table.

Ne | Parameter Method for Parameter Symbols Default | Value range
entering the description used value
parameter
value

The Face recognition server group

1 Keep archive Enter the Sets the storage days 30 From 1 to 9999
of recognized | value into the | period for the
faces (days) field Recognized Faces
Archive
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Ne | Parameter Method for Parameter Symbols Default | Value range
entering the description used value
parameter
value
2 Select the Set the Enables/disables Boolean Yes Set — the Face
best frame for | checkbox function of type recognition
recognition selection the best server selects the
frame for best image for
recognition on the one face from the
Face recognition received images
server and performs
recognition using
it
Clear — the Face
recognition
server doesn't
select the best
frame for one
face from the
received images
The Settings group
3 Similarity Enter the Sets the similarity | % 50 From 0 to 100
level value into the | level of a captured
field faceand a
reference image
above which the
face is considered
recognized
4 Search for Enter the Sets the maximum | units 5 From 1to 20
similar faces value into the | number of
field matching

reference images
the identifiers and
similarity level for
which will be
stored in the
database for one
frame with a
captured face
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recognition on the
Face detection site

Ne | Parameter Method for Parameter Symbols Default Value range
entering the description used value
parameter
value
5 Minimum Enter the Sets minimum % 60 From 0 to 100
quality for value into the | quality for face
face field recognition in
recognition percent
(0-100)
6 Minimum Enter the Sets minimum % 80 From 0 to 100
quality for value into the | quality for face to
adding face to | field be added to the
DB (0-100) database in
percent
7 Create FIR in Set the Enables/disables Boolean Yes Set — a vector is
detection unit | checkbox function of type created in the
generation Face detection
biometric face and itis sentto
parameters in the the Face
Face detection at recognition server
whichthe Clear — a vector
corresponding is created on the
Face recognition Face recognition
server is selected server
as external
capture
8 Select the Set the Enables/disables Boolean Yes Set — the Face
best framein | checkbox function of type detection selects
detection unit selection the best the best frame for
frame for one captured face

among the
received images
and sends it to
the Face
recognition server

Clear — the Face
detection sends
all frames for one
captured face to
the Face
recognition server
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Ne | Parameter Method for Parameter Symbols Default | Value range
entering the description used value
parameter
value
9 Skip repeated | Enter the Sets time period in | seconds 2 >2
recognitions, value into the | seconds during
(3 field which repeated
recognition will be
ignored by the
system
10 | Use GPU Set the Activates the Boolean No Set — the
checkbox recognition on a type recognition will
discrete graphics be performed on
card when the VA a discrete GPU
face recognition Clear — the
module is used recognition will
be performed on
aCPU
The Recognize if any of the conditions met group
11 | Person left - Displays the condit | - - -
the camera ion under which
field of view the face
recognition starts
12 | Collected no Enter the Sets the number of | Sequence | 25 >=1
less than ... value into the | frames with a of
frames with field person, upon numbers
person reaching which the
face
recognition starts
13 | Personin Enter the Sets the time in seconds 5 >=1
field of view value into the | the camera field of
no less than ... | field view, upon
seconds reaching which the

face
recognition starts

The Face size, pixels group
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Ne | Parameter Method for Parameter Symbols Default | Value range
entering the description used value
parameter
value

14 | Min. width Enter the Sets minimum Natural 80 >=0
value into the | width of a number
field captured face for

face recognition in
pixels

15 | Min. height Enter the Sets minimum Natural 80 >=0
value into the | height of a number
field captured face for

face recognition in
pixels

16 | Max. width Enter the Sets maximum Natural 600 >=0
value into the | width of a number
field captured face for

face recognition in
pixels

17 | Max. height Enter the Sets maximum Natural 600 >=0
value into the | height of a number
field captured face for

face recognition in
pixels

The Analytics tab:
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Face recognition server 1 Face recognition server

I Disable eep archive of recognized | fiar [id:

Computer

Events Detectors
_ et R acemA Liveness detection sensitivity
[l Mask detection event generation

B Mask absence event generation

B Mask presence filter

5 [l Indicate similar faces

Alarm temperature

B hreshold: e

.IE'J:I P |",' un do

Description of settings is given in the following table.

Ne | Parameter | Metho Parameter description Sy De | Valuerange
d for mb fa
enterin ols ult
g the use | va
param d lu
eter e
value
1 Access Setthe | Enables/disables Bool | No | Set — the event
event checkb | the Pass event generation when ean generation is enabled
generation | ox the face is recognized type Clear — the event

generation is disabled

2 Mask Setthe | Enables/disables the event Bool | No | Set — the event
detection checkb | generation in case the mask is ean generation is enabled
event 0X detected on the face type Clear — the event
generation generation is disabled
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Ne | Parameter | Metho Parameter description Sy De | Value range
d for mb fa
enterin ols ult
g the use | va
param d lu
eter e
value
3 Mask Setthe | Enables/disables the event Bool | No | Set — the event
absence ev | checkb | generation in case the mask is ean generation is enabled
ent oX absent on the face type Clear — the event
generation generation is disabled
4 Mask Setthe | Enables/disables the event Bool | No | Set — the event
presence checkb | generation in case the mask state | ean generation is enabled
filter oX is changed type Clear — the event

generation is disabled

No group

5 Indicate Setthe | Enables/disables the grouping of Bool | No | Set — the grouping of
similar checkb | similar faces ean similar faces is
faces 0X type enabled

Clear — the grouping of
similar faces is
disabled

The Alarm temperature group

6 Threshold Enter Sets the temperature in degrees °C 37 | <>=0

the Celsius. When this value is
value exceeded, the

into the | TEMPERATURE_ALARM event is
field generated.

The Detectors group

7 Liveness Enter Sets the sensitivity of artificial % 50 | 0-100
detection the faces recognition in percent
sensitivity | value
into the
field

The Advanced settings tab:
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Face recognition zerver 1

Caormputer [l Dizable

1 W Store recognized faces only Mumber of requests in request history:

o I

Additional contact time:
Automatic adding of unrecognized faces to database

[ Add to department: Department 1 e 5

6 [ Create user in Axxon PSIM database

Advanced :

Unda

Description of settings is given in the following table.

Ne | Parameter | Metho Parameter description Symbol | De | Valuerange
d for s used fa
enterin ult
g the va
param lu
eter e
value
1 Store Setthe | Enables/disables saving Boolean | No | Set — saving
recognized | checkb | information only for recognized | type information only for
facesonly | ox faces recognized faces is
enabled
Clear — saving
information only for
recognized faces is
disabled
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Ne | Parameter | Metho Parameter description Symbol | De | Valuerange
d for s used fa
enterin ult
g the va
param lu
eter e
value
2 Bestangle | Setthe | Enables selective saving of Boolean | No | Set — only high
only checkb | faceimages based on quality type quality face images
oX level: each subsequent face are saved

image is compared with the
previous image. If the quality
level is equal to or higher than
the previous one, then the
image is saved. If not, the
image is not saved

Clear — all face
images are saved

3 Additional Enter Sets the time in seconds, within | seconds | 5 >=0
contact the which it is necessary to search
time value for contacts if the Search for
into the | contacts checkbox is set (see
field Starting the face search
process)

The Automatic adding of unrecognized faces to database group

4 Add to Setthe | Enables automatic adding of Boolean | No | Set — automatic
department | checkb | unrecognized faces to type adding of
oxX database unrecognized faces
to database is
enabled

Clear — automatic
adding of
unrecognized faces
to database is

disabled
5 Departmen | Select Sets the Department object to Names - Depends on the
t selection the which new users will be of the number of the

value automatically saved Departm Department objects
from ent created in the system
the list objects

created

in the

system
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Ne | Parameter | Metho Parameter description Symbol | De | Valuerange
d for s used fa
enterin ult
g the va
param lu
eter e
value
6 Create user | Set the Enables automatic creation of a | Boolean | No | Set — automatic
in Axxon checkb | new Axxon PSIM user whenan | type creation of a
PSIM oX unrecognized face is added to new Axxon PSIM user
database faces database is enabled
Clear — automatic
creation of a
new Axxon PSIM user
is disabled
7 Store no Setthe | Enables the limitation of time Boolean | No | Set — the limitation
more than checkb | the automatically created user type of time the
oX is stored in the face database automatically created
user is stored in the
face database is
enabled
Clear — the limitation
of time the
automatically created
user is stored in the
face database is
disabled
8 Store no Enter Sets the maximum time the Sequenc | 0 0-2147483648
more than the automatically created user is e of
value stored in the face database numbers
into the
field
9 Time unit Select Sets the time unit for storing List of Ho | Hours
selection the the automatically created user available | urs Days
value in the face database time
from units
the list
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Ne | Parameter | Metho Parameter description Symbol De | Valuerange
d for s used fa
enterin ult
g the va
param lu
eter e
value
10 | Starttime Select Sets the start time for storing List of Sin | Since time of
of user the the automatically created user available | ce | creation
storage value in the face database paramet | tim | gince time of last
selection from ers e recognition
the list of
cre
ati
on

7.1.3 Settings panel for the Face recognition and search window

The Face recognition and search object settings panel includes the following interface elements.
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W 2o moving ﬁ

Available face recognizers:

Unda

The description of the Face recognition and search interface object settings is given in the table.

Ne | Parameter | Metho Parameter description Rep | De | Value range
d for res fa
setting ent | ult
the atio | va
param n lu
eter e
value
The Position group
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Ne | Parameter | Metho Parameter description Rep | De | Value range
d for res fa
setting ent ult
the atio | va
param n lu
eter e
value
1 X Enter Sets a coordinate in the horizontal | % of | - From 0 to M*100,
the X-axis for the upper left corner of the where M—number of
value the Face recognition and search com installed video
into the | window on the screen pute surveillance monitors
field r
scre
en
widt
h
2 Y Enter Sets a coordinate in the vertical Y- | % of | - From 0 to M*100,
the axis for the upper left corner of the where M—number of
value the Face recognition and search com installed video
into the | window on the screen pute surveillance monitors
field r
scre
en
heig
ht
3 w Enter Sets the width of the Face % of | - From 0 to M*100,
the recognition and search window the where M—the number
value com of installed video
into the pute surveillance monitors
field r
scre
en
widt
h
4 H Enter Sets the height of the Face % of | - From 0 to M*100,
the recognition and search window the where M—number of
value com installed video
into the pute surveillance monitors
field r
scre
en
heig
ht
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Ne | Parameter | Metho Parameter description Rep | De | Value range
d for res fa
setting ent ult
the atio | va
param n lu
eter e
value
5 X Click Displays the text window for - - -
the visual setting of the coordinates
button and sizes of the Face recognition
and search window
6 Allow Setthe | Enables moving the Face Bool | Cle | Set—movingis
moving checkb | recognition and search window ean | ar | enabled
oX type Clear—moving is
disabled
7 Monitor Select Sets the physical monitor for Seq | 1 From 1to 16
the displaying the Face recognition uen
value and search window ce
from of
the list num
bers

The Recognizers tab.
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Drigplay . Disahle B ¥

W 2llow moving

Available face recognizers: elected face recognizers:

3

leco Advanced zettings

Unda
Ne Parameter Method for Parameter Represent | Default Value
setting the description ation value range
parameter
value
1 Available face Automatic Displays the list of - - -
recognizers the available Face
recognition server
objects
2 The >, <, >>, << Click the button | Select the Face - - -
buttons recognition server
objects for
operation with the
Face recognition
and search object
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Ne Parameter Method for Parameter Represent | Default Value
setting the description ation value range
parameter
value

3 Selected face Automatic Displays list of - - -

recognizers Face recognition

server objects

selected for

operation with the

Face recognition

and search object

4 Minimum Enter the value | Sets the value of % 80 From 0 to

similarity for into the field minimum similarity 100
identification of the captured

face image and the

reference face

image

The Color highlighting tab.
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Pozition

W W H: W b anitor:

[ 2llow maoving

Face recognition and search

Dizplay W Disable

Divide into departments with color marking:

Red zone:

Department

Department 1
Department 2

Yellow zone;

Alarm window title bar color:
[ Redefine tite §

Color highlighting bl ap settings

Fecogrizers

Unda
Ne Parameter Method for Parameter Representatio | Default | Value range
setting the description n value
parameter
value
Divide into Select a Sets the highlight Names of the - -
departments | Department color of the Department
with color object and recognized faces objects
marking set a color that belong to the registered in
from the selected the system and
Windows departments color from the
palette Windows
palette
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Ne Parameter Method for Parameter Representatio | Default | Value range
setting the description n value
parameter
value
2 Red zone Enter the Sets the lower value | % 80 From 0 to
value into the | of the red zone. If 100
field the face recognition
match percentage is
equal to or higher
than the specified
value, then the
information under
the recognized face
will be highlighted in
red
3 Yellow zone | Enter the Sets the lower value | % 50 From 0 to
value into the | of the yellow zone. If 100
field the face recognition
match percentage is
equal to or higher
than the specified
value, but does not
exceed the lower
limit of the red zone,
then the information
under the
recognized face will
be highlighted in
yellow
4 Alarm Select a Sets the color of the | The colors Red -
window title | color from alarm window from the
bar color the Windows Windows
palette palette
5 Redefine Set the Enables specifying Boolean type Clear Set—
title checkbox an arbitrary title specifying an
name arbitrary title
name is
enabled
Clear—
specifying an
arbitrary title
name is
disabled
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specifying an
arbitrary title

value into the
field

arbitrary title of the
alarm window

Ne Parameter Method for Parameter Representatio | Default | Value range
setting the description n value
parameter
value

6 Text field for | Enter the Sets the specified String - -

The Permissions tab.

Face recognition and search

Digplay W Dizable

1 ﬂ Allow tace database

editinn
Create users in Axxon PSIM IR ey Bt 3

Monitors to contral

n PSIM:

.-'-'q:l P |",' un do

[ Allow maving

W W H: “ b onitor:

2 [ Allow creating departments
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database, and a
non-existent
department is
specified

Ne Parameter Method for Parameter Representat | Default Value range
setting the description ion value
parameter
value
1 Allow face Set the Enables the Boolean Set Set—face
database checkbox possibility to edit type database editing
editing the reference face is enabled.
database Clear—face
database editing
is disabled
2 Allow Set the Enables/disables Boolean Set Set—the
creating checkbox the automatic type automatic
department department department
S creation in Axxon creation is
PSIM with the enabled.
specified name for Clear—the
cases when a automatic
reference face is department
added to the creation is
reference face disabled
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Ne Parameter Method for Parameter Representat | Default Value range
setting the description ion value
parameter
value
3 Create Select the Sets the options Options for Allow Allow selection
users in value from for creating users creating selection | —when the face
Axxon the list in Axxon PSIM users is added to the
PSIM when the face is in Axxon reference face
added to the PSIM database,
reference face the Create a
database user in the
Axxon PSIM

database checkb
ox is available
for the operator
(see Adding
images to the
reference face
database).

Create—the
Create a user in
the Axxon PSIM
database checkb
ox is absent in
the operator's
interface,

and Axxon

PSIM users are
created
automatically
when the face is
added to the
reference face
database.

Do not create—
the Create a
user in the
Axxon PSIM
database checkb
ox is absent in
the operator's
interface,

and Axxon

PSIM users are
not created
when the face is
added to the
reference face
database
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Ne Parameter Method for Parameter Representat | Default Value range
setting the description ion value
parameter
value
4 Monitors to | Select the Sets the Monitor Names of - Depends on the
control value from interface object for | the Monitor number of the
the list video archive objects Monitor objects
control registered in in the system
the system
5 Url Enter the Sets the - - -
value into the | permanent part of
field the link for the
called web-page by
the result of the
face search
6 Columns Set the Disables the Boolean Set Set—the
auto width checkbox automatic type automatic
columns resizing columns resizing
in the Face is enabled.
recognition and Clear—the
search yvmdow in automatic
proportion to the columns resizing
|qterface window is disabled
size
7 Additional Click the Displays the Advan | - - -
settings button ced
settings window
for selecting the
advanced face
characteristics
that should be
recognized
The Map settings tab.
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[l Disable

Dizplay

Control map:
[ show name in track
W show department

[ show similarity

Title position:

Puoszition

Face PSIM 2.0 (english) — Administrator's Guide

W W H: W b cnitor:

[ Al moving

[ show end time

Font:Microsoft Sans Serif 4

Color highlighting

Recognizers

Permiszions

[Ed Display repeated events from same camera

At arrow beginning = 3

Advanced settings

Undo
Ne Parameter Method for Parameter Representa | Default | Value range
setting the description tion value
parameter
value
1 Control map | Select the Sets the Map Names of - Depends on the
value from interface objectto | the number of the
the list display on it the Map objects Map objects in
cameras that registered in the system
captured a face, as | the system
well as a
movement track of
a person and
additional
information about
the track
2 Additional information to display in the title near the arrows on the map when tracking the
movement of a person if their face was recognized
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Ne Parameter Method for Parameter Representa | Default | Value range
setting the description tion value
parameter
value
Show name Set the Adds/deletes the Boolean Clear Set—the name of
in track checkbox name of a person type a person is
displayed in the
title
Clear—the name
of a person isn't
displayed in the
title
Show Set the Adds/deletes the Boolean Clear Set—the
department checkbox department to type department to
which the person which the person
belongs belongs is
displayed in the
title
Clear—the
department to
which the person
belongs isn't
displayed in the
title
Show Set the Adds/deletes the Boolean Clear Set—the
similarity checkbox percentage of type percentage of
similarity between similarity

the recognized
face and the
reference face

between the
recognized face
and the reference
face is displayed
in the title

Clear—the
percentage of
similarity
between the
recognized face
and the reference
faceisn't
displayed in the
title
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Ne Parameter Method for Parameter Representa | Default | Value range
setting the description tion value
parameter
value
Show start Set the Adds/deletes the Boolean Clear Set—the time of
time checkbox time of a person's type person's
appearance in the appearance in the
FOV of a camera FOV of a camera
is displayed in the
title
Clear—the start
time of a person’s
movement in the
FOV of a camera
isn't displayed in
the title
Show end Set the Adds/deletes the Boolean Clear Set—the time of
time checkbox time of a person's type person's
disappearance in disappearance in
the FOV of a the FOV of a
camera camera is

displayed in the
title

Clear—the time of
person's
disappearance in
the FOV of a
camera isn't
displayed in the
title
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Ne Parameter Method for Parameter Representa | Default | Value range
setting the description tion value
parameter
value
Display Set the Disables filtering Boolean Clear Set—filtering for
repeated checkbox for events where type events where the
events from the same person same person
same appears several appears several
camera times in arow in times in arow in
the FOV of the the FOV of the
same camera same camera is
disabled
Clear—filtering for
events where the
same person
appears several
times in arow in
the FOV of the
same camera is
enabled
3 Title Select the Determines the Options for | - At arrow
position value from position of the title | title position beginning—the
the list near the arrow title is displayed
at arrow
beginning
At arrow end—the
title is displayed
at arrow end
At arrow middle—
the title is
displayed at
arrow middle
4 Font Click the Displays the Font - - -
button window in which
the font
parameters of the
title are configured
The Advanced settings tab.
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W Dizable

Diigplay

File names separators;

N 1

(W simple mode 2

Recognizers | Color highlighting | Pe

Undo

Pozition

W H: m kM anitor:

B Al moving
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Advanced settings

Ne Parameter | Method for Parameter Representation Default value | Value
setting the description range
parameter
value

1 File names | Enter the Sets the Cyrillic letters, . -

separators | value intothe | characters that Latin letters, (underscore
field will be used as a numbers, period and a'
separator when symbols, white space)

adding faces to additional

the database

characters, white
space

Appendixes— 168




Face PSIM 2.0 (english) — Administrator's Guide

Ne Parameter | Method for Parameter Representation Default value | Value
setting the description range
parameter
value

2 Simple Set the Enables/disables | Boolean type Clear Set—the

mode checkbox the simple mode simple

of captured and mode is

recognized faces enabled

monitoring Clear—
the
simple
mode is
disable
d

7.2 Appendix 2. Debug window

The Debug window allows you to monitor the events and reactions coming from the Face recognition
server object registered in the system. Events and reactions with object properties are displayed in the Face
Recognition Server debug window, where they can be copied to the Windows clipboard for later use in
programs.

7.2.1 Debug window launch

Important!

The debug window can be launched only if the Debug mode is enabled (see Enabling the Debug
window).

The debug window is launched from the notification area on the Windows taskbar. To launch the debug

window, double left-click the & icon.

& O 71 ) ENG

The Face Recognition Server debug window will be displayed.
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F Face Recognition Server - 1 = [m] x
File Edit Clearall Taols
[2022-10-21

10-21

10-21
10-21

10-21 31.178] CORI | a |
10-21 17:27:31.178] CORE: FIRSERVER] 1|SEND_FIRSERVER_CAPTURE_CHANNEL [face
10-21 1 31.178] CORE: FIRSERVER]| 1|SEND_FIRSERVER_CHANNEL Hace_capture<1
10-21 31.178] CORE: FIRSERVER]| 1]SEND_FIRSERVER_CHANNEL_AGE_GENDER]
10-21 17:27:31.178] CORE: FIRSERVER]| 1|SETUP_RECOGNIZE_SOURCESffirserver_chan
10-21 1 31.912] CORE: FIRSERVER] 1|SETUP_FIRSERVER_COMPLETE|_TRANSPOR
10-21 32 131] CORE- TEVIAN_LICENSE_1000] 1|SETUP|parent_id<1>._TRANSPORT

10-21 32.443] CLIENTS: SLAVE|SERVER 9c34bafd-8e22-447¢c-9413-07claee25827] [2022-10-21 17:27:31.896] [FIRSERVER][1] Engine ve: : “Tevian 2.15.0 - 0", required versiol
10-21 17:27:32.490] CLIENTS: SLAVE|SERVER f1ffa69f-28ff4d37-abbd-82aa3e46fb9a|CO [2022-10-21 17-:27:31.912] [FIRSERVERI[1] All firs already have version "Tevian 2.15.0 - 0". No
10-21 32 490] CLIENTS: SLAVE|SERVER_1ef626f1-28ba-4217-aeff-fddef0ed463e1|CO

10-21 32.693] CLIENTS: FIRSERVER]1|START_PROTOCOL |module<face_client.run:

10-21 17:27:32.803] CLIENTS: FIRSERVER] 1|START_DEPARTMENT_SUBSCRIBE|moduleq

7.2.2 Debug window interface

The Face Recognition Server debug window contains the interface components described in the table
below.

F Face Recagnition Server - 1 - u] X
gle Edit Cledrall Tools

[2022-10-21 17:27:30.740] CORE: FIRSERVER]| 1|SETUP]server<>.mark_similar<0>.gen_firs_in_t
10-21 17:27:31.178] CORE: FIRSERVER]| 1|SEND_CAM_FACECAPTURE|camera_name<Ca
10-21 31.178] CORE: FIRSERVER]|1]SEND_CAM_FACECAPTURE|camera_name<Ca
10-21 31.178] CORI
10-21 17:27-31.178] CORE: FIRSERVER]| 1|SEND_DEPARTMENT|owner_id<>.schedule_i
10-21 _178] CORE:- FIRSERVER|1|SEND_FIRSERVER_CAPTURE_CHANNEL [face
10-21 .178] CORE: FIRSERVER] 1]SEND_FIRSERVER_CHANNEL |face_capture<1.
10-21 17:27-31.178] CORE: FIRSERVER]| 1|SEND_FIRSERVER_CHANNEL _AGE_GENDER|
10-21 17:27:31.178] CORE: FIRSERVER| 1|SETUP_RECOGNIZE_SOURCES|firserver_chan
10-21 .912] CORE: FIRSERVER 1]SETUP_FIRSERVER_COMPLETE|_TRANSPOR
10-21 17:27-:32 131] CORE: TEVIAN_LICENSE_1000]1|SETUP|parent_id<1>_TRANSPORT,

5

[2022-10-21 17-27-32 443] CLIENTS: SLAVE|SERVER 9c34bafd-8e22-447c-9413-07c0aee25827] [2022-10-21 17-27-31.896] [FIRSERVERI[1] Engine version: "Tevian 2.15.0 - 0. required versio
[2022-10-21 L - SLAVE|SERVER f1ffa69f-28ff-4d37-abbd-82aa3e46fb%a|COl [2022-10-21 17:27:31.912] [FIRSERVER][1] All firs already have version "Tevian 2.15.0 - 0". No
[2022-10-21 . - SLAVE|SERVER. 1ef626f1-28ba-4217-aeff-fddefle463e1|CO

[2022-10-21 17-27-32.693] CLIENTS: FIRSERVER| 1|START_PROTOCOL |module<face_client run’

[2022-10-21 1 32.803] CLIENTS: FIRSERVER] 1|START_DEPARTMENT_SUBSCRIBE|moduleq

Number Name Description

1 The File menu Access to the Exit option
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Number Name Description

2 The Edit menu Access to the operations with text

3 The Clear all button Clearing all areas

4 The Tools menu Access to the Recreate firs button for

regenerating the face vectors (see Switching
between the face recognition modules or SDK
versions).

Access to the Script database button for
generating a CSV file, which is necessary to
restore the history of passes if the Fir database
is lost (see Restoring the history of passes if
the Fir database is lost).

5 The core events field Core events are displayed in this field

6 The video stream and resolution Video streams and video resolutions are
field displayed in this field

7 The client requests field Client requests are displayed in this field

8 The terminal window When you click the Recreate firs button from

the Tools menu, the faces regeneration process
is displayed in this field

7.2.3 Logfile of the Face Recognition Server debug window

The firserver.log log file of the Face Recognition Server debug window is located at the following path: <Face
PSIM installation directory>\Modules64\. This log file stores all events from the Face recognition server
object.

An example of the firserver.log file contents:
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[ firserver log E3

[CPU=0001] [PID=00005560] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0001] [PID=00009960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0000] [PID=00008260] £ [NORMAL] : : [21-10-22
[CPU=0000] [PID=00009960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0000] [PID=00009960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0002] [PID=00008960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0002] [PID=00009960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0002] [PID=00009960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0000] [PID=00008960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0000] [PID=00009960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0000] [PID=00009960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0001] [PID=00008960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0001] [PID=00009960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0001] [PID=00009960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0001] [PID=00008260] £ [NORMAL] : i [21-10-22
[CPU=0001] [PID=00009960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0001] [PID=00009960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0002] [PTD=00009960] : [NORMAL] : [TTD=00004488] : [NORMAL] [21-10-22
[CPU=0002] [PID=00009960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0002] [PID=00009960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0002] [PTD=00009960] : [NORMAL] : [TTD=00004488] : [NORMAL] [21-10-22
[CPU=0002] [PID=00009960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0002] [PID=00009960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0002] [PID=00009960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22
[CPU=0002] [PID=00008960] : [NORMAL] : [TID=00004488] : [NORMAL] [21-10-22

.897] FaceDetector
.897] FaceDetector
.897] FaceDetector
.897] FaceDetector
.897] FaceDetector
.912] FaceDetector
.912] FaceDetector
.912] FaceDetector
.959] FaceDetector
.958] FaceDetector
.959] FaceDetector
.990] FaceDetector
.990] FaceDetector
.990] FaceDetector
.037] FaceDetector
.037] FaceDetector
.037] FaceDetector
.084] FaceDetector
.084] FaceDetector
.084] FaceDetector
.334] FaceDetector
.334] FaceDetector
.334] FaceDetector
.334] FaceDetector
.334] FaceDetector

1, track: 1, quality: ok (current = 0.60, threshold = 0.60), total: 62, filtered(ok): 3.
1, track: 3, quality: low (curremt = 0.07, threshold = 0.60), total: 63, filtered(ok)
1, track: 0, guality: low (curremt = 0.26, threshold = 0.60), total: €4, filtered(ok)
1, track: 1, quality: ok (current = 0.60, threshold = 0.60), total: 65, filtered(ok):
1, track: 3, quality: low (curremt = 0.07, threshold = 0.60), total: 66, filtered(ok)
1, track: 0, guality: low (curremt = 0.26, threshold = 0.60), total: €7, filtered(ok): ¢.
1, track: 1, quality: ok (current = 0.60, threshold = 0.60), total: 68, filtered(ok): 5.
1, track: 3, quality: low (curremt = 0.07, threshold = 0.60), total: 69, filtered(ok): 5.
1, track: 0, guality: low (curremt = 0.26, threshold = 0.60), total: 70, filtered(ok): 5.
1, track: 1, quality: ok (current = 0.60, threshold = 0.60), total: 71, filtered(ok): 6.
1, track: 3, quality: low (curremt = 0.07, threshold = 0.60), total: 72, filtered(ok): 6.
1, track: 0, guality: low (curremt = 0.26, threshold = 0.60), total: 73, filtered(ok): €.
1, track: 1, quality: ok (current = 0.60, threshold = 0.60), total: 74, filtered(ok): 7.
1, track: 3, quality: low (curremt = 0.07, threshold = 0.60), total: 75, filtered(ok): 7.
1, track: 0, guality: low (curremt = 0.26, threshold = 0.60), total: 76, filtered(ok): 7
1, track: 1, quality: ok (current = 0.60, threshold = 0.60), total: 77, filtered(ok):
1, track: 3, quality: low (current = 0.07, threshold .60), total: 78, filtered(ok)
1, track: 0, guality: low (current = 0.26, threshold = 0.60), total: 79, filtered(ok)
1, track: 1, quality: ok (current = 0.60, threshold = 0.60), total: 80, filtered(ok):
1, track: 3, quality: low (curremt = 0.07, threshold = 0.60), total: 81, filtered(ok)
1, track: 0, quality: low (current = 0.26, threshold = 0.60), total: 82, filtered(ok): 9.
1, track: 1, quality: ok (current = 0.67, threshold = 0.60), total: 83, filtered(ok): 10.
1, track: 3, quality: low (curremt = 0.07, threshold = 0.60), total: 84, filtered(ok): 10
1, track: 0, quality: low (current = 0.26, threshold = 0.60), total: 85, Tiltered(ok): 10
1, track: 1, quality: ok (current = 0.67, threshold = 0.60), total: 86, filtered(ok): 11.

R e e R e N N N S e T N N N e

To enable logging of each face capture event, it is necessary to change the value of the
FaceTracker.LogTrackerQuality key to 1 (for details, see the Registry keys reference guide, for more
information about working with the registry, see Working with Windows OS registry). As a result, the events
of each face capture will be recorded in the log file firserver.log.

An example of a face capture event:

FaceDetector 1.1, track: 27, quality: ok(current = 0.73, threshold = 0.23), total:
645, filtered(ok): 455.

The event parameters are described in the table below:

Parameter Description

track Current track number

quality Captured face quality: ok for good quality, low for bad quality
(current < threshold)

current Captured face quality determined by the math calculation

threshold Minimum face quality set in the Face recognition server object
settings panel

total Number of all captured faces

filtered(ok) Number of all good quality faces that passed the filter (current
>= threshold)

Appendixes— 172


https://docs.axxonsoft.com/confluence/spaces/Psim2en/pages/314513094/Registry+keys+reference+guide
https://docs.axxonsoft.com/confluence/spaces/Psim2en/pages/314511425/Working+with+Windows+OS+registry

Face PSIM 2.0 (english) — Administrator's Guide

0 Note

Face PSIM.

The total and filtered(ok) numbers are calculated anew each time after applying the settings in

7.3 Appendix 3. Commands, requests and events of Face PSIM

objects

7.3.1 FIRSERVER

The FIRSERVER object corresponds to the Face recognition server system object.

7.3.1.1 FIRSERVER commands

Commands can be used in Axxon PSIM scripts (see Examples of frequently used scripts and Guide for
creating scripts (programming)) or sent directly to the core using the IIDK (see Axxon PSIM Integration

Developer Kit (1IDK)).

The description of the FIRSERVER object commands:

Command

Description

GET_IMAGE

Get the image by its ID

SET_SOURCES

Rearrange the Recognition channel objects in the Axxon PSIM objects tree. The
existing Recognition channel objects will be deleted, the new ones will be created
and configured for the face detection objects whose IDs are specified in the
sources<> parameter.

Note. If the sources<> parameter contains non-existing IDs of face detection objects,
the Recognition channel objects will be created with the default settings (as
configured in Axxon PSIM)

VERIFY_START

User verification. It compares the face captured in the frame with the user photo,
which is stored on the disk at the path: <Axxon PSIM installation
directory>\Bmp\<Person>

ADD_PERSON_FRO
M_FILE

Add of a reference face from a file to the reference face database

PHOTO_ADDED

Update a photo for an existing face in the reference face database
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Command Description

START_CAM_FACE | Start face detection
CAPTURE

STOP_CAM_FACE | Stop face detection
CAPTURE

CHECK_QUALITY_ | Check the quality of the saved user photo. Compares the quality of the user photo
START to the specified minimum quality of the face on the Face Recognition Server.
Determines the quality of the photo or its absence

QUERY_RECOGNIZ | Recognition upon request
E_START

The list of the command parameters:

Parameter Parameter description

requestid<> The request ID (is required to uniquely associate the request with the response on the
client side)

id<> The image ID

sources<> The list of existing Face detection objects IDs

biggestFace<1> | If there are several faces in the added photo, then the reference face with the biggest
size in the frame will be added to the database

person_id<> The face identifier in the reference face database

image<> The image in the "base64" format

delay<> The command execution delay in seconds

cam_id<> The camera ID

p_id<> The name of the photo file in the <Axxon PSIM installation directory>\Bmp\<Person>

folder without permission
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Parameter Parameter description

wait<> Timeout in seconds

filename<> The full name of the photo file. Files with the JPG, BMP, GIF, PNG extensions are
allowed

name<> First name of the added user

surname<> Last name of the added user

department<> The department to which the user will be added

comment<> Commentary

cam_facecaptu
re<id>

Face detection<id>

p_id<>

The ID of the user whose photo quality is checked

Example of a command for getting an image by its ID:

DoReact (FIRSERVER|1|GET_IMAGE|id<052B723D-5C29-
E811-88D3-005056C00008>,requestId<76C5B293-FD2F-4F25-B1D7-7B62442D2E89>) ;

In response to this request, a message will be received, where the "image" parameter will contain an image in
the "base64" format (for the details on the event generated by the request, see FIRSERVER events).

Example of a command for rearranging the Recognition channel objects in the Axxon PSIM objects tree:

DoReact (FIRSERVER|1|SET_SOURCES|sources<2.1,3.1>);

Example of a command for updating a user's photo by his identifier:

DoReactStr ("FIRSERVER",1,"PHOTO_ADDED","person_id<1l>,biggestFace<l>,image<base64>,del

ay<1>");

Example of a command for user verification:

DoReactStr ("FIRSERVER","1","VERIFY_START","cam_id<1>,p_id<15>,wait<10>");
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Example of a command for adding a face from a file to the reference face database:

DoReactStr ("FIRSERVER","1","ADD_PERSON_FROM_FILE","filename<c:\
\iso_small.jpg>,name<Jane>,surname<Kramer>,department<Department 1>,comment<>");

Example of a command for stopping face detection:

FIRSERVER|1|STOP_CAM_FACECAPTURE |cam_facecapture<3.1>

Example of a command for starting face detection:

FIRSERVER|1|START_CAM_FACECAPTURE |cam_facecapture<3.1>

Example of a command for checking the quality of a saved user photo:

DoReactStr ("FIRSERVER","1" ,"CHECK_QUALITY_START","p_id<1>");

Example of a command for face recognition upon request for a specific camera:

DoReactStr ("FIRSERVER","1","QUERY_RECOGNIZE_START","from_script<l>,
cam_facecapture<3.1>");

7.3.1.2 FIRSERVER requests

The requests are used to send commands and receive the data from the FIRSERVER object using the HTTP
requests (for details, see Face PSIM. REST API).

7.3.1.3 FIRSERVER events

Events received from the FIRSERVER object can be used in Axxon PSIM scripts to run the procedures when
the corresponding event occurs (see Guide for creating scripts (programming)).

The description of the events from the FIRSERVER object:

Event Description

PERSON_NOT_FOUND The face was captured but not recognized (cannot be found in the Face
PSIM database)

FIND_PERSON The face is recognized
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Event

Description

ADD_PERSON_FROM_FI
LE_OK

The reference face file is added to the Face PSIM database

ADD_PERSON_FROM_FI
LE_ERROR

There is an error when adding the reference face file to the Face
PSIM database

IDENTIFY_ACCEPT

The verification is accepted

IDENTIFY_DECLINE

The verification is declined

RECOGNITION_PASS

The face is recognized if the Access event generation checkbox is set (see
Configuring event generation)

TEMPERATURE_ALARM

Temperature rise (when the temperature threshold specified for the thermal
camera is exceeded, see Configuring operation of the Face recognition server
with thermal camera)

FACE_TEMPERATURE_
SYNC_PROBLEM

The Server time and thermal camera time differ by more than 10 minutes

MASK_DETECTED

The mask is found on the face (see Configuring event generation)

MASK_NOT_DETECTED

There is no mask on the face (see Configuring event generation)

MASK_NOT_IN_PLACE

The mask is placed incorrectly

DATABASE_ERROR

Database error (lost connection with the Fir database)

REGENERATE_START

Biometric vectors re-generation in progress

REGENERATE_STOP

Biometric vectors re-generation complete

REGENERATE_CANCEL

Biometric vectors re-generation cancelled

The parameters of the events of the FIRSERVER object:
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Parameters Description

requestid<> The ID of the request

fraction<> The millisecond when the face was captured

owner<> The server name. It is used for the PERSON_NOT_FOUND event

protocol_id<> | The captured face ID (the link to the image)

date<> The date of the recognition completion

face_id<> The unique ID of the face in Axxon PSIM

imageBase64 | Image of the face captured by the camera in Base64 format for comparison with a saved
N<> photo of a user in the reference face database, where N is the image number
(imageBase64.1<>, imageBase64.2<>, and so on). It is used for the IDENTIFY_ACCEPT
and IDENTIFY_DECLINE events

imageBase64 | Number of images of the faces captured by the camera in Base64 format for
Count<> comparison with a saved photo of a user in the reference face database. It is used for
the IDENTIFY_ACCEPT and IDENTIFY_DECLINE events

guid_pk<> The event ID (generated randomly for every event)

confidence<> | The quality percentage of the added face image, it has the double type and the 0.0-1.0
range of values

capture_fracti | The millisecond when the face was added to the Face PSIM database
on<>

capture_date | The date of the image capture
<>

sim<> The similarity percentage

surname<> The last name of a person who looks similar to the recognized face

comment<> The comment on adding a user (a face)
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Parameters

Description

capture_time
<>

The time of the image capture

cam_name<>

The name of the camera that captured the face

patronymic<>

The middle name of the person

filename<> The full name of the image file

department<> | The department a user (a face) is added to

name<> The name of the added user (face)

obj_id<> The face ID. The value is empty if there is no face match

error<> Description of error cause

gender<> The gender of the recognized or unrecognized face (unknown, male, female)
age<> The age of the recognized or unrecognized face

paramQ<> The following can be specified:

+ similarity percentage during the verification;

+ temperature in the TEMPERATURE_ALARM event;

+ Timeout if the IDENTIFY_DECLINE event occurred due to the expiration of the
temperature timeout from the thermal camera

total_passes<
>

The general number of passes of the currently recognized face

firstld<>

The unique identifier of the captured face

camera_id<>

The identifier of the camera that captured a face

camera_nam
e<>

The name of the camera that captured a face
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Parameters

Description

person_id<>

The user ID in the Axxon PSIM objects tree, if the recognized face was created with the
Create user in Axxon PSIM database checkbox set. It is used for the FIND_PERSON
event

person_guid<
>

The recognized face ID that is assigned to the user when a face is added to the reference
face database. It is used for the FIND_PERSON event

eye_closenes
S<>

The result of the closed eyes recognition by the detection tool when using the
Recognition module VA:

- unknown—not recognized (if a recognition module other than Recognition module
VA is used);

+ eye_closed—eyes are closed;

+ eye_not_closed—eyes are not closed

temperature< | Face temperature in degrees Celsius from the thermal camera

>

temperature_ | Temperature threshold from the thermal camera. When this value is exceeded, the

alarm<> TEMPERATURE_ALARM event is generated

info<> Contains the following information separated by a semicolon (;): the names and
identifiers of the cameras that has ever captured the faces, and the number of passes

emotion<> Emotion

glasses<> Glasses

headwear<> Headwear

evasion<> Concealment of the face

facialHair<> Facial hair

frame_type<>

Used for internal development

hairColor<>

Hair color

hairType<>

Type of bald head
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Parameters Description

liveness<> Fake face

timeout<> The waiting time in seconds for the temperature from the thermal camera if the
IDENTIFY_DECLINE event occurred due to a timeout

nolmage<> The user doesn't have a saved photo in the Access Manager:
1—there is no photo;
0—there is a photo

quality<> The quality of the saved user photo in the Access Manager as a percentage. If quality<0>,

the user doesn't have a photo in the Access Manager

7.3.1.4 Examples of frequently used scripts

On the page:

General information
about scripts

Script for faces
verification

Script for adding a
reference face to the
database from a file
Script for checking
the quality of a saved
user photo

Script for recognition
upon request for a
specific camera

7.3.1.4.1 General information about scripts

You can use custom scripts for partial automation of processes when configuring Face PSIM. In the Guide
for creating scripts (programming) document there is a description of programming objects and methods

which are used for scripts creation in Axxon PSIM.
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7.3.1.4.2 Script for faces verification

The verification mode compares the face captured in the frame with the user photo stored on the disk at
<Axxon PSIM installation folder>\Bmp\<Person>. It also determines the face parameters: emotions,
temperature, face concealment (mask), gender, facial hair.

To perform face verification, do the following:

1. Create the script:

if(Event.SourceType == "MACRO" && Event.Action == "RUN" && Event.SourceIlD ==
n 1 n )
{
DoReactStr ("FIRSERVER","1","VERIFY_START","cam_id<1>,p_id<15>,wait<10>");
}
Parameters:

+ 1—the identifier of the Face recognition server object;
* VERIFY_START—user verification command;

+ cam_id<1>—camera identifier. If you use the VisionLabs face recognition module, instead of
the camera identifier, specify the identifier of the Face detection object;

+ p_id<15>—the name of the file with a photo in the <Axxon PSIM installation
folder>\Bmp\<Person> folder without resolution (for example, 15 for the 15.bmp file);

+ wait<10>—the waiting time in seconds for the face to appear.

2. Run the first macro. If the user from the photo does not appear in front of the camera in 10 seconds,
the Verification declined event will be displayed. In case the user appears, the Successful
verification event will be displayed immediately showing the similarity percentage of the captured
face with the user photo stored on the disk.

Example of a successful verification with output of the similarity percentage of a captured face to the
user's photo, as well as the user's gender, body temperature, facial hair, evasion, and emotions:

Event : FIRSERVER|1|IDENTIFY_ACCEPT |temperature_alarm <37>, imageBase64.0<>,
emotion<neutral>,fraction<285>,int_obj_id<1l>,temperature<36,6>,evasion<normal>,
owner<PC>,gender<male>,
sim<99.60>,facialHair<gm>,date<11-10-21>,from_script<l>,guid_pk<{1CCF1800-772A-
EC11-94B6-D8BBC1166DF4}>,core_global<l>,p_id<11176>,wait<10>,cam_id<13>,time<12:3
8:42>,param0<Timeout>,

imageBase64Count<1>, liveness<not_liveness>

Example of an event when a photo doesn't match the face being verified:

Event : FIRSERVER|1|IDENTIFY_DECLINE|temperature_alarm<>,fraction<371>,1int_obj_
id<1>,owner<PC>,noImage<0>,date<10-02-22>,from_script<1l>,
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guid_pk<{51A469CC-438A-EC11-94E5-D8BBC1166DF4}>,timeout<l>,core_global<l>,p_id<1>
,quality<83.864>,wait<10>,cam_id<2>,time<10:34:01>,param@<Timeout>

Example of an event when a user doesn't have a photo:

Event : FIRSERVER|1|IDENTIFY_DECLINE|temperature_alarm<>,fraction<367>,int_obj_
id<1>,owner<PC>,noImage<l>,date<10-02-22>,from_script<l>,
guid_pk<{B314D117-458A-EC11-94E5-D8BBC1166DF4}>,timeout<1>,core_global<l>,p_id<4>
,quality<0>,wait<10>,cam_id<2>,time<10:43:14>,paramO<Timeout>

The face verification is completed.

Attention!

File with a photo must have the .bmp extension. But the file format can be one from the list: JPG,
BMP, or PNG.

7.3.1.4.3 Script for adding a reference face to the database from a file

A reference face can be added to the database from a file with a photo using the ADD_PERSON_FROM_FILE
reaction of the FIRSERVER object.

o Note

When you add a reference face to the Face PSIM database, a new user is automatically created
and assigned a photo from the specified file.

Parameters:

+ filename—full name of the file with the photo. Files with the JPG, BMP, GIF, PNG extension are
acceptable;

+ name—the name of the added user;

+ surname—the surname of the added user;

+ department—the department to which the user will be added;

+ comment—any text commentary.

Example of the script usage:

if(Event.SourceType == "MACRO" && Event.Action == "RUN" && Event.SourceID == "1")

{
DoReactStr ("FIRSERVER","1" ,"ADD_PERSON_FROM_FILE","f1ilename<c:\
\iso_small.jpg>,name<Jane>,surname<Kramer>,department<Department 1>,comment<>");
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}
If the face was successfully added to the reference face database, the ADD_PERSON_FROM_FILE_OK event
will be displayed in the Debug window. If there are any errors when adding the reference face, the
ADD_PERSON_FROM_FILE_ERROR event will be displayed (see FIRSERVER events).
7.3.1.4.4 Script for checking the quality of a saved user photo
You can check the quality of a saved user photo using the CHECK_QUALITY_START command:

1. Create the script:

if(Event.SourceType == "MACRO" && Event.Action == "RUN" && Event.SourceID ==
lllll)
{
DoReactStr ("FIRSERVER","1" ,"CHECK_QUALITY_START","p_id<1>");
}
Parameters:

+ T—the identifier of the Face recognition server object;

+ CHECK_QUALITY_START—the command for checking the quality of a saved user
photo;

+ p_id<1>—the identifier of the user whose photo must be checked.
2. Run the first macro.

If the quality of the photo is higher than the minimum quality of the face on the face recognition
server, the following event is generated:

Event : FIRSERVER|1|QUALITY_OK|fraction<413>,int_obj_id<1>,owner<PC>,date<08-02-2
2>,guid_pk<{11DB55C9-F188-EC11-94E4-D8BBC1166DF4}>,
core_global<l>,p_id<3>,time<18:14:24> ,param@<92.4644>

If the quality of the photo is lower than the minimum quality of the face on the face recognition
server, the following event is generated:

Event : FIRSERVER|1|QUALITY_BAD|fraction<281>,int_obj_id<1>,owner<PC>,date<08-0
2-22>,guid_pk<{@742EBE@-F288-EC11-94E4-D8BBC1166DF4}>,
core_global<l>,p_id<3>,time<18:22:12>,param@<92.4644>

If there is no photo, the following event is generated:

Event : FIRSERVER|1|QUALITY_BAD|fraction<517>,int_obj_id<1>,owner<PC>,date<24-0
2-22>,guid_pk<{1C9609E4-7795-EC11-A50D-74D435DOE19B}>,
core_global<l>,p_id<3>,time<17:44:34> ,param0<o>
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3. If the photo quality is successfully checked, the user can also be verified (see the script for user
verification above). If a photo of a low quality is detected, the user will be marked to find them in the
Access Manager and replace the photo.

o Note

If the photo quality is higher than the quality of the face, set on the Face recognition
server object, it doesn’t guarantee that the verification will be performed correctly 100%
of the time. The verification result depends on the position and settings of the camera, on
the lighting of the face, the camera angle and other derivatives. It is recommended to set
the Similarity level on the Face recognition server settings panel to no higher than 50%
and adjust it on a trial basis to get the required result.

7.3.1.4.5 Script for recognition upon request for a specific camera

You can recognize a face for a specific camera using the QUERY_RECOGNIZE_START command.
Face recognition upon request is only available for VA and VisioLabs modules.

Example of sending a request to recognize a face from one of several cameras is shown below.

if (Event.SourceType == "CAM" && Event.Sourceld == "3" && Event.Action == "MD_START")

{
DoReactStr ("FIRSERVER","1" ,"QUERY_RECOGNIZE_START","from_script<l>,cam_facecapture<3.

1>");
X

Parameters:

+ T—the identifier of the Face recognition server object;
+ QUERY_RECOGNIZE_START—command to recognize a face upon request;
« from_script<1>, cam_facecapture<3,1>—the identifier of the script, Face Detection<identifier of the

Face Detection object>.

If face was successfully recognized upon request, the Face detected event is displayed in the Debug window.

Appendixes— 185


https://docs.axxonsoft.com/confluence/spaces/Psim2en/pages/314512084/The+Debug+window

Face PSIM 2.0 (english) — Administrator's Guide

7.4 Appendix 4. Description of the utilities for working with Face
PSIM software

7.4.1 Cfgedit.exe utility for configuring the Cognitec face recognizer

7.4.1.1 General information about the Cfgedit.exe utility

The Cfgedit.exe utility is designed for configuring the Cognitec face recognizer.

7.4.1.2 Starting and closing the utility

To start the Cfgedit.exe utility, do one of the following:

Appendixes— 186



1.

Face PSIM 2.0 (english) — Administrator's Guide

Start the utility from the Start menu. Click Start -> Axxon PSIM -> Cognitec face recognition setting.

TF

Aoceon player

MNew

Asoion PSIM

AsoxonSoft EXPERT

BACnet Wrapper Integration Meodul...
Biosmart Unipass

Bosch APE Settings Guide

Brief operator's guide

Castle Integration Module Settings...
Check digital signature

Mew

Cognitec face recognition setting
Mew

Collect system's data

Mew

Configuring security components gu...

Control Readers Settings Guide

Create dialog windows
Mew

2. Start the config.bat executive file which is located in the Face PSIM software installation directory in

the Modules\FaceRecognition\Cognitec8\bin catalogue.
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FaceVACS-5DK Configuration Editer

Configuration Edit Setup Help

Name /| Value

Type doc: FaceVACS SDK Resources
Instance doc:

Property
FaceFinder
Face Finder
EyesFinder

=

To close the utility click the X

button or select the Configuration (1) -> Quit (2) menu item.
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FaceVACS-SDK Configuration Editor — O x
ﬁConfiguration Edit Setup Help
2 CQuit  Ctrl+Q /| Value
;s SEtUFI
Type doc: FaceVACS SDK Resources =
Instance doc:
Property Current value
FaceFinder
Face Finder
EyesFinder
Cuimm Cimder +ms0me L’

7.4.1.3 Using the Cfgedit.exe utility

The Cfgedit.exe utility allows configuring the Cognitec face recognizer.

To configure the Cognitec face recognizer the following parameters are in use: MinEyeDistance,
MaxEyeDistance and FieldOfViewAngle. To find them open the objects tree as it shown in the figure.
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FaceVALS-SDK Configuration Editer - O X

Configuration Edit Setup Help

Mame £ | Value
=I- FRSDK
i [ FaceFinder
+- EyesFinder
ComparisonAlgeorithm
SetEnroller
- StreamEnroller
StreamVerifier
Streamldentifier
SetVerifier
Setldentifier
FaceTracker
5
MinEyeDistance 0.1 1
MaxEyeDistance 0.4 2
MaxAllowedFaceSpeed il
FieldOfViewdngle &0 3
- FrameRate 23
+ FaceFinder
ReturnFacesWithMoEyesThreshold 0
ExhaustiveTracking true
ZDistanceTolerance 2
I+ PortraitAnalyzer
ISOFullFrontalTest
FeatureTest
CropFullFrontal
- CropTokenlmage
CaptureDevices Files
CameraControllers
[#- LicenseSettings

HE [ b [

b [

+ Substitutions INSTALLDIR FGLIBDIR
Setup
Type doc: Evye distance limitation range for face finder.

Instance doc:  Face finder relative distance range

Property Current value
MinEyeDistance 0.1

Lower eye distance limit {relative to image width, range [0.0 - 1.0]) of faces to be found by the face finder. Decrease to find smaller
faces, Increase to speed up face finding.

MaxEyeDistance 0.4

Upper eye distance limit {relative to image width, range [0.0 - 1.0]) of faces to be found by the face finder. Increasing will not lead
to a significantly higher computational effart.

The MinEyeDistance parameter (1) defines the minimal distance between eyes which is to be recognized.
The range of values is [0.000-1.000]. The value on default is 0.1. The distance is measured in fractions of
video image width.

The MaxEyeDistance parameter (2) defines the maximal distance between eyes which is to be recognized.
The range of values is [0.000-1.000]. The value on default is 0.4. The distance is measured in fractions of
video image width.
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The FieldOfViewAngle parameter (3) defines the camera view angle. The range of values is [0.1-179.9]. The
value on default is 60. This parameter is measured in degrees.

To change the value of corresponding parameter double click the left mouse button on it. The Change item
window will open.

Change ltem 7 X
0.1 1
4 2 3
Reset to Default | ok Cancel

In the field (1) enter the required value for corresponding parameter. To save the entered value, click Ok (2).
To set the default value, click Reset to Default button (4).

0 Note.

To cancel the entered value click the Cancel button (3).

To reset all settings to default select the Edit -> Deep Reset To Default menu item. Parameter values will
change to default values only after closing and opening the object tree.

Configuration of the Cfgedit.exe utility wll be applied after the Axxon PSIM software restart. Stopping the
utility is not required.

7.4.2 Face Recognition Tool utility for extracting captured and reference faces
from the database

7.4.2.1 General information about the Face Recognition Tool utility

The Face Recognition Tool utility is designed for extracting captured or reference faces.

7.4.2.2 Starting and closing the Face Recognition Tool utility

To start the Face Recognition Tool utility launch the FaceRecognitionTool.exe executive file located in the
<Face PSIM software installation package>\Modules folder.

As a result the Face recognition tool window will open.
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Face recogniton tool — =
i Get all servers I
From: [2021-10-2123:5359 (@~ | Mode:

To:  [2022-1021235959 (G~ | Protocols -

Path: C:%ProgramData*fexonSoft\Face DB

Run

Load

Restare from C5W

To close the utility click the X button.

7.4.2.3 Using the Face Recognition Tool utility

To load captured or reference faces from the database, do the following:
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1. Click the Get all servers button (1) to display all the available face recognition servers.

Face recogniton tool — >

Servers: 1 | Get all servers |

Face recognition server 1

From: [2021-10-2123:59:59 (@ | Mode:

3
To:  [2022-10:212353:50 (@~ | Protocols -4

Path: |C:'—-.F'n::gramData‘-.-’-‘-xxu::nSu:rﬂ'—-.Fac:eDE | 5

ﬁ Run
Load

8 Restore from CSV

2. Inthe Servers (2) field set the checkboxes next to the face recognition servers that will supply the
data.

3. Specify the date and time of the start and the end of time interval for which data is to be loaded (3).

4. Inthe Mode (4) drop-down list select the loaded data mode:
a. Protocols - load the faces captured by the Face recognition server.
b. Protocols with engine info — similar to Protocols, with adding the name of recognition
module in the end of each file.
c. Bigfilesystem — load a large amount of data from the database. In this case data will be
loaded according to special algorithm.
d. Persons - load the reference faces added to the Face recognition server database.

5. Specify a path to the folder to which the data will be loaded in the Path field (5).

6. Click the Run button to load the data to the folder (6). The total number of faces loaded from the
database will be displayed.
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o Note

+ If the Protocols or Protocols with engine info mode is selected, then the data
will be loaded to folders corresponding to the names of video cameras by
which the faces were captured. Two files will be loaded for each captured
face — the image of the detected face in .jpg format and the corresponding
vector in .bin format. If the Protocols with engine info mode is selected, then
the name of each file will have the following structure: [date and time] - [ID] -

[recognition module].

- If the Persons mode is selected, then the faces added to the folders
corresponding to the names of departments to which persons belong. Two
files will be uploaded for each face - a face image in .jpg format, and a .json
file containing such parameters as the user's full name, department,
comment. If a user was created in Axxon PSIM when adding a person to the
person’s database, then the Antipassback and the job title parameters will
also be taken into account while loading images from the folder to the face
database (see Selecting a way to upload an image to the reference face
database section).

+ If there are forbidden characters (\/:*?"<>|) in the name of the reference face
file added to the Face Recognition Server database, then during the export
these characters will be replaced with the _ character (underscore).

7. Click the Load button (7) to display the loading time and the total size of the loaded vectors.
Load 5158 firs during 0,27 seconds. Total size 8,58 ME.

8. Click the Restore from CSV button (8) to restore the history of passes if the Fir database is lost. As a
result, a window will be displayed, where it is necessary to open the .csv file (for details, see Restoring
the history of passes if the Fir database is lost).

9. The log of the operations performed in the utility is displayed in the field (9).

Using the Face Recognition Tool utility is complete.

7.4.2.4 Using the Face Recognition Tool utility via command line

The following commands are used to work with the Face Recognition Tool via the Windows command line:

Paramet Description
er

-h Commands help
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Paramet Description
er
-m Mode. The following modes are available:
+ protocols
+ protocols with fir engine
+ big filesystem
* persons
+ '"restore from csv"
-p The path to the folder in case of loading, or the path to the .csv file in case of recovery
-s Start time (not used for the Persons mode)
-e End time (not used for the Persons mode)

Command example to get help about commands:

FaceRecognitionTool.exe -h

Command example for loading the data on the reference faces added to the Face Recognition Server
database:

FaceRecognitionTool.exe -m persons -p d:\data

Command example for loading the data on faces captured within a certain time period, adding the name of
the recognition module at the end of the name of the downloaded file:

FaceRecognitionTool.exe -m "protocols with fir engine" -p d:\data -s "02.09.2018
23:59:59" -e "03.09.2018 23:59:59"

Command example to restore the history of passes:

FaceRecognitionTool.exe -m "restore from csv" -p "C:
\ProgramData\AxxonSoft\FaceDB\SCRIPT[RV] fir_database_protocols [72][2020-01-01
10-00-00].csv"
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