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1 Introduction

1.1 General Information
No part of this document may be reproduced or transmitted by any means or in any form without the
advance written permission of AxxonSoft, Inc.

Axxon Smart is a trademark of AxxonSoft, Inc. Other trademarks mentioned in this document are the
property of their owners.

This document contains current information as of the time of publishing. AxxonSoft may change the
document without advance notice to third parties.

1.2 Purpose of This Document
The Axxon Smart Software Package User Guide contains the information necessary for building,
implementing and operating a security system based on the Axxon Smart software package.

The structure of this document enables the user to get acquainted with the software package and then,
depending on the user’s level of training, choose sections of interest for more detailed study. The
chapters in this guide, whether they are informative or serve as a reference, have their own internal
structure.

The chapters "Introduction and "Description of the Software Package" are intended to generally
acquaint the user with the technical features and functionality of the Axxon Smart software package, as
well as with the key stages of building a security system based on the software package.

Recommendations to the user/administrator for installing the software and configuring equipment are
presented in detail in the chapter "Installing the Axxon Smart Software Package". The chapter "Licensing
the Software Product” contains instructions on how to register a license to use the Axxon Smart
software package.

Startup and shutdown of the software package are described in the Configuration of the Axxon Smart
Software Package chapter.

The chapter "Configuration of the Axxon Smart Software Package" presents step-by-step instructions on
configuring user-specific settings and activating the required functionality. This information is useful
both for system administrators and for operators with permission to manage system settings.

Recommendations on configuring the user interface, working in various video surveillance modes, and
utilizing the functional capabilities of the Axxon Smart software package are presented in the chapter
"Creating and Configuring the Role and User System Objects".

The chapter "Description of Utilities" contains a description of additional software utilities employed
when working with the software package.

The appendix contains a glossary of the product’s basic terms and definitions. It also lists all known
issues that you may encounter while using Axxon Smart.



1.3 Purpose of the Axxon Smart Software Package
The Axxon Smart software package is an entry-level product in the Axxon product line developed by
AxxonSoft. Security systems based on Axxon Smart range from home security systems (for an apartment
or house) to professional security systems for small and midsize businesses (hotels, automotive service
centers, shops, parking structures, etc.).

Video and audio surveillance of guarded locations, video analysis and rapid response to suspicious
situations without operator involvement, and storage and export of obtained data are just a few of
Axxon Smart's many functions.

The Axxon Smart software package enables the user to accomplish a wide spectrum of tasks, as it works
both with digital equipment and with analog video cameras (through Stretch cards), and also makes it
possible to create a hybrid security system containing both kinds of equipment (Fig. 1.3—1).

Analog video -

cameras w

Fig. 1.3—1 A hybrid security system based on the Axxon Smart software package

The Axxon Smart software package supports touch-sensitive monitors.
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2 Description of the Software Package

2.1

Basic Principles of Building a Security System Based on the Axxon
Smart Software Package

Building a security system based on the Axxon Smart software package includes the following

recommended stages:

1.

2.

3.

4.

N

2.2

Selecting a configuration for the security system (with the help of professionals).
Building a separate local area network with restricted access.
Calculating the sufficient bandwidth required for each segment of the local area network.

Selecting and configuring the software and hardware platform on which the selected security
system configuration will be implemented (selecting and configuring personal computers to act
as servers and clients in accordance with requirements (see the section titled Implementation
Requirements for the Axxon Smart Software Package, Operating system requirements).

Selecting and connecting reliable equipment that is optimally suited for a specific security
system (with the help of professionals).

Training personnel to work with the Axxon Smart software package in accordance with
requirements (see the section titled Note. At the moment of writing of this documentation, the
Stetch cards are compatible with all Windows OS versions that run with Axxon Smart, except for
64-bit ones.

Requirements for Personnel Quantity and Qualifications).

Basic subsystems of the Axxon Smart software package and their
functions

In order to determine the required configuration for a security system, first you must become familiar

with the functional capabilities of the Axxon Smart software package. The following subsystems provide

these capabilities:

1.

2.

6.

7.

The video subsystem

The audio subsystem

The analytics subsystem

The PTZ subsystem

The event registration subsystem
The notification subsystem

The sensor/relay subsystem

These subsystems can interact in either a single-server or multi-server (distributed) system.
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This section presents information about the main functions offered by Axxon Smart's subsystems.

2.2.1 The Video Subsystem
The video subsystem encompasses all the tools that provide for the collection of video data, its
processing, and its storage on media.

Video data comes in from IP devices connected over TCP/IP or from analog video cameras connected
through Stretch cards.

Video data in the Axxon Smart software package is processed automatically by the analytics subsystem
or manually by an operator. Depending on the task, the results of the video data processing are
transferred to and utilized by other subsystems of the software package, such as the event registration
subsystem, the notification subsystem, and others.

The following system objects enable the functions of the video subsystem:
1. Camera
2. IPserver
The functions of the video subsystem take place through the following user interfaces:
1. Video surveillance monitor
2. Viewing tile
3. Control elements accessible to the user when working with Layouts.
Thanks to Axxon Smart's video subsystem, the user can utilize the following functions:

1. Viewing video images in a supported resolution from a video camera while simultaneously
listening to the audio from a microphone linked to that camera (if it is connected to an IP server)
or connected to it physically.

2. Displaying information in a viewing tile:
2.1.Current time
2.2.1dentification number and name of video camera
2.3.Audio volume
2.4.Indicator of recording of video image from a camera.

2.5.Video stream parameters (when configured accordingly; see the section titled Configuring
Display of Video Statistics).

3. Video image processing:
3.1.Digital zooming

3.2.Contrast adjustment
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3.3.Deinterlacing

3.4.Sharpness adjustment

E

Modifying layouts, including changing the sizes of viewing tiles.
5. Displaying a magnified video image from a selected video camera (viewing tile).
6. Displaying a snapshot initiated by an operator without interrupting video recording.
7. Color coding a viewing tile (video camera) to indicate its status: Alarm, No alarm, Snapshot, etc.
8. Video recording can be performed in the following modes:
8.1.Continuous recording.
8.2.Video recording initiated by a detector or by an operator, with a pre-event recording option.
9. Recording to archive (video and audio streams are written to one file).
10. Storage and export of single frames and video sequences.

11. Playback of video image recorded to the archive from one or more video cameras (in the latter
case, playback will be synchronous) with simultaneous playback of sound recorded together
with the video.

NOTE. In the case of synchronous playback of video from several video cameras, the sound is played back
only from the microphone of an active video camera.

12. Working with alarms registered by one or more video cameras:

12.1. Navigating in archive recordings of alarms.
12.2. Viewing brief information on an alarm and its recording in the archive.
12.3. Filtering alarms.

13. Using any client to view video footage from all servers over TCP/IP

2.2.2 The Audio Subsystem
Audio subsystem encompasses all the tools that provide for the collection of audio data, its processing,
and its storage on media.

Audio data come in from microphones which are either linked to video cameras (only for video cameras
connected to IP servers) or physically connected to video cameras (embedded and external
microphones).

NOTE. The indicator that a microphone is linked/physically connected to a video camera is that it will be
a child of the video camera object.

Audio data are processed both automatically by the analytics subsystem and manually by the operator.
Depending on the task, the results of the audio data processing are transferred to and utilized by other
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subsystems of the software package, such as the event registration subsystem, the notification
subsystem, and others.

The Microphone system object enables the functions of the audio subsystem. You can access these
functions through the Viewing tile context menu.

Thanks to Axxon Smart's audio subsystem, the user can utilize the following functions:

1. Listening to audio from a microphone linked to a video camera while simultaneously viewing
video images from that camera.

2. Recording to archive (video and audio streams are written to one file).
3. Simultaneous playback of the video and audio recordings of an event.
4. Using any client to listen to audio from all servers over TCP/IP.

2.2.3 The Analytics Subsystem
The analytics subsystem encompasses all the tools that provide for automatic analysis of incoming video
and audio data.

NOTE. The operator also has the option of analyzing video and audio data manually.

Depending on the task, results of the data analysis are transferred to and utilized by other subsystems of
the software package, such as the event registration subsystem, the notification subsystem, the relay
subsystem, and others.

Integrated use of the following types of detectors enables the functions of the analytics subsystem:
1. Situation analysis detectors
2. Basicvideo detectors
3. Basic audio detectors
4. Built-in detectors of video cameras (video stream processing)
5. Embedded detectors (processing signals from a "dry contact" sensor of a video camera).
Results of the video data processing appear on the video surveillance monitor.

Thanks to Axxon Smart's analytics subsystem, the user can utilize the following functions:

=

Setting detection zones and/or masks.
2. Detecting motion and/or stopping of an object in the set area within a camera's field of view.

3. Detection of an object crossing a set line within a camera's field of view.

4. Detecting the appearance and/or disappearance of an object in the set area within a camera's
field of view.
5. Detecting abandoned objects in the set area within a camera's field of view.
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6. Detecting loitering of an object in a set area of a video camera's field of view.
7. Detecting changes in the position of a video camera.

8. Detecting loss of image quality.

9. Detecting the absence/presence of an audio signal from a microphone.

10. Detecting noise.

11. Video stream processing functions provided by the embedded detectors of video cameras which
have been integrated into the Axxon Smart software package.

12. Processing of signals (non-contact/contact) from embedded "dry contact" sensors of video
cameras with the possibility of configuring for the execution of a specific action when such
signals are received (see next item).

13. Setting the responses automatically executed when a detector is triggered (individually for each
detector).

14. Simultaneous use of various types of detectors.

2.2.4 The PTZ Subsystem
The PTZ subsystem encompasses all the tools that provide for remote control of a PTZ device and the
lens of a video camera.

In the Axxon Smart software package, the Telemetry system object enables the functions of the PTZ
subsystem. You can access these functions through the PTZ device control panel.

NOTE. You can also control a PTZ device with a physical USB joystick (the system automatically
determines when such a device is connected to a computer with Axxon Smart installed).

Thanks to Axxon Smart's PTZ subsystem, the user can utilize the following functions:
1. Setting and using preset video camera positions (presets).

2. Automatic modification of a video camera position along the route offered in the camera's list of
presets (patrolling).

3. Controlling a video camera's lens: Modifying the parameters of the iris, focus, and optical zoom.
4. Manual modification of a video camera's horizontal and vertical tilt angle using a virtual joystick.

2.2.5 The Event Registration Subsystem
The event registration subsystem encompasses all the tools that provide for the collection of data about
system events, its processing, and its storage on media.

In the Axxon Smart software package, the system (internal) journal, which is kept by default, along with
the utility for managing optional external journals, enables and implements the functions of the event
registration subsystem.

Thanks to Axxon Smart's event registration subsystem, the user can utilize the following functions:
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1. Real-time displaying of error data.

2. Storage of system event data in a local database on the server.

3. Viewing the system event data stored in the system journal.

4. Searching for data about system events which occurred within a certain time period.
5. Filtering by event type when searching the system journal.

6. Filtering by a key phrase found in the system description of an event when searching the system
journal.

7. Exporting system event data in the required format.
8. Logging the data about required events to external journals, archiving and storing it on media.

2.2.6 The Notification Subsystem
The notification subsystem encompasses all the tools that provide for notification of the user about
events which have occurred in the system.

In the Axxon Smart software package, the following system objects enable the functions of the
notification subsystem:

1. Speaker
2. SMS
3. E-mail
The notification subsystem does not require a user interface.

Thanks to Axxon Smart's notification subsystem, the user can utilize the following functions when
detectors are triggered:

1. Audio notification
2. SMS notification
3. E-mail notification

2.2.7 The Relay Subsystem
The relay subsystem encompasses all the tools that provide for the triggering of an execution device
connected to the embedded relay port of a video camera or IP server when a detector (including one
which processes the embedded sensor of a video camera or IP server) is triggered.

In the Axxon Smart software package, the Relay system object enables the functions of the relay
subsystem.

The relay subsystem does not require a user interface.

Thanks to Axxon Smart's relay subsystem, the user can configure the triggering of a video camera's or IP
server's built-in relay when a detector is triggered.
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2.2.8 Forensic Search Subsystem
The Forensic Search subsystem is a set of tools for searching the video recordings in the archive using
video image metadata. The video image metadata include information on the trajectories of object
motion in the video camera’s field of view, object color, etc. (depending on the algorithms being
executed on the video camera).

In the Axxon Smart software package, the functions of the Forensic Search subsystem are enabled by
the object trajectory database (created when the software package is installed). These functions can be
accessed through the video surveillance monitor.

Thanks to Axxon Smart's Forensic Search subsystem, the user can utilize the following functions:

1. Selection of a video camera from which it is necessary to record video image metadata to the
object trajectory database.
2. One-time searching by one of the criteria related to the video camera’s field of view:
2.1 motionin an area;
2.2 crossing of a virtual line;
2.3 loitering of an object in an area;
2.4 simultaneous presence of a large number of objects in an area;
2.5 motion from one area to another.
3. Searching by the following parameters (optional):
3.1 minimum object size;
3.2 maximum object size;
3.3 object color;
3.4 minimum object speed;
3.5 maximum object speed;
3.6 direction of object motion;
3.7 maximum number of objects in an area;
3.8 length of time an object remains in an area;

2.2.9 Functions of the Distributed Security System
You can create a distributed system within the Axxon Smart domain.

A domain is a selected group of computers on which the server configuration of the Axxon Smart
software package is installed. Linking the servers in a group makes it possible to set up interaction
between them, thus organizing a distributed system.

This version of Axxon Smart allows for 4 servers only to be added to the domain Only servers which
belong to one domain can interact (Fig. 2.2—1).
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Fig. 2.2—1 Setup of servers interaction within a domain

A distributed security system based on the Axxon Smart software package offers the user the following

functional capabilities:

1. Viewing and manual processing of video and audio data from several servers on one client.

2. Controlling video cameras connected to various servers from one client.

3. Configuring all servers of the distributed system on one client.

4. Execution of automatic responses when detectors are triggered (audio notification, triggering of

relays, SMS and e-mail notification, etc.) within the distributed system.

Note. Axxon Smart provides the capability to build a distributed security system over a virtual private

network (VPN) using the software OpenVPN. For detailed information on how to create and configure a

VPN, please refer to OpenVPN's official reference documentation.

To set up domains, please refer to the section titled Configuring Axxon Smart domains.

2.3 Specifications of the Axxon Smart Software Package
Security systems based on the Axxon Smart software package have the following specifications (Table

2.3—-1).

Table 2.3—1 Specifications of the Axxon Smart software package

Specification

Value

Number of servers in the system upto4
Number of clients which support simultaneous unlimited
connection to the server

Number of servers which simultaneously transmit video | upto 4
images to a client

Number of video capture channels for live video up to 64

processing on one server
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Specification

Number of simultaneously processed signals from
microphones

up to 64

Number of audio output channels (to speakers,
headphones, etc.)

depends on the sound card used for playback

Number of PTZ devices used

up to 64

Number of tiles displayed simultaneously on a client’s
screen

up to 25

Analog video camera support

yes (through Stretch cards)

IP device support

Driver Pack software

IP cameras and IP video servers. The list is constantly growing; you can
add support for new devices to the system by updating the Axxon

Number of archives in the system

unlimited

Video compression algorithms

MIJPEG, MPEG-4, MxPEG, H.264, Motion Wavelet

Hardware decompression of video

H.264 on NVIDIA graphics cards which support CUDA

Available video image resolutions

resolutions supported by the video cameras

Support of embedded video camera analytics yes

Support of touch-sensitive monitors yes

2.4.1

Implementation Requirements for the Axxon Smart Software

Package

Limitations of the Axxon Smart Software Package

When working with Axxon Smart, the user must keep in mind the limitations that the developer
imposed on the system in order to ensure its operability (Table 2.4—1).

Table 2.4—1 Limitations of the Axxon Smart software package

Ne

Limitation

Single-server system

Multi-server system

The Axxon Smart software package must be installed
with Windows OS administrator permissions

The computer name can contain only Latin
characters and/or Arabic numerals

For correct installation of Axxon Smart, there should
be no spaces at the beginning of the name of the
directory which contains the installer

Once Axxon Smart has been installed, the computer
name cannot be changed

Time must be synchronized among all computers in
the system (to be configured by the user)

When using NOD32 antivirus, it is strongly
recommended that you either disable the Web
Access Protection service or add the IP addresses of
IP cameras into the list of exceptions for antivirus
scans

Before installing Axxon Smart, make sure the video
card drivers on the computer are fully up to date
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Ne Limitation

Single-server system

Multi-server system

8 Users should access computers remotely using a +
NetBIOS name

9 Length of the computer NetBIOS name cannot +
exceed 15 symbols.
10 When configuring the firewall, limiting the network +

activity by ports is not allowed, as Axxon Smart uses
the entire range of TCP ports

11 Launching a client on a remote computer using the +
standard Windows OS utility Remote Desktop

Connection is not possible

13 In the current implementation, all users of the Axxon +
Smart software package should fulfill the role of

Administrators (see the section titled Creating and
Configuring the Role and User System Objects).

2.4.2 Operating system requirements

Axxon Smart software package is compatible with 32-bit and 64-bit licensed versions of Microsoft

Windows operating system (Table 2.4—2).

Table 2.4—2 Supported operating systems

Windows version

Supported edition

Note

Windows XP SP2
(x64)

Windows XP Professional

OS edition, enabling to use all realized product features

Windows XP SP3

(x86)

Windows XP Home
Edition

Restrictions, imposed by OS edition (1 physical processor, 5 SMB

connections) — see http://www.microsoft.com

Windows XP Professional

OS edition, enabling to use all realized product features

Windows XP Tablet PC
Edition

OS edition, enabling to use all realized product features

Windows XP Media
Center Edition

OS edition, enabling to use all realized product features

Standard Edition

OS edition, enabling to use all realized product features

Enterprise Edition

OS edition, enabling to use all realized product features

Datacenter Edition

OS edition, enabling to use all realized product features

Web Edition Restrictions, imposed by OS edition (2 Gb RAM, 2 physical processors) — see
http://www.microsoft.com
(x86)
Windows Vista SP2 | Home Basic Restrictions, imposed by OS edition (1 physical processor, 5 SMB

(x86, x64)

connections) — see http://www.microsoft.com
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Home Premium

Restrictions, imposed by OS edition (1 physical processor) — see
http://www.microsoft.com

Business OS edition, enabling to use all realized product features
Enterprise OS edition, enabling to use all realized product features
Ultimate OS edition, enabling to use all realized product features
Windows Server Enterprise OS edition, enabling to use all realized product Full Installation
2008 SP2 (x86, x64) features. type is
Datacenter OS edition, enabling to use all realized product supported.Server
features. Core Installation
Standard OS edition, enabling to use all realized product type is not
features. supported
Web OS edition, enabling to use all realized product
features.
HPC OS edition, enabling to use all realized product
features.
Windows Server Enterprise OS edition, enabling to use all realized product Full Installation
2008 R2 SP1 features. type is
(x64) Datacenter OS edition, enabling to use all realized product supported.Server
features. Core Installation
Standard OS edition, enabling to use all realized product type is not
features. supported
Web OS edition, enabling to use all realized product
features.
HPC OS edition, enabling to use all realized product
features.
Windows 7 SP1 Starter Restrictions, posed by OS edition (2GB of main Stretch cards are
(x86, x64) (x86) memory, 1 physical processor, 1 monitor) - see supported in 32-
http://www.microsoft.com bit version only
Home Basic Restrictions, posed by OS edition (1 physical

processor) - see http://www.microsoft.com

Home Premium

Restrictions, posed by OS edition (1 physical
processor) - see http://www.microsoft.com

Professional

OS edition, enabling to use all realized product

features.

Enterprise OS edition, enabling to use all realized product
features.

Ultimate OS edition, enabling to use all realized product

features.

Note. At the moment of writing of this documentation, the Stetch cards are compatible with all Windows

OS versions that run with Axxon Smart, except for 64-bit ones.

2.4.3 Requirements for Personnel Quantity and Qualifications

The following roles have been defined for operating the Axxon Smart software package:
1. security system administrator

2. security system operator

In special cases, one person could perform the functions of both the administrator and the operator.
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The main duties of the administrator are to:
1. Update, configure, and monitor the operability of the security system’s hardware.
2. |Install, update, configure, and monitor the operability of basic and system software.
3. |Install, configure, and monitor software applications.

4. Manage user accounts (this duty can be carried out by a user entrusted with system
administrator permissions).

An administrator must be highly qualified and have practical experience installing, configuring, and
administering the software and hardware employed in the software package.

The software package is structured so that all accessible functionality can either be managed by one
administrator, or administration responsibilities can be divided among several users.

The main duties of an operator are to:
1. Work with the software’s GUI (graphical user interface).

2. Optimize the performance of the personal computer to carry out tasks using the functionality
provided in the software package.

3. Create roles and users of the system (if the operator has been granted the appropriate
permissions ).

A system operator must have experience with and be a qualified user of PCs running Microsoft Windows
and must be able to easily perform basic operations.

2.5 Interface of the Axxon Smart Software Package
The Axxon Smart software package's interface consists of three expanding menus:

1. Layouts E

2. Alerts I
-

3. Settings

A menu expands when you click the corresponding icon, while the previously expanded menu collapses.
One of the menus is always expanded.

Access to any given menu is configured individually for each role in the system (See the section titled
Configuring Archives).

If the appropriate settings are enabled (see the section titled Configuring Autohide for Panels), when
there is no activity in the system, the system first shrinks and then hides the panel for switching
between menus, i.e., the control panel.
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3 Installing the Axxon Smart Software Package

3.1 Installing Devices

3.1.1 Types of Devices Used
An IP device is the source of the video signal (video data) for the Axxon Smart software.

NOTE. You can connect analog video cameras to Axxon Smart via Stretch cards, which the software

defines as IP devices.

The following types of equipment are IP video and audio surveillance devices:
1. IPvideo cameras
2. Various types of IP video servers

IP video servers which use analog video cameras directly connected to them, digitize the analog video
signal, and transmit it to users via TCP/IP. When working with analog video cameras connected to IP
video servers, users can utilize the same video image viewing and transmission functions as with IP
video cameras.

3.1.2 Connecting IP Devices
To work with IP devices, you need to connect the Axxon Smart server to the local network where the

required IP devices are enabled (Fig. 3.1—1).

IP-camera 1 IP-camera2 IP-cameraN

S | Sw

Server 1

: = ]
= 1=
Single subnet = 7 .’

~Server3 ' Server4

Server 2

Fig. 3.1—1 Diagram of IP device connection

Based on the video signal coming in from the IP device, an assessment is made of the guarded location
and the system responds to events registered for that location. The content and quality of the obtained
video information depends on how the IP device is installed and configured. There are a number of rules
that must be followed to obtain a high-quality video signal. In particular, high-quality peripheral
equipment (hubs/routers) must be used, i.e. Home/Office devices, which are not intended for use in
these kinds of security systems, are unacceptable.

NOTE. IP devices connected to the Home/Office equipment will transmit a video stream with an
unacceptably long delay (from 1.5 to 3 seconds per frame).
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Detailed information about creating a local network and connecting IP equipment to it is presented in
the corresponding reference documents.

3.1.3 Configuring IP Devices in Windows OS
IP devices can be configured in Windows OS using the following software:

1. Software included with the IP device. This software is used to accomplish the following tasks:
1.1.Searching for network devices connected to the local network.
1.2.Preliminary IP address assignment (without consideration for routing).

Important! Without assigning preliminary IP addresses to the devices, it is not possible to access their
Web interface.

2. Web interface of the IP device. This interface is used to accomplish the following tasks:
2.1.Configuring the IP devices with consideration for routing.
2.2.Configuring modes for the IP devices to work with video and audio signals.
2.3.Viewing video images coming in from IP devices in standard Web browser mode.

Configuring IP devices in Windows OS is described in detail in the official reference documentation for
the devices in question.

3.1.4 Particulars of Configuration of Devices

3.1.4.1 Axis IP Devices
For Axis IP devices on which the Bonjour function is supported and enabled, changing the default value
of the Friendly name parameter is strongly discouraged. If an arbitrary Friendly name value is set for an
Axis IP device, a search for connected equipment in the Axxon Smart software package will give
incorrect results for this IP device.

NOTE 1. The Friendly name parameter is configured through the Web interface of the IP device: Setup ->
System options -> Network -> Bonjour.

NOTE 2. The Friendly name parameter has the following default value: AXIS <model name> - <mac
address>, where <model name> is the model of the Axis IP device and <mac address> is its MAC address
(for example, AXIS 214 - 00408C7D2610).

3.1.4.2 Stretch Cards
Only video cameras supporting the same television standard, PAL or NTSC, can be simultaneously
connected to VRC6004, VRC6008, and VRC6416 Stretch cards. The TV standard used in video cameras
connected through a Stretch card is set automatically at the time of launching in the Axxon Smart
software package. Changes in the TV standard parameter are invalid.

NOTE. The TV standard parameter is located in the Video stream settings group in the properties of a
Camera object which is the child of a Stretch card object.
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3.1.4.3 IP devices which partially support the ONVIF protocol
To connect IP devices which only partially support ONVIF functions to the Axxon Smart software
package, you must use an ONVIF driver (Fig. 3.1—2, 1) with compatibility mode enabled.

NOTE. Such video cameras include Hikvision models and early versions of firmware from Sony, Samsung

and others.

Compatibility mode makes it possible to receive a video image from video cameras; however, some
capabilities of the Axxon Smart software package will be unavailable.

Enabling compatibility mode for a video camera (Fig. 3.1—2, 2) connected using the ONVIF protocol
(Fig. 3.1—2, 1) is recommended if the connection settings are correct, but there is no video image.

— Propertie
e 2. 0.0.0.0
b
Address 0.0.0.0 -
Driver version 3.0.0
Firmware auta
Mac address
Madel 1_channel_device
Port 50
h:_Produced by QMVIF _:)
Video channel Mo, [1]
E 3. Authentication
Login
Password
Use on default Mo
E 4.¥ideo stream settings
Select video stream Mo
Video strearm for display 0. MIPEG/H . 264/ MPEGS
Video stream for recording 0. MIPEG/H.264/MPEG
B oOther
Brightness 50
Color saturation 50
Compatibility Mode d
2/f Contrast
Sharpness
Tal=purt groioeoy
Compatibility Mode
Enable the mode of driver and carmera compatibility. This mode is
used if connection settings are correct but video image is missing.

Fig. 3.1—2 The ONVIF compatibility mode

3.1.4.4 Sony IP Devices
Some Sony models support encoding of the video signal in two formats simultaneously. To use this
option you must perform the following steps (Fig. 3.1—3):

1. Select the value Yes for the Video stream selection and Dual encoding settings.

2. From the Codec priority list, select the codec which will take priority when dual encoding.

25



— Propertie
e ¢4 0.0.0.0
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Crriver version 3.0.0 =
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Model SHC-RZ50P
Port an
Produced by Sony
Video channel Mo, 0

E 3. Authentication
Lagin adrnin
Password snene
Use on default Yes

E 4,Y¥ideo stream settings
Select video stream -~ Yes

Video stream for display 0, MIPEG/MPEG4,/H.264
Video stream forrecording 0, MIPEG/MPEG4/H. 264

E other

Black and White Image Mo

Brightness 5

Color Saturation 3

Coptraat
' Dwual Encoding i 9
%, Encoding Priority MPEG4

Sharpness 3 =

Dual Encoding
Code the videao stream simultaneously in twa forrnats: JPEG and
MPEG4.

Fig. 3.1—3 Configuring Dual Encoding in Sony video cameras
3.2 Installation and Removal of the Axxon Smart Software Package

3.2.1 Types of Installation
The following two types of installations are available when installing Axxon Smart to a personal
computer:

1. Server and Client — This type of installation is used to accomplish the following tasks:

1.1.Physical connection to a personal computer and software configuration of video and audio
capture devices (video cameras, microphones), event generation devices (sensors, relays,
etc.), and hard disks for organizing data archives.

1.2. Configuring the security system architecture (creating the necessary system objects and
defining the connections between them).

1.3.Installing the software's user interfaces, which enable any user to connect to any server
within a single security system and to perform administration/management/monitoring of a
guarded location based on the permissions granted by the administrator.

2. Client —This type of installation is used for installing the software's user interfaces, which
enable any user to connect to any server within a single security system and to perform
administration/management/monitoring of a guarded location based on the permissions
granted by the administrator.

How the basic properties of a computer in the security system depend on the type of Axxon Smart
installation is presented later (Table 3.2—1).

Table 3.2—1 Characteristics of installation types of the Axxon Smart software package
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Properties \ type of installation Client

Server and Client

A constant connection to another machine is required + -
Devices are connected locally - +
A local user interface is available + +

3.2.2 Installation

To install Axxon Smart, regardless of the type of installation, you must perform the following steps:

1. Insert the Axxon Smart installation CD into the CD-ROM drive. A dialog box will display the disk

contents (Fig. 3.2—1).

= |ISB DISK (F:) i [m] P3]
Fle Edit Vew Favorites Tools  Help ‘ "
@eack - () - (T | ) search || Foldess | [T
Address |~=¢ Fii j Go

- s -

File and Folder Tasks %

—y

AP setupaini
z Configuration Settings
LKE
(29 Make & new Folder

&3 Publish this Folder ta the
weh languages

[? share this Folder

| Rediet
Dther Places S |
i) My Computer E

() My Dacuments
&3 My Hetwork Places

PFroduct.cab
ApHE WinR AR,
98 691 KB

=¥ setup.exe

T
Details = I'G FocxonSoft

|41

Fig. 3.2—1 Contents of the installation disk

2. Run the Setup.exe file (see Fig. 3.2—1).

3. Inthe dialog box, choose the desired language from the list and click OK (Fig. 3.2—2).

Choose Setup Language ﬂ

@ Select the language for this installation from the choices below.
1}

Cancel |

Fig. 3.2—2 Choosing the installation program language

The setup wizard will now prepare for installation (Fig. 3.2—3).
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i'-.\!l Axxonsmart ¥.2.2.0.553 Setup ;lglil

- |
(])()(kL N Preparing to install AvonSmart
v.2.2.0.553
smark

Please wait while the Setup Wizard is preparing ka install
Axonsmart w.2.2,0,553,

Back I Iext I Cancel I

Fig. 3.2—3 Setup wizard preparation screen

If the .NET Framework 3.5 SP1 software is not installed in the operating system, you will be prompted to
install it. To do this, you must agree with the license agreement in the .NET Framework 3.5 SP1
installation program and then follow its interactive instructions.

NOTE. Originally, the .NET Framework 3.5 SP1 software is available only in Windows 7.

4. Click Next on the setup wizard’s welcome screen (Fig. 3.2—4).

|§H Installation of AxxonSmart ¥.2.2.0.553 = | Dlﬂ

Welcome to the AxxonSmart v.2.2.0.553
software Setup Wizard.

The Setup Wizard will inskall Axxonsmart v.2.2.0,553
software an vour PC, Please close all ather applications.
Click. Mexk to proceed with installation or Cancel ko guit
setup. Thank vou for choosing AxxonSoft products,

Mext I Cancel

Fig. 3.2—4 Setup wizard welcome screen

5. To proceed with the installation, accept the terms of the license agreement by selecting "I
accept the terms of the License Agreement" and click Next (Fig. 3.2—5).

28



|§'~ Installation of Ax#onSmart ¥.2.2.0.553 g ] 3

License Agreement
Flease read the License Agreement carefully.

End-User License Agreement (EULA) i’

Lmportant! Read the following terms carefully hefore installing, copying
and'or using AXXON SMART software. Installing, copying or using the
product indicates your acceptance of these texms.

This 40N End-User License & greement ("EULA™) s alegal agreement
between you, the end user of the License rights granted herein, and AXHON
govetning the use of the above-identified software (SOFTWARE)
accotpanying this EULA inchuding any and all associated media, printed
materials, and "online" or electronic documentation protected by copyright

laws. ;I

% [ accepk the kerms of the License Agreement

1 do not accept the terms of the License Agreement

Back I Texk I Cancel

Fig. 3.2—5 Dialog box with license agreement

6. Select the Axxon Smart software installation type in the dialog box (Fig. 3.2—6) by clicking the
appropriate option button and click Next.

i’.;,! Installation of AxxonSmart v.2.2.0.553 N & | Dll]

Setup options

Select the setup option for AxxonSmart v.2.2.0.553,

' Server and Client

Select this option if video cameras, IP-servers or other signal sources are connected to this
PC or if it is used as a CCTY workstation,

 Client
Select this option if this PC is used only as a CCTY workstation.

Back I MNext I Cancel I

Fig. 3.2—6 Selecting installation type

7. Specify the directory in which to install the Axxon Smart software kit onto your computer and
click Next (Fig. 3.2—7). The package includes Axxon Smart and the Journal BD and the Object
Path BD

NOTE 1. By default, Axxon Smart will be installed to the directory C:\Program Files\Axxon Smart\ (Fig.
3.2—7) and the BDs into the pg_tablespace and vmda_db folders in C:\Program Files\Axxon
Smart\Metadata.

NOTE 2. In order to add shortcuts to the quick launch toolbar or to the desktop, select the appropriate
check boxes (Fig. 3.2—7).
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|§l Installation of AxsonSmart ¥.2.2.0.553 ==

Select destination folder

Where would vou like to install AxxonSmart v, 2. 2.0,.5537

Use Browse to select destination Folder For AxxonSmart «. 2,2.0,553,

Browse, ., |

Use Browse to select destination Folder For databases,

|C:'|,Pr0gram Files\Axxon3oftAxonSmartMetadata Browse, .. |

v add shortout o Quick Launch Toolbar

v add shorteut ta the Desktop

Back I Text I Cancel

Fig. 3.2—7 Selecting location for software installation

8. Enter a domain name to create a new group of computers around this PC. to which this
computer should be connected, or enter a domain name to create a new group and click Next
(Fig. 3.2—8). If you want to add a domain later, select Do not add to domain

Note. Assigning the same domain name to several Servers does not guarantee that those Servers will
be in the same domain. To place all the Servers into one domain, you must add each Server to the
domain through the Axxon Smart interface. Domain configuration is described in detail in the section
titled Configuring Axxon Smart domains.

{i# Installation of AxonSmart v.2.2.0.553 n =) x|

Add Server to Smart-domain

Now you need to add Server to Smart-Domain. If you want to add Server to
Smart-domain after installation, choose Do not add to Smart-domain. To set a new
Smart-domain name you can enter Latin letters, Arabic numerals and minus sign (). The
minus sign should not be first or last in the string.

" Do not add to Smart-domain

% New Smart-domain

Back Next Cancel

Fig. 3.2—8 Entering a domain name

This will launch the search for and installation of a PostgreSQL 8.3.6 database server.If there is an earlier
version of PostgreSQL installed on the computer, it will be updated to version 8.3.6 in the background A
new journal database will be automatically created with the name "ngp", user name "ngp", and
password "ngp".

A dialog box then appears showing the installation parameters corresponding to the selected type of
installation (for example, Fig. 3.2—9).
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|§l Installation of AxsonSmart ¥.2.2.0.553 =1E1x]

Checking selected setup options

‘ou have selected the Following components to be installed on vour PC:

Installation pa... C!\Program Files)AxxanSoftifecaonsmart)

Setup option: Server and Client
Components: AxxonSmart v, 2,2,0,553, Drivers pack, ».3.2.3.600, PostrgreSQL
8.3.6 DBMS

If these sebup options are correct, click Mext ko continue the setup process, Otherwise
click Back ko change the setup options. To quit the AxxonSmart w.2,2.0.553 setup click
Caneel,

Back I Text Cancel

Fig. 3.2—9 Confirming preliminary settings

9. Verify the selected installation parameters and click Install to launch the installation of Axxon
Smart (Fig. 3.2—10).

|§ AxxonSmart v.2.2.0.553 Setup g =10 x|
[

Installation in progress

Please wait while AxxonSmart v.2.2.0.553 is installing. It may take a few minutes
depending on the OS and the hardware of your PC.

Status:
[

Back [dext I Cancel I

Fig. 3.2—10 Axxon Smart software installation process

A message indicating the completion of Axxon Smart installation will appear in a new dialog box (Fig.
3.2—11).



Installation complete

{&# Installation of AxxonSmart v.2.2.0.553

AxxonSmart v.2.2.0.553 is successfully installed on your PC, Click Finish to exit.

Fig. 3.2—11 Setup wizard completion message

10. Click Finish to confirm completion of the installation.

Installation of Axxon Smart is now complete.

3.2.3 Repair Installation

removing the previous version of the program.

starting the repair installation.

A repair installation is used to re-install all components of the Axxon Smart software package.

NOTE. To ensure that Axxon Smart is re-installed correctly, all its applications should be closed before

To run a repair installation of the Axxon Smart software, you must perform the following steps:

To start a repair installation, launch the Axxon Smart software installer from the installation CD without

1. Insert the Axxon Smart installation CD into the CD-ROM drive. A dialog box will display the disk

contents (Fig. 3.2—12).
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Configuration Settings
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Fig. 3.2—12 Contents of the installation CD

2. Run the Setup.exe file (see Fig. 3.2—12).

3. Click Next on the setup wizard’s welcome screen (Fig. 3.2—13).
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Fig. 3.2—13 Welcome dialog box
A dialog box will appear allowing you to choose the type of a procedure (Fig. 3.2—14).

j Installation of AxxonSmart v.2.2.0.553

Select action

etup options

Fig. 3.2—14 Reinstallation type selection dialog box

4. Select the Repair option and click Next (see Fig. 3.2—14).

A dialog box will appear showing the Axxon Smart repair process (Fig. 3.2—15).
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{& AxxonSmart v.2.2.0.553 Setup

Repairing AxxonSmart ¥.2.2.0.553

Please wait while the Setup Wizard repairs AxxonSmart v.2.2.0,553.

Status:

Back ] Idext ' Cancel I

Fig. 3.2—15 Dialog box showing file copying process

A dialog box will appear indicating the completion of the repair process. Click Finish. Repair of Axxon
Smart is now complete.

3.2.4 Removal
The Axxon Smart installation program can also remove the software. Use this option when you need to
remove all components of Axxon Smart from your computer.

NOTE. All Axxon Smart applications should be closed before launching removal of Axxon Smart software.
You can launch the Axxon Smart removal process using one of the following methods:

1. From the Start menu

2. Using the Add or Remove Programs application in the Windows control panel

3. Using the installation CD (by launching the Setup.exe file).

When you do this, the setup wizard's welcome screen appears (Fig. 3.2—16). To remove Axxon Smart,
you must observe the following procedure:

1. Click Next on the setup wizard’s welcome screen (Fig. 3.2—16).
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Repair/Uninstall AxxonSmart v.2.2.0.553 softw;

The AxxonSmart v.2.2.0.553 Setup Wizard is repairing or uninstalling files. Please quit all
other applications.

Click Next to repairjuninstall files or Cancel to quit the Setup Wizard, Thank you for
choosing AxxonSoft products.

Next I Cancel I

Fig. 3.2—16 Welcome dialog box

A dialog box will appear allowing you to choose the type of a procedure (Fig. 3.2—17).

|§‘A Installation of AxxonSmart v.2.2.0.553 3 =] Dl_)gj

Select action A~

Select procedure for AxxonSmart v.2.2.0.553:

" Repair

& Uninstall

[V Save the setup options

Back | Next I Cancel

Fig. 3.2—17 Reinstallation type selection dialog box

2. Select Remove (see Fig. 3.2—17).

3. To save your Axxon Smart settings in a database, select the Save configuration check box (see
Fig. 3.2—17). This option may be useful when updating the product.

4. Click Next (see Fig. 3.2—17).

A dialog box will appear showing the Axxon Smart removal process (Fig. 3.2—18).
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Removing AxxonSm

Fig. 3.2—18 Dialog box showing the removal process

A dialog box will appear indicating the completion of the removal process. Click Finish. Removal of
Axxon Smart is now complete.
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4 Licensing the Software Product

4.1 Types of Licenses
The Axxon Smart software package must be activated in order to utilize the full functionality of the
security system. Activation of the software product consists of the distribution of an activation key in
the system; this key can be generated independently through the Internet using the product code or
received from an AxxonSoft representative by sending him an activation request file.

Data on the types of Axxon Smart licenses is presented below (Table 4.1—1).

Table 4.1—1 Axxon Smart software package license types

Type of license Number of servers in the system Number of video cameras per server
Smart Start 1 (fixed) 16 (fixed)
Axxon Smart up to 4 (determined by the specific license) up to 64 (determined by the specific license)

The Smart Start license is free if you use archives with a total volume of less than 1 terabyte. To increase
the size of the system's archives, you must purchase an update (a supplementary license) (Table 4.1—2).

In the case of an Axxon Smart license, an update may be purchased for increasing the number of servers
and video cameras in the system (Table 4.1—2). This licensing policy does not place limits on the total
archive size.

Table 4.1—2 Updating the Axxon Smart software package

Type of license Additional system components acquired
Smart Start Terabytes of archives
Axxon Smart Servers and/or video cameras

Information about the type of license you are using is displayed in the server properties in the Product
Type field: Smart Start or Axxon Smart.

Immediately after installation of the product or after distribution of the demo key in the system (see the
section titled Switching to a Different Type of License), the software will be launched in demo mode. The
demo mode will be valid for 30 days from the first installation of the system. The operating hours of the
system are 08.00 - 18.00. No other limitations, including functional limitations, are placed on the
software when working in demo mode.

After the demo mode validity period expires, the software product will stop working. It can be
uninstalled or activated for further use.

4.2 General Information on Activating Primary Licenses
A primary license is a license activated from the demo mode. Subsequently the system may be updated
by purchasing an update for servers and/or video cameras in the case of an Axxon Smart license or for
terabytes of archives in the case of a Smart Start license.

4.2.1 The Smart Start License
A primary Smart Start license is free and allows the use of a fully functional system consisting of one
server, 16 video cameras, and 1 terabyte of archives (see the section titled Types of Licenses).
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To activate a primary Smart Start license, you must send an activation request (for details see the
section titled The Smart Start License).

4.2.2 The Axxon Smart License
A primary Axxon Smart license must be purchased and allows the use of a fully functional system
including up to 4 servers, up to 256 video cameras, and unlimited archives (see the section titled Types
of Licenses).

There are two ways to activate a primary Axxon Smart license:

1. By entering the product code in a special field of the product activation utility (for users who
have already purchased a system — see the section titled Activation of a Purchased Primary
License).

2. By generating an activation request which will then be processed by an AxxonSoft
representative (for users who plan to purchase a system — see the section titled Generating an
Activation Request for a Primary License). After payment, the user will receive either a product
code (after which he or she should use method 1), or an activation key which the AxxonSoft
representative has already received on the basis of the product code. Choose one of these
options according to your convenience.

4.3 General Information on Activating Updates
An update is a license activated when buying additional components if an activation key (Axxon Smart or
Smart Start) has already been distributed in the system. Updates for both licenses must be purchased.
Updates can be purchased for servers and/or video cameras in the case of an Axxon Smart license or for
terabytes of archives in the case of a Smart Start license.

There are two ways to activate updates both for Axxon Smart licenses and for Smart Start licenses:

1. By entering a new product code in a special field of the product activation utility (for users who
have already purchased an update).

2. By generating an update activation request which will then be processed by an AxxonSoft
representative (for users who plan to purchase an update). After payment, the user will receive
either a new product code (after which he or she should use method 1), or an activation key
which the AxxonSoft representative has already received on the basis of the new product code.
Choose one of these options according to your convenience.

4.4 Launching the Product Activation Utility
License activation for the Axxon Smart software package is carried out through the product activation
utility.

You can launch the product activation utility from the Windows OS Start menu: Start -> Programs ->
Axxon Smart -> Utilities -> Product activation.

NOTE. The activation utility program file LicenseTool.exe is located in the folder <Directory where Axxon
Smart is installed>\Axxon Smart\bin\.

Next you should select the name of one of the servers in the domain in which the activation key is to be
distributed (the key will be distributed on all servers of this domain which are running at the moment of
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activation) and connect to the system using the name and password of the Axxon Smart software
package administrator to continue the activation process (Fig. 4.4—1).

~ Connection
- Choose a Serverfor connection

Server CARLOS ~

User name |"°"-’t |

Password I““' |

Back | Next Cancel

Fig. 4.4—1 Connecting to the server

The activation method selection dialog box will then appear (see the section titled Selecting an
Activation Method in Demo Mode).

Product activation utility
- Choose an action

" Smart Start free activation
& Axxon Srnart activation

i advanced options

ect one of the following: -

. Bmart Start free activation,
ou can activate a full-featured system of 1 Server, 16 cameras and 1 Thb far all archives. You will be
ble to update the current configuration if vou buy additional licenses for archives size.

. Axxon Smart activation.
ou will be guided through several steps to send your activation request, receive the activation key and
ibute it throughout the system. =

Back I Mext | Cancel

Fig. 4.4—2 Prompts in the product activation utility

Here and further in the product activation process, it is recommended that you use the prompts
displayed in the utility's dialog boxes (see Fig. 4.4—2). This chapter to a great extent repeats the content
of the prompts.

4.5 Selecting an Activation Method in Demo Mode
In the activation method selection dialog box, select the one of the following options (Fig. 4.5—1):

1. Smart Start free activation. Takes you to free activation of the fully-functioning Smart Start
system, which consists of 1 server, 16 video cameras, and archives with a total volume of 1
terabyte (see the section titled The Smart Start License). Subsequently you can update the
existing configuration repeatedly by purchasing additional licenses for archive volume.
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2. Axxon Smart activation. Takes you through the steps needed to send a request and receive an
Axxon Smart activation key, as well as to distribute the activation key within the system (see the
section titled The Axxon Smart License). Subsequently you can update the existing configuration
repeatedly by purchasing additional licenses for servers and/or video cameras.

3. Advanced options (for experienced users). Gives you quick access to the main activation
options, and also takes you to additional system activation options (see the section titled
Advanced Options in the Product Activation Utility).

Product activation utility
= Choose an action

" Smart Start free activation
@ Axxon Smart activation

" advanced options

Select ane of the following: -

1. Smart Start free activation,
You can activate a full-featured system of 1 Server, 16 cameras and 1 Th for all archives. You will be
able to update the current configuration if you buy additional licenses for archives size.

2. Axxon Smart activation,

You will be guided through several steps to send your activation request, receive the activation key and
distribute it throughout the systern. -

Back I Mext | Cancel

Fig. 4.5—1 Selecting an activation method
4.6 The Smart Start License
4.6.1 Primary License Activation

4.6.1.1 Ways to Activate a Primary License
You can activate a primary (free) Smart Start license in one of the following ways:

1. By automatically sending a request and downloading an activation key.
2. By sending a request and downloading an activation key to the system manually.

4.6.1.2 Automatic Activation
Important! You must be connected to the Internet.

To activate a primary Smart Start license automatically, you must perform the following steps:

1. Inthe activation method selection window, select the Smart Start free activation option. Click
the Next button (Fig. 4.6—1).
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Fig. 4.6—1 Selecting primary Smart Start license activation

2. The Activation key dialog box will appear (Fig. 4.6—2). In this dialog box, select the Request
activation key option. Click the Next button.

Fig. 4.6—2 Sending an activation key request

3. The activation request dialog box will then appear; select Activate online (Fig. 4.6—3). Click the
Next button.
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Fig. 4.6—3 Selecting an automatic activation request

4. Your activation request will be sent online. If activation is completed successfully on the
licensing server (https://sale.axxonsoft.com), the activation key will be automatically

downloaded and distributed within the system.
Automatic activation of the primary Smart Start license is now complete.

4.6.1.3 Sending a Request and Downloading an Activation Key to the System Manually
NOTE. This option is convenient to use when you are not connected to the Internet.

To send a request and download a primary Smart Start license activation key to the system manually,
you must perform the following steps:

1. Inthe activation method selection window, select the Smart Start free activation option. Click
the Next button (Fig. 4.6—4).

Fig. 4.6—4 Selecting primary Smart Start license activation
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2. The Activation key dialog box will appear (Fig. 4.6—5). In this dialog box, select the Request
activation key option. Click the Next button.

Fig. 4.6—5 Sending an activation key request

3. The activation request dialog box will then appear; select Save the activation request to a file
and send it later (Fig. 4.6—6).

Fig. 4.6—6 Selecting manual sending of an activation request

4. Click the Browse button (see Fig. 4.6—6); when the dialog box appears, enter the desired path
and file name to which you wish to save the activation request. Click the Next button.

5. When the file with the activation request has been successfully saved, a confirmation message
will appear (Fig. 4.6—7). Exit the product activation utility by clicking Finish (Fig. 4.6—7).
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Activation

Activation request saved.

Result,

Back I Finish I Cancel

Fig. 4.6—7 Activation request successfully saved

6. Send the activation request file in one of two ways:

8.
9.

6.1.0n your own using the licensing server's Web interface https://sale.axxonsoft.com/. If

activation is completed successfully, you will receive a link for downloading the activation key

(see the section titled Generating an Activation Key for a Free License).
6.2.Through an AxxonSoft representative. The representative will activate the product on the

licensing server and give the activation key to the user.
7. To enter the activation key you have downloaded or received from an AxxonSoft representative,

launch the activation utility again (see the section titled Launching the Product Activation

Utility).

Repeat step 1 of these instructions.

The Activation key dialog box will appear (Fig. 4.6—8). Here you should load the Smart Start
activation key you have received from the file for distribution in the system. To do this, select
Enter activation key and click Browse to search for the corresponding file.

Activation key

% Enter activation key

| Browse...

= Request activation key

Zelect one of the following:

1. Enter activation key.
rou can enter and distribute through systemn the key from the key file that you received when you
activated the system for the first time or updated your configuration.

2. Request activation key.
ou will be guided through several steps to send vour first activation request or an update request,

D

Back | Next | Cancel

Fig. 4.6—8 Entering the activation key
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10. After selecting the file with the activation key, click the Next button. The utility will then activate

the free Smart Start license. If license activation is successful, a confirmation message will
appear. Otherwise the errors that occurred during activation will be displayed.

Sending a request and downloading a primary Smart Start license activation key to the system manually

is now complete.

4.6.2 Activating Updates

4.6.2.1 Instances of Activating Updates
One has the option of purchasing additional Smart Start licenses (updates) for the system's total archive

size.

Instances of activating Smart Start updates are as follows:

1.
2.

The user has purchased an update and received a product code.
The user plans to purchase an update and needs to fill out an activation request.

4.6.2.2 Activating a Purchased Update
To activate a purchased update, you must perform the following steps:

1.

In the activation method selection window, select the Smart Start Update option. Click the Next

button (Fig. 4.6—9).

Product activation utility

= Choose an action

¢ Smart Start free activation
@ Smart Start Update

¢ advanced options

select one of the following: =

1. Smart Start Update
Tou will be guided through several steps to send your activation request, receive the activation key for
Smart Start Update and distribute it throughout the system,

2. Advanced options (for experienced users),
rou can quickly access the main activation options and go to the required activation steps.

Back I Next Cancel

Fig. 4.6—9 Selecting a Smart Start update

The Activation key dialog box will appear (Fig. 4.6—10). In this dialog box, select the Request
activation key option. Click the Next button.
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Fig. 4.6—10 Sending an activation key request

3. The System configuration dialog box will then appear, in which you should indicate how you
would like to receive the system configuration (Fig. 4.6—11):
3.1.Use the current configuration.
The current configuration (total size of archives in the system) will be analyzed.
3.2.Set required configuration.
Takes you to a dialog box where you can enter the desired maximum total archive size in the
updated system.

Fig. 4.6—11 Receiving the system configuration

4. Click the Next button.

5. If you select the Set required configuration method, the Configuration setup dialog box will
appear, in which you should enter the desired maximum archive size in the updated system in
terabytes (Fig. 4.6—12).

You should enter the size registered in the purchased update or less.
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Fig. 4.6—12 Setting up the necessary Smart Start configuration

6. Click the Next button. After you select Use current configuration or set up the desired
configuration, the Product code dialog box will appear, in which you should enter the code of
the update purchased (Fig. 4.6—13).

Fig. 4.6—13 Entering the code of the update purchased

7. Click the Next button. The activation request dialog box will then appear; select the desired
activation method (Fig. 4.6—14):
7.1.Activate online
7.2.Save request to file

NOTE. It is recommended that you use the second method when you are not connected to the Internet.
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Activation request
Choose method of activation request transfer,

& Activate online

(" Save the activation requestto a file and send it later

Browse.,

Flease choose how to send your activation request: =

1. Automatically (via Internet) (for users who entered a product code).
“rour activation request will be sent via Internet, If the licensing server completes the activation, the
activation key will be autarnatically downloaded and distributed through the system.

2. Save the activation request to a file and send it later (for all users when Internet access is broken).
You save your activation request ta a file and send it later or purchase the product. -

Back | Mext | Cancel

Fig. 4.6—14 Selecting a method of sending an activation request

8. Click the Next button. Depending on which method you have chosen for sending your activation
request, one of the following will occur:
8.1.Your activation request will be sent online. If activation is completed successfully on the
licensing server, the new activation key will be automatically downloaded and distributed
within the system.
8.2.The request will be saved to a file for sending later.
9. You can send the request yourself in one of two ways:
9.1.0n your own using the licensing server's Web interface https://sale.axxonsoft.com. If
activation is completed successfully, you will receive a link for downloading the activation key
(see the section titled Generating an Activation Key for a Paid License).
9.2.Through an AxxonSoft representative. The representative will activate the update on the
licensing server and give the activation key to the user.

To enter an activation key you have downloaded or received from an AxxonSoft representative,
you must launch the utility again, select Smart Start Update in the activation method selection
dialog box, and open the activation key from the file (Fig. 4.6—15).
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Fig. 4.6—15 Entering the activation key

Activation of a purchased Smart Start update is now complete.

4.6.2.3 Generating an Update Activation Request
To generate an activation request for a Smart Start update, you must perform the following steps:

1. Inthe activation method selection window, select the Smart Start Update option. Click the Next
button (Fig. 4.6—16).

Fig. 4.6—16 Selecting a Smart Start update

2. The Activation key dialog box will appear (Fig. 4.6—17). In this dialog box, select the Request
activation key option. Click the Next button.
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Activation key

(" Enter activation key

Browse...

(¢ Request activation key

[select one of the following:

D

1, Enter activation key,
You can enter and distribute through system the key from the key file that you received when you
activated the system for the first time or updated your configuration.

2. Request activation key.
You will be guided through several steps to send your first activation request or an update request.

Back I Next I Cancel

Fig. 4.6—17 Sending an activation key request

3. The System configuration dialog box will then appear. Here you should indicate a method for
receiving the configuration of the updated system for which you need to purchase an update
(Fig. 4.6—18):

3.1.Use the current configuration.
The current configuration (total size of archives in the system) will be analyzed.

3.2.Set required configuration.
Takes you to a dialog box where you can enter the desired maximum total archive size in the
updated system.

. System configuration A
-y Choose an action =

% Use current configuration

" Setrequired configuration

frou must select how you wish to receive the configuration for activation of the Smart Start update: =

1. Use the current configuration.

The current configuration (total volume of archives on the server) will be analyzed.

If you have not purchased an update, a purchase request for the archive volume which is not activated in
the current configuration will be generated.

2. Set required configuration.
Takes you to a dialog box where you can enter the desired volume of archives in the updated system. -

Back | Mext | Cancel

Fig. 4.6—18 Receiving the system configuration

4. Click the Next button.

5. If you select the Set required configuration method, the Configuration setup dialog box will
appear, in which you should enter the desired maximum archive size in the updated system in
terabytes (Fig. 4.6—19). Click the Next button.
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Fig. 4.6—19 Setting up the necessary Smart Start configuration

6. After you select Use current configuration or after you have set up the desired updated
configuration, the Product code dialog box will appear. Click the Next button (Fig. 4.6—20).

Fig. 4.6—20 Going to the next step

7. The activation request dialog box will then appear; select Save the activation request to file and
send it later (Fig. 4.6—21). Select the desired path and file name for the request using the
Browse button.
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Activation request
o Choose method of activation request transfer,

€ Activate online

(% Savethe activation requestto a file and send it later

Browse.,

I

Please choose how to send your activation request:

1. Automatically {via Internet) (for users who entered a product code).
Tour activation request will be sent via Internet, If the licensing server completes the activation, the
activation key will be autarnatically downloaded and distributed through the system.

2. Save the activation reguest to a file and send it later (for all users when Internet access is broken).
You save your activation request ta a file and send it later or purchase the product. =

Back | Mext | Cancal

Fig. 4.6—21 Selecting a method of sending an activation request

8. Click the Next button. The request will be saved to a file for sending later.
Generating an activation request for a Smart Start update is now complete.

You must send the request file to an AxxonSoft representative, who will then generate a product code
and present an invoice for payment. After confirmation of payment, the user will be sent either a

product code or an activation key.

To create an activation key based on a product code you have received, follow the instructions in the
section titled Activating a Purchased Update.

To distribute an activation key you have received, launch the product activation utility again, select
Axxon Smart update in the activation method selection dialog box, and then open the activation key

from the file (Fig. 4.6—22).

Activation key
=4

% Enter activation key

Browse...

i~ Request activation key

¥

Select ane of the following:

1. Enter activation key.
Tou can enter and distribute through system the key from the key file that vou received when you
activated the system for the first time or updated your configuration,

2. Reguest activation key,
ou will be guided through several steps to send vour first activation request ar an update request,

Back | Next | Cancel

Fig. 4.6—22 Entering the activation key
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.7 The Axxon Smart License

7.1 Primary License Activation

47.11 Instances of Activating a Primary License
One needs to activate a primary Axxon Smart license in the following cases:

1
2

. The user has purchased a license and received a product code.
. The user plans to purchase a license and needs to generate an activation request.

4.7.1.2 Activation of a Purchased Primary License

To ac

1.

tivate a purchased primary Axxon Smart license, you must perform the following steps:

In the activation method selection window, select the Axxon Smart activation option. Click the

Next button (Fig. 4.7—1).

-] Product activation utility

/ Choose an action

" Smart Start free activation
& Axxon Smart activation

" advanced options

Select one of the following:
1. Srart Start free activation.

“rou can activate a full-featured system of 1 Server, 16 cameras and 1 Tb for all archives, You will be
able to update the current configuration if you buy additional licenses for archives size.

2. Axxon Smart activation,
¥ou will be guided through sewveral steps ta send your activation request, receive the activation key and

distribute it throughout the system.

Back I Mext Cancel

Fig. 4.7—1 Selecting primary Axxon Smart license activation

2. The Activation key dialog box will appear (Fig. 4.7—2). In this dialog box, select the Request
activation key option. Click the Next button.
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. Activation key
'

(" Enter activation key

Browse...

{+ Request activation key

lselect one of the following:

I»

1, Enter activation key,
You can enter and distribute through system the key from the key file that you received when you
activated the system for the first time or updated your configuration.

2. Request activation key.
You will be guided through several steps to send your first activation request or an update request.

Back I Next I Cancel

Fig. 4.7—2 Sending an activation key request

3. The System configuration dialog box will then appear, in which you should indicate how you
would like to receive the system configuration (Fig. 4.7—3):

3.1.Use current configuration (for users who have already configured the system in demo mode).
The current configuration (running servers and video cameras) will be analyzed.

3.2.Set required configuration (for users who have planned one, but have not yet configured it or
have partly configured it).
Takes you to a dialog box where you can enter the desired number of servers (only running
servers of the domain are accessible) and video channels for activation.

System configuration
- Choose an action

* Use current configuration

" Setrequired configuration

Please choose how you would like to receive the configuration needed to activate the Axxon Smart
primary license:

IS

1. Use the current configuration (for users who already configured the system in demo mode).
The current configuration {running Servers and created video cameras) will be analyzed.

If you have not purchased the system yet, a purchase request for the current configuration {running —|
Servers and created video cameras) will be created.

2. Specify the required configuration {far users who have planned one but have not yet configured it/ =

Back | Mext | Cancel

Fig. 4.7—3 Receiving the system configuration

4. Click the Next button.

5. If you select the Set required configuration method, the Configuration setup dialog box will
appear, in which you should enter the desired number of servers and video cameras for
activation (Fig. 4.7—4). Click the Next button.
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The desired number of devices should not exceed the number allowed for activation (indicated
in the purchased license).

Fig. 4.7—4 Configuration setup

6. After you select Use current configuration or after you have set up the desired configuration,
the Product code dialog box will appear. Enter the code of the product purchased (Fig. 4.7—5).

Fig. 4.7—5 Entering the product code

7. Click the Next button. The Activation request dialog box will then appear. Select the desired
method for sending the request (Fig. 4.7—6):
7.1.Activate online
7.2.Save request to file

NOTE. It is recommended that you use the second method when you are not connected to the Internet.

55



Activation request
Choose method of activation request transfer,

# Activate online

{~ Savethe activation request to a file and send it later

Browse..

Please choose how to send vour activation request: -

1. Automnatically {via Internet) {for users who entered a product code).
Your activation request will be sent via Internet, If the licensing server cornpletes the activation, the
activation key will be automatically downloaded and distributed through the system.

2. Sawe the activation request to a file and send it later (for all users when Internet access is braken).
Tou save your activation request to a file and send it later or purchase the product. -

Back | Mext | Cancel

Fig. 4.7—6 Selecting a method of sending an activation request

8. Click the Next button. Depending on which method you have chosen for sending your activation
request, one of the following will occur:
8.1.Your activation request will be sent online. If activation is completed successfully on the
licensing server, the activation key will be automatically downloaded and distributed within
the system.
8.2.The request will be saved to a file for sending later.
9. You can send the request yourself in one of two ways:
9.1.0n your own using the licensing server's Web interface https://sale.axxonsoft.com. If

activation is completed successfully, you will receive a link for downloading the activation key
(see the section titled Generating an Activation Key for a Paid License).

9.2.Through an AxxonSoft representative. The representative will activate the product on the
licensing server and give the activation key to the user.

To enter an activation key you have downloaded or received from an AxxonSoft representative,
you must launch the utility again, select Axxon Smart activation in the activation method
selection dialog box, and open the activation key from the file (Fig. 4.7—7).
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Fig. 4.7—7 Entering the activation key

Activation of the purchased primary Axxon Smart license is now complete.

4.7.1.3 Generating an Activation Request for a Primary License
To generate an activation request for an Axxon Smart license, you must perform the following steps:

1. Inthe activation method selection window, select the Axxon Smart activation option. Click the
Next button (Fig. 4.7—8).

Fig. 4.7—8 Selecting Axxon Smart license activation

2. The Activation key dialog box will appear (Fig. 4.7—9). In this dialog box, select the Request
activation key option. Click the Next button.
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Activation key
=

" Enter activation key

Browse...

(¢ Request activation key

I»

lselect one of the following:

1, Enter activation key,
You can enter and distribute through system the key from the key file that you received when you
activated the system for the first time or updated your configuration.

2. Request activation key.
You will be guided through several steps to send your first activation request or an update request.

Back I Next I Cancel

Fig. 4.7—9 Sending an activation key request

3. The System configuration dialog box will then appear. Indicate how you would like to receive
the configuration of the system you need to purchase (Fig. 4.7—10):

3.1.Use current configuration (for users who have already configured the system in demo mode).
The current configuration (running servers and all video cameras) will be analyzed.

3.2.Set required configuration (for users who have planned one, but have not yet configured it or
have partly configured it).
Go on to enter the desired number of servers (only running servers of the domain are
accessible) and video cameras to be purchased.

System configuration
- Choose an action

* Use current configuration

" Setrequired configuration

Please choose how you would like to receive the configuration needed to activate the Axxon Smart
primary license:

IS

1. Use the current configuration (for users who already configured the system in demo mode).
The current configuration {running Servers and created video cameras) will be analyzed.

If you have not purchased the system yet, a purchase request for the current configuration {running —|
Servers and created video cameras) will be created.

2. Specify the required configuration {far users who have planned one but have not yet configured it/ =

Back | Mext | Cancel

Fig. 4.7—10 Receiving the system configuration

4. Click the Next button.
5. If you select the Set required configuration method, the Configuration setup dialog box will
appear, in which you should enter the desired number of servers and video cameras for

purchase. Click the Next button (Fig. 4.7—11).
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Fig. 4.7—11 Configuration setup for a system to be acquired

6. After you select Use current configuration or after you have set up the desired configuration,
the Product code dialog box will appear. Select Create activation request. Click the Next button
(Fig. 4.7—12).

Fig. 4.7—12 Creating an activation request

7. The activation request dialog box will then appear; select Save the activation request to file and
send it later (Fig. 4.7—13). Select the desired path and file name for the request using the
Browse button.
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Activation request
= Choose method of activation request transfer.

£ Activate online

* Save the activation requestto a file and send it later

| Browse.,

Please choose how to send your activation request:

B

1. Automatically {via Internet) (for users who entered a product code).
“four activation request will be sent via Internet, If the licensing server completes the activation, the
activation key will be automatically downloaded and distributed through the system.

2. Save the activation request to a file and send it later {for all users when Internet access is braken).
ou save your activation request to a file and send it later or purchase the product. =

Back | Next | Cancel

Fig. 4.7—13 Selecting a method of sending an activation request

8. Click the Next button. The request will be saved to a file for sending later.
Generating an activation request for a primary Axxon Smart license is now complete.

You must send the request file to an AxxonSoft representative, who will then generate a product code
and present an invoice for payment. After confirmation of payment, the user will be sent either a
product code or an activation key.

To enter a product code received from an AxxonSoft representative, follow the instructions in the
section titled Activation of a Purchased Primary License.

To enter an activation key you have downloaded or received from an AxxonSoft representative, launch

the product activation utility again, select Axxon Smart activation in the activation method selection
dialog box, and then open the activation key from the file (Fig. 4.7—14).

Activation key
=4

% Enter activation key

Browse...

i~ Request activation key

Select ane of the following:

¥

1. Enter activation key.
Tou can enter and distribute through system the key from the key file that vou received when you
activated the system for the first time or updated your configuration,

2. Reguest activation key,
ou will be guided through several steps to send vour first activation request ar an update request,

Back | Next | Cancel

Fig. 4.7—14 Entering the activation key
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4.7.2 Activating Updates

4.7.2.1 Instances of Activating Updates
One has the option of purchasing an Axxon Smart update for servers and/or video cameras.

Instances of activating Axxon Smart updates are as follows:

1. The user has purchased an update and received a new product code.
2. The user plans to acquire an update and needs to generate an activation request.

4.7.2.2 Activating a Purchased Update
To activate a purchased update, you must perform the following steps:

1. Inthe activation method selection window, select the Axxon Smart update option. Click the

Next button (Fig. 4.7—15).

\ Product activation utility

]

/ Choose an action

€ Smart Start free activation
% Axxon Srart Update
i advanced options

&

Select ane of the following:

1. Axxan Smart Update

You will be guided through several steps ta send your activation request, receive the activation key for
Axxon Smart Update and distribute it throughout the system,

2. Advanced options (for experienced users).
“rou can quickly access the main activation options and go to the reguired activation steps.

Back I Mext Cancal

Fig. 4.7—15 Selecting Axxon Smart update activation

2. The Activation key dialog box will appear (Fig. 4.7—16). In this dialog box, select the Request
activation key option. Click the Next button.
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Activation key
=4

(" Enter activation key

Browse...

(¢ Request activation key

lselect one of the following:

I»

1, Enter activation key,
You can enter and distribute through system the key from the key file that you received when you
activated the system for the first time or updated your configuration.

2. Request activation key.
You will be guided through several steps to send your first activation request or an update request.

Back I Next I Cancel

Fig. 4.7—16 Sending an activation key request

3. The System configuration dialog box will then appear, in which you should indicate how you
would like to receive the updated system configuration (Fig. 4.7—17):
3.1.Use the current configuration.
The current configuration (running servers and all created video cameras) will be analyzed.
3.2.Set required configuration.
Takes you to a dialog box where you can enter the desired number of servers (only running
servers of the domain are accessible) and video cameras in the updated system.

A System configuration
- Choose an action

& Use current configuration

{~ Setrequired configuration

ou must select how you wish to receive the configuration for activation of the Axxon Smart update:

ID

1. Use the current configuration.

The current configuration {running servers and created video cameras) will be analyzed.

If you have not purchased an update, a purchase request for components which are not activated in the
current configuration will be generated.

2. Set required configuration.
Takes you to & dialog box where you can enter the desired number of servers {only running servers are

Back | Next | Cancel

Fig. 4.7—17 Receiving the system configuration

4. Click the Next button.

5. If you select the Set required configuration method, the Configuration setup dialog box will
appear, in which you should enter the desired number of servers and video cameras in the
updated system (Fig. 4.7—18).

You should set the number of video channels registered in the purchased update or fewer.
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Fig. 4.7—18 Configuration setup

6. Click the Next button. After you select Use current configuration or after you have set up the
desired configuration, the Product code dialog box will appear. Enter the code of the update
purchased (Fig. 4.7—19). In this case the purchased update will be used together with the
current configuration.

Fig. 4.7—19 Entering a new product code

7. Click the Next button. The activation request dialog box will then appear; select the desired
activation method (Fig. 4.7—20):
7.1.Activate online
7.2.Save request to file

NOTE. It is recommended that you use the second method when you are not connected to the Internet.

63



Activation request
Choose method of activation request transfer.

¥ Activate anline

{ Savethe activation requestto a file and send it later

| Browse..

Tr

Please choose how to send your activation request:

1. Automatically (via Internet) (for users who entered a product code),
Your activation request will be sent via Internet, If the licensing server cornpletes the activation, the
activation key will be autarnatically downloaded and distributed through the system.

2. Save the activation request to a file and send it later (for all users when Internet access is braken).
You sawve your activation request to a file and send it later ar purchase the product. =

Back | Mext | Cancel

Fig. 4.7—20 Selecting a method of sending an activation request

8. Click the Next button. Depending on which method you have chosen for sending your activation
request, one of the following will occur:
8.1.Your activation request will be sent online. If activation is completed successfully on the
licensing server, the new activation key will be automatically downloaded and distributed
within the system.
8.2.The request will be saved to a file for sending later.
9. You can send the request yourself in one of two ways:
9.1.0n your own using the licensing server's Web interface https://sale.axxonsoft.com. If
activation is completed successfully, you will receive a link for downloading the activation key
(see the section titled Generating an Activation Key for a Paid License).
9.2.Through an AxxonSoft representative. The representative will activate the update on the
licensing server and give the activation key to the user.

To enter an activation key you have downloaded or received from an AxxonSoft representative,
you must launch the utility again, select Axxon Smart activation in the activation method
selection dialog box, and open the activation key from the file (Fig. 4.7—21).
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Fig. 4.7—21 Entering an activation key

Activation of a purchased update is now complete.

4.7.2.3 Generating an Update Activation Request
To generate an activation request for an Axxon Smart update, you must perform the following steps:

1. Inthe activation method selection window, select the Axxon Smart Update option. Click the
Next button (Fig. 4.7—22).

Fig. 4.7—22 Selecting Axxon Smart update activation

2. The Activation key dialog box will appear (Fig. 4.7—23). In this dialog box, select the Request
activation key option. Click the Next button.
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Activation key
=

" Enter activation key

Browse...

(¢ Request activation key

lselect one of the following:

I»

1, Enter activation key,
You can enter and distribute through system the key from the key file that you received when you
activated the system for the first time or updated your configuration.

2. Request activation key.
You will be guided through several steps to send your first activation request or an update request.

Back I Next I Cancel

Fig. 4.7—23 Sending an activation key request

3. The System configuration dialog box will then appear. Here you should indicate a method for
receiving the configuration of the updated system for which you need to purchase an update
(Fig. 4.7—24):

3.1.Use the current configuration.
The current configuration (running servers and all created video cameras) will be analyzed.
3.2.Set required configuration.
Takes you to a dialog box where you can enter the desired number of servers (only running
servers of the domain are accessible) and video cameras in the updated system.

System configuration
- Choose an action

f* Use current configuration

~ Set required configuration

Tou must select how you wish to receive the configuration for activation of the Axxon Smart update: =

1. Use the current configuration.

The current configuration (running servers and created wideo cameras) will be analyzed.

If you have not purchased an update, a purchase request for components which are not activated in the
current configuration will be generated.

2. Set required configuration.
Takes you to a dialog bax where you can enter the desired number of servers {only running servers are

Back | Mext | Cancel

Fig. 4.7—24 Receiving the system configuration

4. Click the Next button.

5. If you select the Set required configuration method, the Configuration setup dialog box will
appear, in which you should enter the desired number of servers and video cameras in the
updated system (Fig. 4.7—25). Click the Next button.
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Fig. 4.7—25 Configuration setup for a system to be acquired

6. After you select Use current configuration or after you have set up the desired updated
configuration, the Product code dialog box will appear. Click the Next button (Fig. 4.7—26).

Fig. 4.7—26 Going to the next step

7. The activation request dialog box will then appear; select Save the activation request to a file
and send it later (Fig. 4.7—27). Select the desired path and file name for the request using the
Browse button.
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Activation request
= Choose method of activation request transfer,

& Activate online

i Save the activation request to a file and send it later

Browse.,

Please choose how to send your activation request: =)

1. Automatically {via Internet) i(for users who entered a product code).
rour activation request will be sent wia Internet, If the licensing server completes the activation, the
activation key will be automatically downloaded and distributed through the system |

2. Save the activation request to a file and send it later {for all users when Internet access is braken).
fou sawe yaour activation request to a file and send it later or purchase the product. -

Back | Next | Cancel

Fig. 4.7—27 Selecting a method of sending an activation request

8. Click the Next button. The request will be saved to a file for sending later.
Generating an activation request for an Axxon Smart update is now complete.

You must send the request file to an AxxonSoft representative, who will then generate a product code
and present an invoice for payment. After confirmation of payment, the user will be sent either a
product code or an activation key.

To enter a product code received from an AxxonSoft representative, follow the instructions in the
section titled Activating a Purchased Update.

To enter an activation key you have downloaded or received from an AxxonSoft representative, launch
the product activation utility again, select Axxon Smart Update in the activation method selection
dialog box, and then open the activation key from the file (Fig. 4.7—28).

Activation key
o

% Enter activation key

Browse...

= Request activation key

Select one of the following: =

1. Enter activation key.
Tou can enter and distribute through systemn the key from the key file that yvou received when you
activated the system for the first time or updated your configuration,

2. Reguest activation key,
rou will be guided through sewveral steps to send your first activation request ar an update request,

Back | Next | Cancel

Fig. 4.7—28 Entering the activation key
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4.8 Advanced Options in the Product Activation Utility
For quick access to the main activation options or to access advanced options for system activation,
select Advanced options. Click the Next button (Fig. 4.8—1).

- Product activation utility
= Choose an action

" Smart Start free activation
" Axxon Smart activation

* Advanced options

ID

Select one of the following:

1. Smart Start free activation,
“fou can activate a full-featured systemn of 1 Server, 16 cameras and 1 Th for all archives. You will be
able to update the current configuration if you buy additional licenses for archives size.

Z, Axxon Smart activation,
“fou will be guided through several steps to send your activation request, receive the activation key and
distribute it throughout the system. =

Back | Next Cancel

Fig. 4.8—1 Selecting advanced options

The Advanced options dialog box will then appear (Fig. 4.8—2).

Advanced options
'1 Choose an action

= Open activation key from file
= Remove activation key from systermn
(" Save activation key to file

(" Change system dormain name

Tr

Eelect one of the fallowing:

1, Open activation key fram file
You can open and distribut through systern the key from the key file that you received when you
activated the system for the first time or updated your configuration. —

2. Remove activation key from system
‘rou can delete the activation key and the system will switch to demo mode. This option might come in
handy, when you merged several systerns and this resulted in a key distribution problem, =

Back | Mext | Cancel

Fig. 4.8—2 The Advanced options dialog box

In this dialog box the following functions are available (see Fig. 4.8—2):

1. Opening an activation key from a file received during the first launching of the product
activation utility and distributing it in the system(within the domain).
2. Removing an activation key from the system. The system will then switch to demo mode.

Saving an activation key to a file. This option can be useful when reinstalling a system or when it
is necessary to distribute a key manually. It is recommended to do this in case the system breaks

down.
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4. Changing the domain name set at system installation.

To open an activation key from a file, select Open activation key from file and then click the Next
button (see Fig. 4.8—2). A dialog box will then appear from which you can select the desired file; to
distribute the activation key in the system, click the Open button.

To remove an activation key from the system, select Remove activation key from system and then click
the Next button (see Fig. 4.8—2). The Deleting the license key dialog box will then appear, in which you
should confirm the operation by clicking the Yes button (Fig. 4.8—3).

Deleting the license ke B |

Do you really delete the license keyy

Yes Mo |

Fig. 4.8—3 Deleting a license key

To save an activation key to a file, select Save activation key to file and then click the Next button (see
Fig. 4.8—2). A dialog box will then appear in which you can indicate the desired path and file name; to
save the activation key to this file, click the Save button.

To change the domain name set at system installation, select Rename system domain and then click the
Next button (see Fig. 4.8—2). The Rename system domain dialog box will then appear. In the Specify a
new name for system domain field, indicate the desired name (Fig. 4.8—4) and then click the Next
button.

Important! The domain renaming function cannot be used to unite several domains into one. Before
renaming a domain, make sure the new name does not coincide with the name of another domain
located in the same local network.

Specify a new name for system domain

AS-DOMAIN-6]

Fig. 4.8—4 Renaming the system domain

When any of these advanced operations is completed successfully, a confirmation message will appear
(for example, Fig. 4.8—5). Otherwise the errors that occurred will be displayed.
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. Rename system domain
+

Domain was renamed successfully.

I

Back I Finish Cancel I

Fig. 4.8—5 The result of an operation

Click the Finish button to exit the product activation utility (see Fig. 4.8—5).

4.9 Switching to a Different Type of License
To switch from a Smart Start license to an Axxon Smart license or vice versa, you must first distribute a

demo key in the system. To do this, you must do the following:

Launch the product activation utility.
Select Advanced options -> Open activation key from file and in the dialog box which appears,
select the demo key named demo-license.key located in the folder <Directory where Axxon

Smart is installed>\AxxonSmart\Tickets.
3. After distributing the demo key in the system, you must relaunch the utility to activate the

desired Axxon Smart license.

Switching to a different type of Axxon Smart license is now complete.

4.10 Generating Activation Keys Through the Licensing Server's Web

Interface
To generate an activation key through the licensing server's Web interface, you need a request file for
the activation of the desired license for the Axxon Smart software package. This file must be created

through the product activation utility according to its interactive instructions.

4.10.1 Generating an Activation Key for a Free License
You can generate an activation key for a primary Smart Start license on your own through the licensing

server's Web interface.
To use this option you must perform the following steps:

1. Use your Web browser to go to https://sale.axxonsoft.com (Fig. 4.10—1).
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Keys
Decode

el
Generate demo

Fig. 4.10—1 Generating an activation key for a free license

2. Go to the Generate demo link (see Fig. 4.10—1).

3. Inthe form which appears on the page, indicate the path to the request file for activation of the
primary Smart Start license. Load this file to the licensing server by clicking Upload (Fig. 4.10—2).

Generate key

RGQieSt D:\Keys\SmartStart ‘ |0630p... | Upload
ey:

Upload request file

Fig. 4.10—2 Selecting a request file

4. Click the Generate button.

5. Download the primary Smart Start license activation key (Fig. 4.10—3).

Generate key

® Key generated successfully

Fig. 4.10—3 Link for downloading an activation key

Generation of a primary Smart Start license activation key is now complete.

4.10.2 Generating an Activation Key for a Paid License
You can generate activation keys for the following paid licenses on your own:

1. A primary Axxon Smart license
2. A Smart Start update
3. An Axxon Smart update
To use this option you must perform the following steps:

1. Use your Web browser to go to https://sale.axxonsoft.com (Fig. 4.10—4).
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Generate demo
Help

Fig. 4.10—4 Generating an activation key for a paid license

2. Go to the Generate link (see Fig. 4.10—4).

3. Inthe form which appears on the page, indicate the path to the request file for activation of the

desired paid license. Load this file to the licensing server by clicking Upload (Fig. 4.10—5).

Important! The activation request file should contain the product code you received when you
purchased the given license.

Generate key

ReqllieSt D:\Keys\axxonsmart O63o0p... | Upload
ey.

Upload request file

Fig. 4.10—5 Selecting a request file

4. Click the Generate button.
5. Download the paid license activation key (Fig. 4.10—6).

Generate key

® Key generated successfully

Fig. 4.10—6 Link for downloading an activation key

Generation of an activation key for a paid license is now complete.
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5 Launching and Closing the Axxon Smart Software Package

5.1 Launching
Axxon Smart can be started manually using the Start menu, which is intended for launching user
programs in Windows. To start working with the software, you must perform the following steps:

1. Go to Start = All Programs = Axxon Smart = Axxon Smart.

NOTE. The Axxon Smart software package program file AxxonSmart.exe is located in the folder
<Directory where Axxon Smart is installed>\Axxon Smart\bin\.

Axxon Smart will then launch and an authorization window will appear. (Fig. 5.1—1)

“"m
axx<'n

R short

Servername/IP-address

: -
C_comee [ cose ]

Fig. 5.1—1 Entering your user name and password at Smart Startup

2. Enter your user name and password and click Connect (see Fig. 5.1—1, 1-3).

NOTE 1. If a remote user is accessing the software, the NetBIOS name or the IP-address of the computer

with which the connection is being established should be indicated in the Computer field.

NOTE 2. When logging into the system for the first time, use the user name "root", which has

administrator permissions. Enter "root" into the User name and Password fields. The administrator then

needs to configure the system for multi-user access (for more details, see the section titled Configuring
Archives).

If authorization is successful, a video surveillance monitor will be displayed on the screen (Fig. 5.1—2).
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Fig. 5.1—2 Video surveillance monitor displayed after launching Axxon Smart

NOTE. If Axxon Smart is launched in demo mode, then after you enter the authorization parameters, a
message to this effect will appear (Fig. 5.1—3). To continue launching Axxon Smart, click OK.

QAXXNoN
SIMAart

Attention! The system s working in demo mode. The functionality and limitations of demo mode are
described inthe AxxonSmartUserGuide.

> .

Fig. 5.1—3 Demo mode message

If the Server to connect to, does not belong to any domain, you will see the following message after
clicking Connect (Fig. 5.1—4).

B x

Server does not belong bo domain.

Fig. 5.1—4 The Server does not belong to domain message

To connect to the Server, you need to either create a new domain on its basis or add the server to
another domain.
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If you want to create a new domain, click OK (see Fig. 5.1—4) and folow the Creating New Domain
instructions.

To add the server to another domain instead, click Xl and folow the Adding New Domain instructions.

5.2 Closing
Before closing Axxon Smart, you need to exit the user interfaces. To do this, you need to do one of the
following:

1. Click the Xl button located in the top-right corner of the program window.
NOTE. If the client is opened in full-screen mode (enabled by default), the =l putton is not displayed. In

this case you can exit the user interfaces using actions 2 and 3.

|
2. Click the button located under Settings.
3. Select Exit in the context menu of the Axxon Smart icon Iﬁ, which is located on the Windows
toolbar when the program window is minimized.

When you perform one of these actions, the authorization window will appear (Fig. 5.2—1). To close
Axxon Smart (completely exit the client), click Close.

Qxx<\>n

SIMAart

Servername/IP-address: LOCALHOST 7.

User name: |root l

Password: || I

[ Connect J C Close )

Fig. 5.2—1 Closing the Axxon Smart software package

5.3 Switching Users Quickly

You can switch Axxon Smart users quickly without fully exiting the client.
To do this, you must do the following:

1. Exit the Axxon Smart user interface (see the section titled Closing).
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Servername/IP-address: LOCALHOST 52

J

User name: |"°°t

L1 L]

Password: |"“|

\

[ Connect ] l Close

Fig. 5.3—1 Switching users quickly

2. When the authorization window appears, enter the user name under which you need to log in
and the corresponding password and click Connect (see Fig. 5.3—1).

Switching users is now complete.

5.4 Connecting to Another Server Quickly
You can connect to another server without fully exiting the client.

To do this, you must do the following:

1. Exit the Axxon Smart user interface (see the section titled Closing).
When the authorization window appears, select the server to which you need to connect the
client from the Computer list.

3. Enter the user name under which you need to log in and the corresponding password and click

Connect.

Connection to another server is now complete.
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6 Configuration of the Axxon Smart Software Package

6.1 General Information on Configuring System Objects

6.1.1 Procedure for Configuring System Objects
System objects form the basis for configuring the Axxon Smart software package; you can set them up
on the Devices tab under Settings (Fig. 6.1—1).

Fig. 6.1—1 The Devices tab

Identifying and managing devices physically connected to a server, creating users with varying
permissions, and creating rules and automatic reponses are just a few of the things the user can do by
creating and configuring system objects.

The procedure for working with system objects varies slightly depending on their type, but generally you
should adhere to the following sequence of actions:

Create an object.

Configure its parameters.
Save changes.

Edit the values of parameters.
Save changes.

Delete the object.

o U hsE WN PR

Some system object parameters have a set range of values, in which case you must select the
appropriate value from a list. Other parameters serve to display information, while yet others must be
set manually according to the recommendations in the parameter’s description.

NOTE. As a rule, the parameter description is displayed in a special area under the object properties table
when the parameter is selected (Fig. 6.1—2).
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BEa 23 0.0.0.0
]

Mame 0.0.0.0 o
= 2. Objectfeatures
Address 0.0.0.0
Driver version 3.0.0
Firrmware ®PDN.AL-1.1.10.126
MAC-address
Model [SMC1063N
Port an
Produced by CHE
Wideo channel N2 a
El 3. authentication
Lagin root
Password sssee
Use by default Yes
E 4.¥ideo stream settings
Displayed video stream 0. MIPEG/MPEG4/H.264
E Recorded video stream 0, MIPEG/MPEG4/H.264
Bit rate 1000
Frames per second {fps) 25
Quality 8
Resolution 352x288
Video codec MPEG4
Select video stream. Mo =
uality
@mpression quality. Value should be in range [1, 10] )

Fig. 6.1—2 Area for displaying parameter descriptions

As is evident from the sequence listed above, any changes made during configuration should be saved
by clicking the Apply button. Before you click the Apply button, the changes may be cleared using the
Cancel button. Otherwise the changes will be applied without having to restart the software.

6.1.2 The list of Servers for a Domain
All servers under the same domain that the server you connected to are displayed in a the hardware list
(Fig. 6.1—3).

List of device
i | Smg) il
=

5 ws3
[gl Unallocated equipment
Unallocated 5

Fig. 6.1—3 Unallocated equipment

You can configure servers from any Client workstation, provided you have the appropriate permissions
(see the section Creating and Configuring the Role and User System Objects).

6.1.3 Searching for Devices
Unallocated Servers (i.e.server that do not belong to any domain) and IP devices appear in the system

once they are found through automatic device discovery. To search for a device, use the = button.

NOTE. Since multicast packets are used for device searh, the search results may not contain the devices
from another sub-network.

Unallocated servers found are displayed in the Unallocated Servers list (Fig. 6.1—4). Please refer to
section Adding a Server to an existing domain to find out how to add them to a domain.
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List of device

= (= (=4 [ [ ()

Fig. 6.1—4 Unallocated Servers list

Devices found are displayed with their IP addresses as an Unallocated equipment list (Fig. 6.1—5). To
view more detailed information about a device (manufacturer, model, firmware, etc.), you must select

the corresponding line in the list.

Depending on the status of the devices found, the corresponding video camera icons will be of different

colors (Table 6.1—1).

— List of device

IIIIW

EI Iﬂ Carnera

------ é Microphone
EI Ii 23, 0,0.0.0
EREE [|] 23.0. Relay

rm, 23,0, Telernetry
----- é 23.0, Microphone
EI li 24, 0.0,0.0

------ [l] 24,0, Relay

B B 25, 0,0.0.0

----- E‘ 25.0, Sensor
(I’)] 25.0, Speaker
----- ['l'] 25.0. Relay

----- H 5.0, Microphons
1 Unallocated equiprnent

8 Search in progress...

Fig. 6.1—5 Unallocated equipment

Table 6.1—1 Color coding of video camera icons

Color of video camera icon Description

Black HH The device's manufacturer, model, and firmware have been definitely determined; it can be
added to the list of devices on the server as is.

Yellow EH When adding the device to the list of devices on the server, the manufacturer, model, and
firmware version used should be checked.

Red M The device's manufacturer, model, and firmware have not been determined. The video camera
can only be added to the list of devices on the server manually (using the tool).

The desired unallocated equipment marked with B4 and &1 jcons must be linked to a server, after

which it will be displayed in the list of devices on the server and will be accessible for further

configuration. Devices marked with the ‘B jcon can be linked to a server using the tool after

selecting the server in the object tree (Fig. 6.1—6).
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r— List of device
c[cElEE
E-{E

=l

] Camera

{23, 0.0.0.0
{24, 0.0.0.0
{25, 0.0.0.0

----- [l Unallocated equipment

Fig. 6.1—6 Manual addition of a device

Important! The operation of devices marked with the M jcon with the Axxon Smart software
package is not guaranteed.

If you remove a server from a domain, the server automatically enters the Unallocated Servers list, if
the current Client was connected to another server. If the current Client was connected to the removed
Server, the user interfaces will close.

When a device is deleted from the list of devices on a server, it is automatically placed into the
Unallocated Equipment list.

Devices are listed under Unallocated equipment without being discovered on the network. To refresh
these lists, you must launch the device search (using the button).

6.1.4 Creating Device Objects Manually
You can create objects in Axxon Smart either using the (= tools located above the object tree
or using the "4 Create.. button, depending on the object type. You can then configure the objects and
save changes.

NOTE. If the settings of a newly created object have not been saved, the 4 icon will appear on the tab,
literally indicating that the changes to the tab have not been saved. Then, when you are exiting the

program, a message will appear (Fig. 6.1—7) asking whether you want to exit without saving changes.

=

The changes of the configuration are not saved.
Do wou really want ko exit?

Fig. 6.1—7 Message displayed when exiting the program without saving changes

6.2 Configuring Axxon Smart domains
A distributed system based on the Axxon Smart software package is created within a domain, i.e., a
selected group of Axxon Smart Servers.

When configuring domains, the following operations are used in the necessary combinations:
1. creating a new domain;
2. adding a Server to an existing domain;

3. excluding a Server from the current domain.
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To configure domains, you must have the appropriate permissions (see the section Creating and
Configuring the Role and User System Objects).

This section gives step-by-step instructions for each operation used in configuring domains, and then
describes typical instances of their use.

6.2.1 Operations with domains

6.2.1.1 Creating a new domain
A new domain can be created in one of two ways:

1. During installation of the Axxon Smart software package with the Server and Client
configuration type (see step 8 of the instructions in the section OwK6Ka! UCTOUHUK CCbINKKU He
HaiigeH.).

2. When attempting to connect to a Server which does not belong to a domain.

In the second case a message will appear (Fig. 6.2—1) in which you should click OK (see also the section
Launching).

B

Server does not belong to domain,

Fig. 6.2—1 Message informing that the Server does not belong to a domain

The Name new domain window will appear (Fig. 6.2—2). In the New domain name field, enter the
domain name to create a new group of computers based on the Server and click Apply.

Enter new domain name: i |

The selected Server does not belong to any domain.

Apply | Cancel |

Fig. 6.2—2 Naming a new domain

Important! It is not possible to use the above steps to add a Server to an existing domain. Assigning
the same domain name to several Servers does not guarantee that those Servers will be in the same
domain. Different domains can have identical names.

This will create a new domain based on the Server. The Axxon Smart software package will then be
launched with the entered authorization parameters (see the section Launching).

6.2.1.2 Adding a Server to an existing domain
A Server can be added to an existing domain from any Server within that domain.

Important! Only unallocated Servers, i.e., Servers which do not already belong to a domain, can be
added.
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There are two ways to add a Server to a domain, depending on whether or not it is present in the search
results (in the Unallocated Servers group).

If a Server is present in the search results, you can use the following procedure to add it to a domain:

1. Select the Server in the Unallocated Servers group (Fig. 6.2—3, 1).

List of device
=alef Y G| [=ms M

H-{gll Unallacated equipment
25 Upallocated Servers

oo Y

Fig. 6.2—3 Adding a Server to a domain from the Unallocated Servers group

l 1
2. Click the button [ 2 or select Add to domain from the context menu after right-clicking on the
Server (see Fig 6..2.-3, 3)

The Server will then be added to the domain from the Unallocated Servers group.

Since the search for unallocated Servers is conducted using multicast packets, the results may not
include Servers located in a different subnetwork (for example, beyond a router which blocks multicast
packets).

In this case the option of manually adding a Server to a domain can be useful; this option can be used
with all unallocated Servers, including those present in the Unallocated Servers group.

A Server can be manually added to a domain as follows:

1. Select the option Add Server to a domain (Fig. 6.2—4) in the context menu of the Unallocated
Servers group (the menu can be brought up Fogby right-clicking the name of the group).

— List of device

CIE[E[EIEE

L’g WS 3
&gl Unallocated equiprment

Start autodetect process
Add Server ko the domain

Fig. 6.2—4 The Add Server to a domain option

2. When you do this, the Enter Server name window appears (Fig. 6.2—5)

Enter Server name

[
Enter the MetBIOS name of the Server added to the
darnain,

Apply | Cancel |
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Fig. 6.2—5 Adding a Server to a domain

3. Inthe Server Name field, enter the NetBios name of the Server to be added to the domain (see

Fig. 6.2—5).
4. Click Apply (see Fig. 6.2—5).

The Server will then be manually added to the domain.

After a Server is added to a domain using any of the methods described, it will appear in the object tree
(Fig. 6.2—6).

— List of device

Skart autodetect process
Add a new E-mail message
£dd SMS

Add speaker

Remaove From domain

Fig. 6.2—6 The added Server in the objects tree

6.2.1.3 Excluding a Server from a domain
A Server can be excluded a domain from any Server within that domain.

To exclude a Server from a domain, you must perform the following steps:

1. Select the option Exclude from domain (Fig. 6.2—7) in the context menu of the Server (the menu
can be brought up by right-clicking the name of the Server).

— List of device
[

Start autodetect process

Add a new E-mail message
Add SMS

Add cpeake

Remove From damain »

Fig. 6.2—7 The Exclude from domain option

2. Inthe window which appears, confirm that you want to exclude the Server from the domain by

clicking the Yes button (Fig. 6.2—8).

! E Do you really wankt ko remove the Server From the current: dommain?
-

Yes Mo

Fig. 6.2—8 The Exclude from domain option

6.3 Preliminary Configuration of Devices

When you launch the Axxon Smart software package for the first time, you can perform the following
preparatory operations:

1. Selecting IP devices to register as objects.
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2. Configuring a default archive for the selected IP devices.
NOTE. A default archive is one in which records are made when an operator initiates an alert.
To do this, click Yes in the IP device configuration application dialog box (Fig. 6.3—1, 1).

NOTE. To skip the preparatory stage when launching Axxon Smart, click No (Fig. 6.3—1, 2).

IP device configuration wizard

:\.’/ Do wou wank to run an IP device configuration wizard?
1 2

Fig. 6.3—1 Launching the IP device configuration application

When you do this, the IP device configuration application will launch (Fig. 6.3—2).

IP device configuration wizard

Select devices for activation

Fig. 6.3—2 Selecting an IP device

When you launch this application, the program will automatically search for connected IP devices.
Devices which are found are displayed in the Select devices for activation list.

NOTE. IP devices for which the vendor, model, and/or firmware cannot be determined are displayed in
the Advanced settings required list (Fig. 6.3—3).
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IP device configuration wizard

Select devices for activation

Advanced settings required

IP-device - 192,165.0.50 Axis 2104
IP-device - 192,165.0.50 Axis 2104

Fig. 6.3—3 IP devices requiring additional configuration

In the Select devices for activation list, select the check boxes for those devices which need to be
registered as Axxon Smart objects and then click Apply (see Fig. 6.3—3).

If you need to launch the search for IP devices again, click Search (see Fig. 6.3—3).

After clicking Apply, the user will be prompted to configure the default archive for the video cameras (IP

devices) selected in the first step (Fig. 6.3—4).
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Archive creation program

Select disks for archive

Disk Diagram Used

e 0 977Gh | | Used 5.62 Gb

[¥] Use for archve —J— 10 % Zofdisk

Free

Free: 414 Gb

Allocated for archive 23% of free
space

s B 22173060 | Used 27.50 Gb

( [¥] Use for archve } 1 I J Zofdisk ) 2

Free: 193.63 Gb

Allocated for archive 0% of fiee space

[ Apply ] [ Cancel

Fig. 6.3—4 Configuring the default archive

To skip the stage of configuring the default archive for selected video cameras when launching Axxon

Smart, click Cancel (see Fig. 6.3—4).

To configure the archive, you must perform the following steps:

1. Select the Use for archive check boxes for the disks which are to be used to store the default

archive (see Fig. 6.3—4, 1).

2. For each selected disk, move the slider (see Fig. 6.3—4, 2) to the position indicating the volume

of disk space to be allotted for the archive. You can also set the allotted volume in a field (see
Fig. 6.3—4, 2) as a percentage of the total disk volume.

NOTE 1. The field and the slider are dynamically linked: when you move the slider, the field shows the

volume of disk space allotted for the archive, and vice versa.

NOTE 2. The diagram over the slider serves as a graphic representation of the disk space used: blue

represents the volume of files which already exist on the disk, and yellow represents the volume allotted

for the archive being created.

NOTE 3. To allot an entire volume for an archive, you must first manually delete the file system on the

disk. To do this, you must do the following:
1. Launch the Windows OS Disk Management utility.

2. Delete the required volume.

3. Create a new volume in the resulting unformatted area.

4. Assign a letter to the volume, but do not format it.

Important! The system disk cannot be allocated in its entirety to an archive.

87



3. Click Apply (see Fig. 6.3—4, 3).
Configuration of the default archive is complete.
6.4 Configuring System Objects for Devices

6.4.1 The Server Object
A server is a system object on which other system objects, such as a video camera or IP server, are
based. The server name corresponds to the network name of the computer on which Axxon Smart is
installed. The configuration field of the Server object is used to display the specifications of the software
(such as the type of license, driver version, etc.) and is not editable.

6.4.2 The Camera Object
Creation and configuration of the Video camera object is done in the Hardware tab. The object tree of a
video camera is generated automatically according to its functions which are integrated into the Axxon
Smart software package (the presence of alarm inputs, relay outputs, a pan/tilt unit, etc.).

Objects detected in video cameras' networks are first displayed in the Unallocated equipment list. After
these objects have been moved to the list of server equipment, their configurations will be accessible
for editing.

In the Object settings group, the following video camera parameters are displayed (Fig. 6.4—1):
1. MAC-address
2. IP address (determined automatically, can be changed if necessary).
3. Manufacturer, model, Firmware
4. Driver information

5. The port through which data exchange between the video camera and the Axxon Smart
software package takes place (by default set at a value of 80, can be changed if necessary).

E Z. Dbjectfeatures
Address 0.0.0.0
Crriver version 3.0.0
Firrnware *PDMN.AL1-1.1.10.126
MaC-address
Model ISMC1063M
Port &0
Produced by CHBE
Wideo channel 12 1}

Fig. 6.4—1 Video camera settings

To configure a Camera object, you must:

1. Highlight the object in the list of devices on the server (Fig. 6.4—2, 1).
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= g 1 Comers 2
% A-SINDYAEWA-M Enable YES =
1 Identifier 1
T o BTG Name
poams 1, SMS E 2. Objectfeatures
i (k'] 2. Speakers Address 10.0.1.240
=g Unallacated equipment Driver name Iplntl.2
M IP-device - 10.0.1.228 Driver version 1.2.0
-device - 10.0.1.229 Firmware 0,05
-dewvice - 10.0.1.231 MAC-address 00:0D:F1:30:0F: CA
-device - 192.165.0.11 Madel SMNC-CF47E
-device - 192,1658.0.179 Fort g0
-device - 192.168.1.212 Produced by Sarmsung
Wideo channel N2 i]
El 3. authentication
Lagin roat
Password snee
Use on default TES
B 4.¥ideo stream settings
Displayed video stream 0. MPEG4/MIPEG
Recorded video stream 0. MPEG4/MIPEG
Select video stream. MO
El other
<hbrightness > 50 -
Enable
\éet on the device S

Fig. 6.4—2 Configuring a Camera Object

The configuration field for the selected object will be displayed in the area on the right (see Fig. 6.4—2,
2).

2. Select Yes from the list in the Enable field to enable the video camera (Fig. 6.4—3).

Bld 1. Camera
¥

Identifier
Marme
B 2. Objectfeatures

Fig. 6.4—3 Enabling a video camera

3. Assign the video camera a name which will be displayed in the objects tree and in the
viewing tile in the Name field (Fig. 6.4—4).

The object identifier of a video camera is assigned automatically when it is created, but is accessible for
editing in the field with the same name (Fig. 6.4—4). The identifier is also the serial number of the video
camera: in the Monitor interface window and in the equipment tree of the server, the video cameras
are placed in ascending order by identifier.

Enable TES
Identifier 1
Mame

Fig. 6.4—4 The Name field

4. Enter the number of the network port through which data exchange between the video
camera and the software will take place, if needed (Fig. 6.4—5). By default a value of 80 is
set.
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NOTE. At first the port number is set through the camera's Web interface.

Model
Port
Produced by

SMNC-C7478
a0
Samsung

Fig. 6.4—5 The Port field

5. If the login and/or password for connecting to the video camera differ from the factory-set
ones, select No in the Use by default field within the Authentication parameter group and
define the connection parameters (Fig. 6.4—6).

NOTE. The login and password can be changed in the Web interface of the given video camera.

El 3. authentication
Login roaot
Password snse
Use on default

Displayed video streamn NO

Lo T P [ I

Fig. 6.4—6 The Authentication parameter group

When this method of authentication is selected, the software package will connect to the video camera
using the indicated login and password.

6. If the video camera supports the simultaneous transmission of several video streams, you
can separately configure a video stream for recording to the archive and a video stream for
display in the viewing tiles. To do this, select Yes from the Select video stream list (Fig.
6.4—7). If this function is not supported by the video camera, the value of this parameter
will not be active.

E 4. ¥ideo stream settings
Displayed video stream 0. MIPEG/MPEGI/H.264
recorded video stream 0, MIPEG/MPEG4/H.264

fd Yes =

Fig. 6.4—7 The Select video stream field

If the video camera does not support simultaneous transmission of several video streams, the
parameters of the video streams for recording and display are identical. In this case only the parameters
of the video stream for recording are accessible for editing (the parameters of the video stream for
display change automatically) (Fig. 6.4—8).

E 4.¥ideo stream settings

E Displayed video stream

Bit rate

Frames per second (fps)
Quality

Resolution

Yideo codec

Fif Recorded video streamn

Bit rate
Frames per second (fps)
Quality
Resolution
Video codec
Select video strearm.

0. MIPEG/MPEG4/H 264
1000

25

g

352x288

MPE G

0. MIPEG/MPEG4/H.264
1000

25

g

352x288

MPE G4

-+ Yes

Fig. 6.4—8 Configuring a video stream for recording

NOTE 1. As a rule, the following parameters must be set for a video stream: bit rate, compression rate,
frame rate, and resolution. Detailed information on configurable parameters can be found in the official
reference documentation for the video camera.
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NOTE 2. When some video stream parameters are changed, the video camera may automatically restart,

in which case it will become unavailable for some time (depends on the video camera).

7.

video camera.

Irmage mirror
Video image flip

Color saturation

Colorsaturation
Specify Saturation {color depth}, Value should be inrange [0,

Fig. 6.4—9 The Other group

Apply

Fig. 6.4—10 The Apply button

Click Apply in the bottom-right corner of the program window to apply the new settings
(Fig. 6.4—10).

After applying the settings, the video camera will be enabled and switched to the operation mode

Configure additional video camera parameters (e.g., contrast, brightness, color saturation,
etc.) in the Other group (Fig. 6.4—9) using their descriptions in the interface of the Axxon
Smart software package or, for more detail, in the official reference documentation of the

corresponding to the set parameters. The Camera icon indicator will turn green (Fig. 6.4—11, 1), and the
image from the camera will be displayed in the preview window (Fig. 6.4—12, 2).

— List of device

=] |Ems il

----- . 3. E-mail
~ams 1, SMS

i 27, Zensor
4 28, Sensor
[l 11, Relay

[l 12, Relay

;_.'_ 12, Telemetry
e 5_ 9. Microphone

(Ii'! Z. Speakers
=-[gl Unallocated equipment
- IP-device -
- IP-device -
- IP-device -
- IP-device -
- IP-device -
- IP-device -
-[H IP-device -

10.0.1.228
10.0.1.229
10.0.1.231
10.0.1.240
192.1658.0.11
192.165.0.179
192.1658.1.212

Fig. 6.4—11 Camera icon indicator
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Preview

Display stream | Record stream | 2

Fig. 6.4—12 Video image from an enabled camera
in the preview window

6.4.3 The IP Server Object
Each channel for connecting analog video cameras to an IP server corresponds to a Video camera object
which is a child of the IP server object. Configuration of these objects represents the configuration of
the IP server's channels.

To configure an IP server object, you must:

1. Select an IP server object in the objects tree (Fig. 6.4—13, 1).

— List of device — Propertie

E 1.IP-server

A-SINDTAEY A-M = 1.0bjectidentification
T L pserverd 1 e Vs > 2
I Identifier 1
Ge >3
= 2. Objectfeatures
Address 19z2.168.1.212
Driver name Axis
8N 1, SMS Driver version 3.0.0
0)! 2. Speakers Firmnware 4.40
[=-Igdl Unallocated equiprnent MAC-address 00403C332BER
[0 IP-device - 10.0.1.22§ =aie]
[ IP-device - 10.0,1,229 D X
- IP-device - 10.0.1.231 i T FAVA]
-l IP-device - 10.0.1.240 3. authentication
- IP-device - 192.168.0.11 Login root 5
- IP-device - 192.168.0.179 Password TTT]
faplt [E

Fig. 6.4—13 Configuring an IP server object
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2. Select Yes from the list in the Enable field to enable the object (Fig. 6.4—13, 2).
3. Enter the name of the IP server into the Name field (Fig. 6.4—13, 3).
4. Specify the number of the network port (Fig. 6.4—13, 4). By default a value of 80 is set.

NOTE. At first the port number is set through the IP server's Web interface.
5. Set authentication mode (Fig. 6.4—13, 5).

NOTE. The login and password for connecting to the IP server are set through its Web interface.
6. Click the Apply button.

The IP server and its corresponding video cameras will then be enabled, and the icon indicators for the
IP server and video cameras in the objects tree will turn green (Fig. 6.4—14).

— List of device

(=] (=] [ 5] [

=} A-SINDYAEYA-M
=== 1, IP-server

B 1. Camerd
-0 2. Camnera
-0 3. Camnera
-0l 4. Camera

....ams: 1. SMS
(II)! 2. Speakers

=-[@d Unallocated equipment

[ IP-device - 10,0.1,228
- IP-device - 10,0.1,229
[ IP-device - 10,0.1,231
[ IP-device - 10,0.1,240
- IP-dewvice - 192.165.0.11
- IP-device - 192.165.0.179

Fig. 6.4—14 An IP server object in the objects tree

The channels of the IP server must be configured separately for each enabled channel (using the child
Video camera objects).

6.4.4 The Microphone Object
If a microphone is physically connected to the system independently of a video camera, then you must
specify the video camera to which it will be linked in the settings of the given microphone. When you do
this, the Microphone object will become a child of the specified Camera object.

NOTE 1. This setting is used for a simultaneous video and audio surveillance situation, and also for
simultaneous video and audio recording to the archive (see the section titled Audio Monitoring).

NOTE 2. This setting is relevant only for microphones connected to IP servers. The microphone and the
video camera to which it is to be linked must be connected to the same IP server.

If the microphone is embedded in a video camera or physically connected to it, then its corresponding
object will be automatically displayed in the objects tree as a child of that particular video camera.

To configure a Microphone object, you must:

1. Select the microphone object in the objects tree (Fig. 6.4—15, 1).
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Audio input ID i}
Other

Fig. 6.4—15 A Microphone object

Enable the microphone by selecting Yes in the Enable field (see Fig. 6.4—15, 2).
Enter the name of the microphone into the Name field (see Fig. 6.4—15, 3).

4. Configure additional microphone parameters (e.g., audio codec, bit rate, etc.) in the Other
group (Fig. 6.4—16) using their descriptions in the interface of the Axxon Smart software
package or, for more detail, in the official reference documentation of the parent video camera.

E Other
Audio codec PCM
Bitness 16
Murnber of channels 1
Sample rate 000
Valurme g0

Fig. 6.4—16 The Other group

5. Click the Apply button.
The microphone will then be switched to its assigned operation mode.
To check the microphone's operation, you must perform the following steps:

1. Select the Sound on/off check box in the Summarized data group (Fig. 6.4—17).

Summarized data
’]_ Sound on/off |

Fig. 6.4—17 Checking microphone operation

2. Provide an audio signal to the microphone.

3. If the microphone is configured correctly, the audio signal will be transmitted to the server's
speakers. The strength of the incoming audio signal will be displayed on the indicator to the
right of the Sound on/off check box. (see Fig. 6.4—17).

Checking microphone operation is now complete.

6.4.5 The Telemetry Object

The Telemetry object displays the characteristics of a PTZ device that should be connected to a PTZ
video camera.

To configure a Telemetry object, you must:

1. Select a Telemetry object in the objects tree (Fig. 6.4—18).
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[+ B 2. Camera
E-lH 3. Camera

Fig. 6.4—18 A Telemetry Object

2. Enable the PTZ device by setting the corresponding parameter (Fig. 6.4—19, 1).

— Propertie

w, 7. Telemetry

B 1.0bjectidentification

E 2. 0bjectfeatures 1

Fig. 6.4—19 The identification parameters
of a Telemetry Object

3. Enter the name of the PTZ device (see Fig. 6.4—19, 2).

". 0.0. Telemetry

E 1.0bjectidentification
Enable Tes
Identifier 0.0
Marme

E 2. Objectfeatures
Address
Patrol
Period of switches

Fig. 6.4—20 Enabling patrol mode

4. Activate patrolling (see Fig. 6.4—20). When patrolling is enabled, the video camera
automatically changes its position along a route defined in its presets list (see Fig. 6.4—20).

NOTE. Patrolling is enabled using the Patrolling button in the PTZ camera control panel (see the section
titled Patrolling).

E z. Dbjectfeatures

Address i]
Patrol Mo
Feriod of switches

Fig. 6.4—21 Setting switching period

5. Set the period in seconds for switching of the PTZ camera between presets when in patrol mode
(see Fig. 6.4—21).
6. Click the Apply button.

The PTZ device will then be switched to its assigned operation mode.

To check the operation of the PTZ device, click the Test button (Fig. 6.4—22). If the PTZ device is
configured correctly, it will turn one step and return to its original position.
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Parity check Mone
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C Test )l
Fig. 6.4—22 Checking PTZ device operation

6.4.6 The Sensor Object
If a sensor is physically connected to the system independently of a video camera, then you must specify
the video camera to which it will be linked in the settings of the given sensor. When you do this, the
Sensor object will appear under the specified Camera object in the object tree.

NOTE 1. This setting is used to link alerts initiated by the triggering of a sensor to a video camera.

NOTE 2. This setting is relevant only for sensors connected to IP servers. The sensor and the video camera
to which it is to be linked must be connected to the same IP server.

If the sensor is embedded in a video camera or physically connected to it, then its corresponding object
will be automatically displayed in the objects tree as a child of that particular video camera.

To configure a Sensor object, you must:

1. Select a Sensor object in the objects tree (Fig. 6.4—23, 1).
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Fig. 6.4—23 Configuring a Sensor Object

2. Enable the device (Fig. 6.4—23, 2).
3. Enter the name of the sensor (Fig. 6.4—23, 3).
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Fig. 6.4—24 Selecting sensor status

4. Set the status in which the sensor is to be in the absence of an alarm (Fig. 6.4—24).
5. Click the Apply button.

The sensor will then be switched to its assigned operation mode.

The current sensor status is displayed in the Sensor information group (Fig. 6.4—25).

Sensor informationr————

Sensor state: open.

Fig. 6.4—25 Sensor information

6.4.7 The Relay Object
If a relay is physically connected to the system independently of a video camera, then you must specify
the video camera to which it will be linked in the settings of the given relay. When you do this, the Relay
object will appear under the specified Camera object in the object tree.

NOTE. This setting is relevant only for relays connected to IP servers. The relay and the video camera to
which it is to be linked must be connected to the same IP server.

If the relay is embedded in a video camera or physically connected to it, then its corresponding object
will be automatically displayed in the objects tree as a child of that particular video camera.

To configure a Relay object, you must:

1. select a Relay object in the objects tree.
2. Enable the device (Fig. 6.4—26, 1).
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Fig. 6.4—26 Configuring a Relay Object

3. Enter the name of the relay (see Fig. 6.4—26, 2).
4. Set the status in which the relay is to be in the absence of an alarm (Fig. 6.4—27).
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Fig. 6.4—27 Selecting relay status

5. Click the Apply button.
The relay will then be switched to its assigned operation mode.

To check the operation of the relay, click the Test button (Fig. 6.4—28). If the relay is configured
correctly, there will be a brief change in its status.
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Fig. 6.4—28 Checking relay operation

6.4.8 The Speaker Object
The Speaker object is used to configure audio notification, which is launched as an automatic response
when a detector is triggered.

In Axxon Smart you can create the following types of Speaker objects:
1. [P speaker device. Created automatically if there is an audio outlet on an IP device.

NOTE. One audio outlet on an IP device corresponds to one Speaker object listed under the Camera

object in the object tree.
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2. System speaker. Created manually. Sound on the system speaker is played back using the
server's sound card.

A Speaker object can play audio notification files with the extensions:

1. .wav
2. .mp3
3. .ogg
4. .mkv
5. .avi

The following audio notification file coding formats are supported:

G.711
G.726
VORBIS
PCM

P wnNe

The audio notification file should be stored on the computer corresponding to the Server object on the
basis of which the Speaker object is registered.

6.4.8.1 Creating an Object
To create a Speaker system object, you must perform the following steps:

1. Inthe list of devices, highlight a Server object (Fig. 6.4—29, 1)
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Fig. 6.4—29 Creating a Speaker object

2. Click the button (see Fig. 6.4—29, 2).
3. Click the Apply button.
4. When you do this, the Speaker object appears in the list of devices (see Fig. 6.4—29, 3).

Creation of the Speaker object is complete.

6.4.8.2 Configuring a Speaker Object
To configure a Speaker object, you must perform the following steps:

1. Inthe list of devices, highlight the Speaker object (Fig. 6.4—30, 1) which needs to be configured.

99



List of devices

(= (= [ [ [

¥ CARLOS
Camera
Camera

@i Unallocated equipment

Properties

(}D. 2, Speaker

Identifier 2

 — o

El 2. Object features
Qudlo file )
olume 100 4

Fig. 6.4—30 Configuring a Speaker object
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Activate the Speaker object (see Fig. 6.4—30, 2) by selecting Yes in the Enable list.

In the Name field (see Fig. 6.4—30, 3), enter the desired name for the Speaker object.

In the Audio file field (see Fig. 6.4—30, 4), enter the full path to the audio notification file.

In the Volume field (see Fig. 6.4—30, 4, Fig. 6.4—31), enter the desired speaker volume level.

NOTE. When configuring the speaker of an IP device, you can set other parameters as well, for example,

the compression algorithm for the audio signal sent to the speaker for playback (Fig. 6.4—31). Which

speaker parameters you can configure is determined by the protocol for integration of the IP device and

the Axxon Smart software package.
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Fig. 6.4—31 Characteristics of configuring an IP device speaker

6. Click the Apply button.

Configuration of the Speaker object is now complete.

6.4.8.3 Checking Audio Notification
To check audio notification from a Speaker object, click the Test button (Fig. 6.4—32, 1).
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Fig. 6.4—32 Checking audio notification

When you do this, the audio notification file whose path you indicated in the corresponding field plays

back (see the section titled Configuring a Speaker Object). To stop the test playback, click the Stop
button (see Fig. 6.4—32, 2).

6.4.9 The E-mail Object

The E-mail object is used to configure electronic messages which can then be sent to a user as an
automatic response when a detector is triggered.

6.4.9.1 Creating an Object
To create an E-mail object, you must perform the following steps:

1. Inthe list of devices, highlight a Server object (Fig. 6.4—33, 1)
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Fig. 6.4—33 Creating an E-mail object

2. Click the [ button (see Fig. 6.4—33, 2).
3. Click the Apply button.
4. When you do this, an E-mail object appears in the list of devices (see Fig. 6.4—33, 3).

Creation of the E-mail object is now complete.
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6.4.9.2 Configuring an E-mail Object
To configure an E-mail object, you must perform the following steps:

1. Inthe list of devices, highlight the E-mail object which needs to be configured (Fig. 6.4—34, 1).
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Fig. 6.4—34 Configuring an E-mail object

2. Activate the E-mail object (see Fig. 6.4—34, 2) by selecting Yes in the Enable list.

In the Name field (see Fig. 6.4—34, 3), enter the desired name for the E-mail object.

4. Inthe Notification delivery parameters field (see Fig. 6.4—34, 4), set the delivery parameters

for the E-mail message:

4.1. In the To field, enter the E-mail address to which the messages will be sent.

4.2. In the From field, enter the E-mail address from which the messages will be sent.

5. Inthe SMTP server settings field (see Fig. 6.4—34, 5), enter the settings of the outgoing mail

server:

5.1. In the Name field, enter the name of the user account used to send messages on the

outgoing mail server.

5.2. If you need to use an SSL-encoded connection when connecting to the outgoing mail

server, select Yes from the Use SSL list.

5.3. In the Password field, enter the password for the user account on the outgoing mail

server.

5.4. In the Port field, enter the number of the port used by the outgoing mail server.

5.5. If when using an encoded connection the SSL certificate must be checked, select Yes

from the Certificate check list.

5.6. In the Outgoing mail server field, enter the name of the outgoing mail SMTP server.

6. Click the Apply button.

Configuration of the E-mail object is now complete.

6.4.9.3 Checking E-mail Notification
To check E-mail notification from an E-mail object, send a test message by clicking the Test message

button (Fig. 6.4—35).
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Fig. 6.4—35 Checking E-mail notification

When you do this, the following message is sent to the E-mail address indicated in the To field (see the
section titled Configuring an E-mail Object): "This is a test message to check Axxon Smart E-mail
notification."

NOTE. If the recipient does not receive the message, verify the accuracy of the E-mail object settings.

6.4.10 The SMS Object
The SMS object is used to configure SMS messages which can then be sent to a user as an automatic
response when a detector is triggered.

6.4.10.1  Creating an Object
To create an SMS object, you must perform the following steps:

1. Inthe list of devices, highlight a Server object (Fig. 6.4—36, 1)
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Fig. 6.4—36 Creating an SMS object

2. Click the @ button (Fig. 6.4—36, 2).
3. Click the Apply button.
4. When you do this, the SMS object appears in the list of devices (Fig. 6.4—36, 3).
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Creation of the SMS object is now complete.

6.4.10.2

Configuring an SMS Object

To configure an SMS object, you must perform the following steps:

1. Inthe list of devices, highlight the SMS object which needs to be configured (Fig. 6.4—37, 1).
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Fig. 6.4—37 Configuring an SMS object

2. Activate the SMS object (see Fig. 6.4—37, 2) by selecting Yes in the Enable list.
In the Name field (see Fig. 6.4—37, 3), enter the desired name for the SMS object.

4. Inthe To field (see Fig. 6.4—37, 4), enter the cellular telephone number in the international
format (+<country code>xxxxxxxxxx) to which messages will be sent.

5. Inthe SerialPort settings group (see Fig. 6.4—37, 5), indicate the port settings used to connect
to the GSM modem by which SMS messages will be sent:

5.1
5.2.
5.3.
5.4.

5.5.
5.6.

5.7.
5.8.

If you need to use a DTR control signal, select Yes from the DTR list.

In the Bits field, enter the number of bits in the byte of a data packet.

In the Stop bits length field, enter the number of bits in the stop bit of a data packet.
If you need to use a parity check when transmitting data, select the desired method of
parity check from the Parity list.

From the Port list, select the serial port used to connect to the GSM modem.

If hardware control of the serial port data protocol is enabled (see step 5.8) and you
need to use an RTS signal, select Yes from the RTS signal list.

Select the speed for data transmission via the GSM modem from the Baud rate list.
If you need to control the serial port data protocol, select the desired method of
control from the Handshaking list: hardware (RTS/STS), software (XOn/XOff), or
alternating.

6. Click the Apply button.

Configuration of the SMS object is now complete.

6.5 Configuring detectors

6.5.1 Types of Detectors
In the Axxon Smart software package, several types of detectors process incoming data:

1. Situation analysis detectors

2. Basic detectors:
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2.1. Video detectors
2.2. Audio detectors
3. Detectors embedded in a video camera:
3.1. Video stream processing detectors
3.2. Detectors which process signals from the video camera's sensor

Detector setup takes place using the interface in the Detectors tab (under Settings) (Fig. 6.5—1). For
detector setup you must have the appropriate permissions.

Fig. 6.5—1 The Detectors tab

The structure of the detector list consists of three levels (see Fig. 6.5—1):
1. Video cameras
2. Types of video camera detectors
3. Video camera detectors

Important! For a video camera and its corresponding branch to appear in the detector list, the camera
must be enabled in Axxon Smart.

Each type of detector corresponds to a parent object (see Fig. 6.5—1):
1. Situation analysis
2. Video detectors
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3. Audio detectors
4. Embedded detectors
5. Sensors

Parent objects for those detectors which can be configured for a video camera are created automatically
depending on the camera's specifications (see the device's official reference documentation). For
example, an Audio detector object is created only when there is an audio outlet on the video camera,
and an Embedded detector is created only when there are embedded analytics.

6.5.2 Situation Analysis Detectors

6.5.2.1 Types of Situation Analysis Detectors
The following detectors enable analysis of the situation in a video camera's field of view (Table 6.5—1).

Table 6.5—1 Types of situation analysis detectors

Detector object name Detector description

Motion A detector triggered by motion in an area of a video camera's field of view

Loitering A detector triggered by the lengthy presence of an object in an area of a video camera's field of
view

Object disappearance A detector triggered by the disappearance of an object in an area of a video camera's field of
view

Abandoned object A detector triggered by the presence of an abandoned object in an area of a video camera's field
of view

Line crossing A detector triggered by the trajectory of an object crossing a virtual line

Object appearance A detector triggered by the appearance of an abandoned object in an area of a video camera's
field of view

Stopping A detector triggered by the cessation of motion in an area of a video camera's field of view

6.5.2.2 Procedure for Configuring Situation Analysis Detectors

You can configure situation analysis detectors as follows:
1. Enable situation analysis (disabled by default).
2. Setthe general parameters.
3. Set common detection zones and/or masks.
4. Create objects for the required types of detectors
5. For each detector, set the virtual element (area or line) used for situation analysis.
6. Set detector parameters (only for the loitering detector).

7. Check the triggering of detectors using the trigger ribbon (see the section titled Checking the
Triggering of a Detector).

8. For each detector, set rules to be automatically executed when the detector is triggered (see the
section titled Configuring Automatic Rules)

6.5.2.3 Enabling Situation Analysis

To enable situation analysis, you must perform the following steps:
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1. Inthe detector list, highlight a Situation analysis object (Fig. 6.5—1, 1) which offers a means of
analyzing the situation in the field of view of the desired video camera.
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Fig. 6.5—1 Enabling situation analysis

2. Select Yes from the Enable list (see Fig. 6.5—1, 2).
3. Click the Apply button.
Situation analysis is now enabled.

6.5.2.4 Setting General Parameters
To set a situation analysis detector's general parameters, you must perform the following steps:

1. Inthe detector list, highlight a Situation analysis object (Fig. 6.5—2, 1) which offers a means of
analyzing the situation in the field of view of the required video camera.
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Fig. 6.5—2 General parameters of situation analysis detectors

2. Inthe Period field (see Fig. 6.5—2, 2), enter the time in milliseconds after which the next video
image frame will be analyzed. The value should be in the range [0, 65535]. If the value is 0, each
frame of the video image is analyzed.

3. If you need automatic adjustment of the sensitivity of a motion detector or an abandoned
object detector, select Yes in the Auto adjust sensitivity list (see Fig. 6.5—2, 3).

NOTE. Enabling this option is recommended if the lighting fluctuates significantly in the course of the
video camera's operation (for example, in outdoor conditions).

4. Inthe Max. object height and Max. object width fields (see Fig. 6.5—2, 4), enter the maximum
height and width of a detectable object as a percent of the height of the video image frame. The
values should be in the range [2, 100].
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5. In the Alert on max. object rest time field (see Fig. 6.5—2, 4), enter the maximum rest time of
an object in seconds, above which it is considered abandoned. The value should be in the range
[3, 1200].

NOTE 1. This setting is relevant for an abandoned object detector.
NOTE 2. It is recommended to start by setting the value of this parameter at 10.

6. Inthe Min. object height and Min. object width fields (see Fig. 6.5—2, 4), enter the minimum
height and width of a detectable object as a percent of the height of the video image frame. The
values should be in the range [2, 100].

7. Inthe Sensitivity: motion and Sensitivity: abandoned object fields (see Fig. 6.5—2, 4), enter the
sensitivity of the motion detector and the abandoned object detector, respectively. The
sensitivity of the motion detector should be set in the range [1, 80], and that of the abandoned
object detector should be set in the range [5, 30].

NOTE. These parameters depend on the lighting conditions and should be chosen empirically. It is
recommended to start by setting the sensitivity of both detectors at 20.

8. Click the Apply button.
The general parameters of the situation analysis detectors are now set.

6.5.2.5 Setting Common Detection Zones and Masks
You can set detection zones and/or masks which are common to all situation analysis detectors.

NOTE 1. Common zones are analyzed and common masks are ignored by all situation analysis detectors.

NOTE 1. Common detection masks allow you to immediately exclude areas of a video camera's field of
view which are known to be complex (leaves, water, etc.) from analysis.

To set common detection zones and/or masks, you must perform the following steps:

1. Inthe detector list, highlight a Situation analysis object (Fig. 6.5—3, 1) which offers a means of
analyzing the situation in the field of view of the required video camera.
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Fig. 6.5—3 Setting a common detection zone

2. Inthe viewing tile (see Fig. 6.5—3, 2), sequentially set the nodes of a closed area within which or
outside of which you need to create a detection zone or mask (Table 6.5—2).

NOTE. When the area is being constructed, the nodes are connected by a two-color dotted line which
outlines the area's borders.

Table 6.5—2 Operations with an area

Operation Result
Left-click in the viewing tile Creates a new area node
Right-click on a created node Deletes the area node

Position the cursor on a node and, holding down the left mouse button, move the | Moves the area node
mouse

Click the B button Deletes the area

3. When a closed area is set, the icon bar appears for creating detection zones or masks
inside or outside the area. To utilize an icon's function (Table 6.5—3), click it with the left mouse

button.

Table 6.5—3 Creating a detection zone or mask with an icon

Icon Function

Creates a detection mask inside the outlined area

Creates a detection mask outside the outlined area

Creates a detection zone inside the outlined area

Creates a detection zone outside the outlined area

B =g =

NOTE. If you select a mask icon, the mask created will be visualized in the viewing tile as a dimmed area
(Fig. 6.5—4).
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Fig. 6.5—4 A detection mask

4. Repeat steps 2-3 to set the necessary common detection zones and/or masks (Fig. 6.5—5).

Fig. 6.5—5 Setting several detection zones and masks

NOTE. To delete an existing detection mask, you must create a detection zone inside the masked area.

5. Click the Apply button.
The setting of common detection zones and/or masks is complete.

6.5.2.6 Creating a Detector Object
To activate the needed type of situation analysis detector, you must create the corresponding object
(see the section titled Types of Situation Analysis Detectors).

To create a detector object, you must perform the following steps:

1. Inthe branch of the Situation analysis object which offers a means of analyzing the situation
the desired video camera's field of view, click Create (Fig. 6.5—6).

in

NOTE. You can also create a detector object using the Create detector command in the context menu of

the Situation analysis object (brought up by right-clicking on the object).
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Fig. 6.5—6 Creating a detector
Highlight the Select detector type link which appears (Fig. 6.5—7, 1).
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Fig. 6.5—7 Selecting detector type

In the Name field (see Fig. 6.5—7, 2), enter the detector name which will appear in the detector
list and the viewing tile.

From the Type list (see Fig. 6.5—7, 3), select the desired detector type.

Click the Apply button.

Creation of the detector object is now complete.

6.5.2.7 Setting Virtual Elements
For each type of situation analysis detector you must set a virtual element of one of two types:

1.

2.

A line

An area

Important! If no visual element is set, the detector will not work.

The type of visual element is determined by the detector type. Only the Line crossing detector requires
you to set a Line element. Other situation analysis detectors require you to set an Area element for each

detector.

6.5.2.7.1 Line
The Line visual element sets a virtual line in the field of view of a video camera; when something crosses

this line, it triggers the Line crossing detector.

To set a line, you must perform the following steps:

1.

In the list of detectors, highlight a Line crossing object (Fig. 6.5—8, 1).
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Fig. 6.5—8 Setting a line

2. Inthe viewing tile (see Fig. 6.5—8, 2), set the end points of a line which, when something
crosses it, will trigger the line crossing detector (Table 6.5—4).

NOTE. When the line is being constructed, the end points are connected by a two-color dotted line. The
direction of the object's motion across the line is indicated by dotted arrows (see Fig. 6.5—8, 2).

Table 6.5—4 Operations with a line

Operation Result
Left-click in the viewing tile Creates a line end point
Position the cursor on an end point and, holding down the left mouse button, Moves the line end point
move the mouse
Click the B button Deletes the line

3. By default, the Line crossing detector monitors object motion across the line in both directions.
To suspend detection of motion in one direction, click the [ button corresponding to that
direction.

Important! At least one direction must be selected for detection to take place.
NOTE. An unmonitored direction of object motion is indicated by a dimmed arrow.
4. Click the Apply button.

The line is now set.

6.5.2.7.2 Area
The Area visual element sets an area of a video camera's field of view, the situation in which a detector
of the selected type is to analyze.

To set an area, you must perform the following steps:

1. Inthe detector list, highlight the detector object for which you need to set an area (Fig. 6.5—9,
1).

112




Detector list

i~ B 2, Camera 1
= B 2. Situation analysis
% 1.Line Crossing

+ Create..
= & 2. video detectors
[@ 2. Position change
[~ i
P!. 3. Loss of quality

1

Detector properties

"t 2. Motion

i,

B 1.0bjectidentification
Enable Yes
Identifier 2

Name
B 2. 0Objectfeatures

3 E Other
% 4. Motion b
=44 3. Audio detectors [ R e
X 5. No signal
DA £
Pl\—l 6. Noise
*%, 7. Signal

1= E® Sensors
E@ 2. Sensor

Rules

[[] Handle only if in armed mode
[[] Record to archive and alert

Actions:

Record in:

Fig. 6.5—9 Setting an area

2. Inthe viewing tile (see Fig. 6.5—9, 2) sequentially set the nodes of an area in which the situation

is to be analyzed (Table 6.5—05).

NOTE. When the area is being constructed, the nodes are connected by a two-color dotted line which

outlines the area's borders.

Table 6.5—5 Operations with an area

Operation

Result

Left-click in the viewing tile

Creates a new area node

Right-click on a created node

Deletes the area node

Position the cursor on a node and, holding down the left mouse button, move the
mouse

Moves the area node

Click the B button

Deletes the area

3. Click the Apply button.

The area is now set.

6.5.2.8 Settings Specific to the Loitering Detector

When configuring the loitering detector, you must set the maximum time an object can be in the

analyzed area, above which the detector is triggered.

To set a maximum time, you must perform the following steps:

1. Inthe detector list, highlight a Loitering object (Fig. 6.5—10, 1).
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Fig. 6.5—10 Configuring the loitering detector

2. Inthe Alert on max. object loitering time field (see Fig. 6.5—10, 2), enter the maximum object
loitering time in seconds. The value should be in the range [0, 3600].

3. Click the Apply button.
The maximum loitering time is now set.
6.5.3 Video Detectors

6.5.3.1 Types of Video Detectors

The following detectors enable analysis of the video image from a camera (Table 6.5—6).

Table 6.5—6 Types of video detectors

Detector object name Detector description
Loss of quality A detector which is triggered when a video image received from a video camera loses
quality.
Motion A detector triggered by motion in a video camera's field of view
Position change A detector triggered by a change in the video image background indicating a change in the
video camera's position in space.

6.5.3.2

For each video camera, video detectors of all three types are automatically created (see the section

Procedure for Configuring Video Detectors

titled Types of Video Detectors, Fig. 6.5—11).
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Fig. 6.5—11 Video detectors

You can configure video detectors as follows:
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1. Enable video detection (disabled by default).

2. Setthe general video detector properties.

3. Enable the desired video detectors (all are disabled by default).
4. Configure the motion detector.

NOTE. The loss of quality and position change detectors do not require configuration.

5. Check the triggering of detectors using the trigger ribbon (see the section titled Checking the
Triggering of a Detector).

6. For each detector, set the automatic rules to be executed when the detector is triggered (see
the section titled Configuring Automatic Rules).
6.5.3.3 Enabling Video Detection

To enable video detection, you must perform the following steps:

1. Inthe detector list, highlight a Video detector object which offers a means of analyzing the

video image from the desired video camera.
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Fig. 6.5—12 Enabling video detection

2. Select Yes from the Enable list.
3. Click the Apply button.
Video detection is now enabled.

The desired video detectors may be enabled in the same way as video detection (Fig. 6.5—13).
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Fig. 6.5—13 Enabling a video detector

6.5.3.4 Setting General Parameters
To set the general parameters of video detectors, you must perform the following steps:
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1. Inthe detector list, highlight a Video detector object (Fig. 6.5—14, 1) which offers a means of

analyzing the video image from the desired video camera.
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Fig. 6.5—14 Setting the general parameters of video detectors

2. Inthe Period field (see Fig. 6.5—14, 2), enter the time in milliseconds after which the next video
image frame will be processed. The value should be in the range [0, 65535]. If the value is O,
each frame of the video image is processed.

3. Click the Apply button.
Setting the general parameters of the video detectors is now complete.

6.5.3.5 Settings Specific to the Motion Video Detector
To configure the motion video detector, you must perform the following steps:

1. Inthe detector list, highlight a Motion video detector object (Fig. 6.5—15, 1).
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Fig. 6.5—15 Configuring a motion detector

2. In the Sensitivity: contrast field (see Fig. 6.5—15, 2), enter the sensitivity of the detector to
object contrast. You should select a value empirically in the range [0, 16]. The greater the value,
the less contrastive the objects which can be detected.

3. In the Sensitivity: size field (see Fig. 6.5—15, 2), enter the sensitivity of the detector to object
size. You should select a value empirically in the range [0, 10]. The greater the value, the smaller
the objects which can be detected.

4. In the viewing tile, set detection zones and/or masks in the same way as for situation analysis
detectors (see Fig. 6.5—15, 3).
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NOTE. See steps 2-4 in the section titled Setting Common Detection Zones and Masks.
5. Click the Apply button.

Motion video detector configuration is now complete.
6.5.4 Audio Detectors

6.5.4.1 Types of Audio Detectors
The following detectors enable analysis of the audio signal from a microphone (Table 6.5—7).

Table 6.5—7 Types of audio detectors

Detector object name Detector description
No signal A detector which is triggered by the absence of an audio signal from an audio device.
Signal A detector which is triggered by the reception of an audio signal from an audio device.
Noise A detector which is triggered by the appearance of noise

Important! A No signal audio detector may operate incorrectly with video cameras emitting a
background signal with a non-zero volume, even if the integrated microphone is physically disabled.

6.5.4.2 Procedure for Configuring Audio Detectors
For each video camera equipped with one or more audio ports, audio detectors of all three types are
automatically created (see the section titled Types of Audio Detectors, Fig. 6.5—16).
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Fig. 6.5—16 Audio detectors

You can configure audio detectors as follows:
1. Set the general audio detector parameters.

2. Enable the desired audio detectors (all are disabled by default).

3. Configure the Noise and Signal detectors.
NOTE. The No signal detector does not require configuration.

4. Check the triggering of detectors using the trigger ribbon (optional) (see the section titled
Checking the Triggering of a Detector).

5. For each detector, set the automatic rules to be executed when the detector is triggered (see
the section titled Configuring Automatic Rules).

6.5.4.3 Setting General Parameters
To set the general parameters of audio detectors, you must perform the following steps:
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1. Inthe detector list, highlight an Audio detector object (Fig. 6.5—17, 1) which offers a means of
analyzing the audio signal from a microphone connected to the desired video camera.
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Fig. 6.5—17 Setting the general parameters of audio detectors

2. Inthe Period field (see Fig. 6.5—17, 2), enter the time in milliseconds after which the next
section of the audio stream will be processed by the audio detectors. The value should be in the
range [0, 65535]. If the value is 0, each section of the audio stream is processed.

3. Click the Apply button.
Setting the general properties of the audio detectors is now complete.

6.5.4.4 Settings Specific to the Signal and Noise Detectors
To configure the Signal and Noise detectors, you must perform the following steps:

1. Inthe detector list, highlight a Signal or Noise audio detector object.
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Fig. 6.5—18 Configuration of the Signal and Noise Detectors

2. Enter the following values in the Level field:

2.1. When configuring the Signal detector, enter the audio signal level in standard units
above which the detector will be triggered. You should select a value empirically in the
range [0, 1000].

2.2. When configuring the Noise detector, enter the noise level in standard units above
which the detector will be triggered. You should select a value empirically in the range
[0, 1000].
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3. Click the Apply button.
Configuration of the Signal and Noise detectors is now complete.

6.5.5 Embedded Detectors
At the moment of writing of this documentation, the embedded analytics of Axis and Sony video
cameras and Stretch cards have been integrated into the Axxon Smart software package (if they support
it; see the official reference documentation for these devices).

This section contains an example of configuring Sony Ipela Embedded Detectors. When configuring the
embedded detectors of other devices, you should use their descriptions in the interface of the Axxon
Smart software package or, for more detail, the official reference documentation for these devices.

6.5.5.1 Procedure for Configuring Sony Ipela Embedded Detectors
You can configure Sony Ipela detectors as follows:

1. Create a detector object.
2. Setthe detector parameters.

3. Check the triggering of detectors using the trigger ribbon (optional) (see the section titled
Checking the Triggering of a Detector).

4. Set the rules to be automatically executed when the detector is triggered (see the section titled
Configuring Automatic Rules).

6.5.5.2 Creating a Sony Ipela Detector Object
To create a Sony Ipela detector object, you must perform the following steps:

1. Inthe branch of the Embedded detectors object which offers a means of analyzing the video
image in the desired Sony Ipela video camera, click Create (Fig. 6.5—19).

Detector list Detector properties
— B 1.0.0.00 IE: Embedded detectors
+

gEmbedded detectors

Fig. 6.5—19 Creating a Sony Ipela detector
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Fig. 6.5—20 Creating a Sony Ipela detector

2. Highlight the Select detector type link which appears (see Fig. 6.5—20, 1).
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3. From the Type list (see Fig. 6.5—20, 2), select Intellectual detection.

4. Click the Apply button.

5. When you do this, an Intellectual detection object appears in the detector list.
Creation of a Sony Ipela detector object is now complete.

6.5.5.3 Configuring a Sony Ipela Detector
To configure a Sony Ipela detector, you must perform the following steps:

1. Inthe list of detectors, highlight an Intellectual detection object (Fig. 6.5—21, 1).
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Fig. 6.5—21 Configuring a Sony Ipela detector

2. From the Detect list, select the desired detection mode: Motion or Abandoned object (see Fig.
6.5—21, 2).

3. If you selected motion detection (Motion in the Detect list), set the following parameters (see
Fig. 6.5—21, 2):

3.1. To enable the mode in which the detector also responds to stopping, select Yes in the
Respond to stopping list.

3.2. In the Rest time field, indicate in seconds the rest time of an object after which the
motion detector registers stopping (if you executed step 3.1). The value should be in
the range [2, 60].

3.3. In the Green threshold field, enter the saturation level of the green RGB component in
the image of a moving object above which the detector is triggered. The value should
be in the range [0, 99].

3.4. In the Red threshold field, enter the saturation level of the red RGB component in the
image of a moving object above which the detector is triggered. The value should be in
the range [0, 99].
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3.5. In the Blue threshold field, enter the saturation level of the blue RGB component in the
image of a moving object above which the detector is triggered. The value should be in
the range [0, 99].

NOTE. The threshold saturation of the RGB component in the image of a moving object determines the
sensitivity of the detector. It is advisable to change the saturation of all components at the same time
(see steps 3.3 — 3.5).

4. |If you selected abandoned object detection (Abandoned object in the Detect list), set the
following parameters (see Fig. 6.5—21, 2):

4.1. In the field Start detecting, indicate the time in standard units from the appearance of
an object in the frame to the beginning of its detection. This should be selected
empirically. The value should be in the range [3, 7].

4.2. In the Detection time field, enter the rest time of an object in seconds, as counted from
the beginning of detection (see step 4.1), after which it is considered abandoned. The
value should be in the range [40, 43200].

4.3. In the Realarm time field, enter in seconds the time since the last alert about an
abandoned object after which a repeat alert is generated (assuming that such an event
occurs). The value should be in the range [60, 21600].

4.4. In the Release time field, enter the length of time an abandoned object remains in view
above which it will be considered part of the background. In this case, alarm generation
ceases. The value should be in the range [60, 43200].

5. In the Max. object height and Max. object width fields (see Fig. 6.5—21, 2) enter the maximum
height and width of a detectable object in pixels. The height value should be in the range [8,
480] and the width value should be in the range [8, 640].

6. Inthe Min. object height and Min. object width fields (see Fig. 6.5—21, 2) enter the maximum
height and width of a detectable object in pixels. The height value should be in the range [8,
480] and the width value should be in the range [8, 640].

7. Click the Apply button.
Configuration of the Sony Ipela embedded detector is now complete.

6.5.6 Sensors
A Sensor object appears on the Detectors tab after it has been enabled in the Devices tab (see the
section titled The Sensor Object).

The sensor must be configured in the Devices tab (see the section titled The Sensor Object): the
Detector properties field in the Detectors tab duplicates the settings entered in the Devices tab under
Settings and is not editable (Fig. 6.5—22).
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Fig. 6.5—22 Detector properties

In the Detectors tab for a Sensor detector you can do the following:

1. Check the triggering of detectors using the trigger ribbon (optional) (see the section titled
Checking the Triggering of a Detector).

2. Setthe rules to be automatically executed when the detector is triggered (see the section titled
Configuring Automatic Rules).

6.5.7 Checking the Triggering of a Detector
You can check the triggering of detectors in the Detectors tab.

To use this option you must perform the following steps:
1. Inthe detector list, highlight the detector object whose triggering you need to check.
Important! The detector object should be enabled and configured.

2. Produce an event whose occurrence should trigger the detector: motion in the frame, turning
the video camera, providing sound to an audio device, etc.

3. |If the detector is configured correctly, video image frames from the video camera corresponding
to the detector will be displayed on the trigger ribbon with the time they were received
indicated (Fig. 6.5—23).
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Fig. 6.5—23 Detector trigger ribbon

Checking the triggering of a detector is now complete.
6.5.8 Configuring Automatic Rules

6.5.8.1 General Information

In order for certain actions to be executed when a detector is triggered, you must configure automatic

rules.
You can set these rules in the Rules group. This group has two display modes:

1. normal (set by default) (Fig. 6.5—24).

Rules

[ Handle anly if in armed mode

[[] Record ta archive and alert

Fig. 6.5—24 Normal display mode of the Rules group

2. expanded (Fig. 6.5—25).

Rules
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[[] Record to archive and alert

Fig. 6.5—25 Expanded display mode of the Rules group

Choose the display mode which is more convenient for configuration. To switch from one mode to the
other, click the button in the upper right-hand corner of the Rules group (see Fig. 6.5—24, Fig. 6.5—25).

6.5.8.2 Types of Automatic Rules
When a detector is triggered, one or more rules may be executed:
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1. Recording to the archive and initiation of an alert in the system.
2. Switching a relay.

3. Switching to a PTZ camera preset.

4. Voice notification.

5. E-mail notification.

6. SMS notification.

6.5.8.3 Automatic Rule Execution Modes
You can select the execution mode of all automatic rules set for a video camera's detector.

Responses can be executed in one of two modes:
1. If the video camerais in armed mode.
2. Whether or not the video camera is in armed mode.

If the rules should be executed only when the camera is in armed mode, select the Handle only if in
armed mode check box (Fig. 6.5—26).

Rules

Cﬁ Handle anly ifin armed mode )

Fig. 6.5—26 Configuring processing in armed mode

6.5.8.4 Conditions for Setting Automatic Rules
Before setting automatic rules to be executed when a detector is triggered, you must make sure that the
following objects have been created and configured (Table 6.5—8).

Table 6.5—8 Conditions for setting automatic rules

Rule Object which must be configured
Recording to Archive and Initiation of an Alert Archive
Switching Relays Relay
Switching to a PTZ Camera Preset Telemetry (you must set the presets using the PTZ device
control panel)
Voice notification Speaker
E-mail notification E-mail
SMS notification SMS

If the conditions necessary for setting a rule have not been fulfilled (see Table 6.5—8), then when you
attempt to activate the given rule, the # icon appears in the interface.

NOTE. To activate a rule, select the check box next to its name.
The @ icon marks the following interface elements (Fig. 6.5—27):
1. The name of a rule whose execution is blocked.

2. The name of the detector object for which the rule is being set.
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3. The name of the Detectors tab.
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Fig. 6.5—27 Setting automatic rules not possible
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6.5.8.5 Recording to Archive and Initiation of an Alert
To configure recording to the archive and the initiation of an alert when a detector is triggered, you
must perform the following steps:

1. Select the Record to archive and alert check box (Fig. 6.5—28, 1).
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Fig. 6.5—28 Configuring recording to archive and initiation of an alert

2. From the Actions list (see Fig. 6.5—28, 2), select the desired action to be taken when the
detector is triggered:

2.1. Record to archive (the value Record on triggering).

NOTE. When this value is selected, an alarm is not initiated in the system when the detector is triggered.

2.2. Record to archive and initiate an alert in the system (the value Record and alarm).

3. From the Record in list (see Fig. 6.5—28, 3), select the archive to which you need to record the
video image (and audio signal, if configured accordingly) when the detector is triggered.

Important! Recording from the video camera of the detector should be configured to this archive (see
the section titled Configuring Recording of the Video Stream from Video Cameras to the Archive).

4. Inthe Alert flag position field (see Fig. 6.5—28, 4), enter the number of seconds by which the
alert flag will be shifted back from the actual time the alert was triggered.

NOTE. If the alert flag position is set, playback of an event received for processing begins from the
moment corresponding to the flag's position, and not from the moment of the beginning of the alert (Fig.
6.5—29).
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Fig. 6.5—29 Position of the alert flag

5. Inthe Post-record time field (see Fig. 6.5—28, 5), enter the post-record time — the length in
seconds of post-alert recording which will be added to the end of the recording made in
connection with the alert. The post-record time is counted from the moment of the end of the
alert and is observed only if the alert is evaluated by the operator before the end of the given
time. If the alert is evaluated by the operator or automatically after the end of the post-record
time, the recording ends at the moment of evaluation of the alert.

Note 1. Post-record time is O seconds by default.

Note 2. For example, the post-record time is 2 minutes. An alert is registered. If the operator evaluates
the alert before it is over or within 2 minutes of the moment it ended, the recording will end exactly 2
minutes from the moment the alert ended. If the alert is evaluated by the operator or automatically after
two minutes have passed since the end of the alert, the recording ends at the moment of evaluation of

the alert.
6. Go to another automatic rule, or click Apply.

Configuration of recording to the archive and initiation of an alert when a detector is triggered is now

complete.

6.5.8.6 Switching Relays
To configure the switching of a relay when a detector is triggered, you must perform the following steps:

1. Select the Switch relay check box (Fig. 6.5—30, 1).
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Fig. 6.5—30 Configuring switching of a relay

2. From the Switching relay list (see Fig. 6.5—30, 2), select the Relay object corresponding to the
relay which needs to be switched when the detector is triggered. Any enabled relay in the
system can be used, including one tied to another server.
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3. Inthe Length of time field (see Fig. 6.5—30, 3), enter the length of time for which the relay
should be in switched status.

4. Go to another automatic rule, or click Apply.
Configuration of switching a relay when a detector is triggered is now complete.

6.5.8.7 Switching to a PTZ Camera Preset
To configure switching to a PTZ camera preset, you must perform the following steps:

1. Select the Go to preset check box (Fig. 6.5—31, 1).
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Fig. 6.5—31 Configuring switching to a PTZ camera preset

2. From the Go to preset list (see Fig. 6.5—31, 2), select the Telemetry object corresponding to the
pan/tilt unit of the desired PTZ camera. The pan/tilt unit of any PTZ camera can be used,
including one tied to another server (if it is enabled).

3. From the Preset number list (see Fig. 6.5—31, 3), select the number of the camera preset to
which the camera should switch when the detector is triggered.

4. Go to another automatic rule, or click Apply.
Configuration of switching to a PTZ camera preset is now complete.

6.5.8.8 Voice notification
To configure voice notification when a detector is triggered, you must perform the following steps:

1. Select the Voice notification check box (Fig. 6.5—32, 1).

Audin notifi-:atior(z. Camera 1/2. Speakers —v)During: 3 0:01:00 S

Fig. 6.5—32 Configuring voice notification

2. From the Audio notification list (see Fig. 6.5—32, 2), select the Speaker object corresponding to
the speaker on which you wish to play the voice notification.

3. Inthe During field (see Fig. 6.5—32, 3), enter the time in the format HH:MM:SS during which
the voice notification is to be transmitted.

4. Go to another automatic rule, or click Apply.
Configuration of voice notification when a detector is triggered is now complete.

6.5.8.9 E-mail notification
To configure E-mail notification when a detector is triggered, you must perform the following steps:
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1. Select the Send E-mail check box (Fig. 6.5—33, 1).

1 {8 [] send E-mail ) 2 3
send e-mail: (MMM D(rressage text...])

Fig. 6.5—33 Configuring E-mail notification
2. From the Send E-mail list (see Fig. 6.5—33, 2), select the E-mail object which will be used for E-
mail notification when a detector is triggered.

3. Click the Message text button (see Fig. 6.5—33, 3).

4. Inthe Message subject field of the window which appears (Fig. 6.5—34, 1), enter the subject of
the E-mail message which will be sent when the detector is triggered.

1

Messa;e subieck

E-mail message text 2

‘NBI[ from 4. Motion' on camera LEAD /2. Camera 1° )

3 ( Apply )[ Cancel

Fig. 6.5—34 E-mail message

5. In the E-mail message text field (see Fig. 6.5—34, 2), enter the text which should be sent in an
E-mail message when the detector is triggered.

6. To close the window and save changes, click Apply (see Fig. 6.5—34, 3).
7. Go to another automatic rule, or click Apply.
Configuration of E-mail notification when a detector is triggered is now complete.

6.5.8.10  SMS notification
To configure SMS notification when a detector is triggered, you must perform the following steps:

1. Select the Send SMS check box (Fig. 6.5—35, 1).

s ( D (=)

Fig. 6.5—35 Configuring SMS notification

2. From the Send SMS list (see Fig. 6.5—35, 2), select the SMS object which will be used for SMS
notification when a detector is triggered.
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3. Click the Message text button (see Fig. 6.5—35, 3).

4. Inthe SMS message text field of the window which appears (Fig. 6.5—36, 1), enter the text

which should be sent in an SMS when the detector is triggered.

flert from 4. Motion' on camera 'LEA

Camera 1'.

2 ‘ Apply ’ Cancel

Fig. 6.5—36 SMS message text

5. To close the window and save changes, click Apply (see Fig. 6.5—36, 2).

6. Go to another automatic rule, or click Apply.

Configuration of SMS notification when a detector is triggered is now complete.

6.6 Configuring Archives

6.6.1 General Information
You can configure archives using the interface in the Archive tab (under Settings) (Fig. 6.6—1). To create

archives you must have the appropriate permissions.

List of archiv

B CARLOS

Archive Yellow
4 Create...

Archive SkyBlue

Used space 291.64 Gb
Archiveskylue [ 5.00 Gb
Archive Yellow  [] 5.00 Gb

B Volume information

Drive C: 4,85 Gb of 39.06 Gb free
Drive D: 9.47 Gb of 58.59 Gb free
Drive E: 9.33 Gb of 58.59 Gb free
Drive F: 9.09 Gb of 76.63 Gb free
Drive G: 130.58 Gb of 161,27 Gb fres
Drive H: 234.21 Gb of 304,49 Gb fres
Drive L: 0.00 Gb of 0.46 Gb free

Disk operations

[~ Archive space allocation

El Camera for selected archive
Mode recording with scaling
Frame rate 25
Default archive Yes

write  No

[~ About server [~ Linked archive(s)
@ CARLOS ! caros
L

B Server properties (2]
Server name CARLOS ]
Disks size 699.17 Gb
space used for arct 10.00 Gb
Free space 397.53 Gb

e Lo oo o o] fomv o] o

Buffering time 0

Ba camera
g

On the base of one server you can create an unlimited number of archives.

Fig. 6.6—1 The Archive tab

Apply Cancel
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An archive can be distributed on several volumes of the server. On one volume for one archive you can
create only one partition, which occupies either a file of a set size or the entire volume.

6.6.2 Procedure for Configuring Archives
You can configure archives as follows:

1. Create archives with the desired parameters.

2. Configure recording of the video stream from video cameras to the archive.

6.6.3 Creating Archives with the Desired Parameters

To create an archive with the desired parameters, you must perform the following steps:
1. Inthe branch of the Server object corresponding to the computer on which you need to
organize an archive, click the Create link (Fig. 6.6—2).

List of archives————————

E-#f CARLOS
Archive SkyBlue
Archive Yellow

Fig. 6.6—2 Creating an archive

NOTE. You can also create an archive using the Create archive command in the context menu of the
Server object (brought up by right-clicking on the object).

2. Highlight the New archive link which appears (Fig. 6.6—3, 1).
— List of archive: — Parameters of new archive
B¢ CARLOS New archive
Archive SkyBlue =
“archive Orchid i
[ orchid
Fartition type(C:).” File
Archive file 7 .afs
Size # 2.00 3
( =l
Archive file
;\:: space 9.33 Gb
E Driver F:
Partition type(F:)
Archive file
Partition type(E:)
Partition type of disk
Fig. 6.6—3 Setting archive parameters
3. Inthe Basic properties group (see Fig. 6.6—3, 2), identify the archive:
3.1. in the Archive name field, enter the desired archive name.
3.2. From the Color list, select a color to designate the archive.
4,

Place the archive partitions on one or several volumes of the server (see Fig. 6.6—3, 3):
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4.1. From the Partition type list, select the desired type of archive partition on the disk: a file
or the entire volume.

NOTE. The system disk cannot be allocated in its entirety to an archive.

4.2.  Ifyou select a File partition, enter the full path to the .afs file which should be used for
creating an archive partition on the disk in the Archive file field.

NOTE 1. If the indicated file does not exist, it will be automatically created when changes are saved.

NOTE 2. When an archive is created on the basis of an existing file, it is not possible to extract archive
recordings from said file.

4.3. If you select a File partition, enter the amount of disk space in gigabytes which should be
used for the archive partition in the Size field.

NOTE. The size of an archive partition on a disk should be greater than 1 GB.

NOTE 2. When an archive is created on the basis of an existing file, the size of this file is automatically
displayed in the Size field. It may be changed.

4.4, If you select a Disk partition, you must first manually delete the file system on the
selected disk using the standard Windows OS Disk management utility and then repeat the
archive creation procedure. To start this utility, click the Disk operations button (Fig. 6.6—4).

— Archive preference:

E Archive DodgerBlue

E Basic properties

Archive name Archive Dodgerdlue
Calor I CodoerBlue
Size 3.00 Gh
Depth
B Drive *D:
Partition type(D:)  File
archive file Du/.afs
i 3.00 Gh
Wolume status Ready
Free space 141.77 Gh
El Drive C:

Partition type(C:)
Archive file
Size 0.00

Free space 132.51 Gh
Format No

Size

Disk D size.

( Disk operations )

Fig. 6.6—4 Launching the disk management utility

NOTE. Deleting the file system on the disk in the Disk management utility consists of the following:
1. Delete the volume.

2. Create a new volume in the resulting unformatted area.
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3. Assign a letter to the volume, but do not format it.

4.5, Repeat steps 4.1-4.4 to place archive partitions on all desired volumes of the server (see
Fig. 6.6—3, 4).

5. Click the Apply button.

6. Adialog box will appear with a warning that the desired partitions (files and/or volumes) will be
formatted (Fig. 6.6—5).

warning A
Formatting of n partitions for the archive has been selected: Archive DodgerBlue. d
File: .afs
=

Formatting will delete all data.
" 1have read the warning and understand that I risk losing important data.

Format Cancel

Fig. 6.6—5 Warning about partition formatting

7. Read the list of partitions which are to be formatted. If it is correct, select the | have read this
warning and understand the risk of losing important data check box and click the Format
button (see Fig. 6.6—5). Otherwise click the Cancel button to return to archive settings.

Creation of an archive with the desired parameters is now complete.

The volume of the archives with respect to the total volume of the system's disks is displayed in the
Archive space allocation diagram (Fig. 6.6—6).

— Archive space allocation

r N

\ S

Fig. 6.6—6 The Archive space allocation diagram

6.6.4 Configuring Recording of the Video Stream from Video Cameras to the Archive
To configure recording of the video stream from video cameras to the archive, you must perform the
following steps:

1. Left-click on theicon in the Linked archive(s) table (Fig. 6.6—7, 1) at the intersection of the row
corresponding to the camera from which the video stream should be recorded to an archive and
the column corresponding to that archive.
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NOTE 1. Archives are designated by i icons of the corresponding colors (see the section titled Creating

Archives with the Desired Parameters).

NOTE 2. The parameters of the video stream being recorded to the archive will be displayed in the

Registration properties group (see Fig. 6.6—7, 2).

[~ Linked archive(s)

¢ camLos B Camera for selected archive
' ode none

[l ] Frame rate 15
Bicarmara ] Default archive  No
Imacamera Permanent write  No

S uffering time 1]
B camera 1 1 3
IBa4. 0.0.0.0 [&]
IBas. Camera El[E
Mode

IBaE. Camera

8 8 ‘Writing mode of selected camera to selected
[B47. carmers Bl | | [
IBas. Camara Sl[E]

~ Registration properties————————————————————
A i Camera 1
*

= Other
it rate 3000
Frames per secont
Resolution 0 (NTSC)
TV standard P
Video codec MPEG4

Bit rate
The compressed data bit rate, kbit/s.

Fig. 6.6—7 Configuring recording from a video camera to an archive

From the Mode list (see Fig. 6.6—7, 3), select the desired mode of recording the video stream
from the video camera to the archive: none, recording with scaling, recording with the fps given
in the camera settings.

If you choose recording with scaling, enter the maximum frame rate when recording the video
stream from a video camera to the archive in the Max frame rate field (see Fig. 6.6—7, 3). If the
frame rate of the video stream coming in from a video camera is less than the indicated value,
the recording will be made at the original and not the maximum rate.

The default archive is used to record video images during user-initiated alarms for a video
camera. For each video camera one and only one default archive must be set. The first archive
to which recording of a video stream from a video camera was configured automatically
becomes the default archive.

If it is necessary to make a different archive the default archive for a given video camera, select Yes from

the Default archive list (see Fig. 6.6—7, 3) corresponding to the other archive.

5.

If you need to continuously record a video stream to an archive, select Yes from the Continuous
recording list (see Fig. 6.6—7, 3). If No is selected, the video stream from the camera will be
recorded at the command of the operator or if automatic rules for recording when detectors are
triggered have been set.

In the Buffering time field (see Fig. 6.6—7, 3) enter the pre-event recording time of the video
stream from the camera in seconds. The value should be in the range [0, 120].
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NOTE. Pre-event recording time — a period of pre-event recording that will be added to the beginning of

an alert event recording.

7. Repeat steps 1-6 to configure recording of the video stream from a camera to all desired
archives (Fig. 6.6—8).

~ Linked archive(s)

.! CARLOS

EE ﬁ
Camera |

Fig. 6.6—8 Configuring recording of the video stream from a camera to several archives

8. Click the Apply button.
Configuration of recording of the video stream from a camera to archives is complete.

NOTE. An archive's icon in the Linked archive(s) table automatically changes depending on the
registration properties set. (Table 6.6—1).

Table 6.6—1 Type of archive icon

Default archive/Mode None Recording with scaling Recording with the given
fps
No B -1 w

Yes - ﬂ .

6.6.5 Deleting Archives
You can delete an archive from the system.

Important! When an archive is deleted, the archive file or partition is not physically removed. They can
be used again for creating an archive; however, the archive recordings stored on them will be lost.

To delete an archive from the system, you must perform the following steps:
1. Select the archive to be deleted in the archive list (Fig. 6.6—9).

2. Right-click to bring up the context menu. Execute the command Delete archive (Fig. 6.6—9).

List of archive

Bl [} A-SINDTAEVA

b 4 Creats Create archive

Remove archive

Fig. 6.6—9 Deleting an archive

3. Click the Apply button.

Deleting an archive from the system is now complete.

6.7 Configuring Forensic Search
In order for Forensic Search to be possible with a video camera, the following conditions must be met:
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1. there are video stream recordings from the desired video camera in the archive;
2. there are metadata recordings from this video stream in the object trajectory database;
3. the user has the appropriate permissions.

satisfy these conditions.

This section contains information on how to configure the Axxon Smart software package such as to

6.7.1 Possible ways to configure recording to the video stream archive

configured in any of the following ways:

1. Continuous recording to the archive is enabled (Fig. 6.7—1, see the section Configuring

For Forensic Search to work with a video camera, recording of its video stream to the archive can be

Recording of the Video Stream from Video Cameras to the Archive).

— Linked archive(s}

.'Q WS3

Fu. Aoz 2108

an. 0.0.0.0

El Cameraforthe selected archive

Mode record with scaling
Maximum FPS 25

Default archive Yes

Continuous recording R =
Prerecord time a

Fig. 6.7—1 Enabling continuous recording to the archive for a video camera

2. Continuous recording to the archive is disabled (Fig. 6.7—2), but the video stream from the

camera is recorded by operator command or according to automatic rules for recording which

are executed when a detection tool is triggered (Fig. 6.7—3, see also the section Recording to

Archive and Initiation of an Alert).

— Linked archiveis}y

llg W33

F. 1. Axis 2104

Pia. 0.0.0.0

E Ccameraforthe selected archive

Mode recard with scaling
Maxirmum FPS 25
Default archive Yes

Continuous recording  # L] ;I
Prerecord time a

Fig. 6.7—2 Disabling continuous recording to the archive for a video camera
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r— List of detection units

— Detection propertie

Tes .
= 1 Axis 2108 [y, Motion
E| 5 nudm detectars
G B 1.0bjectidentification
Enable Yes
Mame Motion
E| “ Situation Analysis B 2. Objectfeatures i
w2 * Motion Type Mation
g El other
H + Create.. 5
Ié| 5 yideo detectors Wisual Element Area
! Loss of quality
A .
j‘: Motion
[l Position change
- -1 3. 0.0.0.0
[+ 4. 0.0.0.0
MName
Detection object name.

[ Autornatic rule

>
-

[™ Processing only in the armed mode

/W Record to archive and alert
Ackions;

record and alert <
record on triggerin

Archive AliceBlus -

alert flag position:

Fig. 6.7—3 Setting automatic recording rules

6.7.2 Enabling recording of video stream metadata
To enable recording of video stream metadata, you must perform the following steps:

1. Switch to the Detectors tab under Settings.

2. Enable situation analysis (see the section Enabling Situation Analysis).
3. Select Yes from the Metadata recording list (Fig. 6.7—4)

r— List of detection unit

— Detection propertie

—
- 1. Axis 2104 L=’ Situation Analysis
E| H audio detectars
‘t_‘x Mo signal B 1.0bjectidentification =
: & Noise Enable Tes
s g,
{ = #t Signal éﬂmﬁ
o i ; 2. 0Objectfeatures
mg, Situation Analysis

. & Motion
; + Create...
E---:EE,’ Wideo detectors

----- ! Loss of quality
----- - jh Motion

----- [l Fosition change
[+ 3. 0.0.0.0

[+ 4. 0.0.0.0

Max. Oh]ect H3|ght 100 —

Max. Object Width 100
Min. Object Height z
Min. Object width 2 -

Record objects' tracking

Enable recording the objects' tracking to the
corresponding database, Objects' tracking isuse...

Fig. 6.7—4 Enabling recording of video stream metadata

4. Click the Apply button.

Recording of video stream metadata will then be enabled. The video stream metadata will be recorded
to the object trajectory database when the video stream is recorded to the archive.
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6.7.3 Configuring user permissions for Forensic Search
To use the Forensic Search, it is sufficient to have Archive configuration permissions (Fig. 6.7—5, see
also the sectionCreating and Configuring the Role and User System Objects).

— Roles and User — Role propertie
E| !ﬁ: admin m Rale
-ﬁ‘ root .
4 Create... = :.ccerststo Functions "
: xpo o
El_)"ﬂj P;?,Drleeate... Mgljag_ing domains Mo
E| m Unessigmzd Minirnize to tray Mo
[l = sz, Systemn log Mo
= e, User Layouts Changing Mo
El Access to Settings
4 i Yes ~ 1y
nit settings Mo
Device settings Mo
Options settings Mo
User Permission settings Mo
P Access to Tabs \
Alerts tab # Yes
M Lavouts tab - Yes )
E Basic
Mame Role
Archive settings
Access to Archive settings

Fig. 6.7—5 Configuring user permissions for Forensic Search

6.8 Configuring the User Interface

6.8.1 Switching Between Layout Types
When working with Axxon Smart, the user can choose either a standard layout or a user-defined layout.
To switch between these types of layouts, you must perform the following steps:

1. Go to System settings=Options=Interface (Fig. 6.8—1, 1-2).

- Journal settings
o D Export settings
“[4 alert handling

Therne
’7Default =

[V Show hints

¥ Hide panels autornatically
¥ Srnooth motion allowed
¥ Show video statistics

¥ Show error messages
— Highlight timeline

(% Day/Might

" Shift working

Scheme:

|3 shifts of & hours

Shift start

06:00 ==

[ Layout:

( % Standard layouts

= User layouts

Listing time

3 = sec

Fig. 6.8—1 Selecting a Layouts ribbon work mode
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2. Select the layout type in the Layouts configuration group (see Fig. 6.8—1, 3).
3. Click the Apply button to save the settings.

The layout ribbon will then operate in the selected mode.
NOTE. Switching modes is allowed only for users with Layout configuration permissions .

6.8.2 Configuring Slideshow Parameters
Slideshow mode is a cyclical switching of layouts according to an assigned frequency (dwell-time).
Slideshow is launched using the context menu of the layout ribbon.

To configure the slideshow dwell-time, you must perform the following steps:

1. Go to System settings=Options=Interface (Fig. 6.8—2, 1-2).

tern journal

[~ Option " Therme

Default =

<1 Journal settings
[3] Export sett?nqs v Show hints
E itz [nerallig ¥ Hide panels automatically
¥ Smooth motion allowed
¥ Show video statistics

¥ Show error messages

Highlight timeline

* Day/Might

= shift working
Schemea:
|3 shifts of 8 hours e
Shift start
D& 00 =

Layout:

i+ Standard layouts

{~ User layouts

isting time

Fig. 6.8—2 Configuring slideshow mode
2. Set the slideshow dwell-time in seconds in the Layouts configuration group (see Fig. 6.8—2, 3).
3. Click the Apply button to save the settings.
The slideshow dwell-time is now set.

NOTE. Switching modes is allowed only for users with Layout configuration permissions .

6.8.3 Hiding Hints
In Axxon Smart, hints are displayed when the cursor is moved over a control element. Hints are enabled
by default. To turn off hints, you must perform the following steps:

1. Go to System settings=Options=Interface (Fig. 6.8—3, 1-2).
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Permissions

[ Option Theme
(Default <

‘ournal settings

[}] Expart settings v Show hints ) 3
o [d Alert handli - .
[4 alert handling v Hide panels automatically

¥ Srnooth motion allowed

V' Show video statistics

V' Show error messages

Fig. 6.8—3 Configuring hints
2. Deselect the Show hints checkbox (see Fig. 6.8—3, 3).
3. Click the Apply button to save the settings.

Hints are now disabled. Hints can be enabled again by reselecting the Show tips checkbox.

6.8.4 Configuring Autohide for Panels
Autohide entails hiding the top panel if there is no input from the keyboard or mouse. There are two

levels of autohide: shrinking the panel (after 10 seconds of inactivity) and hiding the panel (after 30
seconds of inactivity). Autohide is enabled by default.

To turn off autohide for panels, you must perform the following steps:

1. Go to System settings=Options=Interface (Fig. 6.8—4, 1-2).

tern journal

[~ Option " Therme

Default =

- Journal settings
)] Export settings W Show hints

- [d alert handli - -

[d Alert handiing ¥ Hide panels automaticallyy 3
¥ Smooth motion allowed
¥ Show video statistics

[V Show error messages

Fig. 6.8—4 Configuring autohide for panels
2. Deselect the Hide panels automatically checkbox (see Fig. 6.8—4, 3).
3. Click the Apply button to save the settings.

Automatic hiding of panels is now disabled.

6.8.5 Configuring Smooth Motion
Smooth motion is needed to smoothly change the position of viewing tiles, as well as for smooth
switching between tabs. Smooth motion of viewing tiles is enabled by default. To disable this option,
you must perform the following steps:

1. Go to System settings=Options=Interface (Fig. 6.8—5, 1-2).
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— Qption:

|7 Journal settings
o] Export settings
“[A Alert handling

2. Deselect the Smooth motion allowed checkbox (see Fig. 6.8—5, 3).

Permissions

Theme
(Default

¥ Show hints

¥ Hide panels autarnatically

[v Smooth motion allowed 3

V' Show video statistics

V' Show error messages

Fig. 6.8—5 Configuring smooth motion

3. Click the Apply button to save the settings.

Smooth motion for viewing tiles will now be disabled.

6.8.6 Configuring Display of Video Statistics
You can display the following video statistics in the viewing tile:

1. Frame rate of the displayed video stream.

2.

Frame rate of the video stream received from a video camera or an archive.

3. Bit rate of a compressed video stream.

4. Resolution of the displayed video stream.

To use these options you must perform the following steps:

1. Go to System settings=Options=Interface (Fig. 6.8—6, 1-2).
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Permissions Options

Journal settings ’7
[}] Export settings ¥ Show hints
~-[4 Alert handling

¥ smart hiding panels

¥ smooth motion allowed

¥ Show video statistics ) 3

¥ sShow error messages

— Highlight timeline

" Day/Night

* Shift working
Scheme:
3 shifts of 8 hours -
shift start

IOG:UO 3:

— Layouts

{* Standart layouts

= User layouts

Listing time

m sec

Fig. 6.8—6 Configuring display of video statistics
2. Select the Show video statistics checkbox (see Fig. 6.8—6, 3).
3. Click the Apply button to save the settings.

The video statistics will now be displayed in the viewing tile for all modes (real time, archive and alert)
(Fig. 6.8—7).

10:56:47.932

Fig. 6.8—7 An example of displaying video statistics

6.8.7 Configuring Display of Error Messages
By default, messages about system errors which have occurred are displayed in real time in the Layouts
and Alerts tabs of the Axxon Smart software package (Fig. 6.8—8).
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Total messages:1

Fig. 6.8—8 An example of displaying an invalid license error message

To turn off display of error messages, you must perform the following steps:

1. Go to System settings—=Options=Interface (Fig. 6.8—9, 1-2).

¥

Permissions

Theme
’7Defau\t T
4] Export settings ¥ Show hints
- [4 Alert handling

¥ Smart hiding panels
¥ smooth motion allowed
V¥ show video statistics

Show error messages 3

— Highlght timeline
= Day/Night

{+ shift working
Scheme:

3 shifts of 8 hours -
Shift start

|05:00 H:

[ Layouts

{* Standart layouts

i User layouts

Listing time

|3 3: sec

Fig. 6.8—9 Configuring display of error messages
2. Deselect the Show error messages checkbox (see Fig. 6.8—9, 3).
3. Click the Apply button to save the settings.
Display of error messages will now be turned off.

6.8.8 Configuring the Timeline
In Axxon Smart, a timeline is displayed in the right portion of the video surveillance monitor when a
viewing tile is switched to archive playback mode. The external appearance of the timeline can change
depending on the style you select: Day/night or Shift working.

6.8.8.1 Configuring the Day/night style
If the Day/night style is selected, the timeline will be displayed in light-colored segments from 6.00 to
18.00 and dark-colored segments from 18.00 to 6.00.

To set the Day/night style for the timeline, you must perform the following steps:

1. Go to System settings=Options=Interface (Fig. 6.8—10, 1-2).
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Archive

— Option

Theme
2 ’7Default -
ournal settings
[4| Export settings ¥ show hints

“-[4 Alert handli .
L et rzmeling ¥ Hide panels automatically

¥ smooth motion allowed
¥ Show video statistics

¥ Show errormessages

Highlight timeline
3
= shift working

Fig. 6.8—10 Configuring the timeline style. The Day/night style

2. Select the Day/night option button in the Highlight timeline configuration group (see Fig. 6.8—
10, 3).

3. Click the Apply button to save the settings.
The timeline will now look like the one pictured in Fig. 6.8—11 when viewing an archive.

Events filter
=

Fig. 6.8—11 The timeline. The Day/night style
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6.8.8.2 Configuring the Shift working style
If the Shift working style is set, the timeline will be displayed in alternately colored segments
(depending on the number of shifts set per day and the beginning of the first shift). Each segment
contains a shift identification number. In Axxon Smart, the user can choose 3 types of shifts (three 8-

hour shifts, two 12-hour shifts, or one 24-hour shift).
To configure the Shift working style, you must perform the following steps:

1. Go to System settings=Options=Interface (Fig. 6.8—12, 1-2).

[~ ©ption Theme
’7Defau|t

3 Journal settings
-} Export settings ¥ Show hints

“[4 Alert handlin . .

m Y ¥ Hide panels autornatically
V' smooth rmotion allowed
¥ sShow video statistics

¥ Show EBFFOF MEssages
Highlight timeline
" Day/Might

i+ Shift working

Scheme:
{3 _shifts of & h
Shift start

G5

3

ours

Fig. 6.8—12 Configuring the timeline style. The Shift working style

2. Select the Shift working option button in the Highlight timeline configuration group (see Fig.

6.8—12, 3).
3. Select the shift type from the Scheme list (see Fig. 6.8—12, 4).
4. Define the start time of the shift (see Fig. 6.8—12, 5).
5. Click the Apply button to save the settings.

The timeline will now look like the one pictured in Fig. 6.8—13 when viewing an archive.
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Events filter

»

SHIFT

Fig. 6.8—13 The timeline. The Shift working style

6.9 Configuring the System Journal
System journal — a journal containing system information on events which have occurred, including
records of system errors.

The system journal is stored in a local database of each server. You can set access to the system journal
for a user group in the Permissions tab under Settings (see the section titled The Role object).

To configure the system journal, you must perform the following steps:

1. Go to System settings=Options=>Journal settings (Fig. 6.9—1, 1-2).

Option

#J = Interface
. Journal settings 2
Export settings

“-[4 Alert handling

leanup period:

Nz

Fig. 6.9—1 Configuring the system journal
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2. Inthe Period field, enter in days the period for which the system journal will be stored in the
server's database (see Fig. 6.9—1, 3).

3. Inthe Cleanup period field, enter in hours the period after which irrelevant events will be
removed from the system log (see Fig. 6.9—1, 4). The following events are considered
irrelevant:

3.1. Events for which a connection to the video archive is possible, but is absent (for
instance, in the absence of video recording when a detector is triggered).

3.2. Events which have been stored in the system journal for a period greater than that
indicated in step 2.

4. Click the Apply button.

Configuration of the system journal is now complete.

6.10 Configuring Export
Configuration of the export of video recordings or frames consists of selecting folders for saving
exported files. By default, files are exported to C:\Documents and Settings\User\My
Documents\AxxonSoft\Export.

To change export settings, you must perform the following steps:

1. Go to System settings=Options—=Export settings (Fig. 6.10—1, 1-2).

Archive De 5 Permissions

Option — Path for snapshot export
7 Interface |C:\Users\A|exandra Sindyaeva\Documents\A)o(onSo‘&\|
i Journal settings

— Path for video export
= ng |C:\Users‘u'\|exandra SindyaevE\DocumentsWo(onSo&\|

Fig. 6.10—1 Configuring export

2. Inthe Path for snapshot export and Path for video export fields, enter the full path to the
folders for saving exported files.

Note. If your computer is connected to a Windows Server 2003 domain, disk ACLs must contain only local
and built-in groups and users for disk access to be allowed.

Warning! If you modify the paths to exported file folders on one computer, then those paths will also
be changed on all computers in the domain and on all clients.

3. Click the Apply button.
Changing the export settings is now complete.

Exported video recordings will be stored in .avi format; video frames will be stored in JPG format.
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6.11 Configuring Alert Mode

You can set the following parameters for alert handling:

1. The maximum allowed time for ignoring alert is the length of time a new alert can remain
unaccepted for handling by an operator before it is assigned Missed status and is deleted from
the Alerts tab.

NOTE 1. To accept an alert for handling, you must switch to the alert mode.
NOTE 2. The time allowed for evaluating an alert after accepting it for handling is not limited.

2. The maximum allowed reaction time to alert is the length of time from the moment the
operator who accepted an alert for handling exits alert mode after which the alert returns to
New status and the count for the allowed time for ignoring alert begins again.

NOTE. For example, an operator can exit alert mode to view the video archive related to the alert.

To configure alert handling in the system, you must perform the following steps:

1. Go to System settings=Options=Alert handling (Fig. 6.11—1, 1-2).

o wa—
# Devices Archive Detectors Perrnissions Options

[ Options — Maximum allowed time for ignoring alert
2T Interface erval 3
[ Journal settings m SEEILE

D Export settings

@] Alert handling p W4

— Maximum allowed reaction time to alert
iterva

300 =~ second 4

Fig. 6.11—1 Configuration of alert handling

2. Inthe Maximum allowed time for ignoring alert group, enter the time in seconds during which
it is necessary to accept the alert for handling before it is assigned Missed status (see Fig. 6.11—
1, 3).

3. Inthe Maximum allowed reaction time to alert field, enter the time in seconds during which an
operator who accepted an alert for handling and exited alert mode without evaluating it must
return to alert mode (see Fig. 6.11—1, 4).

4. Click the Apply button.

Configuration of alert handling is now complete.

6.12 Creating and Configuring the Role and User System Objects
In Axxon Smart, only one role (Administrator) and one user (root) are registered by default; their
deletion is prohibited. Administrators possess permissions to configure all components of the video
surveillance system. To register an operator with individual permissions , you must create a new role
with those permissions and a new user account for that user.

Registration and configuration of roles and users is carried out through the Permissions tab in Settings.
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6.12.1 The Role object

Arole is intended for assigning a group of users individual rights and permissions for administration,

management and/or monitoring of individual components of Axxon Smart.

To register a new role, you must perform the following steps:

1. Select arole in the user tree (Fig. 6.12—1, 1).

2. Bring up the context menu of the user tree by right-clicking with the mouse.
3. Select Add role (Fig. 6.12—1, 2).

[~ Roles and user

| [~ Raole propertie:

SEBL

L} Create...

ﬂ admin
User E Basic
Name admin
B Functions access permission
Export Yes
Minimize application to tray Yes
System journal Yes
User layouts changing Yes
B Settings access permssion
Archives setup Yes
Detectors setup Yes
Devices setup Yes
Setup options Yes
User rights setup Yes
B Tab access permission
Alerts evaluating tab Yes
Layouts tab Yes

Fig. 6.12—1 Adding a role

A new role will then appear in the user tree, and the properties of that role will appear on the right (Fig.

6.12—2).

~ Rolesandusers |

=54 admin

=84 unassigned
i + Create...
Lo} Create...

~ Rale propertie:

& Role
ic /5 Other N
4 E CARLOS
unctions access permission 8 4. 0.0.0.0 Mo access
Export Mo 2. Telemetry Mo access
Minimize application to tray No 5. Microphone No access
System journal No C B Monitoring on protection =
User layouts changing No 6. Camera No access
Fl Settings access permssion 7. Camera -+ Full access
Archives setup No |5 8. Camera Mo access
Detectors setup No B camera No access
Devices setup No \_ Microphone Mo access Y,
Setup options No
User rights setup Mo 6
El Tab access permission
Alerts evaluating tab No
\Layouts tab Noj

Fig. 6.12—2 User rights setup panel

4. Assign a name for the role in the Basic role properties (see Fig. 6.12—2, 5).

5. Select Yes for the components for which access needs to be granted (see Fig. 6.12—2, 4).

6. Select the appropriate permissions for access to devices (see Fig. 6.12—2, 6).
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7. Click the Apply button to save the settings.
The new role has now been created.
To delete a role, you must perform the following steps:

1. Inthe user tree, select the role that you want to delete (Fig. 6.12—3, 1).

— Roles and user:

E!ﬁ 3 aﬂdmin

Fig. 6.12—3 Deleting a role

2. Bring up the context menu of the user tree by right-clicking with the mouse.
3. Select Delete role (see Fig. 6.12—3, 2).
4. Click the Apply button to save the settings.

The role has now been deleted.

6.12.2 The User Object
In Axxon Smart, several users can be assigned to one role. The user will be granted the permissions for
administration, management, and/or monitoring that are indicated in the settings of the role. When
registering users, their names and passwords are specified for authorization in the system.

To register a user, you must perform the following steps:

1. Select arole in the user tree (Fig. 6.12—4, 1).

— Ruoles and user

i ¥R Tones Add Role
{4 Create... Remove Role
E| ? unassigned 2
Loy Create..,

o + Create...

Fig. 6.12—4 Registering a user

2. Bring up the context menu of the user tree by right-clicking with the mouse (see Fig. 6.12—4, 2).
3. Select Add user (see Fig. 6.12—4, 2).

The new user will then appear in the user tree, and the permissions configuration panel for that user will
open on the right (Fig. 6.12—5).
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Fig. 6.12—5 Configuring a User

and Comment fields (Fig. 6.12—6).

[~ User propertie

Headmaster

Basic
Creation date 9/23/2010 11:37 AM
E-mail < msg@gmail.com

Role Role

El Security
Password LT T AP Y YT Y Y

Comment
Additional information about user

Fig. 6.12—6 Optional User settings

8. Click the Apply button to save the settings.

The user has now been registered and added to the user tree.

To delete the user from the tree, you must perform the following steps:

1. Select the user (Fig. 6.12—7, 1).

2. Bring up the context menu of the user tree by right-clicking with the mouse.

— Roles and user

E!&: admin

- Ereate...
ﬂ: Monitaring
-# B Jones

~4 Create... Add User
22 unessigned
~ 4 Create... 2

- 4+ Create...

Fig. 6.12—7 Deleting a user

3. Select Delete user (see Fig. 6.12—7, 2).
4. Click the Apply button to save the settings.

The user has now been deleted from the user tree.

Enter the password into the Security configuration group (see Fig. 6.12—5, 2).

Enter the user name in the Basic configuration group (see Fig. 6.12—5, 3).

Select a role in the Basic configuration group (see Fig. 6.12—75, 4).

If necessary, enter an E-mail address and additional information about the user in the E-mail
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7 Working with the Axxon Smart Software Package

7.1 Main Elements of the User Interface

7.1.1 Viewing Tile
The viewing tile (see Fig. 7.1—1) is used to display video stream on the monitor of a computer with
specific parameters for the purpose of video surveillance and viewing video archives. The viewing tile
also has a function which allows the generation and evaluation of alert events in the process of video
monitoring of a guarded location.

g 11:47:02,587

Fig. 7.1—1 The viewing Tile

A more detailed description of the functions of the viewing tile can be found in the section titled Video
Surveillance.

7.1.1.1 Color Coding of Frames
Color coding of the frame of a viewing tile is used to indicate the status of the video camera.

Table 7.1—1 Color coding of a viewing tile frame

Color of viewing tile frame Camera status
Green Camera disarmed
Yellow Camera armed
Red Alert for this camera
Gray Archive mode
Dark blue Snapshot function enabled

NOTE. Color coding for alert status has priority over color coding for archive and snapshot modes.

7.1.1.2 Viewing Tile Context Menu
The viewing tile context menu is used to access the following functions (depending on the enabled
surveillance mode):

Video surveillance

Audio monitoring

Exporting frames and recordings
Object tracking

Ll A
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To bring up the viewing tile context menu (Fig. 7.1—2, 1), left-click the video camera icon in the upper
left-hand corner of the tile (Fig. 7.1—2, 2).

11:47:56.869 "

Fig. 7.1—2 Bringing up the viewing tile context menu

7.1.1.3 Time Display
The time display appears in the upper right-hand corner of the viewing tile (Fig. 7.1—3).

Fig. 7.1—3 The time display in a viewing tile

In real-time mode, the time display shows the current time: F1Bi18:E5E

In archive and alert modes, it shows the time of the fragment being viewed and the playback mode:

1. forward: [B1a.47:294].
2. backward: W;
3. pause: Hididsidza

In all video surveillance modes you can enable the Snapshot mode using the time display. To do this,
left-click in the area with the clock. A snowflake will now appear to the left of the clock. kdis:28:378

If a video image is currently being recorded from a video camera, the letter R appears to the right of the

clock: (idsz:20d],

7.1.1.4 Display of Video Statistics
You can display video statistics in the viewing tile (Fig. 7.1—4, Table 7.1—2) (see the section titled
Configuring Display of Video Statistics). In real-time mode the video display statistics are shown. In alert
and archive modes the video recording statistics are shown.
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Fig. 7.1—4 Display of video statistics in the viewing tile

Table 7.1—2 Video statistics displayed

Video statistic Description of statistic

Client-side FPS Frame rate of the displayed video stream.

Server-side FPS Frame rate of the video stream received from a video camera or an archive.
Bitrate Bitrate of a compressed video stream.

Frame size Resolution of the displayed video stream.

7.1.1.5 Video Surveillance Mode Selection Tabs

To select the video surveillance mode, use the tabs in the lower right-hand part of the viewing tile (Fig.
7.1-5).

311:51:22.754 @
e

Fig. 7.1—5 Video surveillance mode selection tabs

Color coding of tabs corresponding to inactive surveillance modes is disabled:

1. Real time mode: .;

2. Alert mode: .;
3. Archive mode: .

The tab corresponding to the active surveillance mode is highlighted with a color:

1. Real time mode: .
2. Alert mode: .;
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3. Archive mode: .

7.1.2 Layouts
An Axxon Smart operator is granted access to work with the layouts ribbon (Fig. 7.1—6). The layouts
ribbon can operate in a user-defined mode or a standard mode of operation.

=

Fig. 7.1—6. The Layouts ribbon

By default, the standard mode is enabled for the layouts ribbon. The operating mode of the layouts
ribbon can be selected in the Settings tab.

7.1.2.1 Standard Operating Mode of the Layouts Ribbon
The standard mode of the layouts ribbon comprises an automatically determined set of standard
layouts. When working in standard mode, the Axxon Smart operator may not create, delete, or edit
layouts.

Each button on the layouts ribbon represents a group of layouts of the same type. The layouts in a
group differ only with respect to the video cameras contained within them. If a group of layouts
contains more than one layout, then a context menu will become accessible for that group. The
operator can use this context menu to select layouts in the group or launch a cyclical slideshow of
layouts in that group.

7.1.2.2 User-Defined Operating Mode of the Layouts Ribbon
The user-defined mode of the layouts ribbon comprises a set of layouts created by an operator. When
working in user-defined mode, the Axxon Smart operator can create, edit, or delete layouts.

7.1.2.3 Creating and Deleting Layouts
Layouts are created based on standard layout types. To create a new layout, select one of the standard
layouts in the context menu of the layouts ribbon. The newly created layout will be named
automatically. The layout will then be placed at the beginning of the list in the layouts ribbon.

If necessary, the name of the newly created layout can be changed. To do this, left-click the mouse over
the layout name and then edit the name. To save the name, press Enter.

To delete the selected layout, you must perform the following steps:

1. Select the layout on the layout ribbon.

2. Click the IEI button to bring up the context menu.
The layout ribbon context menu will then be displayed.

3. Select Delete layout.
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Deletion of the layout is now complete.

7.1.2.4 Editing Layouts
Editing a layout is carried out by creating a new layout based on one that has already been created and
modifying it in terms of the quantity, content, and position of viewing tiles.

The number of viewing tiles in a layout can be modified by increasing the size of one or more viewing
tiles using the increase/reduce viewing tile buttons and the Set button.

7.1.2.5 Layout Slideshow
Slideshow mode is a cyclical switching of all user-accessible layouts according to an assigned frequency

(dwell time).

To launch slideshow mode, bring up the context menu of the layout ribbon and select Launch
slideshow.

This will launch the cyclical switching of all user-accessible layouts according to the assigned dwell time.
To turn off slideshow mode, bring up the context menu of the layout ribbon and select Stop slideshow.

You can select the layout of viewing tiles using the layout panel. To select a viewing tile layout, bring up

the layout ribbon context menu by clicking the IEI button (Fig. 7.1—7).

r
=p
WE

Fig. 7.1—7. Layout ribbon context menu
Select one of the layout templates located in the top 2 lines of the context menu.
The given layout will then be displayed on the layout ribbon.
7.1.3 The Archive Navigation Panel

7.1.3.1 The Structure and Function of the Archive Navigation Panel
The archive navigation panel is automatically displayed in the right-hand part of the screen when you
switch the viewing tile to archive mode (Fig. 7.1—8).
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(M 12:53:23.356 1)

Fig. 7.1—8 The archive navigation panel

The archive navigation panel includes the following components:

The alert events filter

The position selection panel
The timeline

The alerts list

The playback panel

LA

The archive navigation panel is used for the following functions:

Navigating in the archive.

Playback of recordings

Selecting playback mode: forward or backward

Setting playback speed

Selecting alerts for display on the timeline and in the alert events list
Viewing the list of the most recent alert events of the selected type.

S

7.1.3.2 The Alert Events Filter
The Events filter component is used to select alert events to be displayed on the archive navigation

panel.
To select alert events, you must perform the following steps:

1. Click the Events filter button (Fig. 7.1—9, 1). The Events filter window will then be displayed
(Fig. 7.1—9, 2).
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Fig. 7.1—9 The events filter

2. Select the check boxes for the alerts which should be displayed on the archive navigation panel,
according to their status:
2.1. Alert
2.2. Non-critical alert
2.3. False alert
2.4. Unclassified alert
3. Select the check boxes for the alerts which should be displayed on the archive navigation panel,
according to the cause of their initiation:
3.1. Initiated by operator
3.2. Initiated by video detector (basic, situation analysis or embedded)
3.3. Initiated by audio detector (basic, situation analysis or embedded)
3.4. Initiated by sensor
4. Click the Apply button.

NOTE. To close the window without saving changes, click the Cancel button or B,
Selection of alert events is now complete.

Events of the selected type will be displayed on the timeline (see the section titled The Timeline) and in
the alert events list (see the section titled The Alerts List).

7.1.3.3 The Timeline
The timeline is a graphical representation of the time axis of the archive and is located in the middle
part of the navigation panel (Fig. 7.1—10).
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Fig. 7.1—10 The timeline

The timeline contains indicators of the presence of recordings, or tracks (Fig. 7.1—11).

Fig. 7.1—11 Color coding of tracks

Neutral colored tracks correspond to recording periods, while transparent tracks indicate no recording.

Alert periods on a track are colored in various shades of blue (depending on the cause of the alert) (see
Fig. 7.1—11, Table 7.1—3). Display of one alert event or another on the timeline is determined by filter
settings (see the section titled The Alert Events Filter).
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Table 7.1—3 Color coding of a track

Cause of alert

Color of the alert period on the track

Operator Very light blue
Video detector (basic, situation analysis or embedded) Light blue
Audio detector (basic, situation analysis or embedded) Dark blue
Sensor Very dark blue

NOTE. The colors of alert periods overlap when they coincide in time.

At the moment when an alert is assigned a status (alert, non-critical, false, or unclassified), a flag is

added to the track (Fig. 7.1—12).

Fig. 7.1—12 Alert status flag

The flag is colored according to the alert status (Fig. 7.1—13):

Green —false alert
Yellow — non-critical alert
Red —alert

Gray — unclassified alert

PN

Fig. 7.1—13 Color coding of flags

The timeline's background can be displayed in two styles (depending on settings — see the section titled

Configuring the Timeline):

1. Day/Night (Fig. 7.1—14)
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Fig. 7.1—14 The timeline in Day/Night style

2. Shift working (Fig. 7.1—15)

Fig. 7.1—15 The timeline in Shift working style

You can scroll and zoom the timeline using the mouse.

To scroll the timeline, move the cursor on its background (displayed in the Day/Night or Shift working
style) vertically while holding down the left mouse button. To change the scale of the timeline, right-
click on the timeline's background (Day/Night or Shift working) and, while holding down the right
mouse button, move the cursor down to zoom out or up to zoom in.

NOTE. You can also scroll and zoom the timeline using the position selection panel (see the section titled
The Position Selection Panel).

You can select recordings for playback in the viewing tile using the timeline. To select a recording, left-
click the indicator (Fig. 7.1—16) and drag it to the desired position.

If there is no recording in the selected position, the indicator will automatically move to the position
corresponding to the nearest recording.
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Fig. 7.1—16 The timeline indicator

NOTE. You can also set a timeline indicator in the desired position by indicating the exact date and time
(see the section titled Setting the Timeline Indicator in the Desired Position.

You can also position the indicator using the alert events list (see the section titled The Alerts List).

7.1.3.4 The Position Selection Panel
The position selection panel is used for the following functions:

1. Setting the timeline indicator in the desired position.
2. Scrolling and zooming the timeline.

7.1.3.4.1 Setting the Timeline Indicator in the Desired Position
To set the indicator in the desired position, you must perform the following steps:

1. Click the button (Fig. 7.1—17, 1). The Archive position selection window will then appear
(Fig. 7.1—17).
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Fig. 7.1—17 Setting the timeline indicator in the desired position

2. Inthis window, select the Set current position check box (see Fig. 7.1—17, 2). The time
parameters in the Set current position group, which determine the position of the timeline
indicator, will become available for editing.

3. Position the cursor over the desired time parameter (day of the week, date, month, year, hour,
etc.) (see Fig. 7.1—17, 2). An arrow for increasing (") or decreasing ({ ) the selected parameter
will then appear (Fig. 7.1—18). To change the parameter by one unit, click the corresponding
arrow once. Repeat this step to modify all desired time parameters.

Fig. 7.1—18 Setting a time parameter
4. Click the Apply button.
NOTE. To close the window without saving changes, click the Cancel button or B,
Setting the timeline indicator in the desired position is now complete.

7.1.3.4.2  Scrolling and Zooming the Timeline
A limited section of the timeline is displayed in the Monitor interface window.

To scroll and zoom the timeline, you must perform the following steps:

1. Click the button (Fig. 7.1—19, 1). The Archive position selection window will then appear
(Fig. 7.1—19).
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Fig. 7.1—19 Scrolling and zooming the timeline

2. In this window, select the Set range check box (see Fig. 7.1—19, 2). The time parameters in the
Set range group, which determine the boundaries of the displayed section of the timeline, will
become available for editing.

3. Set the From and To boundaries of the timeline in the same way as in step three of the section
titled Setting the Timeline Indicator in the Desired Position.

Setting the timeline section results in the scrolling of the timeline.
If you set a narrow section, the scale of the timeline will increase, while if you set a wide section,

the scale will decrease.
4. Click the Apply button.

NOTE. To close the window without saving changes, click the Cancel button or B,
Scrolling and zooming the timeline is now complete.

7.1.3.5 The Alerts List
To display the alerts list, click the Alerts button (Fig. 7.1—20).

20:00:00

Fig. 7.1—20 Displaying the alerts list

The list of the most recent alerts will then be displayed (Fig. 7.1—21).

163



SHIFT

Fig. 7.1—21 The alerts list

NOTE. Display of one alert event or another in the list is determined by filter settings (see the section
titled The Alert Events Filter).

To hide the alerts list, click the Alerts button again.

When you place the cursor over an alert in the list, detailed event information appears (Fig. 7.1—22).

Fig. 7.1—22 Alert information

NOTE. Navigating in the archive using the alerts list is described in the section titled Navigating Using the
Alerts List.
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7.1.3.6 The Playback Panel
The playback panel is located in the lower part of the navigation panel (Fig. 7.1—23).

Events filter

Fig. 7.1—23 The playback panel

The playback panel contains the following buttons:

— go to the previous frame
— go to the next frame
@l — go to the previous recording

4, — go to the next recording
5. — play/pause

73
The button also acts as a slider which sets the speed and mode (forward/backward) of playback.

w N o=

NOTE. Working with the playback panel is described in detail in the section titled Navigating Using the
Playback Panel.
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7.1.4 The PTZ Control Panel
The PTZ control panel is displayed automatically in the right-hand part of the screen when the viewing

tile of a PTZ camera is activated in real time mode (Fig. 7.1—24).

Camera 13:29:18.368

Fig. 7.1—24 The PTZ control panel

The PTZ control panel is used for the following functions:

1. Controlling PTZ video cameras
2. Setting and switching to camera presets
3. Launching/stopping patrolling

The PTZ control panel includes the following interface elements:

Presets list

Dialer

PTZ controls for iris, focus, and optical zoom
Virtual 3D joystick

Patrol button

vk wnn e

NOTE. Working with the dialer, PTZ controls, joystick, and patrol button are described in the section titled
Controlling a PTZ Camera.

7.1.4.1 The Presets List
The presets list created for a selected video camera is displayed in the upper part of the PTZ control

panel.
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Fig. 7.1—25 PTZ camera presets list

For each preset in the list, the following parameters are displayed:

1. The identification number
2. A descriptive name

The presets list is used for the following functions:

Creating presets.

Editing the identification number and name of an existing preset.
Deleting presets.

Switching to a preset.

Ll A

You can create up to 99 presets with numbers from 1 to 99. To create a preset you must perform the
following steps:

1. Place the PTZ camera in the position which is to be saved as a preset.

2. Click the . button. Fields for entering an identification number and a descriptive name for
the preset will then appear (Fig. 7.1—26).
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Fig. 7.1—26 Preset parameters

3. Fillin these fields as desired (see Fig. 7.1—26).

Important! If a preset with the identification number entered already exists, its parameters, as well as
the corresponding PTZ camera position, will be overwritten.

4. Left-click anywhere in the presets list to save changes.
Creation of a preset is now complete.
To edit the number and name of an existing preset, you must perform the following steps:

Highlight the desired preset in the list.
Click the button. The identification number and descriptive name fields will then
become accessible for editing.
3. Modify the preset number and/or name as desired.
Left-click anywhere in the presets list to save changes.

Editing of the preset is now complete.
To delete an existing preset, you must perform the following steps:

1. Highlight the desired preset in the list.
2. Click the . button.

The preset has now been deleted.

To switch to a preset, left-click the corresponding line in the presets list. The camera will then be
switched to the desired position.

NOTE. See the section titled Control Using the Presets List.

7.1.4.2 The Dialer Panel
The dialer panel is used to switch to a PTZ preset.

To display the dialer panel, click the Dialer button (Fig. 7.1—27). The dialer panel will then be displayed
on the PTZ control panel (Fig. 7.1—28).

Fig. 7.1—27 The Dialer button
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Fig. 7.1—28 The dialer panel

To hide the dialer panel, click the Dialer button again.

Switching to a PTZ preset using the dialer panel is described in detail in the section titled Control Using
the Dialer Panel.

7.2  Configuring Interfaces on a Multi-Monitor Computer
In the Axxon Smart software package you can create several separate viewing tiles for display on
additional physical monitors connected to a server or client.

Separate tiles are created by duplicating the contents (layout) of the main tile in the created window.
You can create separate tiles of the following types:

1. Tile with management functions — the functions are the same as in the main tile, but there is no
control panel (upper panel) in this tile.

2. Tile with monitoring functions — there is no access to alert and archive modes or ability to
control PTZ devices; color coding for alerts is supported.

To create a tile with management functions, click the . button (top); to create a tile with monitoring
functions, click =) (bottom); these buttons are located in the right-hand part of the control panel (Fig.
7.2—1).

A

Fig. 7.2—1 Buttons for creating additional Axxon Smart tiles
7.3 Video Surveillance

7.3.1 Video Surveillance Modes
The video image from a video camera is displayed on the computer monitor through the client’s
interface objects, namely the video surveillance monitor and the viewing tile (Fig. 7.3—1).
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Fig. 7.3—1 Monitor with one viewing tile

There are three modes for working with a viewing tile:

1. Real time mode
2. Alert mode
3. Archive mode

NOTE. The alert mode is available if an alert has been initiated in the system.

7.3.2 Functions Available in All Video Surveillance Modes
The following video surveillance functions are available in all video surveillance modes:

Scaling the viewing tile.
Digital zooming.
Video image processing.

el

Snapshot.

7.3.2.1 Scaling the Viewing Tile
The scale of the viewing tile can be adjusted. You can do this using the buttons in the upper right-hand

part of the active viewing tile (Fig. 7.3—2):

1. . — expands the viewing tile to fill the entire screen.
2. . — Enlarges the viewing tile.

3. . — Decreases the size of the viewing tile.
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14:08:09.450

Fig. 7.3—2 Viewing tile scale buttons

7.3.2.2 Digital Zooming
Digital zooming in a video image enables you to gradually increase the magnification of a video image

without changing the dimensions of the viewing tile.

To magnify a video image, use the digital zoom scale. To display the digital zoom scale on the viewing
tile screen, select Show digital zoom in the context menu of the viewing tile. (Fig. 7.3—3, Fig. 7.3—4).

14:08:56.570 ©

Fig. 7.3—4 The digital zoom scale
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To magnify a video image, move the slider of the digital zoom scale up to the desired value. The
maximum zoom is 16x. To return to the original image, move the slider back to its original position.

To hide the digital zoom scale, select Hide digital zoom in the context menu of the viewing tile (Fig.
7.3—5).

[Camera 14:11:47.854 0

Camera selection

Fig. 7.3—5 Hiding digital zoom

After the digital zoom scale has been hidden, the selected zoom level of the image will be preserved
when switching between image viewing modes.

7.3.2.3 Video Image Processing
In Axxon Smart, the video image processing functions implemented in the viewing tile enhance the
performance and convenience of using the video surveillance system.

The following video image processing functions are available from the viewing tile:

1. Contrast
Sharpness
Deinterlacing

Camera selection
Hide digital zoom
Sounds
Disarm

Snapshot

Fig. 7.3—6 Viewing tile context menu.
The Visualization option

To enable video image processing functions, use the Visualization option in the context menu of the
viewing tile (see Fig. 7.3—6). Only one image processing function can be enabled at one time.
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7.3.23.1 Changing the Contrast Level
An Axxon Smart operator is granted access to adjust the contrast of a video image.

To adjust the contrast, select the Contrast option in the Visualization context menu (Fig. 7.3—7).

14:14:05.696

Fig. 7.3—7 The Visualization context menu.
The Contrast option

The image in the following figure (Fig. 7.3—8) shows an example of employing the Contrast function.

W (camera 14:15:43.456 14:14:55.4981)
i L1y

Fig. 7.3—8. An example of the use of the Contrast function

To return to the original image, reselect the Contrast option in the Visualization context menu.

7.3.2.3.2  Setting the Sharpness Level
An Axxon Smart operator is granted access to adjust the sharpness of a video image.

To adjust the sharpness, select the Sharpness option in the Visualization context menu (Fig. 7.3—9).
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14:16:34.540

Fig. 7.3—9 The Visualization context menu.
The Sharpness option

The image in the following figure (Fig. 7.3—10) shows an example of employing the Sharpness tool.

14:15:43.458 14:17:11.900 (

Fig. 7.3—10. An example of employing the Sharpness function

To return to the original image, use the Sharpness function again.

7.3.2.3.3 Using Deinterlacing

The Deinterlacing tool is used to correct the combing effect, which is the appearance of distortions and
artifacts on the borders of video image fragments observed when objects are moving quickly relative to

the background.

The image in the following figure (Fig. 7.3—11) shows an example of such a distortion.
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Fig. 7.3—11 An example of a combing distortion

To utilize this tool, select the Deinterlacing option in the Visualization context menu (Fig. 7.3—12).

Fig. 7.3—12 The Visualization context menu.
The Deinterlacing option

The image in the viewing tile will then be corrected.
To disable the deinterlacing function, reselect the Deinterlacing option.

7.3.24 Employing the Snapshot function
An Axxon Smart operator is granted access to the Snapshot function.

Activation of the Snapshot function pauses the video image displayed at the moment the function is
activated. However, this does not stop the video playback process, and when this function is turned off,
the user will see the video image corresponding to the current time.

To turn on the Snapshot function, select the Snapshot option in the context menu of the viewing tile
(Fig. 7.3—13) or left-click the time indicator (see the section titled Time Display).
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Camera 14:20:42.823

Camera selection

Show digital zoom

Sounds

Disarm

Fig. 7.3—13 Employing the Snapshot function

This will cause the viewing tile to be highlighted with a blue border. A snowflake icon will appear on the
time indicator (Fig. 7.3—14), and the Snapshot option will be replaced with Cancel snapshot in the
context menu of the viewing tile (Fig. 7.3—15).

digital zoom
Sounds

Disarm

Wisualization

Fig. 7.3—15 An example of employing the Snapshot function. The Cancel snapshot option

To save the snapshot, select the Snapshot export option in the context menu of the video camera (Fig.
7.3—16) (see the section titled Exporting frames).
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Ed14:21:22.423

Camera selection
Show digital zoom

Sounds

Fig. 7.3—16 Snapshot export

To turn off the Snapshot function, select the Cancel Snapshot option in the context menu of the viewing
tile or click the time indicator again (see the section titled Time Display).

7.3.3 Real-Time Video Surveillance

7.3.3.1 Switching to Real-Time Video Surveillance Mode
To switch the viewing tile from archive mode (Fig. 7.3—17) or alert mode (Fig. 7.3—18) to real time

mode, switch to the i tab in the lower right-hand corner of the tile.

1314:42:08.406 8

Alert Initiator: root

Fig. 7.3—17 Switching from alert mode to real time mode
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M 14:42:59.286 8

Fig. 7.3—18 Switching from archive mode to real time mode

The viewing tile will then appear in real time mode (Fig. 7.3—19).
NOTE. To indicate the enabling of real time mode, the i button will turn green: « =, (Fig. 7.3—19).

14:53:45.737 @

Fig. 7.3—19 The viewing tile in real time mode

7.3.3.2 Video Surveillance Functions Available in Real Time Mode
In real time mode the following video surveillance functions are accessible:

Selecting a video camera for video image viewing.
Object tracking.

Scaling the viewing tile.

Digital zooming.

Arming/disarming a video camera.

Video image processing.

No v ks wNR

Snapshot.

NOTE. Scaling the viewing tile, digital zoom, video image processing, and the Snapshot function are
accessible in all video surveillance modes; they are described in the section titled Functions Available in
All Video Surveillance Modes.

7.3.3.3 Selecting a Video Camera
To display an image in the viewing tile, select an IP camera in one of two ways:
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1. From the list in the context menu of the viewing tile (Fig. 7.3—20, 1).

Fig. 7.3—20 The video surveillance monitor; an active viewing tile

7.3.3.3.1 Selecting a Video Camera Using the Context Menu of the Viewing Tile
To select a video camera using the context menu of the viewing tile, you must perform the following
steps:

1. Bring up the context menu in the viewing tile (Fig. 7.3—21, 1).
2. Select Camera selection (Fig. 7.3—21, 2).

u [Camera 15:48:28.070 1

Fig. 7.3—21 Viewing tile context menu

3. Select the desired video camera in the displayed list (Fig. 7.3—22).
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15:50:28.592 I

Fig. 7.3—22. List of available video cameras

The image from the selected video camera will now be displayed in the viewing tile.

7.3.3.3.2  Selecting a Video Camera Using the Viewing Tile Preview Ribbon
The video camera panel is used to display a list of video cameras linked to Axxon Smart (Fig. 7.3—23).

4, 0.0.0.0

Fig. 7.3—23 The viewing tile preview ribbon

To display the image from a selected camera in the viewing tile, perform one of the following sequences
of actions:

1. Switch the given viewing tile into active mode (with a mouse click) and select the video camera
from the list on the video camera panel.

2. Select the video camera from the list on the video camera panel by clicking it with the mouse
and, while holding down the mouse button, moving the cursor to the viewing tile and then
releasing the mouse button.

The image from the selected video camera will then be displayed on the viewing tile.

7.3.34 Arming and Disarming a Video Camera
In Axxon Smart, a video camera is armed via all the detectors registered for that video camera.

NOTE. The function of arming a video camera is accessible only if at least one detector has been
registered for that camera in Axxon Smart.

To arm a camera, select Arm in the context menu of the viewing tile (Fig. 7.3—24). The camera will then
become active.
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[Camera 15:52:51.876 &

Camera selection

Show digital zo0m

Fig. 7.3—24 Viewing tile context menu.
The Arm option

To disarm a camera, select Disarm in the context menu of the viewing tile. The video camera will then
be disarmed.

7.3.3.5 Object tracking
Object tracking allows an operator to visually track the movement of objects in a camera's field of view.

Important! Object tracking is possible if at least one situation analysis detector is active (see the
section titled Situation Analysis Detectors).

Object tracking carries out the following functions:

1. Recognizes the presence of a moving object and dynamically highlights it with a transparent
rectangle on the video image.
2. Displays the trajectory of the object's movement.

Motion detection is carried out based on the gradient of the frame difference of the video image in
time.

To enable object tracking, select Show tracking in the viewing tile context menu.

Fig. 7.3—25 Enabling object tracking

The object tracking functions will then be activated (Fig. 7.3—26).
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Fig. 7.3—26 Object tracking

7.3.3.6 Controlling a PTZ Camera
A PTZ video camera is controlled through the PTZ device control panel. The user gains access to this
panel when the viewing tile of a video camera that supports a PTZ control interface is selected in real
time mode (Fig. 7.3—27).

Camera 13:29:18.368

Fig. 7.3—27 The PTZ control panel

The following actions can be performed using the PTZ device control panel:

5. Using presets.
6. Modifying the parameters of the iris, focus, and optical zoom.
7. Modifying the horizontal and vertical tilt angle of the video camera
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8. Launching/stopping patrol mode
NOTE. Setting of presets is described in detail in the section titled The PTZ Control Panel.

7.3.3.6.1 Control Using the Presets List
To switch a PTZ camera to a preset you can use the presets list. To do this, left-click the corresponding
line in the given presets list (Fig. 7.3—28).

Fig. 7.3—28 The Presets List

7.3.3.6.2  Control Using the Dialer Panel
To switch a PTZ camera to a preset you can use the dialer panel. To display the dialer panel, click the
Dialer button (Fig. 7.3—29).

Fig. 7.3—29 Accessing the dialer panel

To switch to a preset using the dialer panel, you must perform the following steps:

1. Using the numeric buttons (0-9), enter the number of the preset to which you want to switch.
The dialed number is displayed in a special field (Fig. 7.3—30).

To delete the last digit dialed, click the - button.

Fig. 7.3—30 Display of a dialed number

2. Click the - button to switch to the preset with the number entered. The camera will then be
switched to the desired position.

Switching to a preset using the dialer panel is now complete.
NOTE. Examples of entering a number:
5, - — switches to preset no. 5.

0, 5, - — switches to preset no. 5.
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5,7, - — switches to preset no. 57.

7.3.3.6.3  Control Using a Virtual Joystick
A PTZ video camera can be controlled with a virtual joystick on the PTZ device control panel.

The virtual joystick is shown in the following figure (Fig. 7.3—31).

Fig. 7.3—31 The virtual joystick

To control a PTZ device using a virtual joystick, click the arrow corresponding to the direction in which
you want to turn the video camera.

7.3.3.6.4 Patrolling
Patrolling is an automatic change in the position of a camera along a route defined in the camera's
presets list. Patrolling is enabled using the Patrol button in the PTZ camera control panel (Fig. 7.3—32).

Fig. 7.3—32 The Patrol button

To stop patrolling, click the Patrol button again.

Important! Manual control takes priority over automatic control. Any interference in the patrolling
process cancels it.

7.3.3.6.5 Remote Control of the Focus, Iris, and Optical Zoom
To control the focus, iris, and optical zoom, use the regulator scales for each of those functions (Fig.
7.3—33).

Fig. 7.3—33 The regulator scales for focus, iris, and optical zoom
To regulate the focus, iris, and optical zoom, move the corresponding slider up or down.
7.3.4 Video Surveillance in Archive Mode

7.3.4.1 Switching to Archive Mode
To switch the viewing tile from real time mode (Fig. 7.3—34) or alert mode (Fig. 7.3—35) to archive
mode, switch to the &l tab in the lower right-hand corner of the tile.
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NOTE. In real time mode, if the viewing tile is not active, the tabs for switching to other modes are not
displayed. In this case, to display the tabs, click with any mouse button on the viewing tile.

Camera. 16:06:08.930 [

Alert Initiate

Fig. 7.3—35 Switching from alert mode to archive mode

The viewing tile will then appear in archive mode (Fig. 7.3—36).

Fig. 7.3—36 The viewing tile in archive mode
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7.3.4.2 Video Surveillance Functions Available in Archive Mode
In archive mode the following video surveillance functions are accessible:

Selecting a video camera for viewing of recordings.
Selecting an archive for viewing of recordings.
Scaling the viewing tile.

Digital zooming.

Video image processing.

Snapshot.

Navigating in the archive.

©® N Uk WwWN R

Playback of recordings.

NOTE. Scaling the viewing tile, digital zoom, video image processing, and the Snapshot function are
accessible in all video surveillance modes; they are described in the section titled Functions Available in
All Video Surveillance Modes.

7.3.4.3 Selecting a Video Camera
You can select a video camera for display in the viewing tile in archive mode using the viewing tile
context menu.

To select a camera, you must perform the following steps:

1. Bring up the context menu in the viewing tile (Fig. 7.3—37, 1).
2. Select Camera selection (Fig. 7.3—37, 2).

I 16:00:32.544 ©

Fig. 7.3—37 Viewing tile context menu

3. Select the desired video camera in the displayed list (Fig. 7.3—38).
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Camera I 16:00:32,844 ©

Fig. 7.3—38 List of available video cameras

The image from the selected video camera will now be displayed in the viewing tile in archive mode.

7.3.4.4 Selecting an Archive
You can select an archive for display in a viewing tile using the tile's context menu.

To select an archive, you must perform the following steps:

1. Bring up the context menu in the viewing tile (Fig. 7.3—39, 1).
2. Select Archive selection (Fig. 7.3—39, 2).

M 16:00:32.844 ©

Fig. 7.3—39 Viewing tile context menu

3. Select the desired archive in the displayed list (Fig. 7.3—40).
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(M16:00:32.844 1

Fig. 7.3—40 List of available archives

The selected archive will now be displayed in the viewing tile.

NOTE. If there is no recording in the selected archive, a message to that effect will appear in the viewing
tile.

7.3.4.5 Navigating in the Archive
You can navigate in the archive using the following interface elements:

1. Thetimeline

NOTE. Configuration of the timeline is described in detail in the section titled The Archive Navigation
Panel.

2. The archive position selection panel
3. The alerts list
4. The playback panel

You can also use hotkeys to navigate in the archive.

7.3.4.5.1 Navigating Using the Timeline
NOTE. Working with the timeline is described in detail in the section titled The Timeline.

You can select recordings in the archive for playback in the viewing tile using the timeline. To do this,
left-click the indicator (Fig. 7.3—41) and drag it to the corresponding position on the timeline.

NOTE. The position on the timeline is a graphical representation of a specific moment in time.

The frame corresponding to the selected position (moment in time) will then be displayed in the viewing
tile (Fig. 7.3—41, 2).
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Fig. 7.3—41 Navigating in the archive using the timeline

If there is no recording in the selected position, the indicator will automatically move to the position
corresponding to the nearest recording.

To play back the selected recording, use the playback panel (see the section titled Navigating Using the
Playback Panel).

7.3.4.5.2 Navigating Using the Archive Position Selection Panel
You can set the time indicator in the desired position using the position selection panel. You can bring

this panel up by clicking the button in the upper right-hand corner of the archive navigation panel.
For details, see the section titled The Position Selection Panel.

7.3.4.5.3 Navigating Using the Alerts List
The Alerts list and the timeline are dynamically linked: when you select an event in the list, the timeline

indicator automatically moves to the selected position (Fig. 7.3—42).
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Fig. 7.3—42 Navigating using the Alerts list

For details, see the section titled The Alerts List.

7.3.4.5.4 Navigating Using the Playback Panel
To navigate in the archive using the playback panel, you must first select a recording for playback.

Once a recording is selected, the following operations are accessible:

1. Playrecording: ;
Stop playback: E=Z;

Go to the preceding frame: n
Go to the next frame: ﬂ

Go to the previous recording:
Go to the next recording:

o Uk W N

It is possible to change the mode (forward/reverse) and speed of playback. To do this, use the slider (Fig.
7.3—43, Fig. 7.3—44).

Fig. 7.3—43 Fast reverse playback of a recording
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Fig. 7.3—44 Fast forward playback of a recording

For reverse playback of a recording, move the slider to the left of the position corresponding to zero
playback speed (the center of the slider); for forward playback, move it to the right. The current
playback speed is displayed under the slider (Fig. 7.3—43, Fig. 7.3—44). During forward playback of a
recording, a + sign appears before the speed; during reverse playback, a - sign appears.

The value 0X corresponds to zero speed, i.e., no playback; the value 1X corresponds to the frame rate of
recording.

At a speed less than 1X, playback is slower than the speed of recording; at speeds greater than 1X, it is
faster.

NOTE. Both forward and reverse playback may be accelerated up to 16X.

7.3.4.5.5 Keyboard navigation
You can use keyboard shortcuts to navigate through an archive and control video playback (Table 7.3—

1),

Table 7.3—1 Keyboard navigation

Key or key combination

Resultant action during pause

Resultant action during playback

Spacebar Begins playback Pauses playback
Ctrl+Spacebar Uses the current position to set the Uses the current position to set the
export interval export interval
Up-Arrow Increases playback speed by one level Increases playback speed by one level
Down-Arrow Decreases playback speed by one level Decreases playback speed by one level
Left-Arrow Moves back to the preceding keyframe -
Right-Arrow Moves forward to the next keyframe -
Page Up Switches to the preceding recording Switches to the preceding recording
Page Down Switches to the next recording Switches to the next recording
7.3.4.5.6  Flip-through navigation of recordings

The video surveillance window lets you flip through recordings of alarm events.

To flip through recordings, simply click and hold down any button of your mouse inside the video

surveillance window, then move the cursor to the left to play the next recording, or move the cursor to

the right to play the previous recording. To ensure a successful transition, the frame of the new

recording must occupy more than half of the video surveillance window before you release the mouse

button (Fig. 7.3—45).
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Fig. 7.3—45 Flipping through recordings

If you already have a recording in playback mode when flipping to a new one, then the new recording
will automatically begin playback once the flip is complete.

7.3.5 Video Surveillance in Alert Mode

7.3.5.1 Video Surveillance Functions Available in Alert Mode
In alert mode the following video surveillance functions are accessible:

Selecting a video camera.

Scaling the viewing tile.

Digital zooming.

Video image processing.

Snapshot.

Forward and reverse playback of an alert at various speeds.
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Alert evaluation (assigning a status).

NOTE. Scaling the viewing tile, digital zoom, video image processing, and the Snapshot function are
accessible in all video surveillance modes; they are described in the section titled Functions Available in
All Video Surveillance Modes.

7.3.5.2 Initiating an Alert
A system alert can be initiated in one of two ways:

1. Manually (by an operator).
2. Automatically (when a detector is triggered).

7.3.5.2.1 Manual Initiation
To initiate an alert manually, you must perform the following steps:
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1. Switch to real time mode (Fig. 7.3—46) (see the section titled Switching to Real-Time Video
Surveillance Mode).

16:20:00.824

Fig. 7.3—46 Manual initiation of an alert

2. Click the n button in the lower left-hand corner of the viewing tile (see Fig. 7.3—46).
3. Analert will then be initiated in the system and the viewing tile will automatically switch to alert
mode for evaluation of the situation (Fig. 7.3—47).

Fig. 7.3—47 Alert mode

Manual initiation of an alert is now complete.

7.3.5.2.2  Automatic Initiation
An alert is initiated automatically if a Record and alert rule to be executed when a detector is triggered
is activated (see the section titled Recording to Archive and Initiation of an Alert).

(7 ]
When an alert is initiated automatically, the color indicator of the Alert button in the lower left-
hand corner of the viewing tile is turned on (Fig. 7.3—48).
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Fig. 7.3—48 Automatic initiation of an alert

To evaluate the situation, go to the Alerts tab, and then accept the event for handling (see the section
titled Accepting an Alert for Handling).

7.3.5.3 Accepting an Alert for Handling
To accept an alert for handling, select it in the alerts list, which is accessible from the Alerts tab (Fig.
7.3—49).

I 13:24:56.846 8

Fig. 7.3—49 Accepting an alert for handling

The alert handling tile will then appear (Fig. 7.3—50).
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Fig. 7.3—50 The alert handling tile

7.3.5.4 Switching to Alert Mode
When an alert is initiated, the system switches to alert mode automatically at the moment the event is
accepted for handling. An operator can exit alert mode, for example, to view the video archive related
to the alert. To return the viewing tile from real time mode (Fig. 7.3—51) or archive mode (Fig. 7.3—52)

to alert mode, click the . button in the lower right-hand corner of the tile.

NOTE. In real time mode, if the viewing tile is not active, the tabs for switching to other modes are not
displayed. In this case, to display the tabs, click with any mouse button on the viewing tile.

[Camera 16:30:24.755 8

Fig. 7.3—51 Switching from real time mode to alert mode
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Fig. 7.3—52 Switching from archive mode to alert mode

The viewing tile will then appear in alert mode (Fig. 7.3—53).
NOTE. To indicate alert mode, the . button will turn red: « .» (Fig. 7.3—53).

| — e = =
[Camera H14:54:33.217 0

Alert Initiator: root

Fig. 7.3—53 The viewing tile in alert mode

7.3.5.5 Working with the Alert Handling Tile

7.3.5.5.1 Alert Handling Tile Interface Elements
The alert handling tile is a viewing tile which, besides the standard interface elements (context menu,
time indicator, etc.), also contains elements for alert playback and evaluation:

1. The playback panel
The timeline

3. A button for quick positioning of the timeline indicator in the position corresponding to the
beginning of the alert.

7.3.5.5.2  Selecting a Video Camera
You can select a video camera for display in the viewing tile in alert mode using the viewing tile context
menu.

To select a camera, you must perform the following steps:
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1. Bring up the context menu in the viewing tile (Fig. 7.3—54, 1).
2. Select Camera selection (Fig. 7.3—54, 2).

314:55:28.2198

Alert Initiator: root

Fig. 7.3—54 Viewing tile context menu

3. Select the desired video camera in the displayed list (Fig. 7.3—55).

WBellf (comera D 14:56:38.341 0

Alert Initistor: root

Fig. 7.3—55 List of available video cameras

The image from the selected video camera will now be displayed in the viewing tile in alert mode.

7.3.5.5.3  Alert Playback
As soon as an alert is accepted for handling, automatic one-time playback of the alert recording is
launched. Playback is launched either from the moment of the beginning of the alert, or from the
moment corresponding to the position of the alert flag (Fig. 7.3—56, only when the alert is initiated
automatically; see the section titled Recording to Archive and Initiation of an Alert).
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Fig. 7.3—56 Position of the alert flag

If the alert was initiated automatically, the visual element set for the detector which initiated the alert
will be displayed in the viewing tile: either a detection area (Fig. 7.3—57), or a line which, when crossed,
will trigger the detector (Fig. 7.3—58). The object which triggered the detector will be outlined with a
red frame (Fig. 7.3—57, Fig. 7.3—58).

Fig. 7.3—58 Display of a Line visual element

The cause of the alert is displayed in the lower part of the viewing tile (Fig. 7.3—59).

Detector name: 1, Line crossing

Fig. 7.3—59 Displaying the cause of the alert
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To go to the desired segment of the alert event to replay it, left-click the timeline indicator and drag it to

the corresponding position (Fig. 7.3—60).

Fig. 7.3—60 The timeline indicator

To go to the beginning of the alert event, click the H button on the alert playback panel, or place the
timeline indicator in the . position (Fig. 7.3—61).

Fig. 7.3—61 Going to the beginning of an alert

Once a segment is selected for replay, the following operations are accessible:

1. Playrecording:

2. Stop playback: .
Go to the preceding frame: n
4. Go to the next frame:

It is possible to change the mode (forward/reverse) and speed of playback. To do this, use the slider (Fig.
7.3—62, Fig. 7.3—63).
“ '/i_:/ »
Fig. 7.3—62 Reverse playback of a fragment

'/'-—;/ %

«“

Fig. 7.3—63 Forward playback of a fragment

For reverse playback of a recording, move the slider to the left of the position corresponding to zero

playback speed (the center of the slider); for forward playback, move it to the right. The current
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playback speed is displayed to the left of the slider (Fig. 7.3—62, Fig. 7.3—63). During forward playback
of a recording, a + sign appears before the speed; during reverse playback, a - sign appears.

The value 0X corresponds to zero speed, i.e., no playback; the value 1X corresponds to the frame rate of
recording. At a speed less than 1X, playback is slower than the speed of recording.

7.3.5.5.4 Evaluating an Alert
To evaluate an alert, use the group of colored buttons in the lower left-hand corner of the alert handling
tile (Fig. 7.3—64, Table 7.3—2). After evaluation of the alert, the viewing tile on the given client
automatically switches to real time mode.

Important! In the case of multi-user event handling, only the first operator to switch to alert mode
may evaluate the alert (if he or she has the appropriate permissions). For the rest of the operators the
alert evaluation buttons are not displayed.

Fig. 7.3—64 Evaluating an alert

Table 7.3—2 The alert evaluation buttons

Button Function

Assigns Alert status

Assigns Non-critical alert status

Assigns False alert status

I

7.3.5.6 Limitations When Working with Alert Events in Case of Multi-User Handling
In the case of multi-user handling, only one operator may accept an alert for handling. Other operators
may switch to alert mode with limited functions for the purpose of playing back the alert. This can be
done in one of two ways:

1. Switch to the . tab of the alert viewing tile (Fig. 7.3—65, see the section titled Switching to
Alert Mode).
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Fig. 7.3—65 Switching to viewing tile alert mode

2. Switch to the Alerts tab and select the alert from the alerts list (Fig. 7.3—66).

13:24:56.846 8

Fig. 7.3—66 Selecting an alert from the alerts list

In alert mode with limited functions, the alert evaluation buttons are not displayed. Instead, the name
of the operator who is currently handling the alert is displayed. The other functions of the alert handling
tile remain unchanged.

After evaluation of the alert on another client, on the given client the status assigned to the alert is
displayed in place of the name of the operator.

If the operator who accepted the alert for handling exceeds the maximum allowed reaction time, other
operators may also accept the alert for handling.

If more than one alert appears for one camera, any operator may access all alerts not yet accepted for
handling.
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7.3.6 Video Surveillance in Forensic Search Mode

7.3.6.1 Switching to Forensic Search

To switch the viewing tile to the Forensic Search mode, go to the tab in the lower right-hand corner
of the tile (Fig. 7.3—67).

NOTE. In real time mode, if the viewing tile is not active, the tabs for switching to other modes are not
displayed. In this case, to display the tabs, click with any mouse button on the viewing tile.

Fig. 7.3—67 Switching to Forensic Search

The viewing tile will then appear in Forensic Search mode (Fig. 7.3—68).

NOTE. To indicate the enabling of the Forensic Search mode, the button will turn grey: Q (Fig. 7.3—
68).
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Fig. 7.3—68 Viewing Tile in Forensic Search Mode

7.3.6.2 Video Surveillance Functions Available in Forensic Search Mode
In Forensic Search mode the following video surveillance functions are accessible:

1. all functions available in archive mode (see the section Video Surveillance in Archive Mode).
2. Searching the archive by the following criteria:

2.1 motionin an area;

2.2 the trajectory of an object crossing a virtual line;

2.3 loitering of an object in an area;

2.4 simultaneous presence of a large number of objects in an area;

2.5 motion from one area to another.

7.3.6.3 Steps in searching the archive
A Forensic Search is carried out in steps:

1. selecting a search criterion;
NOTE. In the current version of Axxon Smart, you can only search by one criterion at a time.

editing the visual element needed for searching by the selected criterion;
configuring the parameters of the criterion;
setting the relevant period of time in the past;

vk W

launching the search and viewing results.

Steps 2 and 3 are used to refine the search query. They can be skipped; in this case the search will be
carried out using the default parameters or the parameters set previously (see note below). For
example, in the first case using the Motion criterion, a search will be made for any motion in the central
area of the frame by width and height, equal to 40% of the width and height of the frame respectively
(see the section Area), regardless of the size of the moving object, its color or the direction and speed of
its motion.
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NOTE. The visual element needed to search by the selected criterion and the parameters of the criterion
are saved if the user switches to another search criterion, exits Forensic Search mode, or even restarts
Axxon Smart.

7.3.6.4 Selecting a search criterion
To select a criterion for the Forensic Search, you can use one of five expanding menus:

NOTE. The menus are displayed in the lower part of the viewing tile in Forensic Search mode (Fig. 7.3—
69).

. I — motionin an area;
2. I— the trajectory of an object crossing a virtual line;

— loitering of an object in an area;

4, I— simultaneous presence of a large number of objects in an area;

5. I— motion from one area to another.

A menu expands when you click the corresponding icon, while the previously expanded menu collapses.

One of the menus is always expanded; the expanded menu is light gray (Fig. 7.3—69).

Fig. 7.3—69 Archive search criterion selection menus

7.3.6.5 Editing visual elements
The visual element needed for searching by a selected criterion is automatically displayed in the viewing
pane. For the criteria Motion in an area, Loitering in an area and Simultaneous presence of a large
number of objects in an area, the visual element Area is used. The visual elements Line and Two areas
are used only for configuring the criteria Crossing of a virtual line by the trajectory of an object and
Motion from one area to another, respectively.

The visual element displayed by default must be edited to conform to the needed search query; for
example, it may be necessary to increase or decrease the search area, move the virtual line, etc.

7.3.6.5.1 Line
The visual element Line is needed for searching the archive by the criterion Crossing of a virtual line by
the trajectory of an object. This visual element sets a virtual line in the field of view of a video camera;
cases of something crossing this line will be found in the archive.
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The end points of the line are connected by a two-color dotted line. The direction of the object's motion
across the line is indicated by dotted arrows (Fig. 7.3—70).

By default the end points of the line have the coordinates (50%, 30%) and (50%, 70%) in percents of the
width and height of the frame, respectively (Fig. 7.3—70).

Fig. 7.3—70 Archive search criterion selection menus

To move the end point of a line, position the cursor on an end point and, holding down the left mouse
button, move the mouse.

By default, both directions of motion across the virtual line are taken into account when searching the
archive. If searching for motion in one direction is not needed, click theZ button corresponding to that
direction.

Important! At least one direction must be selected for the search to take place.
NOTE. A disregarded direction of object motion is indicated by a dimmed arrow.

7.3.6.5.2 Area
The visual element Area is needed for searching the archive by the following criteria:

1. Motionin an area.
2. Loitering of an object in an area.
3. Simultaneous presence of a large number of objects in an area.

This visual element sets an area in the field of view of a video camera which is to be analyzed when
searching by the selected criterion.

The nodes of the area are connected by a two-color dotted line (Fig. 7.3—71).
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By default an area is defined by 4 nodes with the coordinates (30%, 30%), (70%, 30%), (70%, 70%) and
(30%, 70%) in percents of the width and height of the frame, respectively (Fig. 7.3—71).

Fig. 7.3—71 Default area

To edit an area, you must use the following operations (Table 7.3—3).

Table 7.3—3 Operations with an area

Operation Result
Right-click on a line Creates a new area node
Right-click on a created node Deletes the area node
Position the cursor on a node and, holding down the left mouse button, move the mouse Moves the area node

7.3.6.5.3 Two areas
The visual element Two areas is needed to search the archive by the criterion Motion from one area to
another. This visual element sets two areas in the video camera's field of view; cases of something
moving between them (from one to the other) are to be found in the archive.

The nodes of each area are connected by a two-color dotted line (Fig. 7.3—72). The direction of motion
between the areas is indicated by a dotted arrow.

By default, each area is defined by 4 nodes. The nodes of the first area have the coordinates (20%, 40%),
(40%, 40%), (40%, 60%), (20%, 60%), and those of the second have the coordinates (60%, 40%), (80%,
40%), (80%, 60%), (60%, 60%) in percents of the width and height of the frame, respectively (Fig. 7.3—
72).
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Fig. 7.3—72 Default two areas

Each area can be edited in the same way as the visual element Area (see the section Area).

To change the direction of motion between the areas, click the [ button on the direction arrow (see Fig.
7.3—72).

7.3.6.6 Configuring criteria
Configuration of a Forensic Search criterion entails setting one or more parameters for the criterion.

For each parameter there is a toggle button which graphically represents its function and also allows
this parameter to be considered (button pushed in) or disregarded (button not pressed in).

NOTE. When the mouse pointer is positioned over a button, details about the corresponding parameter
are displayed.

7.3.6.6.1 Motion in an area
To configure the Motion in and area criterion, you can set one or more parameters:

minimum size of a moving object;
maximum size of a moving object;
moving object color;

direction of object motion;
minimum object speed;

o vk WwWN P

maximum object speed.

The procedures for setting the minimum and maximum size of the moving object are the same, but to

consider the minimum size the m button is used, while to consider the maximum size the E button
is used.

Below is the full procedure for setting the minimum (maximum) size of an object:
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1. Click the corresponding button (E or E).
2. When you do this, a visual element (Fig. 7.3—73) will appear which serves a dual purpose: to
be a graphical representation of an object of minimum (maximum) size and to set this size.

Fig. 7.3—73 Visual element representing an object of minimum size

3. The minimum (maximum) size of a moving object can be set in any of the following ways:

NOTE. The first method lets you cofigure the size roughly, while the second allows a precise
configuration.

3.1 Position the cursor on a visual element node and, holding down the left mouse
button, move the mouse.

3.2 Set the width and height of an object of minimum (maximum) size using the arrows in
the upper and lower margins, respectively (Fig. 7.3—74). The dimensions of a visual
element in the viewing tile can be changed in a similar fashion.

Fig. 7.3—74 Setting the width and height of an object of minimum size

The minimum (maximum) size of an object will then be set.
To set a the color of a moving object, you must perform the following steps:

NOTE. For more effective searching in the archive, a color range is set rather than a specific color, which
in general depends on lighting conditions and other environmental factors. The search checks whether
an object is of any color from the given range. If so, the corresponding video recording will appear in the
search results.
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1. Click the button .

2. When you do this, a palette of shades of various saturation will appear in the viewing tile (Fig.
7.3—75).

Fig. 7.3—75 Setting the color of a moving object

3. Setthe color range on the palette using the black frame. The frame is creating using the Drag &
Drop method (click any mouse button, move the mouse, and release the button) (see Fig. 7.3—
75).

Important! Any click on the palette is considered the beginning of outlining a new range; the previous
range will disappear.

The color of a moving object will then be set.

By default, when searching the archive, motion in any direction is searched for. It is possible to prevent
searching for motion in one or several directions.

To prevent searching for motion in a direction, you must perform the following steps:
&
1. Click the button k&4

2. When you do this, a visual element consisting of 8 sectors corresponding to 8 directions will
appear (Fig. 7.3—76).
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Fig. 7.3—76 Disabling a search for motion in one or several directions

3. Click any of the mouse buttons on the direction where a motion search needs to be prevented.
Once you do this, the sector for this direction will come out green. If needed, repeat the
procedure for other directions. Click on the direction with any mouse button again to enable a
search.

The target search directions are now set.

The procedures for setting the minimum and maximum speed of a moving object are the same.

However, the button m is used to set the minimum speed, whereas the button v is used to

calculate the maximum speed.

Below is the complete procedure for setting the minimum/maximum speed of an object:

1. Click on the corresponding button, ﬁ or .
When you do this, a tile (Fig. 7.3—77) opens that will show a double-headed arrow which
serves a dual purpose: to visually demonstrate an object’s movement within one second, and
to specify the given path of motion or speed.
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Fig. 7.3—77 The double-headed arrow for setting the object's minimum speed

3. The minimum/maximum speed of a moving object can be set in any of the following ways:

NOTE: The first method allows you to configure the approximate speed, while the second lets you

configure it more precisely.

3.1 Point the cursor over an end point, and move the mouse while holding down the left
mouse button. The arrow length will match an object’s minimum/maximum speed
within one second.

3.2 Use the arrow keys B to set the minimum/maximum speed of an object in meters per
second (Fig. 7.3—78).The size of the arrow in the tile will change accordingly.

Fig. 7.3—78 Setting the minimum speed of a moving object

This will set the minimum/maximum speed of a moving object.

7.3.6.6.2 The path of an object crossing a virtual line
You can specify one or more parameters to detect crossing of a virtual test by the object’s path (Fig.
7.3—79):

Minimum size of a moving object
Maximum size of a moving object
Moving object’s color

Direction of an object’s motion
Minimum speed of an object

o Uk WN PR

Maximum speed of an object
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Fig. 7.3—79 Parameters for an object crossing a virtual line

The procedures for setting up virtual line crossing detection for an object’s trajectory are similar to

those described in the section Motion in an area.

7.3.6.6.3 Loitering of an Object in an Area
You may specify one or more parameters to detect Loitering of an Object in an Area (Fig. 7.3—80):

1. Minimum size of an object
2. Maximum size of an object

3. Anobject’s color

4. The duration of time that an object remains in view (the search results will include video footage
of when the object stays in the area longer than the specified time frame).
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Fig. 7.3—80 Parameters for an object loitering in an area

The procedures for the first three parameters of Loitering of an Object in an Area are similar to those
described in the section Motion in an area.

To set the duration for an object loitering in an area, you must complete the following steps:

1. Click the button .

2. After this the fields will become active so that the minutes and seconds can be set for the
amount of time that an object can stay in an area undetected (Fig. 7.3—81). The values can be

set using the arrows i

Fig. 7.3—81 Setting the length of time that an object can remain in an area

This procedure will set the time frame that an object can remain in an area.

7.3.6.6.4 The Simultaneous Presence of a Large Number of Objects in an Area
In order to configure The Simultaneous Presence of a Large Number of Objects in an Area, one or more

parameters can be applied (Fig. 7.3—82):
1. Minimum size of an object
2. Maximum size of an object

3. An object’s color
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4. The minimum number of objects (the search results will include video footage where the
number of objects in an area exceed the specified amount).

Fig. 7.3—82 Parameters for objects present in an area at a time

The procedures for setting up the first three parameters in The Simultaneous Presence of a Large
Number of Objects in an Area are similar to those described in the section Motion in an area.

Complete the following steps to set the maximum number of objects in an area:

1. Click the button .

2. The field will become active, allowing the maximum number of objects in an area to be set (Fig.

7.3—83). The values are set by using the arrow keys .

Fig. 7.3—83 Setting the maximum number of objects in an area

This will set the minimum number of object present in an area.

7.3.6.6.5 Motion from One Area to Another
Motion from One Area to Another One or more parameters can be set to configure the Motion from
One Area to Another criteria (Fig. 7.3—84):

1. Minimum size of an object
2. Maximum size of an object

3. An object’s color
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4. Minimum speed of an object

5. Maximum speed of an object

Fig. 7.3—84 Criteria for objects moving from one area to another

The procedures for configuring Movement from One Area to Another are similar to those described in
the section Motion in an area.

7.3.6.7 Setting the Duration
Forensic Search is completed for the time period that is displayed on the timeline. The Navigating Using
the Timeline section describes how to scroll and zoom through the timeline.

7.3.6.8 Launching the Forensic Search and Viewing Search Results

To begin a search, click on the button ' in the lower-right corner of the viewing tile while in the
Forensic Search mode (Fig. 7.3—85).

Warning! The search will be performed for the time period shown on the timeline.
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Fig. 7.3—85 Starting a search
Video footage that match your search query will be flagged on the timeline (Fig. 7.3—86).
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)

Fig. 7.3—86 Search results flagged on the timeline

Navigating through the videos found using the timeline can be done in a similar way as navigating
through the archives (see the Navigating Using the Timeline section).
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7.4 Audio Monitoring

7.4.1 General Information
Audio monitoring of a situation is carried out using the microphones corresponding to a video camera
surveying the situation.

In different viewing tile modes, different audio monitoring functions are accessible:

1. Real time mode — listening to sound from a microphone in real time.
2. Archive and alert modes — playback of sound recorded from a microphone.

7.4.2 Audio Monitoring in Real Time Mode
In real time mode it is possible to simultaneously conduct video surveillance using a video camera and
listen to sound from a microphone corresponding to that camera.

NOTE 1. You can listen to sound only from a microphone corresponding to the currently selected camera.
NOTE 2. If a microphone corresponds to a video camera, its object is a child of the camera's object.
To select a microphone from which to listen to sound, you must perform the following steps:

1. Switch the viewing tile to real time mode (see the section titled Switching to Real-Time Video
Surveillance Mode).
2. Bring up the context menu in the viewing tile (Fig. 7.4—1, 1).

16:43:22.309 8@

Fig. 7.4—1 Viewing tile context menu

3. Select Sound (see Fig. 7.4—1, 2).
4. Select the desired microphone in the displayed list (Fig. 7.4—2).

NOTE. Only microphones corresponding to the camera which is conducting video surveillance are
displayed in the list.
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Camera 16:44:16.891 @

Fig. 7.4—2 Selecting a microphone for listening to sound

NOTE. If the microphone is already being listened to via Axxon Smart, its name is marked as On (Fig.
7.4—3).

16:45:10.291 @

Fig. 7.4—3 Listening indicator

Selecting a microphone for listening is now complete.

After microphone selection, the sound from the microphone will be automatically listened to on the
client.

7.4.3 Audio Monitoring in Archive and Alert Modes
In archive and alert modes it is possible to simultaneously play back synchronized video and audio
recordings. An audio recording can only be played back from a microphone corresponding to the
currently selected video camera, and only in forward playback mode at 1X speed.

Selecting a microphone for audio playback in archive and alert modes is carried out in the same way as
for listening to sound in real time mode (Fig. 7.4—4).
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Fig. 7.4—4 Selecting a microphone for playing an audio recording

You can control the synchronous playback of audio and video recordings with the instruments of the

currently active viewing tile mode (see the sections titled Navigating Using the Playback Panel for
archive mode and Alert Playback for alert mode).

7.5 Exporting Frames and Video Recordings

7.5.1 Exporting frames
Export of frames is accessible in all viewing tile modes.

To export a video image frame, you must perform the following steps:

1. Enable the Snapshot function (see the section titled Employing the Snapshot function).
2. Bring up the context menu in the viewing tile (Fig. 7.5—1, 1).
3. Select Export snapshot (Fig. 7.5—1, 2).

B (camera E14:21:22.423 ©
Camera selection &

v digital zoom

Fig. 7.5—1 Snapshot export

4. The snapshot will then be saved in .JPG format in the directory specified in the export settings
(see the section titled Configuring Export).

Export of the frame is now complete.

7.5.2 Exporting Video Recordings
Export of video recordings is accessible in the archive viewing tile mode.
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To export a video recording (fragment), you must perform the following steps:

1. Switch to archive mode (see the section titled Switching to Archive Mode).
Right-click on the position on the timeline corresponding to one end of the video fragment you
wish to export, and, holding the button down, highlight the fragment on the timeline (Fig. 7.5—
2).

Fig. 7.5—2 Highlighting a fragment for export

5. Bring up the context menu in the viewing tile (Fig. 7.5—3, 1).

[14:50:53.453 @

Fig. 7.5—3 Launching export

3. Select Export video (see Fig. 7.5—3, 2).
4. The highlighted recording fragment will then be saved in .avi format in the directory specified in
the export settings (see the section titled Configuring Export).

Export of the video recording is now complete.

7.6 Event Control
Event control in the Axxon Smart software package can be conducted in three ways:
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1. Inreal time mode.
2. Using the system journal.
3. By logging events in an external journal.

NOTE. Configuration of logging in external journals is carried out through the journal management utility
(see the section titled Journal Management Utility).

7.6.1 Control in Real Time Mode
Messages about system errors which have occurred are displayed in real time on a dynamic error panel.
When there are no unaccepted errors, this panel is not displayed; when there are such errors, it is
displayed in Axxon Smart's Layouts and Alerts tabs (Fig. 7.6—1).

B
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Fig. 7.6—1 The error panel

NOTE. This capability is configured in the Settings tab (see the section titled Configuring Display of Error

Messages).

To accept an error and delete it from the error pane, click the corresponding Bl button.

To accept all errors and close the error panel, click the _ button.

7.6.2 The System Journal
Information about events which have occurred in the system is stored in the system journal.

To access the system journal, select Settings = System journal (Fig. 7.6—2).

== g ) 5 etectors Permissions Cptions

Fig. 7.6—2 Accessing the system journal

When you do this, a window appears which can be used to search, view, and export system journal
events.

7.6.2.1 Setting Event Search Filters
To view and/or export system journal events, first you need to conduct a search for them.

To search for system journal events, you need to set one or more filters:

1. The time period during which the events were recorded.
2. The event type:

2.1. Information

2.2. Alert
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2.3. Error
2.4. Debug
3. Akey phrase contained in the system event descriptions.

NOTE. The time period is a mandatory filter, while the event type and key phrase are optional ones.
Search filters can be set as follows:

1. Inthe To and From fields (Fig. 7.6—3, 1) you can enter the date and time of the beginning and
end of the period during which the events you are searching for were recorded.

[~ Filter parameter

From To Event type
€5/23/2010 00:00:00 ~[ [ '5/23/2010 23:53:59 > p
2

™ To add new events into search results

Search keyword 3

Previous Next | Export Clear Search I

Fig. 7.6—3 Setting event search filters

NOTE 1. The date and time must be entered in the format DD.MM.YYYY HH.MM.SS.
NOTE 2. By default, the event search period is defined as the past 24 hours.

2. From the Event type list (see Fig. 7.6—3, 2), select the event type to be searched for. To search
for all event types, you should select the empty line.

3. Inthe Search keyword field (see Fig. 7.6—3, 3), enter a key phrase contained in the system
description of the events to be searched for.

The event search filters have been set.
Next you must start the event search (see the section titled Event Search Procedure).

7.6.2.2 Event Search Procedure
To start a search for system log events which satisfy the filters which have been set (see the section
titled Setting Event Search Filters), you must click the Search button (Fig. 7.6—4, 1).
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[ Filter p:
From

To Event type

[ s/2372010 00:00:00

Search keyword

= [ sr23/2010 23:59:59 =] Alert -

™ To add new events into search results

|
3 il

Previous Next

Export |( Clear ﬂ( Search j

Alert

Camera Camera. Change in the alert status: alert processed by user root with resolution False alert

Camera Camera. Alert initiated by user root

fo/23/2010 16:35:43 | Alert

Camera Camera. Change in the alert status: alert processed by user root with resolution False alert

fo/23/2010 16:32:50 | Alert

Camera Camera. Alert initiated by user root

fo/23/2010 16:32:49 | Alert

Camera Camera. Change in the alert status: alert processed by user root with resolution False alert

fo/23/2010 16:28:05 | Alert

Camera Camera. Alert initiated by user root

fo/23/2010 16:28:03 | Alert

Camera Camera. Change in the alert status: alert processed by user root with resolution False alert

fo/23/2010 16:26:11 |Alert

Camera Camera. Alert initiated by user root

fo/23/2010 16:23:41 | Alert

Camera Camera. Change in the alert status: alert processed by user root with resolution False alert

fo/23/2010 16:22:33 | Alert

Camera Camera. Alert initiated by user root

fo/23/2010 16:00:32 | Alert

Camera Camera. Change in the alert status: alert processed by user root with resolution False alert

fp/23/2010 16:00:25 | Alert Camera Camera. Alert initiated by user root 2
15:52:43 | Alert Camera Camera. Alert initiated by user root

f5/23/2010 15:03:37 | Alert Camera Camera. Change in the alert status: alert processed by user with resolution L

fo/23/2010 14:41:55 | Alert Camera Camera. Alert initiated by user root

/23/2010 13:25:14 | Alert Camera Camera. Change in the alert status: alert processed by user root with resolution False alert

fo/23/2010 13:25:07 | Alert Camera Camera. Alert initiated by user root

5/23/2010 13:25:06 | Alert Camera Camera. Change in the alert status: alert processed by user root with resolution Alert

fo/23/2010 13:25:03 | Alert Camera Camera. Alert initiated by user root

5/23/2010 13:25:00 | Alert Camera Camera. Change in the alert status: alert processed by user root with resolution Net dangerous alert

fo/23/2010 13:24:48 | Alert Camera Camera. Alert initiated by user root

5/23/2010 11:53:23 | Alert Camera Camera. Change in the alert status: alert processed by user root with resolution False alert

W(23/2010 11:51:20 | Alert Camera Camera. Alert initiated by user root J

Fig. 7.6—4 Event search procedure

When you do this, a search results table appears (see Fig. 7.6—4, 2).

To clear the event search filters (except the time period filter) and the results table, click the Clear

button (see Fig. 7.6—4, 3).

7.6.2.3 Refreshing Event Search Results
You can automatically refresh the event search results table, i.e., add events to it which happened after
the search was started (see the section titled Event Search Procedure). To do this, select the Add new
events to the search results check box (Fig. 7.6—5).

Filter parameter

From

To Event type

[ 5/23/2010 00:00:00 =l [ s/23/2010 23:59:55 x| Alert -

To add new events into search results)

Searchkeyword

Fig. 7.6—5 Refreshing event search results

7.6.2.4 Viewing Event Search Results

System journal event search results are displayed in a table (Fig. 7.6—6, 1, Table 7.6—1).
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[ Filter parameter

From Ta Event type

[ s/23/2010 00:00:00 =] | 9/23/2010 23:59:59 | Alert -

I To add new events into search results

Searchkeyword

\ |

Previous | Next 2 Export Clear Search |
1
| Event type | Description
Camera Camera. Change in the alert status: alert pre sed by user root with resolution False alert

9/23/2010 16:35:45 | Alert Camera Camera. Alert initiated by user root

0/23/2010 16:35:43 | Alert Camera Camera. Change in the alert status: alert processed by user root with reselution False alert
0/23/2010 16:32:50 | Alert Camera Camera. Alert initiated by user root

9/23/2010 16:32:49 | Alert Camera Camera. Change in the alert status: alert processed by user root with resclution False alert
[9/23/2010 16:28:05 | Alert Camera Camera. Alert initiated by user root

jo/23/2010 16:28:03 | Alert Camera Camera. Change in the alert status: alert processed by user root with resclution False alert
9/23/2010 16:26:11 | Alert Camera Camera. Alert initiated by user root

9/23/2010 16:23:41 | Alert Camera Camera. Change in the alert status: alert processed by user root with resclution False alert
9/23/2010 16:22:33 | Alert Camera Camera. Alert initiated by user root

0/23/2010 16:00:32 | Alert Camera Camera. Change in the alert status: alert processed by user root with reselution False alert
0/23/2010 16:00:25 | Alert Camera Camera. Alert initiated by user root

9/23/2010 15:52:43 | Alert Camera Camera. Alert initiated by user root

[9/23/2010 15:03:37 |Alert Camera Camera. Change in the alert status: alert processed by user with resolution Unclassified
0/23/2010 14:41:55 | Alert Camera Camera. Alert initiated by user root

9/23/2010 13:25:14 | Alert Camera Camera. Change in the alert status: alert processed by user root with reselution False alert
[9/23/2010 13:25:07 |Alert Camera Camera. Alert initiated by user root

9/23/2010 13:25:06 | Alert Camera Camera. Change in the alert status: alert processed by user root with resolution Alert
[0/23/2010 13:25:03 | Alert Camera Camera. Alert initiated by user root

9/23/2010 13:25:00 | Alert Camera Camera. Change in the alert status: alert processed by user root with resclution Not dangerous alert
9/23/2010 13:24:48 | Alert Camera Camera. Alert initiated by user root

[9/23/2010 11:53:23 | Alert Camera Camera. Change in the alert status: alert processed by user root with reselution False alert
kZEIZOIO 11:51:20 |Alert Camera Camera. Alert initiated by user root j

Fig. 7.6—6 Viewing event search results

Table 7.6—1 The system journal event search results table

Table column Contents of column
Date & time Date and time the event was recorded in the system in the format DD.MM.YYYY HH.MM.SS
Event type Event type (information, alert, debug, error)
Description System description of the event

The search results table may be more than one page. To navigate through a table which is more than
one page, use the following buttons (see Fig. 7.6—6, 2):

1. Previous. Goes back to the previous page of the table.
2. Next. Goes to the next page of the table.

7.6.2.5 Exporting Event Search Results
To export the system log event search results, click the Export button (Fig. 7.6—7).

[~ Filter parameter
From To Event type

[ 5/23/2010 00:00:00 =l [s/23/2010 23:59:58 | Alert -

™ To add new events into search results

Searchkeyword

Previous Next ( eoot }  clear | search |

Fig. 7.6—7 Exporting event search results

When you do this, the standard Windows OS Save As dialog box appears, using which you can save the
search results as a .txt (text) (Fig. 7.6—8) or .csv (character-separated) file.
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pate & time Event type Description -
23/09/2010 16:49:53 Alert Camera Camera.
iIChange in the alert status: alert processed by user root
with resolution False alert

23/09/2010 16:35:45 Alert Camera Camera.
lalert initiated by user root
23/09/2010 16:35:43 Alert Camera Camera.

iChange in_the alert status: alert processed by user root
with resolution False alert

23/09/2010 16:32:50 Alert camera Camera.
iAlert initiated by user root
23/09/2010 16:32:49 Alert Camera Camera.

iIChange in_ the alert status: alert processed by user root
with resolution False alert

23/09/2010 16:28:05 Alert Camera Camera.
ialert initiated by user root
23/09/2010 16:28:03 Alert Camera Camera.

iChange in the alert status: alert processed by user root
with resolution False alert

23/09/2010 16:26:11 Alert Camera Camera.
iAlert initiated by user root
23/09/‘2@10 16:23:41 Alert Camera Camera.

iIChange in the alert status: alert processed by user root
with resolution False alert

23/09/2010 16:22:33 Alert camera Camera.
iAlert initiated by user root

=l

Fig. 7.6—8 Example of a text file with event search results
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8 Description of Utilities

8.1 The Collection of System Information Utility

8.1.1 Purpose of the Support.exe Utility
The Support.exe utility is design to collect information about the configuration and operating status of
hardware, the Windows operating system, and the Axxon Smart software. The utility generates an
archive that can be used by the company’s technical support department. In case of system malfunction
or errors in the Axxon Smart software package, visit our technical support server at
https://support.axxonsoft.com/ and compose a message containing a description of the problem and
attach the archive that was generated by the Support.exe utility.

8.1.2 Launching and Closing the Utility
The Support.exe utility is launched using the Start menu, which is used to launch user programs in
Windows. Go to Start = All Programs = Axxon Smart = Utilities = Collection of system information.

The Support.exe utility dialog box will then be displayed (Fig. 8.1—1).

JRETE
- n Information on installed software:

Modules:
Asxxon Smart version: 2.0.0.467
Driver pack: 3.1.8.237
Detector pack: 3.0.0.108

The utility is used to gather the system info and AwxonSoft software info. Click the Forward button to
generate the support_[date]_[time]. 7z file. After it is generated you can send it to the fAowonSoft
support team by creating a request at http://support . ewonsoft.com.

¥ Force damp files retrieval for running Aowon Smart processes

¥ Alowto process the 05 security log

For detailed analysis of the situation use the Processes service

Start the Processes service

/

Fig. 8.1—1 Support.exe utility dialog box

g |[ Fowad | Cancel

To close the Support.exe utility, click the X| putton or Cancel.

8.1.3 Description of the Support.exe Utility Interface
The Support.exe utility's user interface includes the following elements:

Brief information about the installed software (Fig. 8.1—2, 1).

Brief instructions on how to use the Support.exe utility (Fig. 8.1—2, 2).

Check boxes for information collection settings (Fig. 8.1—2, 3).

A button for starting the Processes service, which is used for detailed analysis of a situation (Fig.
8.1—2, 4).

5. A button which launches information collection (Fig. 8.1—2, 5).

AW
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https://support.axxonsoft.com/

Cc»llection of system information ;Iglil

AN - i .
) Information on installed software:
QXX"TN

ules:
Asoion Smart version: 2.0.0.467
Driver pack: 3.1.8.237
Detector pack: 3.0.0.108

generate the support_[date]_time]. 7z file. Afterit is generated you can send it to the AwconSoft

€ utility is used to gather the system info and AcionSoft software info. Click the Forward button to
upport team by creating a request at http://support. 2ewonsoft.com.

2

v Force damp files retrieval for unning Accon Smart processe:
¥ Allow to process the 05 securty log

/

Fig. 8.1—2 Support.exe utility interface

For detailed analysis of the situation use the Processes service

C Start the Processes service )4

5

e | Fower ) Cancel

8.1.4 The Processes Service
The Processes service is used for detailed analysis of a situation. To launch it, click the Start the
Processes service button; the Processes window will then appear displaying information about
processes running on the computer initiated by the Support.exe utility (Fig. 8.1—3).

Il

r Show all system'’s processes info

PID | Process name | CPUus... [ Memory [ Workin... | Read | Process... [ Vmem. | Witen |

2088 AC{ON Bootstrap 20 MB 833KB NTAU.. | 71MB 0MB
2248 MWOC{ON Discovery 27 MB 2775 KB NTAU.. | 79 MB 0MB
2436 AGIONNVR 21 mB 2565 KB NT AU 282 MB 356 MB
2464 AOOON Detector 0 | 5.02% 47 MB 25989 KB NT AU 172 MB 0MB
2520 AXCXON FileBrowser 16 MB 0 KB Carlos/. 45 MB 0MB
2948 AOC{ON.MMSS 22 MB 1576286, NT AU 104 MB 0MB
2956 AXGXON Ipint 26 MB 2932 KB NTAU.. | 82MB 0o MB
2964 AXMONDecoder 0 | 417% 44 MB 0 KB NTAU.. 153 MB 0o MB
2988 AXON Motification 113 MB 850 KB NTAU.. | 323MB 2035 MB
2936 AGON.NVR_FRO.. 21 MB 0 KB NTAU.. | 105MB 0MB
3830 AXMON.NVR_ARC.. 0.83% 36 MB 3072KB | 26956KE  NTAU.. 123MB 230050...

Fig. 8.1—3 The operation of the Processes service

NOTE. Selecting the Show all system processes info check box enables viewing of all processes running
on the computer (Fig. 8.1—4).
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~-loi x|

¥ Show al system's processes info

FID | Process name | CPU us... | Memory | Warkin... I Read | Process... | WV.mem. | Written | -
1112 svchost.exs 7ME 5 KB NTAU.. 40ME 0OME

1188 GrooveMonitor exe 7MB 25 KB Caros/... | 73 MB 0ME

1216 svchost.exe 11 MB 461 KB NTAU.. B84MB 26 MB

1300 nvvsve.exe 6 ME OKB NTAU.. BIME 0O ME

1336 dwm.exe 4MB O KB Caros/.. 54 MB 0ME

1384 svchost.exe 11 MB 47880KE  NTAU.. B84MB 303 MB

1444 | spoolsv.exe 8 MB 1KB NT AU 61 MB 0MB o
1560 NetworklicenseSe... SME 2KB NTAU.. B3ME 0ME

1608  LogRotate.exe 15 MB 166 KB NTAU.. 131 MB 73 MB

1808  pg_ctlexe 5MB 33IKB Caros/... | 55 MB 0ME

1852 TAO_NT_ Service... 16 MB 6 KB NTAU.. 43ME 0O ME

1868  postgres.exe 2 MB 51 KB Cados/... B4 MB 1MB

1876  conhost.exe 2MB OKB Caros/... | 25MB 0ME

1308 | LvAgert exe 4 MB 0KB Carlos/" 56 MB 0MB

1932 explorer.exe 53 MBE 4508 KB Caros/... | 284 MB 15 MB

1956  taskhost.exe 6MB 355 KB Caros/... | 7OMB 0ME

2080 DTlite.exe 11 MB 2KB Caros/... | 67 MB 1MB

2088 | AXXON Bootstrap 20 MB BI3KB NTAU.. J1ME 0O ME

2096  sidzbarexe 21 MB 5440 KB Caros/... | 150 MB 161 MB

2104 | punto exe 12 MB 26305KB  Cados/.. 116MB 4 ME

2248 | AXXON Discovery 27 MB 2775 KB NT AU 73 MB 0MB

2256 | conhost.exe 2ME 0KB NTAU.. 24ME 0ME

2268 | conhost.exe 2MB 12 KB NTAU.. 25MB 0ME

2332 | ONENOTEM.EXE 1MB 0 KB Caros/... | 48 MB 0 ME

FAN | mrtanad ava £ MR 77 KR adne £7 MR n e LI

Fig. 8.1—4 A list of all processes running on the computer

To close the Processes window, click the X button.

8.1.5 Collecting Data on the Configuration of Servers and Clients Using the Support.exe

Utility

To collect data using the Support.exe utility, perform the following:

1. Launch the Support.exe utility (see «Launching and Closing the Utility»).

2. Configure collection of system information by selecting the appropriate check boxes (Fig. 8.1—35,

1).

NOTE. Selecting the Allow to process the OS logs option allows information on the Windows security

system to be included in the report generated by the utility.

3. Click the Next button (Fig. 8.1—F5, 2).
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QXX !":sh Information on installed software:

Modules:

Aoron Smart version: 2.0.0.467
Driver pack: 3.1.8.237
Detector pack: 3.0.0.108

The utility is used to gather the system info and AwoconSoft software info. Click the Forward button to
generate the support_[date]_ftime]. 7z file. After it is generated you can send it to the fwowonSoft
support team by creating a request at http://support. 2owonsoft com.

v Force damp files retieval for unning Axxon Smart processe:
¥ Allow to process the 05 security log

For detailed analysis of the situation use the Processes service

Start the Processes service

Fig. 8.1—5 Configuring and launching collection of system information

Collection of information about the system will then be launched (Fig. 8.1—6). The table that displays

the progress of data collection includes two columns: Step and Status. In the Step column, a brief

description of the stage of information collection is displayed. In the Status column, a progress indicator

and the time spent on executing the stage are displayed.

Collection of system information o ] 4
Progress:
Step | Status [
@ 1. Getting information on installed modules” versions OK (4 sec)
@ 2. Getting information on installed software OK (0 zec)
03 Create dump file for loaded processes [ ]

Bazck | Forward

Canicel

Fig. 8.1—6 Collection of system information

4. When collection of information is complete, click the Next button (Fig. 8.1—7).
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Collection of system information =10 x|

QXX a"-?é.‘:n Progress:

| Step [ Status [ -
Smo r & 1. Getting information on installed modules’ versions OK (4 sec)
& 2. Getting information on installed softwars OK (D sec)
x Sul 21 3. Create dump file for loaded processes QK (5sec)
@ 4. Save Windows system event log OK (1=ec)
& 5. Save Awowon Smart system evert log 0K (3 sec)
éi 6. Getting system information QK (145 sec)
@ 7. Getting information on the OpenGL version OK (2 =ec)
] 8. Getting iformation on HDD QK (476 sec)
] 9. Getting infarmation on registry settings (HLCLU) OK (D sec)
éi 10. Getting information on registry settings (HKLM) QK (D=sec)
@ 11. Getting information on the ACE TAO settings from the registry | OK (D sec)
&1 12. Getting information on the PostgreSGL settings from the regis... OK (0 sec)
éi 13. Getting information on installed services QK (0 sec)
@ 14 Getting information on Microsoft Visual C++ 8.0 Redistributable  OK (D sec)
& 15. Copying configuration files 0K (1sec)
@ 16. Copying the log and dump files 0K (2 sec)
Qi 17. Getting information on the TCP/IP{LUDP) parts QK (2=sec) s
] 18. Getting information on installed processars OK (6 sec)
2419, Compressing the fies OK (8sec) x|
Back | Forward Cancel |

Fig. 8.1—7 Completion of information collection

5. A window containing information about the generated archive support_[date]_[time].7z will
then appear. You can access the folder containing this archive by clicking the Open directory
with file button (Fig. 8.1—8).

NOTE. The archive is located in the folder <Directory where Axxon Smart is
installed>\AxxonSmart\Support.

Collection of system information o ] 5

AN . .
] System information gathered:
QxXxxXVWen . Y g

Gathering information on Awecon Soft software is completed. Information has been saved to the
SIMQI L | supor_0210:2010_12247.7z e
X Su

Open directony with file |

/

Fig. 8.1—8 Accessing the support_[date]_[time].7z archive

Back | Finish | Cance!

6. Send an email to the AxxonSoft Company’s technical support department with the
support_[date]_[time].7z archive attached.

8.2 Journal Management Utility
By default, information about all system events is recorded in the Axxon Smart system journal, which is
stored in a local database of the server. It is possible to record information about desired events in
external journals, which are log files stored in local directories of a server (Table 8.2—1). Journal data is
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archived at set intervals and moved to the journal archive. Configuration of these capabilities is carried
out through the journal management utility.

Table 8.2—1 Journal storage directories

Axxon Smart component Journal storage directory
Server <Directory where Axxon Smart is installed>\logs
Client <Letter of system
disk>:\Users\<User>\Appdata\Local\AxxonSoft\AxxonSmart\logs

The journal management utility is used to configure the following parameters:

1. Parameters for the archive of external journals containing information about events which
occurred in the system.
2. Journaling levels for the Axxon Smart client and server.

8.2.1 Launching and Closing the Utility
The journal management utility can be launched using the Start menu, which is intended for launching
user programs in Windows. Start = Programs = Axxon Smart = Utilities = Journal management.

The journal management utility dialog box will then appear (Fig. 8.2—1).

5I

Settings |Semce5 log levels |
[ Archiving

Archive location:

C:\Program Files*Commaon Files*/foocon Soft'\Log Rotate |

Archive joumals every I] 3: hours
—Joumals

¥ Retention period |1 3: days

¥ Disk space |1 33 MB

=

Fig. 8.2—1 The journal management utility

To close the journal management utility, click Cancel or X (accessible on both utility tabs) (see Fig.
8.2—1).

8.2.2 Configuring a Journal Archive
Configuring a journal archive is carried out in the Settings tab of the journal management utility.

To configure a journal archive, you must perform the following steps:

1. Inthe Archive location field (Fig. 8.2—2, 1), enter the complete path to the directory to which
the event journals should be moved after archiving.

NOTE. To set the path using standard Windows OS tools, use the = button.
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&% Journals Archiving x|

Settings | Services log levels I

— Archiving
Archive location:
M\Program Files*Common Files'/ocon Soft\LogRotatt
@we joumals every I] ::I houEZ
Joumals
v Retertion period 1 = davs )3
(1" Disk space |1 ;: ME>4
5 —

Fig. 8.2—2 Journal archive parameters

2. Inthe Archive journals every...hours field (Fig. 8.2—2, 1), enter the event journal archiving
interval in hours.
3. Inthe Journal restrictions group, set the following parameters:
3.1. In the Retention period field (see Fig. 8.2—2, 3), indicate the maximum retention time
in days of a journal in the archive, after which the journal is deleted.
3.2. In the Disk space field (see Fig. 8.2—2, 4), indicate the maximum size of the archive,
above which the oldest journals are deleted from the archive.

NOTE 1. Archive disk space restrictions take priority over journal retention time restrictions. For example,
the oldest journals will be automatically deleted even if their retention time has not expired if the archive
size has exceeded the maximum value.

NOTE 2. If you do not need to enter restrictions on journal retention time and/or archive size, deselect
the corresponding check boxes in the Journal restrictions group (see Fig. 8.2—2, 3-4).

4. Click the OK button (see Fig. 8.2—2, 5) to save changes.
Configuration of the journal archive is now complete.

8.2.3 Configuring Journaling Levels
Journaling levels differ in the list of events to be recorded in external journals, as well as the level of
event specification (low, high, medium). Configuration of levels is carried out in the Journaling levels tab
of the journal management utility.

To configure the journaling level, you must perform the following steps:

1. Select the desired journaling level of the client (Axxon Smart Client) and the server (Axxon Smart
Server) (Fig. 8.2—3, 1, Table 8.2—2).
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&P Journals Archiving ﬁl

Seftings Services log levels

Poocon Smart Client

2
ok J_ conce

Fig. 8.2—3 Configuring journaling levels

Table 8.2—2 Journaling level descriptions

Journaling level

Journaling level description

None Event journaling disabled

Error Low specification level — only system errors are logged

Warning Low level of detail - only logs system warnings and system errors

Info Low level of detail - logs informational messages, system warnings, and system errors

Debug Medium level of detail - logs debugging events, informational messages, system warnings, and
system errors

Trace High specification level —all system events are logged

2. Click the OK button (see Fig. 8.2—3, 2) to save changes.

Configuration of journaling levels is complete.
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9 Appendices

9.1 Appendix 1. Glossary
Abandoned object detector — a detector triggered when an object remains motionless in a detection
zone for a prolonged period.

Active viewing tile - the viewing tile currently in use by the user.

Alert flag — the moment in time before the beginning of an alert from which playback of the archive on
an alert begins after the alert is accepted for handling.

Analytics subsystem — all the tools that provide for automatic analysis of incoming video and audio data.

Archive — all video files stored on a hard disk which are available for playback and export to supported
formats.

Archive navigation panel — all interface objects used to work with an archive, e.g., the timeline, the
alerts list, etc.

Audio detector — a detector used to analyze the audio signal from a microphone.

Audio recording — 1. the process of recording a digitized audio signal on a hard disk.
2. audio data stored in a specific format on a hard disk.

Audio signal detector — a detector which is triggered by an increase in the sighal/noise ratio above a set
level.

Audio subsystem — all the tools that provide for the collection of audio data, its processing, and its
storage on media.

AWS (automated workstation) — security system user workstation, a minimally equipped personal
computer with Axxon Smart software installed.

Camera — 1. the source of a video signal.
2. a system object displaying the properties of an installed video camera and controlling its operation.

Client — designation for a personal computer on which the client configuration of Axxon Smart software
is installed (or will be installed).

Color coding — software-based graphical notification to a security system operator about the current
status or operating mode of system objects (equipment, software modules).

Control panel — a panel made up of user-accessible tabs, used to navigate from one group of interface
objects to another.

Default archive of a video camera — the archive to which images from a given video camera are recorded
during user-initiated alerts.
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Detection mask — 1. an area of a video image not processed by a detector.
2. a tool which allows the user to mark out an area of the video image which is not to be processed by a
detector.

Detection zone — the area of a video image processed by a detector.
Dialer panel —a panel (part of the PTZ control panel) used to dial a preset number.

Distributed system — a group consisting of several interacting Axxon Smart servers (up to 4) and clients
(unlimited). The Axxon Smart servers are linked within a domain.

Domain — a selected group of computers on which the server configuration of the Axxon Smart software
package is installed. Linking the servers in a group makes it possible to set up interaction between them,
thus organizing a distributed system.

Event registration subsystem — all the tools that provide for the collection of data about system events,
its processing, and its storage on media.

Interface cable — a cable used to connect two or more devices together for data transfer.

Interface object — a system object used for interaction between the user and the software (data
input/output).

Layout — a saved arrangement of viewing tiles relative to each other.
Layouts ribbon — a panel containing tools to create, edit, and manage layouts.
Licensing — regulation (setting forth the terms) of the usage of AxxonSoft software modules.

Line crossing detector — a detector which is triggered when the trajectory of an object crosses a virtual
line in a video camera's field of view.

Loss of quality detector — a detector which is triggered by a loss of quality in the video image from a
camera.

Microphone — 1. a source of audio signals.
2. a system object used to manage the parameters of audio signal reception.

Noise detector — a detector which is triggered by an decrease in the signal/noise ratio below a set level.

No signal detector — a detector which is triggered by the absence of an audio signal from an audio
device.

Notification subsystem — all the tools that provide for notification of the user about events which have
occurred in the system.

Object appearance detector — a detector triggered by the appearance of an object in a set area of a
video camera's field of view.

Object disappearance detector — a detector triggered by the disappearance of an object in a set area of
a video camera's field of view.
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Object tracking — a function which allows an operator to visually track the movement of objects in a
camera's field of view.

Playback control panel — a panel containing buttons to control playback of video recordings: Play, Pause,
Go to next video recording, etc.

Position change detector — a detector triggered by a substantial change in the background of a video
image indicating a change in the position of the camera in space.

Pre-event recording — a period of pre-event recording that will be added to the beginning of an alert
event recording.

Preset —the preprogrammed positioning of a PTZ device.

PTZ control panel — all interface objects used to control a selected PTZ device.

PTZ device — a system object displaying the properties of an installed PTZ camera device.
NOTE. Also used to designate a physical device.

PTZ subsystem — all the tools that provide for remote control of a PTZ device and the lens of a video
camera.

Relay — a system object displaying the properties of an installed relay.

Security system — a set of devices used for video surveillance, audio surveillance, and object recognition,
all controlled by the Axxon Smart software system.

Sensor — a system object displaying the properties of an installed sensor.

Sensor and relay subsystem — all the tools that provide for the automatic triggering of an execution
device connected to the embedded relay port of a video camera or IP server when a detector (including
one which processes the embedded sensor of a video camera or IP server) is triggered.

Server — designation for a personal computer on which the server configuration of Axxon Smart
software is installed (or will be installed).

Situation analysis detector — a detector used to analyze the situation in a camera's field of view
according to set criteria.

Slideshow — automatic switching of user layouts, or of viewing tiles if working with standard layouts.
Software package — all AxxonSoft software and hardware tools used together to build a security system.

Software module — a program or functionally complete component of a program used to perform a
specific functional task (perform a user function).

Stopping detector — a detector triggered by the cessation of motion in a set area of a video camera's
field of view.

System journal — a journal containing system information on events which have occurred, including
records of system errors.
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Timeline — an interface object used to search for video recordings in an archive.
Video detector — a detector used to analyze the video image from a video camera.

Video recording — 1. the process of recording a digitized video signal on a hard disk.
2. video data stored in a specific format on a hard disk.

Video subsystem — all the tools that provide for the collection of video data, its processing, and its
storage on media.

Video surveillance monitor — an interface object used to manage the user interfaces of the Axxon Smart
software, e.g. layouts, viewing tiles, various panels and context menus, etc.

Viewing tile — an interface object displaying the video stream coming from a specific video camera and
enabling control of that video camera.

9.2 Appendix 2. Known issues with the Axxon Smart Software Package

9.2.1 Possible Installation Problems

9.2.1.1 NGP Host Service Error
If the 49999 port is busy while installing Axxon Smart, e.g with nethost.exe left over after uninstalling
the previous version of the software, the NGP Host Service start-up error pops up.

To continue the installation, clear the 49999 port and then try again.

9.2.1.2 Errors When Connecting to the Postgres Database
Axxon Smart’s installation may crash after installing the Postgres database. If the firewall is on, this
might be associated with the inability to connect the installation program with the Postgres database.
To prevent this, disable the firewall during the installation process.

9.2.2 Possible Errors During System Start-Up
Launching the Axxon Smart software program with client logging enabled can take a long time when the
ESET NOD32 Antivirus 4 Real-time file system protection mode is on.

This problem can be solved by configuring the ESET NOD32 Antivirus 4 to skip the Axxon Smart
installation folder and the Client’s log-files folder (System drive
letter>:\Users\<User>\Appdata\Local\AxxonSoft\AxxonSmart\logs)
>\Appdata\Local\AxxonSoft\AxxonSmart\logs).

9.2.3 Possible Errors During Operation

9.2.3.1 Inability to Operate All of the Video Channels or Archives when Exceeding the
License Limitations
If you try to run more video channels at a given point in time than stated in the activation key, then all
video channels will be blocked. To resume work, delete the objects for the unlicensed video channels
and restart the Server.

NOTE: The server will restart via the Start menu as follows:

1. Start -> All programs -> Axxon Smart-> Quit the Server.
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2. Start -> All programs -> Axxon Smart -> Start the Server.

Similarly, if you exceed the total archives’ size stated in the activation key, then you’ll need to reduce
the archive capacity to the licensed size and then restart the Server.

9.2.3.2 Error Creating New Archives with License Restrictions at Total Capacity
If the user is creating archives while deleting some other existing archives (i.e. without applying the
changes in between) then creating archives might not be allowed, even if their total capacity complies
with a license.

NOTE: This happens because while checking the license restrictions, the new archives’ capacity adds to
the total capacity at the time when the most recent changes were made.

In this case, the user will first need to delete any unwanted archives and apply the changes. Then it will
be possible to create new archives.

9.3 Appendix 3. Accounts Added to the WWindows OS when Installing

the Axxon Smart Software Package
The Windows OS will create two user accounts when the Axxon Smart software package is installed
using a Client and Server configuration.

1. AAxxonFileBrowser -is an account with administrative permissions that is used by the Axxon
Smart file explorer.

NOTE: The Axxon Smart file explorer navigates through the Server’s files, such as when choosing a disk
for achives storage.This user account can also be used to configure access permissoions to the hard
drive.

2. Axxonpostgres is an account used to launch the system journal DB.

NOTE: Postgres is the journal database that is used to log system events.
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