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1 Listofterms

Vector is a mathematical representation of face that is created while its recognition in video frame.

Population is a set of faces in the database where there is a search.



2 Introduction

2.1 General information
None of the parts of this document may be reprinted or transmitted through communication channels
in any way and in any form without prior written permission of ITV company.

The document contains the latest information at the moment of publication. The document can be
changed by ITV without prior notice of third parties.

2.2 Purpose of the guide
Face Intellect software package: User Guide contains the information that is necessary for setting up and
subsequent operation of Face Intellect software package.

The document structure allows user to skim the information about Face Intellect software package and
choose, according to the level of training, interesting topics for detailed study. Chapters in the manual —
of information or reference content - have their own internal structure.

The Introduction chapter is for general examination of Face Intellect software package functionality.

Requirements for computer on which Face Intellect software package is brought about are given in
Hardware-software platform requirements chapter.

Requirements for personnel that work with Face Intellect software package are given in Personnel skills
requirements chapter.

The structure of Face Intellect software package and functionality of its components is given in General
description of Face Intellect software package chapter.

Description of general hardware-software components of Face Intellect software package is given in
General hardware-software components of Face Intellect software package chapter.

Recommendations that are necessary for user-administrator for installation, repairing and removing of
Face Intellect software package are given in details in Installation of Face-Intellect software package
components chapter.

Information on setting of Face Intellect software package is given in Face-Intellect software package
configuration and setting its components chapter.

Description of working with Face Intellect software package is given in Working with Face-Intellect
software package chapter.

2.3 Purpose of Face Intellect software package
Face Intellect software package is for recognition of faces in video camera field of vision and search of
moments of face appearance in protected zone using face photograph.

Face Intellect software package has the following functionality:

1. man face displaying in the video frame;
2. saving of captured faces into database;
3. search for faces in the database using face photograph.



3 Hardware-software platform requirements

3.1 Requirements for backbone computers
Requirements for backbone computers of Face Intellect software package are the same as for Intellect

software package (see Intellect software package: Administrator’s guide).

3.2 Requirements for OS

Face Intellect software package is compatible with 32-bits and 64-bits licensed versions of Microsoft

Windows OS (Table 3.2-1). File system is NTFS.

Table 3.2-1 Requirements for OS

Windows Supported Supported edition
version architecture

Windows XP x64 Windows XP

SP2 Professional

Windows XP x86 Windows XP Home

SP3 Edition
Windows XP
Professional
Windows XP Tablet
PC Edition
Windows XP Media
Center Edition

Windows Xx86, x64 Standard Edition

Server 2003 R2

SP2
Enterprise Edition
Datacenter Edition
Web Edition (no x64
edition)

Windows Vista x86, x64 Home Basic

SP2

Home Premium

Business

Enterprise

Ultimate

Note

OS edition that allows to use all performed product
functions.

There are restrictions that are imposed by OS edition (1
physical processor, 5 connections by SMB) — see
http://www.microsoft.com

OS edition that allows to use all performed product
functions.

OS edition that allows to use all performed product
functions.

OS edition that allows to use all performed product
functions.

OS edition that allows to use all performed product
functions.

OS edition that allows to use all performed product
functions.

OS edition that allows to use all performed product
functions.

There are restrictions that are imposed by OS edition (2 Gb of
RAM, 2 physical processors) — see http://www.microsoft.com

There are restrictions that are imposed by OS edition (1
physical processor, 5 connections by SMB) — see
http://www.microsoft.com

There are restrictions that are imposed by OS edition (1
physical processor) — see http://www.microsoft.com

OS edition that allows to use all performed product
functions.

OS edition that allows to use all performed product
functions.

OS edition that allows to use all performed product
functions.


http://www.microsoft.com/
http://www.microsoft.com/
http://www.microsoft.com/
http://www.microsoft.com/

Windows
version

Windows
Server 2008
SP2

Windows
Server 2008 R2
SP1

Windows 7 SP1

Supported
architecture

x86, x64

x86, x64

x86, x64

Supported edition

Enterprise

Datacenter

Standard

Web

HPC

Enterprise

Datacenter

Standard

Web

HPC

Starter (no x64
edition)

Home Basic

Home Premium

Professional

Enterprise

Ultimate

Note

OS edition that allows to use all
performed product functions.

OS edition that allows to use all
performed product functions.

OS edition that allows to use all
performed product functions.

OS edition that allows to use all
performed product functions.

OS edition that allows to use all
performed product functions.

OS edition that allows to use all
performed product functions.

OS edition that allows to use all
performed product functions.

OS edition that allows to use all
performed product functions.

OS edition that allows to use all
performed product functions.

OS edition that allows to use all
performed product functions.

Full Installation is
supported.

Server Core Installation is
not supported.

Full Installation is
supported.

Server Core Installation is
not supported.

There are restrictions that are imposed by OS edition (2Gb of

RAM, 1 physical processor, 1 monitor) — see

http://www.microsoft.com.

There are restrictions that are imposed by OS edition (1

physical processor) - see http://www.microsoft.com.

There are restrictions that are imposed by OS edition (1

physical processor) - see http://www.microsoft.com.

OS edition that allows to use all performed product

functions.

OS edition that allows to use all performed product

functions.

OS edition that allows to use all performed product

functions.

Attention! To ensure correct and stable operation of Face Intellect software package it’s necessary to

turn on a swap file in the operating system (size at system option).

3.3 Requirements for video cameras
To ensure correct operation of Face Intellect software package it’s necessary to use video cameras of

high resolution. Video cameras that are used for operation of Face Intellect software package should

meet the following conditions:


http://www.microsoft.com/
http://www.microsoft.com/
http://www.microsoft.com/

1. video camera resolution is more than 480 TV lines;
2. surveillance camera must support coloured video.

The rest of requirements for video cameras of Face Intellect software package are the same as for
Intellect software package (see Intellect software package: Administrator’s guide).

3.4 Requirements for Web interface realization in Face Intellect software
package

3.4.1 «Report System»
For working with Face Intellect software package it’s necessary to install Report System in 8 Web
interface.

The following components provide Report System realization:

1. Web-server — computer that is supposed to be used for location of subsystem site.
2. Clients — computers on which subsystem Web interface is supposed to be displayed.

It’s necessary to make sure that the following program products are installed on computer before
Report System installation:

1. Microsoft.NET Framework 3.5 SP1 platform;
2. Microsoft Internet Information Services (lIS) set of servers.

If these components are not installed it’s necessary to install them.

Note. Microsoft. NET Framework 3.5 SP1 platform is accessible for downloading on
http://www.microsoft.com/. IIS set of servers is distributed with Windows operation systems, being their
optional component.

If Clients’ connection to Web server is supposed to be through network it’s necessary to make sure that
Web server has static IP address. More over it should be accessible in the Internet if it’s meant in
security system project.

3.4.2 C(Client of Face Intellect software package

3.4.2.1 General requirements
For proper displaying on Web interface Client of Face Intellect software package the following
conditions are necessary:

1. Internet Explorer browser of 8.0 version and later.

2. |Ifitis supposed to view video archive of event from the report:
2.1. Permission to use ActiveX components in browser.
2.2. ActiveX CamMonitor set component.

Note. CamMonitor component is installed automatically with Intellect software package. If Intellect
software package is not installed on the Client it’s necessary to install this component separately.

3.4.2.2 Setting security parameters in Internet Explorer browser
On default the use of ActiveX components is forbidden in Internet Explorer, that is why it’s necessary to
set extra security parameters.


http://www.microsoft.com/

To do this do the following:

1. Execute Tools —> Internet options command in main menu of Internet Explorer browser (Figure

3.4-1).

{ZBlank Page - Windows Internet Explorer

@\‘—‘/ = IE about:blank

File Edit Wiew Faworites | Tools  Help

Delete Browsing Hiskory, ..

. _ .
W Favorites | = 5009 oprivate Brawsing

i€ Blank Page

Recpen Last Browsing Session

Ctrl+ShifE+Del
Crl+Shifk+HP

InPrivate Filkering
InPrivate Filtering Settings

Ctrl+Shifk+F

Pop-up Blocker
SmartScreen Filker
Manage Add-ons

Campatibility Yiew
Compatibility Yiew Settings

Subscribe to Ehis Feed, ..
Feed Discaversy
Windows Updake

Ceveloper Tools

F1z

Windows Messenger
AHarHocTHEES NPOANEM NOAKIHIHEHKA, .,

! Internet Options I

Figure 3.4-1 Internet options

2. In Internet options dialog box go to Security tab (Figure 3.4-2).
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Internet Dptions

General  Security IF‘rivac}.-' I Conkent I Connections I Progrars I Advanced I

Select a zane ko view or change security settings.

2

W

Internet

Local

«

Local intranet [T =t g=1{="

intranet

This zone is For all websites that are

% found

Security lewel

on your inkranet,

Restricted
sikes

Sikes |

fFor this zone

Custom

Custom setkings.

- Ta change the settings, click Custom level
- To use the recommended settings, click Default level,

{ Custom level... r Default lewvel |

Reset all zones to default [evel |

o |

OTMEHA I I'IpHMEHHTbI

Figure 3.4-2 Selecting the area to change the security settings

3. Inselected zone of dialog box (selected on default) click Custom level (Figure 3.4-2).

4. In Security settings dialog box execute the following settings (Figure 3.4-3):

4.1. Set Script ActiveX controls marked safe for scripting checkbox in ON position.

4.2. Set Initialize and script ActiveX controls not marked as safe checkbox in ON position.
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Security Settings - Local Intranet Zone ﬂ

Setkings

\#| Download unsigned Activer controls ;l
(%) Disable
{3} Enable
{J Prompt
¢/ Initizlize and script Activex controls not marked as safe For SJ
{3} Disable
{J Enatble
) Prompt
@] Only allove approved domains to use Ackivel withaut prompt
{3} Disable
{3} Enable
¢/ Fun Activel controls and plug-ins
O Administrator approved
{O) Disable
{*} Enatblz

™ Prarnk hl
4| | »

*Takes effect after vou restart Internet Explorer

Reset cuskom settings

Resetto  Inediom-low {default) j Reset... |
(8] 4 I Cancel |

Figure 3.4-3 Security settings of browser

5. Click OK in Security settings, and then in Internet options.
6. Restart browser.

Setting security parameters in Internet Explorer browser is completed.

3.4.2.3 Adding IP addresses of face search servers into trusted zone of Internet Explorer
browser
To add IP addresses of face search servers into trusted zone of browser do the following:

1. Execute Tools —> Internet options command in main menu of Internet Explorer browser (Figure
3.4-4).
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{.;' Blank Page - Windows Internet Explorer
@: - |g, about:blank

File Edit View Fawvatites | Tools Help

- ’ | " Delete Browsing Hiskory, .. CErl+5hife+Del
9 Favorites | o, @ | Sugges InPrivate Browsing Chrl+Shife+P

{é Elank Page Reopen Last Brawsing Session

InPrivate Filkering Chrl+Shife+F
InPrivate Filkering Settings

Pop-up Blocker 3
SmartScreen Filker +
Manage Add-ons

Compatibility Yiev
Compatibility Yiew Settings

Subscribe tokhis Feed, .,
Feed Discayvery 3
Windows Update

Developer Tools F1z

‘Windows Messenger
AMArHOCTHICE NPOBNEM MO AKMHIYEHKA. ..

Internet Options

Figure 3.4-4 Internet options

2. InInternet options dialog box go to Security tab (Figure 3.4-5).

Internet Options ll 5'

General  Security |Privacy I Conkent I Conneckions I Programs I Advanced I

Select a zone ko view or change security settings,

@ & / O

Inkernet Local intranet Restricted
sites

Trusted sites

_ ;’? This zome contains websites that you
W trust not to damage your computer ar
yaur files.

r— Security level For this zone

Custom
Cuskom settings.
- T change the settings, click Custam level,
- To use the recommended settings, click Default level.

Custom level... Default level |

Reset all zones to default level |

O I OTHEHS | I'IpHMEHHTbl

Figure 3.4-5 Trusted sites

3. Select Trusted sites zone and click Sites (Figure 3.4-6)
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You can add and remove Web sites from this zone. All Web sites
in this zone will use the zone's security settings.

Add this Web site to the zone:
| https:{{192.168.2.55
Web sites:

Remove |

IV Require server verification (https:) for all sites in this zone

OK Cancel

Figure 3.4-6 Adding IP addresses of face search servers into trusted zone

4. Write IP address of face search server in stated format and click Add (Figure 3.4-6).
5. Click OK in Trusted sites window and then in Internet options window.
6. Restart browser.

Adding IP addresses of face search servers into trusted zone of browser is completed.
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4 Personnel skills requirements
The following roles are determined for Face Intellect software package operation:

1. software package administrator;
2. software package operator.

In particular case one man can execute functions of both of them. The main functions of administrator
are:

1. modernization, setting and control over hardware capacity to work;

2. installation, modernization, setting and control over system and basic software capacity to
work;

3. installation, setting and control over application software.

Administrator should have a high level of proficiency and skills to install, set and control software and
hardware that are used in software package. Software package structure allows to control all accessible
functional to one administrator and it allows to part administrator responsibility among several users.
The main functions of operator are:

1. working with graphical interface of software package;
2. optimization of PC operation for solving assigned task with the use of functional that is
performed in software package;

System operator should be experienced in operating PC based on Microsoft Windows OS at the level of
expert user and easily do the basic operations.
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5 General description of Face Intellect software package

5.1 Structure of Face Intellect software package
Face Intellect software package consists of the following components:

1. Base version of Intellect software package.
2. Face recognition module.
3. Report System report subsystem.

Base version of Intellect software package is a program platform for face recognition module
installation. The functions of face recognition module are:

1. Face capture camera functional module activation (installed with base version of Intellect
software package);
2. Face recognition.

Report System Web-reports subsystem is a site located in the local area network or Internet depending
on requirements to security system that is realized in Face Intellect software package.

5.2 Interaction of Face Intellect software package components
Operation of Face recognition module is provided by the following interaction of Face Intellect software
package components:

1. Face capture camera system object;

2. Face search server system object;

3. Web access to face recognition system object;

4. Search by picture interface program module.
Interaction of Face Intellect software package components is for realization of two main functions: face
detection in the video frame and search for faces in the video archive using face photograph.

For face detection in the video frame Face capture camera module is used. It is installed together with
Intellect software package components. Every captured face gets into protocol that is kept in the
internal database of Face Intellect software package — Face Recongition.

Face search server records captured faces into the database and gives the opportunity to search for
faces using the photo.

The access to face recognition modules through the Web interface of Face Intellect software package is
provided with the help of Web access to face recognition object.

Search by picture program module allows to search faces by photo in the video archive in the Web
interface of Face Intellect software package.

5.3 Generalized structure of video surveillance system on basis of Face

Intellect software package
Generalized schemes of digital video surveillance system on basis of Face Intellect software package are
given on Figure 5.3-1, Figure 5.3-2.
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Search by picture

Processed information from
“Face capture camera” module
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Figure 5.3-1 Default configuration of Face Intellect software package in distributed network

Search by picture
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Processed information from
"Face Intellect” modules

Video from video surveillance
cameras

Remote monitoring workplace or
Welb client

Face capture camera

Face search server

Web access for face search server
Search hy picture

Video senver

Figure 5.3-2 Default configuration of Face Intellect software package in distributed network
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5.4 Face search modules
3 exterior face search modules are integrated into Face Intellect software package:

1. Cognitec 5.0 (vendor - Cognitec).
2. Cognitec 8.4 (vendor - Cognitec).
3. VeriLook (vendor - Neurotechnology).

In Face Intellect software package there is an Emulator module that is meant for emulation of face
recognition process.

5.5 “Search by picture” program module functionality
Search by picture program module allows to search faces by photo in the video archive in the Web
interface of Face Intellect software package.

The following variants of face search in the video archive by photo are available:

1. Search by photo captured from video camera.
2. Search by photo downloaded from the file.

Search by picture program module allows to export search results to report file in pdf format.

5.6 “Face capture camera” program module functionality
For face detection in the video frame Face capture camera program module is used.

5.7 “Face search server” program module functionality
The functions of Face search server program module are:

1. Indexation of captured faces;
2. Storage of captured faces in database;
3. Ability to search faces in database.

5.8 “Web access to face search” program module functionality
is provided with the help of Web access to face search program module is for giving the access to face
search modules through the Web interface of Face Intellect software package.

18



6 General hardware-software components of Face Intellect software
package

6.1 Software

6.1.1 Operation system
Face Intellect software package operates under Microsoft Windows operation systems (see
Requirements for OS ).

6.1.2 Software cores
Face Intellect software package is used in the following realizations (installation variants):

1. Onthe basis of full-featured Intellect software core (executable intellect.exe program module
corresponds to this realization). Full-featured software core provides Server and Client
functioning.

2. Using software core with minimized functional that provides Client functioning (executable
slave.exe program module corresponds to this realization).

Client software does not provide for activities of system administration functions (creation, removal,
setting up the objects in system, users’ registration, administration of their rights and authority) as well
as local database support (remote database that belongs to Server and is operated by intellect.exe core
is used on Client).

Central software component of the system is a full-featured software core - executable intellect.exe
module. Functional software modules (that are the software base of functional subsystems) interact
with system core.

The integration of distributed digital video surveillance system is provided through information
exchange between software cores.

6.1.3 Functional software modules

Functional software modules realize direct interaction with hardware and are a source of information
about condition of objects under control. Software system core processes information that comes from
different software modules and it provides their integration.

List of available functional software modules depends on configuration of software supply. Executive
files that correspond to functional subsystems are started automatically by the core according to system
configuration. For example, in case when Face detector server object is created the
face_recognition_proxy.run executive file is run automatically after confirmation of giving
corresponding settings.

6.1.4 Internal Server database
Internal Server database contains the following information:

1. System settings (about objects created in the system, their properties, users and authority,
another supplemental information);
2. About events registered in system for given period (event protocols).
Internal Server database is in MS SQL format. List of MS SQL Server versions that are supported by Face
Intellect software package is given in Table 6.1-1.
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Table 6.1-1 MS SQL Server versions

MS SQL Server version Supported edition

MS SQL Server 2008 R2 - see | Enterprise Edition (There are restrictions — maximal processor quantity and storage
http://www.microsoft.com capacity supported by OS)

Developer Edition (There are restrictions — maximal processor quantity and storage
capacity supported by OS)

Standard Edition (There are restrictions — 4 supported processors; maximal storage
capacity supported by OS)

Express Edition (There are restrictions — 1 supported processor, maximal database size—
10 Gb)

Web Edition (There are restrictions — 4 supported processors; maximal storage capacity
supported by OS)

Workgroup Edition (There are restrictions — 2 supported processors; maximal storage

capacity supported by OS (32-bit version), nnm o6bem namatu — 4 Gb (64-bit version))

Note 1. On default a free MS SQL Server 2008 R2 Express version is installed in Intellect software
package. To get information about features and restrictions of free version see
http://www.microsoft.com.

Note 2. If there is a mistake while Microsoft SQL Server 2008 R2 Express installation it’s necessary to
create the Repair.bat file following instructions that are given on
«http://support.microsoft.com/kb/958043».

Attention! Stable operation of Intellect software package is not guaranteed if there is an exceeding of
maximal database storage capacity (using MS SQL Server editions with storage capacity restriction).

Information about objects and setting parameters of digital video surveillance system, event protocols
can be copied from Server database to databases of other system Servers. The connection between full-
featured software cores of Intellect is performed through TCP/IP communications (in case if data
exchange is foreseen among software cores defined while system).

Information about system objects and their settings is stored in the database of Server to which given
objects belong to. Replication is done automatically with every data changing, core starting and
connection restoring.

Replication is used for creation common event space in distributed digital video surveillance system
Replication process is hidden for user.

6.1.5 Internal database of Face Intellect software package
Internal database of Face Intellect software package (FaceRecongition) contains the following
information:

1. Information about faces captured by cameras;
2. History of search by photo queries.

6.1.6 Software support of workplaces
Digital video surveillance system that is created on the basis of Face Intellect software package can
consist of workstations that are created on the basis of Intellect software package:

1. Operator’s remote workplace (RW);
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2. Administrator’s remote workplace (ARM);
3. Video server performing the functional of Operator’s and Administrator’s workplaces.

6.1.7 Face recognition modules activation in Face Intellect software package
Activation of face recognition modules functionality is performed by using a key file.

Substitution of present key file for a new one initializes the renewal of software functional in following

starting of the system.

6.1.7.1 «Cognitec 5.0» face recognition module activation
To activate Cognitec 5.0 module do the following:

1. Create a query file:

1.1 For Windows XP, Windows Vista and Windows 7 (User Account Control component is
switched off in Windows Vista and Windows 7) it’s necessary to start hwkey.bat file
located in <Face Intellect installation folder >\Modules\FaceRecognition\Cognitec5\bin
folder.

1.2 For Windows Vista and Windows 7 (User Account Control component is switched on)
it’s necessary to start a command line with administrator rights, go to <Face Intellect
installation folder>\Modules\FaceRecognition\Cognitec5\bin folder and accomplish

hwkey.bat.
Cognitec5lic.txt file, that contains configuration data of this computer, will be generated.

Attention! hwkey.bat file should be started on computer on which face recognition module will be

used.

Send Cognitec5lic.txt file to module producer.
Get activationkey.cfg file from module producer.
Copy activationkey.cfg file to < Face Intellect installation
folder>\Modules\FaceRecognition\Cognitec5\bin folder.

5. Rename activationkey.cfg file to Cognitec5License.cfg file.
Run CognitecLicenseUtil.exe file located in < Face Intellect installation
folder>\Modules\FaceRecognition folder.

Cognitec 5.0 face recognition module activation is completed.

6.1.7.2 «Cognitec 8.4» face recognition module activation
To activate Cognitec 8.4 face recognition module do the following:

1. Create a query file:
1.1 For Windows XP, Windows Vista and Windows 7 (User Account Control component is

switched off in Windows Vista and Windows 7) it’s necessary to start hwkey.bat file
located in < Face Intellect installation folder >\Modules\FaceRecognition\Cognitec8\bin
folder.

1.2 For Windows Vista and Windows 7 (User Account Control component is switched on)
it’s necessary to start a command line with administrator rights, go to <Face Intellect
installation folder>\Modules\FaceRecognition\Cognitec8\bin folder and accomplish
hwkey.bat.
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Cognitec8lic.txt file, that contains configuration data of this computer, will be generated.

Attention! hwkey.bat file should be started on computer on which face recognition module will be
used.

2. Send Cognitec8lic.txt file to module producer.

3. Get activationkey.cfg file from module producer.

4. Copy activationkey.cfg file to <Face Intellect installation
folder>\Modules\FaceRecognition\Cognitec8\bin folder.

5. Rename activationkey.cfg file to Cognitec8License.cfg file.

6. Run CognitecLicenseUtil.exe file located in < Face Intellect installation
folder>\Modules\FaceRecognition folder.

Cognitec 8.4 face recognition module activation is completed.

6.1.7.3 «VeriLook» face recognition module activation
To activate VeriLook face recognition module do the following:

1. Run ActivationWizardDotNet.exe file located in <Face Intellect installation
folder>\Modules\FaceRecognition\FacePlugins\VeriLook4.0|Activation folder.

VeriLook face recognition module activation utility is open (Figure 6.1-1).

&% ActivationWizardDotNet B [ 3

Activation Diagnostics

rl J
I technology
Product I Licenze Tupe I Additional info/Mumber of licer 5 Mewrotechnology activation service status

— | v Running... E

Running licensing zervices:
Location: C:\Program FileshWHTennexr
“Modules\FaceR ecognition’\FacePluging
“WeriLookd. OvActivationhpg.exe
Created: 21.09.201017:53:14
Compary: Meurotechnology
Wersion: 1.1, 0.0
Description: Meurotechnology
Activation Service [PC) 3.1
Copyright; Copyright [C] 2005-2010
Meuratechnolagy

Configuration file [pgd.conf):Emor:
Could not find file 'C:A\Program Filez
“HHreanextit odules'FaceR ecognition
“FacePlugins\YerLookd, IhActivation
“pgd. conf'.

Licensing service log file [pgd.log):
2011-07-11 15:47.00 Starting PG [revigion:
E3080, mode: single, pc)

2011-07-11 15:47:00 PG started.

| | 3

Refreshing in 9 seconds

Figure 6.1-1 VeriLook face recognition module activation utility

2. Go to Single PC tab (Figure 6.1-1).
Single PC license activation utility is run (Figure 6.1-2).
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|
Welcome 1o Single PC License Activation
Wizard

1 A zingle computer license allows to install and run licensed component on a
.| gingle Perzonal Cormputer or on one Server CPU.

=

< 5679-1562- 55

AB23-8F96-78
9652-7412

Press Nest to continue...

< Back E Mext > i Cancel

Figure 6.1-2 Single PC license activation utility

Click Next (Figure 6.1-2).
Single PC license activation window is open (Figure 6.1-3).

single PC License Activation |

Single PC License management

In thiz step you are able to manage vour single computer icenzes and activate new single
computer licenses...

Activate a new serial

To activate a received zerial number, please press “Activate new N N
licenze" button. Activate new license

Activated license management

Fleaze check the icenses you want to uze to activate Meurotechnology product compaonents on the
current camputer:

+

=
B

" - License iz valid. % - License iz probably invalid {it was generated not an this computer)

< Back I MNewt > I Cancel

Figure 6.1-3 Single PC license activation window

Click Activate new license (Figure 6.1-3).
Activate a new license window is open (Figure 6.1-4).
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5. In Serial No field set the serial number received from the producer (Figure 6.1-4, 1).

Activate a new license E|

E ] | distr.
erial Mo.: 1

[ |

Generate 1D from serial number

2 (o

Achivation Status

Generated 10: X 3
Licenze activated: x Activate online |

Cloze |

Figure 6.1-4 Activate a new license window

6. Generate HID-code by clicking Generate (Figure 6.1-4, 2).
7. Click View ID (Figure 6.1-4, 2).

Generated hardware ID window is open (Figure 6.1-5).

8. Click Save to file and set the file for saving the configuration data (Figure 6.1-5).
9. Go to producer’s site on http://www.neurotechnology.com/cgi-bin/nla.cgi (Figure 6.1-6).

Generated hardware ID

Send generated |0 back to Neuratechnology or distrib.

SETBAEZTEZEEESAICEETE0T7IZETEE02407 300301
AE7A4AZ1DED210793DBOE?E3SEDE0SASIDO64F 33
291CAZOES?0AR4LZC7DEEETSREL1?DFLZZ28CAC3D3
SAF1CESFOSEL4E37FCO14E7134FEDCAFS083ECE8
eEB26708DBZSADSEOFCEFSAIESS0LEEF1SECSEDDC
L£277709B4F2E01DE44D4 602 14E419000ECEEELEA
134FSASTAZ64El SS0COTDESAS0IGADEESSESSZA0
EZBIBLSEFEC1E7E220C2AA BAICCETTREECODLIOES4
FO0BEZ4 2DEEACCZE442EOAETEEA4AFAGESELZICER
3FE84ES01ECDAFSCED14328C6C47EEB47ECFEFAZ
FAR42FDEESSCFDADIIEZ77C944EQZESED IFF4A72
ZCCSAFSALZRE3310513054F342E04054D336D6DED
SEZ407A210357E7EZB6CE4204077E7 43 EACSCAR
D7ZE60411D1IDCAEEZFIEDEDER1AEIS2F4470DE488
40ES14FCS5ZCSZCZBS0BDCSEDEOSFOIDS4835353FZE
1EFEDOCCAEZSAL240FACROBE?IEAD7CE45AA01 50

‘ Save tofile... ’ Copy to clipboard |

Close

Figure 6.1-5 Generated hardware ID window

Request license file by uploading a file with computer ID

ifyou have problems with activation, piease contact us (sunnortifnewotechnofogy. com).

FPlease upload a computer id file {see vour SDK documentation for more information) and enter your email address. After
submitting this information an email message with license file will he automatically send to the specified address by our server.

1 @al file with computer ID: |

OE\'SDp.TT)

10. It’s necessary to set the path to the file with configuration data in Local file with computer ID

field (Figure 6.1-6, 1).

11. Set your email address where the key file will come to in Email address field (Figure 6.1-6, 2).

2 Email adaress: |

J

3 G

Figure 6.1-6 Producer’s site
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12. Click Submit (Figure 6.1-6, 3).

13. In the window of new license activation click ¥ and select the key file that has come to email
(Figure 6.1-7).

Single PC License Activation |

Single PC License management

In thiz step you are able to manage pour single computer icenses and activate new single
computer licenses...

Activate a new serial

To activate a received senal number, please press "Activate new i )
licenze" buttan. Activate new license

Activated licenze management

Fleaze check the licenses you want o uze to activate Meurotechnology praduct companents on the

current compuber:
(©

=<
B

-\;/ - License is valid. # - License is probably invalid (it was generated not on this computer)

< Back { Mext > } Cancel

Figure 6.1-7 Adding the activation file

Attention! Producer sends two key files - VLExtractor and VLMatcher — to your email. It’s necessary to
activate each file.

14. Click Next (Figure 6.1-7).

Preparedness for activation window is open (Figure 6.1-8).

single PC License Activation |

Licenzing zervice installer
Ir thiz step Meurotechnology licenzing zervice will be installed.

Licensing service installaion task

Save licenzing service configuration file
Stop previous licensing service
Remove previcus licensing service
Install new licensing service

Start created licensing service

Prezs "lnstall licenzing service in order to install and stark the " N -
licemsing service. nstall licensing service

J

< Back | [zt > | Cancel I

Figure 6.1-8 Preparedness for activation window

15. Click Install licensing service to start the license activation (Figure 6.1-8).
16. After finishing the activation process click Finish (Figure 6.1-9).
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Single PC License Activation k|

Licensing service installer
In thiz step Meurotechnology licenzing service will be installed.

Licensing service installabion task

Save licensing service configuration file

Stop previous licensing service

Remaove previous licensing service
Install new licensing service
Start created licensing service

Installation is finmished. Press "Finish™ to continue... . B .
Inzstall licensing service

< Back t Firizh 1 Catize| |

Figure 6.1-9 Finishing the activation process

VeriLook face recognition module activation is completed.

6.2 Hardware
The following components can be used as main software-hardware components for making a
distributed video surveillance system on the basis of Face Intellect software package:

1. Remote monitoring workplaces (RMW) or Administrator’s remote workplace (ARM) that
additionally realize functions of Operator’s workplace created on the basis of personal
computers (IBM PC).

2. Video servers on the basis of personal computers (IBM PC) with installed special equipment
(video and audio capture cards) that additionally realize functions of system Operator’s and
Administrator’s workplaces.

3. Administrator’s workstations (Administrator’s remote workplace) with ability to realize video

server functionality using network IP devices of audio and video input.

Network video concentrators (WaveHub, Linux-hub and others).

Network video servers (Matrix and others).

Analog and network video cameras.

N o vk

TCP/IP communications.

6.3 Communication media
Communication tools of Face-Intellect software package allow to create automated systems of

environment control on extensive and multipronged objects. System components interact automatically

and make a common security system on these objects.

Data exchange and communication between system components is made by using local area network

(LAN), wide area network (WAN), telephone lines (Dial-Up) or dedicated communication channels using

TCP/IP protocol.

26



7 Installation of Face-Intellect software package components

7.1 General information about Face-Intellect software package installation
To install Face-Intellect software package do the following:

1. |Install Intellect software package (see Intellect software package. Administrator’s guide).
2. Install Face-Intellect software package (see Face-Intellect software package installation).
3. |Install report subsystem (see Report System Web-reports subsystem. User guide).

7.2 Face-Intellect software package installation

7.2.1 Description of Face-Intellect software package distribution
Face-Intellect software package distribution is supplied on CD (Figure 7.2-1).

Figure 7.2-1 CD with Face-Intellect distribution

Distribution contains installation program and necessary program components for Face-Intellect
software package installation on backbone computer.

To install Face-Intellect software package you should have administrator rights.

7.2.2 Installation
To install Face-Intellect software package do the following:

1. Insert installation CD with Face-Intellect software package to CD/DVD drive. CD contents is
displayed in dialog window (Figure 7.2-2)

[CHelp
[Chlanguages

ﬁ'F‘deuct

i
i sekup

:-}setup
Figure 7.2-2 Installation CD contents
2. Run executable Setup.exe file that is for starting Face-Intellect installation program.

As a result the dialog window of welcome to software installation with the Welcome to the Face
Intellect v.5.0.0 Setup Wizard message (Figure 7.2-3).



i Installation of Face Intellect v.5.0.0.331 =10 x|

= 3 Welcome to the Face Intellect ¥.5.0.0.331
Ve Inteue(:t Setup Wizard.

You are welcomed by the Face Intellect v.5.0.0,.331 Setup
wizard, It enables ko set installation parameters, Ik is
recommended ko quit all other applications before wou
continue installation, Click Mext to go on or Cancel to exit
the Setup wizard, Thank wou For using software products by
Seccon3oft Group company,

Mk I Cancel

Figure 7.2-3 Start dialog window of installation program

3. Click Next (Figure 7.2-3).

The dialog window with license agreement is displayed (Figure 7.2-4).

i‘._% Installation of Face Intellect ¥.5.0.0.331 ;Iglﬂ

License Agreement.
Please read the License agreement carefully,

LICENSE AGREEMENT -

This End-User License Agreement (ELULA) is a legal agreement
hetween the AKONSCOFT LIMITED, hereinafter referred to as
the "Licensor ", and the software End-Uszer, hereinafter referred to
as the "Licensee".

1. GRANT OF LICENSE
1.1. The Licensor grants to the Licensee a non-exclusive right
of using this software in accardance with this Agreement.

[

( %" T accept the terms of the License agreement, )

" I do not accept the terms of the License agresment.

Print | Back. I Next I Cancel

Figure 7.2-4 The dialog window with license agreement

4. Confirm that you agree with conditions of license agreement by setting | accept the terms of
the license agreement checkbox after reading conditions of license agreement otherwise the
software installation will be stopped (Figure 7.2-4).

5. Click Next (Figure 7.2-4).

The window in which you should select MS SQL Server and set authorization parameters when you
connect to it (Figure 7.2-5).
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Select Database Server

Select database Server and authentication method,

Select database Server from the drop-down list,

| {local)\3QLEXPRESS =]

Choose user identification procedure based on the present user account or SCL Server
identity check,

 wWindows user account

% Use the following user name and password:

Lser name |sa

Password I

Back. I Mexk I Cancel

Figure 7.2-5 Dialog window of selecting Microsoft SQL Server

6. Select SQL-server using Database server dropdown list (Figure 7.2-5).

Note. If it’s necessary to use SQL-server that is installed on this (local) computer you should select
(local)\SQLEXPRESS point (set on default).

7. Set authorization parameters that will be used by Face-Intellect software package when you
connect to SQL-server.

There are the ways of authorization that are realized in dialog window (Figure 7.2-5, Table 7.2-1)

Table 7.2-1 Ways of authorization

Ways of authentication Registration data Windows SQL-server verification while using the
following user name and password

(Recommended)

SQL-server from Intellect and Face-
Intellect distribution is installed on one

computer. At the same time the
SQL-server from Intellect software package

connection to SQL-server with given
distribution (or distribution of third-party &

. user name (login) and password can be
producer) and Face-Intellect are installed on .
done from any remote computer that is
one computer. . .
in the same domain of TCP/IP network,
as the computer on which you install
SQl-server.

Usage cases

SQL-server and Intellect software package are | SQL-server from Intellect and Face-

installed on different computers that are
connected by TCP/IP network and are located
on one network domain. At the same time in
Windows OS on computer with installed MS
SQL-server the user account should be
created for the user authorized in Windows
0OS on computer where Face-Intellect is
installed.

Intellect distribution is installed on
different computers that are connected
by TCP/IP network and located on one
domain. At the same time given user
name (login) and password should be
the same as user name and password
that are used to gain access to SQL-
server.
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Ways of authentication

Registration data Windows

SQL-server verification while using the
following user name and password
(Recommended)

Full-scale SQL-server (installed additionally)

and Intellect are installed on different
computers that are connected by TCP/IP
network and are located on one network

domain. At the same time on remote SQL-
server the user account should be created for

the user authorized in Windows OS on

computer where Face-Intellect is installed.

Full-scale SQL-server (installed
additionally) and Intellect are installed
on one or different computers that are
connected by TCP/IP network and are
located on one network domain. At the
same time given user name (login) and
password should be the same as user
name and password that are used to
gain access to SQL-server.

Note. Using distributed architecture of video surveillance system in order to connect to remote SQL-

server it’s recommended to set login and password by selecting Use following user name and password
(recommended for network configuration). Selection of this way of authentication provides stable

operation of Face-Intellect software package with remote resources.

Description of Intellect software package configuration while using distributed architecture of digital

video surveillance system is given in Intellect software package. Administrator’s guide.

8. To continue the installation process click Next (Figure 7.2-5).

Ready to install dialog box is displayed (Figure 7.2-6).

i'a‘!rl' Installation of Face Intellect ¥.5.0.0.331

Ready to Install

Sebup wizard is now ready bo begin installation of Face Intellect +.5.0.0.3
computer,

=151

Setup wizard is ready to install Face Inkellect v.5.0.0.331 on vour PC, Click Install to
start, IF wou wank to review or change any installation parameters, click Back. Click

Cancel to exit the Setup wizard,

Back I Install I Cancel

Figure 7.2-6 Ready to install dialog box

9. Click Install (Figure 7.2-6).

As a result the dialog window of Face-Intellect software package installation process is displayed (Figure

7.2-7)
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{i& Installation of Face Intellect ¥.5.0.0.331 ) ]

Installing Face Intellect ¥.5.0.0.331

Flease wait Lill Setup wizard installs Face Intellect «.5.0.0,.331, Installation period
depends on the operating system configuration and software that is already
inskall=d.

Skatus:

Cancel

Figure 7.2-7 Dialog window of Face-Intellect software package installation process

After installation of all Face-Intellect software package components the dialog window of installation
process completion (Figure 7.2-8)

{i# Installation of Face Intellect ¥.5.0.0.331 o ] |

Installation Complete
Installation of Face Intellect +,5.0.0.331 is completed.

Installation of Face Intellect «.5.0.0.331 on wour computer is completed. IF wou were
installing Face Intellect +.5.0.0,331 from CD, please, remove the installation media, Click
Finish ko exit.

, :
(_Fsh

Figure 7.2-8 Dialog window of installation process completion

10. Click Finnish (Figure 7.2-8).
Face-Intellect software package installation is completed.

7.2.3 Repairing
To repair Face-Intellect software package do the following:
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1. Insert installation CD with Face-Intellect software package to CD/DVD drive. CD contents is
displayed in dialog window (Figure 7.2-9)

[ChHelp
IChlanguages

ﬁ}%’Prnduct

1
i sebup

:—;'!setup
Figure 7.2-9 Installation CD contents
2. Run executable Setup.exe file that is for starting Face-Intellect installation program.

As a result the dialog window of selecting action type is displayed (Figure 7.2-10).

i'.;!} Installation of Face Intellect ¥.5.0.0.331 - | Ellﬂ

Select Action

Choose operation ko execute with Face Inkellect +.5.0.0.331 and click Mext.

i Remove

[T Remove FACE database

Cancel_|

Figure 7.2-10 Dialog window of selecting action type

3. Select Repair operation type (Figure 7.2-10).
4. Click Next (Figure 7.2-10).

The dialog window of Face-Intellect software package restoring process is displayed (Figure 7.2-11).
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Repairing Face Intellect v.5.0.0.331

Please wait while the Setup Wizard repairs Face Intellect +.5.0.0.331,

Skatus:

Cancel

Figure 7.2-11 Rpairing dialog window

After installation of all components of Face-Intellect software package the dialog window of finishing the
repairing process will be displayed (Figure 7.2-12).

i'é" Installation of Face Intellect ¥.5.0.0.331 I ] S

Repairing Face Intellect v.5.0.0.331

Installation of Face Intellect v, 5.0.0.331 on your computer is completed, IF vou were
installing Face Intellect «.5.0.0.331 from D, please, remove the installation media. Click
Finish ko exit.

Figure 7.2-12 Finishing the repairing process dialog window

5. Click Finish (Figure 7.2-12).
Repairing of Face-Intellect software package is completed.

7.2.4 Removing
To remove Face-Intellect software package do the following:

1. Insert installation CD with Face-Intellect software package to CD/DVD drive. CD contents is
displayed in dialog window (Figure 7.2-13).
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[hlanguages

EE!Pr-:nduct

) setup

B setup
Figure 7.2-13 Installation CD contents
2. Run executable Setup.exe file that is for starting Face-Intellect installation program.

As a result the dialog window of selecting action type is displayed (Figure 7.2-14).

i@ Installation of Face Intellect ¥.5.0.0.331 — =1z

Select Action

Choose operation to execute with Face Inkellect +.5.0.0.331 and click Mext.

" Repair

{ [T Remowve FACE database }

o D cne |

Figure 7.2-14 Dialog window of selecting action type

3. Select Remove operation type (Figure 7.2-14).

4. Set the Remove face database checkbox if it’s necessary to remove face database (Figure
7.2-14).

5. Click Next (Figure 7.2-14).

The dialog window of Face-Intellect software package removal process is displayed (Figure 7.2-15).
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Removing Face Intellect v.5.0.0.331

Please wait while the Setup Wizard removes Face Intellect +v.5.0.0.331.

Skatus:

Cancel

Figure 7.2-15 Removing dialog window

Note. To cancel removing process of Face-Intellect software package click Cancel (Figure 7.2-15).

As a result after removing all files there will be a message about finishing the removal process of Face-
Intellect software package (Figure 7.2-16).

ii-.% Installation of Face Intelleck ¥.5.0.0.331 o [m] |

Removal Complete

Face Intelleck +.5.0.0,331 is successfully remowved Fram wour PC, IF wou want ko repair
Face Intelleck +.5.0.0.331, vou can install it again From the installation media. Click Finish ko
exik,

N

—

Figure 7.2-16 Finishing the removal process of Face-Intellect software package

6. Click Finish (Figure 7.2-16).

Removing of Face-Intellect software package is completed.



8 Face-Intellect software package configuration and setting its
components

8.1 Face-Intellect software package configuration and setting procedure
To configure Face-Intellect software package do the following:

1. Create and set up the Face capture camera system objects for video cameras that are used for
face detection;

2. Create and set up the Search for faces server system object;

3. Create and set up the Web-access to face recognition system object;
Create and set up the Viewing web-interfaces module interface object;

8.2 Setting “Face capture camera” system object
Face capture camera detects the presence of man’s faces in controlled zone.

The Face capture camera object is created on the basis of the Camera object in the Hardware tab of
System setting dialog window (Figure 8.2-1).

“Hardware ! RIETACES, w
N’ — sl
- [E) LOCALHOST
EI‘ wideo Capture Card 1 - IFace capture camera 1

EIH Caneid Camera [ Disable
% Face capture camera 1

| Camera 1

Figure 8.2-1 Face capture camera creation

To set up Face capture camera do the following:

1. Go to setting panel of the Face capture camera object (Figure 8.2-2).

36



- IFace capture camera 1
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Figure 8.2-2 Face capture camera setting panel

Set how many frames per second are processed by face detector program module in the video
stream. This parameter is necessary for load shedding on Server (Figure 8.2-2, 1).

Set the rate of face to size of video surveillance window it’s necessary to select the face with
dynamic frame (Figure 8.2-2, 2).

If you need to change the colour of dynamic frame click left mouse button in the Colour field
(Figure 8.2-2, 3). In standard Windows Colour dialog window select necessary colour and click
OK.

On default face capture camera processes video at resolution that is set for parent Camera
object. To process video at 320x240 resolution set Process video in low resolution checkbox
(Figure 8.2-2, 4).

Note. This function allows load shedding on Server but probability to recognize faces is reducing.

Attention! Process video in low resolution parameter is not relevant when high resolution is set for

parent Camera object.

6.

7.

Set Scaling of face capture area slider in position that corresponds to required scale of face
image for recording (Figure 8.2-2, 5). Current scale value is displayed in the field over the slider
and varies from 1 (only face image is recorded) to 5 (frame is recorded in full).

To save changes click Apply (Figure 8.2-2, 6).

Setting Face detector is completed.

8.3 Setting “Face search server” system object

8.3.1

“Face search server” system object setting procedure

Face search server object is created on the basis of the Camera object in the Hardware tab of System
setting dialog window (Figure 8.3-1).
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Figure 8.3-1 Face serach server object

To set up Face search server do the following:

1. Set parameters of face recognizer module;
2. Set database parameters;
3. Select Face capture camera objects that correspond to required video cameras for face
recognition.
Attention! Only one Face search server can be created on one Server.

8.3.2 Setting parameters of face search module
To set parameters of face recognizer module do the following:

1. Go to setting panel of the Face search server object (Figure 8.3-2).
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Figure 8.3-2 Face search server object setting panel

2. Set the Write results after the person leaves the camera field of view checkbox if it’s necessary
to generate vector only once — when face disappears from the frame (Figure 8.3-2, 1).

Note. When Cognitec recognizer is used Write results after the person leaves the camera field of view
parameter activation allows load shedding on Server. Negative effect of this parameter activation is that
face will be searched when the person is not in frame.

3. Click Server settings (Figure 8.3-2, 2).
Recognition server configuration window is displayed (Figure 8.3-3).
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Figure 8.3-3 Configure recognition server

4. Select required face recognizer module from Module dropdown list (Figure 8.3-3, 1).
5. Set maximum allowed quantity of vectors for a man that are calculated while face search in the
corresponding field (Figure 8.3-3, 2).
Note. The more vectors are drawn while face search the better quality of search is, but there is error
probability — faces of different people can be identified by recognizer as the face of one man and vectors
will be drawn by these faces, one of which is incorrect. Increasing the quantity of vectors you increase
Server load.
6. Inthe Population field set Yes value if it’s necessary to use identification mechanism with
population creation (Figure 8.3-3, 3).
Note. In case when mechanism with population creation is used, face search is performed by created sets
of faces in the database. In another case, while face search, a specified frame and faces in the database
are compared in turn. Search by database with population creation is faster than one without population
creation.
7. Click OK (Figure 8.3-3, 4).
8. To save changes click Apply on setting panel of the Face search server object.

Setting parameters of face recognizer module is completed.

8.3.3 Setting parameters of database
To set parameters of database do the following:

1. Go to setting panel of the Face recognition Server object (Figure 8.3-4).
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Figure 8.3-4 Face search server object setting panel

2. Click Server settings (Figure 8.3-4).

Recognition server configuration window is displayed (Figure 8.3-5).

Configure recognition Server
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Figure 8.3-5 Face recognition module setting




3. In Keep protocols for, days field set the number of days during which the captured faces will be
stored in database (Figure 8.3-5, 1).

4. Set the time of cleaning the database in HH:MM:SS format in corresponding field (Figure 8.3-5,
2).

5. Click OK (Figure 8.3-5, 3).

6. To save changes click Apply on setting panel of the Face recognition server object.

Setting parameters of database is completed.

8.3.4 Selecting «Face capture camera» objects
To select Face capture camera objects that correspond to required video cameras do the following:

1. Go to setting panel of the Face Search Server object (Figure 8.3-6).

- IFace Search Server 1

Computer [” Disable
|LOCALHOST

Face capture camera 1[1.1]

Figure 8.3-6 Face search server object setting panel

2. Select required Face capture camera objects in Available elements list of Face detection units
group (Figure 8.3-6, 1).
3. Move selected Face capture camera objects to Selected elements list of Face detection units

group by clicking _ (or . for moving all objects from the list) (Figure 8.3-6, 1).
Note. Selected elements list is a list of Face detector objects that are selected for working with Face
recognition Server object.

- and - are for reverse actions i.e. for moving selected or all face capture cameras from the right
list to the left.

As a result selected Face capture camera objects are displayed in Selected elements list of Face capture
cameras group (Figure 8.3-6, 1).
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4. To save changes click Apply (Figure 8.3-6, 2).

Selection of Face capture camera objects that correspond to required video cameras is completed.

8.4 Setting “Web access to face search” system object
On setting panel of the Web access to face search object you can get access to face search modules
through Web-interface of Face-Intellect software package.

The Web access to face search object is created on the basis of the Computer object in the Hardware
tab of the System settings dialog window (Figure 8.4-1).

5= LOCALHOST
(|3 'Web access to face search 1 - I\'\"Eb access to face search 1

Video Capture Card 1 .
ety (el sl Web Report Spstem [ Disable
...[Ep Face Search Server 1
| ‘wieb Report System 1

[

Face Search Server 1[1]

Figure 8.4-1 Web access to face recognition object

To get access to face recognition modules through Web-interface of Face-Intellect software package do
the following:

1. Go to setting panel of the Web access to face search object (Figure 8.4-2).
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Figure 8.4-2 Setting panel of the Web access to face recognition object

2. Select required Face Search Server objects in Available elements list of the Face recognition
Server group (Figure 8.4-2, 1).
3. Move selected Face Search Server objects to the Selected elements list of the Search Server

group by clicking _ (or . for moving all objects from the list) (Figure 8.4-2, 1).
Note. The Selected elements list is a list of the Face recognition Server objects that are selected for
working through Web-interface of Face-Intellect software package.

- and - are for reverse actions i.e. for moving selected or all face detectors from the right list to
the left.

As a result selected Face Search Server objects are displayed in the Selected elements list of the Face
Search Server group (Figure 8.4-2, 1).

4. To save changes click Apply (Figure 8.4-2, 2).

Getting access to face search modules through Web-interface of Face-Intellect software package is
completed.

8.5 Setting “Web interfaces viewer module” interface object
To setup the Web interfaces viewer module interface object do the following:

1. Set parameters of the Web interfaces viewer module interface window
2. Setup the Web-interface for search for faces server object.
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8.5.1 Setting parameters of “Web interfaces viewer module” interface window

You can set parameters of the Web interfaces viewer module interface window on setting panel of
corresponding object. The Web interfaces viewer module object is created on the basis of the Screen
object in the Interfaces tab of the System settings dialog window (Figure 8.5-1).

IWeb interfaces viewer 1
E Screen |

- Screen I” Disable
-5 Web interfaces viewer 1

| Screen

Figure 8.5-1 Web interfaces viewer module object

To set parameters of the Web interfaces viewer module interface window do the following:

1. Go to setting panel of the Web interfaces viewer module object (Figure 8.5-2).

- IWeb interfaces viswer 1

Screen I Disable

| Screen 1

CEDEEST

Figure 8.5-2 Setting panel of the Web interfaces viewer module object

2. Set coordinates of the top left angle of the Web interfaces viewer module interface window: X
(horizontal indent from left border of computer screen) and Y fields (vertical indent from top
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border of computer screen) (Figure 8.5-2, 1). Coordinates are given in percentage rate relatively
to screen size across and upright correspondingly.

3. Set coordinates of the top left angle of the Web interfaces viewer module interface window:
«W» (window width) and «H» fields (window height) (Figure 8.5-2, 2). Sizes are given in
percentage rate relatively to screen size across and upright correspondingly.

Note. For easy setting coordinates and sizes of Web interfaces viewer module interface window it’s
recommended to use visual method of coordinate setting.

Click - and using mouse set required size and position of test window and click OK (Figure 8.5-3).
Coordinates of test window will be calculated and copied to X, Y, W and H fields automatically.

Set coordinates ]

Figure 8.5-3 Visual method of setting coordinates

4. Ifit's necessary to move the Web interfaces viewer module interface window set Allow moving
checkbox (Figure 8.5-2, 3).
5. To save changes click Apply (Figure 8.5-2, 4).

Setting parameters of Web interfaces viewer module interface window is completed.

8.5.2 Setting the “Web-interface for face search server” object
The Web-interface for face search server object is created on the basis of the Viewing web-interfaces
module object in the Interface tab of the System settings dialog window (Figure 8.5-4).
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Figure 8.5-4 Web-interface for Face search server object

To set the Web-interface for Face search server object do the following:

1. Go to setting panel of the Web-interface for Face search server object (Figure 8.5-5).

wheh interface for Face Searc
web access to face search 1 |—
u
‘wheb interfaces viewer 1 |—

B —

Figure 8.5-5 Setting panel of the Web-interface for Face search server object

2. From the dropdown list select required Web-interface for Face search server object that gives
access to face recognizer module through Web-interface (Figure 8.5-5, 1).
3. To save changes click Apply (Figure 8.5-5, 2).

Setting the Web-interface for Face search server object is completed.
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9 Working with Face-Intellect software package

Working with Face-Intellect software package is realized through Web interface of Report System.

Access to Web interface of Report System is available through the browser or Viewing web-interfaces
module interface window of Face-Intellect software package.

9.1 Features of working with Face-Intellect software package through
browser

9.1.1 Report System starting up and shutting down

9.1.1.1 Ways of starting up
To start up Report System do the following:

1. If Client coincides with Web server — through Start Windows OS menu: Start = All programs=
Intellect = Web report subsystem;

2. On any Client — through connection string of the browser: http://<IP-address Web-
server>/Reports.

Note. In the latter case if Client coincides with Web server it’s allowed to set http://localhost/Reports
address.

As a result of one of these actions the page for authorization in Report System is displayed (Figure 9.1-1).

=
MR Report System

Username
Password

™ Remember

Figure 9.1-1 Page for authorization in Report System

9.1.1.2 Authorization
To authorize in Report System do the following:
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1. Start up Report System in any acceptable way (see Ways of starting up ).
2. Setusername and password (Figure 9.1-2).

Note. Initial login to Report system is done under rs user who has administrator’s rights. In Username
and Password fields set rs. Later administrator needs to build subsystem on multiuser mode (for more
details see Setting roles and users part of of Web-reports subsystem Report System. User guide).

Username |r5|

Password I"

I- FRemember

Figure 9.1-2 Authorization in Report System

3. Set Remember checkbox (Figure 9.1-2) in case when you need automatic authorization in
Report System with parameters that are set in step 2.
4. Click Enter (Figure 9.1-2).

As a result you will go to Report System page (Figure 9.1-3).

Note. Description of Report System interface is given in «Report System» interface part of Web-reports
subsystem Report System. User guide.

M Report System

FACE module

Navigation: Report System

~
-~
— q
-
W

e >

E1TV |0xX>x@©n

Figure 9.1-3 Report System document page



9.1.1.3 Shutting down
To shut Report System down it’s necessary to close the page in browser.

9.1.1.4 User switching
There is fast switching of Report System users.

To switch users do the following:

1. Point cursor in the upper right corner of subsystem’s Web-interface to the name of current user
or to [® icon (Figure 9.1-4).

Administration

Profile

Exit

Figure 9.1-4 Exit from Report System

2. In appeared context menu select Exit (Figure 9.1-4).
3. The window of Report System authorization is displayed. Set the username under which it’s
necessary to login subsystem, its password and click Enter (see Authorization ).

User switching is completed.

9.1.2 Setting the rights for working with Face-Intellect software package
To setup the rights for working with Face-Intellect software package do the following:

Attention! Details of setting the roles and users in Report System is given in Hacmpoiika poneii u
nonv3zosameneli part of Web-reports subsystem Report System. User guide.

1. Point cursor in the upper right corner of subsystem’s Web-interface to the name of current user

or to ¥ icon (Figure 9.1-5).

Administration

Profile

Exit

Figure 9.1-5 Going to the page of Report System administration

2. In appeared context menu select Administration (Figure 9.1-5).
Administration page is displayed (Figure 9.1-6).
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Figure 9.1-6 Administration page

3. Go to Security tab (Figure 9.1-6).
Security settings page is displayed (Figure 9.1-7).
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Figure 9.1-7 Security settings

4. Go to Role > Operations tab (Figure 9.1-7).
Role settings page is displayed (Figure 9.1-8).

e
MR Report Syste

Documents

Scheduler || Security

| Users > roles ” Roles > users || Role > operations |

le > operations
Actions Role Description Operations
1 2 Administrator IAccess to Report System adminis|FACE eperator,Administrator
2 | T |aAnonymous Intellect user Access to Report System functions f FACE operator, Administrator

per: for the role : Admini
selected Operation Description
1(1_ | I |FACE operator ‘Sear:hﬁ by p\@
2, | I~ |Adm\mstratur ‘Administars Report

Figure 9.1-8 Role settings
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5. Click 74 for required role in Actions column of Roles > Operations table (Figure 9.1-8).
As a result there is the ability to edit role parameters. It’s necessary to set Operator Face
checkbox (Figure 9.1-8, 1).

7. To save the changes in role parameters click Save (Figure 9.1-8, 2).

Note. To cancel the changes in role click Cancel (Figure 9.1-8, 3).

Setting the rights for working with Face-Intellect software package is completed.

9.2 Features of working with Face-Intellect software package through

«Viewing web-interfaces module» interface window
To ensure correct operation of Face Intellect software package through Viewing web-interfaces module
it’s necessary to add IP addresses of face search servers into trusted zone of Internet Explorer browser
(see Adding IP addresses of face search servers into trusted zone of Internet Explorer browser) and setup
security parameters of Trusted sites zone (see Setting security parameters in Internet Explorer browser).

There are some features while working with Face-Intellect software package through «Viewing web-
interfaces module» interface window:

1. Interface window is a Web-page of search for faces by photo in video archive.
2. There is no report subsystem navigation in interface window.
3. There are no standard menus and browser operations in interface window.
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Figure 9.2-1 working with Face-Intellect software package through «Viewing web-interfaces module» interface window

Without taking these features into account working with Face-Intellect software package through
«Viewing web-interfaces module» interface window is the same as working through browser.

9.3 Working with «Search by picture» program module
Face-Intellect software package allows to search faces by picture in the video archive.

To go to face search click Face module link in Report System menu (Figure 9.3-1).

M Report System

786

FACE module

Figure 9.3-1 Switch to face search

As a result Face-Intellect software package main page is displayed on Report System site (Figure 9.3-2).

54



FACE module

Navigation: FACE module

; ™
! Search by picture | Search pictures in video archives. h / \ l ntel Iect

Figure 9.3-2 Face-Intellect software package main page

Click search by picture (Figure 9.3-2).

As a result face search by picture in the video archive page is displayed (Figure 9.3-3).
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Figure 9.3-3 Face search

9.3.1 Setting search criteria

9.3.1.1 Selection of image for search
You can select the image for search in two ways:

1. By capturing the image from video camera.
2. By downloading the file with image.

9.3.1.1.1 Capturing image from video camera
To capture the image from video camera do the following:

1. Click Capture on control board (Figure 9.3-4).

Download W Capture

Export
Figure 9.3-4 Capturing image from video camera

Window of capturing image from video camera is displayed (Figure 9.3-5).
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Figure 9.3-5 Window of capturing image from video camera

2. From the dropdown list select video camera from video archive in which it’s necessary to
capture the image (Figure 9.3-5, 2).

3. Select required video. To go to video records click left mouse button on the corresponding time
marker (Figure 9.3-5, 2).

4. Select required video frame. Use playback control board for video frame selection (Figure 9.3-5,
3).

Note. E button is for starting playback of selected video recording, E button stops playback and
set video recording playback current position to the beginning of video recording fragment.

E and E buttons are used for going to video recording back and forth in playback mode and also

for paging frames in pause mode. To go to pause mode KHornka E button is used, E button is used
for restarting playback.

5. Click Next to go to select area on the image (Figure 9.3-5, 4).
Note. To return to the page of search for face click Cancel (Figure 9.3-5, 5).

Window of selecting frame area is displayed (Figure 9.3-6).
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Choose pattern: select area on the image

7

Figure 9.3-6 Window of selecting frame area

6. Select the area in frame where the face is by clicking and holding left mouse button and

dragging mouse cursor (Figure 9.3-7).

Choose pattern: select area on the image

] -
N -
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N
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2
‘ OK |} Cancel
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Figure 9.3-7 Selecting area



7. To continue click Ok (Figure 9.3-7, 1).
Note. To return to the page of search for face click Cancel (Figure 9.3-7, 2).

As a result the selected area is displayed in the Pattern field on setting search conditions board (Figure
9.3-8).

i Pattern

Figure 9.3-8 Captured image

Capture frame from video camera is completed.

9.3.1.1.2 Downloading image from file
To download image from the file do the following:

1. Click Download on control board (Figure 9.3-9).

i
A e
Download Capture Export

Figure 9.3-9 Downloading image from file

Window of selecting file is displayed (Figure 9.3-10).

Choose pattern: uplead from file
[Fie 1
I ( Browse... b

| 2 3 I

{ MNext |j Cancel |
o

Figure 9.3-10 Window of selecting file

2. You can download the image from the file in two ways:
2.1 Set the file on computer:
a) Click Browse and select required image file (Figure 9.3-10, 1).
b) To continue click Next (Figure 9.3-10, 2).

Note. To return to the page of search for face click Cancel (Figure 9.3-10, 3).

2.2 Set the URL-address of the file:
a) Go to the Url tab (Figure 9.3-11, 1).
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Choose pattern: upload from file
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| Next | Cancel |

B

Figure 9.3-11 Uploading the file through URL-address

b) Set URL-address of the image (Figure 9.3-11, 2).
¢) To continue click Next (Figure 9.3-11, 3).

Note. To return to the page of search for face click Cancel (Figure 9.3-11, 4).

Window of selecting area on the image is displayed (Figure 9.3-12).

Choose pattern: select area on the image

V]

Figure 9.3-12 Window of selecting area on the image

3. Select the area in frame where the face is by clicking and holding left mouse button and
dragging mouse cursor (Figure 9.3-13).
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Choose pattern: select area on the image
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Figure 9.3-13 Selecting image area

4. To continue click Ok (Figure 9.3-13, 1).
Note. To return to the page of search for face click Cancel (Figure 9.3-13, 2).

As a result the selected area is displayed in Pattern field on setting search conditions board (Figure
9.3-14).

;3 Pattern

Figure 9.3-14 Downloaded image

Downloading image from file is completed.

9.3.1.2 Setting search criteria
Search criteria are set on corresponding board of face search page (Figure 9.3-15).
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Figure 9.3-15 Setting search criteria board

To set search criteria do the following:

1. Select search interval from the list by clicking on corresponding link or set proper interval (Figure
9.3-15, 1).
You can set the proper interval in two ways:
a) Manually setting the ends of interval in from and to fields in DD/MM/YY HH:MM:SS
format.
b) Using calendar (Figure 9.3-16).
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Figure 9.3-16 Calendar

2. Setrequired servers of face search by setting corresponding checkboxes (Figure 9.3-15, 2).
3. Setrequired cameras of face search by setting corresponding checkboxes (Figure 9.3-15, 3).

Note 1.To select all cameras click the All link, for inverse action click the None link.
Note 2. If no video camera is detected, you will be asked to refresh the page (Figure 9.3-17).

Wi Cameras
Mo cameras found
Refrezh page

Figure 9.3-17 Page refresh

4. Inthe corresponding field set minimal face similarity level (in percentage) on the selected image
with faces on video recordings fragments (Figure 9.3-15, 4). Only those video recordings where
there are faces with similarity level that is more than the set one will be displayed in search
results.

Setting search conditions is completed.

9.3.2 Starting search process
After setting search criteria it’s necessary to start search process. To do this click Search (Figure 9.3-18).
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Figure 9.3-18 Search starting

Note. The illustration of starting search process is a display of process on search results board (Figure
9.3-19).

Searching... 0% i: cancel
Time: 00:00:05
Found: O

Figure 9.3-19 Display of search process

Note. To stop searching process click the cancel link (Figure 9.3-19).

9.3.3 Search results viewing

After finishing of search the message about successful complete of the search and its result will appear

on the search results board (Figure 9.3-20).
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Figure 9.3-20 Search results board

=

Search result is set of video recordings that meet search criteria. The following information is given for

each video recording:

1. Similarity level of face in the frame with the face on the video recording.

2. Time and date of the video recording.
3. Video camera from which the video recording is taken.

For video recording viewing click on it with the left mouse button. After this window of video recording

viewing is displayed (Figure 9.3-21).
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Figure 9.3-21 Window of video recording viewing

Note. E button is for starting playback of selected video recording, E button stops playback and
set video recording playback current position to the beginning of video recording fragment.

E and E buttons are used for going to video recording back and forth in playback mode and also

for paging frames in pause mode. To go to pause mode KHornka E button is used, E button is used
for restarting playback.

To capture the image in video recording that is been playing back and to start a new search click Capture
(Figure 9.3-21). After this the window of selecting frame area is displayed (see Capturing image from
video camera ).

9.3.4 Setting search results display
To set search results display do the following:

1. Set sorting principle of search results:
1.1 Click the link of Sort by parameter or ¥ sign (Figure 9.3-22).
Contextual menu of sorting types is displayed (Figure 9.3-22).

Sort by timew

Filter alfw time

Similari similarity 1
camera
2
Complet . . -
v
Feund : in descending order

= 02.0 inascending arder

Figure 9.3-22 Contextual menu of sorting types

1.2 Select parameter by which it’s necessary to sort search results (Figure 9.3-22, 1).
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1.3 Select sorting type of search results (Figure 9.3-22, 2).
2. Setfilter of search results display:
2.1 Click the link of Filter parameter or ¥ sign (Figure 9.3-23).
Contextual menu of filter setting is displayed (Figure 9.3-23).

Sort by time¥

Filter Allw

Simila v Al [
Alarm

Figure 9.3-23 Filter setting

2.2 In case when it’s necessary to display only video recordings that are made by alarm
select the Alarm menu item (Figure 9.3-23).

Note. On default the All item is selected. It means that all video recordings are displayed on search
results board.

3. In the Similarity level (%) field set minimal similarity level (Figure 9.3-24).
Only video recordings with similarity level that is higher than a set one are displayed on search
results board.

Sort by timevy

Filter Allw

Gimilarity level (%) | 0 )

Figure 9.3-24 Setting similarity level

Setting search results display is completed.

9.3.5 Exporting search results to report file
To export search results to report file of pdf format do the following:

1. Click Export on control board (Figure 9.3-25).

3 & (R

Download Capture Export

Figure 9.3-25 Exporting search results

Export window is displayed (Figure 9.3-26).
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Current page

 pages from |1 to |1I.'J 1

Al

Figure 9.3-26 Export window

2. Set pages of search results that should be exported to report file (Figure 9.3-26, 1).
3. Click Ok (Figure 9.3-26, 2).

After this browser will offer to save or open report file (Figure 9.3-27).

s Intellect

The date of report: 8/16/2011

Photo pattern:

Time interval:

Snapshot:

8/16/2011 12:00:00 AM - 8/16/2011 11:59:00 PM

Similarity: 1%

Servers: Cameras:

Face Search Server 1 Camera 1

Filter: -

Filter of similarity: 0%

Data source: All

Records on page: 20

Photo Details

Similarity 61% |#| 1
Camera Camera 1
Time 8/16/2011 5:12:08 PM
Server Face Search Server 1
Similarity 70% #|2
Camera Camera 1
Time 8/16/2011 5:11:53 PM
Server Face Search Server 1

Figure 9.3-27 Report file

Exporting search results to report file is completed.




9.3.6 Retrieval requests change-over
Retrieval requests icons are on navigation board (Figure 9.3-28).

‘ S

History

Figure 9.3-28 Search requests

Icons are scaled images by which there was a searching.
To page the requests list use [ and H buttons correspondingly. To go to the last request click <]
To go to required retrieval request click left mouse button on corresponding icon.

Note. Pointing mouse cursor to request icon information about this request is displayed (Figure 9.3-29).

02.08.2011 14:20:39

Author: rs
Found: 15
Search duration: 00:00:00
Interval:
from: 02.08.2011 09:21:32
to: 02.08.2011 23:59:59

Figure 9.3-29 Information about retrieval request

After this results of this retrieval request are displayed on search result board.

9.3.7 Searching requests
To search requests do the following:

1. Click History on navigation board (Figure 9.3-30).

p

History

Figure 9.3-30 Change for searching requests

Requests history window is displayed (Figure 9.3-31).
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Requests history

Date from o )1

Contains 2

.

@I 02.08.2011 14:19:59 5
rs
&+ 15 (Completed successfully)

B

Figure 9.3-31 Requests history

2. Set the ends of search intervals in DD/MM/YY HH:MM:SS format manually or using calendar (

i button) (Figure 9.3-31, 1).
3. In Contains field set comment or name of request tag (Figure 9.3-31, 2).
4. Click Find (Figure 9.3-31, 3).
After this search results are displayed in requests window (Figure 9.3-31, 5).

Note 1. Search results are retrieval requests that meet set criteria and contain the following information:

a)
b)
c)
d)
e)

Date and time of search.

User who was searching.

Quantity of search results.

Tag name (if it is set, see Giving a tag to retrieval request).
Comment to the tag (if it is set).

Note 2. To clean request window click Reset (Figure 9.3-31, 4).

5. To close the Requests history window and returning to face search page click Close (Figure
9.3-31, 6).

Searching requests is completed.

9.3.8 Giving a tag to retrieval request
To give a tag to retrieval request do the following:

1. Click History on navigation board (Figure 9.3-32).
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History

Figure 9.3-32 History button

Requests history window is displayed (Figure 9.3-33).

Requests history

Date from I iz tol ]

Contains I
N

@ 02.08.2011 14:20:39
rs
&+ 15 (Completed successfully)

@ 02.08.2011 14:19:59
rs
&+ 15 (Completed successfully)

A

Figure 9.3-33 Requests history

2. Implement searching requests (see Searching requests).

3. Click ™ button in required request field (Figure 9.3-33).
Bookmark window is displayed (Figure 9.3-34).

1
Comment: )
2

G S
D

Figure 9.3-34 Adding a tag to retrieval request

4. In Comment field set the comment to the tag (Figure 9.3-34, 1).
5. InTags field set name of the tag (Figure 9.3-34, 2).
6. Click Ready Figure 9.3-34, 3).

Giving a tag to retrieval request is completed.
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Note 1.Button of giving a tag to request that has already had a tag will colour yellow - W

Note 2. To remove a tag it’s necessary to go to the Bookmark window once again and click the Delete

tag link (Figure 9.3-35).

Comment: Il"u’lessage

Tags: IMessage

Figure 9.3-35 Deleting a tag

9.3.9 Deleting retrieval requests
To delete retrieval requests do the following:

1. Click History on navigation board (Figure 9.3-36).

Figure 9.3-36 Change for removing retrieval requests

Requests history window is displayed (Figure 9.3-37).
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Figure 9.3-37 Requests history

Implement searching requests (see Searching requests).

Set checkboxes in requests that should be deleted (Figure 9.3-37, 1).

Click Delete (Figure 9.3-37, 2).

To close the Requests history window and returning to face search page click Close (Figure

9.3-37, 3).

vk wnwN

Deleting retrieval requests is completed.

73



10 Conclusion
Please send your comments or requests concerning this Guide to the AxxonSoft Training and

documentation development division at documentation@itv.ru.

Axxon Soft Inc., Beryozovaya alleya, building5, section 5a, Moscow, Russia, 127273
Tel/fax: (495) 775-61-61
www.axxonsoft.com
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