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1 Introduction

1.1 Document purpose

This document, Monitoring Software Package: Installation and Configuration Guide, is a reference aid
for system administrators, configuration and installation specialists, and users with administrator
rights on the Intellect PSIM.

This guide describes the following:
1. Purpose of Monitoring

2. Hardware and software requirements for Monitoring

w

Installing Monitoring

4. Configuring Monitoring components

1.2 Purpose of Monitoring

Monitoring is designed to automate the activities of personnel at service companies involved in the
operation of Intellect-powered video surveillance systems. The purpose of Monitoring is to improve
the quality of operation for such video surveillance systems.

1.3 Features of Monitoring
Monitoring receives, records, and visualizes messages about the state of security system
components, based on the following key parameters:

1. Camera operability

2. Network functioning

3. Operability of video subsystem software

4. Amount of recorded video

5. Hard disk operability

6. Operability of fire/security and access control systems
7. UPSsignals

In addition, the module allows monitoring the actions of monitoring operators: recorded is
performed of whether an alarm has been accepted, how much time passed before the alarm was
accepted, and so forth. The built-in system for statistics and analysis generates reports on system
operation: reports on alarms, downtime, statistics on security system operation, and more.



2 Hardware and software requirements

2.1 Operating system requirements

Monitoring is provided as executable modules that can be run on the operation systems supported
by the Intellect software (see the Operating system requirements chapter in the Administrator’s
Guide).

The software is compatible with standard operating system settings. On Windows Vista and later,
UAC must be disabled. In Windows 8 and 8.1 it is necessary to configure security policies in order to
entirely disable UAC (configuring security policies is described in the Administrator’s Guide).

2.2 Hardware requirements
Monitoring can run on PCs that meet the following minimum hardware requirements:

1. Intel Corei5 750 CPU

2. 2GBRAM
3. 200 GBHDD
4. NIC

5. X.25 controller (if necessary)

6. Uninterrupted power supply (UPS)

3 Installing Monitoring

3.1 Installer
The Monitoring installer is based on InstallShield 2010 and includes the file setupMonitoring.exe (Fig.
3.1-1).

Help

UPs
E setupAgentOfCankral
E sebupMonitoring

Fig. 3.1 — 1 Contents of the Monitoring installer kit

Documentation is included in the Help folder. The UPS folder contains the software components that
are necessary for the Control Agent to perform monitoring of UPS status.

Before beginning installation, copy the installation kit to a local disk and make sure that the indicated
files are not marked as "read-only".

3.2 Preparing for installation
Before installing Monitoring, install Intellect in remote administrator workstation (RAW) mode.
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Information on compatibility of Monitoring and Intellect software versions is given on the page
General information about product releases and versions compatibility.

The program key, intellect.sec, should contain the Server of Control object.

For Server of Control to operate, there must be an available database server. During installation of
Intellect, MS SQL Server 2008 R2 Express is installed to a "clean" (fresh) system.

Server of Control is compatible with the following servers:
e MSSQL Server 2008 R2

e MSSQL Server 2012

3.3 Installation
Installation of Monitoring is performed in the following sequence:

1. From the installation kit, start the executable file setupMonitoring.exe. A dialog box appears,
informing of the beginning of installation (Fig. 3.3 - 1).

Monitoring 6.0 - InstallShield Wizard

Preparing to Install...

Maonitaring &.0 Sekup is preparing the InskallShisld Wizard,
which will guide vou through the program setup process,
Please wait.

Extracting: Manitoring. msi

|

Cancel

Fig. 3.3 — 1 Preparing for installation

2. A prompt to start installation then appears (Fig. 3.3 — 2). Click the Next button.


https://doc.axxonsoft.com/confluence/display/ASdoc/General+information+about+product+releases+and+versions+compatibility

fi# Monitoring 6.0 - InstallShield Wizard X|

Welcome to the InstallShield Wizard for
Monitoring 6.0

The InstallShieldiR) Wizard will install Manitaring 6.0 an waur
computer, To conkinue, click Mext,

WARMIMNG: This program is protected by copyright law and
inkernational treaties,

< Bach I Mexk = I Zancel

Fig. 3.3 — 2 Beginning installation

3. The License Agreement window presents the terms of the end user license agreement. Select |
accept the terms of the License Agreement and click the Next button (Fig. 3.3 - 3).

fiF Monitoring 6.0 - Installshield Wizard |

License Agreement

Please read the Following license agreement carefully.

End-User License Agreement (EULA) i’

Important! Read the following terms carvefully hefore installing, copying and/or
using this sofiware. Installing, copying or using the product indicates your
acceptance of these terms.

This Aweondoft End-User License Agreement ("ETLA™) i a legal agreetment between
o, the End-User of the License rights granted herein, and AxonSoft governing the
usze of the this software accomparring this EULA | including aty and all associated
media, printed materials, and "online" or electronic docurentation protected by
copyright laws. ;I

¥ [ accept the terms in the license agreement

{” I do not aceept the kerms in the license agreement

InstallEhield

< Back I Mexk = I Cancel

Fig. 3.3 — 3 License Agreement



4. A form appears, allowing you to select the components to install. Install all available
components. To do so, click the Next button (Fig. 3.3 — 4).

fi Monitoring 6.0 - InstallShield Wizard

Custom Setup

Select the program features wou want installed,

Click. on an icon in the list belove to change how a Feature is installed.

= Feature Description

Praovides a link with the objects
an which the component “Agent
af Cantrol” is installed.

Server of Contral

Install ba:
Ci\Program Files\MHTennekTiYHosk),

InstallEhield

Help | < Back I Mexk = I Zancel

Fig. 3.3 — 4 Selecting installation components

5. A window appears, allowing you to configure the MonitorSSTV database (Fig. 3.3 —5). In the
Name field, enter the name that will be used to refer to the database.

ii% Monitoring 6.0 - Installshield Wizard

Installing Monitoring 6.0

The program features wou selected are being installed,

Please wait while the Installshield Wizard installs Monitoring 6.0, This may
kake several minutes,

Installing database x|

—[Databaze:

Mame: M anitors

x Do not irstall | v" Irztall

InstallEhield

< Back I Mk = I Cancel I

Fig. 3.3 — 5 Database configuration



Note: By default, the name of the database is "MonitorSSTV" and its files will be stored in the SQL
Server folder.

6. Click the Set button (see Fig. 3.3 -5).

7. Inthe Data Link Properties window (Fig. 3.3 — 6), select the name of the database server and
specify connection settings. If a password is used, in the Allow saving password dialog box,
select the check box.

,
2 DatoLnk Properties (|

Provider | Connection | Advanced | Al | l

Specify the following to connect to SQL Server data:
1. Select or enter a server name:

127 0.0 1\5GLEXPRESS = | Befresh

2. Enter information to log on ta the server:
() Use Windows NT Integrated security

i@ Use a specific user name and password:

Iser name: sa

Password: =
[ Blank password Allow saving password
3. (@ Select the database on the server:

(71 Mtach a database file as a database name:

IJzing the filename:

E Test Connection i

Fig. 3.3 — 6 Database connection properties

Note. In the 1. Select or enter a server name field specify the "127.0.0.1" value instead of computer
name or "(local)" value, e.g. "127.0.0.1\SQLEXPRESS". Otherwise Server of Control will lose
connection with its local database when the network cable is disconnected.

8. If the parameters have been indicated correctly and the database server is functional, click the
Test connection button, after which a message appears: Connection verified (Fig. 3.3 - 7).
Otherwise, an error message appears.



. N
Micrasoft Data Link A [

Test connection succeeded.

Fig. 3.3 — 7 Message about successful connection verification

Note: If the English version of MDAC components is installed on the computer, English is used in the
dialog boxes in Fig. 3.3 —6 and Fig. 3.3 —7 as well.

9. Inthe Data Link Properties window, click OK (see Fig. 3.3 —6).

10. In the dialog box that appears, click the Set button (Fig. 3.3 — 8).

i Monitoring 6.0 - InstallShield Wizard

Installing Monitoring 6.0

The program features wou selected are being installed,

Please wait while the Installshield Wizard installs Monitoring 6.0, This may
Fake several minnkes.

Installing database

x|

—Databaze:
M arne: Ih-'lu::nitu:-rSST"v"
Existing dt -
databazes: FaceRecognition
Fir
intellect
itv_k.ars
[pres
master
radel
|, PR Nl e ' LI

Installshiel

¢ [rztall

Fig. 3.3 — 8 Confirming database parameters

11. The installation process is launched (Fig. 3.3 —9).



fi# Monitoring 6.0 - InstallShield Wizard

Installing Monitoring 6.0

The program Features wou selected are being installed,

Please wait while the Installshield Wizard installs Monitoring 6.0, This may
kake several minutes,

Skatus:

ImstallEhield

< Bach Mexh = I Zancel I

Fig. 3.3 — 9 Installation progress

12. When installation is complete, a wizard page appears with a message about successful
installation (Fig. 3.3 — 10).

fiF Monitoring 6.0 - Installshield Wizard |

InstallShield Wizard Completed

The InstallShield Wizard has successfully inskalled Manitoring
6.0, Click Finish to exit the wizard,

< Bach I Finish I Zance|

Fig. 3.3 — 10 End of installation

Installation of Monitoring is complete.

10



4 Configuring Monitoring
To configure Monitoring, go to the System settings window. Use of this window is described in
Intellect Software Package: Administrator's Guide.

4.1 Creating a Server of Control object
Note. Server of Control, as well as Agent of Control, can operate in distributed architecture of the
digital video surveillance system. In this case both Server of Control and Agent of Control shall be

configured locally, not remotely.

A Server of Control object is created based on a Computer object, on the Hardware tab of the
System settings window (Fig. 4.1 - 1).

Architecture

E@CD

mpuker [S-UYUTONA]

Server OF Contral 1 [1]

Fig. 4.1 — 1 Server of Control object

After a Server of Control object is created in the right part of the System settings window, a panel
appears for configuring the object (Fig. 4.1 —2).

|1 IServer Of Contral 1
Event log
Computer [ auiiary characters Archive perod (k] : lE
Compter T | alams File siz= (MB): [100
v spstem status
[ Advanced Keep archives for [months] : |3 YI
Tranzfer
TCFAP port [Bgent) I???? Firgt COM port number : |E0m1 Yl
Ermm———— | TCRAR port [Archive] : I??55 Murnber of COM ports © |1 'l
COM port speed ISBDD 'l
Restart I
COM paort farmat : |8N1
18] Object code MHame
< | i
Sortby: [ID =] »| add. | Edi. Delete |

Apply Cancel

Fig. 4.1 — 2 Configuration panel for the Server of Control object

4.2 Configuring a connection
A Server of Control can simultaneously interface with objects over both the TCP/IP and R5232
protocols.

To configure a connection between Server of Control and Control Agent/Archive:

1. Go to the configuration pane for the Server of Control object (Fig. 4.2 —1).
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|1 ISewer Of Control 1

Event lag
Computer [ auiiary characters Archive perod (h] : lE
| Computer | | dlams File size (ME): [100
v spstem status
Advanced Keep archives for [manths) : |3 YI

TCRAR port [agent) |7777 Firgt COM port number :

TCPAP port [frchive] : |7755 )2 Mumber of COM ports : |1 v[
3
COM port speed ISBDD 'l

Snapshotsdvideo ... |

Restart I
COM paort farmat : |8N1
1[0 [biect code ]
(, s )
N
4
< | D
Sort by - [ID =] »| 5 Add. D Edi. Delete |

Apply Cancel

Fig. 4.2 — 1 Connection configuration

In the TCP/IP port (Agent) field, enter the port number for TCP/IP communication with remote
objects (see Fig. 4.2 -1, 1).

In the TCP/IP port (Archive) field, enter the port number for TCP/IP communication with the
Archive Search module (see Fig. 4.2 -1, 2).

For the RS232 protocol, indicate the following parameters: First COM port number, Number of
COM ports, COM port speed, and COM port format (see Fig. 4.2 -1, 3).

All objects connected to Server of Control must be specified in the settings for the Server of
Control object (see Fig. 4.2 — 1, 4). To add an object:

5.1.Click the Add button (see Fig. 4.2 — 1, 5). A dialog box for adding an object appears (Fig. 4.2 -

2).

code Marne
[o} (550016 1
Object code l :!

Mame Partition of Control 1 ']
(@ P | 2
=1 »| Add . Edit.. |  Delete |

D

Fig. 4.2 — 2 Adding an object

5.2.In the ID field, enter the object's ID. The value in this field must match the ID field in the
Control Agent settings (see Fig. 4.2 -2, 1).

5.3.In the Object code field, enter the object's sequence number (Fig. 4.2 — 2, 2).

5.4.1n the Name field, enter the object's name (see Fig. 4.2 — 2, 3). The address of the object's
location can be used as the name.
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5.5.To add the object, click OK (see Fig. 4.2 -2, 4).

5.6.Repeat steps 5.1 to 5.5 for all objects that you want to add.

6. Click the Apply button.

Connection configuration is complete.

4.3 Configuring the event log
The event log allows configuring the detail level at which Server of Control activities are logged.

The main event log is located in the <Intellect software installation folder>\VHost folder, in the file
vsrvYYMMDD.log, where YY is the year, MM the month, and DD the day.

To configure the event log:

1. Go to the configuration pane for the Server of Control object (Fig. 4.3 —1).

|1 ISer\-’er Of Contral 1

Computer

| Conputer j

1 4
5
] )

Tranzfer

TCP/IP port [Agent) I???? First COM port nurnber ; ICom1 'l
E——— I TCPAP part [Archive] : I??EE Murnber of COM ports : |1 'l
COM port speed : ISBDD 'l

Restart |

COM port farmat : IBN‘I

v spstem status

Advanced

11] Object code Mame

| | i

Sortby: [ID =1 2| Add Edit . Delete |

Apply Cancel

Fig. 4.3 — 1 Configuring the event log

2. Tolog auxiliary characters at the transport level, select the Auxiliary characters check box (see
Fig.4.3-1,1).

3. Tolog alarms (activation of a vibration sensor, temperature sensor, or Door-Forced-Open (DFO)
sensor), select the Alarms check box (see Fig. 4.3 -1, 2).

4. To log events related to system status, select the System status check box (see Fig. 4.3 -1, 3).

5. Inthe Archive period (hrs.) field, enter the frequency, in hours, at which the event log is to be
archived (see Fig. 4.3 — 1, 4). Archives are saved in the DATA subfolder, with the following name
format: namelog_yymmddhhmmss.gz, where

5.1.namelog is the name of the event log being archived

5.2.yy is the year of archive creation
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5.3.mm is the month of archive creation
5.4.dd is the day of archive creation
5.5.hhis the hour of archive creation
5.6.mm is the minute of archive creation
5.7.ss is the second of archive creation

6. In the File size (MB) field, enter the file size threshold, in megabytes, upon which the event log is
archived (see Fig. 4.3 — 1, 5). This setting overrides the value in the Archive frequency field.

7. Inthe Keep archives for (months) drop-down list, select the length of time, in months, for which
you want to store archived event logs. This value must be between 1 and 24 (see Fig. 4.3 -1, 6).
Archives that are older than the specified number of months are deleted.

8. To save settings, click the Apply button.
4.4 Configuring reaction to snapshots and videos

Monitoring allows configuring how the application reacts after receiving still frames or video that are
sent when alarm sensors are triggered.

To configure the reaction to receipt of still frames and video:

1. Go to the configuration pane for the Server of Control object (Fig. 4.4 —1).

I‘I ISer\-’er OF Contral 1
Event log
Computer [ ausiiary characters Archive period [h] : IF
Computer || alams File siz= (MBJ : [100
|7 spstem status
Advanced Keep archives for [months) : |3 'I
Transfer
TCPR/IP port [Agent) I???? Firzt COM port fumber : |E0m1 'l
Snapshots/viden ) TCPAR part [Archive] : I??ES Murnber of COM ports : |1 vl
COM port speed : ISBDD 'l
Restart |
COM port farmat : |8N1
18] Object code Mame
4« | i3
Sortby: [ID =1+ Add Edit . Delete |

Apply

Fig. 4.4 — 1 Still frame/video button

2. Click the Snapshot/Video button (see Fig. 4.4 — 1). A window opens, allowing configuration of the
application response to receipt of still frames and video (Fig. 4.4 - 2)..
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1@ zhow received ima@' 1

JPEG-files viewer
{IE:'\F‘ngram Filez'WHrennertsWHaozthSY'S TEMAPE GYiewer. exe b‘?

{? Flayback received cIiD 3

A3-filez player
{lE:'xF'rn:ngram FilezWwindows Media Plaverwmplaver. exe Hi

5 Cancel |

Fig. 4.4 — 2 Configuring the reaction to still frames and video

3. If you want for received still frames to be opened:
3.1.Select the Show received image check box (see Fig. 4.4 -2, 1).
3.2.Specify the path to a program for viewing JPEG files (see Fig. 4.4 -2, 2).
4. If you want for received video to be played back:
4.1.Select the Play back received clip check box (see Fig. 4.4 — 2, 3).
4.2.Specify the path to a program for playing back video files (see Fig. 4.4 -2, 4).

Note. AVI-files player setting is only used for compatibility with Monitoring older versions which
transmitted avi-files. Newer versions transmit files in the Intellect video archive format, which are
opened with the Axxon Player utility.

5. Click OK (see Fig. 4.4-2,5).

Configuration of the application reaction to receipt of video or still frames is now complete.

5 Configuration of the Monitoring interface

5.1 General information about the Monitoring interface
The Monitoring interface is accessible through the following interface elements

1. Monitoring
2. Search in archive
3. Monitoring Reports

These objects are created based on the Screen object, in the Interfaces tab of the System settings
dialog box. It is recommended to create these objects on the basis of different Screen objects (Fig.
5.1-1).
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=R TJDisplay 1 [1]
- [ Moritoring 1 [1]
= LEI Cisplay 2 [2]

P s Gearchin archive 1 [1]
EILEI Cisplay 3 [3]

Fig. 5.1 — 1 Interface elements on the Interfaces tab
5.2 Configuring the Monitoring interface object
To configure the Monitoring interface object:

1. Inthe object tree, select the Monitoring object. On the right side of the System settings
dialog box, the configuration panel for the relevant object is displayed (Fig. 5.2 — 1).

|1 | |Monil0[ing 1 | Control panel Log panel
Sies Pazition Position
isplay
s e
et - o | wp |
- wim | e
3 MNon-empty Comment figld
4 [[] W aming when watching live video
Yideo stream speed | 25 fps
5

TOUPE OF NS
[ Temperature sensors
Communication channel Cameras

Hardware ACS
6 Yideosystem software SFA
Archives size Detections

Apply Cancel

Fig. 5.2 — 1 Configuring the Monitoring interface object

2. |Ifitis necessary to display the Control Panel component on the screen, select the Control
Panel check box and indicate the on-screen coordinates of the component (see Fig. 5.2 -1,
1).

3. Ifitis necessary to display the Log Panel component on the screen, select the Log Panel
check box and indicate the on-screen coordinates of the component (see Fig. 5.2 -1, 2).

4. To require that operators leave comments when accepting an alarm (to describe the alarm
and/or their actions), select the Non-empty Comments field check box (see Fig. 5.2 -1, 3).
These comments can later be reviewed in the event log, which also indicates the operator
that accepted the alarm.
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5. If when live video is attempted to be viewed from Control Panel it is necessary to display a
warning that it can create the critical load per channel, set the Warning when watching live
video checkbox (see Fig. 5.2 -1, 4).

6. Inthe Video stream speed field specify the frame rate for live video displaying in frames per
second (see Fig. 5.2 -1, 5).

7. Forthe alarms that you want to visualize, select the corresponding check boxes (see Fig. 5.2
-1, 6).

Configuration of the Monitoring interface object is now complete.

When a screen for which the Monitoring object has been created is selected in Intellect, the

Monitoring interface window is displayed (Fig. 5.2 — 2).
rEG|/ e Ee £ cewBe

[15min__ <] | | ¥ [CvTanaeni4ings Ay

|ObjedcudeE|lD E|Name E|CamerasE|Disk MEE|Disks ElSuﬂwareE |1D:45 StatlDuratiDn
ﬂ 1 550016 Partition Of Contral 1 1 4243 1 50299 000:22:15
B 2 850017 Partition Of Contral 2 4243 1 E0299 [ oo02215
*
< |
CC12.02201410:45 LL 2/12/201410:57:36 A W OB 2 of2 FC 2 (I RN (Wi 100.00,/2 SRCEROOE
Objects: 2/2| Reference quides | B @ [9) &8 i 7| | =@ _
Partition OFf Cotral 1 | Partition OFf Comtral 2 |
= G I L= R
B« |l & JQ[= e )€ | & |

Fig. 5.2 — 2 Monitoring interface window

5.3 Configuration of the Search in archive and Monitoring Reports objects
By configuring the Search in archive (Fig. 5.3 — 1) and Monitoring Reports (Fig. 5.3 — 2) interface
objects, you can indicate the coordinates at which they are displayed on the screen.

I'I ISearch it archive 1 Pasition

% [0 v, [0
Dizplay
|Dis|:l|a_l,l2 ﬂ W:|1EIIZI H- |1IZIIII

Fig. 5.3 — 1 Configuration pane for the Search in archive object
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I'I IM:::nitu:uring reports 1 Pozition

H IEI - ||:|
Digplay
|Di3F'|ﬂ_'r'3 j W:I'IEIEI H: |-||:||:|

Fig. 5.3 — 2 Configuration pane for the Monitoring Reports object

When a screen used to create the Search in archive object is selected in Intellect, the Search in
archive interface window is visualized (Fig. 5.3 — 3).

Search in archive | annloads'

— Object name [Ib | Camera | Dateandtime | Test

<0Object not zelected:

~ Search

Peiod fiom | 2/ 622014 | [1200.00 4M

kI kE

to: | 2/ 502014 x| | 21753 PM

=" By captions: I
" By video clips of all cameras

' By video clips of camera:

A

Data receive timaaut [min.]:

Search | Canhicel |

— Request

Widen | Frames |

Settings |

Fig. 5.3 — 3 Search in archive interface window

When a screen used to create the Monitoring Reports object is selected in Intellect, the Monitoring
Reports interface window is visualized (Fig. 5.3 — 4).
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Report  indow

NG D es

Fig. 5.3 —4 Monitoring Reports
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